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Abstract

Threads can simplify program design and implementation and also improve performance, but threads usage require care to ensure that shared resources are protected against simultaneous modification. In this report we will discuss two synchronization techniques and we will compare which one is better.

1. Introduction

 Most code written today is sequential. What do we mean by the term sequential or serialized? Simply we can say that, code is executed one instruction after the next in a monolithic fashion, with no regard to the many possible resources available to the program. Overall performance can be severely degraded if the program performs a blocking call. 

To overcome this degraded performance, threads come into the picture. Threads are a sequence of instructions that can be executed in parallel with other threads. They are not processes, but rather lightweight threads of execution. This means that, threads of a program are not full-blown processes, but are smaller portions of the process running concurrently (or in parallel). Hence, the term lightweight is used. 

The threads execute individually and are unaware of the other threads in a process. Threads sharing common resources, however, must coordinate their work by using critical sections, mutexes and other methods of inter-process communication. Here we are only interested in Critical Section and Mutex.

The organization of the paper is that in section 2 we will discuss about the need of synchronization covering Critical Section and Mutex. Section 3 is about the results that we have drawn and our observation. Section 4 is conclusion and in the end are references.

2. Synchronization

Multiple threads contending for a single shared resource can run into a race condition. All we need to ensure is that only one thread modifies this shared resource at once, thus eliminating race conditions, and making operations on the shared resource atomic. This property is known as mutual exclusion. There are many synchronization primitives, which can be used to enforce this property. The simplest of these is known as the Mutex. Win32 provides a mutex primitive, and a close relation of it, the Critical Section.
2.1 Critical Section

The Critical Section is a primitive, which allows us to enforce mutual exclusion. The Win32 API supports several operations upon it: 

· InitializeCriticalSection

· DeleteCriticalSection

· EnterCriticalSection

· LeaveCriticalSection

InitializeCriticalSection and DeleteCriticalSection are concerned with creating and deleting the critical section object, the point to note here is that they are not handles. Once the critical section object is created it can be used to control access to a shared resource. The two main operations are EnterCriticalSection and LeaveCriticalSection. When the critical section is created, none of the threads in the application have ownership of it. To gain ownership, a thread makes a call to EnterCriticalSection, and if the critical section is not owned, then this thread gains ownership. The thread then typically performs operations upon a shared resource and once it has finished, it releases ownership via a call to LeaveCriticalSection. 

If a thread tries to enter a critical section when another thread is already inside the critical section, then it will be suspended, and only reawaken when the other thread has left the critical section. This provides us with the required mutual exclusion around a shared resource. More than one thread can be suspended waiting for ownership at one time, so critical sections can be used for synchronization between more than two threads. 

For example:
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Figure 1

As the diagram makes clear, only one thread is ever executing critical code at once, so there are no race conditions or atomicity problems.

2.2 Mutex

A mutex works in exactly the same way as a critical section. The only difference is that they have their own handles and they can be used for inter-process synchronization between threads in different processes. Another good aspect of mutexes is that being process shareable they provide with time-out values and also signal when abandoned.

They are created using the function CreateMutex. A thread gains its ownership by waiting for mutex handle and after its usage thread releases it by calling ReleaseMutex.

3. Analytical Results

We will show that critical sections are decisively faster than mutexes. The reason is that, when we execute EnterCriticalSection and the Critical Section is not owned, the thread never enters the kernel. There is a simple interlocked atomic test in user space and the thread continues if some other thread does not own the Critical Section. If the Critical section is already owned by a different thread, then the thread enters the kernel and blocks on a mutex or some other kernel synchronization object. A WaitForSingleObject call on a mutex, however, must enter the kernel, even to detect that the mutex is not owned. 

We observed this by creating multiple contending threads for Critical Section and Mutex.

We have three different cases;

Case I: Test Critical Section

Case II: Test nested Critical Section

Case III: Test Mutexes

Along with this, we are using following parameters;

Depth: this parameter specifies the number of times we are entering and leaving the Critical Section and Mutex.

Delay: To allow the threads perform CPU Intensive tasks while holding the resources.

NumThActive: this is the total number of threads that are active.

The following graphs show the performance results on a 233 MHz Pentium II, running Windows 98. The system has 32 MB of RAM. In all cases we are using four active threads with different depth and delay combination.

Case I: Test Critical Section
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Figure 2: Critical Section 1 and Delay = 0
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Figure 3: Critical Section 1 and Delay = 1
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Figure 4: Critical Section 1 and Delay = 5
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Figure 5: Critical Section 1 and Delay = 10

Case II: Test nested Critical Sections
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Figure 6: Critical Section 2 and Delay = 0
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Figure 7: Critical Section 2 and Delay = 1
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Figure 8: Critical Section 2 and Delay = 5
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Figure 9: Critical Section 2 and Delay = 10

Case III: Test Mutex
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Figure 10: Delay = 0
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Figure 11: Delay = 1
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Figure 12: Delay = 5

[image: image14.wmf]0

5

10

15

20

25

1

5

10

System Time

Real Time

Figure 13: Delay = 10

4. Conclusion

If we have one process and multiple threads then its better to use Critical Section. On the other hand we can use mutex for controlling inter-process synchronization. The results have shown that Critical Section works much faster than Mutex.
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