Optimising OSPF Routing for Link Failure
Scenarios

Sadiq M. Sait, Mohammed H. Sqalli, Syed Asadullah

Computer Engineering Department
King Fahd University of Petroleum & Minerals
Dhahran 31261, Saudi Arabia
E-mail: {sadig,sqalli,sasg@kfupm.edu.sa

Abstract—In operational networks, nodes are connected via
multiple links for load sharing and redundancy. This is done
to make sure that a failure of a link does not disconnect or
isolate some parts of the network. However, link failures have
an effect on routing, as the routers find alternate paths for the
traffic originally flowing through the link which has failed. This
effect is severe in case of failure of a critical link in the network,
such as backbone links or the links carrying higher traffic loads.
When routing is done using the Open Shortest Path First (OSPF)
routing protocol, the original weight selection for the normal state
topology may not be as efficient for the failure state. In this paper,
we investigate the single link failure issue with an objective to
find a weight setting which results in efficient routing in normal
and failure states. We engineer Tabu Search Iterative heuristic
using two different implementation strategies to solve the OSPF
weight setting problem for link failure scenarios. We evaluate
these heuristics and show through experimental results that both
heuristics efficiently handle weight setting for the failure state.
A comparison of both strategies is also presented.

adapt for such changes in the state of the network. Hence, it is
required to adapt the original heuristic to optimize link weights taking
into consideration single link failure scenarios. In other words it
is required to find a set of weights that work for both the normal
and failed state of the network without considerable degradation in
performance in both states.

Link failure scenarios require dealing with two states of a network.
The first state where all links are functional is denoted as Normal
state and the other state where a link has failed is denoted as
Failure state. In this paper, two different strategies are devised and
implemented to address this issue. The first stratégytinkFailure-

FT is similar to the approach adopted by Fortz and Thoroup [7]
with some modifications. Another new strategy. LinkFailure-SS

is proposed, where the weights are first optimized for the Failure
state. Keeping these weights fixed, all combinations of weights are
tried for the added link to find the best cost for the Normal state.
Both strategies are discussed further in this section.

Similar problem has been attempted by Fortz and Thoroup [7].
In their approach, a set of links was considered as critical, and in

Key words Routing, Open Shortest Path First (OSPF), OSPEach iteration one of these links was failed based on the maximum
Weight Setting Problem, lterative Heuristics, Link Failure, Tabytjlization among critical links. The cost of normal topology and the

Search

I. INTRODUCTION

resulting failed topology was averaged and the search was driven
to find a solution which minimizes the average cost. One of our
implementations in this work is similar to this approach but with the

OSPF is an intra-domain routing protocol that uses link weightaodification that the link failed is always the one connected between

to make routing decisions and compute the shortest paths. Differandes carrying the highest demand. This simulates the worst case
weight assignment strategies have been discussed in the literaturesfdnario.

including the Unit OSPF, Inverse Capacity OSPF, Random OSPFThe rest of the paper is organized as follows; The OSPFWS
etc. A better selection of the OSPF link weights can lead to efficiepfoblem statement and the cost functions proposed in the literature are
network utilization [2], [3]. Iterative heuristics have been extensiveligresented in Section II. The two Link Failure algorithms are discussed
used [4], [5], [6] and implemented using different strategies to achie¥@d analyzed in Section Ill. This is followed by the experimental
this goal. However, all strategies work on the assumption that thgsults including the comparison of both algorithms under Normal

topology is fixed and there are no failures in the network. A netwoind Failure state in Section IV. Finally, we conclude in section V.
may experience a link failure resulting in a change in topology due

to the loss of a link. when the network state changes (Failure State)
due to link failure, the routing paths are also not the same as in the Il.
original state(Normal State). The optimized weights for the original
topology and demand may no longer be good enough for the newThe OSPF weight setting problem can be stated as follows: Given
topology with the failed link. The absence of the failed link causes tleedirected network of nodes and a@s= (NN, A), a demand matrix
traffic which was originally flowing through this link to flow through D, and capacityC, for each ara € A, determine a positive integer
other available links. The fact that the network was not optimizedeight w, € [1,wma] for each arca € A such that the objective
for these flows, can result in an inefficient mapping of traffic on téunction or cost functior® is minimized. When routing is done using
available links. This may also cause congestion in some parts of tB8PF the assigned link weights completely determine the shortest
network, specially in the case of higher demands. paths, and hence the traffic flows. Based on these traffic flows the
One solution to this issue is to apply a new set of OSPF weightartial loads on each arc for a given destination is computed. This
to links which optimize the new topology (Failure State). Howevers done for all destination nodes. The aggregated partial loads for all
it is cumbersome to change the weights on each link in the entilestinations on a particular arc gives the total Idacn that arc.
topology and also not very practical in case of larger networks. Off&e cost of sending traffic through this arc is given®y(l,). The
would suppose that once the set of OSPF weights have been fixgakt value depends on the utilization of the arc and is given by the
the operator would not want to change these weights in order linear function proposed by Fortz and Thoroup.

PROBLEM STATEMENT AND COST FUNCTION



until the termination criteria is met. The set of weights which gives
1 for 0 < /cq < 1/3, the least value ofb 4., is the best solution obtained by the new
3 for1/3<1/ca <2/3, heuristic.
’ 10 for 2/3 <l/ca < 9/10,

b, (1) =
a 70 for 9/10 < l/cq < 1, L _
500 for 1 <1/cq < 11/10, Algorithm: LinkFailure-FT
5000 for 11/10 <1/cq < infinity " S initial solution.
S: solution.
The Fortz cost function is given in equation2. Sy best solution.
a: failed arc.
= W;:  Weight of arc i.
v th(h) @ Tnorm: NOrmal state.
ac

o o . , Trqy: Failure state.
The objective is to minimizep, subject to these constraints:

Begin:
TNo’r‘m:
I, = (1) o e A, 3 1. Generated;
Z f ®) 2. Transfer{Sy- a} 10 Trqi;
(s,t)ENXN
3. Compute®(n + 1) 4vg;
Trair:
(s,t) > Fazil
fan 20 ) 4, Compute®(n) 44;
in constraint 3, for traffic between source destination pair (s,t), do
78" indicates the amount of traffic flow that goes over arc a. TNorm:
The detailed steps showing the formulation of this cost function 5a Move(i, W;);
can be found in the literature [1], [4]. 6a. Compu'tel;(;z 1) ang:
. Avgs
I11. LINK FAILURE
Handling link failure scenarios requires dealing with two states of Trai:
a network. In the Normal state, the topology is said to have 1 5b. Move(i, W,);
links. There exist a set of weights W which optimize the cost for this 6b Combputed .
topology. The cost function for this is denoted byn+1)ow, where ' P (n)A”g’
OH stands for Original Heuristic and+ 1 indicates a topology with 1 _
n~+1 links. In the case of failure, these weights for the new topology 7. Pavg = /2 (P(n+ 1) avg + P(1) avg;
will result in another cost and is denoted ®y[n+1]—1)ox. Here,
[n+ 1] — 1 indicates failure of link and topology change framt 1 While (Termination criteria is not met)
to n links. The above functions are representative of the costs when 8 S, = S for min@ 4,,);
the Normal state topology was optimized using the original heuristic. E.nd' van

A. LinkFailure-FT

In LinkFailure-FT strategy, to find optimum weights representing
both the normal and the failed states, the idea is not to minimize Fig. 1. Structure of the LinkFailure-FT algorithm.
the cost of each state individually but to minimize the combined or
average cost of both states. For a given solution or set of weights
W for the Normal state, the cost is denoted ®fn+1) and for the : : ;
Failure state with the same set of weights minus the failed link (W-a) Performance Evaluation of LinkFailure-FT
the cost is® (n). The objective is to find the set of weights which The performance of this strategy can be evaluated by comparing

minimizes the new cost function: the cost obtained fof'no-m andTri; UsSing this heuristic with that
N . of the original. The difference between the costs of the original and
Pavg = /2 (B(n+1) + D (n)) the new heuristic would indicate a gain or loss in the solution quality.

Starting with a random initial solution for the Normal statd OF 7norm, this difference would be:
(_TNorm) the same set of wei_ghts, except the weight of the _failed Snorm = ®(n+ Don - B(n + 1) avg
link, are transferred to the failed stat®&x(,;;) and both topologies
find the shortest paths and the cost of the initial solution. Tabu Seafghtimizing weights using the original heuristic is expected to give
is started orl’v,.», by making random moves, and every time th@ better cost than optimizing for average cost. Hence, the value of
same move is again transferred Ta,;;. Both topologies find the dnorm iS €xpected to be negative, indicating a loss in solution quality
shortest path and the corresponding cost after a move. The costothe Normal state. A smallefn,.» value, or a value close to zero
the new solution fofl'orm, is denoted a®(n + 1) 4,4 and the new would indicate that the heuristic is performing well in the Normal
cost of T is denoted a®(n) 444. The cost of the current solution state.
® 404 is the average of(n + 1) avg aNd P(12) avg. In the case of the Failure state the cost difference would be

indicated as:
D avg = 1/2 (@(n + 1) Avg + P(n) Avg)

- Orait = @ 1] -1 -®
Here,®(n 4 1) a»g and®(n) 4., indicate the cost of o and rait = ([n+1] = Don - B(n)avg
Trai respectively while optimizing the average cost function. We The purpose of optimizing the weights for link failure is to achieve
continue Tabu Search and compute the average cost for each iteratidretter cost in case of a Failure state than would have been achieved



with the original heuristic. Hencejr,i; must be a positive value Algorithm: LinkFailure-SS

indicating an improvement in the solution quality. A larg&a. So: initial solution.
value would indicate that the new heuristic is performing well in the S solution

case of a Failure state. Hence, a combination of sméMer.,, value ) e

and largers ., value would be an ideal case indicating minimal loss Sp: best solution.
in the case of the Normal state and significant improvement in the a failed arc.

case of the Failure state. W;: Weight of arc i.
C. LinkFailure-SS Torm: Normal state.

In the previous strategy we have tried to optimize weights for Trair: Failure state.

the average cost df'vorm and Trqy. In this section, we propose BegIn:

another strategy which optimizes weights fdf,;; and finds the Trail:
best solution fofl'n .- by keeping the weights obtained frofiyi: 1. GenerateS;
unchanged and trying all possible weights for the one additional link. 2. Computedo(n)ox;

The test cases and benchmark topologies used were the same as for
the previous strategy. We start with a random initial solutiorifips;;

and find the shortest paths and corresponding cost for this solution. do

Tabu Search is started df,;; by making random moves and after Move(i, W;);

each move, the shortest paths and corresponding cost are computed. Computed®(n)ox;

The cost of the new solution f&Fr,;; is denoted a®(n)ox which While (Termination criteria is not met)
indicates that the cost is for the topology withlinks optimized

using the original heuristic. Once the termination criterion is met, we .

obtain the best solution f&Fr.;; and compute its best cost. The final Sy = S for min@(n)on);

n Wei%hts are transferred tdno.-». The weight on the additional 6. TransferSy t0 TN orm;

(n+1)*" link is assigned values from 1 to 20. For each weigi,

the cost of thei*” solution is computed. The twenty costs obtained
are compared to find the best solution v .,». This is denoted by

Pow

o

TNarm:

®([n]Jor + 1)20 which indicates that the cost is for topology with 7. Compute® (n + 1)a,.for a={1, 2, 20
n+ 1 links wheren links are optimized using the original heuristic 8. ®([nJor + 1)20 = Min(@(n + 1),);
and one additional link is optimized by finding the best solution from 9. Sy = S for ®([n]oy + 1)20;

the twenty possible combinations. End:

D. Performance Evaluation of LinkFailure-SS

Similar to the FT approach, the performance of this strategy
can be evaluated by comparing the cost obtained7t9,,, and Fig. 2. Structure of the LinkFailure-SS algorithm.
Trai using the SS heuristic with that of the original heuristic (OH).
The difference between costs of the original and the new heuristic
would indicate a gain or loss in the solution quality. HQ¢orm this IV. RESULTS

difference would be: In this section we present the experimental results for the two
ONorm= ®(n+ ou - ®([n]or + 1)20 heuristics mentioned in the previous section. The benchmarks used
) o o for the evaluation of the original heuristic for no failure case [8],
In the case of the Failure state, the original heuristic will end up wnm were also used for the link failure case. Due to the change in
a cost®([n+1]—1)on and the SS heuristic with a cost®f{n)on.  topology (different number of links) in the two states, the original
Hence, the cost difference would be indicated as: test case would represent only one of the states and a modified test
Srait = ®([n+ 1] — Do - ®(n)on case would represent the other state. Representing the failed state
with a modified test case would require deletion of the corresponding
In the SS approach, the weights are optimized Tor,;; and are link entries from the files representing the graph and capacity of
expected to achieve a better cost in the case of a link failure thiks. This could also result in a disconnection of the graph. To avoid
would have been achieved with the original heuristic. Hemgg.: this, we represented the Failure state with the original test cases. To
must be a positive value indicating an improvement in the solutigepresent the Normal state, we add an additional link between two
quality. nodesnl andn2. The nodes selected were the ones with the highest
demand between them in the demand matrix. Failing this particular
E. FT Versus SS_ ) ) o link which is directly connected between the two nodes having the
In the case of LinkFailure-FT, we simultaneously optimize tWjighest demand between them would cause the worst effect on the
states of a networkiz. Tyorm andTrqii, Whereas in LinkFailure- network. Hence, if our heuristic is able to optimize weights for the
SS we only optimizel'r.;; and then try the best possible weight foryorst case scenario then it is expected to be robust.

the one additional link to optimiz&x,,~. Hence, the SS approach  The notations used to denote Cost in the Normal and Failure state
has a faster convergence when compared to FT; which is a maigé shown below.

factor when dealing with larger networks and higher demands. As

discussed earlier, SS is optimized for the Failure state and hence FTyn SSN OHy
should not only give better solution when compared to OH but also O(N + 1Davg | PIN]+1)20 | PN+ 1)op
should perform better than FT in the Failure state. In the FT approach,

the weights are selected to optimize the average cost and not the best

cost for individual states. Any heuristic, to be acceptable, must not

degrade the performance of the network in the Normal state. In ottfér FT Versus OH

words it should result in a solution quality as close to the Original Experimental results for the two strategies implemented for the
Heuristic (OH) as possible. single link failure scenario are presented in this chapter. The individ-




FTp SSk OHp TABLE 1l
P(N)avg | P(N)on | PN +1] —Don CosT COMPARISONFT VERSUSSSIN NORMAL AND FAILURE STATE FOR
H100N363 NETWORK.

Demand | FT SSN FTr SSp
ual performance of each strategy can be evaluated by comparing its D3 1.31326 | 1.32905 | 1.33621| 1.34312
results in Normal and Failure States to the Original Heuristic. Table | D9 1.48152 | 1.48005| 1.53819 | 1.48682
shows the Cost values obtained using FT Strategy and OH for five D10 2.09604 | 1.98619 | 2.31527| 2.01001
different demands using the test case h100N360a. From the table, it D11 4.49806 | 4.38878 | 6.01734 | 5.33037
can be seen that in the Normal state the Cost of FT is marginally D12 17.9732 | 14.3157 | 24.3984| 18.1582

higher than OH, which can be seen in thg,,» column which

shows the Cost difference for the two strategies in the Normal State.

Negative values indicate a loss. As expected, there is some loss in the

Normal State. In the Failure State, for all demands except DemandFd, Overall, for the Normal State, it can be said that SS performs
the FT Cost is less than the OH Cost as indicated by a positive vakeiter than FT for this test case. For the Failure State, SS clearly
in the columndr,;;. Hence, there is some gain in the Failure Stat@utperforms FT for all demands. This is expected as the strategy
The overall gain or loss is indicated in the columinThe value of is specifically designed to optimize weights for the Failure State or

SNorm is more than the value @z, for higher demands D11, D12 in other words to minimize the Failure State Cost. Hence, SS is
which implies that the margin of loss in Normal state is more thanways expected to produce better results for a Failure State. The
the gain in the Failure State for this case at higher demands. Resakgrall comparison shows superiority of SS over FT for this test

also show an overall gain for the two demands D8 and D10. case. Comparison of all three strategies for this test case is presented
below.
TABLE ! D. OH Versus FT Versus SS
CoST COMPARISONFT VERSUSOH IN NORMAL AND FAILURE STATE T ersus ) ersus ) )
FOR HLOON360, NETWORK Finally, we show in Figure 3 the graph with the Cost comparison
' of all the three heuristics in the Normal state and in Figure 4 for the
D FTN OHxN N F1r OHr SF 5 Failure State.
D8 | 1.313 | 1.320 | 0.006 | 1.336 | 2.743 | 1.406 | 1.413
D9 | 1.482 | 1.448 | -0.033 | 1.538 | 1.494 | -0.044 | -0.077
D10 | 2.096 | 1.985 | -0.111 | 2.315 | 5.711 | 3.396 | 3.285 Normal State (h100N360a)
D11 | 4498 | 4.369 | -0.129 | 6.017 | 6.05/ | 0.040 | -0.089
D12 | 17.973 | 14.076 | -3.897 | 24.398 | 25.487 | 1.089 | -2.809 20 -
18
16| /
14 /'-
B. SS Versus OH 5 12 v —#—FTNorm
L. X . . o 10 —a— SSNorm
Table Il shows similar comparison for the SS Strategy. Even inthis | © g | —a OHNomm
case, the values @iy, for SS are marginally higher than those of 6 -
OH, and the values ofr,;; for SS are well below those of OH for ‘2‘ 1
all five demands shown in the table. This shows that there is a slight 0 s =
loss in the No_rmal State and a S|gn|_f|cqnt improvement in the Fallur_e b8 D9 b10 D11 b12
State. There is an overall gain as indicated by a positive values in bemand
the last columnj. Hence, there is an improvement in performance

due to the use of SS strategy compared to OH.

TABLE Il Fig. 3. Cost Comparison FT, SS and OH in the Normal state for h100N360a

Network.
CoOSTCOMPARISONSS VERSUSOH IN NORMAL AND FAILURE STATE
FOR HLOON36(3\ NETWORK.
5 59 OH 5 55 OH 5 5 Failure State (h100N360a)
N N N F F F
D8 1.329 1.320 -0.009 | 1.343 2.743 1.399 | 1.390 30
D9 1.480 1.448 -0.032 | 1.487 1.494 0.007 | -0.025 1
D10 | 1.986 1.985 -0.001 | 2.010 5.711 3.701 | 3.700 25 A
D11 | 4.389 4.369 -0.019 | 5.330 6.057 0.727 | 0.708 /
D12 | 14.316 | 14.076 | -0.240 | 18.158 | 25.487 | 7.329 | 7.089 _ 20 / —e— FTFail
g 15 —=— SSFalil
10 / —a— OHFail
C. FT Versus SS 5 A—J
We have seen that both strategies are performing better than the 0 M

Original Heuristic in the Failure state while OH has slightly better

results for the Normal state. We now compare the SS and FT results

to show which of the two heuristics performs better. The comparison bemand

is shown in Table IlI.
in the Normal state, for the demands D8 - D10 both strategi . . .

have almost the same cost values with marginal differences in fav%sﬁt'vfdrkcog Comparison FT, SS and OH in the Failure state for h100N360a

of SS. For the highest demand D12, SS clearly performs better than '

D8 D9 D10 D11 D12




In Figure 3, it can be seen that OH has the best Cost in the Normal
state which is very closely matched by SS. FT comparatively has the
worst Cost in the Normal state. In the Failure state SS outperforms
both FT and OH as seen from Figure 4. Hence, SS has proved to be
having a marginal loss (negligible in the case of lower demands) in
the Normal state and a significant gain in the case of Failure, which
is the ideal requirement for these type of problems.

Experiments were conducted other five test cases. In all the test
cases, SS achieves the best results for the Failure state)(and
also for the overall improvement). SS is followed by FT in the
Failure state, which performs better than OH. In the Normal state,
SS performs slightly better than FT for the two test cases h50N148a
and h100N360a and has comparable results for the two cases
r100N503a and r50N228a. For the two Waxman graphs, wl100N391a
and w100N476a, all strategies perform equally well in Normal and
Failure state for all demands. This indicates that a link failure does not
have significant effect on network performance for these two cases.
Finally, it can also be observed that for lower demands (Demand-
8, Demand-9), the results are almost the same for all the six test
cases. This indicates that, if the load on the network is low, there is
minimum effect of the link failure on the network performance and
the original heuristic itself is efficient enough to handle single link
failures.

V. CONCLUSION

The single link failure issue was addressed to achieve robust
optimization of OSPF routing by selection of link weights. Two
new heuristics were proposed in this paper, namely LinkFailure-SS
and LinkFailure-FT. Both heuristics produced better results when
compared to the original heuristic in the Failure state. In addition,
the SS approach is found to give better results than the FT approach
in both states. Therefore it can be concluded that the SS approach
is an efficient way to tackle single link failure issues. It was also
shown through experimental results that at lower demands and
traffic loads the effect of link failure on network performance is less
and the original heuristic also can handle single link failures if the
traffic load on the network is low.

REFERENCES

[1] Bernard Fortz and Mikkel Thorup. Increasing internet capacity using
local search.Technical Report 1S-MG2000.

[2] Bernard Fortz, J. Rexford, and Mikkel Thorup. Traffic engineering with
traditional ip routing protocolslEEE Communicatoins Magazinpages
118-124, 2002.

[3] Bernard Fortz and Mikkel Thorup. Internet traffic engineering by
optimizing ospf weightsIEEE INFOCOM 2000.

[4] Mohammed H. Sqalli, Sadiq M. Sait, and Mohammed Aijaz Mohiuddin.
An enhanced estimator to multi-objective ospf weight setting problem.
Network Operations and Management Symposium, NC2S86.

[5] Sadig M. Sait, Mohammed H. Sqalli, and Mohammed Aijaz Mohiuddin.
Engineering evolutionary algorithm to solve multi-objective ospf weight
setting problem.Australian Conference on Atrtificial Intelligencpages
950-955, 2006.

[6] M Resende Ericsson and P Pardalos. A genetic algorithm for the weight
setting problem in ospf routingCombinatorial Optimisation conference
2002.

[7] Bernard Fortz and Mikkel Thorup. Robust optimization of ospf/is-
is weights. Proceedings of the International Network Optimization
Conferencepages 225-230, 2003.

[8] E. W. Zegura. Gt-itm: Georgia tech internetwork topology models (soft-
ware),.  http://www.cc.gatech.edu/fag/Ellen.Zegura/gt-itm/gt-itm.tar.gz
1996.



