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ABSTRACT

Full Name : Abdulwahab Saad A. Alganas

Thesis Title : Lifecycle Framework for the Optimal Operation and Maintenance Cost
of loT-Based Smart Office Buildings

Major Field : Architectural Engineering

Date of Degree : May 2025

The increasing integration of Internet of Things (IoT) technologies into smart office
buildings presents significant opportunities for enhancing operational -efficiency,
sustainability, and cost optimization, particularly in alignment with Saudi Arabia’s Vision
2030. However, challenges persist in systematically adopting these technologies during the
operation and maintenance (O&M) phase. This research addresses the gap by developing
a comprehensive lifecycle framework tailored to optimizing O&M costs in loT-enabled
smart office buildings in Saudi Arabia. The research adopted a mixed-method approach,
combining an extensive literature review with survey-based assessments involving four
stakeholder groups: architects and engineers (A/Es), developers/owners, facility managers
(FMs), and IoT specialists. Key drivers, challenges, and influencing factors affecting IoT
adoption were identified and analyzed using reliability testing, standard deviation, and
Relative Importance Index (RII) methodologies. Subsequently, a structured lifecycle
framework was proposed, outlining stakeholder-specific tasks across the planning,
designing, construction, and O&M phases. The findings revealed that proactive IoT
integration significantly reduces energy consumption, enhances predictive maintenance,
and minimizes operational risks, thus achieving substantial O&M cost savings. The
proposed lifecycle framework serves as a practical guide for AEC/FM professionals,
facilitating more efficient smart building management, promoting sustainability, and

supporting national development objectives.
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CHAPTER 1
INTRODUCTION

1.1 Overview

This chapter encompasses an exploration of the background, problem statement, research
goals and objectives, scope, and constraints, as well as the significance of the research.
Furthermore, it outlines the research approach used in this thesis. The chapter concludes

by explaining the structure and organization of the thesis.

1.2 Background

In Saudi Arabia's ambitious 2030 vision, the emergence of smart buildings stands as a
pivotal trend, underlining the nation's commitment to technological innovation,
sustainability, and urban advancement (Nurunnabi et al., 2017). Vision 2030, smart
buildings have gained prominence as a cornerstone of the nation's future. This visionary
blueprint envisions a diversified economy, reduced reliance on oil, and improved quality
of life for its citizens (Alamoudi et al., 2023). Smart buildings, equipped with cutting-edge
technologies such as internet of things (IoT) sensors, energy-efficient systems, and
advanced automation, represent an integral component of this strategy (Amran et al., 2020).
They not only enhance the efficiency and comfort of urban living but also contribute to
environmental sustainability and energy conservation, aligning perfectly with the goals

outlined in Vision 2030. As the Kingdom endeavors to redefine its cities and infrastructure



for the future, the trend of smart buildings embodies Saudi Arabia's commitment to a

progressive, interconnected, and sustainable future (Allmnakrah et al., 2020).

In the context of Saudi Arabia's visionary 2030 agenda, the integration of [oT has emerged
as a transformative trend in the journey towards smart buildings (Moshashai et al., 2020).
As outlined in Vision 2030, the Kingdom has embarked on a comprehensive path of
modernization and diversification, with a particular focus on technology-driven solutions.
IoT characterized by the interconnectedness of devices and systems through the internet,
plays a pivotal role in this evolution. Referencing the Vision 2030 document itself, IoT is
recognized as a fundamental enabler of smart cities and buildings, fostering efficiency,
sustainability, and enhanced quality of life (Al Anezi et al., 2021). Data analytics, and
automation, IoT empowers buildings to optimize resource usage, improve security, and
offer innovative services to residents. This trend signifies Saudi Arabia's commitment to
harnessing cutting-edge technology for urban development, aligning seamlessly with the
nation's broader aspirations for a more dynamic and interconnected future (Qaffas et al.,

2021).

Optimizing the lifecycle of assets has been a persistent concern spanning several decades.
It is evident that a well-maintained asset yields greater returns for businesses (Toosi et al.,
2023). The implementation of smarter design practices can result in enhanced operational
efficiency. Similarly, improved operation and maintenance (O&M) practices contribute to

reduced replacement costs and may serve as a foundation for superior design initiatives



(Wilkinson et al., 2014). In response to this trend, the design, construction, and O&M
phases have witnessed an increase in the adoption of various methods and tools for
engineering asset management. Emphasizing the importance of considering the entire
lifecycle of a facility, asset management underscores its pivotal role (Communications and
Technology Information Commission. 2021). This marks a departure from the traditional
approach, where enhancements in design, construction, and O&M phases were managed
separately. Engineering facility management emerges as an interdisciplinary field
encompassing research areas such as life cycle costing, maintenance and reliability, risk
assessment, and change management (Remey, 2010). Contrary to perceiving facilities
merely as owned entities requiring maintenance, facilities management adopts a lifecycle
approach, which covers the organization's activities that are aimed at achieving its goals
(Almontshery et al., 2019). In the context of the lifecycle perspective, effective
management of the facility lifecycle becomes integral to the operational success of the

organization.

Smart buildings are structures that are equipped with intelligent systems for energy
efficiency, comfort, and convenience. These systems use sensors, controllers, and software
to monitor and control the environment inside the building. They can monitor the
environment and adjust it to suit the needs of the occupants (Qaffas et al., 2021). Smart
buildings are also equipped with security systems and other features to ensure the safety
and comfort of the occupants. Smart buildings are becoming increasingly popular, as they

offer several advantages over traditional buildings. Apart from the fact that they save
3



energy and funds, they also offer greater levels of comfort and convenience (Alam et al.,
2021). Smart buildings are also more secure and can provide a better working environment
for employees. Smart buildings are set to become even more popular in the future, due to
their potential for improving operational efficiency, reducing costs, and enhancing their

occupants’ quality of life (QAL).

The SOT is a structure designed to redefine modern office experiences. This innovative
building combines cutting-edge technology, environmental sustainability, and design
elements to create a workspace that is both efficient and enjoyable (Au-Yong et al., 2013).
The SOT is equipped with an array of features such as intelligent lighting and climate
control systems that adjust automatically to suit individual user preferences. Moreover, the
tower is designed with high-tech security features such as facial recognition systems,
motion sensors, and automated locks to ensure a safe and secure working environment
(Khabaz et al., 2018). With features such as video conferencing and wireless printing, the
SOT provides modern office workers with a variety of options for efficient collaboration
and communication. The SOT concept demonstrates how technology can be used to
maximize efficiency, comfort, and sustainability in the workplace. This futuristic
workspace redefines the traditional office experience and sets a new standard for modern

business operations.

Building O&M is an important aspect of ensuring the safety and comfort of occupants in

any type of building. Proper O&M of a building can help to extend its lifespan, improve



its energy efficiency, and reduce the advent of costly repairs (AlGhamdi et al., 2022).
Building O&M involves a variety of activities, such as regular inspections and preventive
maintenance, energy management, and tenant relations (Alshehri et al., 2015). Regular
inspections help to identify any safety hazards or damage that need to be addressed, while
preventive maintenance ensures that all essential components of the building are in good
working order (Alshehri et al., 2015). Energy management helps the building to remain
energy efficient and reduce energy costs. Also, tenant relations help to ensure that the
building’s occupants are comfortable and satisfied. Building O&M is an ongoing process.
Thus, it is important for building owners and managers to ensure the safety, comfort, and

satisfaction of the occupants (Agha et al., 2017).

1.3 Statement of the problem

While traditional office buildings typically rely on manual oversight and reactive
maintenance, which often leads to higher and unforeseen O&M expenditures, smart office
buildings incorporate the use of advanced systems, IoT sensors and data analytics to enable
predictive and proactive maintenance. These technologies can detect issues in real-time,
allowing for timely interventions and reducing downtime. Thus, these technologies provide

for enhanced, and significant reduction of O&M cost in the long-term.

Vision 2030 places a strong emphasis on innovation and the development of a knowledge-

based economy. In the context of the built environment domain, well-maintained office



buildings contribute to improved working conditions and overall well-being for their

occupants, hence, it aligns with Vision 2030.

The implementation of IoT in smart buildings represents a transformative opportunity for
the sustainable O&M of these built environment projects (Tanko et al., 2022). However,
the extent and pace of IoT adoption in the O&M phase of smart office buildings in Saudi

Arabia's remain unclear, due to several significant challenges (Dryjanski et al., 2020).

O&M cost of smart office buildings can be a significant burden on both owners and
occupants (Weerasinghe et al., 2022). The review of literature revealed a lack of studies
that investigate the impact of adopting smart technologies, based on IoT, on the O&M cost

of smart office buildings.

Locally, there has been a lack of published case studies on the utilization of IoT-based
technologies in smart buildings, through which practical knowledge can be acquired on the
current practices. Hence, this research provides a strong potential to contribute into the
body of knowledge through the drivers, challenges and factors that affect the utilization of

IoT-based technologies to reduce the O&M cost in smart buildings.

This research seeks to answer the following research questions:

e What are the avenues through which IoT-based technologies could impact the

O&M cost of smart office buildings?



e What are the drivers that prompt the utilization of IoT-based technologies in the
O&M of smart office buildings, in Saudi Arabia?

e What are the challenges that affect the utilization of loT-based technologies in the
O&M of smart office buildings, in Saudi Arabia?

e What are the factors that affect the O&M cost of loT-based smart office buildings,
in Saudi Arabia?

e How could architectural, engineering, construction, and facilities management
(AEC/FM) practitioners be guided towards reducing the O&M cost in smart office

buildings, in Saudi Arabia?

1.4 Research Goals

The primary aim of this research is to develop a practical, task-based lifecycle framework
that serves as a guide for Architecture, Engineering, and Construction/Facility
Management (AEC/FM) professionals engaged in various phases of smart office building
projects. These phases include conceptual planning, feasibility analysis, design and
engineering, construction, and the operation and maintenance (O&M) stage. The goal is to
provide actionable direction on how loT-based technologies can be adopted effectively to

reduce the O&M costs in the context of Saudi Arabia's built environment.

1.5 Research Objectives

The main objectives of the research are:



1.6

To investigate the avenues through which IoT-based technologies can influence the
operation and maintenance costs of smart office buildings.

To identify and evaluate the potential of loT-based technologies in the O&M phase
of smart office buildings within Saudi Arabia.

To assess the primary drivers and key challenges that influence the adoption of [oT-
based technologies in the O&M of smart office buildings across the Kingdom.

To determine and evaluate the factors that affect the O&M cost of IoT-enabled
smart office buildings in Saudi Arabia.

To develop and validate a lifecycle framework that offers guidance for AEC/FM
professionals in implementing strategies to reduce O&M costs in loT-based smart

office environments.

Scope and Limitations

The research will address the following buildings systems/services through which IoT-

based technologies in smart buildings could impact the O&M cost of smart office building.

1.6.1 The formulation of the scope and limitation

The formulation of the research scope and its limitations is guided by anticipated focal

points and practical constraints, as described below:

1. The research focuses on specific building systems and services through which IoT-based

technologies are expected to impact the O&M costs of smart office buildings.



2. The evaluation of cost-influencing factors and data collected through professional

interviews is limited to practitioners operating in the Eastern Province of Saudi Arabia.

3. The development of the O&M lifecycle framework is based on both international

literature and insights from local practice and implementation.

1.6.2 Scope of the research

The main scope of the research is taken based on the early expectation of the focus points

and are listed as follows:

1- HVAC Maintenance services:

The process of checking, cleaning, testing, and potentially repairing and replacing

components in a heater or air conditioner (Ivanovic et al., 2023).

2- Fire Detection & Alarm systems:

A system designed to notify occupants when it detects smoke, fire, carbon monoxide, or

other fire-related or general emergency notifications (ISO 7240-14:2013)

3- Security & Access control:

Access management covers the practice of selectively restricting access to a location or

other resource (DURSUN et al., 2021)

4- Environmental control systems:



Systems employed to regulate the indoor thermal environment are considered technical or
mechanical, utilizing energy to deliver heating, ventilation, and air conditioning (HVAC)

(Alozie et al., 2014)

5- Lighting control & retrofit:

An intelligent network-based lighting control solution that uses one or more central
computer units to communicate between different system inputs and outputs relevant to

lighting control (Albreem et al., 2023).

6- Intrusion Detection:

A hardware or software program that keeps an eye on a network or system for malicious

activities or policy breaches (Martellini et al., 2017).

7- Mechanical maintenance & retrofit:

Performing functional assessments and maintaining, repairing, or replacing essential
devices, equipment, machinery, building infrastructure, and supporting utilities in

industrial, commercial, and residential settings (EFNMS 2016).

8- Enterprise systems integration:
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A sector within corporate architecture and engineering that focuses on areas like system
connectivity, electronic data interchange, product data exchange, and distributed

computing environments (Bi et al., 2014).

9- Smoke control systems:

A method used to keep a building's escape and access pathways clear of smoke, aid in
firefighting efforts, and delay or avoid flashover, minimizing the danger that the fire may

spread (FAQs 2021).

10- Indoor air quality services:

The air quality within and around buildings and structures is referred to as IAQ. It is also
recognized to have an impact on the health, comfort, and well-being of building inhabitants

(KMC Controls 2015).

11- Energy supply & load management:

The technique of balancing the supply of energy on the network with the electrical load by
changing or managing the load rather than the power station output is known as demand-

side management (DSM) (Ross et al., 2019).

12- Water management systems:
11



Water management is the process of planning, producing, distributing, and maximizing the

use of water resources in accordance with established water policies and laws (Sarraf et al.,

2020).

13- Energy information management:

Systems that its anode solutions for automating data from a BMS, BAS, or EMS,
aggregating it, and using algorithms to extract actionable insights from the data (Elahee et

al., 2019)

14- On-site technical service:

A group of workers that advise and support registered users with problems with their

technological goods (Cambridge Dictionary 2021).

1.6.3 Limitations of the research

Key limitations anticipated in this research include:

1- Lack of the application of using the (IoT) technology locally:

The practical adoption of IoT technologies in Saudi Arabia’s smart office sector remains

in its early stages, restricting access to established benchmarks (Gillis et al., 2021).

2- Lack of Documented Case Studies:

12



The scarcity of comprehensive local case studies makes it difficult to extract real-world

insights and validated outcomes that could support broader generalizations.

1.7 Research Significance

To ensure the optimal performance of office buildings, consistent and effective
maintenance is essential. O&M expenditures represent a substantial portion of the total
lifecycle cost, and these costs are rising due to various influencing factors. Predicting and
managing these costs is a complex task, particularly for maintenance managers working

in smart office environments.

The research seeks to address this gap by identifying, evaluating, and ranking the key
elements that impact O&M costs in smart office buildings located in Saudi Arabia’s
Eastern Province. By uncovering and analyzing these elements, the research aims to offer

the following practical contributions:

1. Assist facility and maintenance managers in estimating and forecasting annual

maintenance budgets based on reliable, data-driven indicators.

2. Assist maintenance managers to identify major cost-driving components and adopt

modern technologies that offer long-term savings and operational efficiency.
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3. Assist maintenance managers in enabling more accurate planning and resource
allocation, ensuring maintenance activities are aligned with building needs and

performance goals.

1.8 Research Methodology

To achieve the stated objectives, the research methodology is organized into five
interrelated phases. Each phase is aligned with a specific research goal and employs a

combination of literature review, stakeholder input, and framework development. The

phases are detailed below:

Objectives

Approaches of achieving the objectives

Phase 1:

To explore the avenues through
which IoT-based technologies
could impact the O&M cost of
smart office buildings.

An extensive review of the literature to identify the
avenues through which IoT-based technologies
could impact the O&M cost of smart office
buildings.

Phase 2:

To identify and assess the drivers
prompting the utilization of IoT-
based technologies in the O&M of
smart office buildings, in Saudi
Arabia.

An extensive review of the literature to identify the
drivers prompting the utilization of IoT-based
technologies in the O&M of smart office buildings.
Subsequently, the drivers will be subjected to an
assessment by a group of stakeholders involved in
the design, installation and O&M of loT-based
smart office building projects in Saudi Arabia.
These stakeholders include A/Es, facilities
managers, [oT service providers and specialists, and
real estate developers.

Phase 3:

To identify and assess the
challenges affecting the
utilization of IoT-based

technologies in the O&M of smart
office buildings, in Saudi Arabia.

An extensive review of the literature to identify the
challenges affecting the utilization of IoT-based
technologies in the O&M of smart office buildings.
Subsequently, the challenges will be subjected to an
assessment by a group of stakeholders involved in
the design, installation and O&M of loT-based
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smart office building projects in Saudi Arabia.
These stakeholders include A/Es, facilities
managers, [oT service providers and specialists, and
real estate developers.

Phase 4:

To identify and assess the factors
affecting the O&M cost of IoT-
based smart office buildings, in
Saudi Arabia

An extensive review of the literature to identify the
factors affecting the O&M cost of loT-based smart
office buildings. Subsequently, the factors will be
subjected to an assessment by a group of
stakeholders involved in the design, installation and
O&M of IoT-based smart office building projects in
Saudi Arabia. These stakeholders include A/Es,
facilities managers, loT service providers and
specialists, and real estate developers.

Phase 5:

To develop and assess a lifecycle
framework for guiding AEC/FM
practitioners towards reducing the
O&M cost in loT-based smart
office buildings, in Saudi Arabia.

The development of a set of recommendations to
serve as guidelines based on the drivers, challenges
and factors that were previously identified and
assessed. This will be followed by the development
of a lifecycle framework based on the guidelines to
guide AEC/FM practitioners towards reducing the
O&M cost in IoT-based smart office buildings.
Further assessment of the framework will be made
by a group of stakeholders involved in the design,
installation and O&M of IoT-based smart office
building projects in Saudi Arabia. These
stakeholders include A/Es, facilities managers, [oT
service providers and specialists, and real estate
developers. The assessment mainly aims at ensuring
the applicability, reliability, and comprehensiveness
of the developed framework.

Table 1 Development of Research Methodology through Its Phases

1.9

Organization of The Thesis

The structure of the thesis follows a sequential flow that aligns with the research objectives
and methodology. The content is divided into six main chapters, each serving a specific

function in the overall narrative:
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Chapter 1: Introduction

Establishes the research context, problem, goals, objectives, scope, limitations,

significance, methodology, and organization.

Chapter 2: Literature Review

Explores the theoretical foundation of smart buildings, IoT applications, and O&M cost

factors through critical engagement with prior literature.

Chapter 3: Adoption of IoT-Based Technologies in Smart Office Building O&M

Describes the practical application of IoT in reducing O&M costs, identifies drivers and

challenges, and introduces influencing factors categorized across lifecycle stages.

Chapter 4: Survey-Based Analysis and Evaluation

Presents the demographic data of stakeholders, analyzes collected responses, and discusses
findings using Cronbach’s alpha, standard deviation, and Relative Importance Index (RII)

techniques.

Chapter 5: Framework Development and Validation

Proposes a lifecycle-based implementation framework, detailing phase-specific tasks and
stakeholder responsibilities. The framework is validated through targeted industry

feedback.
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Chapter 6: Conclusion and Recommendations

Summarizes the key findings, highlights contributions to knowledge, offers stakeholder-

specific recommendations, and suggests areas for future research.
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CHAPTER 2

LITERATURE REVIEW

2.1 Overview

This chapter surveys the existing literature on the fundamentals, theoretical foundations,
and prior investigations relevant to the context of smart office buildings. It builds upon the
core topics introduced in Chapter 1, including the lifecycle management of buildings, the
emergence of smart office concepts, and the operational strategies associated with [oT-
based technologies. The research critically examines studies on the factors impacting O&M
costs in smart buildings, offering a deeper understanding of how these elements influence
project lifecycle outcomes. Furthermore, this chapter introduces a preliminary
identification of the drivers, challenges, and influencing factors that affect O&M cost
reduction strategies across the building lifecycle phases. Finally, the chapter concludes

with a summary and discussion of key insights derived from the reviewed literature.

2.2 Lifecycle of Building Projects

Building project execution is recognized as one of the most complex processes in the built
environment sector. To limit the emergence of unforeseen conflicts, the proper integration

of all project lifecycle stages is essential (Muller et al., 2019). As emphasized in Chapter
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1, understanding the lifecycle framework is fundamental to developing effective IoT-based

O&M strategies, especially when targeting cost optimization objectives.

Several classifications of building project lifecycles have been proposed. A conventional
classification describes the general pattern of construction project execution as involving
project inception, execution or development, and completion phases (Heralova et al.,
2017). More recent models, particularly those relevant to smart building projects,
conceptualize the lifecycle as comprising four sequential phases: conceptual planning and

feasibility studies, design and engineering, construction, and O&M (Vilches et al., 2017).

Throughout these phases, various stakeholders, including A/Es, clients, contractors, and
project managers play critical roles in shaping project outcomes (Roberts et al., 2020).
Their involvement reinforces the importance of early integration and collaborative
decision-making, as emphasized in the planning methodologies outlined in Chapter 1. The
figure below illustrates a standard model of the building lifecycle, providing a basis for
understanding how loT-based strategies can be systematically embedded to optimize

performance and reduce O&M costs.
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Figure 1 Conventional Lifecycle of Building Projects
2.2.1 The planning phase

The integration of IoT technologies into the early planning phase of building projects
introduces transformative improvements to operational and lifecycle performance. As
emphasized in Chapter 1, early engagement during planning is vital for setting the
foundation for effective O&M cost reduction strategies. Research by Sleem et al. (2023)
demonstrates that during the design and planning stages, IoT enables the integration of
sensors, devices, and data analytics platforms. These tools optimize critical building
systems, including HVAC, lighting, security, and energy management, from the project's
inception. Strategic IoT deployment at this phase facilitates more accurate resource
allocation, improved system control, and data-driven decision-making capabilities.

Moreover, aligning early planning activities with IoT requirements ensures that smart
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infrastructure foundations are embedded into project goals, reducing future retrofit costs

and enhancing the building's long-term operational sustainability.

2.2.2 Design and Engineering Phase

The integration of IoT technology into the design and engineering phase represents a
significant evolution in smart building development. As introduced in Chapter 1, achieving
optimal O&M performance relies heavily on early design decisions that prioritize
intelligent systems integration. During this phase, IoT technologies are strategically
applied to enhance the configuration, sizing, and optimization of building systems,
including HVAC, lighting, security, and energy platforms (Rajab et al., 2018; Jia et al.,
2019). Real-time feedback from loT-connected sensors enables engineers to tailor system
specifications more precisely, thereby reducing waste and minimizing long-term
operational inefficiencies. This proactive design approach promotes energy efficiency,
sustainability, and cost-effectiveness by ensuring that each system component is optimized
for peak performance from the outset. Furthermore, [oT integration at this stage supports
predictive maintenance strategies later in the lifecycle, enabling buildings to transition
seamlessly into intelligent operational management. Thus, the decisions made during the
design and engineering phase play a pivotal role in fulfilling the research's broader
objective of enabling lifecycle cost optimization through IoT-based smart office

infrastructure.
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2.2.3 Construction and Execution Phase

The incorporation of IoT technologies during the construction and execution phase
represents a critical advancement in smart building development. Building upon the
lifecycle foundations outlined in Chapter 1, this phase is not limited to physical
construction activities but extends to the integration of systems that enable long-term
operational efficiency. Research by Le et al. (2019) indicates that IoT devices and sensors
are increasingly employed during construction to monitor progress, ensure quality control,
and enhance on-site safety. Real-time data collection enables project managers to optimize
workflows, detect issues early, and make informed decisions, thereby reducing delays and
minimizing costly rework. Moreover, the influence of IoT continues after construction
completion. IoT-powered BMS enable remote monitoring, predictive maintenance, and
energy optimization from the first day of occupancy (Jia et al., 2019). These capabilities
directly support the research’s goal of embedding operational intelligence into buildings to
achieve cost-effective O&M practices. Therefore, [oT integration during construction
ensures not only the physical completion of the project but also establishes the
infrastructure necessary for sustainable and cost-efficient operations throughout the

building's lifecycle.

2.2.4 Operation and Maintenance (O&M) Phase

The O&M phase is where the full benefits of early IoT integration are realized. As

highlighted in Chapter 1, O&M costs represent a significant portion of a building’s total
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lifecycle expenses, making cost optimization at this stage a critical priority for AEC/FM
professionals. According to Mehmood et al. (2017), IoT devices embedded within the
building infrastructure enable real-time monitoring, advanced analytics, and the
automation of critical building systems, including HVAC, lighting, security, and energy
management. This dynamic capability allows facility managers to proactively manage
resources, identify inefficiencies, and implement corrective actions with precision.
Predictive maintenance, powered by loT, further enhances operational efficiency by
detecting equipment anomalies early, thus preventing costly failures and prolonging asset
life (Jia et al., 2019). In addition, loT-driven security systems offer continuous monitoring
and rapid response to potential threats, further reducing operational risks (Elrawy et al.,
2018). Moreover, the continuous data flow from IoT systems supports strategic decision-
making, enabling facilities to dynamically adapt their operations to evolving occupancy
patterns, energy demands, and maintenance needs and by adopting a lifecycle perspective
centered on IoT integration, the research advances the proposition that smart buildings can

achieve substantial and sustainable reductions in O&M costs across their lifespan.

2.3 The Concept of Smart Office Buildings

The concept of smart office buildings represents a significant evolution in contemporary
workplace design and facility management. Building upon the context outlined in Chapter
1 regarding Saudi Arabia’s Vision 2030 and the emergence of smart infrastructure, the

integration of intelligent systems into office environments is reshaping the way
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organizations manage space, energy, and occupant well-being. Smart office buildings
combine loT technologies, automation, and advanced analytics to create workspaces that
are highly adaptive, efficient, and user-centered (Minoli et al., 2017). Sensors, controllers,
and networked platforms are employed to monitor lighting, HVAC systems, indoor air
quality, and occupancy patterns in real-time, enabling dynamic optimization of building
conditions. Furthermore, smart offices offer significant advantages over traditional
workplaces. IoT-enabled lighting and HVAC systems adjust automatically to occupancy
and environmental conditions, improving energy efficiency while enhancing comfort
(Eremia et al., 2017). The ability to gather and analyze data on space utilization and
employee movement patterns enables more efficient layout planning, supporting flexible
working models and reducing real estate costs (Song et al., 2020). The emphasis on security
is also notable. Smart office environments integrate IoT-driven access control systems,
surveillance networks, and anomaly detection tools to safeguard occupants and assets.
These measures contribute to a safer and more resilient workplace, reducing the potential
liabilities associated with traditional security systems. Moreover, smart office concepts
extend beyond operational efficiency. By improving occupant comfort, promoting health
and well-being, and supporting sustainability goals, smart offices align with broader
organizational objectives related to corporate social responsibility and workforce
satisfaction (Papagiannidis et al., 2020). As the research highlights, the transformation
towards smart office buildings is not merely a technological upgrade but a strategic shift

towards data-driven, occupant-centric, and sustainable building management. This concept
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forms a core pillar in understanding how IoT applications influence O&M strategies and

cost optimization efforts throughout the building lifecycle.

2.3.1 Characteristics of Traditional and Smart Buildings in Terms of O&M

The differences between traditional and smart buildings in terms of O&M are profound,
with smart technologies offering a paradigm shift in how facilities are operated and
maintained. As discussed in Chapter 1, the optimization of building lifecycle costs
particularly during the O&M phase is central to the research objectives. Smart buildings
present an opportunity to achieve substantial reductions in operational expenses compared
to conventional facilities. Traditional buildings predominantly rely on manual oversight
and reactive maintenance practices, which often result in higher operational costs,
unexpected system failures, and inefficient energy use. Maintenance activities are typically
performed after problems occur, leading to increased downtime, occupant dissatisfaction,
and costly emergency repairs (Singh et al., 2020). Furthermore, smart buildings leverage
IoT-based systems, real-time monitoring, and predictive maintenance strategies to enhance
operational efficiency. Sensors embedded within smart building infrastructures detect
anomalies early, allowing facility managers to respond proactively and prevent costly
breakdowns. Predictive algorithms analyze equipment performance trends to forecast
maintenance needs, minimizing downtime and extending asset lifespans (Minoli et al.,
2017). Energy management also differentiates smart buildings from traditional models.
While traditional buildings often operate systems at fixed settings regardless of occupancy

or demand, smart buildings dynamically adjust lighting, HVAC, and ventilation based on
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real-time data, resulting in significant energy savings (Al Dakheel et al., 2020). These
adaptive strategies not only lower utility costs but also support broader sustainability goals
outlined under initiatives like Vision 2030. Furthermore, smart security systems enhance
both building protection and operational efficiency. loT-driven surveillance, access
control, and intrusion detection mechanisms enable continuous monitoring and immediate
incident response, reducing reliance on manual security checks and lowering overall
management costs and by integrating remote monitoring, predictive maintenance, and
intelligent resource optimization, smart buildings streamline facility operations while
achieving notable O&M cost reductions across their lifecycle. As this research further
explores, these capabilities underscore the strategic value of transitioning from traditional

maintenance practices to loT-enabled, smart facility management approaches.
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Smart building Traditional building

* Increased energy efficiency. * Lack energy-efficient systems
« Cost savings over time. which lead to increased costs.
« Improved safety and security. * Rely on reactive maintenance

 Reduce the risk of accidents which results in unexpected

and property damage. breakdowns and higher costs.

« Better control over building » Lack real-time data collection

systems. and analysis capabilities.

Figure 2 Characteristics of Smart and Traditional Buildings in Terms of O&M

2.4 Overview of IoT and its applications in the context of the built

environment

The Internet of Things (IoT) has emerged as a transformative force reshaping various
aspects of modern life, with particularly profound implications for the built environment.
As discussed in Chapter 1, IoT integration is fundamental to achieving operational
intelligence in smart office buildings, directly impacting the O&M cost optimization

objectives of the research. [oT refers to the interconnected network of devices, sensors, and
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systems that collect, exchange, and process data through the internet. This connectivity
enables real-time monitoring, automation, and enhanced decision-making across multiple
domains (Perwej et al., 2019). Within the built environment, IoT facilitates the intelligent
management of core building systems, including lighting, HVAC, security, energy
consumption, and water usage (Ghosh et al., 2021). Applications of [oT within buildings
are diverse. For example, occupancy sensors enable dynamic adjustment of HVAC and
lighting systems based on real-time usage patterns, optimizing energy efficiency and
reducing operational costs. Similarly, environmental monitoring systems ensure optimal
indoor air quality by adjusting ventilation rates based on air composition data (Siountri et
al., 2020). Moreover, 10T applications extend to larger urban contexts, supporting smart
city initiatives through intelligent traffic management, waste management, and
environmental sustainability efforts. In the building sector, however, the focus remains on
enhancing resource efficiency, occupant comfort, and operational resilience. Predictive
maintenance represents a key application of IoT in smart buildings. Through continuous
data collection and analysis, facility managers can detect equipment degradation early,
schedule maintenance proactively, and avoid costly failures. This capability is crucial for
realizing the research's broader goal of sustainable O&M cost management. [oT also plays
a critical role in modernizing building security. Real-time access control, surveillance
systems, and anomaly detection technologies create safer environments while minimizing
the need for manual oversight (Khan et al., 2020). Thus, IoT applications in the built

environment not only improve operational efficiency and occupant well-being but also
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align with the global shift toward sustainable, data-driven building management practices.
As subsequent sections demonstrate, these capabilities are central to achieving the smart

office building outcomes envisioned by the research.

2.5 Components and applications of IoT in smart office buildings

The integration of [oT technologies within smart office buildings creates an interconnected
ecosystem that enhances operational efficiency, occupant comfort, and cost optimization.
As established earlier in Chapter 1 and reinforced throughout this chapter, IoT plays a
pivotal role in reshaping the way building systems are monitored, managed, and maintained
to meet sustainability and lifecycle cost reduction goals. Smart office buildings incorporate
various IoT components, each designed to collect real-time data and enable automated
decision-making. Sensors are at the core of these systems, capturing critical information
related to occupancy, temperature, lighting levels, air quality, and equipment performance
(Palmer et al., 2016; Ghosh et al., 2021). This data serves as the foundation for dynamic
adjustments and informed facility management practices. Edge computing devices and
cloud-based platforms process and analyze the collected data, facilitating smart responses
such as adjusting HVAC settings based on occupancy trends or dimming lights when
sufficient natural daylight is available (Singh et al., 2020). Building Management Systems
(BMS), integrated with IoT networks, allow centralized monitoring and control of these
interconnected systems, enhancing operational responsiveness and energy efficiency and

in addition to environmental controls, IoT extends to security and access management.
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Advanced authentication mechanisms, real-time surveillance, and intrusion detection
systems safeguard building occupants and assets while reducing reliance on manual
interventions. These systems provide immediate alerts, enabling facility managers to
respond swiftly to security events. Furthermore, loT-enabled mobile applications and
wearable technologies empower occupants to personalize their workspace environments,
adjusting lighting, temperature, and workstation settings to their individual preferences.
This personalization not only enhances user satisfaction but also contributes to productivity
improvements and better space utilization. The cohesive integration of these components
results in workplaces that are flexible, adaptive, and highly efficient. As this research
emphasizes, the deployment of [oT in smart office buildings directly supports the transition
from traditional reactive maintenance models to proactive, predictive, and cost-efficient
management strategies. Moreover, the components and applications of IoT collectively
establish the technological backbone necessary for achieving the O&M cost optimization

targets outlined in the research.

2.5.1 Drivers for utilizing IoT-based technologies in smart office buildings

The adoption of IoT-based technologies in smart office buildings is driven by key
motivations aimed at enhancing operational efficiency, improving occupant well-being,
and achieving cost optimization. As outlined earlier, these drivers are central to supporting
the research's goal of reducing O&M costs through intelligent building management.
Energy efficiency is a major driver. IoT solutions enable precise, real-time control over

HVAC, lighting, and energy systems, significantly lowering consumption and supporting
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sustainability efforts. Moreover, occupant comfort and productivity have become critical
considerations. IoT facilitates the customization of workspaces by allowing control over
lighting, temperature, and air quality, thereby improving employee satisfaction and
workplace performance. Security advancements further drive adoption. IoT technologies
enhance building safety through real-time surveillance, biometric access, and automated
intrusion detection, offering operational improvements compared to traditional systems.
Furthermore, predictive maintenance enabled by IoT motivates organizations to invest in
smart systems. Early fault detection minimizes equipment downtime and extends asset life,
directly contributing to operational cost savings. Data-driven decision-making also
represents a strong driver. Real-time analytics generated by IoT platforms provide valuable
insights into space utilization, energy trends, and maintenance needs, supporting better

resource allocation and strategic planning.
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Drivers

Owners Users Environment
Drivers Drivers Drivers

Figure 3 Categorization of Drivers for IoT Adoption

2.5.2 Driver’s generation methodology

To identify the drivers prompting the utilization of loT-based technologies in smart office
buildings, a systematic literature review was conducted. This step aligns with the research’s
objective of grounding the lifecycle framework in both academic foundations and industry

9 ¢

practices. Relevant keywords such as “drivers,” “benefits,” “advantages,” and “factors
influencing” were used to ensure comprehensive coverage. An initial search yielded 258
articles, from which 166 were shortlisted based on relevance and criteria screening. After
full-text examinations, 96 articles were reviewed in detail, resulting in a final selection of
52 studies considered appropriate for analysis. The inclusion criteria required that studies
(1) addressed drivers or facilitators of IoT adoption in the smart building sector, (i1) were

published in English, and (iii) had accessible full texts. Although the sample size (n=52)
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may appear moderate, it exceeds the number used in prior domain reviews (Newaz et al.,
2018; Osei-Kyei & Chan, 2015), ensuring sufficient coverage for the research. Each
selected study was analyzed using a structured metadata extraction approach, where key
information such as publication year, journal source, and stated drivers was recorded. To
facilitate prioritization, a categorization process and Pareto analysis were applied to the
extracted drivers. Moreover, the driver analysis was guided by a well-established
theoretical modeling framework. This approach addressed three core elements: identifying
"what" motivates loT adoption, explaining "how" these drivers influence decision-making,
and clarifying "why" such relationships exist based on causality principles. The systematic
methodology applied in generating the driver list ensures that the framework proposed later

in the research is underpinned by validated and contextually relevant insights.
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258 studies identified

Screening

166 studies after removing duplications

Eligibility

96 full studies assessed for eligilibity

Included

|¢

52 studies included in the final analysis

Figure 4 Filtration Process of Literature Review for Driver Identification

Year References

2023 Almusaed et al., / Apanaviciene et al., / Gao et al., / Rahman et al., / Sari
etal,/Sleemetal.,/

2022 Agboola et al., / Anjomshoaa et al., / Casini et al., / Cremins et al., / Gong
et al., / Jeribi et al., / Mazhar et al., / Patil et al., / Saini et al., / Vermesan
etal.,/Zhangetal.,/ Zhu et al., /

2021 Akbarzadeh et al., / Aliero et al., / Gao et al., / Ion et al., / Karimi et al., /
Luo et al., / Sharma et al., / Sung et al., / Umair et al., /

2020 Araujo et al., / Chew et al., / Dryjanski et al., / Fagan et al., / Froufe et al.,
/ Papatsimpa et al., /
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2019 Hamidi et al., / Hyman et al., / Jia et al., / Khan et al., / Khanna et al., /
Kimani et al., / Komninos et al., / Linkous et al., / Lokshina et al., / Nugur
et al., / Sharma et al., / Sicari et al., /

2018 Al-Gumaei et al., / Badri et al., / Bajer et al., / Banafa et al., / Ferrandez et
al., / Havard et al., / Pérez et al., / Syafrudin et al., /

Table 2 Summary of Literature Review Studies for Driver Identification by Year
2.6 The practices of building O&M

Effective practices in building O&M are fundamental to ensuring the long-term
functionality, sustainability, and financial viability of built assets. As emphasized in
previous chapters, O&M activities represent a significant share of a building's total
lifecycle cost, reinforcing the research’s objective of identifying strategies that optimize
operational performance through IoT-based technologies. Building O&M encompasses a
wide range of activities, including preventive maintenance, asset management, energy
conservation, and occupant comfort enhancement (Palmer et al., 2016). Comprehensive
planning and structured execution of these practices are essential for minimizing
operational disruptions, extending asset lifespans, and optimizing the use of available
resources. Moreover, the integration of IoT has introduced a new era of data-driven
decision-making in O&M practices. By leveraging real-time monitoring and predictive
analytics, facility managers can proactively address maintenance needs, enhance energy
efficiency, and reduce unforeseen breakdowns (Gao et al., 2019). Furthermore, modern
O&M practices align with sustainability principles by emphasizing energy conservation,

waste reduction, and improved environmental performance. These evolving practices are
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increasingly seen as central components of smart facility management strategies, directly
contributing to occupant satisfaction, operational reliability, and lifecycle cost savings. The
research builds upon these established practices by focusing on how IoT-based
technologies can amplify their effectiveness, leading to more dynamic, responsive, and

cost-efficient building management approaches.

2.6.1 Avenues through which IoT-based technologies could impact the O&M

cost of smart office buildings
This section identifies how loT-based technologies influence the main building systems
outlined previously in Chapter 1, aligning with the research’s focus on optimizing O&M
costs across the building lifecycle and by targeting specific systems, the research highlights

practical areas where IoT deployment can produce measurable operational savings.

2.6.1.1 HVAC systems

The IoT technology in Heating, Ventilation, and Air Conditioning maintenance services
within the context of building management signifies a pioneering approach with the
potential to significantly reduce operational and maintenance costs (Jia et al., 2019), a
pertinent case study exemplifying this paradigm shift can be found in smart buildings that
make use of IoT to enhance HVAC system efficiency and longevity, as highlighted in an
office building of the University campus of the Polytechnic of Bari (southern Italy) and
belonging to the Department of Electrical and Information Engineering, this innovative
application of IoT involves the deployment of sensors and IoT-enabled devices to monitor
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temperature, humidity, air quality, and equipment performance in real-time. The data
collected is then analyzed to optimize HVAC operations through predictive maintenance,
energy-efficient adjustments, and automated responses to changing environmental
conditions, this proactive approach apart of minimizing operational expenses by reducing
energy consumption but furthermore decreases maintenance costs by identifying and
rectifying issues before they escalate, therefore the case study underscores IoT's
revolutionary potential technology in revolutionizing HVAC maintenance services,
ultimately leading to substantial cost savings in building operation and maintenance (Carli

et al., 2020).

2.6.1.2 Fire Detection & Alarm systems

The integration of Internet of Things IoT technology in Fire Detection & Alarm (FDA)
systems represents a groundbreaking approach aimed at reducing the cost of O&M in
buildings while enhancing safety and reliability, a compelling case study exemplifying this
innovation can be found in buildings that have adopted IoT-driven FDA systems, these
systems utilize IoT sensors and interconnected devices to provide real-time monitoring and
data analytics for fire detection and alarm functions, this allows for early detection of
potential fire hazards, immediate notification of relevant personnel, and predictive
maintenance of FDA components (Ali et al., 2023). However, by preemptively addressing
issues and streamlining maintenance efforts, IoT-enhanced FDA systems besides

minimizing operational expenses, yet it bolsters fire safety and equipment reliability,
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ultimately leading to significant cost savings in both operation and maintenance aspects of

building management.

This case study (Thibaud, 2018) underscores the transformative potential of IoT
technology in revolutionizing fire safety systems and optimizing building operations while

reducing long-term operational and maintenance costs (Thibaud et al., 2018).

2.6.1.3 Security & Access control systems

IoT technology in Security & Access Control systems within buildings has emerged as a
transformative strategy with substantial implications for the reduction of O&M costs. This
innovation is exemplified in buildings that have embraced IoT-driven Security & Access
Control systems, where data-rich sensors and interconnected devices play a pivotal role
(DURSUN et al., 2021). These systems provide real-time monitoring, data analytics, and
automation for security and access management. Such IoT-enhanced systems enable
proactive threat detection, immediate responses to security breaches, and predictive
maintenance of security equipment. This holistic approach, besides enhancing security,
moreover, streamlines operations and reduces long-term maintenance costs. However,
preventing security incidents and minimizing the need for manual intervention, IoT
technology in Security & Access Control systems as intelligent door locking systems
significantly contributes to cost savings, making it an integral component of modern

building management strategies (Schultz et al., 2007)., this case study (DURSUN, 2021)
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highlights [oT's potential to change security and access management, ultimately leading to

more cost-effective building operations and maintenance.

2.6.1.4 Indoor air quality & monitoring and control systems

The integration of IoT technology into Indoor air quality & Environmental Control
Systems (IAQECS) within buildings has introduced a transformative new age,
substantially influencing the decrease of operating and maintenance expenses, A
compelling case study exemplifying this innovation may be seen in buildings that have
implemented IoT-driven systems IAQECS, these systems employ loT sensors and
interconnected devices to monitor and manage various environmental parameters,
including temperature, humidity, lighting, and energy consumption (Zhao et al., 2013),
Moreover real-time data collection and analysis enable precise control and enhancing
efficiency. Additionally, predictive maintenance capabilities facilitate the early
identification of equipment issues, reducing downtime and maintenance costs and
providing a holistic and data-driven approach to IAQ, IoT technology in IAQECS besides
enhancing comfort and sustainability but likewise substantial O&M cost savings,
underscoring its pivotal role in modern building management strategies. This case study
underscores the potential of 10T to revolutionize environmental control systems, resulting

in more cost-effective building operations and maintenance (Alozie et al., 2014).
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2.6.1.5 Lighting Systems

Lighting Control & Retrofit Systems within a new age, substantially influencing the
lowering of O&M cost, A case study (Osunsanmi et al., 2022) that exemplifying this
innovation can be found in buildings that have used loT-driven systems Lighting Systems
(Osunsanmi et al., 2022). These systems employ IoT sensors and interconnected devices
to monitor lighting levels, occupancy patterns, and energy consumption in real-time,
however this data-driven approach enables precise control and optimization of lighting
conditions, leading to substantial energy savings, and reduced operational costs,
furthermore IoT technology allows for predictive maintenance of lighting fixtures,
enabling timely replacement of bulbs or components before they fail (Albreem et al.,
2023)., this apart of reducing maintenance expenses yet it minimizes disruptions in lighting
services and by providing energy-efficient lighting solutions and proactive maintenance
capabilities, IoT technology in Lighting Systems besides enhances sustainability and
occupant comfort moreover it showed a significant O&M cost savings, underscoring its
pivotal role in modern building management strategies. This case study (Kumar,2022)
exemplifies the potential of IoT to revolutionize lighting systems, resulting in more cost-

effective building operations and maintenance (Kumar et al., 2022).

2.6.1.6 O&M of Water & Utilization management

The water and utility management services within buildings represent a new technique that

has a significant influence on lowering O&M expenses. A compelling case study (Sarraf,
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2020) exemplifying this innovation founded that buildings that have embraced IoT-driven
water and utility management systems (Sarraf et al., 2020), these systems utilize IoT
sensors and interconnected devices to monitor water usage, detect leaks, and optimize
water distribution in real-time, this data-driven approach allows for the early identification
of water leaks and inefficient water consumption patterns, enabling timely interventions
that prevent water wastage and mitigate costly water damage, moreover loT-enabled utility
management systems extend beyond water to encompass electricity, gas, and other utilities,
as discussed in (Krishnamoorthy et al., 2020), so by providing real-time data on utility
consumption, these systems empower building operators to make informed decisions,
optimize resource utilization, and implement energy-efficient measures, the result is a
reduction in utility costs and more sustainable and environmentally responsible building
operation. Furthermore, predictive maintenance capabilities, enabled by IoT, ensure that
utility equipment operates efficiently, preventing unexpected breakdowns and reducing
maintenance costs (Muthubalaji et al., 2021), The incorporation of IoT technology in water
and utility management services during building O&M phases yields significant cost
savings and this data-driven and proactive approach not only reduces operational expenses
but also enhances sustainability and resource optimization, underscoring IoT's pivotal role

in modern building management strategies.

2.6.1.7 Predictive Maintenance Services
The integration of IoT technology in predictive maintenance management within buildings

signifies a groundbreaking approach that yields substantial reductions in operational and
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maintenance costs, A modern case study illustrating this innovation can be found in
buildings that have adopted IoT-driven predictive maintenance systems (Nangia et al.,
2020), these systems employ IoT sensors and interconnected devices to continuously
monitor the health and performance of critical building components, such as HVAC
systems, elevators, and electrical infrastructure, And real-time data collected from these
sensors facilitates the early detection of equipment issues, enabling proactive maintenance
interventions before they escalate into costly breakdowns, moreover the predictive
maintenance approach extends equipment lifespans, minimizes downtime, and optimizes
maintenance schedules, resulting in reduced operational expenses and enhanced reliability
(Daissaoui et al., 2020). IoT-powered predictive maintenance and reduces maintenance
costs, Moreover, contributes to energy efficiency and by ensuring that equipment operates
at optimal efficiency, energy consumption is minimized, aligning with sustainability goals,
and achieving cost savings, as highlighted in (Raco et al., 2022), the incorporation of IoT
technology in predictive maintenance management during building operations is a pivotal
strategy that ensures the long-term cost-effectiveness and reliability of building systems,
this proactive and data-driven approach not only lowers operational and maintenance costs
but also enhances equipment reliability and sustainability, underlining the transformative

potential of [oT in modern building management.

2.6.1.8 Waste Management Systems & Services

Watse management services within buildings represent an innovative and cost-effective

approach that has the potential to significantly reduce O&M expenses, A recent case study
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exemplifying this innovation can be found in buildings that have embraced loT-driven
waste management systems (Hasan et al., 2017), These systems highlighted IoT sensors
and interconnected devices to monitor waste bins' fill levels in real-time and continuously
collecting data on the fill levels of waste bins, building managers can optimize waste
collection schedules, ensuring that collection only occurs when bins are nearing full
capacity, yet this data-driven approach reduces unnecessary waste pickups, leading to a
reduction in operational costs associated with waste collection services (Shyam et al.,
2017), Furthermore, loT-enabled waste management systems contribute to sustainability
and environmental responsibility, however minimizing the frequency of waste collection
trips, they reduce carbon emissions associated with transportation, as discussed in
(Haribabu et al., 2017) and in addition to operational cost savings, predictive maintenance
capabilities enabled by IoT can extend the lifespan of waste management equipment, such
as compactors, Yet an early detection of equipment issues allows for timely maintenance
interventions, reducing downtime and maintenance costs (Abdullah et al., 2019), The
incorporation of IoT technology in waste management services during building O&M
phases offers a twofold benefits such as it can significantly reduce operational costs
associated with waste collection while also contributing to sustainability efforts, This data-
driven and proactive approach exemplifies IoT's potential in modern building management,

aligning cost-effectiveness with environmental responsibility.
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2.6.1.9 Space Utilization and Optimization Services

Space utilization and optimization services within buildings presents an innovative
approach with substantial implications for reducing operational and maintenance costs, An
illustrative case study of this innovation can be found in buildings that have embraced loT-
driven space management systems (Quy et al., 2022), These systems employ a network of
IoT sensors and devices to continuously monitor the occupancy and utilization of office
spaces in real-time and through the collection of occupancy data, building managers gain
valuable insights into how spaces are utilized, this information enables the optimization of
office layouts and resource allocation, creating flexible workspaces that reduce real estate
costs and enhance operational efficiency, furthermore loT-driven space utilization systems
can contribute to energy savings by adjusting lighting, HVAC, and other utilities based on
actual occupancy patterns, as discussed in (Berawi et al., 2023), moreover predictive
maintenance capabilities, facilitated by IoT, enable early detection of equipment issues
related to space utilization, such as HVAC systems serving occupied areas and this
proactive approach minimizes downtime and reduces maintenance costs, ultimately
contributing to the cost-effectiveness of building operations (Naga Sudha et al., 2022), The
incorporation of IoT technology in space utilization and optimization services during
building operation and maintenance phases offers a multifaceted approach to cost
reduction, However optimizing resource allocation, enhancing energy efficiency, and

enabling predictive maintenance, IoT technology empowers buildings to operate more
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efficiently and cost-effectively, aligning the benefits of modern technology with the

practical aspects of building management (Barisi¢ et al., 2020).

2.7 Challenges and complexities associated with O&M in smart office
buildings
While IoT-based smart office buildings offer substantial advantages for operational
efficiency and cost optimization, they also introduce several challenges and complexities
in O&M practices. Understanding these issues is essential for developing effective
strategies, aligning with the research’s broader objective of lifecycle cost optimization.
One of the primary challenges involves system integration. Smart office buildings often
rely on a diverse array of devices, sensors, and platforms from different manufacturers
(Hossain & Muhammad, 2016). Ensuring interoperability between these systems can be
complex, requiring standardized protocols, sophisticated middleware, and specialized
expertise. Moreover, cybersecurity risks pose a significant concern. The interconnected
nature of IoT systems creates vulnerabilities that can be exploited through unauthorized
access, data breaches, or operational disruptions (Sfar et al., 2018). Securing IoT networks
demands continuous monitoring, updated security protocols, and regular system audits,
placing an additional burden on O&M teams. Data management complexity also emerges
as a critical issue. [oT systems generate vast volumes of data that require effective storage,
analysis, and retrieval strategies. Furthermore, deriving actionable insights from raw data

streams often necessitates advanced analytics capabilities that traditional facility
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management teams may lack (Pereira et al., 2020). Another challenge relates to the initial
and ongoing costs of IoT deployment. Although long-term savings can be substantial, the
upfront investment in IoT infrastructure, staff training, and system integration can be
prohibitively high for some organizations. Additionally, ongoing software updates, device
replacements, and cybersecurity measures add to operational expenditures. Moreover, a
shortage of skilled personnel capable of managing IoT-integrated building systems limits
the potential benefits of smart office environments (Tanko et al., 2022). Facility managers
must adapt to a technology-driven management model, often requiring new training
programs, certifications, and multidisciplinary collaboration. Finally, technological
obsolescence presents a significant complexity. The rapid evolution of IoT hardware and
software may render installed systems outdated within a few years, necessitating
continuous investments in upgrades to maintain operational efficiency and cybersecurity
standards. Addressing these challenges requires strategic planning, multidisciplinary
collaboration, and an ongoing commitment to technological agility. As the research moves
forward, identifying mitigation strategies for these challenges becomes integral to framing

an effective and sustainable lifecycle O&M model for smart office buildings.

2.8 Previous studies on the Utilization of IoT-based technologies

in the O&M phases

The utilization of IoT-based technologies in the O&M phase has become a pivotal topic

within the fields of technology and infrastructure management. loT has revolutionized how
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data is collected, analyzed, and acted upon across various industries, and its application in
building O&M is no exception. This growing field promises to enhance efficiency, reduce
costs, and extend the longevity of critical systems and assets. Moreover, previous studies
have laid important groundwork in understanding the potential benefits, challenges, and
best practices associated with the adoption of IoT technologies in O&M operations. This
section reviews and critically analyzes relevant studies that form the academic foundation

supporting this research.

2.8.1 Introduction to IoT

Atzori et al., 2017 explored the significance of IoT in addressing challenges associated
with the Internet of Things (IoT). The study presented an evolutionary analysis, identifying
three distinct generations of IoT. The first generation involves tagged objects, the second
focuses on things interconnected through web technologies, and the third incorporates
social objects, semantic data representation, and the concept of a "cloud of things." The
study emphasized the dynamic nature of [oT, indicating that it will continue to evolve with
emerging paradigms like the Internet of Nano Things. In response to the diverse
interpretations of IoT, the study proposed a conceptual framework that is independent of
specific technologies. The study argued that having a clear understanding of what IoT is
(and what it is not) is crucial to prevent confusion and promote acceptance of this paradigm,

which they believe holds significant potential to address societal challenges.
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Wang et al., 2021 highlighted key themes in IoT research. Mainstream focuses included
IoT security, wireless sensor networks, management, challenges, and privacy. Developing
economic regions actively collaborated, with China leading in publications and the USA
in global influence. Challenges in trust and security were addressed, discussing issues like
sleep deprivation attacks, and proposing solutions. Global collaborations were strong, with
the USA-China partnership leading. Future recommendations emphasized dynamic

optimization in loT applications, urging practitioners to prioritize security and reliability.

Kumar et al., 2018 provided a detailed understanding of IoT, positioning it as a dynamic
technology pivotal for creating smart systems with real-time monitoring capabilities. The
study delved into the fundamental building blocks of IoT, including Things, Gateways,
Network infrastructure, and Cloud infrastructure. These components collectively
contribute to the structure of IoT systems. Three primary components of loT, namely The
Things with Networked Sensors and Actuators, Raw Information and Processed Data
Stores, and Analytical and Computing Engines, are identified and explained in the study.
The study identified various architecture layers in loT, such as Three Layer, Five Layer,
Six Layer, Seven Layer, Cloud, and Fog, and are systematically examined. The interaction
between these layers is elucidated, providing a structured understanding of IoT system
design. The study acknowledged that an increase in the number of architecture layers may
introduce complexity in IoT system design, potentially leading to security issues and data

mishandling. Study suggested that blockchain technology could address these challenges.
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2.8.2 Smart Buildings and Their Benefits

El-Motasem et al., 2021 stated that the establishment of the New Administrative Capital
(NAC) in Egypt, marked by the construction of thousands of Smart Building Projects
(SBP), presented numerous challenges. Challenges included issues like the lack of
guidelines, unclear objectives, oversight of life cycle costs, and the absence of a
comprehensive framework. The study aimed to fulfill its objectives by analyzing literature
sources and conducting a questionnaire survey involving design managers, project
managers, facility managers, architects, and developers engaged in SBP in Egypt. The
study successfully compared challenges extracted from literature analysis to those
identified through the survey, revealing a more comprehensive understanding from the
latter. Challenges were categorized based on project phases, with the literature analysis
yielding four main categories and the survey resulting in five. The survey identified
additional challenges, such as the absence of a facility management team and a lack of

experience in the field in Egypt, making the findings more comprehensive.

Papagiannidis et al., 2020 focused on smart cities, manufacturing, and homes, there was
a noticeable gap in understanding the impact of smart technologies on office spaces,
particularly in terms of productivity and employee well-being. The study aimed to address
this gap by reviewing and analyzing past literature on the utilization of smart technology
in the workplace. Through quantitative content analysis, six clusters were identified,
encompassing ICT system design, virtual teams, social networking, mobile devices and

cyberslacking, office environment control, and office layout and productivity. The
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literature was further grouped into two overarching themes: the digital workplace and
productivity. Based on these findings and identified research gaps, the paper proposed four
potential directions for future research: (1) focusing on the role of technology in managing
workplaces, (2) exploring the implications of smart technologies for remote digital
workplaces, (3) investigating organizational factors hindering the adoption of smart
technologies in the workplace, and (4) examining the benefits of personalizing technology

use in workplaces.

2.8.3 IoT Applications in Smart Offices

Maiti et al., 2023 proposed a privacy-preserving sensor design for IoT solutions in smart
workplaces. The design aimed to autonomously detect and capture human movements,
focusing on monitoring sedentary behavior discreetly. This sensor was integrated into an
eHealth solution, providing continuous feedback about desk behaviors to encourage
healthy movement breaks for seated workers. Past research demonstrated the reliability and
timeliness of data collection, outperforming self-reporting and intrusive techniques. The
system reliably recorded various human actions, enhancing the overall performance of the
eHealth solution. The privacy-preserving features of this sensor were designed to facilitate
widespread adoption in diverse environments, contributing to the field of smart workplace

technologies.

Verma et al., 2019 discussed advanced practices for intelligent features, control

parameters, and [oT infrastructure in smart buildings. The study focused on aspects like
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privacy, security, network architecture, health services, and sensor-based management.
The study highlighted the pivotal role of IoT in connecting and controlling appliances for
enhanced building efficiency. A specific sensor design was proposed for [oT-based sensor-
actuator automation in buildings. The review identified certain drawbacks in the existing
sensing and controlling methodologies, prompting necessary changes. It categorized
ongoing research into appraisals, application development, modification attempts, and
design recommendations. Applications of the proposed sensor system were suggested,
including energy conservation, faulty device detection, health assistance, safety proposals,
and device connectivity. The study explored potential threats related to energy usage,

security, networking, marketing, and safety systems.

Nathali et al., 2017 proposed a smart city framework based on Big Data analytics to
enhance urban living across various domains such as smart community, transportation,
healthcare, and parking. The framework operated on three levels: data generation and
acquisition, data management and processing, and application execution. Testing authentic
datasets on the Hadoop ecosystem validated the architecture's effectiveness, offering
valuable insights for community development. The expansion of the Internet of Things
(IoT) has driven the development of smarter urban networks, giving rise to the concept of
"smart cities." The study, in the past, introduced a smart city architecture based on Big
Data analytics to address challenges in transforming conventional city operations. It
emphasized the need for intelligent decision management and control centers, showcasing

practical applications with datasets from Surrey (Canada) and Aarhus (Denmark). The
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study acknowledged the ongoing nature of smart city realization and outlined plans for

simulated experiments and generalizability evaluations.

2.8.4 10T for Building Automation and Control

Minoli et al., 2017 found that the integration of IoT in commercial spaces, particularly in
smart buildings, was identified as a cost-effective solution for meeting comfort, usability,
security, and energy management requirements. Despite facing challenges such as a lack
of comprehensive standards and cybersecurity issues, the study highlighted the potential
for disruptive opportunities in revolutionizing in-building connectivity, especially with
Power over Ethernet (PoE) solutions. In the past few years, the anticipation was that smart
buildings based on IoT concepts would evolve rapidly, driven by the confluence of IoT,
PoE, and IP technologies. Governments and regulatory agencies globally have increased
their focus on commercial buildings, expecting continued regulations to address energy
consumption, including greenhouse gas emissions targets. Stakeholders were encouraged
to explore evolving technologies like next-generation Building Management Systems
(BMS), PoE, IoT, and cloud services to align with regulatory requirements and future-
proof their environments. The study, reflecting on challenges in energy management,
identified significant industry and technical opportunities, especially in reducing energy
costs, optimizing comfort levels, and addressing peak-rate consumption. Technologically,
the past witnessed ongoing transitions, including the adoption of function virtualization
principles by core carrier networks. The migration to Network Function Virtualization

(NFV)/Software Defined Network (SDN)-based Network Elements was anticipated to
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enhance network capabilities for carrying IoT traffic, facilitating communication
flexibility, resource optimization, and simplified network administration. The development
of cloud-based high-quality analytics was considered crucial for global optimization, data

mining, and forecasting in the context of smart buildings.

Quinn et al., 2020 explored the evolution of Building Automation Systems (BAS) in
contemporary buildings, which were traditionally prescriptive. Controls were determined
by the design team, lacking responsiveness to actual building performance. Advances in
machine learning, edge analytics, data management, and Facility Management-enabled
Building Information Models (FM-BIMs) allowed for a new approach: cloud-hosted
building management. The integration technique mapped data from an Internet of Things
(IoT) sensor network to an FM-BIM, offering a scalable solution demonstrated in a case
study. The study highlighted the benefits of this integration, providing complex analyses
for Facility Management. Limitations in the linked data approach were discussed,
emphasizing the need for a more efficient query processor and a centralized model for
flexibility. The study laid the foundation for a long-term project aiming to develop a cloud-
hosted BIM-integrated FM platform, with plans for testing and incremental functionality
development. It emphasized collaboration with end-users for defining relevant BAS data
summarization techniques and identified potential applications such as Smart and

Continuous Commissioning and Model Predictive Control.
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2.8.5 Previous studies related to Integration with Other Technologies

Shah et al., 2022 explored the intersection of machine learning and the Internet of Things
(IoT) in the realm of smart buildings, emphasizing automation, energy efficiency, and
security challenges. The initial section underscored the growing role of smart buildings in
broader system integrations, driven by widespread IoT adoption. The study delved into the
significance of IoT devices, their platform, and components, while also addressing security
challenges associated with IoT implementations. The paper detailed the role of machine
learning in optimizing energy efficiency, stressing its importance in conjunction with IoT.
The challenges posed by IoT technology were acknowledged, prompting a discussion on
integrating machine learning to address energy efficiency and other issues in smart
buildings. The conclusion urged the prompt resolution of challenges as a driving force for
advancements in both academic and industrial domains of smart building research,
emphasizing the symbiotic relationship between machine learning and IoT in shaping

energy-efficient smart buildings and addressing security concerns.

Kashef et al., 2021 delved into the transformative impact of smart city technologies, with
a primary focus on surveillance systems. It initially addressed challenges and controversies
associated with existing smart city surveillance and advocated for mesh technology
exploration and citizen involvement in co-design. The study highlighted the role of a high-
tech surveillance system (WIMTE) in enhancing safety, security, and infrastructure
management. The integration of multi-sensor technology with wireless mesh networks was

proposed to provide real-time data for events like the Covid-19 pandemic. The WIMTE
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network was described as a geographically distributed mesh system, offering situational
awareness and real-time data access. The study emphasized the need for enhanced
broadband width and seamless communication for effective deployment. The proposed
WIMTE architecture, incorporating mobile multi-sensor surveillance and video analytics,
was positioned as a cutting-edge solution with the ability to provide critical data in real-
time. The study concluded by recognizing the theoretical implications and advocating for
further qualitative exploratory research to refine conceptualizations and understand the

social and behavioral implications of smart surveillance in cities.
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CHAPTER 3

Adoption of IoT-Based Technologies in Smart Office

Building Operations and Maintenance

3.1 Overview

This chapter expands on the findings of the literature review by exploring the adoption of
IoT-based technologies in the O&M of smart office buildings. It examines the role of IoT
in optimizing operational efficiency, reducing maintenance costs, and improving overall
building performance. The chapter provides a structured analysis of the drivers and motives
behind IoT adoption, highlighting key factors such as energy efficiency, predictive
maintenance, occupant comfort, and cost reduction. Moreover, it investigates the
challenges and barriers that hinder the seamless implementation of IoT in building
management, including cybersecurity risks, data privacy concerns, high initial investment
costs, and integration complexities with legacy systems. Furthermore, the chapter presents
an in-depth examination of the critical success factors that influence the effectiveness of
IoT technologies in smart office buildings, addressing aspects such as stakeholder
engagement, financial planning, compliance with regulatory standards, and system

scalability.
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3.2 Impact of adopting IoT based technologies on the O&M cost of

smart office buildings

The integration of IoT technology has revolutionized various industries, including smart
office buildings and with the rise of smart infrastructure, there has been a notable
transformation towards leveraging loT-based solutions to enhance operational efficiency
and reduce maintenance costs (Shaheen et al., 2022). This transformation is particularly
pronounced in Saudi Arabia, where rapid urbanization and technological advancements
have fueled the demand for innovative approaches to building management (Al Otaibi et
al., 2019). This thesis explores the profound impact of adopting IoT-based technologies on
the O&M costs of smart office buildings in Saudi Arabia by examining the relation between
IoT applications and building management practices, this research aims to investigate the
transformative potential of IoT in optimizing resource utilization, streamlining
maintenance operations, and ultimately driving cost savings within the context of smart

office environments (Madkhali et al., 2023).

3.2.1 HVAC systems

The integration of IoT technology within HVAC systems is enhancing the way facility
managers oversee building operations. Moreover, the Kingdom's Vision 2030 agenda
driving innovation and sustainability, smart office buildings are becoming increasingly
prevalent, leveraging IoT sensors to optimize energy consumption, enhance occupant

comfort, and streamline maintenance processes (Jamoussi et al., 2022). The deployment of
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IoT-enabled solutions for remote monitoring and management within HVAC systems
holds particular significance, moreover, loT technologies provide facilities managers with
the tools and knowledge needed to optimize the operation and maintenance of HVAC
systems, leading to reduced costs and improved performance, and the key mechanisms are

as follows:

3.2.1.1 Remote monitoring and management

IoT sensors installed within HVAC systems allow facility managers to remotely monitor
temperature, humidity, air quality, and equipment performance in real-time, identifying
potential defects early and reducing emergency repairs. Moreover, [oT technology also
provides remote control and automation, enhancing flexibility, efficiency, energy
optimization, and system reliability, contributing to cost savings, sustainability, and

occupant comfort in Saudi Arabia's smart office buildings (Ahmed et al., 2022).

3.2.1.2 Planning predictive maintenance activities

Predictive maintenance algorithms analyze [oT sensor data to anticipate HVAC component
failures, enabling proactive scheduling that reduces downtime and costs, and this approach
allows facilities to procure parts in advance, allocate personnel efficiently, and minimize
the impact on operations. Moreover, leveraging real-time data and historical trends, facility
managers can optimize HVAC performance, leading to significant cost savings, enhanced
sustainability, and improved occupant comfort in Saudi Arabia's smart office buildings

(Fernandez et al., 2021).
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3.2.1.3 Developing energy conservation strategies

IoT technology allows for more granular control and optimization of HVAC systems based
on real-time data and environmental conditions for example, sensors can adjust
temperature setpoints dynamically based on occupancy patterns, external weather

conditions, and building usage, optimizing energy usage without sacrificing comfort

(AlFaris et al., 2017).

3.2.1.4 Fault identification and system diagnostics

IoT-enabled fault detection and diagnostics systems utilize advanced sensor technology,
real-time monitoring, automated alerts, predictive analytics, and integration with
maintenance management systems to enable proactive maintenance and optimize the
performance of HVAC systems within smart office buildings and these systems play a
crucial role in minimizing downtime, reducing maintenance costs, and enhancing system
reliability, ultimately contributing to the long-term sustainability and cost-effectiveness of

building operations (Lazarova-Molnar et al., 2016).

3.2.2 Fire Detection & Alarm systems

IoT technology offers several ways to reduce the operation and maintenance costs of Fire
Detection & Alarm systems by enabling remote monitoring, predictive maintenance,
automated testing, remote diagnostics, data analytics, and integration with building

management systems (Wang et al., 2024).
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3.2.2.1 Remote Monitoring and Management

IoT sensors integrated into fire detection and alarm systems can continuously monitor
smoke, temperature, and CO2 levels, enabling early detection of fire hazards and prompt
response to reduce costly damage. 1oT technology also allows for automated testing and
inspections, eliminating manual procedures and ensuring regulatory compliance without
on-site personnel. Moreover, remote diagnostics and access to system controls enable quick
identification and resolution of issues, reducing response times and minimizing downtime

(Megnafi et al., 2023).

3.2.2.2 Planning predictive maintenance activities

IoT-enabled fire detection and alarm systems use predictive analytics to anticipate
maintenance needs by analyzing sensor data and historical performance, allowing for
proactive scheduling and by collecting and analyzing data on alarm activations, response
times, and maintenance history, facility managers can gain insights into system
performance and identify opportunities for optimization, leading to targeted interventions

that improve efficiency and reduce operational costs (Dhir et al., 2023).

3.2.3 Security & Access control systems IoT technology

IoT technology utilizes several ways to reduce the operation and maintenance costs of
Security & Access Control systems by enabling remote monitoring and management,
predictive maintenance, automated testing and diagnostics, integration with BMS, data

analytics for performance optimization, and remote firmware updates and maintenance
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(Wisdom et al., 2024). These capabilities improve system reliability, reduce downtime, and
enhance efficiency, ultimately lowering operational costs associated with Security &

Access Control systems.

3.2.3.1 Remote Monitoring and Management

IoT sensors integrated into Security & Access Control systems enable real-time monitoring
and remote management of access points, security cameras, and other components from
anywhere with an internet connection and these systems also support remote firmware
updates and maintenance, allowing facility managers to deploy updates, patches, and
enhancements without the need for on-site access, ensuring the system stays current with

the latest features and security measures (Parti et al., 2023).

3.2.3.2 Planning predictive maintenance activities

IoT-enabled Security & Access Control systems can utilize predictive analytics to
anticipate maintenance needs based on sensor data and historical performance through
analyzing trends and patterns. These systems can predict when components are likely to
fail or require servicing, allowing for proactive maintenance scheduling (NITONYE et al.,

2024).

3.2.3.3 Fault identification and system diagnostics
IoT technology enables automated testing and diagnostics of Security & Access Control
systems, eliminating manual, time-consuming procedures by allowing remote scheduling

and performance of tests. Moreover, [oT systems collect and analyze data on access
61



patterns, security incidents, and system usage, providing facility managers with valuable

insights to optimize performance and improve operational efficiency (Shitole et al., 2023).

3.2.3.4 Integration with Building Management Systems (BMS)

IoT-enabled Security & Access Control systems can be integrated with BMS platforms,
providing a centralized interface for monitoring and controlling various building systems.
Integration with BMS allows for coordinated responses to security incidents and access

control events, streamlining operations and reducing the need for manual intervention (Asif

et al., 2024).

3.2.4 Indoor air quality systems

IoT technology offers several opportunities to reduce the operation and maintenance costs
of Indoor Air Quality (IAQ) monitoring and control systems by enabling continuous
monitoring, data-driven insights, predictive maintenance, remote monitoring and
management, energy optimization, and automated alerts and notifications, moreover,
leveraging loT capabilities allows facility managers to maintain a healthy indoor
environment while optimizing operational efficiency and minimizing costs associated with

[AQ system maintenance and management (Dai et al., 2023).

3.2.4.1 Continuous monitoring, control and management
IoT sensors can be deployed throughout indoor spaces to continuously monitor parameters
like temperature, humidity, CO2 levels, particulate matter, and VOCs, providing facility

managers with real-time insights into indoor air quality (IAQ). This technology enables
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remote monitoring and management of IAQ systems, allowing managers to access data and
control settings from anywhere, reducing response times and operational costs. Moreover,
IoT-enabled IAQ systems can generate automated alerts when air quality deviates from
predefined thresholds, enabling timely interventions to prevent health risks and costly

consequences associated with poor indoor air quality (Tanveer et al., 2024).

3.2.4.2- Development of data-driven Insights

Facility managers can gain valuable insights into indoor air quality trends and patterns over
time by collecting data from IoT sensors and this data-driven approach allows managers to
identify potential issues or areas for improvement, such as areas with poor ventilation or

high pollutant levels (Verma et al., 2023).

3.2.4.3- Planning predictive maintenance activities

IoT-enabled TAQ monitoring systems can utilize predictive analytics to anticipate
maintenance needs based on sensor data and performance through analyzing data on
equipment health and performance which allows predictive maintenance algorithms to

identify potential issues before they escalate into costly failures (Elkateb et al., 2024).

3.2.4.4- Developing energy conservation strategies

IoT-enabled IAQ systems can adjust ventilation rates and HVAC settings based on real-
time data and occupancy patterns to optimize energy usage while maintaining indoor air
quality (Qasim Flayyih et al., 2024). Moreover, integrating IAQ monitoring systems with

building management systems (BMS) allows facility managers to implement demand-
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controlled ventilation strategies and adjust HVAC setpoints dynamically to minimize

energy consumption without compromising occupant comfort (Qasim Flayyih et al., 2024).

3.2.5 Lighting systems

IoT technology offers numerous opportunities to reduce the operation and maintenance
costs of lighting systems by enabling remote monitoring and management, predictive
maintenance, energy optimization, automation, data analytics, fault detection, and
integration with building management systems (Hosamo et al., 2023). Moreover,
leveraging these capabilities allows facility managers to optimize lighting performance,
reduce energy consumption, and minimize maintenance expenses, ultimately improving

the overall efficiency and sustainability of buildings (Rane et al., 2023).

3.2.5.1 Remote Monitoring and Management

IoT-enabled lighting systems allow facility managers to remotely monitor and manage
lighting performance and energy usage, providing real-time data and enabling the
identification of issues like burnt-out bulbs or malfunctioning fixtures without physical
inspections. Moreover, [oT technology enables remote control and automation of lighting
settings, schedules, and dimming levels, streamlining maintenance tasks and reducing the

need for manual intervention, ultimately saving time and resources (Rane et al., 2023).

3.2.5.2 Planning predictive maintenance activities

IoT sensors embedded in lighting fixtures collect data on usage patterns, temperature, and

energy consumption, enabling predictive maintenance algorithms to anticipate failures and
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schedule proactive maintenance and by detecting faults and malfunctions early, these
sensors help maintenance personnel address issues before they escalate, reducing
unexpected failures, minimizing downtime, and lowering overall maintenance costs while

extending the lifespan of lighting fixtures (Manchadi et al., 2024).

3.2.5.3 Developing energy conservation strategies

IoT-enabled lighting systems can adjust lighting levels and schedules based on occupancy
patterns, daylight levels, and energy prices (Qasim Flayyih et al., 2024). Moreover, the
integrating with occupancy sensors and ambient light sensors, lighting systems can
automatically dim or turn off lights in unoccupied areas or in response to natural light

levels, reducing energy consumption and operating costs (Qasim Flayyih et al., 2024).

3.2.5.4 Real Time Data analysis and interpretation

Facility managers can gain valuable insights into lighting usage patterns, energy
consumption trends, and equipment performance by collecting and analyzing data from
[oT sensors (Soori et al., 2023). This information can be used to identify opportunities for
further optimization and efficiency improvements, ultimately leading to cost savings on

energy bills and maintenance expenses (Soori et al., 2023).

3.2.6 Water management systems

IoT technology offers a comprehensive suite of tools and capabilities to optimize water and
utility management, reduce operation and maintenance costs, and improve overall

efficiency and sustainability (Kamyab et al., 2023). Moreover, leveraging real-time
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monitoring, predictive analytics, remote control, and data-driven decision-making allows
organizations to achieve significant cost savings while ensuring the efficient and

responsible use of water and utility resources.

3.2.6.1 Remote Monitoring and Control

IoT sensors can be deployed throughout water and utility systems to monitor real-time
parameters such as water flow, pressure, temperature, and energy consumption. This allows
facility managers to remotely access this data through centralized platforms, enabling them
to monitor performance, detect anomalies, and optimize efficiency without on-site visits.
Moreover, loT-enabled systems can further optimize resource usage by adjusting
consumption based on real-time demand and conditions, such as smart irrigation systems
that minimize water waste or energy management systems that reduce costs and by
analyzing this data, facility managers can identify inefficiencies and implement targeted

strategies to maximize efficiency and reduce operational costs (Yauri Rodriguez et al.,

2023).

3.2.6.2 Leak Detection and Prevention

IoT sensors can detect leaks and abnormalities in water distribution systems early on,
enabling prompt intervention to prevent water loss and damage to infrastructure. Moreover,
with the continuously monitoring water flow rates and pressure levels, loT-enabled
systems can identify sudden drops or fluctuations indicative of leaks or pipe bursts.

However, timely detection of leaks allows for immediate action to repair the issue,
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minimizing water waste and reducing the risk of costly water damage repairs (Basavaraddi

etal., 2023).

3.2.6.3 Planning predictive maintenance activities

IoT technology enables predictive maintenance algorithms to analyze data collected from
sensors and predict when equipment is likely to fail or require servicing and by monitoring
factors such as equipment temperature, vibration, and energy consumption, predictive
maintenance algorithms can identify potential issues before they lead to equipment
breakdowns or failures, moreover, proactively addressing maintenance needs helps prevent

costly downtime and extends the lifespan of equipment (UZi¢anin et al., 2023).

3.2.6.5 Automated Meter Reading

IoT technology facilitates automated meter reading and billing processes, eliminating the
need for manual meter readings and reducing administrative overhead. Moreover, smart
meters equipped with [oT sensors can remotely transmit consumption data to utility
providers, enabling accurate billing based on actual usage. This automation streamlines
billing processes, reduces errors, and improves billing accuracy, ultimately lowering

operational costs for both utility providers and consumers (Berouine et al., 2017).

3.2.7 Maintenance management & services

IoT technology helps optimize all types of maintenance strategies, providing real-time
monitoring, data analytics, and predictive insights and by enabling a proactive, data-driven

approach to maintenance, loT reduces unnecessary labor, minimizes equipment downtime,
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and prevents expensive repairs, ultimately leading to significant cost reductions in

operation and maintenance (Shetty et al., 2018).

3.2.7.1 Preventive Maintenance

IoT sensors enable continuous monitoring of equipment performance, allowing
organizations to follow predefined maintenance schedules more effectively by triggering
alerts when components near failure. This ensures maintenance is performed only when
necessary, reducing premature interventions, moreover, [oT data optimizes maintenance
schedules by tailoring them to actual equipment wear, improving efficiency, reducing

downtime, and minimizing costs.

3.2.7.2 Corrective Maintenance

IoT sensors facilitate rapid fault identification by detecting anomalies in real time, enabling
maintenance teams to address issues quickly and minimize downtime. Moreover, [oT
supports remote diagnostics, allowing personnel to troubleshoot problems without being

on-site, reducing labor costs, travel time, and speeding up issue resolution.

3.2.7.3 Predetermined Maintenance

IoT technology enhances data-driven planning by offering detailed insights into equipment
usage, performance, and lifespan, allowing maintenance schedules to be fine-tuned for
optimal cost efficiency and by automating monitoring tasks, IoT also reduces the need for
manual inspections, enabling technicians to focus on actual maintenance, which leads to

lower labor costs.
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3.2.7.4 Condition-Based Maintenance

IoT sensors enable real-time monitoring of equipment conditions, such as temperature and
vibration, ensuring maintenance is performed only when necessary. Moreover, this
condition-based approach avoids unnecessary interventions, extends equipment life, and

minimizes operational disruptions, reducing downtime and enhancing overall efficiency.

3.2.7.5 Predictive Maintenance

IoT-enabled systems utilize predictive analytics to forecast equipment failures by
analyzing historical data, allowing organizations to address issues before they escalate into
costly emergencies, moreover, this proactive approach reduces unplanned downtime and

minimizes the need for expensive, reactive maintenance.

3.2.7.6 Reactive Maintenance

IoT technology enhances reactive maintenance by enabling quick identification of issues
through automated alerts, allowing faster response times and reducing the impact of system
failures. Moreover, IoT supports remote troubleshooting, enabling technicians to assess
and potentially resolve problems without on-site visits, cutting travel costs and speeding

up repairs.

3.2.8 Waste management systems

IoT technology offers numerous opportunities to reduce the operation and maintenance

costs of waste management systems and services through real-time monitoring, route

69



optimization, efficient resource allocation, remote diagnostics, and data-driven decision-
making. Moreover, leveraging IoT solutions allows waste management companies to
achieve significant cost savings while improving operational efficiency and service

effectiveness (Uganya et al., 2022).

3.2.8.1 Real-Time Monitoring of Waste Bins

IoT sensors installed in waste bins provide real-time monitoring of fill levels and waste
composition, allowing waste management companies to optimize collection routes and
reduce unnecessary trips and fuel costs. This data also helps prevent overflow situations,
minimizing cleanup costs and environmental hazards. Moreover, [oT sensors deployed in
recycling facilities monitor equipment utilization, process efficiency, and material flows,
enabling companies to identify bottlenecks, optimize workflows, and improve resource

efficiency by analyzing real-time data (Bakhshi et al., 2018).

3.2.8.2 Planning predictive maintenance activities

IoT sensors in collection vehicles monitor performance in real-time, enabling predictive
maintenance to reduce breakdowns and extend vehicle lifespan, thus lowering maintenance
costs. Moreover, [oT-enabled systems allow for remote diagnostics of waste management
equipment, reducing response times, downtime, and maintenance costs by enabling

proactive issue detection and resolution (Theissler et al., 2021).
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3.2.8.3 Efficient Trip planning

IoT-enabled waste management systems use data analytics and machine learning to
optimize collection routes based on bin fill levels, traffic conditions, and historical data,
reducing fuel consumption, vehicle wear, and labor costs. Moreover, loT technology
allows companies to allocate resources more efficiently by adjusting collection frequency
and capacity to actual demand, with real-time monitoring enabling dynamic adjustments
to collection schedules based on waste generation fluctuations, seasonal trends, and special

events (Er¢in et al., 2021).

3.2.9 Space utilization and optimization services

IoT technology offers numerous opportunities to reduce operation and maintenance costs
in space utilization and optimization services by providing real-time data insights, enabling
proactive management, optimizing energy usage, facilitating remote monitoring and
management, supporting data-driven decision making, and optimizing cleaning and
maintenance schedules and by leveraging IoT technology effectively, organizations can
achieve cost savings, improve operational efficiency, and enhance the overall user

experience in their facilities (Aguilar et al., 2021).

3.2.9.1 Real-Time Occupancy Monitoring
IoT sensors deployed throughout buildings monitor real-time occupancy levels and space
utilization patterns, helping organizations identify underutilized areas and optimize space

allocation. Moreover, loT technology enables facilities managers to remotely monitor and
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manage building systems and equipment from anywhere, allowing for early issue detection,
quick intervention to prevent downtime and costly repairs, and optimization of operational
efficiency by minimizing maintenance costs associated with manual inspections and on-

site visits (Volakh et al., 2023).

3.2.9.2 Dynamic Space Allocation

IoT technology enables dynamic space allocation based on real-time occupancy data and
by using occupancy sensors to detect when spaces are vacant or underutilized,
organizations can automatically adjust heating, cooling, lighting, and other building

systems to optimize energy usage and reduce operational costs (Sood et al., 2020).

3.2.9.3 Planning predictive maintenance activities

IoT sensors monitor building infrastructure and equipment, such as HVAC systems,
lighting fixtures, and elevators, in real-time, allowing organizations to predict potential
failures and schedule proactive maintenance, they also collect extensive data on space
utilization, building performance, and environmental conditionsand by analyzing this data
with advanced analytics and machine learning, organizations can identify trends, optimize
operations, and implement targeted interventions, leading to improved efficiency, cost

savings, and continuous improvement in space utilization (Lee et al., 2019).

3.2.9.4 Developing energy conservation strategies
IoT-enabled building management systems can optimize energy usage based on real-time

occupancy data and environmental conditions and by automatically adjusting heating,
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cooling, and lighting settings in response to occupancy levels and usage patterns,

organizations can reduce energy consumption and utility costs (Tien et al., 2022).

3.3 Motives & drivers of adopting IoT based technologies on the O&M

cost of smart office buildings

The adoption of loT-based technologies in smart office buildings is mainly driven by the
need for operational efficiency, cost reduction, and enhanced facility management and
these technologies provide real-time data analytics, remote monitoring, and predictive
maintenance, which significantly reduce the O&M costs (Anathan et al., 2023). Moreover,
IoT solutions enable facility managers to optimize resource utilization, automate routine
tasks, and proactively address equipment failures, thereby extending the lifecycle of

building assets and lowering long-term maintenance costs (Anathan et al., 2023).

3.3.1 Enhancing Energy Efficiency in Smart Office Buildings Through

IoT-Driven Real-Time Monitoring and Control

The integration of IoT-based technologies in smart office buildings enhances energy
efficiency by enabling real-time monitoring and adjustment of HVAC and lighting systems
based on occupancy patterns and environmental factors such as temperature and humidity,
which allows for precise control, minimizes unnecessary energy consumption, reduces
waste, and ultimately leads to lower operational costs while promoting a more sustainable

and cost-effective building management approach (Metallidou et al., 2020).
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3.3.2 Maximizing Operational Efficiency Through IoT-Enabled

Predictive Maintenance in Smart Buildings

IoT technology enables predictive maintenance to enhance operational efficiency by
continuously monitoring critical building systems and equipment, utilizing real-time data
and advanced analytics to detect early signs of wear or malfunction, enabling facility
managers to intervene before faults develop into issues, therefor reducing equipment
downtime, preventing costly failures, and minimizing overall maintenance expenses while
ensuring the optimal performance and longevity of building assets through timely, data-

driven maintenance interventions (Karjou et al., 2024).

3.3.3 Elevating Occupant Comfort and Productivity Through IoT

Technologies in Smart Office Buildings

IoT technologies enhance occupant comfort in smart office buildings by enabling
personalized control over key environmental factors such as lighting, temperature, and air
quality, allowing individuals to adjust these settings to their specific preferences in real-
time, which provide a more comfortable and tailored working environment and has a direct
positive impact on worker productivity, satisfaction, and overall well-being, thereby

contributing to a more efficient and engaging workplace (Akbar et al., 2015).
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3.3.4 Strengthening Security and Safety in Smart Office Buildings

Through IoT-Based Technologies

IoT-based sensors and advanced monitoring systems in smart office buildings enhances
security by offering real-time surveillance, automated access control, and immediate
emergency response capabilities, while improving safety through the proactive detection
and alerting of potential environmental hazards such as smoke, gas leaks, or fire, allowing
for swift interventions that protect occupants and assets, ultimately creating a safer, more

secure, and resilient office environment (Moreno et al., 2014).

3.3.5 Optimizing Space Utilization and Efficiency in Smart Offices

Through IoT Solutions

IoT solutions facilitate the collection of detailed real-time usage data within smart office
environments, enabling organizations to optimize space allocation and design by providing
insights into occupancy patterns, meeting room usage, and work area efficiency, which
allows for the reconfiguration of office layouts to better suit actual needs, reduce
underutilized spaces, improve operational flow, and ultimately decrease operational
inefficiencies while maximizing the overall productivity and effectiveness of the office

environment (Salimi et al., 2019).
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3.3.6 Achieving Cost Reduction in Smart Buildings Through IoT-Driven

Automation and Data-Driven Insights

IoT technologies in smart buildings reduce operational costs by streamlining maintenance
processes through predictive analytics, optimizing energy usage through real-time
monitoring and automated adjustments, and minimizing the need for human intervention
in routine facility management tasks through the seamless integration of automation and
data-driven insights that ensure more efficient, cost-effective building operations

(Metallidou et al., 2020).

3.3.7 Advancing Sustainability and Green Building Initiatives Through

IoT Systems in Smart Office Buildings:

IoT systems enhance sustainability efforts within smart office buildings by continuously
monitoring and managing resource consumption, such as energy and water usage,
optimizing operations to minimize waste, facilitating compliance and the reduction of the
building’s overall environmental impact through data-driven strategies enhance energy
efficiency, reduce emissions, and contribute to long-term environmental responsibility

(Benavente-Peces et al., 2019).
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3.3.8 Enabling Data-Driven Decision Making for Enhanced Building

Performance and Efficiency Through IoT in Smart Offices:

The data generated by IoT devices in smart office buildings provides facility managers
with a continuous stream of actionable insights, allowing them to make informed
operational and strategic decisions based on real-time analytics, which enables the
optimization of building performance, improves resource allocation, enhances energy
efficiency, and supports long-term planning by identifying trends, inefficiencies, and
opportunities for improvement, ultimately leading to smarter, more efficient management

of office spaces and resources (Li et al., 2020).

3.3.9 Enhancing User Experience in Smart Office Buildings Through

IoT-Driven Personalization and Automation:

IoT-based technologies in smart office buildings enhance user experience by offering
automated and personalized services, such as smart workspace adjustments that adapt
lighting, temperature, and desk adjustment to individual preferences, along with seamless
booking systems for meeting rooms and shared spaces, which together create a more
dynamic, responsive, and efficient work environment, comfort, and productivity for

occupants (Floris et al., 2021).
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3.3.10Increasing Flexibility and Responsiveness in Building Management

Through IoT-Enabled Remote Monitoring and Control:

IoT technologies enable facility managers to remotely monitor and control building
operations by providing real-time access to data on systems such as HVAC, lighting, and
security, allowing for operational adjustments from any location, which increases
flexibility and responsiveness in managing building systems, ensures quicker resolution of
issues, optimizes energy consumption, and enhances overall building performance without

the need for constant on-site supervision (Shah et al., 2022).

3.4 Challenges of adopting IoT based technologies on the O&M cost of

smart office buildings

The integration of IoT technology into the O&M of smart buildings faces several
challenges that lower their full-scale deployment, major barriers include the complexity of
installation and integration, data security risks, significant upfront costs, and scalability
issues, however, the complexity increases when dealing with existing legacy systems,
alongside concerns about data overload and cybersecurity threats. Furthermore, challenges
related to vendor lock-in, energy consumption of IoT devices, and the need for specialized
expertise are also critical factors that must be addressed to ensure seamless operation and
long-term sustainability (Lukhanda et al., 2024). These concerns highlight the need for
standardized frameworks and robust policies to drive the successful implementation of IoT

in building operations efferences (Lukhanda et al., 2024).
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3.4.1 Complexity in Installation and Integration

Implementing [oT systems in smart office buildings requires the integration of multiple
devices, sensors, and software platforms (Das et al., 2023). This complexity can lead to
difficulties in ensuring interoperability between different systems and technologies,
moreover, facility managers may face challenges in synchronizing various IoT systems for
lighting, HVAC, and security into a single cohesive platform, potentially increasing

installation costs and time (Das et al., 2023).

3.4.2 Data Security and Privacy Concerns

IoT-based technologies collect large amounts of real-time data, including sensitive
information about building occupants and their activities and ensuring the security of this
data is critical to prevent unauthorized access or breaches, moreover, privacy concerns can
arise, especially in environments where personal information, such as preferences for

lighting or temperature, is collected to enhance occupant comfort (Singh et al., 2024).

3.4.3 High Initial Investment

Technology solutions can reduce O&M costs over time, the initial investment in
technology infrastructure, such as sensors, smart meters, and analytics platforms, can be
significant (de Loza et al., 2024). This upfront cost may be a barrier for some organizations,
particularly if the return on investment (ROI) is not immediately evident (de Loza et al.,

2024).
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3.4.4 Maintenance and Technological Expertise

The continuous operation of [oT systems requires ongoing maintenance and updates as [oT
devices are prone to wear, malfunctions, or becoming outdated, facility managers need to
ensure that the systems are regularly serviced and updated (Hassan et al., 2024). Moreover,
managing these advanced technologies requires specialized technical expertise, which may

not always be available in-house (Hassan et al., 2024).

3.4.5 Data Overload and Management

IoT systems generate large amounts of data, and managing, storing, and analyzing, facility
managers may struggle to extract important knowledge from the data due to the large
amount and complexity, however, without effective data analytics and decision-making
frameworks, the benefits of IoT technologies may not be fully achieved (Chandrasekaran

et al., 2024).

3.4.6 Cybersecurity Threats

IoT devices connected to building systems are potential entry points for cyberattacks.
Hackers may target weakness points in these devices to gain access to sensitive data or
disrupt building operations, moreover, ensuring robust cybersecurity measures across all
connected devices and networks is crucial but can be technically and financially demanding

(Wrona et al., 2024).
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3.4.7 Reliability of IoT Networks

IoT-based systems rely heavily on network connectivity, and any disruptions in the
network can impact the performance of key systems such as HVAC, lighting, and security.
IoT devices may be vulnerable to intermittent connectivity, particularly in areas with poor
network infrastructure or signal interference. This could lead to lapses in monitoring,
predictive maintenance failures, or the inability to remotely control building operations

(Bao et al., 2016).

3.4.8 Environmental Impact and Sustainability Concerns

IoT technologies enhance energy efficiency through the production, deployment, and
disposal of IoT devices pose environmental concerns this rapid advancement of technology
means that devices can become outdated quickly, contributing to electronic waste (e-
waste), moreover, proper disposal and recycling of IoT components are necessary to
minimize the environmental impact, but these processes may not be well-developed in all

regions (Sotres et al., 2019).

3.4.9 Interference with Building Legacy Systems

Many existing office buildings have legacy systems for lighting, security, or HVAC, which
may not be compatible with new 10T technologies, however, upgrading or integrating [oT
solutions with these older systems can be costly and technically challenging and, in some
cases, the building’s entire infrastructure may need to be overhauled to accommodate 10T,

which could lead to significant downtime and operational disruption (Hui et al., 2017).
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3.4.10High Energy Consumption of IoT Devices

IoT systems contribute to overall energy efficiency, the devices themselves—such as
sensors, gateways, and servers—require power to operate and in large-scale
implementations, the energy consumption of hundreds or thousands of devices can add up,
potentially offsetting some of the energy savings achieved through efficient HVAC or
lighting systems, thus managing the power consumption of IoT devices is therefore an

important consideration (Martin-Lopo et al., 2020).

3.5 Factors affecting the adopting IoT based technologies on the O&M

cost of smart office buildings

The O&M cost of loT-based smart office buildings is influenced by multiple factors across
different stages of a building's lifecycle. The successful implementation and long-term
efficiency of [oT systems depend not only on the technology itself but also on how well it
is planned, designed, constructed, and maintained. A holistic understanding of these factors
is essential for stakeholders to optimize operational expenses, enhance system longevity,

and maximize return on investment (ROI).

This section explores the four critical phases that shape the cost dynamics of [oT adoption

in smart office buildings:

1. The Planning Phase — Establishing a solid foundation for [oT adoption through strategic

budgeting, stakeholder engagement, energy efficiency goals, vendor selection, scalability
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planning, and regulatory compliance. Decisions made in this phase set the trajectory for

long-term cost efficiency.

2. The Design Phase — Ensuring system efficiency and sustainability by prioritizing
interoperability, optimal sensor placement, redundancy mechanisms, modular design,
predictive maintenance integration, energy efficiency, user-friendly interfaces, and
adherence to IoT standards. A well-planned design reduces lifecycle costs and prevents

operational inefficiencies.

3. The Construction Phase — Implementing IoT infrastructure with a focus on component
quality, installation best practices, system testing, contractor expertise, compliance with
design plans, cabling standards, documentation practices, and workforce training. Proper

execution during construction enhances system reliability and minimizes costly rework.

4. The O&M Phase — Sustaining and optimizing IoT performance through real-time
monitoring, predictive analytics, energy consumption tracking, cybersecurity measures,
regular updates, fault detection systems, user feedback, dynamic resource optimization,
and periodic lifecycle cost reviews. Effective O&M strategies ensure that [oT investments

remain cost-effective and sustainable over time.

Moreover, analyzing these key phases, this section provides a comprehensive
understanding of how loT-based smart office buildings can be strategically managed to
optimize O&M costs while ensuring long-term efficiency and reliability. The insights

gained here will serve as a foundation for decision-makers in the architecture, engineering,
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construction, and facility management (AEC/FM) sectors to develop sustainable and cost-

effective IoT adoption strategies.

3.5.1 Planning Phase: Setting the Foundation for IoT Adoption

The planning phase plays a crucial role in ensuring the successful implementation of IoT-
based systems in smart office buildings. Decisions made at this stage significantly impact
on long-term operational and maintenance costs. Key considerations include early
stakeholder engagement, budget allocation, energy efficiency objectives, vendor selection
criteria, scalability planning, and regulatory compliance. A well-structured planning phase
ensures that IoT adoption aligns with strategic goals, mitigates risks, and optimizes

lifecycle costs.

3.5.1.1 Early Engagement of stakeholders to align objectives and expectations
Engaging stakeholders early in the planning phase ensures alignment of project objectives
and expectations, particularly in areas such as energy efficiency, data security, and
operational savings (Das et al., 2020). Failing to involve stakeholders early in the planning
phase can lead to misaligned objectives, overlooked challenges, and ineffective

prioritization, ultimately compromising the success of [oT adoption initiatives (Schuster et

al., 2024).

3.5.1.2 Allocated budget for IoT infrastructure to ensure success

Allocating sufficient funds for IoT systems during planning mitigates risks of

underfunding, which often leads to suboptimal implementations. A detailed financial plan
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should account for the costs of sensors, software platforms, network infrastructure, and
skilled labor (De Soto et al., 2018). Insufficient funding may result in incomplete or
suboptimal IoT implementations, limiting system functionality and long-term efficiency

(Del-Valle-Soto et al., 2019).

3.5.1.3 Setting clear energy efficiency goals to guide sustainable system
deployment

Setting clear energy efficiency targets early provides a roadmap for selecting and deploying
IoT-enabled HVAC, lighting, and energy management systems. These goals should align
with sustainability certifications, such as LEED or WELL standards (Wen et al., 2018).
Without clear goals, the deployment of [oT systems may lack direction, leading to missed
opportunities for energy savings and non-compliance with sustainability standards

(Momanyi et al., 2024)

3.5.1.4 Development of a plan for future scalability to accommodate emerging
technologies

Designing systems with scalability in mind allows for the integration of emerging
technologies, such as advanced Al analytics or 5G connectivity. This prevents costly
overhauls when upgrading systems to accommodate future needs (Chen et al., 2020). A
lack of scalability planning may necessitate costly overhauls as technology evolves,

hampering long-term system performance and efficiency (Harrison et al., 2024).
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3.5.1.5 Compliance with regulations to avoid legal and operational risks

Ensuring compliance with local and international regulations reduces the likelihood of
legal disputes and operational disruptions. This includes data protection laws like GDPR,
as well as energy efficiency standards (Mellit et al., 2018). Non-compliance with
regulations could lead to legal penalties, operational disruptions, or reputational damage

(Pradhan et al., 2024).

3.5.1.6 Develop robust data privacy and security strategies to protect
information

Proactive measures to secure data collected by IoT devices protect against cyber threats
and legal repercussions. For instance, encryption protocols, secure access controls, and
periodic vulnerability assessments are critical (Panda et al., 2019). Weak data protection
measures increase the risk of cyber threats, data breaches, and associated legal

consequences (Mohanta et al., 2019).

3.5.1.7 Development of technology integration strategy for seamless system
operation

Planning for seamless integration of IoT systems minimizes complexities during
deployment. For example, ensuring compatibility between lighting, HVAC, and security
systems enhances operational efficiency (Davtalab et al., 2018). Poor integration planning

can lead to system incompatibility and inefficiencies during operation (Davtalab et al.,

2018).
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3.5.1.8 Consideration of lifecycle cost analyses to balance investment and
operational savings

A comprehensive lifecycle cost analysis evaluates initial investment alongside long-term
maintenance, upgrade, and operational savings. This analysis aids in making informed
decisions regarding IoT adoption (Wang et al., 2021). Neglecting lifecycle cost analysis

may result in poor investment decisions, increasing operational and maintenance costs (Lu

etal., 2021).

3.5.1.9 Assessment of skill gaps for planning training programs

Identifying skill gaps among personnel and planning for targeted training ensures smooth
management of IoT systems. This can include workshops on managing predictive
maintenance tools or energy management platforms (Pryor et al., 2019). Unaddressed skill
gaps can lead to inefficient management of IoT systems, causing operational delays and

increased costs (Régo et al., 2024).

3.5.1.10 Setting vendor selection criteria to ensure reliable and scalable
solutions

Selecting vendors with proven track records and support services reduces the risk of system
failures. Evaluation criteria might include the vendor's expertise in IoT integration,
scalability of solutions, and adherence to industry standards (Nguyen et al., 2022) Poor
vendor selection can result in unreliable and non-scalable solutions, increasing the

likelihood of system failures and maintenance issues (Nguyen et al., 2024).
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3.5.2 Design Phase: Ensuring System Efficiency and Sustainability

A well-structured design phase is critical in determining the effectiveness and cost
efficiency of IoT systems throughout their lifecycle. Poor design choices can lead to
interoperability issues, energy inefficiencies, and higher long-term maintenance costs. This
phase focuses on system interoperability, strategic sensor placement, redundancy
mechanisms, modular design, predictive maintenance integration, energy optimization,
user-friendly interfaces, and adherence to IoT standards. Effective design strategies reduce
operational disruptions, extend asset lifespans, and ensure seamless integration of IoT

technologies.

3.5.2.1 Systems interoperability across platforms and devices

Designing IoT systems that communicate across different platforms prevents operational
silos. Open protocols, such as MQTT or BACnet, enables seamless integration of devices
and software (Khoshnava et al., 2020). Lack of interoperability can result in operational

silos and inefficiencies (Thottempudi et al., 2024).

3.5.2.2 Strategic placement of sensors for accurate and reliable data collection
Proper placement of sensors ensures accurate and reliable data collection. For example,
occupancy sensors should be positioned in high-traffic areas, while environmental sensors
are placed away from heat sources to avoid skewed reading (Wen et al., 2021). Poor sensor

placement reduces data reliability and decision-making accuracy (Kalendar et al., 2024).
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3.5.2.3 Incorporation of redundancy to maintain system reliability during
failures

Redundant systems provide failover mechanisms to maintain operations during outages.
For instance, backup power supplies for critical IoT devices prevent data loss and
downtime (Lin et al., 2019). Lack of redundancy increases system vulnerability to failures

and outages (Rullo et al., 2019).

3.5.2.4 Use of modular design principles for easier upgrades and maintenance
Modular designs facilitate upgrades without disrupting the entire system. For example,
replacing faulty components in a modular system is quicker and more cost-effective than
repairing monolithic systems (Aryan et al., 2021). Without modular design, upgrades and

repairs may become more costly and time-consuming (Rana et al., 2024).

3.5.2.5 Integration of predictive maintenance features to minimize downtime

Embedding predictive analytics in system design enables early detection of wear and tears.
This approach reduces unplanned downtime and extends the lifespan of critical assets (Lin
et al., 2019). Neglecting predictive maintenance can lead to unplanned downtime and

reduced asset lifespan (Ran et al., 2019).

3.5.2.6 Consideration of design choices for optimization energy efficiency
Incorporating energy-efficient lighting, HVAC, and insulation materials during design

minimizes operational costs. For instance, smart lighting systems can adjust brightness
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based on natural light availability (Mahmoodi-k et al., 2021). Poor design choices can

result in higher operational costs and inefficiencies (Mahmoodi-k et al., 2021).

3.5.2.7 Development of user-friendly interfaces to simplify operation and
decision-making

Intuitive interfaces reduce training time and errors. For example, a dashboard that
visualizes energy consumption trends in an easy-to-understand format empowers facility
managers to make quick decisions (Fanasch et al., 2020). Complex interfaces may hinder

user adoption and increase operational errors (Savage et al., 2022).

3.5.2.8 Alignment of the design with IoT standards to ensure compatibility and
efficiency

Aligning with industry standards enhances interoperability. Standards like Zigbee or
LoRaWAN ensure devices from different manufacturers can operate together seamlessly

(Wu et al., 2021). Lack of alignment with standards may result in compatibility issues and

inefficiencies (Wei et al., 2024).

3.5.3 Construction Phase: Implementing IoT Infrastructure

The construction phase is where theoretical planning and design are translated into
practical implementation. The efficiency and quality of IoT infrastructure installation
directly impact long-term reliability and cost-effectiveness. Factors influencing this phase

include the selection of high-quality components, adherence to installation best practices,
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thorough system and integration testing, contractor expertise, compliance with design
plans, cabling standards, documentation practices, and training programs. Proper execution
during construction prevents costly rework, minimizes downtime, and ensures system

resilience.

3.5.3.1 Selection of high-quality components to enhance reliability and reduce
costs

Opting for durable and high-quality components, such as sensors and loT devices, ensures
reduced maintenance costs, longer system lifespan, and improved reliability. Enhanced
data accuracy from these components directly contributes to better decision-making and
operational efficiency (Li et al., 2020). Using subpar components increases the likelihood

of failures and higher maintenance costs (Liu et al., 2020).

3.5.3.2 Following the best practices for accurate installation to ensure
performance

Accurate installation of [oT systems following established best practices, such as adhering
to standards for cable routing and avoiding signal interference, ensures optimal
functionality. Proper techniques reduce system downtime and extend the service life of
components (Lin et al., 2019). Poor installation practices may lead to system inefficiencies

and reduced lifespan (Zhao et al., 2019).
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3.5.3.3 System and integration testing to verify functionality

Performing rigorous system-level and integration tests validate that all IoT components
meet the design specifications. Ensuring interoperability between devices during testing
prevents failures, streamlines the construction process, and builds confidence in system
readiness (Oliveira et al., 2020). Insufficient testing can result in system malfunctions and

project delays (Oliveira et al., 2022).

3.5.3.4 Contractors’ expertise with IoT to minimize errors and delays

Engaging contractors with specialized expertise in [oT deployments reduces the risk of
errors and project delays. Certifications such as BICSI ensure that professionals are well-
versed in critical installation and integration practices, enhancing project success (Peng et
al., 2020). Lack of expertise may lead to errors, delays, and increased costs (Dimitriadis et

al., 2024).

3.5.3.5 Compliance with design plans to avoid costly revisions

Strict adherence to the approved design plans ensures that the project remains within
budget and avoids unplanned revisions. Regular audits during the construction phase
prevent costly rework and ensure alignment with the intended outcomes (Tuan et al., 2021).

Deviating from design plans can cause operational inefficiencies and increased costs (Tuan

etal., 2023).
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3.5.3.6 Adoption of high-quality cabling standards to enhance system
connectivity

Employing premium cabling and adhering to standardized connectivity protocols ensures
a robust and reliable network infrastructure. Proper cable management minimizes
downtime and supports scalability in high-demand IoT environments, enabling seamless
device communication (Lin et al.,, 2019). Using substandard cabling may result in

connectivity issues and reduced network reliability (Ma et al., 2019).

3.5.3.7 Development of detailed documentation for smooth system handover

Creating comprehensive documentation, including system diagrams, configurations, and
installation records, ensures a seamless handover. This enables the operations and
maintenance team to effectively manage and troubleshoot the IoT infrastructure without
extensive support from contractors (Lin et al., 2019). Poor documentation can hinder

effective system management and troubleshooting (Lee et al., 2019).

3.5.3.8 Compliance with As-Built Plans to avoid operational inefficiencies

Ensuring that construction aligns with As-Built Plans prevents operational inefficiencies
and reduces the need for costly adjustments post-construction. Periodic inspections and
verifications during the build phase ensure compliance with approved designs (Dellise et
al., 2020). Lack of adherence to as-built plans may cause operational inefficiencies and

increased costs (Dellise et al., 2020).

93



3.5.3.9 Implementation of training programs to familiarize teams with systems
Conducting in-depth training sessions for the operations and maintenance team during
construction empowers them with practical knowledge about the loT systems. Familiarity
with system functions and troubleshooting processes leads to a smoother operational
transition (Carvalho et al., 2021). Without proper training, teams may lack the knowledge

to effectively manage loT systems (Li et al., 2024).

3.5.4 Operation and Maintenance Phase: Sustaining and Optimizing

Performance

Once IoT-based smart office systems are operational, effective maintenance and
optimization strategies are necessary to ensure continued cost-efficiency and functionality.
The O&M phase focuses on real-time monitoring, predictive analytics, energy
consumption tracking, cybersecurity measures, regular updates, fault detection systems,
user feedback integration, dynamic resource optimization, and periodic lifecycle cost
reviews. Proper O&M practices enhance system reliability, maximize return on investment

(ROI), and reduce unexpected maintenance expenses.

3.5.4.1 Implementation of real-time monitoring for early detection of
inefficiencies

Real-time monitoring through IoT platforms provides continuous oversight, enabling the
early identification of inefficiencies, equipment wear, or operational anomalies. This

proactive approach minimizes response times, prevents escalations, and ensures
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uninterrupted system reliability and performance (Lin et al., 2019). Without real-time

monitoring, inefficiencies and anomalies may go undetected, increasing costs (Yin et al.,

2019).

3.5.4.2 Use of predictive algorithms to forecast and prevent equipment failures
Predictive algorithms leverage historical and real-time data to detect patterns that signal
potential equipment failures. This reduces unexpected downtime, optimizes maintenance
schedules, lowers repair costs, and enhances overall operational efficiency and system
longevity (Li et al., 2021). Lack of predictive maintenance increases the risk of equipment

failure and unplanned downtime (Zhang et al., 2021).

3.5.4.3 Tracking of energy consumption to identify and address inefficiencies

IoT-based energy monitoring tracks usage across HVAC, lighting, and other systems,
pinpointing inefficiencies. By analyzing consumption trends, organizations can implement
targeted optimization strategies, cut energy expenses and supporting sustainability goals
(Hu et al., 2020). Poor tracking may result in unnoticed inefficiencies and higher

operational costs (Ma et al., 2019).

3.5.4.4 Implementation of proactive cybersecurity measures to protect IoT
systems

Proactive cybersecurity practices, such as encrypted communication, intrusion detection
systems, and regular software updates, safeguard IoT networks against threats. This

approach ensures data integrity, protects sensitive information, and mitigates risks of
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cyberattacks (Gu et al., 2021). Lack of proactive cybersecurity increases the risk of

breaches and operational disruptions (Kanaan et al., 2024).

3.5.4.5 Regular update of IoT devices to ensure security and efficiency

Periodically updating IoT devices with the latest firmware and patches enhance security
and operational efficiency. It prevents compatibility issues, eliminates vulnerabilities, and
ensures devices are equipped with the latest features and improvements (Lin et al., 2019).

Failure to update devices can lead to compatibility and security issues (Ni et al., 2017).

3.5.4.6 Incorporation of fault detection systems to minimize maintenance
disruptions

Fault detection systems continuously monitor device health, diagnosing issues in real-time
and alerting operators to potential problems. This minimizes the impact of failures, reduces
repair times, and prevents costly maintenance disruptions (Lin et al., 2019). Without fault

detection, issues may escalate, leading to costly disruptions (Yu et al., 2019).

3.5.4.7 Collection of user feedback to continuously improve system
performance

Gathering feedback from users enables the identification of operational shortcomings and
the refinement of IoT system settings. Tailoring systems to user needs enhances

satisfaction, optimizes resource use, and supports adaptive performance improvements
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(Barbosa et al., 2020). Lack of feedback may result in missed improvement opportunities

(Barbosa et al., 2020).

3.5.4.8 Dynamic Optimization of resources to reduce operational costs

IoT systems dynamically allocate resources like energy, security, and cleaning based on
real-time demand and by adjusting outputs to match needs, organizations can significantly
lower waste, improve resource efficiency, and reduce overall operational costs (Song et al.,

2020). Inefficient resource management increases operational costs (Jerjes et al., 2024).

3.5.4.9 Periodical review of lifecycle costs to ensure sustainability and ROI

Regular reviews of lifecycle costs assess financial performance and uncover cost-saving
opportunities. These evaluations ensure [oT systems deliver sustainable benefits, optimize
expenditures, and achieve long-term return on investment goals (Panda et al., 2019).
Failure to review costs periodically may lead to unsustainable operations and reduced ROI

(Tiwari et al., 2024).
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CHAPTER 4

Data Analysis & Resualts

4.1 Overview

This chapter presents the data collection process, and the subsequent analysis conducted to
assess the adoption of IoT-based smart office buildings' O&M. The study relies on a
structured survey targeting key stakeholders, including architects and engineers (A/Es),
developers and owners, facility managers (FMs), and [oT professionals. The chapter begins
with an overview of the demographic profile of the respondents, covering their field of
work, years of experience, and involvement in smart building projects. This demographic
analysis helps establish the background and expertise of the participants, ensuring the

validity of the collected data.

4.2 Respondents’ Demographic Information

This section presents the demographic details of the respondents who participated in the
four questionnaire surveys. Participants were asked to provide information regarding their
field of work, years of experience, and involvement in smart building projects. The
collected data includes details such as their scope of work, professional background, and

the number and types of smart office building projects they have been engaged in. These
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insights help establish the credibility and expertise of the respondents, ensuring the

relevance of their feedback.

A/Es' Devs'/ Owns' FMs' 10Ts'
Parameter Frequency % Frequency % Frequency % Frequency %
(n=30) (n=230) (n=30) (n=30)

Years of experience

Less than 5years 11 36.67% 4 13.33% 1 3.33% 21 70.00%
5-10years 12 40.00% 10 33.33% 12 40.00% 5 16.67%
10-15 years 5 16.67% 7 23.33% 11 36.67% 2 6.67%
More then 15 years 2 6.67% 9 30.00% 6 20.00% 2 6.67%
Number of smart projects

1-5Project 19| 63.33% 11| 36.67% 15| 50.00% 26| 86.67%
5-10 project 8| 26.67% 10| 33.33% 12| 40.00% 3| 10.00%
11-15 Project 3| 10.00% 7| 23.33% 3| 10.00% 1| 3.33%
More than 15 Project 0.00% 2| 6.67% 0.00% 0.00%

Table 3 Respondents' Years of Experience Distribution

4.2.1 Respondents’ Scope of Work (Field of Work)

The respondents of the four questionnaire surveys represent diverse professional

backgrounds. This subsection provides an overview of the fields of work of the

participants, categorized into four key professional domains: Architects and Engineers

(A/Es), Developers/Owners,

Facility

Managers (FMs),

and IoT Professionals.

Understanding their scope of work helps contextualize their perspectives on IoT adoption

and smart office building O&M.
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Respondents’ Scope of Work

= Architecture/ Engineers = Facilities managers

= Developers / Owners IOT Specialists

Figure 5 Respondents' Field of Work Distribution

4.2.2 Respondents’ Years of Experience
The respondents who participated in the three questionnaire surveys had varying levels of
professional experience. Therefore, this subsection presents data on the years of experience

of the AEC/FM practitioners involved in these surveys.

4.2.2.1 Ranges of Years of Experience of the Respondents Involved in the A/Es’

Questionnaire Survey

The questionnaire survey conducted among A/E practitioners indicated a diverse range of
professional experience among respondents. The figure below illustrates the distribution

of experience levels among the surveyed A/E practitioners (n = 30).
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A/Es' Years of Experience"

m lessthan5years = 5-10years

®11-15years More than 15years

Figure 6 Years of Experiences Respondents Involved In (A/Es)

As presented, the years of experience among A/E respondents were categorized as follows:
respondents with less than 5 years represented 36.67% (frequency = 11), those with 5 to
10 years of experience comprised 40% (frequency = 12), and respondents with 11 to 15
years of experience accounted for 16.67% (frequency = 5). This distribution reflects a
balanced representation across different experience levels, allowing for diverse and
comprehensive insights regarding IoT adoption in smart office buildings from the

Architects and Engineers surveyed.

4.2.2.2 Ranges of Years of Experience of the Respondents Involved in the Developers

/ Owners’ Questionnaire Survey

The questionnaire survey conducted among Developers / Owners practitioners indicated a

diverse range of professional experience among respondents. The figure below illustrates
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the distribution of experience levels among the surveyed Developers / Owners practitioners

(n=30).

Developers Years of Experience

m|lessthan5years ®5-10years

= 11-15years More than 15years

Figure 7 Years of Experiences Respondents Involved In (Developers/Owners)

As presented, the respondents' years of experience among Developers/Owners were
categorized as follows: less than 5 years accounted for 13.33% (frequency = 4),
respondents with 5 to 10 years of experience constituted the largest group with 33.33%
(frequency = 10), those with 11 to 15 years represented 23.33% (frequency = 7), and
respondents with more than 15 years of experience comprised 30% (frequency = 9). This
distribution indicates a strong representation from respondents with extensive professional
experience, thereby offering robust insights into the factors and challenges associated with

IoT adoption from a Developers’/Owners’ viewpoint.
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4.2.2.3 Ranges of Years of Experience of the Respondents Involved in the FMs’

Questionnaire Survey

The questionnaire survey conducted among FMs’ practitioners indicated a diverse range
of professional experience among respondents. The figure below illustrates the distribution

of experience levels among the surveyed FMs’ practitioners (n = 30).

FMs' Years of Experience

m|lessthan5years = 5-10years

= 11-15years More than 15years

Figure 8 Years of Experiences Respondents Involved In (FMs)

As presented, the respondents' years of experience among Facilities Managers were
categorized as follows: those with less than 5 years represented the smallest group at 3.33%
(frequency = 1), respondents with 5 to 10 years of experience constituted the largest
proportion at 40% (frequency = 12), those with 11 to 15 years of experience made up
36.67% (frequency = 11), and respondents with more than 15 years accounted for 20%

(frequency = 6). This distribution shows that the majority of Facilities Managers surveyed
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had substantial professional experience, enhancing the reliability and depth of insights into

IoT adoption from a facility management perspective.

4.2.2.4 Ranges of Number of Smart buildings’ Projects in which Respondents of the

IoTs’ Questionnaire Survey were Involved in

The questionnaire survey conducted among IoTs’ practitioners revealed varying levels of
involvement in smart building projects. Figure below illustrates the distribution of the
number of smart building projects in which the respondents (n = 30) from the IoTs’

questionnaire survey participated.

IOTs' Years of Experience

2
7%

m|lessthan5years ®5-10years

= 11-15years More than 15years

Figure 9 Years of Experiences Respondents Involved In (IoT Professionals)

As presented, the respondents' years of experience among IoT professionals were
categorized as follows: respondents with less than 5 years of experience constituted 43.33%

(frequency = 13), representing the largest group. Those with 5 to 10 years accounted for

104



23.33% (frequency = 7), while respondents with 11 to 15 years comprised 20% (frequency
= 6). Lastly, respondents having more than 15 years of experience represented the smallest
group at 13.33% (frequency = 4). This distribution highlights the significant presence of
relatively newer professionals among IoT respondents, which provides valuable

perspectives on emerging technologies and contemporary practices in [oT implementation.

4.2.3 Number of Smart buildings’ Projects in which Respondents were
Involved In

Respondents to the three questionnaire surveys had varying levels of experience with smart
building projects. Therefore, this subsection presents data on the number of smart building

projects in which these respondents were involved.

4.2.3.1 Ranges of Number of Smart buildings’ Projects in which Respondents of the
A/Es’ Questionnaire Survey were Involved in

The questionnaire survey conducted among A/E practitioners revealed varying levels of
involvement in smart building projects. Figure below illustrates the distribution of the
number of smart building projects in which the respondents (n = 30) from the A/E

questionnaire survey participated.
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A/Es' Number of Project Participated

= 1-5Project = 5-10 project

® 11 -15Project More than 15 Project

Figure 10 Number of Projects Respondents Involved In (A/Es)

As presented, respondents from the Architects and Engineers (A/Es) questionnaire survey
had varying levels of involvement in smart building projects. The majority of respondents,
approximately 63.33% (frequency = 19), had experience with 1 to 5 smart building
projects. A smaller group, accounting for 26.67% (frequency = 8), reported involvement
in 5 to 10 projects, while respondents involved in 11 to 15 smart building projects
represented 10% (frequency = 3). This distribution indicates that most respondents had
limited exposure to smart building projects, yet there was still notable participation from
those with greater experience, enhancing the diversity and quality of insights obtained from

the survey.
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4.2.3.2 Ranges of Number of Smart buildings’ Projects in which Respondents of the

Developers’ / Owners’ Questionnaire Survey were Involved in

The questionnaire survey conducted among Developers’ / Owners’ practitioners revealed
varying levels of involvement in smart building projects. Figure below illustrates the
distribution of the number of smart building projects in which the respondents (n = 30)

from the Developers’ / Owners’ questionnaire survey participated.

Dev.s' Number of Project Participated

= 1-5Project = 5-10 project

® 11 -15Project More than 15 Project

Figure 11 Number of Projects Respondents Involved In (Developers/Owners)

As presented, the involvement of Developers/Owners in smart building projects varied
significantly. Respondents involved in 1 to 5 smart building projects accounted for 36.67%
(frequency = 11). Those who participated in 5 to 10 projects represented 33.33%
(frequency = 10), while those involved in 11 to 15 smart building projects made up 23.33%
(frequency = 7). Highly experienced respondents, having participated in more than 15

smart building projects, represented 6.67% (frequency = 2). This distribution indicates a
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broad spectrum of experience among Developers/Owners, with a larger proportion having
moderate to limited exposure, complemented by a smaller but significant segment of highly
experienced professionals, thus providing diverse insights into the adoption and integration

of IoT technologies in smart office buildings.

4.2.3.3 Ranges of Number of Smart buildings’ Projects in which Respondents of the

FMs’ Questionnaire Survey were Involved in

The questionnaire survey conducted among FMs’ practitioners revealed varying levels of
involvement in smart building projects. Figure below illustrates the distribution of the
number of smart building projects in which the respondents (n = 30) from the FMs’

questionnaire survey participated.

FMs' Number of Project Participated

= 1-5Project = 5-10 project

® 11 -15Project More than 15 Project

Figure 12 Number of Projects Respondents Involved In (FMs)
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As presented, the involvement of Facilities Managers (FMs) in smart building projects
varied considerably. Respondents who participated in 1 to 5 smart building projects formed
the largest group at 46.88% (frequency = 15). Those involved in 5 to 10 projects
represented 37.5% (frequency = 12), while respondents with experience in 11 to 15 projects
accounted for 9.38% (frequency = 3). A smaller portion, 6.25% (frequency = 2), reported
involvement in more than 15 smart building projects. This distribution suggests that most
Facilities Managers surveyed had moderate or limited experience, although a smaller
segment had significant hands-on experience, providing valuable insights into IoT

implementation from a facility management perspective.

4.2.3.4 Ranges of Number of Smart buildings’ Projects in which Respondents of the

IoTs’ Questionnaire Survey were Involved in

The questionnaire survey conducted among IoTs’ practitioners revealed varying levels of
involvement in smart building projects. Figure below illustrates the distribution of the
number of smart building projects in which the respondents (n = 30) from the IoTs’

questionnaire survey participated.
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I0Ts' Number of Project Participated

= 1-5Project = 5-10 project

® 11 -15Project More than 15 Project

Figure 13 Number of Projects Respondents Involved In (IoT Professionals)

As presented, IoT professionals had varying levels of involvement in smart building
projects. Respondents who participated in 1 to 5 smart building projects represented the
largest group, comprising 86.67% (frequency = 26). A notably smaller portion, 10%
(frequency = 3), had experience with 5 to 10 projects, and only 3.33% (frequency = 1)
reported involvement in 11 to 15 projects. There were no respondents with experience in
more than 15 projects. This distribution indicates that most loT professionals surveyed had
relatively limited exposure, reflecting insights predominantly from professionals engaged

in early or initial implementation phases of IoT technology within smart buildings.

4.3 Data analysis approaches

In this section several statistical methods will be applied to analyze and interpret the survey
data effectively. First, Cronbach's alpha will be used to assess the reliability and internal

consistency of the survey responses, ensuring that the collected data is dependable. Next,
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the standard deviation will be calculated to measure the extent of variation among
individual responses, providing insights into how much the data points deviate from the
mean value. Finally, the Relative Importance Index (RII) method will be employed to
determine the significance of each factor based on the survey responses, allowing for the

ranking of factors according to their perceived importance.

4.3.1 Data analysis methodology — Cronbach's alpha

The reliability of the collected surveys data from the four respondent groups will be
assessed using Cronbach's alpha. This method evaluates the internal consistency of the
responses, ensuring the dependability of the data. The Cronbach’s alpha coefficient for

each set of responses will be calculated using the equation provided below.

Cronbach's alpha = « = —— (1 — 2%
ronbac sapa—a—k_l( 07%)

Where:
k = Number of items/questions
o7 = Variance of individual items

0% = Variance of the total score

The table below shows the accepted guidelines for interpreting Cronbach’s alpha. It also
provides a measure of internal consistency (reliability) among. Surveys were ranked

according to their calculated values.
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Cronbach Alpha Score Level of Reliability
>0.9 Excellent
0.8-0.9 Good
0.7-0.8 Acceptable
0.6-0.7 Questionable
0.5-0.6 Poor
<0.5 Unacceptable

Table 4 Cronbach's Alpha Reliability Results for Survey Data

4.3.2 Data analysis methodology — Standard deviation

The variability of the collected survey data from the four respondent groups will be
analyzed using standard deviation. This method measures the dispersion of individual
responses around the mean value, providing insights into the consistency of the data. The

standard deviation for each factor will be calculated using the equation provided below.

’ X; — X)?
The standard deviation = ¢ = %

x; = individual response value.

Where:

X = mean (average) of responses.
N = total number of responses

4.3.3 Data analysis methodology — Relative important index
The data collected from the four respondent groups will be tabulated and analyzed both
individually and collectively. The Relative Importance Index (RII) for each factor was

determined using the equation provided below.
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Relative Importance Index (RII) =

Where:

11s the response category index.

ai is the weight given to i response; and

xi is the variable expressing the frequency of i

The table below shows the assigned weights corresponding to each important rating (i). It
also provides a scale adopted for interpreting the computed RII values, enabling the

determination of each factor's importance level. Factors were ranked according to their

calculated RII scores.

Z?:O(ai)(xi)
4 Z Xj

X 100%

Likert scale

Importance weight

Scale ranges (%)

(Importance rating terms) (ai) (lowest - highest)
Extremely important (EI) - Xo 4 87.50 100
Very Important (VI) — X 3 62.50 87.49
Important (I) — X» 2 37.50 62.49
Somewhat Important (SI) — X3 1 12.50 37.49
Not Important (NI) — X4 0 0 12.49

Table 5 Standard Deviation Values for Survey Data

4.4 Assessment of the Drivers for IoT Adoption in Smart Office

Building O&M

This section discusses the assessment findings related to the drivers influencing IoT

adoption in smart office building O&M, based on the responses obtained from the four

respondent groups.
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Overall Drivers Overall
1. Energy Efficiency RITI | IR |[IGR | OR
1 |Real-time monitoring for optimizing energv usage in building systems 67.8 VI 1 1
2 |The ability to adjust HVAC and lighting systems based on occupancy and environmental conditions 58.0 I 3 12
3 |Minimizing unnecessary energy consumption and reducing waste 60.0 I 2 5
2. Operational Efficiency RITI | IR |[IGR | OR
1 |Detecting earlv signs of equipment malfunction 58.7 I 2 10
2 |Predictive maintenance in reducing equipment dow ntime and repair costs 60.8 I 1 3
3 |Scheduling timely maintenance interventions 56.8 I 3 16
3. Occupant Comfort RII | IR |[IGR | OR
1 [Personalizing lighting, temperature, and air quality in real time 58.5 I 1 11
2 |Developing a comfortable work environment 56.2 I 2 17
3 |Improving worker productivity and satisfaction 52.8 I 3 2
4. Security and Safety RII | IR |[IGR | OR
1 |Providing real-time surveillance for improved security 60.0 I 3 6
2 |Controling access for improving safety 61.5 I 1 2
3 |Detecting and alerting potential hazards like smoke or gas leaks 60.7 1 2 4
5. Space Utilization RII | IR |[IGR | OR
1 |Collecting real-time data on office occupancy and usage patterns 52.8 I 1 9
2 |Optimizing space allocation based on IoT-generated insights 50.7 I 3 30
3 |Reconfiguring office layouts to reduce underutilized spaces 52.7 I 2 2
6. Cost Reduction RII | IR |IGR | OR
1 |Optimizing maintenance processes to lower operational costs 58.8 I 1 9
2 |Real-time monitoring in identifying cost-saving opportunities 55.2 I 2 19
3 |Reducing human intervention in routine facility tasks 51.8 I 3 27
7. Sustainability RII | IR [IGR | OR
1 |Monitoring resource consumption such as energy and water usage 60.0 I 1 7
2 |Implementing strategies to reduce a building's environmental impact 55.8 I 3 18
3 |Supporting long-term sustainability initiatives 57.2 I 2 15
8. Data-Driven Decisions RII | IR |IGR | OR
1 [Providing actionable insights for improving building operations 59.2 I 1 8
2 |Identifying inefficiencies and opportunities for improvement 55.0 I 2 20
3 |Supporting strategic and operational decision-making 51.7 I 3 28
9. User Experience RII | IR |[IGR | OR
1 |Developing dynamic and responsive workspaces 53.7 I 1 22
2 |Personalizing workspace settines to individual preferences 52.7 I 2 26
3 |Developing automated booking systems for shared spaces 50.7 1 3 29
10. Flexibility in Management RII | IR |[IGR | OR
1 |Accessing real-time data on building systems 57.8 I 1 13
2 |Adjusting operations remotely 7. I 1 14
3 |Ensuring quicker issue resolution and improved building performance 55.0 1 2 21

Stander Deviation (SD) = 3.88

Cronbach's Alpha (Ca) = 0.84

Table 6 Assessment of Drivers
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4.4.1 Assessment of the Drivers from the A/Es’ Perspective

The assessment of drivers influencing loT adoption in smart office building operations and
maintenance (O&M) from the Architects and Engineers' (A/Es') perspective provided

significant insights into their priorities.
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Driver A/Es
1. Enersy Efficiency 4. ET|3.VI| 2.7 |1.ST|0.NT|Totall W | RIT | TR
1 |Real-time monitoring for opiimining enerev usage in building svstems 14 10 ] ] 30 98 | &3 il 2
2 |The ability to adjust HVAC and lighting svstems based on occupancy and environmental conditions 14 10 3 3 30 a5 |63 VI 3
3 |MEnimizine unnecessary enerryeonsumption and reducing waste 20 4 6 0 30 104 | 69 VI 1

2. Operational E fficiency 4. F1
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2
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]

e IR
1 |Detecting earlv signs of equipment malfunction 13 10 4 3 30 93 | 62 I 2
2 |Predictive maintenance in reducing equipment downfime and repair coste 13 11 5 1 30 il 64 VI 1
3 |Scheduling imely maintermance inferventions g g g 2 30 83 33 I 3
3. Occupant Comfort 4. FET[3.VI[ 2.1 |1.SI|0.NI|Totall W | R IR |IGR
1 |Personalizing lighting temperature. and air qualitvinreal time 10 10 g 0 30 88 58 I
2 |Developing a comfortable work environment 12 g 7 2 30 21 60 I
3 |[Improving worker productivityand satisfaction 3 3 9 3 30 17 i1 I
4. Security and Safety 4. ET[3.VI[ 2.1 |1.SI|0.NI|Total]l W | R IR
1 |Prowviding real-time surveillance for improved security 18 7 2 3 30 100 | 66 VI
2 [Controling access for improving safety 13 1 3 0 30 100 | 66 VI
3 |Detecting and aleriing potential hazrds like smoke or gas leaks 20 1 0 30 106 | 70 VI
5. Space Utilization 4 ET|3.VI| 2.1 |1.51|0.
1 |Collecting real-time data onoffice occupancvand usase patterns 3 1 10 2 30 81 54
2 |OptimiAne space allocationbazed on b T-renerated insights 4 1 11 4 30 75 30
3 |Reconfimrine office lavouts to rednee wndemitilized =paces 11 2 2 30 a9 39

3
2

6. Cost Reduction 4. E1
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1 |[Optimizine maintenance proceszes to lower operational costs 11 8 2 30 39 1
2 |Real-time monitoring in identifine cost-savine opportumties g 1 7 4 30 33 3
3 |Reducing humanintervention in routire facility tasks 12 30 84 | 56 2
7. Sustainability 4. ET[3.VI| 2.1 |1.ST|0.NI|Total] W [ R G
1 |Monitoring razource consumption suchas enerovand water nsags 19 2 0 30 107 | 711 1
2 |[Implementing strategies to reduce a building's environmental impact 14 1 ] 1 30 97 64 3
3 |Supporting long-term sustainability intiatives 18 = 1 30 g9 | 66 2
8. Data-Driven Decisions 4. ET[3.VI[ 2.7 |1.ST|0.NI|Totall W | R G
1 |Providing actionable insights for improving building operations 11 1 2 2 30 g3 1
2 |Identifsing inefficiencies and opportunities for improvement 3 22 3 0 30 a2 2
3 [Supporting stratesic and operational decision-making i 12 ] 4 30 82 3
9. User Experience 4. FET[3.VI[ 2.7 |1. ST|0.NI G
1 [Developing dynamic and responsive worlepaces 7 13 6 2 540 1
2 |Personalizing workspace settings to individual preferences 7 10 3 3 jl3 2
3 |Developing automated booling svstems for shared spaces g 3 11 4 31.3 2
10. Flexibility in M anagement 4. ET|3.VI| 2.7 |1. ST|0.NT RIT G
1 [Accezsingreal fime dats on buildine svetems 15 3 g 1 62.7 1 12
2 [Adjusting operations remotely 13 10 & ] 62.7 1 13
3 |Emsurine quicker izsue resolution and improved building performance 12 11 6 0 620 2 15

Stander Devi

=4
=
S
|
(=]
=]
=
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The findings, based on the Relative Importance Index (RII), highlighted that energy
efficiency and operational efficiency stand out as the top influential factors, with RIIs of
approximately 71.33% and 70.67%, respectively. This clearly underscores that A/E
professionals prioritize smart building technologies primarily for their potential to optimize
energy consumption, reduce operational costs, and enhance building performance through
real-time monitoring and automation capabilities. Moreover, other highly rated drivers
include improved security and safety, enhanced occupant comfort, effective space
utilization, and sustainability initiatives, reflecting the multifaceted benefits of IoT

adoption recognized by A/E practitioners.

However, factors such as flexibility in management, data-driven decision-making
capabilities, and overall user experience received comparatively lower importance scores,
indicating that while these aspects are beneficial, they are not the primary motivations

driving IoT integration according to A/Es.

Overall, the results from this assessment provide valuable direction for strategic planning
and resource allocation, helping stakeholders prioritize IoT features and functionalities that
align closely with the expertise, needs, and expectations of A/E professionals in smart

building projects.
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4.4.2 Assessment of the Drivers from the Developers’ / Owners’ Perspective
The assessment of drivers influencing loT adoption in smart office building operations and
maintenance (O&M) from the Developers'/Owners' perspective identified key priorities

based on their importance scores (RII).
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Table 8 Assessment of Drivers from Developers'/Owners' Perspective
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Energy efficiency emerged as the leading driver, scoring the highest RII at 71.33%,
reflecting the developers' and building owners' strong preference toward reducing energy
consumption and enhancing sustainability. Other critical factors included operational
performance improvements and enhanced safety and security, with RIls around 66.67%
and 64.67%, respectively, demonstrating their importance in protecting investments and
optimizing building performance. Furthermore, developers and owners also recognized
cost reduction, occupant comfort, and space utilization as influential drivers, highlighting

their aim for long-term economic sustainability and improved user satisfaction.

Moreover, drivers like data-driven decision-making, flexibility in management, and user
experience were rated lower, indicating that while beneficial, these aspects are considered

less crucial compared to direct economic and operational advantages.

Overall, the perspectives of developers and owners emphasize a pragmatic approach to IoT
adoption, driven by clear financial returns, operational efficiency, and risk mitigation in

smart office building management.

4.4.3 Assessment of the Drivers from the FMs’ Perspective

The assessment of drivers influencing IoT adoption in smart office building operations and
maintenance (O&M) from the Facilities Managers' (FMs') perspective emphasized

practical operational benefits.
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Table 9 Assessment of Drivers from FMs' Perspective



Energy efficiency was identified as the primary driver, with the highest Relative
Importance Index (RII) of 69.33%, highlighting the critical importance placed by FMs on
monitoring and reducing energy consumption through IoT technologies. Other prominent
drivers included aspects related to occupant comfort and improved security and safety,
reflecting Facilities Managers' focus on maintaining optimal environments for occupants
while ensuring secure and reliable operations. Additional factors like operational
efficiency, effective space utilization, and cost reduction also received considerable

attention, indicating their relevance in routine facility management practices.

Furthermore, drivers such as data-driven decision-making, flexibility in management, and
overall user experience received relatively low scores, suggesting that, for Facilities
Managers, immediate practical outcomes and tangible operational improvements hold

greater priority than indirect or long-term strategic benefits.

Overall, these findings underscore the pragmatic and operationally focused priorities of
FMs, aligning IoT adoption closely with day-to-day building management tasks and direct

benefits to facility performance.

4.4.4 Assessment of the Drivers from the IOTs’ Perspective
The assessment of drivers influencing IoT adoption in smart office building operations and
maintenance (O&M) from the IoT professionals' perspective revealed distinct priorities

centered around technological capabilities and their practical benefits.

122



LEr=

(as) vonenaq Japueis

=]

L

3IUEINI0NTd FRTPLG P2 AOKITT PUE BONN[0S 2] 20551 I2q0Mh srunsu 3|

(=1

8

AEI0WaT sU0EIaa0 SURS Iy

| == en

o o =
| en| en

=

b

SW=1ahs GUTP| MG U0 GEp SI00- |62 SUEs 2007 |

qI1

[ I
(=1
=
(o]
¥
-
(=1
La|

TUAMISSE e [y UL AJIIa] ]

SE0Eds paJEls JO] SWIElEhs SUD] 00 P& BADONLE SH0 [2A8(]

SedelE el [ENPIATPUT 0] S0UN}e5 S0EdsNIoN SUEI[En0sTa |

ery| == £

= | | e
| | e
=

=1

s20BdsqI0 M BAIstods 2T PUE JTETA P U0 [2 AR

q$II

[*]
=]
=
(=]
e

ERIEIREL e BER

=1

SUT{EID-GOIS102p [EUONEIR00 PUE 21541 ENs SUHIO0CLS

U2 AGIGTT 107 S20TnIoddo pUE S30U120]=01 suR]Tuap]

| =i en

=1
| W

E=1E=1K =]

SWOQEIad0 BRTPMLY SUTAOIIMT J0] SJUE 15T S[qEH0T I8 SIPIA DI

oII

e
=]
(=]
La]

STIOIST09 (] UAALI(I-E1E

e

(=]

SRATER AN EITEIS0S Wis)- 50 0] swioddng

10ECHDT [EJUAUUOIIAGS 5 SUIP [Nl B Solpal 0) 52108l ENs SUNUSma|om]

=10 Klal

af e

TSI Ja] B PUEASIA0S SEAE U0 JOISI00 S0 MI052F SUTI0] Yy

qI1

Fe
=1

AT ElsTI

=

1|
=1

[=

T[S E] ATT[IDE] SUHILOS 7 B0 JUaA J2]0T DRI surnpay

SN WNP0000 SUIAEE-1500 OV NUSPT BT SU0 0 O Sun]-[Ea g

[=] = =
en| en| eny

530

1500 [EBOTEIS00 T2 MO 0f 595520070 3 U EHa]U el SULED

qI1

a| e 1A

[*<
(=1

=
=

TWOronpay J50;

5e0Eds PZ M NIT=PML 200p=l O] SIOLE] 90130 AHEu00ey

=1 =1 1
| en| ey

SYEISW PajEIanas-] O] B0 Paseq UONEDD][E 20805 SULADRO0)

E=IEs =]
= | | e

[=
5

sulanEed 2561l PUEATGECTIO00 201J0 B0 EJEP 2100 -[E2F S0QI2[[0)

q$II

[*]
=]

[
=

WOLEZT) [) 8¢

SHES] 5E3 JO 20U 20 1] 5 PrECEl [enualod SUHJR]E PUE SUR2318(]

b= =]
| =y

AJeTEs SUIADIGIDT 30 53800E GUTOAGO.)

=1 Bl
s

=] =] =1
| en| en

[=
v

o v

AJUN23E PaA0IIT 307 2 J0ETAMIE SI00-[ea) BWPIA 0L

oIl

Fe
==
=

AJ3JEG PUE AJLIN33

=]

TONIEJSTES PUE Altan onposd I2I0 s FuA0sdm]|

=1

TUAIDOITATS NJ0M 2] e JOjn0 D B SUKoeaa(]

= =1
el | v
= =1 =1
A en| e

[=
5

0T [E210T AJ[E0D ITE PUE eRUela0e] JUNaT] SUZIEn0sIag|

qI1

u| em

[*<
(=1
=
(=1
La|

=
=

JI0jio) JuEdnIag

SO U2AT2I0T SOUEH e A [0 SUIp oG

=1

51500 JTE0S1 PUE SWNUROD ea N0 e FUTAIp aF BT SO0 ENa|UTED aAoTpag|

=1
=IE=I K=
erm| en| e

[re)
o w=i| ] =

ORI [ Jund nbs 30 suEts AJED 500 3218(]

o931

=]
=1
=
(=]
Lo

=
=

XIURIg} 1 [euoneRdQ

L=10"a]

= e en| g ea| =f enl phl e il el gl en| eaf s gl e eal el pnl ) el enf prl o) e en

=1 e
IR IE=1E=]
| en| en

1y
=1

=
-.|--t_hEl-]c:\-'-'.c:h-]cnc:\c:Hc:r|\r:h-]----rr.h-]\r:---m
i

qII

HC:! r-: l'l'! HC:\ l'l'! r-: HI":C:! r-: Hc) l'l'! rr! HCD Cﬁ_ C:! Hn’ﬁc:! Cﬁ_ Hrrlc:! rr! ch n-!c:! HCD r-: rr! HI’-: r-: r-:
Pl | en| ea| B ma| 2| cof B —| 2| en| B | | = ] | ca| cof B o ca] en] B | | e B | | | B o] | ea] B —f

5 | | B | | | | | |

[*]
=]
=
(=]
Lo

I1°%

3]5EM FIINP2T PUE BONAUNETOIASIANS ATES 229000 SUTHDIgY| €
SHOTIPU0D [EFADT0NAGS PUE AJUEONI00 GO Pos B SW0al5hs BURUEY] PUE )y \H J50UPE ) AIOE 41| [
SWa]Ehs BRIP[MLQ BT S5ESI ABJSU2 SUCTIING0 JO] SUU0] BOm SuRl-[Eay| |

AMUBINJyJ ASdauy |

STIALI(Q

b Ea | Kial D S ] e R | e O ] M| M = I |

123

=t | | en

=t | | em

= | el o] | e | e

Table 10 Assessment of Drivers from IoT Professionals' Perspective



IoT professionals ranked energy efficiency as a leading driver, with a Relative Importance
Index (RII) of 65%, underscoring their role in leveraging loT solutions for real-time
monitoring and optimizing energy consumption. Operational efficiency, effective data-
driven decisions, and occupant comfort were also highly valued, emphasizing that IoT
professionals prioritize elements that highlight the technological strengths and direct

operational improvements achievable through IoT systems.

Moreover, flexibility in management, general user experience, and occupant comfort
received comparatively lower scores, indicating lesser emphasis by IoT specialists who
tend to prioritize system functionality and data-driven outcomes over softer operational

aspects.

Overall, these insights illustrate that IoT professionals prioritize factors directly related to
system performance, reliability, and efficiency, guiding the practical implementation and

ongoing effectiveness of IoT-enabled smart buildings.

4.5 Assessment of the Challenges in IoT-Based Smart Office Building

Oo&M

This section discusses the assessment findings related to the challenges affecting IoT
adoption in smart office building O&M, based on the responses obtained from the four

respondent groups.
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Overall Challenges

Overall

1. Complexity in Installation and Integration RII IGR | OR

1 |Ensuring interoperability betw een various [oT devices and systems duwring installation 66.7 1 1

2 [Minimizing the ime and cost associated withimtegrating IoT systems in smart office buildings 3 14

3 |Synchronizing oT systems (e.z. lighting HVAC, security) into a unified platform 2 6
2. Data Security and Privacy Concerns IGR | OR

1 |Protecting sensitive occupant data collected by [oT devices in smart office buildings 1 2

2 |Addressing privacy concerns related to IoT-enabled occupant monitoring 3 12

3 |Implementing security measures to prevent unauthorized access to loT data 2 3
|3. High Initial Investment IGR | OR

1 |Reducing fhe financial burden of acquirine IoT infrastructure for smart office buildings 10
| 2 |Demonstrating a clear refurn onimvestment (ROT) for IoT adoptionin buildine operations 30

3 |Providing firancial incenfives or support for orsanizations to adopt [oT technologies 28
4. Maintenance and Technological Expertise IGE | OR

1 |Ensurine regular maintenance of IoT devices to prevent system failures 11

2 |Having in-house technical experfise to manage and troubleshoot IoT systems 3

3 |Plamning for software and hardware updates to keep [oT systems fimctional and secure 7
5. Data Overload and Management IGR

1 [Implementing effective data analvtics tools to process IoT-generated data

2 |Trainins facility manasers to extract actionable insights from [oT data

3 |Developing fram ew orks to prioritize crifical information from IoT systems

6. Cybersecurity Threats

R

Implementing cost optimization stratesies fo minimize recurring experses in older buildines retrofitted withIoT systems

O 1 = =) O = g =) =1~ O O O = N O = O O = P P Y~
L=}

1
2
G
2
1
G
1
3
G
1 |Ensuring [oT devices are equipped withrobust cvbersecurity protections 1
2 |Detecting and mifizating viinerahilities inloT netw orks 2
3 [Securine commurication betweenIoT devices to prevent cvberattacks X 3 o
|7. Reliability of IoT Networks RII IGR | OR
1 |Ensuring uninterrupted network commectivity for IoT systems in smart office buildinss 38.8 2 13
2 |Reducing the impact of network disnptions on buildins operations 39.0 1 17
3 |Upsrading network infrastructure to support[oT deplovments 36.2 3 24
8. Environmental Impact and Sustainability Concerns RII IGR | OR
1 [Minimizing the ervironmental footprint of [oT devices during production and disposal 57.0 1 21
2 |Developing recyeling programs for outdated [oT devices 34.8 2 23
3 |Balancing the energy efficiency gains of IoT systems against their environmentsl costs 34.8 2 26
9. Interference with Building Legacy Systems RII IGR | OR
1 |Ensuring compatibility between IoT techmologies and existing buil ding systems 58.2 1 19
2 |Minimizins downtime whenintegratins IoT withlegacy systems 36.3 2 23
3 |Developing cost-effective strategies for upsrading legacy systems to accommodate IoT 54.5 3 29
10. High Energy Consumption of IoT Devices IGE | OR
| 1 |Monitoring the erersv consumption of [oT devicesin smart office buildings 1 20
2 |Optimizing the power usage of [oT devices to reduce overall operational costs 3 33
| 3 |Balancing the energyuse of [oT devices with their benefits in energy savings 2 31
11. Ongoing Operation and Maintenance Costs of IoT Devices IGR | OR
1 |[Ensuring regular software wpdates, calibration and hardware replacements for IoT devices 2 16
2 |Optimizing the energy consumption of inferconnected IoT devices to reduce ufility expenses 1 15
3 |Managing labor costs by providing specialized expertise for [oT mairtenance activifies 4 34
4 3

Stander Deviation (SD) = 3.53

Cronbach's Alpha (Ca) = 0.86

Table 11 Assessment of Challenges

4.5.1 Assessment of the Challenges from the A/Es’ Perspective
The assessment conducted from the Architects and Engineers (A/Es’) perspective

identified critical challenges impacting the adoption of IoT in smart office building

operations and maintenance (O&M).
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Challenges A/Es
1. Complexity in Installation and Integration 4.EI|3.VI| 2.1 |1.SI[0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring interoperability between various IoT devices and systems during installation 9 16 5 0 0 30 94 1627 | VI 3 17
2 |Minimizing the time and cost associated with integrating IoT systems in smart office buildings 16 10 2 2 0 30 100 [ 66.7 | VI 1 6
3 |Synchronizing IoT systems (e.g., lighting, HVAC, security) into a unified platform 15 10 2 3 0 30 97 647 | VI 2 10
2. Data Security and Privacy Concerns 4.EI|3.VI| 2.1 |1.SI[0.NI|Totall W | RII | IR |IGR| OR
1 |Protecting sensitive occupant data collected by IoT devices in smart office buildings 21 7 1 1 0 30 108 | 72.0 | VI 1 1
2 |Addressing privacy concerns related to IoT-enabled occupant monitoring 15 9 5 1 0 30 98 | 653 | VI 3 7
3 |Implementing security measures to prevent unauthorized access to IoT data 16 11 3 0 0 30 103 | 68.7 | VI 2 3
3. High Initial Investment 4.EI|3.VI| 2.1 |[1.SI[0.NI|Totall W | RII | IR |IGR| OR
1 |Reducing the financial burden of acquiring IoT infrastructure for smart office buildings 9 11 9 1 0 30 88 | 58.7 1 1 24
2 |Demonstrating a clear return on investment (ROI) for IoT adoption in building operations 7 10 10 3 0 30 81 54.0 1 3 33
3 |Providing financial incentives or support for organizations to adopt IoT technologies 9 9 8 4 0 30 83 | 553 1 2 31
4. Maintenance and Technological Expertise 4.EI[3.VI[ 2.1 |1.SI|0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring regular maintenance of IoT devices to prevent system failures 13 13 3 1 0 30 98 653 | VI 1 9
2 |Having in-house technical expertise to manage and troubleshoot IoT systems 15 9 5 0 1 30 97 | 647 | VI 2 11
3 |Planning for software and hardware updates to keep IoT systems functional and secure 16 8 3 3 0 30 97 1647 | VI 2 12
5. Data Overload and Management 4. EI|3.VI| 2.1 [1.SI]0.NI|Totall W | RII | IR |IGR | OR
1 |Implementing effective data analytics tools to process loT-generated data 7 18 3 2 0 30 90 | 60.0 I 1 21
2 |Training facility managers to extract actionable insights from IoT data 10 12 6 2 0 30 90 | 60.0 1 1 22
3 |Developing frameworks to prioritize critical information from IoT systems 10 8 6 6 0 30 82 | 547 1 2 32
6. Cybersecurity Threats 4. EI[3.VI| 2.1 |1.SI|0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring IoT devices are equipped with robust cybersecurity protections 18 9 1 2 0 30 103 | 68.7 | VI 2 4
2 |Detecting and mitigating vulnerabilities in IoT networks 14 9 6 1 0 30 96 | 64.0 | VI 3 13
3 |Securing communication between IoT devices to prevent cyberattacks 22 4 3 1 0 30 107 [ 713 | VI 1 2
7. Reliability of IoT Networks 4.EI|3.VI| 2.1 |[1.SI[0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring uninterrupted network connectivity for IoT systems in smart office buildings 15 9 3 1 2 30 94 1627 | VI 2 16
2 |Reducing the impact of network disruptions on building operations 18 5 4 1 2 30 96 | 64.0 | VI 1 14
3 |Upgrading network infrastructure to support IoT deployments 13 7 4 5 1 30 86 | 573 1 3 27
8. Environmental Impact and Sustainability Concerns 4.EI|3.VI| 2.1 |1.SI[0.NI|Totall W | RII | IR |IGR| OR
1 [Minimizing the environmental footprint of IoT devices during production and disposal 13 6 8 1 2 30 87 | 58.0 1 2 26
2 |Developing recycling programs for outdated IoT devices 9 10 4 5 2 30 79 | 527 I 1 34
3 |Balancing the energy efficiency gains of IoT systems against their environmental costs 14 5 9 2 0 30 91 | 60.7 1 3 19
9. Interference with Building Legacy Systems 4.EI|3.VI| 2.1 |1.SI|0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring compatibility between loT technologies and existing building systems 16 10 4 0 0 30 102 | 68.0 | VI 1 5
2 [Minimizing downtime when integrating IoT with legacy systems 9 9 10 2 0 30 85 | 56.7 I 3 29
3 |Developing cost-effective strategies for upgrading legacy systems to accommodate IoT 10 12 7 1 0 30 91 60.7 1 2 20
10. High Energy Consumption of IoT Devices 4.EI|3.VI| 2.1 |1.SI|0.NI|Totall W | RII | IR |IGR| OR
1 [Monitoring the energy consumption of IoT devices in smart office buildings 12 10 7 1 0 30 93 | 62.0 1 1 18
2 |Optimizing the power usage of IoT devices to reduce overall operational costs 12 7 9 2 0 30 89 593 I 2 23
3 |Balancing the energy use of IoT devices with their benefits in energy savings 9 11 7 1 2 30 84 | 56.0 1 3 30
11. Ongoing Operation and Maintenance Costs of IoT Devices 4.EI|3.VI| 2.1 |1.SI|0.NI|Totall W | RII | IR |IGR| OR
1 |Ensuring regular software updates, calibration, and hardware replacements for loT devices 13 9 7 1 0 30 94 [ 627 | VI 2 15
2 |Optimizing the energy consumption of interconnected IoT devices to reduce utility expenses 12 15 2 1 0 30 98 653 | VI 1 8
3 [Managing labor costs by providing specialized expertise for IoT maintenance activities 9 10 8 3 0 30 85 | 56.7 1 4 28
4 [Implementing cost optimization strategies to minimize recurring expenses in older buildings retrofitted with IoT systems 9 12 7 1 1 30 87 | 58.0 1 3 25

Stander Deviation (SD) = 4.99

s' Perspective

Table 12 Assessment of Challenges from A,
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The top-rated challenge was the complexity associated with the installation and integration
of 10T systems, demonstrating a Relative Importance Index (RII) of approximately 68%,
signifying that interoperability and seamless integration are major concerns for
architectural and engineering professionals. Moreover, issues related to cybersecurity
threats, operational reliability, and maintaining compatibility with legacy building systems
were considered significantly challenging, indicating that professionals perceive these as
potential obstacles to the successful deployment and utilization of IoT technologies. Other
notable challenges included ensuring data security, dealing with cybersecurity threats, and
managing the cost implications of IoT adoption, reinforcing the view that architects and
engineers are particularly concerned with technical feasibility, security, and economic

viability of IoT solutions.

However, issues related to environmental impacts, flexibility in management, and

interference with existing building operations appeared less pressing, though still notable.

Overall, the assessment underscores that for A/Es, addressing technical complexities,
ensuring secure implementation, and maintaining cost-effectiveness are pivotal to

overcoming barriers to successful IoT adoption in smart office buildings.

4.5.2 Assessment of the Challenges from the Developers’ / Owners’ Perspective
The assessment of challenges impacting [oT adoption in smart office building operations
and maintenance (O&M) from the Developers’/Owners' perspective revealed that several

significant barriers were prioritized based on their Relative Importance Index (RII).
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Challenges Developers
1. Complexitv in Installation and Integiation 4. ET|3.VI[ 2.1 |L&I|0.NI|Totall W | RII | IR [IGR | OR
1 |Ensurins interoperability betwesn varions InT deviess and svsems durines installation 17 7 i 0 0 30 101 | 673 | V1 1 1
2 |Minimizine fhe time and costassociated withineeratine DT svetems in smart office buildines 7 16 & 1 0 30 8% | 363 1 3 18
3 Bvchron=ame IoT swtems (o5 lishine HVAC, secunity) into 2 vmifi=d platfiorm 14 g 5 1 0 30 g5 510 VL 2 10
2. Data Security and Privacy Concerns 4. ET|3.VI| 2.7 (L ST[0.NI|Totall W |RII | IR |IGR | OR
1 |ProEctine senzitive ooccupantdat collected bw IoT devicss in smart office buildines 14 10 & Q 0 30 98 [ 653 [ VI 1 4
2 |Addressine privacy concerns related to IoT-enabled occupant monitorine 10 10 7 2 1 30 86 | 573 1 3 26
3 |implement ne 3 scurity reasurss to prevent vnavthorized access to loTdata 12 11 & 1 0 30 94 [ 627 [ VI 2 11
3. High Iniial Inv estm ent 4. ET(3.VT) 2.7 [1L ST |0.NI|Totall W |RII | IR [IGR | OR
1 |Reducine the financial burden of acquirire IoT infrastructurs for smart offics buildines 13 13 3 1 0 30 98 [ 653 [ VI 1 &
2 |Demonstratins a clear return on imvestment (ROT) for BT adoption in buildine operations 7 15 & 2 0 30 87 | 380 1 3 23
3 |Providins firancial incenbves or support for orssm mations to adopt [oT technolosies 10 13 4 3 0 30 a0 500 1 2 14
4. Maintenance and Technological E xpertise 4. ET|3.VI[ 2.1 |L&I|0.NI|Totall W | RII | IR [IGR | OR
1 |[Ensurins resplar meinteramre of InT devices o prevent svstem failures 12 10 5 3 0 30 a1 507 1 2 12
2 |Hawinsin-house technical experfize to manase and rovblashoot BT svtens 13 10 4 1 0 0 o4 01 W 1 3
3 |Planmine for software and hardware vpdates to leep bT svstene finctional and secure 14 10 5 1 0 30 a7 5.7 VI 3 3
5. Data Overbad and Management 4. ET|3.VI[ 2.1 |L&I|0.NI|Totall W | RII | IR [IGR | OR
1 |Emplement ne effertive data anal v es tools to process InTosensrated data 14 ) 7 0 0 30 a7 6.7 VI 1 g
2 |Traimin= Geilitv renasers to extract ach onable insishts from I Tdata 8 10 12 Q 0 30 86 | 573 1 2 24
3 |Dev=lopins frameworls © prioritize critical informetion frombT svetems 7 8 13 2 0 30 80 [ 333 1 3 32
6. Cvbersecuriy Threats 4. ET|3.VI| 2.7 (L ST[0.NI|Totall W |RII | IR |IGR | OR
1 |Epsurins InT devices are squipped with robust evbersscuri tv pmotectons 14 5 ) 2 0 30 a1 507 1 2 13
2 |Detectine and mfizatine vulnerabiliies in bTnetworls 14 12 3 1 0 30 90 [ 660 [ VI 1 2
3 |8 =zcurine comunication between 0T davices to prevent cvberattacls 10 9 9 2 0 30 87 [ 380 1 3 22
7. Reliabilitv of Io T Netw orls 4. ET(3.VT) 2.7 [1L ST |0.NI|Totall W |RII | IR [IGR | OR
1 |Ensurine uninterruptad netw ork conneetivity for T s vstems in smart office buildines 15 g 5 1 0 0 B8 | 653 | VI 1 7
2 |Reducins the impact of nstwod: disruptions on buildine operations 13 12 5 0 0 30 08 | 653 | VI 1 b]
3 |Uperadine nstworkinfrastructure to support InT deplovment 11 11 & a 2 30 89 | 303 1 2 19
8. Envitonmental Impact and Sustainabiliv Conceins 4. ET|3.VI[ 2.1 |L&I|0.NI|Totall W | RII | IR [IGR | OR
1 |Mipimizine the environmental footpr ot of DT deviess durine production and disposal 1 g 8 2 0 30 89 | 303 1 1 16
2  |Dexelopine recweline proerane for ovidated In T devices 7 16 5] 1 0 30 20 583 1 1 17
3 |Balarrine the enerey affi ciency sains of InT svsters asainst fheir ervirommental costs 10 5 10 3 1 30 81 540 1 2 31
9. Interference with Builling Legacy Svstems 4. ET|3.VI[ 2.1 |L&I|0.NI|Totall W | RII | IR [IGR | OR
1 |Ensurine compatibility between IoT technolosies and emistine budldine svetems 12 10 5 2 1 30 a0 500 1 1 15
2 |MEmmizine downbme when intermtine [0T with lesacy svsems ) 10 8 3 0 30 83 567 I 2 27
3 |Developine cost-affective sratesies for vpemding leracy svetent o accommodat [oT 7 12 9 2 0 30 84 | 360 1 3 28
10. High Energy Consumption of [oT Devices 4. ET|3.VI[ 2.1 | L SI|0. NI |Total] W I | IR |IGR | OR
1 |Wbonitonns the enerev consumption of InT deviess in smart office buil dines 13 5 2 3 1 30 25 573 1 1 25
2 |Optimizine the powear usase of IoT devices to reduce overall opemtional costs 7 10 8 4 1 30 78 [ 520 1 3 33
3 |Balarrins the snersvuse of 0T devices with their benefits in snersv avines 11 7 9 2 1 30 85 [ 367 1 2 28
11. Ongoing Operation and Maintenance Costs of IoT Devices 4.ET|3.VI| 2.1 | L SI[0. NI |Totall W | RII | IR |IGR | OR
1 |Emsurins resular soffwars updates, calibmtion and hardw are replacement for loTdavicss 11 11 4 3 1 30 88 | 587 1 1 20
2 |Optimizine the snerev consumption of inerconnscied IoT devices to mduce vhlity sxpenses 11 11 4 2 2 0 87 | 380 1 2 21
3 |Menasinslabor costs by providine specialized expertize for DT maintenance activitiss 7 10 8 4 1 30 78 | 5240 1 4 34
4 |Implemenh ne cost optinzat on stratesiss to minmize recurrine expenses in older buildines ratmf tied w ith InT svsems 10 2 ) 2 1 30 84 5610 I 3 30

Stander Deviation (SD)=4.29

Table 13 Assessment of Challenges from Developers'/Owners' Perspective
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Complexity in installation and integration of IoT systems was identified as the leading
challenge, with an RII of approximately 67.33%, reflecting substantial concerns regarding
the complexity, interoperability, and compatibility of IoT solutions. Moreover, data
security, privacy concerns, and ensuring technological compatibility scored highly, each
with an RII around 66%, indicating that developers and owners place significant emphasis
on managing risks associated with sensitive data and securing reliable IoT infrastructures.
Other notable challenges included high initial investment costs, maintenance requirements,
and the necessity of specialized technical expertise, highlighting economic and operational

considerations as significant deterrents to loT adoption.

Furthermore, challenges such as data overload, cybersecurity threats, and long-term
maintenance costs, though acknowledged, received relatively lower importance ratings,
suggesting that these issues are perceived as manageable or secondary compared to initial

implementation concerns.

Overall, this analysis indicates that Developers and Owners primarily focus on upfront
economic barriers, security concerns, and integration complexities as the major challenges

when considering IoT adoption in smart office buildings.

4.5.3 Assessment of the Challenges from the FMs’ Perspective
The assessment of challenges impacting IoT adoption in smart office building operations
and maintenance (O&M) from the Facilities Managers' (FMs') perspective identified

several critical issues.
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Challenges FM's

130

l. Complexiy in Installation and Integration 4. EI|3 VI[2.1 |1 SI[0. NI|Total IR
1 |Ersurins interoperabilitvbatw een varions T deviess and svsens durins istallaton 19 g 1 1 0 30 Vi
2 |WinimiAns fhe e and costassomiated withinserahne IoT svstens in smart office buildires 3 19 5 2 1 30 I
3 |Svnehmomans IoT swtene (2.2 lishie, HVAC, security) into a vmified platform B 12 ) 1 2 30 I
2. Data Security and Privacy Concerns 4. ET|3.VI[2.1 |1 ST|0.NI|Total IR
1 |Protectine samnsifive occopant data collected by IoT devices in smert office buil dines 3 14 4 4 0 30 I
2 |Addmssine privacy concerms related to InT-emabled occupant mom b 14 5 2 1 2 30 I
3 |Inplemenbine security measures to prevent weuthorized access to InT dab 10 12 4 4 0 30 I
3. High Initial Investment 4. EI(3.VI|2.1 |1 SI|0. NI |Total IR
1 [Reducire the financial burden of acquinine DT infms tructurs for smart offi oe bu ldines 11 7 7 3 Q 30 I
2 |Demonstrating a clear return on imvestment (ROT) for IoT adopioninbuildire opsmtions 8 7 10 4 1 30 I
3 [Providine firencial incenh ves or support for orsanizations o adopt BT technolomas 3 10 11 3 1 30 I
4. Maintenance and Technobgical Expertise 4. EI|3.VI| 2.1 |1 SI{0.NI|Total IR
1 |Ensurins resylar mainenance of IoT devices b preventsve em falues 8 13 7 2 Q 30 I
2 |Havine in-tovse echnical swpertise to nenaes and trovbleshoot InT svstems 7 8 10 5 0 30 I
3 |Planmins for software and hardware updates o leep In T svetens finctional and securs g 11 7 3 0 30 I
5. Data Overbad and Management 4. F1|3.VI|[2.1 |1 ST]|0.NI|Total IR
1 |Inplenentins =ffective data analviics tools to oroeess InT-sereratad dats 2 [ 9 3 ] 30 I
2 |Traimns Geilit onasers o extract achionable insisht: fomInTdata 7 0 10 2 ] 30 I
3 |Develonins fameworls to nriod fize critical ioformat on from In T swstems 7 g 11 3 ] 30 I
6. Cvbersecuriv Threats 4. F1|3.VI|[2.1 |1 ST]|0.NI|Total IR
1 [Ensurins IbT davices ars squipped withrobust evbarsecuritvprotactions 11 11 7 1 Q 30 I 1
2 [Detctine and mitisatire wolnerabilities inloT networls & 11 8 3 Q 30 I 2
3 [8=curins communicationbetweenIoT d=vicss b pravent evberattacls 8 8 10 2 2 30 I 2
7. Reliability of In T Networks 4. EI|3 VI[2.1 |1 SI[0. NI|Total IR |IG
1 |Ensurins pmnterpted neteork connectivity for IoT sveten® in smart offics buldires 8 8 3 7 2 30 I 2
2 [Reducire the impact of retvork dizmptions on buildine operations 3 10 11 3 1 30 I 3
3 |Upemdine nstoorkinfras ructers o support IoT depl ovrents 10 ] 11 3 1 30 I ]
8. Environmental Impact and Sustainabiliy Concerns 4. EI[3.¥1| 2.1 |1. SI|0. NI|Total IR
1 |Minimizine fthe smvironmental footorint of ToT dewices durins oroduction and disoosal 7 10 7 3 3 30 I
2 [Devslopines eovline orosrane for outdated IoT devic 8 6 0 6 Q 30 I
3 |Balancins fhe ererrvefficianevmain: of IoT sv=eme araine t the 1 emirogmenta] cost g i) 2 4 0 30 1
0. Interference with Building Legacy Svstems 4. F1|3.VI|[2.1 |1 ST]|0.NI|Total IR
1 |Ensurins compatibilitv betw sen IoT echnolozies and swistire buildine svstene & 7 12 4 1 30 I
2 [Minimizne downtime when ineeratine DT withlasacy svatens 7 11 9 3 Q 30 I 1
3 |Developine cost-=ffecfive stratzzies for pperadine lemey svatent to accommpdak T g ] 9 & 1 30 I 2
10. High Energy Consumption of IoT Devices 4. EI|3 VI[2.1 |1 SI[0. NI|Total IR |IGR
1 [Monitorine the ansrev comewmption of I6T devices in smart offics buildines 11 2 12 3 Q 30 I 1
2 |Optimisre the powervsase of InT devices to raduce overall operational cost 4 7 8 11 Q 30 I 3
3 [Balancine the srersvuse of IoT davicss withtheir bensfits inensrevsavines 7 ] 13 ] a 30 I 2
11. Ongoing Operativn and Maintenance Costs of IoT Devices 4. EI[3.¥1| 2.1 |1. SI|0. NI|Total IR |IGR
1 |Ensurins rasular software vpdates. calibration and hardw are repl acements for T davices 10 7 ) 4 0 30 I 2
2 |Optimia e the enerey consumption of interconmeeted I0T deviess to redues sility expersss 8 11 2 3 0 30 I 1
3 |Manasins labor eosts byvprovidine specializad swpertise for b T reintenarrs achvities 5 5] 12 5] 1 30 I 4
4 [Irplenentine cost optim zation statesiss b minimice recurnine swpesas inolder buildines mirof tred with 0T swiems ) 3 11 7 0 30 I

Stander Devlatlon (5D} = 5.16

Table 14 Assessment of Challenges from FMs' Perspective




The most significant challenge, as rated by FMs, was the complexity associated with
installation and integration, which received the highest Relative Importance Index (RII) of
70%. This underscores their primary concern regarding the difficulties involved in ensuring
interoperability and seamless integration of various IoT systems within existing building
operations. Moreover, issues such as data security, privacy concerns, and ensuring
sufficient technological expertise for maintenance scored notably high, indicating that FMs
prioritize not only technological feasibility but even secure and efficient long-term
management. Economic factors, including high initial investment costs and ongoing
maintenance expenses, were also notably challenging, reflecting practical and budgetary
constraints faced by Facilities Managers in adopting IoT solutions. Lower-ranked
challenges included environmental impacts and sustainability concerns, suggesting that
FMs consider these as relatively manageable or less immediate obstacles compared to

technical and financial barriers.

Overall, these insights highlight that Facilities Managers' perspectives on loT adoption are
primarily influenced by practical considerations involving technical complexity, cost

control, and operational integration within existing building systems.

4.5.4 Assessment of the Challenges from the IOTs’ Perspective
The assessment from the IoT professionals' perspective identified notable challenges

impacting [oT adoption in smart office building operations and maintenance (O&M).
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Challenges I0T's
l. Complexiy in Installation and Integration 4. E1|3VI| 21 |LSI|0.NI|Totall W |RII | IR [IGR | OR
1 |Ensurins ineroperabilitvbetvzen various o T devices and svetems durine installation 15 11 2 2 0 0 og 0 Vi 1 1
2 |Winimi Ans fhe fsve and cost assoriated with ineerafee DT svstens insoert office buildinss i 16 3 0 0 0 88 | 587 I 3 14
3 |Svmehromame IoT swtene (2.5 lishine HVAC, security) into a vn fied glatform 12 14 2 2 0 0 a5 0 Vi 2 3
2. Data Security and Privacy Concerns 4. ET(3 VI| 2.1 [1. SI{0.NI|Total] W |RII | IR |IGR | OR
1 |Brokchns sensitive cecupant data collacted by InT devices in smad office bulldines 12 10 5 3 0 0 a1 60.7 I 1 5
2 |Addressine privacy concems related to IoT-emabled oompent nonmiprins 13 5] 3 2 1 0 23 3’7 I 2 12
3 |Inplementine security measures to prevert weuthorized access to InTdata 12 7 7 1 3 0 24 360 I 3 21
3. High Initial Investment 4. FI|3. V1| 2.1 |1 SI|0.NI|Total] W [RII | IR |IGR | OR
1 |Reducire the firencial burden of acquirine IoT infrastructure for smart office buildins 12 10 b] 3 0 0 91 | 807 I 1 8
2 [Denprstratine a claar ratem on imvestment (ROD) for Io T adoption inbuildine operations 8 10 & 4 2 Q 78 | 320 I 3 32
3 [Providine firencial incenh ves or support for orsanizations © adopt b T echnolosias 7 12 7 2 2 Q 80 [ 333 I 2 28
4. Maintenance and TechnobgicalE spertise 4. EI[3.VI| 2.1 |1.SI|0.NI|Totall W |RII | IR [IGR | OR
1 |Ensurins resylar mainenance of DT devicss to prevent s em Silures 12 & 8 3 1 Q 85 [ 367 I 2 19
2 |Havine in-house echnical sxperiis e to manaes and trovbl s hoot InT svstere 11 10 & 3 0 0 88 | 583 I 1 11
3 |Planmins for software and lordw are vpdates o leep InT sveterms fonchional and securs 10 11 3 4 2 0 23 353 I 3 26
5. Data Overbad and Management 4. E1{3. VI|[ 2.1 [1. SI{0.NI|Total] W |RII | IR |IGR | OR
1 |Inplenentins =ffactive data amplviics tools to oroeess InT-senemtad data 11 9 & 2 2 30 85 | 567 I ] 20
2 |Traimns Geilitoameers i axtract actonable insieht: fom 0T data 12 [ & 3 ] 30 83 | 553 I 2 24
3 |Developins faneworls to oriodfize critical infoamation from IoT v eme g 7 & 3 3 30 74 | 493 I 3 M
6. Cvbersecuriv Threats 4. E1{3. VI|[ 2.1 [1. SI{0.NI|Total] W |RII | IR |IGR | OR
1 |Ensurine JoT devices are squipped with robust ovbers ecurity protections 14 9 3 3 1 Q 92 [ 613 I 2 4
2 [Detectine and mitisatin= vl rerabilities in BT networls 15 7 8 0 Q Q 87 [ &7 | VI 1 2
3 [8=curins commun cationbatween IoT devices to pravent cvherattacls 14 8 3 4 1 Q 90 | 600 I 3 9
7. Reliabiliy of 10T Networks 4. E1|3.VI| 21 |LSI|0.NI|Totall W |RII | IR [IGR | OR
1 |Ensurins pmnteripted network comectivitv for IoT sveten® insmart offics buildinss 12 8 & 4 Q Q 88 [ 387 I 2 13
2 |Reducire the impact of netw ods disroptions on buildine operations 11 11 7 0 1 0 91 | 807 I 1 7
3 |Upemdine nstoork infras trocture to support I T deplovments 11 & 9 2 2 0 82 | M7 I 3 27
8. Environmental Impact and Sustainabiliy Concerns 4.E1|3. V1| 2.1 (L. SI|0.NI|Totall] W |[RII | IR |IGR | OR
1 |Minimizine fhe smironmental footorint of IToT devices durins oroductionand dizoosal 14 & 7 3 0 30 91 | &07 I ] &
2 |Develonine moveline orosrane for ouglaed [oT devices 10 g 8 2 30 85 | 367 I 2 18
3 |Balancine fhe eperew sfficieney sain: of ToT svwiems azai gt their eov onoental costs g 8 8 3 2 30 79 | 27 I 3 20
0. Interference with Building Legacy Svstems 4. E1{3. VI|[ 2.1 [1. SI{0.NI|Total] W |RII | IR |IGR | OR
1 |Ensurins compatibility between I T echnolosies and od stine buildime svatems 9 11 7 1 2 0 84 | 360 I 2 n
2 [MWinimizne dow ntime when intesratine DT with lezacy svatens 12 9 4 3 2 Q 86 [ 373 I 1 17
3 |Developine cost-sffecfive stratzsies for uperadine lezacy svaten® to accommpdats InT 10 7 & 4 3 Q 77 [ 31 I 3 33
10. High Energy Consumption of Io T Devices 4. E1|3.VI| 21 |LSI|0.NI|Totall W |RII | IR [IGR | OR
1 [Monitorine fhe srerevconswmet on of I T devicss in smart offics buildinss 11 11 3 4 1 Q 87 [ 380 I 1 13
2 |Optiminre the power usaze of I T devicss to 1= overall opemtiomnsl cosk g 10 8 1 2 Q 83 [353 I 2 25
3 [Balancine the snersw 2 of BT devicss with their benefits in snereveavines g 7 10 2 2 Q 79 [ 527 I 3 30
11. Ongoing Operativn and Mamtenance Costs 0of 1o T Devices 4.E1|3. V1| 2.1 (L. SI|0.NI|Totall] W |[RII | IR |IGR | OR
1 |Ensurins resular softwars vpdakes. calibration and hardw are eplacement for IoT davices 12 ) il 2 1 0 24 583 I 1 10
2 |Optirmia e the enerey consumption of interconnactad IoT deviess to redues uiili fv expensss ) 10 ) 2 0 0 25 573 I 2 16
3 |Manasins labor eoss bvpmvidine specialized swperiis2 for [oT e nenancs achvities 8 2 10 3 1 0 78 527 I 4 31
4 [Irplenentine cost optim zation stratesiss to min mize recumine expenses in older buil dines rerofited with InT svstens 13 4 8 4 1 0 84 5610 I 3 3

Stander Devlation (SD) =3.85

Table 15 Assessment of Challenges from IoT Professionals' Perspective
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The highest-ranked challenge was the complexity of installation and integration, with a
Relative Importance Index (RII) of approximately 66%, indicating significant concerns
about technical issues, system compatibility, and the seamless integration of IoT
technologies into existing infrastructure. Moreover, IoT professionals identified data
security, privacy concerns, and operational reliability as critical challenges, with Rlls
around 64% to 64.67%. This highlights [oT specialists' recognition of the significant risks
associated with managing sensitive data, maintaining cybersecurity, and ensuring
consistent [oT system performance. Economic barriers, including high initial investments
and ongoing operational costs, were also identified as significant but slightly less critical,
suggesting loT professionals view these financial considerations as manageable given

technological advancements.

Furthermore, sustainability concerns, environmental impacts, and data overload received
lower importance scores, reflecting a perception among loT professionals that these factors

are less immediately challenging than the technical and security aspects.

Overall, these insights emphasize that IoT professionals primarily perceive technological
complexities, data security, and integration reliability as the primary barriers that need

addressing to facilitate widespread IoT implementation in smart office buildings.
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4.6 Assessment of the Factors Affecting O&M Costs in IoT-Based

Smart Office Buildings

This section discusses the assessment findings related to the factors affecting IoT adoption
in smart office building O&M, based on the responses obtained from the four respondent

groups.
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Overall Factors Overall
1. Planning Phase IR [IGR| OR
1 |Engaging stakeholders early to align objectives and expectati ons for loT adoption VI 1 1
2 |Allocating sufficient budget for IoT infrastructure during the planning phase I 3 9
3 |Setiing clear energy efficiency goals to guide [oT deplovment I 4 10
4 [Selecting vendors with proven expertise and scalable soluti ons for IoT systems I 2 8
5 |Planning for future scalability to integrate emerging technologies I 6 16
6 |Ensuring compliance with local and international regulations during IoT adoption I 5 13
7 |Developing robust data privacy and security strategies for [oT systems i I 8 23
8 |Creating a technology integration strategy to ensure seamless operation of IoT systems 557 I 7 21
9 |Performing lifecycle cost analysis to balance investment with operational savings 512 I 10 35
10 |Assessing skill gaps and planning training programs for managing [oT systems 523 I 9 33
2. Design Phase RII | IR |IGR| OR
1 |Ensuring interoperability across IoT platforms and devices 652 VI 1 3
2 |Strategically placing sensors for accurate and reliable data collection 625 VI 2 5
3 |Incorporating redundancy to maintain system reliability during failures 57.0 I 3 18
4 |Using modul ar design principles to simplify upgrades and maintenance 550 I 5 23
5 |Embedding predictive maintenance features in system design 508 I 8 36
6 |Optimizing design choices for energy efficiency in IoT-enabled systems 53.0 I 7 32
7 |Devel oping user-friendly interfaces for IoT systems to improve operation 548 I 6 26
8 |Aligning IoT designs with industrv standards to ensure compatibility 558 I 4 20
3. Construction Phase RIT | IR |[IGR| OR
1 |Selecting high-quality components to enhance reliability and reduce maintenance costs 6435 VI 1 4
2 |Following best practices for IoT installation to ensure optimal performance 623 I 2 6
3 |Performing rigorous system and integration testing before deployment 58. I 3 14
4 |Engaging contractors with specialized expertise in IoT system installation 57 I 4 16
5 |Adhering to design plans to avoid costly revisions during construction 53. I 9 28
6 |Using high-qualitv cabling standards to enhance connectivity and systemreliability 55. I 6 22
7 |Creating detailed documentation for a smooth system handover 56. I 5 19
8 |Aligning construction with As-Built Plans to avoid operational inefficiencies 55 I 7 23
9 |Impl ementing training programs for operations and maintenance teams during construction 547 I 8 27
4. Operation & Maintenance Phase RII | IR |IGR| OR
1 |Impl ementing real time monitoring for early detection of inefficiencies VI 1 2
2 |Using predictive al gorithms to forecast and prevent equipment failures I 2 7
3 |Traclking energy consumption to identify and address inefficiencies I 3 11
4 |Implementing proactive cybersecurity measures to protect IoT systems I 4 12
5 |Regularly updating IoT devices to ensure security and efficiency I 5 15
6 |Incorporating fault detection systems to minimize maintenance disruptions I 8 31
7 |Collecting user feedback to continuously improve IoT system performance 52, I 9 34
8 |Dynamically optimizing resources to reduce operational costs 537 I 7 30
9 |Conducting periodic reviews of lifecycle costs to ensure sustainability and ROI 538 I 6 29

Stander Deviation (SD) =4.37

Cronbach's Alpha (Ca) =0.93

Table 16 Factors Affecting O&M Costs

4.6.1 Assessment of the Factors from the A/Es’ Perspective

The assessment of factors influencing IoT adoption in smart office building operations and

maintenance (O&M) from the Architects and Engineers' (A/Es') perspective highlighted

strategic planning and technical integration as crucial considerations.
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Factors A/Es
1. Planning Phase 4. ET|3.VI| 2.1 [1.SI[{0.NI|Totall W |RIT | IR |IGR| OR
1 |Engaging stakeholders early to alicn objectives and expectations for IoT adoption 2 6 3 0 0 3 108 | 720 VI 1 1
2 |Allocating sufficient budget for IoT infrastructure during the planning phase 2 3 4 1 0 30 96 | 640 | VI 3 g
3 |Setting clear energv efficiency goals to suide ToT deplovment 3 i1 3 1 0 30 96 | 640 | VI 4 ]
4 |Selecting vendors with provenexpertize and scalable solutions for IoT systems 14 1 2 2 1 30 ] 3.3 VI ] 12
5 |Planning for future scalability to integrate emerging technologies 1 ] ] 0 1 30 89 | 593 1 g 25
6 |Emsuring compliance with local and international regulations during IoT adoption 15 ] 1 1 1 30 3 | 62.0 1 ] 17
7 |Developing robust data privacvand security strategies for IoT systems 18 7 3 2 0 30 101 1.3 VI 2 3
8 |[Creatinw a technology intesration stratesvto ensure seamless operation of [oT sveteme 14 6 8 1 1 30 a1 60.7 1 7 21
¢ |Performing lifecyele costanalveis to balance investment with operational savings 2 g 6 2 1 3 89 | 383 1 g 23
10 |Assessing slill gaps and planning training programs for mamaging IoT syetems 9 11 3 2 0 3 87 580 1 10 31
2. Design Phase 4. EI|3.VI| 2.1 [1.SI[0.NI|Totall W | RIT | IR |IGR| OR
1 |Ensuring interoperability across IoT platforms and devices 19 ] 1 1 0 3 106 | 70.7 VI 1 2
2 |Strategically placing sensors for accurate and reliable data collection 15 1 2 2 0 3 9 660 | VI 2 1
3 |Incorporating redundancy to maintain syetem reliability durine failures 11 2 4 3 0 3 1 | 607 1 3 21
4 [Using modular desien principles to simplifv vperades and maintenance 10 10 7 3 1] 3 87 380 1 7 31
5 |Embedding predictive maintenance features in system design 2 11 1 2 1 3 83 36.7 1 8 33
6 |[Optimizng designchoices for enerpy efficiencvin IoT-enabled systams 11 11 3 1 2 3 38 38.7 1 [ 28
7 |Developing user-friendlyinterfaces for IoT systems to improve operation 2 8 2 0 1 3 o | 600 1 4 P
8 |Aliening IoT dasigns with industrystandards to ensure compatibility 13 [ 3 4 0 3 2 613 1 3 2
3. Construction Phase 4. ET|3.VI| 2.7 [1.5T{0.NT|Totall W | RIT | IR |IGR | OR
1 |[Selecting hish gualitvcomponents to enhance reliability and reduce maintenance costs 16 10 3 1 1] 3 101 | 673 Vi 1 3
2 |Following best practices for IoT installation to ensure optimal performance 18 7 2 3 1] 3 100 | 66.7 Vi 2 6
3 |Performing ricorous system and int2eration testing before deployment 3 11 4 2 0 3 23 3.3 VI 4 12
4 [Engaging confractors with specialized expertise in IoT system installation 11 2 8 2 0 3 82 393 1 8 23
5 |Adhering to design plans to avoid costlyrevisions during construction 13 3 8 2 0 3 3 62.0 1 6 17
6 |Using high-quality cabling standards to enhance comectivity and svstem reliability i1 ] 6 4 0 30 87 38.0 1 ] 3
7 |Creating detailed documentation for a smooth system handowver 2 i1 6 1 0 30 o4 2.7 Vi 3 15
8 |Alipning comstruction with As-Buili Plans o avoid operational inefficiencies 15 8 ] 2 0 30 9 | ed0 | VI 3 g
9 |Implementing training programs for operations and maintenance teame during construction 15 6 3 3 1 3 o1 | 607 1 7 2
4. Operation & M aintenance Phase 4. ET(3.VI| 2.1 (1.ST({0.NI{Totall W | RII| IR |IGR| OR
1 |Implementing real-time monitoring for early detection of inefficiencies 14 14 1 1 0 3 101 | 673 VI 1 3
2 |Using predictive alsorithms to forecast and prevent equipment failures 14 10 3 1 0 30 97 | 647 Vi 2 2
3 |Trackine enerevconsumption to identify and address inefiiciencies i1 13 3 1 0 30 o4 2.7 Vi 4 15
4 |Implementing proactive cybersecuritvmeasures io protect o T systems 15 6 7 1 1 30 3 | 62.0 1 ] 17
5 |Regularlvupdating IoT devices to ensure security and efficiency 14 g 7 1 0 30 ] 3.3 VI 3 2
6 |Incorporating fault detection systems to minimize maintenance disruptions 10 10 g 2 0 30 88 58.7 1 1 2
7 |Collecting user feedback to continuously improve IoT system performance 2 g 3 h] 0 30 87 580 1 8 3
§ |Dvmamically opfimizine resources to reduce operational costs 14 [ 3 4 1 30 88 | 387 1 6 2
9 |Conductine periodic reviews of lifecyele costs to ensure sustainability and ROI 10 10 4 4 2 3 2 34.7 1 2 3

Stander Deviation (SD)=3.91

Table 17 Factors Affecting O&M Costs from A/Es' Perspective
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The most significant factor identified was early stakeholder engagement to ensure
interoperability across IoT platforms, scoring the highest Relative Importance Index (RII)
of 72%, emphasizing the critical importance of clear stakeholder coordination and
integrated system planning during the early project stages. Interoperability across various
IoT platforms and robust data privacy and security strategies were also among the top-rated
factors, with Rlls of approximately 70.67% and 67.33%, respectively, highlighting the
importance of ensuring seamless communication between diverse IoT systems and
protecting sensitive data. Real-time monitoring for early detection and preventive
maintenance also emerged as an essential factor (RII of 67.33%), reflecting the priority
given by A/E professionals to proactive building management and reducing downtime.
Budget allocation, clear energy-efficiency goals, and alignment with construction plans
also received high importance ratings, emphasizing that financial planning and adherence
to project specifications significantly impact the effectiveness of lIoT adoption. Factors
such as user-friendly interface design, engagement of specialized expertise, and lifecycle
cost analysis received moderate importance, indicating that while these factors enhance
IoT performance and user acceptance, they were considered secondary compared to

interoperability, data security, and proactive maintenance capabilities.

Overall, these results underscore that for A/E professionals, the successful implementation
of IoT in smart buildings hinges significantly on interoperability, strategic planning, and

stringent security practices, enabling more effective and secure operational management.
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4.6.2 Assessment of the Factors from the Developers’ / Owners’ Perspective

The assessment of factors influencing IoT adoption in smart office building operations and
maintenance (O&M) from the Developers'/Owners' perspective highlighted practical and

strategic considerations crucial for successful IoT implementation.
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Table 18 Factors Affecting O&M Costs from Developers'/Owners' Perspective



The most significant factor was strategically placing sensors for accurate and
comprehensive data collection, scoring the highest Relative Importance Index (RII) of
approximately 66.67%. This highlights the developers' emphasis on reliable data as a
cornerstone for informed decision-making and efficient management. Engaging
stakeholders early in the planning phase to align objectives and expectations also scored
notably high (RII = 66%), reflecting the importance of early collaboration to streamline the
integration process and reduce potential operational discrepancies. Furthermore, selecting
experienced vendors, utilizing predictive algorithms, and implementing real-time
monitoring systems received RlIs around 65%, indicating these factors' relevance in
achieving high operational efficiency and preventive maintenance capabilities. Developers
and owners also emphasized ensuring interoperability across various loT platforms and
maintaining updated security measures, recognizing these as critical for system reliability
and data security. Moreover, aspects such as lifecycle cost analysis, embedding predictive
maintenance, and training programs were rated lower, indicating they are perceived as
supportive but not primary factors. Overall, the findings reveal that developers and owners
focus significantly on practical deployment strategies, stakeholder collaboration, accurate
data collection, and ensuring robust security measures to successfully leverage IoT

technologies in smart office buildings.
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4.6.3 Assessment of the Factors from the FMs’ Perspective
The assessment of factors influencing IoT adoption in smart office building operations and
maintenance (O&M) from the Facilities Managers' (FMs') perspective emphasized

effective planning, stakeholder collaboration, and technical integration.
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Factors FM's
1. Planning Phase 4. ET|3.VI| 2.7 |1.ST|0.NT|Totall W [RIT | TR [IGR | OR
1 |[Ensasine stakeholders earlvto alien objectives and expectations for IoT adoption 24 2 3 1 0 30 109 | 727 VI 1 1
2 |Allocating sufficient budget for IoT infrastructure durine the plannine phase 6 18 6 0 0 3 90 | 600 1 2 7
3 [Setting clear energvefliciencygoals to puide loT deployment 9 11 10 0 1] 30 80 | 383 1 4 2
4 |Seleching vendors with proven expertize and scalable solutions for IoT systems 9 2 g 0 0 3 o | 600 1 3 7
5 |Planning for future scalabilityto integrate emerging technologies 7 1 10 2 0 3 83 [ 333 1 3 13
6 |Ensuring compliance with local and international remilations durine IoT adoption g g [ 3 1 3 80 [ 333 1 6 16
7 |Developing robust dats privacyand security stratemies for o T systems 4 g 11 3 1 30 70 | 467 1 8 31
8 [Creating a technology intesration stratesy to ensure seamless operation of IoT swsfems 9 g 6 3 1 3 80 [ 333 1 1 16
9 |Performing lifecyele costanalvsis to balance investment with operational savings 3 i1 6 7 1 3 72 | 480 1 10 2
10 | Assessing skill saps and planmine trainine programs for managine ToT systems b 10 7 6 2 3 70 | 467 1 9 3
2. Desion Phase 4. ET|3.VI| 2.7 |1.ST|0.NT|Totall W [RIT | TR [IGR | OR
1 |Ensuring interoperability across IoT platforms and devices 20 4 3 1 0 3 103 [ 687 [ VI 1 2
2 |Stratericallyplacing sensors for accurate and reliable data collaction 3 17 3 2 1] 30 91 [ 607 1 2 [
3 |Incorporating redundancy to maintain svetem reliability during failures 6 2 g 2 1 30 80 | 333 1 3 16
4 |Using modular desien principles to simplifi uperades and maintenance 3 2 13 2 0 3 16 | 507 1 4 23
5 |Embedding predictive maintemance @atures in syetem dasion 3 1 14 [ 0 3 67 | 447 1 g 34
6 |Optimizing deziznchoices for enersveficiencvinloT-enabled sieteme 2 2 8 8 0 30 68 | 453 1 7 33
1 |Developing user-friendlyv interfaces for IoT systems to improve operation 2 i1 13 4 0 30 71 [ 473 1 6 2
8 |Aligning JoT desiens with industrvstandards to ensure compatibility 4 2 2 3 1 3 73 [ 487 1 3 27
3. Construction Phase 4. FT/3.VI| 2.7 |1.5T|0.NT|Totall W [RIT | TR |IGE | OR
1 |Selecting high-qualitvcomponenis to enhance reliability and reduce maintenance costs 16 7 3 1 1 3 96 | 640 | VI 1 4
2 |Following best practices for IoT installation to ensure optimal performance 10 2 3 0 0 3 2 [ 613 1 2 h]
3 [Performing ricorous system and infgration testing before deplovment 7 2 1 3 1 30 81 4.0 1 4 15
4 |Ensaging contractors with specialized expertise in IoT system installation 7 1 2 4 0 30 F ] ] 1 6 2
5 |Adherine to designplans to avoid cosflv revisions durine construction 2 15 1 4 2 3 71 [ 473 1 ] 2
6 |Using high-qualitveabling standards to enhance connectivitvand svstem reliability 4 i1 i1 4 0 3 75 [ 500 1 g 2
7 |Creatinw detsiled documentation for a smoo th system handover 4 13 g 3 1 30 76 | 507 1 7 23
8 |Alisning construction with As-Bult Plans to avoid operational inefficiencies 6 10 10 4 1] 30 78 [ 320 1 3 2
9 |Implementing trainine programs for operations and maintenance teams during construction 3 i1 7 4 0 3 3 | 353 1 3 3
4. Operation & Mamtenance Phase 4. EI|3.VI| 2.1 |1.SI|0.NI|Totall W [RITI | IR [IGR | OR
1 |Implementing real-time monitoring for early detection of inefficiencies 16 10 1 2 1 3 98 | 653 | VI 1 3
2 |Using predictive algori thms to forecast and prevent equipment failures 12 1 1 4 0 3 87 [ 580 1 2 10
3 |Trackine enersy consumption to identifyand address inefhiciencies 8 2 8 1 1 30 83 36.7 1 3 11
4 [Implementine proactive cybersecurity measures to protect T sietems g g 11 0 1 30 85 | 567 1 4 11
5 |Resulartv updating JoT devices to ensure securitvand efficiency 1 16 i1 2 0 3 16 | 507 1 7 23
6 |Incorporating fult detection svetems to minimize maintenance disruptions 1 14 g 3 3 3 67 | 447 1 g 34
7 |Collecting uzer feedback to continuonsly improve [oT syetem performance 4 3 135 3 1 30 66 | 440 1 g 36
§ |Dyvmamicallyoptimizing resources to reduce operational costs 2 14 3 1 0 3 77 [ 513 1 6 2
9 [Conducting periodic reviews of lifecyele costs to ensure sustainabilityand ROL [ 10 2 2 0 30 80 | 333 1 3 16
Stander Deviation (SD) =6.98

Table 19 Factors Affecting O&M Costs from FMs' Perspective
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The highest-rated factor was engaging stakeholders early to align objectives and
expectations, with a Relative Importance Index (RII) of approximately 72.67%. This
underscores Facilities Managers' priority on collaborative planning to ensure successful
IoT adoption and alignment of project goals across various stakeholders. Ensuring
interoperability across [oT platforms was also a key priority (RII of 68.67%), reflecting the
need for seamless integration and efficient data exchange among different systems. Real-
time monitoring for early detection and predictive maintenance (RII = 65.33%) emerged
as another significant factor, indicating Facilities Managers' emphasis on proactive
maintenance and operational reliability. Furthermore, Facilities Managers placed
substantial importance on selecting high-quality components and adhering to established
best practices for installation, with RlIs of around 64% and 61.33%, respectively,
demonstrating their focus on system durability and effectiveness. Moreover, factors such
as user-friendly interfaces, predictive maintenance features, and user feedback mechanisms
were assigned lower importance scores, suggesting these are seen as beneficial but less
critical for initial adoption decisions. Overall, Facilities Managers prioritize early
stakeholder engagement, interoperability, and proactive maintenance strategies as

fundamental for successful loT adoption and sustainable facility management.

4.6.4 Assessment of the Factors from the IOTs’ Perspective
The assessment of factors influencing IoT adoption in smart office building operations and
maintenance (O&M) from the IoT professionals' perspective highlighted technological

robustness, reliability, and strategic monitoring as primary considerations.
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Factors I10T's
IL. Phnning Phase 4.ET|3.VI| 2.1 [1.51{0.NI{Total RII | IR
1 |Engaming stakeholders early to alion objectives and expectations for loT adophion 15 i 6 2 0 3 33 | VI 1
2 | Allocating sufficisnt budest for IoT infrastructure durine the planning phase [} 13 g 2 1 3 40 | 1 [}
3 [Sstting clear enerovefficiencyooals to muids IoT deplovment 6 3 3 2 1 3 540 1 h]
4 [8slaching vendors with proven expertise and scalable solutions for [oT systems 10 ] 1 3 0 3 36.0 1 3
3 |Plannine for future zcalabilityto interrate emeroing technolosies a 10 [ 4 1 3 54.7 1 4
6 |Ensurine compliance with local and intermational remilations doring ToT adoption 11 13 2 2 2 3 393 1 2
7 |Developing robust dats privacyand secunty strategies for [oT systems Ji 4 13 6 0 30 480 1 g
8 [Creating a technologvinterration sfratesyto ensure seamless operation of IoT avetems 3 14 [ 2 3 3 30.7 1 i
9 |Performine lifecvele costanalvss tobalance imvestment with operational savings 6 8 1 4 3 3 M0 1 10
10 | Aszessine dall gape and planning traimne programs for manasine [oT syefems 11 ] 4 2 6 30 30.0 1 g
2. Design Phase 4.FET[3.VI .ST|0.NI|Total RII | IR
1 |Ensuring mteroperabilitvacross loT platforme and devices 2 g 0 3 30 313 1 1
2 |Stratesicallvplacing sensors for accurate and reliable data collection 3 3 4 1 3 36.7 1 2
3 |Icorporating redundancvto maintain system reliability during failures i 11 1 1 3 547 1 3
4 |Usine modular desien orincioles to simoli fv pperades and mamisnsnce ] 11 3 0 3 333 1 4
5 |Embeddine mredictive mainfenance Satwes in sietem design i i 9 0 3 480 1 8
6 [Optimizing dasien choices for enerovefficiency in lIoT-enabled svwatems 8 9 4 3 3 500 1 i
7 |Developins ueer-friendly interfaces for IoT syetems to improve operation i 1 3 2 3 520 1 [}
8 | Alionine IoT desione with industry standards to enewre compatibility 2 3 3 2 3 333 1 3
3. Construction Phase 4.ET[3.VI)| 2. .S110.NT|Total Rl | IR |IG
1 |Salacting hich-quality components to enhance reliability and raduce maintenance costs 16 i 4 3 0 3 640 | VI 1
2 |Followines best practices for IoT installation to ensure optimal performance 10 g g 2 0 3 380 1 3
3 |Performine rigorows svstem and intesration testing before deplowment g 1 g 1 1 3 373 1 4
4 |Engasine contractors with specializd expertizs in [oT svetem installation 11 10 6 3 0 3 393 1 2
5 |Adhering to design plans fo avoid costlvrevisions during construction 10 g 4 4 4 3 30.7 1 i
6 |Usine hich qualitvcabline standards to enhance connectivity and svetem raliability a a 1 3 0 3 54.7 1 3
7 |Creating datailed documentation for a smooth syetem handover i 11 9 2 1 3 540 1 6
8 [Alirning construction with As-Built Plans to avoid operational inefficiencies 5 12 7 4 2 3 493 1 8
9 |Implementing training prooyame for operations and maintemance teams durine construction 3 1 [ 1 [ 3 460 1 a
4. Operation & M aintenance Phase 4.ET[3.VT)| 2. .5T)0.NT|Total Rl | IR
1 |Implementing real-time monitoring for early datection of ineficiencies 15 a 3 0 1 3 647 | VI 1
2 |Using predictive alsorithme i forecast and prevent equipment failures 14 i 4 4 1 3 393 1 2
3 |Traclane enerovconsumphion fo identifand address mefficiencies g g 11 1 0 30 313 1 3
4 |mnlementine proactive evhersecurity measures to orotect IoT swetems a 13 4 3 1 3 313 1 4
5 |Remilarbvupdating [oT devices to ensure securitvand efficiency 10 g 3 3 1 3 547 1 3
6 [Icorporating fault deection syeteme fo mimmize maintenance disruptions g 10 1 2 3 30 320 1 Ji
7 |Collecting user feedback to confimousvimprove loT system performance i 9 1 6 1 3 00 | 1 8
8 | Dnnamically optimizing resources to reduce operational costs 6 11 4 4 3 3 460 1 g
0 [Conductine periodic reviews of lifecwele costs to ensure sustainabilitvand ROL g 12 3 1 3 3 327 1 6

Stander Deviation (SD) =4.96
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Real-time monitoring for early detection and preventive maintenance emerged as the most
significant factor, with the highest Relative Importance Index (RII) of approximately
64.67%. This emphasizes that IoT specialists prioritize proactive system management
capabilities to predict and prevent issues, thereby ensuring continuous operational
performance. Selecting high-quality components to enhance reliability scored similarly
high (64%), reflecting IoT professionals' strong emphasis on dependable technology
components as fundamental to system longevity and efficiency. Early stakeholder
engagement was also highly valued (RII = 63.33%), recognizing its role in ensuring that
system designs align with user expectations and operational objectives. Furthermore,
compliance with local and international standards (59.33%) and the implementation of
proactive cybersecurity measures (57.33%) were considered crucial for maintaining system
integrity and ensuring effective operation. Moreover, aspects such as lifecycle cost
management, user-friendly interfaces, and scalability received relatively lower scores,
suggesting these elements, although beneficial, are perceived as secondary compared to
immediate system functionality and reliability. Overall, IoT professionals emphasize
strategic system integration, robust technical design, and proactive management solutions

as essential to effectively leverage IoT technologies in smart office buildings.

4.7 Discussion of Survey Findings and Key Insights

The detailed analysis presented in this chapter highlights critical insights into the adoption

of IoT technologies for the O&M of smart office buildings, considering perspectives from
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four distinct professional groups: Architects and Engineers (A/Es), Developers and

Owners, Facilities Managers (FMs), and IoT Professionals.

4.7.1 Common Priorities Across Professional Groups

A significant finding emerging consistently across all surveyed groups is the high
importance placed on energy efficiency. This aligns clearly with global sustainability goals
and economic considerations. Each group identified energy efficiency as the most critical
driver for IoT adoption, suggesting a shared recognition of the potential for [oT systems to

substantially reduce operational costs and enhance building sustainability.

Operational efficiency and improved security and safety also emerged as common
priorities. All stakeholders acknowledged the potential of IoT technologies to streamline
operational processes, provide real-time monitoring, and ensure higher levels of safety and

security through automated and responsive systems.

4.7.2 Diverging Perspectives on Drivers

Despite the consensus on energy efficiency, variations were observed among the
professional groups regarding secondary drivers. Architects and Engineers emphasized
enhanced occupant comfort and effective space utilization, underscoring a holistic view
that values occupant well-being and spatial optimization. Moreover, Developers and
Owners prioritized direct financial returns such as cost reduction and risk mitigation,

reflecting their primary interest in economic viability.
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Facilities Managers highlighted occupant comfort but emphasized practical operational
outcomes such as ease of integration with existing systems and operational reliability. [oT
professionals uniquely emphasized data-driven decision-making capabilities, highlighting
their technical inclination toward leveraging IoT data for predictive analytics and advanced

operational control.

4.7.3 Challenges to IoT Adoption

All groups unanimously identified complexity in installation and integration as the leading
barrier to IoT adoption, underscoring significant concerns related to system
interoperability, compatibility, and technical implementation challenges. These technical
complexities reflect practical hurdles that must be effectively addressed to facilitate

broader IoT adoption.

Moreover, cybersecurity and data security emerged as key concerns across groups, albeit
with varying degrees of emphasis. A/Es, Developers/Owners, and Facilities Managers
showed substantial concern regarding privacy and the security of sensitive operational data,
reflecting industry-wide apprehension toward potential cybersecurity threats. IoT
professionals, although concerned, viewed these as manageable technical challenges given

advancements in cybersecurity frameworks and solutions.

Financial constraints, specifically high initial investment costs and ongoing maintenance
expenses, were particularly emphasized by Developers/Owners and Facilities Managers.

This highlights budgetary limitations as critical determinants influencing the pace and
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extent of IoT adoption, indicating that effective financial planning and clear
demonstrations of long-term economic benefits will be essential for future adoption

strategies.

4.7.4 Influential Factors Affecting O&M Costs

The survey also identified key factors impacting the optimization of O&M costs through
IoT adoption. Early stakeholder engagement emerged strongly as the most influential
factor, especially for Architects/Engineers and Facilities Managers. This indicates clear
recognition that early collaborative planning involving various stakeholders enhances

interoperability, reduces project conflicts, and streamline implementation.

Real-time monitoring and preventive maintenance capabilities were highlighted
significantly by loT professionals and Facilities Managers. These groups valued IoT's
proactive capabilities in reducing downtime, extending equipment lifespans, and lowering
long-term operational expenses. Strategic sensor placement and robust data collection
mechanisms, particularly emphasized by Developers/Owners, suggest an awareness of the

importance of reliable and comprehensive data for efficient facility management.

Interoperability and system integration were consistently recognized across all groups as
pivotal to successful IoT adoption. Ensuring seamless communication and functionality
across various [oT platforms was deemed essential to achieving the intended operational

efficiencies and cost savings.
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4.7.5 Implications for Industry Practice

The findings of this survey show substantial implications for industry practice. They
emphasize the critical necessity of developing industry standards for IoT integration,
comprehensive cybersecurity frameworks, and clearly articulated financial justifications
for investment. Stakeholders must prioritize strategic planning and early stakeholder
collaboration to navigate technical complexities effectively, reduce cybersecurity risks,

and ensure robust and reliable IoT implementations.

Furthermore, targeted training programs and specialized expertise will be essential to
address the identified complexities, ensure technological compatibility, and leverage 1oT's
full potential. Clear guidelines and best practices for loT integration, coupled with
continuous monitoring and preventive maintenance protocols, will be vital for enhancing

operational efficiency and cost-effectiveness in smart office buildings.

4.7.6 Summary of Key Insights
In summary, this comprehensive analysis reveals shared and unique perspectives among

stakeholders in adopting [oT technologies in smart office building O&M:

1- Drivers for IoT Adoption

1. Energy Efficiency: All stakeholder groups prioritized energy efficiency as the most
significant driver due to its potential to significantly reduce operational costs and

enhance sustainability.
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2. Operational Optimization: Improved operational efficiency, through real-time
monitoring and automation, was universally recognized as critical for reducing
downtime, optimizing resources, and improving overall building performance.

3. Security and Safety: Enhanced safety and security through automated and
responsive systems were considered highly important, particularly for Facilities

Managers and Developers/Owners.

2- Key Challenges

1. Integration Complexity: Complexity in installation, integration, and
interoperability consistently emerged as the leading challenge across all groups,
emphasizing the need for streamlined processes and standardized approaches.

2. Cybersecurity and Data Protection: There was significant concern, particularly
among Architects/Engineers and Developers/Owners, regarding data security,
privacy issues, and cybersecurity threats, highlighting industry apprehension
around vulnerabilities associated with IoT systems.

3. Financial Constraints: Developers and Facilities Managers identified high initial
investment and maintenance costs as substantial barriers, reflecting the need for
clear demonstrations of financial returns and cost-benefit analyses to justify loT

investments.
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3- Influential Factors Affecting IoT Adoption

e Early Stakeholder Engagement: Strongly emphasized by Architects/Engineers and
Facilities Managers, early collaboration among stakeholders was identified as crucial
for ensuring system interoperability, reducing conflicts, and streamlining the IoT
implementation process.

e Real-time Monitoring and Predictive Maintenance: IoT professionals and Facilities
Managers particularly valued IoT’s proactive capabilities for early fault detection,
predictive maintenance, and improved asset longevity.

e Interoperability Across Platforms: All stakeholder groups highlighted the significance
of seamless integration and compatibility across various IoT platforms to fully realize
operational and financial benefits.

e Robust Component Selection: Facilities Managers and IoT professionals underscored
the importance of selecting high-quality and reliable loT components as foundational

to system effectiveness and operational reliability.

These insights provide critical direction for future strategies in the architectural,
engineering, construction, and facilities management sectors, emphasizing collaborative
approaches, technological standardization, and proactive operational practices as essential

components for successful IoT adoption.
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4.8 Summary of the Data Analysis

This chapter provided a comprehensive analysis based on the structured survey responses
from four key stakeholder groups involved in smart office building projects: Architects and
Engineers (A/Es), Developers and Owners, Facilities Managers (FMs), and IoT

Professionals.

The demographic analysis highlighted the diverse professional backgrounds and varying
experience levels among respondents. Architects and Engineers exhibited a balanced
distribution of experience, ranging from less than 5 years to 10 years, enhancing the
diversity of their insights. Developers and Owners demonstrated substantial experience,
with a significant proportion having over 15 years, offering robust and seasoned
perspectives on IoT integration. Facilities Managers primarily possessed moderate to
extensive experience, while IoT Professionals predominantly represented relatively newer

industry participants, contributing contemporary technological perspectives.

Regarding involvement in smart building projects, most A/Es and loT Professionals
participated in a limited number of projects (1-5), indicating nascent industry engagement
with IoT technologies. In contrast, Developers/Owners and Facilities Managers showed a
broader spectrum of project involvement, reflecting their deeper integration and familiarity

with smart office technologies.

Key drivers for IoT adoption consistently emphasized all professional groups including

energy efficiency, operational optimization, and enhanced security and safety. Energy
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efficiency emerged as the highest-ranked driver universally, demonstrating industry-wide
recognition of IoT’s potential to achieve significant operational cost reductions and

sustainability benefits.

Challenges identified by respondents prominently included technical complexity in system
integration and installation, cybersecurity risks, data privacy concerns, and financial
constraints related to initial investments and ongoing maintenance expenses. Complexity
and cybersecurity emerged as particularly critical barriers, underscoring the necessity for

standardized integration practices and comprehensive cybersecurity measures.

Lastly, Influential factors affecting successful IoT implementation and optimization of
O&M costs highlighted the critical importance of early stakeholder engagement, real-time
monitoring, predictive maintenance, and interoperability across various IoT systems.
Strategic sensor placement, robust component selection, and adherence to best practices

were recognized as crucial for ensuring the reliability and effectiveness of IoT solutions.

This comprehensive analysis serves as a vital reference for industry practitioners, offering
clear guidance on prioritizing IoT integration strategies and highlighting critical areas

requiring attention for effective and sustainable implementation in smart office buildings.
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Chapter 5

DEVELOPMENT OF LIFECYCLE FRAMEWORK

5.1 Overview

This chapter presents the development of a lifecycle framework aimed at guiding the
implementation of loT-based smart office buildings” O&M strategies to reduce costs and
improve performance (Poyyamozhi et al., 2024). The framework is derived from the key
findings of the survey analysis presented in the previous chapter 4, which identified the
most significant drivers, challenges, and influencing factors affecting IoT adoption. Unlike
models that focus solely on conceptual elements, the proposed framework emphasizes
practical tasks to be carried out across different phases of a building’s lifecycle (Mousavi

et al., 2024).

The chapter begins by outlining the rationale and foundation for the framework, grounded
in insights from various stakeholder groups, including architects and engineers (A/Es),
developers and owners, facility managers (FMs), and [oT professionals. It then details the
methodology used to construct the task-based framework, followed by a comprehensive
presentation of its components and structure. The framework is intended to support AEC
and FM professionals in planning, implementing, and managing 1oT technologies in smart

office environments.
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5.2 Logic and Basis for Framework Development

The increasing integration of IoT technologies in smart office buildings presents both
significant opportunities and challenges in optimizing O&M activities, as buildings
become more interconnected and data-driven, there is a growing need for structured,
actionable guidance that can assist stakeholders in successfully adopting and managing

these technologies throughout the building lifecycle (Poyyamozhi et al., 2024).

The rationale for developing a lifecycle framework stems from the key insights derived
from the survey findings discussed in Chapter 4. These findings highlighted critical driving
facts such as energy efficiency, operational cost reduction, and enhanced system
performance, which strongly motivate the adoption of IoT in building O&M. Furthermore,
challenges such as cybersecurity concerns, lack of technical expertise, and high initial
implementation costs were identified as major obstacles hindering widespread adoption

(Abideen et al., 2022).

Moreover, the study revealed several influencing factors that impact the success of loT
deployment, including organizational readiness, data integration capabilities, and
interdisciplinary collaboration among project stakeholders. These factors emphasize the
need for a systematic approach that aligns tasks with stakeholder responsibilities, project

phases, and operational priorities (Chew et al., 2020).

To address these insights, the proposed framework adopts a lifecycle-based structure that

organizes implementation tasks across key project stages—ranging from planning and
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design to deployment and continuous monitoring. Rather than presenting high-level
considerations alone, the framework offers practical, phase-specific tasks tailored to the
realities of IoT adoption in the Saudi smart office context (Poyyamozhi et al., 2024). This
approach ensures that AEC and FM professionals can follow a clear roadmap, enabling
more efficient, cost-effective, and sustainable implementation of IoT technologies in the

built environment.

5.2.1 Motivation Based on Key Drivers

The survey findings in Chapter 4 revealed several compelling drivers that support the
adoption of 10T technologies in smart office building operations (Anathan et al., 2023).
Chief among these were the potential for enhanced energy efficiency, reduced operational
costs, real-time monitoring, and improved user comfort and system performance
(Metallidou et al., 2020). These drivers underscore the growing awareness among
stakeholders of the benefits that IoT solutions can bring to the built environment (Karjou
et al., 2024). The motivation to leverage these advantages forms a foundational reason for
developing a structured framework that facilitates efficient implementation across the

building lifecycle (Anathan et al., 2023).

5.2.2 Justification Based on Identified Challenges
Despite their strong motivation, stakeholders also highlighted numerous challenges that
complicate the adoption of IoT systems (Lukhanda et al.,, 2024). These include

cybersecurity and privacy concerns, lack of skilled personnel, integration complexities
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with existing infrastructure, and high initial investment costs (Das et al., 2023). These
barriers indicate a clear need for structured guidance that can help organizations navigate
risks and develop targeted strategies to mitigate these challenges and by addressing these
concerns through well-defined tasks, the proposed framework aims to provide a practical
roadmap that reduces uncertainty and improves decision-making during implementation

(Singh et al., 2024).

5.2.3 Influence of Contextual and Organizational Factors

The survey identified several influencing factors that impact the success of IoT
implementation in smart office building O&M (Das et al., 2020). These include
organizational readiness, technological infrastructure, availability of training programs,
and interdisciplinary collaboration between AEC, FM, and IT stakeholders. These
contextual elements play a vital role in shaping the capacity of organizations to adopt [oT
solutions effectively (Das et al., 2020). Therefore, the proposed framework considers these
factors in defining implementation tasks, ensuring they are realistic, context-sensitive, and

aligned with the local operational environment in Saudi Arabia.

5.2.4 Need for a Task-Based Lifecycle Approach

Given the practical nature of smart building projects and the diverse roles of stakeholders
involved, task-based framework mapped to distinct project lifecycle phases is essential
(Poyyamozhi et al., 2024). The proposed model focuses on what needs to be done, when,

and by whom. This lifecycle perspective enables structured planning, phased deployment,
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and continuous improvement (Mousavi et al., 2024). It ensures that IoT adoption is not
approached as a one-time intervention, but as an ongoing, strategically integrated process

embedded within the building’s operation and maintenance strategy.

5.3 Framework Development Approach

The proposed lifecycle framework was developed through a systematic process that
integrates the key findings from the multi-stakeholder survey with industry practices and
academic literature (Chung et al., 2021). The goal was to translate the identified drivers,
challenges, and influencing factors into a sequence of actionable tasks distributed across

the lifecycle of a smart office building's O&M.

To ensure practical applicability, the framework follows a phase-based approach, dividing
the implementation journey into distinct stages that reflect the typical progression of smart

building projects (Fang et al., 2022). These stages include:

e Planning and Preparation Assessment
e Design and Specification
e Construction & Implementation and Integration

e Operation & Monitoring & Evaluation and Continuous Improvement

Each phase includes a set of specific, stakeholder-relevant tasks designed to address the
challenges and capitalize on the opportunities identified in Chapter 4. For instance, tasks

in the planning phase focus on evaluating digital infrastructure and organizational
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readiness, while implementation tasks focus on system integration, staff training, and

cybersecurity risk mitigation (Fang et al., 2022).

The selection and organization of tasks were guided by the following principles:

1. Alignment with stakeholder responsibilities, particularly for A/Es, Developers,
FMs, and IoT specialists.

2. Addressing high-priority drivers and challenges (e.g., energy efficiency, data
security, cost control).

3. Sequencing tasks logically according to project lifecycle stages to support smooth
transitions.

4. Reflecting industry best practices in smart building operations and [oT deployment.

Although the framework is primarily informed by the survey data, it was also benchmarked
against relevant literature on smart building implementation and IoT integration strategies
(Fahmideh et al., 2021). This dual-input approach ensures that the framework is both
empirically grounded and professionally practical, offering a clear roadmap for

stakeholders.

The proposed lifecycle framework is illustrated in Figure 5.1, which outlines the
implementation phases and associated tasks designed to facilitate the adoption of IoT-based

solutions for smart office building O&M.
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5.4 Proposed Lifecycle Framework for IoT-Based Smart Office O&M
Optimization
Based on the findings from Chapter 4 and insights from relevant literature, this section
presents a structured lifecycle framework consisting of five main phases: Planning and
Readiness Assessment, Design and Specification, Implementation and Integration,
Operation and Monitoring, and Evaluation and Continuous Improvement. Each phase is
associated with key objectives and a set of implementation tasks aimed at supporting
stakeholders in optimizing the O&M performance of smart office buildings through

effective IoT integration (Fang et al., 2022).
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Phase 1 — Planning Phase

e Conduct organizational and digital infrastructure readiness assessments

e Define strategic loT objectives aligned with business goals (energy efficiency, cost reduction)
e Identify existing O&M pain points and areas for improvement

e Allocate preliminary budget and ROI expectations

e Develop initial cybersecurity and data governance strategy

e Select pilot areas/buildings for IoT implementation

e Engage all key stakeholders early for alignment

o Establish KPlIs to evaluate post-implementation performance

Phase 2 — Designing Phase

e Develop detailed IoT system architecture (sensors, networks, gateways, analytics platforms)
e Ensure interoperability and vendor neutrality in tech selection

e Integrate loT requirements with architectural and engineering designs

e Design integration with FM tools (e.g., CAFM, CMMS, BMS)

e Include data privacy, redundancy, and fail-safe mechanisms in design

e Plan for modular expansion and technology upgrades

e Specify environmental and energy monitoring systems

e Coordinate with stakeholders to ensure design aligns with end-user needs and FM protocols

Phase 3 — Construction Phase

e Procure certified, cost-effective, and future-proof loT devices

e Install infrastructure including sensors, cabling, network components, and power supply
e Implement structured cabling and communication protocols

e Integrate loT systems with building automation and existing FM platforms

e Commission subsystems and validate data accuracy

e Perform scenario testing (e.g., alert handling, system downtime recovery)

e Develop technical documentation, user guides, and training materials

e Conduct formal handover to FM teams with practical demonstrations and SOPs

4

Phase 4 — Operation & Maintenance Phase

e Continuously monitor key parameters (energy use, occupancy, air quality, equipment

performance)
e Use analytics dashboards and alerts for early fault detection
e Apply predictive and condition-based maintenance strategies
e Automate reports on performance KPIs (energy, asset lifecycle, comfort, etc.)
e Periodically review cybersecurity protocols and access controls
e Conduct user satisfaction surveys and incorporate feedback into system settings
e Perform cost-benefit reviews comparing O&M savings with initial goals
e Plan for gradual system upgrades and expansion based on usage trends

Figure 14 Proposed Lifecycle Framework for IoT-Based Smart Office O&M
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Each phase includes a comprehensive set of tasks designed to guide smart office project
stakeholders in the structured implementation of IoT technologies for O&M optimization.
The tasks were derived from high-priority drivers such as energy efficiency and cost
control, as well as key challenges including system complexity, cybersecurity, and lack of
technical readiness. This granular task-level mapping ensures that the framework serves
not only as a conceptual model but also as a practical, implementation-ready roadmap for

stakeholders across the building lifecycle (Fahmideh et al., 2021).

5.5 Description of Framework Components

This section provides a detailed explanation of the components comprising the proposed
lifecycle framework for IoT-based smart office building O&M (Fang et al., 2022). The
framework is divided into four key phases—Planning, Designing, Construction, and
Operation & Maintenance, each encompassing a set of tasks that are informed by the key
drivers, challenges, and influencing factors identified in Chapter 4. These tasks are
designed to be actionable, stakeholder-specific, and aligned with the overall objective of

reducing O&M costs while enhancing building performance through IoT technologies.
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Figure 15 Stakeholder-Specific Responsibilities Across Project Phases

5.5.1 Planning Phase

The planning phase serves as the foundation for successful IoT implementation in smart

office buildings (Nguyen et al., 2022). It involves assessing the organization's digital

readiness, identifying key operational pain points, and defining measurable [oT objectives

such as energy efficiency, lifecycle cost savings, and user comfort (Chen et al., 2020).

Early-stage planning also includes establishing cybersecurity guidelines, determining

project KPIs, and aligning expectations among all stakeholder groups.
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This phase directly addresses survey findings that emphasized the need for early
stakeholder engagement, clarity in objectives, and risk mitigation strategies. Developers
and owners play a leading role here by setting the project vision and allocating resources,
while facility managers and IT teams contribute valuable insights regarding existing system

limitations and operational goals (Mellit et al., 2018).

5.5.2 Designing Phase

The design phase transforms strategic objectives into technical specifications and
architectural details (Khoshnava et al., 2020). During this stage, architects and engineers
work alongside IoT professionals to create a scalable and secure system architecture (Wen
et al., 2021). Tasks include defining hardware and software requirements, ensuring
interoperability with existing FM systems (e.g., BMS, CAFM), and incorporating

cybersecurity and data privacy considerations into the system design (Lin et al., 2019).

Findings from Chapter 4 identified system compatibility and security risks as key barriers
to IoT adoption, both of which are proactively addressed in this phase. This phase also
emphasizes future-proofing the building infrastructure, enabling future upgrades without

significant rework.

5.5.3 Construction Phase
In the construction phase, the focus shifts to physical deployment and system integration
(Oliveira et al., 2020). Certified IoT devices and supporting infrastructure (sensors,

cabling, gateways) are installed, and their integration with FM platforms and automation
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systems is validated. This phase also includes system testing, commissioning, and training

for O&M teams (Peng et al., 2020).

Chapter 4 revealed implementation and technical integration challenges, making this phase
critical to bridging the gap between design intent and operational reality. Contractors and
IoT specialists take the lead here, supported by facility managers who verify usability and
provide feedback during commissioning (Tuan et al., 2021). Proper documentation and
user guides are also developed to support long-term system sustainability (Carvalho et al.,

2021).

5.5.4 Operation and Maintenance Phase

The operation and maintenance phase are where the benefits of IoT adoption become
visible (Hu et al., 2020). Key tasks in this phase include real-time performance monitoring,
predictive maintenance execution, automated KPI reporting, and continuous cybersecurity
updates (Gu et al., 2021). Moreover, periodic reviews and stakeholder feedback loops help

refine system settings and support long-term optimization.

This phase directly supports survey findings highlighting the importance of energy
monitoring, automated fault detection, and user satisfaction in achieving O&M efficiency
(Barbosa et al., 2020). Facility managers and IoT teams play central roles in sustaining
performance, analyzing usage trends, and recommending incremental system upgrades

based on cost-benefit assessments (Song et al., 2020).
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5.5.5 Stakeholder Integration and Interaction in the IoT Implementation
Lifecycle

Successful implementation of IoT technologies in smart office building O&M adjusts on
technical capabilities and effective collaboration and integration of multiple stakeholder
groups throughout the project lifecycle (Hassanain et al., 2024). The interdisciplinary
nature of IoT adoption requires seamless coordination among A/Es, Developers/Owners,

FMs, and IoT Specialists, each bringing distinct knowledge, responsibilities, and priorities.

IOT in smart office
buildings

10T
specialist's

Developer's/
Owner's

Figure 16 Stakeholder Integration and Interaction Diagram

As illustrated in Figure 5.2, stakeholder roles are interconnected and evolve through the
four lifecycle phases—Planning, Designing, Construction, and Operation & Maintenance.

In the planning phase, developers and owners lead strategic directions, while architects and
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FMs ensure that building performance goals are realistic and aligned with user needs. This
phase also marks the first critical point of interaction between IT specialists and other

teams, particularly in assessing infrastructure readiness and cybersecurity considerations.

During the design phase, integration becomes more technical. Architects and engineers
must collaborate with IoT professionals to ensure that system architecture and device
specifications align with both spatial design and digital requirements. Feedback from FMs
is critical to ensure that the planned systems are operable and maintainable in real-world

scenarios.

Finally, in the operation and maintenance phase, continuous interaction is essential.
Facility managers rely on the IOT team for real-time monitoring, cybersecurity updates,
and analytics. Developers and owners stay informed on performance metrics and return on
investment, while A/Es may revisit design assumptions based on feedback loops and usage

patterns.

This dynamic, lifecycle-wide collaboration fosters informed decision-making, early
problem detection, and more sustainable O&M practices (Hassanain et al., 2024). The
framework thus not only defines what tasks should be done but also emphasizes who must
work together and when, reinforcing the importance of stakeholder integration for long-

term project success.
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Lifecycle Phase

Architects/Engineers (A/Es)

Developers/Owners

Facility Managers (FMs)

IoT Specialists

1. Planning Phase

Define loT requirements, coord inate
with FM and design teams

Set project vision, allocate
budget, define KPls

Assess O&M needs and
integration cap acity

Cond uct digital readiness
assessment, propose

2. Designing Phase

Integrate loT into
architectural/engineering plans

Approve final design,
ensure ROl align ment

Review maintenance i
and interface usability

Develop sy architecture
and cybersecurity plan

3. Construction Phase

Oversee installation comp liance with

Procure systems, oversee

Receive training, validate

Install and test loT

design specs

usability during « issioning

4. Operation and Maintenance Phase

Support troubleshooting and design-
based feedback

Evaluate performance, fund
upgrades

Operate system, monitor KPls,
and manage mal e

Manage d ata, cybersecurity,
and analytics reporting

Table 21 Stakeholder-Specific Responsibilities Across Project Phases

Table above presents a detailed mapping of the roles and responsibilities of four primary
stakeholder groups—Architects/Engineers (A/Es), Developers/Owners, Facility Managers
(FMs), and IoT Specialists/IT Teams—across the four lifecycle phases defined in this
framework: Planning, Designing, Construction, and Operation & Maintenance and by
clearly assigning stakeholder responsibilities, the framework promotes accountability,
enhances collaboration, and improves overall implementation efficiency. This task-
stakeholder alignment is especially critical in the context of smart office buildings, where
interdisciplinary coordination is vital to achieving optimal O&M outcomes through IoT

technologies.

5.6 Validation and Applicability

To ensure the practical relevance of the proposed lifecycle framework, a validation process
was conducted involving targeted feedback from stakeholders who had previously
participated in the survey. Specifically, the framework was shared with a selected group of
20 professionals, consisting of five representatives from each of the four key stakeholder
categories: Architects/Engineers (A/Es), Facility Managers (FMs), [oT Specialists, and

Developers/Owners. This targeted validation allowed for a focused review based on the
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expertise and perspectives of those directly engaged in smart office building design,

operation, and technology deployment.

A/Es' Devs'/ Owns' FMs' 10Ts'
Parameter Frequency % Frequency % Frequency % Frequency %
(n=5) (n=5) (n=5) (n=5)

Years of experience

Less than 5 years 1 20.00% 1 20.00% 1 20.00% 2 40.00%
5-10 years 3 60.00% 2 40.00% 2 40.00% 1 20.00%
10-15 years 0 0.00% 2 40.00% 1 20.00% 1 20.00%
More then 15 years 1 20.00% 0 0.00% 1 20.00% 1 20.00%
Number of smart projects

1-5 Project 1 20.00% 3 60.00% 2 40.00% 0 0.00%
5-10 project 3 60.00% 1 20.00% 1 20.00% 2 40.00%
11-15 Project 1 20.00% 1 20.00% 2 40.00% 1 20.00%
More than 15 Project 0 0.00% 0 0.00% 0 0.00% 2 40.00%

Table 22 Respondents Demographics

Respondents’ Scope of Work

= Architecture / Engineers = Facilities managers

= Developers / Owners IOT Specialists

Figure 17 Respondents' Field of Work Distribution

Participants were asked to evaluate the framework’s clarity, completeness, task relevance,
and alignment with real-world implementation scenarios. Their feedback confirmed that

the framework effectively captured the phased nature of IoT adoption and reflected the
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practical challenges and priorities experienced by professionals in their respective fields.
Several participants highlighted the strength of the framework in identifying role-specific
tasks, particularly the emphasis on readiness assessment, cybersecurity planning, system

integration, and post-implementation review.
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The validation exercise also reinforced key patterns identified in Chapter 4, such as the
need for early cross-stakeholder collaboration, the significance of predictive maintenance
and data-driven monitoring, and the value of clearly defined responsibilities. Minor
feedback received was incorporated to refine task descriptions, simplify terminology, and
ensure consistency in stakeholder alignment across lifecycle phases. Beyond direct
feedback, the framework’s structure is strongly aligned with literature benchmarks on
smart building implementation and lifecycle planning. Its phased approach mirrors
established project delivery models, while its task-based format enhances practical
applicability, making it suitable for use in the Saudi Arabian context where organizations
are at varying levels of digital readiness and IoT maturity. In conclusion, the validation
process affirms that the framework is both theoretically sound and professionally
actionable. It serves as a reliable guide for stakeholders seeking to implement loT
systems in smart office buildings in a way that improves O&M efficiency and reduces

lifecycle costs.
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5.7 Validation Resualts

The validation process involved obtaining stakeholder feedback on the applicability,
practicality, and comprehensiveness of the proposed Lifecycle Framework.
Representatives from four stakeholder groups A/Es, Developers/Owners, Facilities
Managers (FMs), and IoT Specialists were asked to assess the relevance and significance
of key implementation tasks across each phase of the lifecycle. The evaluation utilized the
Relative Importance Index (RII) method to quantify stakeholders’ perceptions. An analysis

of the results revealed the following key findings:

1- Overall Positive Validation:

The proposed framework achieved consistently high RII scores across all lifecycle phases,
indicating strong agreement on its relevance and practicality for guiding IoT adoption in
smart office building O&M. Most tasks achieved an overall RII exceeding 0.80, reflecting

high stakeholder consensus.

2- Planning Phase:

Tasks within the Planning Phase, such as "Conducting organizational and digital
infrastructure readiness assessments" and "Defining strategic 1oT objectives," scored
particularly high across all groups, emphasizing the critical importance of early-stage

preparation.
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3- Designing Phase:

The Designing Phase tasks received similarly strong validation, especially tasks related to
"Ensuring system interoperability" and "Strategic sensor placement," highlighting the need

for technically robust and scalable designs.

4- Construction Phase:

While slightly lower in RII compared to the Planning and Designing phases, Construction
Phase tasks such as "System integration testing" and "Contractor expertise evaluation"

were still regarded as essential for seamless IoT deployment.

5- Operation and Maintenance (O&M) Phase:

The O&M phase tasks, including "Real-time system monitoring" and "Predictive
maintenance adoption," received the highest scores overall, confirming the significance of

dynamic management during the operational lifecycle.

6- Consistency Across Stakeholders:

Although minor variations were observed between professional groups, no major
contradictions were found. This indicates a high level of inter-professional alignment

regarding the lifecycle approach.
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7- Stakeholder Feedback Trends:

Facility Managers and IoT specialists generally provided slightly higher RII scores
compared to Developers/Owners and A/Es, particularly for tasks emphasizing predictive

maintenance and cybersecurity measures.

5.7.1 Derivation of Tasks from Research Dimensions

Fach task included in the framework can be traced back to one or more of the identified

dimensions:

e Some tasks respond to drivers, such as predictive maintenance systems that reduce
unplanned downtime.

e Others address specific challenges, such as data governance frameworks that manage
information overload.

e Many tasks are direct implementations of influencing factors, like structured training

programs or modular system design for future scalability.

This traceability ensures that the framework remains grounded in stakeholder realities, not

just theoretical ideals (Hassanain et al., 2024).

5.7.2 Balancing Competing Priorities
The framework also reflects the need to balance trade-offs between ambition (drivers),
caution (challenges), and feasibility (factors) (Baharetha,et al., 2024). For example, while

maximizing occupant comfort is a driver, it must be balanced against system complexity
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(challenge) and usability of interfaces (factor). This balance was considered in both the

design of tasks and the sequencing of lifecycle stages (Zhao et al., 2025).

5.7.3 Framework Resolution of Competing Priorities

The interrelationship between drivers, challenges, and influencing factors often reveals
inherent tensions in IoT-based smart building implementation (Krishnan et al., 2023). The
proposed lifecycle framework actively addresses these tensions through targeted task

formulation and phase sequencing (Ghansah et al., 2024).

For example, in response to the challenge of cybersecurity and data overload—both of
which complicate data-driven decision-making the framework includes tasks related to
developing structured data governance protocols, securing communication networks, and

defining performance KPIs from the early planning phase.

Moreover, the desire for predictive maintenance is tempered by skill shortage concerns,
which are addressed through early training programs and stakeholder engagement
mechanisms embedded within the construction and O&M phases and by embedding these
modifying strategies into the framework structure, each phase transitions from
theoretical aspiration to actionable delivery (Baharetha et al., 2024). This ensures that
drivers are not pursued in isolation, but rather through a calibrated approach that accounts
for and neutralizes implementation risks, making the framework both ambitious and

grounded.
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5.7.4 Example Applied: HVAC Optimization

One of the primary drivers identified across stakeholder groups is the optimization of
HVAC systems to achieve energy efficiency and predictive maintenance (Krishnan et
al., 2024). However, this objective introduces specific challenges, including system
integration complexity, interference with legacy equipment, and a lack of skilled

personnel to interpret sensor data and manage predictive diagnostics (Wang et al., 2021).

The framework addresses this tension by implanting multiple enabling factors across the

relevant lifecycle phases:

e In the planning phase, readiness assessments and digital infrastructure evaluations
help identify integration barriers early.

e In the design phase, modular [oT system layouts and interoperability planning ensure
compatibility with both legacy HVAC systems and future expansion.

e During construction, training sessions are integrated into upskill maintenance teams
in managing sensor data and interpreting alerts.

e In the O&M phase, the framework mandates continuous monitoring and predictive

algorithm deployment, coupled with fault detection dashboards tailored to FM teams.

This alignment demonstrates how the framework converts a performance-driven goal into
a realistic, structured plan that anticipates and responds to real-world obstacles ultimately
making the adoption of smart HVAC systems feasible, scalable, and cost-effective

(Apanaviciené et al., 2023).
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5.8 Linking Drivers, Challenges, and Influencing Factors to the

Lifecycle Framework
The lifecycle framework was developed by systematically analyzing the interrelationships
between the identified drivers (motivations), challenges (barriers), and influencing factors
(enablers) of IoT adoption in smart office building O&M (Froufe et al., 2020). These three
dimensions were not treated in isolation, but rather as interdependent forces that

collectively shape the structure and content of the framework (Olanrewaju et al., 2021).

¢ Drivers define what stakeholders aim to achieve through IoT.
e Challenges represent obstacles that threaten successful implementation.

¢ Influencing Factors determine how feasible IoT adoption is across the lifecycle.

The framework reflects this linkage by translating insights from each category into phase-

specific tasks that:

1. Influence the drivers to guide implementation priorities
2. Moderate the challenges through strategic planning and technical solutions

3. Implant the factors to ensure long-term O&M cost optimization
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Lifecycle Key Drivers Key Challenges Influencing Reflected
Phase Factors Framework Tasks
Planning Energy Lack of local | Budgeting, Define  objectives,
efficiency, knowledge, Stakeholder Assess readiness,
ROI High initial costs engagement, Allocate budget,
Lifecycle  cost | Plan KPIs
analysis
Designing Occupant Interoperability Sensor System architecture,
comfort, complexity, placement, Ul design,
Data-driven Cybersecurity System Privacy-by-design
ops modularity,
Data
management
Construction | Asset lifespan, | Installation Staff  training, | Device procurement,
Operational quality, Integration System integration,
performance Legacy testing, QA & validation
interference QA protocols
o&M Predictive Data overload, | Real-time Fault detection,
maintenance, Lack of skilled | monitoring, KPI tracking,
Sustainability staff Cybersecurity, Upgrade planning
Continuous
feedback

Table 24 Framework relational logic

This relational logic ensures the framework is not just task-oriented but evidence-driven,

rooted in the needs, risks, and practical realities of smart building stakeholders.

(Apanaviciene et al., 2023). It bridges the gap between what should be achieved, what

stands in the way, and what enables success, making the framework both strategic and

implementable.
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5.9 Summary

This chapter presents the development of a task-based lifecycle framework aimed at
guiding the implementation of IoT technologies in smart office building O&M. Built
upon the key drivers, challenges, and influencing factors identified in Chapter 4, the
framework is structured around four core lifecycle phases: Planning, Designing,
Construction, and Operation & Maintenance. Each phase was detailed with specific
implementation tasks aligned to stakeholder roles, providing a clear, actionable pathway

for real-world adoption.

The framework illustrates interdisciplinary collaboration, with responsibilities distributed
across four primary stakeholder groups—Architects/Engineers (A/Es),
Developers/Owners, Facility Managers (FMs), and [oT Specialists. A dedicated
stakeholder interaction map and responsibility matrix were introduced to demonstrate

how coordination and task ownership evolve throughout the project lifecycle.

The framework was reviewed by a selected group of stakeholders from each professional
category who had participated in the original survey to ensure validity and applicability,
their feedback confirmed the model’s clarity, relevance, and alignment with practical
implementation scenarios. Adjustments were made based on this input to improve

usability and reflect stakeholder insights more effectively.
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Overall, the proposed framework provides a practical, adaptable, and stakeholder-driven
model for organizations seeking to optimize O&M performance through IoT integration in

the Saudi smart office context.
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Chapter 6

CONCLUSION AND RECOMMENDATIONS

6.1 Overview

This chapter concludes the research by summarizing the key findings, highlighting the
contributions to both academic knowledge and professional practice, and offering targeted
recommendations to stakeholders involved in smart office building O&M. It also outlines
the limitations of the research and suggests potential directions for future studies. The
chapter builds upon the multi-phase lifecycle framework developed in Chapter 5 and the
survey insights analyzed in Chapter 4, providing a reflective synthesis of the research
outcomes and their practical relevance in the context of loT-enabled smart office buildings

in Saudi Arabia.

6.2 Summary of Key Findings

This study explored the integration of IoT technologies in the O&M of smart office
buildings, with a focus on the Saudi Arabian context. Through a multi-stakeholder
perspective involving A/Es, FMs, Developers/Owners, and IoT Specialists, the research

finds several key insights:

1. Stakeholder Perspectives on IoT Adoption:
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The survey revealed a strong consensus on key drivers, notably: energy efficiency,
reduction of operational costs, and improved facility performance.

The most cited challenges included cybersecurity concerns, lack of technical
expertise, and complexity integration with legacy systems.

Influencing factors such as organizational readiness, stakeholder collaboration, and
regulatory alignment significantly affected the success of [oT implementation.
Statistical analysis using the Relative Importance Index (RII) and Cronbach’s

Alpha confirmed the reliability and consistency of responses across all four groups.

2. Lifecycle Framework Development

A structured, four-phase lifecycle framework was introduced to guide IoT adoption in

O&M practices:

Each

Planning and Preparation Assessment
Design and Specification
Construction, Implementation, and Integration

Operation, Monitoring, Evaluation, and Continuous Improvement

phase incorporated adapted implementation tasks, aligning with the roles,

responsibilities, and challenges specific to each stakeholder group.

The framework emphasized integration strategies, stakeholder interaction, and continuous

system improvement.
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3. Framework Validation and Practical Relevance

e Validation by selected representatives from each stakeholder group supported the
framework’s clarity, completeness, and practical applicability.

e Respondents emphasized the importance of early stakeholder engagement,
structured implementation steps, and long-term monitoring to ensure sustainable

O&M benefits.

These findings underscore the importance of a collaborative, lifecycle-driven approach for
successfully adopting IoT in smart office building O&M and set the foundation for

industry-wide implementation strategies in Saudi Arabia.

6.3 Contribution to Knowledge

This research contributes meaningfully to both academic literature and professional
practice in the domains of smart building management and IoT-enabled facility operations.
The research presents insights into the multi-stakeholder dynamics, contextual challenges,
and lifecycle-based strategies that underpin successful IoT adoption in office building

O&M within the Kingdom of Saudi Arabia.

1. Theoretical Contributions

e The study advances the understanding of IoT implementation in smart buildings by
integrating stakeholder-specific perspectives (A/Es, FMs, Developers/Owners, and

IoT Specialists) into a unified research framework.
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e [t contributes a validated, phase-based lifecycle framework that bridges the gap
between fragmented adoption strategies and comprehensive, actionable
implementation plans.

e The research enhances methodological severity in smart building research by
employing a multi-method analytical approach such as Relative Importance Index

(RII), Cronbach’s Alpha, and stakeholder validation.

2. Practical Contributions

e The framework provides clear, task-oriented guidance for practitioners involved in
smart office building O&M, designed to the unique conditions and regulatory
environment of Saudi Arabia.

e Stakeholders can use the findings to:

. Prioritize key drivers such as energy efficiency and digital readiness.

. Strategically mitigate barriers like cybersecurity risks and system
integration issues.

. Align responsibilities and expectations across project phases for

seamless collaboration.

Facility managers gain a structured pathway to integrate [oT into existing Computerized
Maintenance Management Systems (CMMS) and Building Management Systems (BMS),

enhancing operational performance and cost efficiency.
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In summary, the research delivers a comprehensive and context framework that supports

informed decision-making, improves cross-disciplinary coordination, and encourages

scalable IoT integration in smart office building operations.

6.4 Recommendations for Stakeholders

Based on the research findings and the validated lifecycle framework, the following

targeted recommendations are proposed for each stakeholder group to enhance the

successful adoption and implementation of IoT technologies in smart office building

O&M:

Lifecycle Phase

Key Implementation Tasks

Architects / Engineers
(A/Es)[]

Incorporate loT-readiness criteria during design phase (e.g., sensor locations, cabling pathways).

Collaborate with IoT specialists early to ensure system compatibility.

Develop detailed specifications that allow for future scalability and integration.

Developers / Owners!(

Allocate budgets for digital infrastructure and system upgrades.

Mandate early stakeholder involvement in planning and specification stages.

Use loT-driven analytics to inform investment decisions and lifecycle cost planning.

Define performance metrics and benchmarks for facility operation.

Facility Managers (FMs)L

Leverage BMS/CMMS platforms to monitor real-time performance data.

Apply predictive maintenance strategies enabled by IoT data.

Ensure technical teams are trained on IoT system operation and troubleshooting.

Maintain cybersecurity and data privacy protocols.

IoT Specialists / Integrators

Customize solutions based on facility type and stakeholder needs.

Provide documentation, training, and post-implementation support.

Ensure systems are interoperable with existing platforms.

Conduct security assessments and system validation pre-handover.

Table 24 Summary of Key Challenges Identified by Stakeholders

These recommendations are designed to address stakeholder-specific challenges and align

with their functional roles throughout the building lifecycle. Effective collaboration and

commitment to these actions will enable scalable, cost-effective, and sustainable smart

building operations in line with Saudi Arabia’s Vision 2030.
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6.5 Research Limitations

While this research has provided meaningful understanding into IoT-enabled O&M

practices in smart office buildings, several limitations should be acknowledged:

1- Broad Scope and Multi-Stakeholder Focus

The research aimed to develop a comprehensive lifecycle framework covering four
stakeholder groups and multiple project phases. While this approach enhances practical
relevance, it also introduced complexity in data collection, analysis, and validation,

potentially limiting the depth of insights within each category.

2- Economic Considerations Not Fully Quantified

Although the framework addresses key financial drivers and challenges, such as
operational efficiency and cost optimization, the study did not include a detailed cost-
benefit analysis or lifecycle costing model. Specific costs related to IoT device
procurement, implementation, and maintenance were discussed qualitatively but not

empirically modeled.

3- Stakeholder Experience Levels

A significant limitation was the varying levels of exposure to IoT technologies among
respondents, particularly those from architecture and facility management backgrounds.
This variability may have affected the consistency and depth of feedback regarding

technical and implementation-related challenges.
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4- Geographical and Sectoral Generalizability

The research focused exclusively on office buildings in Saudi Arabia. While the findings
are highly contextualized and valuable for national implementation strategies, they may

not be directly generalized to other building types or regions without adaptation.

These limitations present opportunities for further investigation and refinement of the
proposed framework, especially through real-world pilot projects and quantitative financial

modeling.

6.6 Suggestions for Future Research

Building upon the understandings and limitations identified in this research, several
avenues for future research are recommended to deepen understanding and enhance the

practical application of IoT technologies in building O&M:
1- Detailed Cost-Benefit and Lifecycle Cost Analysis

Future studies should incorporate quantitative models that evaluate the financial
implications of IoT adoption across all phases of the building lifecycle. This includes the
initial procurement cost, operational expenditure, and long-term maintenance costs of [oT
devices. Economic modeling will be especially valuable in supporting investment

decisions for developers and owners.
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2- Focused Research on Individual Stakeholder Groups

To address the complexity of managing diverse stakeholder perspectives, future research
could adopt a narrower scope focusing on a single stakeholder category (e.g., Facility
Managers or loT Integrators). This would enable deeper investigation into stakeholder-

specific challenges, knowledge gaps, and role-based implementation strategies.

3- Training and Knowledge Development in IoT Applications

Considering the identified knowledge gaps, particularly among A/Es and FMs, future
research may explore the development and evaluation of training frameworks or
educational interventions to build capacity in IoT application and system management

within the built environment sector.

4- Framework Testing Through Real-World Pilot Projects

The proposed lifecycle framework should be applied and validated in live pilot projects to
assess its practical feasibility and impact. Such studies could measure performance
indicators like energy savings, system reliability, and user satisfaction before and after IoT

integration.

5- Expansion to Other Building Types and Geographic Contexts

Extending the research to other building sectors such as healthcare, education, or

residential can help determine how the lifecycle framework performs in different
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operational environments. Moreover, comparative studies across GCC or global regions

can provide broader benchmarks for IoT-enabled smart building practices.

These directions aim to advance the body of knowledge in smart building management and
ensure the continued refinement of loT adoption strategies in alignment with the goals of

Vision 2030 and sustainable urban development.
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APPENDIX

Appendix A

Drivers for adopting loT based technologies
in the O&M of smart office buildings in Saudi
Arabia

Dear Participant,

| am Abdulwahab 5. AlQanas, a master's student at King Fahd University of Petroleum & Minerals.
As part of my thesis, titled "Lifecycle Framework for the Optimal Operation and Maintenance Cost
of loT-Based Smart Office Buildings,’' | am conducting a survey to explore the drivers for adopting
loT-based technologies in the operation and maintenance of smart office buildings in Saudi Arabia.

Your participation in this survey is vital in helping to identify key factors influencing the adoption of
loT-based technologies and contributing to research that aims to enhance the efficiency and
sustainability of smart office buildings.

Key Information About the Survey:

+ Time Commitment: The survey will take approximately 5 minutes to complete

« Confidentiality: Your responses will remain confidential and will only be used for academic
purposes. Mo personally identifiable information will be shared with third parties.

Should you have any questions or require further clarification, please feel free to contact me via
Email: Abdulwahabsq95@gmail.com
Phone: +966546003388.

Thank you in advance for your time and valuable input.
Sincerely,

Abdulwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleum & Minerals

* Indicates required guestion
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1.

Z.

3

Consent

This survey aims to identify and assess the drivers for adopting leT-based technologies in the
aperation and maintenance of smart office bulldings in Saudi Arabla.

The findings will contribute 1o my master's thesis and to improving practices in this field.

Confidentiality:
Your responses will be kept strictly confidential. All data collected will be anonymized and securaly
stored. Mo identifying information will be shared.

Time Commitment:
The survey will take approximately 5 minutes to complete.

Risks and Benefits:

There are no known risks associated with participating in this survey. While there is no direct benefit
to e, wedr input will contrbute to valuable research in the field of laT and smart office bullding
management.

Consent:
By proceeding with the survey, you confirm that you have read and understood this information and
voluntarily agree 1o participate. If you do not agree, you may exit the survey at any ime.

Thank you for your participation.
Sincerely,

Abdubwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleurn & Minerals

SECTION 1: DEMOGRAPHICS

Mame *

Phone #

Ermail *
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4. Please indicate your professicnal experience/length; *

Mark anly one oval.

J Less than 5 years
) 5 — 10 years

111 =15 years

 More than 15 years

5. Please indicate what category of respondent you belong to: *

Mark only one oval.

) Architect / Engineer
| Facility Manager
) Developer/Owner

T loT Specialist
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Drivers

1. Energy Efficiency Extremely Important | Very Important Important Somehow Important | Not Important
1 |Real-time monitoring for optimizing energy usage in building systems
2 |The ability to adjust HVAC and lighting systems based on occupancy and environmental conditions
3 [Minimizing unnecessary energy consumption and reducing waste

2. Operational Efficiency Extremely Important | Very Important Important Somehow Important | Not Important
1 |Detecting early signs of equipment malfunction
2 |Predictive maintenance in reducing equipment downtime and repair costs
3 |Scheduling timely maintenance interventions

3. Occupant Comfort Extremely Important | Very Important Important Somehow Important | Not Important
1 |Personalizing lighting, temperature, and air quality in real time
2 |Developing a comfortable work environment
3 |Improving worker productivity and satisfaction

4. Security and Safety Extremely Important | Very Important Important Somehow Important | Not Important
1 |Providing real-time surveillance for improved security
2 |Controling access for improving safety
3 |Detecting and alerting potential hazards like smoke or gas leaks

S. Space Utilization Extremely Important | Very Important Important Somehow Important | Not Important
1 |Collecting real-time data on office occupancy and usage patterns
2 |Optimizing space allocation based on loT-generated insights
3 |Reconfiguring office layouts to reduce underutilized spaces

6. Cost Reduction Extremely Important | Very Important Important Somehow Important | Not Important
1 |Optimizing maintenance processes to lower operational costs
2 |Real-time monitoring in identifying cost-saving opportunities
3 |Reducing human intervention in routine facility tasks

7. Sustainability Extremely Important | Very Important Important Somehow Important [Not Important
1 |Monitoring resource consumption, such as energy and water usage
2 |Implementing strategies to reduce a building's environmental impact
3 |Supporting long-term sustainability initiatives

8. Data-Driven Decisions Extremely Important | Very Important Important Somehow Important [ Not Important
1 |Providing actionable insights for improving building operations
2 |Identifying inefficiencies and opportunities for improvement
3 [Supporting strategic and operational decision-making

9. User Experience Extremely Important | Very Important Important Somehow Important [Not Important
1_|Developing dynamic and responsive workspaces
2 |Personalizing workspace settings to individual preferences
3 |Developing automated booking systems for shared spaces

10. Flexibility in Management Extremely Important | Very Important Important Somehow Important | Not Important
1 |Accessing real-time data on building systems
2 |Adjusting operations remotely
3 |Ensuring quicker issue resolution and improved building performance
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Appendix B

Challenges of adopting loT based
technologies in the O&M cost of smart office
buildings in Saudi Arabia

Dear Participant,

I am Abdulwahab 5. AlQanas, a master’s student at King Fahd University of Petroleum & Minerals.
As part of my thesis, titled "Lifecycle Framework for the Optimal Operation and Maintenance Cost
of loT-Based Smart Office Buildings,’ | am conducting a survey to explore the challenges for

adopting loT-based technologies in the operation and maintenance of smart office buildings in
Saudi Arabia.

Your participation in this survey is vital in helping to identify key factors influencing the adoption of
loT-based technologies and contributing to research that aims to enhance the efficiency and
sustainability of smart office buildings.

Key Information About the Survey:
+ Time Commitment: The survey will take approximately 5 minutes to complete

+ Confidentiality: Your responses will remain confidential and will only be used for academic
purposes. Mo personally identifiable information will be shared with third parties.

Should you have any questions or require further clarification, please feel free to contact me via
Email: Abdulwahabsq95@gmail.com
Phone: +966546003388.

Thank you in advance for your time and valuable input.
Sincerely,

Abdulwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleum & Minerals

Indicataes raauired auestion
Indicates reqauired au
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Consent

This survey aims to identify and assess the challenges for adopting loT-based technologies in the
operation and maintenance of smart office buildings in Saudi Arabia.

The findings will contribute to my master's thesis and to improving practices in this field.

Confidentiality: Your responses will be kept strictly confidential. All data collected will be
anonymized and securely stored. Mo identifying information will be shared.

Time Commitment: The survey will take approximately 5 minutes to complete.

Risks and Benefits: There are no known risks associated with participating in this survey. While there
is no direct benefit to you, your input will contribute to valuable research in the field of loT and smart
office building management.

Consent: By proceeding with the survey, you confirm that you have read and understood this
information and voluntarily agree to participate. If you do not agree, you may exit the survey at any
time.

Thank you for your participation.
Sincerely,

Abdulwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleum & Minerals

SECTION 1: DEMOGRAPHICS

I. MName*
!, Phone*
3. Email *
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4. Please indicate your professional experience/length: *
Mark only one oval.

() Less than 5 years
( )5-10 years
()11 -15years

(___) More than 15 years

5. Please indicate what category of respondent you belong to: *

Mark only one oval.

".._ Architect / Engineer

P

_ Facility Manager
() Developer/Owner

(10T Specialist

SECTION 2:

Survey Questions
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Challenges

1. Complexity in Installation and Integration Extremely Important | Very Important Important Somehow Important |Not Important
1 |Ensuring interoperability between various loT devices and systems during installation
2 |Minimizing the time and cost associated with integrating IoT systems in smart office buildings
3 |Synchronizing loT systems (e.g, lighting, HVAC, security) into a unified platform

2. Data Security and Privacy Concerns Extremely Important | Very Important Important Somehow Important |Not Important
1 |Protecting sensitive occupant data collected by IoT devices in smart office buildings
2 |Addressing privacy concerns related to loT-enabled occupant monitoring
3 |Implementing security measures to prevent unauthorized access to IoT data

3. High Initial Investment Extremely Important | Very Important Important Somehow Important |[Not Important
1 |Reducing the financial burden of acquiring IoT infrastructure for smart office buildings
2 |Demonstrating a clear return on investment (ROI) for IoT adoption in building operations
3 |Providing financial incentives or support for organizations to adopt IoT technologies

4. Maintenance and Technological Expertise Extremely Important | Very Important Important Somehow Important |[Not Important
1 |Ensuring regular n of IoT devices to prevent system failures
2 |Having in-house technical expertise to manage and troubleshoot IoT systems
3 |Planning for software and hardware updates to keep loT systems functional and secure

5. Data Overload and Management Extremely Important | Very Important Important Somehow Important |Not Important
1 |Implementing effective data analytics tools to process loT-generated data
2 |Training facility managers to extract actionable insights from loT data
3 |Developing frameworks to prioritize critical information from IoT systems

6. Cybersecurity Threats Extremely Important | Very Important Important Somehow Important |Not Important
1 |Ensuring loT devices are equipped with robust cybersecurity protections
2 |Detecting and mitigating vulnerabilities in IoT networks
3 |Securing communication between IoT devices to prevent cyberattacks

7. Reliability of 10T Networks Extremely Important | Very Important Important Somehow Important |Not Important
1 |Ensuring uninterrupted network connectivity for loT systems in smart office buildings
2 |Reducing the impact of network disruptions on building operations
3 |Upgrading network infrastructure to support loT deployments

8. Environmental Impact and Sustainability Concerns Extremely Important | Very Important Important Somehow Important |[Not Important
1 |Minimizing the environmental footprint of loT devices during production and disposal
2 |Developing recycling programs for outdated loT devices
3 |Balancing the energy efficiency gains of IoT systems against their environmental costs

9. Interference with Building Legacy Systems Extremely Important | Very Important Important Somehow Important |[Not Important
1 |Ensuring compatibility between loT technologies and existing building systems
2 |Minimizing downtime when integrating loT with legacy systems
3 |Developing cost-effective strategies for upgrading legacy systems to accommodate loT

10. High Energy Consumption of IoT Devices Extremely Important | Very Important Important Somehow Important |Not Important
1 |Monitoring the energy consumption of IoT devices in smart office buildings
2 |Optimizing the power usage of 1oT devices to reduce overall operational costs
3 |Balancing the energy use of loT devices with their benefits in energy savings

11. Ongoing Operation and Maintenance Costs of IoT Devices Extremely Important | Very Important Important Somehow Important |Not Important
1 |Ensuring regular software updates, calibration, and hardware replacements for IoT devices
2 |Optimizing the energy consumption of interconnected loT devices to reduce utility expenses
3 [Managing labor costs by providing specialized expertise for [oT ¢ activities
4 |Implementing cost optimization strategies to minimize recurring expenses in older buildings retrofitted with loT systems
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Appendix C

Factors affecting the O&M cost of loT-based
smart office buildings in Saudi Arabia

Dear Participant,

| am Abdulwahab S. AlQanas, a master's student at King Fahd University of Petroleum & Minerals.

As part of my thesis, titled "Lifecycle Framework for the Optimal Operation and Maintenance Cost
of loT-Based Smart Office Buildings,' | am conducting a survey to explore the factors for adopting
loT-based technologies in the operation and maintenance of smart office buildings in Saudi Arabia.

Your participation in this survey is vital in helping to identify key factors influencing the adoption of
loT-based technologies and contributing to research that aims to enhance the efficiency and
sustainability of smart office buildings.

Key Information About the Survey:
+« Time Commitment: The survey will take approximately 5 minutes to complete

+ Confidentiality: Your responses will remain confidential and will only be used for academic
purposes. Mo personally identifiable information will be shared with third parties.

Should you have any questions or require further clarification, please feel free to contact me via
Email: Abdulwahabsq95(@gmail.com
Phone: +966546003388.

Thank you in advance for your time and valuable input.
Sincerely,

Abdulwahab 5. AlQanas
Master’s Candidate
King Fahd University of Petroleum & Minerals

* Indicates required guestion
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Consent

This survey aims to identify and assess the factors for adopting loT-based technologies in the
operation and maintenance of smart office buildings in Saudi Arabia.

The findings will contribute 1o my master’s thesis and to improving practices in this fiald.

Confidentiality: Your responses will be kept strictly confidential. All data collected will be
anonymized and securely stored. Mo identifying information will be shared.

Time Commitment: The survey will lake approximately 5 minutes to complete.

Risks and Benefits: There are no known risks associated with participating in this survey. While there
is no direct benefit to you, your input will contribute to valuable research in the field of loT and smart
affice building managemeant.

Consent: By proceeding with the survey, you confirm that you have read and understood this
infarmaticn and voluntarily agree to participate. If you do not agree, you may exit the survey at any
time.

Thank you for your participation.

Sincerely,

Abdubwahab 5. AlQanas
Master'’s Candidate
King Fahd University of Petroleum & Minerals

SECTION 1: DEMOGRAPHICS

1. MName*
2. Phone ®
3. Email ¥
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4. Please indicate your professional experience/length: *

Mark anly one oval.

) Less than 5 years
15— 10 years
111 - 15 years

) More than 15 years

5. Please indicate what category of respondent you belong to: *
Mark anly one oval.
1 Architect / Englneer
| Faeility Manager
| Developer/Owner
7 laT Specialist

SECTION 2:

Survey Questions
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Factors

1. Planning Phase

Extremely Important

1

Engaging stakeholders early to align objectives and expectations for loT adoption

Very Important

Important

Somehow Important

Not Important

Allocating sufficient budget for IoT infrastructure during the planning phase

Setting clear energy efficiency goals to guide IoT deployment

Selecting vendors with proven expertise and scalable solutions for IoT systems

Planning for future scalability to integrate emerging technologies

Ensuring compliance with local and international regulations during IoT adoption

Developing robust data privacy and security strategies for IoT systems

Creating a technology integration strategy to ensure seamless operation of IoT systems

oo || |v b |w o

Performing lifecycle cost analysis to balance investment with operational savings

—_
=1

Assessing skill gaps and planning training programs for managing IoT systems

2.D

esign Phase

Extremely Important

Ensuring interoperability across IoT platforms and devices

Very Important

Important

Somehow Important

Not Important

Strategically placing sensors for accurate and reliable data collection

Incorporating redundancy to maintain system reliability during failures

Using modular design principles to simplify upgrades and maintenance

Embedding predictive maintenance features in system design

Optimizing design choices for energy efficiency in IoT-enabled systems

Developing user-friendly interfaces for IoT systems to improve operation

o[ || |w o ]|—

Aligning IoT designs with industry standards to ensure compatibility

3

onstruction Phase

Extremely Important

Selecting high-quality components to enhance reliability and reduce maintenance costs

Very Important

Important

Somehow Important

Not Important

Following best practices for IoT installation to ensure optimal performance

Performing rigorous system and integration testing before deployment

Engaging contractors with specialized expertise in IoT system installation

Adhering to design plans to avoid costly revisions during construction

Using high-quality cabling standards to enhance connectivity and system reliability

Creating detailed documentation for a smooth system handover

||| |w o |— |

Aligning construction with As-Built Plans to avoid operational inefficiencies

9

Implementing training programs for operations and maintenance teams during construction

4.0

peration & Maintenance Phase

Extremely Important

1

Implementing real-time monitoring for early detection of inefficiencies

Very Important

Important

Somehow Important

Not Important

Using predictive algorithms to forecast and prevent equipment failures

Tracking energy consumption to identify and address inefficiencies

Implementing proactive cybersecurity measures to protect loT systems

Regularly updating IoT devices to ensure security and efficiency

Incorporating fault detection systems to minimize maintenance disruptions

Collecting user feedback to continuously improve loT system performance

Dynamically optimizing resources to reduce operational costs

oo ||| |w o

Conducting periodic reviews of lifecycle costs to ensure sustainability and ROI
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Appendix D

Validation of the Framework for the loT based
technologies in the O&M of smart office
buildings in Saudi Arabia

Dear Participant,

| am Abdulwahab 5. AlQanas, a master's student at King Fahd University of Petroleum & Minerals.
As part of my thesis, titled "Lifecycle Framework for the Optimal Operation and Maintenance Cost
of loT-Based Smart Office Buildings,’ | am conducting a survey to validate the framewaork for
adopting loT-based technologies in the operation and maintenance of smart office buildings in
Saudi Arabia.

Your participation in this survey is vital in helping to identify key factors influencing the adoption of
loT-based technologies and contributing to research that aims to enhance the efficiency and
sustainability of smart office buildings.

Key Information About the Survey:

+ Time Commitment: The survey will take approximately 5 minutes to complete

+ Confidentiality: Your responses will remain confidential and will only be used for academic
purposes. No personally identifiable information will be shared with third parties.

Should you have any questions or require further clarification, please feel free to contact me via
Email: Abdulwahabsq%5@gmail.com
Phone: +966546003388.

Thank you in advance for your time and valuable input.

Sincerely,

Abdulwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleumn & Minerals

* Indicates re
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1.

2

3.

Consent

This survey aims to identify and assess the drivers for adopting leT-based technologies in the
operation and maintenance of smart office buildings in Saudi Arabia.

The findings will contribute 1o my master’s thesis and to improving practices in this fiald.

Confidentiality:
Your responses will be kept strictly confidential. All data collected will be anonymized and securely
stored. Mo identifying information will be shared.

Time Commitment:
The survey will take approximately 5 minutes to complete.

Risks and Benefits:

There are no known risks associated with participating in this survey. While there iz no direct benefit
to you, your input will contrnibute to valuable research in the field of 10T and smart office building
management.

Consent:
By praceeding with the survey, you confirm that you have read and understooad this infermation and
voluntarily agree 1o participate. If you do nol agree, you may exit the survey at any ime.

Thank you for your participation.
Sincerely,

Abdulwahab 5. AlQanas
Master's Candidate
King Fahd University of Petroleurmn & Minerals

SECTION 1: DEMOGRAPHICS

Mame *

Phone *

Email *
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4. Please indicate vour professional experience/length: *

Mark anly one oval.

) Less than 5 years
15— 10 years
111 = 15 years

I More than 15 years

5. Please indicate what category of respondent you belong to: *
Mark anly one oval.
1 Architect / Englneer
I Facility Manager
I Developer/Owner
7 16T Speclalist

SECTION 2:

Aszessment of the framework
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Lifecycle Phase

Key Implementation Tasks

Extremely Important -

Very Important -

Important -

Somehow Important -

Not Important -

1. Planning Phase

1. Conduct organizational and digital infrastructure readiness assessments

2. Define strategic loT objectives aligned with business goals (e.g., energy efficiency, cost reduction)

3. Identify existing O&M pain points and areas for improvement

4. Allocate preliminary budget and ROl expectations

5. Develop initial cybersecurity and data governance strategy

6. Select pilot areas/buildings for loT implementation

7. Engage all key stakeholders early for alignment

8. Establish KPIs to evaluate post-implementation performance

Extremely Important

Very Important

Important

Somehow Important

Not Important

2, Designing Phase

1. Develop detailed loT system architecture (sensors, networks, gateways, analytics platforms)

2. Ensure interoperability and vendor neutrality in tech selection

3. Integrate oT requirements with architectural and engineering designs

4. Design integration with FM tools (e.g., CAFM, CMMS, BMS)

5. Include data privacy, redundancy, and fail-safe mechanisms in design

6. Plan for modular expansion and technology upgrades

7. Specify environmental and energy monitoring systems

8. Coordinate with stakeholders to ensure design aligns with end-user needs and FM protocols

Extremely Important

Very Important

Important

Somehow Important

Not Important

3. Construction Phase

1. Procure certified, cost-effective, and future-proof loT devices

2. Installinfrastructure including sensors, cabling, network components, and power supply

3. Implement structured cabling and communication protocols

4. Integrate loT systems with building automation and existing FM platforms

5. Commission subsystems and validate data accuracy

6. Perform scenario testing (e.g,, alert handling, system downtime recovery)

7. Develop technical documentation, user guides, and training materials

8. Conduct formal handover to FM teams with practical demonstrations and SOPs

Extremely Important

Very Important

Important

Somehow Important

Not Important

4, Operation and Maintenance Phase

1. Continuously monitor key parameters (energy use, occupancy, air quality, equipment performance)

2. Use analytics dashboards and alerts for early fault detection

3. Apply predictive and condition-based maintenance strategies

4. Automate reports on performance KPIs (energy, asset lifecycle, comfort, etc.)

5. Periodically review cybersecurity protocols and access controls

6. Conduct user satisfaction surveys and incorporate feedback into system settings

7. Perform cost-benefit reviews comparing O&M savings with initial goals

8. Plan for gradual system upgrades and expansion based on usage trends
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