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THESIS ABSTRACT

NAME: Muneef Abdulwasa Razaz Mohammed

TITLE OF STUDY: Joint Beamforming Optimization for Physical Layer Secu-
rity and Power Efficiency in RIS-Assisted Symbiotic Ra-
dio Networks

MAJOR FIELD: Electrical Engineering

DATE OF DEGREE: December 2024

The advent of 6G networks represents a transformative milestone in global commu-
nications, emphasizing sustainable, energy-efficient, and highly connected systems
to improve quality of life. Achieving these goals necessitates addressing critical
challenges in energy efficiency and spectral efficiency (SE) to support massive con-
nectivity demands, requiring approximately 76 GHz of spectral resources.

This research investigates a joint optimization framework for transmit beam-
forming at the primary transmitter (PTx) and reflection beamforming at an active
reconfigurable intelligent surface (RIS). The objective is to minimize total power
consumption while ensuring security and quality of service (QoS) within a sym-
biotic radio (SR) environment. Specifically, multicast beamforming is employed
to transmit a common message to primary users (PUs) via an active RIS, which

simultaneously modulates its own message to a secondary user (SU).

Xiv



In this setup, two types of eavesdroppers pose security threats: Type 1 targets
PUs, while Type 2 targets the SU. Due to the lack of cooperation from eaves-
droppers in providing channel state information (CSI), two models are considered:
bounded and statistical. To address the non-convex optimization problem, an al-
ternating optimization (AO) algorithm is proposed, decomposing the problem into
two alternating subproblems.

The second phase of this thesis focuses on multi-user beamforming at the PTx,
where each user receives distinct signals, introducing interference complexity. This
challenge is addressed by formulating three subproblems: Firstly, optimizing beam-
forming vectors, secondly, refining RIS reflection beamforming, and finally updat-
ing interference thresholds. These thresholds decouple constraints into positive
and negative parts, each with distinct signal-to-interference-plus-noise ratio (SINR)
thresholds. The optimization framework accounts for worst-case scenarios where
eavesdroppers can eliminate interference, ensuring robust system performance.

Numerical analysis highlights the efficacy of the proposed algorithms in signifi-
cantly reducing total power consumption across scenarios. Active RIS outperforms
passive RIS consistently, and the statistical CSI error model delivers superior per-
formance over the bounded CSI model due to its precise representation of eaves-

droppers’ channels.
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CHAPTER 1

INTRODUCTION

The potential for transformative impact on global communication networks is ev-
ident in the emergence of Sixth-Generation (6G) networks, which aim to establish
sustainable connections worldwide, ultimately enhancing the quality of life [1]. To
achieve this goal, 6G networks need to be both energy and spectral-efficient (SE) to
support this massive connectivity and the need for about 76 GHz spectral resources
(i.e., Bandwidth) [2], [3], [4].

To face these challenges, researchers investigated using different technologies,
such as cognitive radio (CR). SE can be enhanced by dynamic spectrum alloca-
tion shared between a primary user (PU) and an unlicensed secondary user (SU),
which opportunistically accesses the spectrum [5]. While this approach has proved
to be a promising solution, it has its cons, such as the need for detailed power
information and accurate channel state information (CSI). More importantly, it
needs active devices, which rely on energy-hungry components such as oscillators
and up-converters, to satisfy all these working requirements which makes it not
the perfect solution to solve the urgent needs of 6G networks. Moreover, CR not

only requires active components for active transmission but also relies on complex



spectrum sensing techniques, which are inefficient for low-power, low-processing
communication devices like ToT sensors [0], [4].

In recent years, symbiotic radio (SR) has been considered as a promising so-
lution for the next generation of wireless networks, where it supports a mutual
understanding between the primary and the secondary systems by allow them
to work cooperatively. SR has excellent promise as an appropriate approach for
achieving effective communication that maximizes the use of spectrum, reducing
power consumption, and total cost by utilizing the primary system’s infrastruc-
ture, energy, and spectrum resources to support secondary transmission without
the need for continuous spectrum sensing as in CR (Refer to reference [1] for de-
tailed compression between CR and SR) [7].

Without the need for active components and exclusive spectrum resources, SUs
can passively backscatter their own information on the primary transmission by
means of load impedance variation. Thus, energy efficiency (EE) and SE can be
improved through SR approach. This is a win-win relationship for both PU and
SU since the SU transmission can be considered as an additional path to enhance
PU’s performance.

Moreover, the security considerations in the next generations of wireless net-
works are considered as another vital aspect of sustainable and reliable commu-
nications. While the end user quality of service (QoS) is a critical requirement
in communications, securing the integrity of the information during the transmis-
sion is another important challenge. The 6G is expected to connect a massive
number of devices specially low-energy devices such as sensors, thus it is challeng-

ing to implement a sophisticated security algorithms such as conventional crypto-



graphic encryption for them due to the limited processing capacity of such devices
since these algorithms are working in the application layer. This is why physical
layer security by means of advanced signal processing can be the best measure for
such systems especially with broadcast and superposition transmissions during the
downlink because of its vulnerability to security breaches [4].

Additionally, reconfigurable intelligent surface (RIS) is expected to play a po-
tential role in the 6G due to its ability to reconfigure the channel and create more
paths for the signal to reach the receiver especially if the direct link is blocked or
weak [9].

Therefore, motivated by all of the above (i.e., SR, RIS, and PLS), this work
aims to optimize the energy consumption of the overall system by jointly optimizing
the transmit beamforming at the PTx, and the reflection beamforming vector at
the RIS under QoS, and security constraints for two communication modes (i.e.,
Multicast and Multi-user beamforming, to be explained later in this chapter) to
guarantee reliable, efficient and secure green communication systems.

In the following sections of this chapter, a brief theoretical background to pro-
vide the reader with the necessary concepts and knowledge needed for understand-
ing the thesis work is stated, this is followed by the literature review and thesis
contributions. Table 1.1 describes the notations considered throughout of this

thesis.

1.1 Theoretical Background

This section gives the reader the essential knowledge and background to understand

the various topics covered in this thesis. Only subjects directly related to the



Table 1.1: Notational conventions

Notation | Description

f Scalar variables (italic letters)
F Matrices (bold uppercase letters)
f Vectors (bold lowercase letters)
(~)H Conjugate transpose of a matrix or vector
- Absolute value of a scalar
|-l L-norm of a vector
diag(v) Diagonal matrix with elements of v along the diagonal
Tr(A) Trace of matrix A (sum of diagonal elements)
C Space of complex numbers
S Predefined set
E[X] Expectation of a random variable X

2

CN(0,0?) | Circularly Symmetric Complex Gaussian (CSCG) distribution with zero mean and variance o

proposed work are included here.

1.1.1 Symbiotic Radio (SR)

The SR network can be differentiated into two main distinct categories; namely,
Parasitic SR (PSR) in which higher data rate is transmitted by the SU and com-
mensal SR (CSR) which is for low data rate users, contingent upon the nature
of the symbol periods of both the backscatter device (BD), where the RIS is the

backscatter device in this setup, and the PTx [3].

Symbiotic Radio Setups

This subsection states the main types of relationships in SR [10].

Parasitic SR: in PSR, the secondary transmission data rate is close to the
data rate of the primary transmission, which causes interference between the two
signals at the receiver. As a result, complex interference cancellation techniques
are needed. Moreover, synchronization between all components of the SR system
is required.

Commensal SR: CSR setup is suitable for low data rate internet-of-things

(IoTs) devices, which, in consequence, reduces the drawbacks of the PSR in a way



the SU’s signal can be considered as another path of the PTx signal and reduces
the interference at the receiver. Thus, by cooperatively working in the SR network,
the receiver can easily decode both signals jointly, given that the Tsy = KTpy is
the symbol duration of secondary transmission, and K is the number of primary
symbols compared to the secondary symbols. If K is large, the spectrum growth
issue will be negligible. It is worth mentioning that CSR is used throughout this

thesis work.

Main Components of SR System

Throughout this thesis, we will use the PU to denote the primary receiver of the
signal in which we have multiple PUs. Similarly, SU is the receiver of secondary
transmission which is receiving RIS information. In general, for any SR system,
the following are the main components and may have different names [10].

The primary transmitter (PTx) constitutes the dedicated broadcasting
apparatus serving as the principal communication source for a given system, en-
compassing modalities such as Wi-Fi, and Radar. Emitting either radio frequency
(RF) or optical signals, the PTx sends these signals along communication paths
(i.e., with or without RIS) to authorized end-users.

The primary receiver (PRx) , which in this thesis is denoted as the PU,
functions as the designated destination of the transmitted signal from the PTx.
This receiver may either exist as an independent entity solely focused on capturing
the primary signal only as in this work where PUs focus on decoding their intended
signals, or operates as a cooperative receiver that can decode both primary and
secondary signals and in this case is called cooperative receiver (CoR).

The secondary transmitter (STx) typically encompasses IoT sensors.

5



These sensors utilize the transmitted signal from the PTx to convey their data
to the designated receiver, i.e., SRx. In this study, STx is the active RIS which
performs signal reflection and amplification as well as transmitting its confidential
information to the SU.

The secondary receiver (SRx) is intended to receive the conveyed signal
on the primary transmission by jointly decoding both signals utilizing the mutual
cooperation offered by SR. In this study, the SU is the SRx that receives the

reflected signal after being modulated and amplified by the active RIS.

1.1.2 Physical Layer Security (PLS)

PLS is a way to protect the confidentiality of the information transmission by secur-
ing transmissions directly at the signal level, reducing computational demands [1 1].
Security is a critical concern in modern networks, particularly for low-power devices
like sensors that lack the capacity for complex encryption algorithms [12]. More-
over, 6G will bring many sensitive techniques that are very sensitive to security
attacks such as the sensitivity to pilot contamination attacks in massive multipe-
input-multiple-output (MIMO) and nonorthogonal multiple access (NOMA). As a
result, PLS is expected to play a crucial role in the next generations. For example,
optimizing the beamforming at the MIMO transmitter can enhance the security
against eavesdropping [12] which aligns with the work of this thesis.

There are several types of PLS attacks as shown in Figure 1.1. Eavesdropping
attackers try to capture sensitive information without authorization. As they do
not send any signals, it becomes difficult for legitimate transmitters or receivers

to detect or pinpoint their location. On the other hand, contaminating attackers



( Types of physical layer security attacks

Passive attacks Active attacks

[ Eavesdropping ] [ Contaminating J [ Spoofing ’ [ Jamming J

Figure 1.1: Overview of physical layer security (PLS) attack types.

seek to interfere with the channel estimation process in order to gain unauthorized
benefits during the subsequent communication phase. Additionally, spoofing at-
tackers try to infiltrate or disrupt legitimate communications by injecting falsified
identity information. Finally, the goal of a jamming attacker is to disrupt legiti-
mate communications by overwhelming the channel with noise. In this thesis, we

focus on the passive type of attacks i.e., eavesdropping [12][11].

1.1.3 Communication Modes

In this subsection, the two communication modes used throughout this work will

be explained.

Multicast Beamforming

Multicast Beamforming is a communication mode in which multiple antenna PTx
optimizes the beams for legitimate users sending a common message to all. This
can be shown in Figure 1.2 b) where the same signal s is transmitted while ensuring

only the intended users are receiving this common message [13]



Multi-user Beamforming

Multi-user beamforming, which can be called as broadcast beamforming too, on
the other hand, is used to transmit different messages for different users by means
of optimizing the multiple beamforming at multiple antenna transmitter. This
can be illustrated in Figure 1.2 a). The objective is to transmit each signal to its

intended user to enhance transmission rate and security [11].

a) Multi-user beamforming communication mode. b) Multicast beamforming communication mode.

Figure 1.2: Communication modes.

1.1.4 Reconfigurable Intelligent Surface (RIS)

The active and passive RIS architectures will be introduced in this section. Figure
1.3 shows the difference in the hardware construction of both types active and
passive.

Passive RIS as shown in Figure 1.3 (a), consists of many passive reflecting ele-
ments that can be controlled in order to reflect the incident signal with a controlled
phase shift. This controllable feature of the phase shifts for each element can be

done using the impedance-adjustable circuit. Because of the passive nature of the



Reflected signal
4 without ampilification

(a) passive element (b) active element

Figure 1.3: The difference between active and passive RIS hardware architectures.

passive RIS, zero direct current is consumed, with close to zero thermal noise [9].
The model describes the signal reflected by the passive RIS used mostly in the
literature as follows [15]

y = Ox, (1.1)

where x € CV represent the incident signal on the RIS, © = diag (¢!, - -+ , i) €
CN*N and y € C¥ is the reflected signal by RIS. Therefore, controlling the
phases of each element will enhance the gain at the receiver by constructively
adding them together which for sure would increase the received SNR. Unfortu-
nately, there is a negative cost particularly if the direct link is not weak, which
leads to what is called “multiplicative fading” effect caused by passive RIS. In other
words, the path-loss effect is represented by the product of the path losses between
the PT-RIS and RIS-PR links, rather than their summation. Consequently, a large

number of elements is required to offset this loss.



Active RIS as shown in Figure 1.3 (b), comprises of an active reflection-type am-
plifier, which is built of electronic components like active converters or integrated
circuits [16]. Active RIS was proposed to face the challenges caused by “multi-
plicative fading” [9]. Unlike passive RIS, active RIS is capable of both reflecting
signals with controlled phase adjustments and amplifying the incident signal. As a
result, the signal reflected from the active RIS will also include active noise, which

can be represented by the following equation

y = Ox+ On, +n, (1.2)

where ® = diag (plejal, o pnedin ) € CV*N represent the reflection coefficient
matrix of the active RIS, where p, € R, denote the amplification of the n'*
reflection element of the active RIS where p, > 1 due to the amplification gain.
The second term (1.2) is related to the dynamic noise of the active RIS, not like
the passive RIS now we cannot neglect it due to the amplification in which ng ~
CN(0y,021y). The static noise is neglected as compared to ng.

While passive RIS merely reflects the received signal without amplification,
active RIS not only reflects but also amplifies the incoming signal. On the other
hand, there is a third type which is called hybrid RIS. Hybrid RIS is an integration
between active and passive RIS, where some of the reflecting elements are active

and others are passive.

1.1.5 Channel Model

Throughout this work, we consider a block flat-fading channel model, which means

the channel remains constant for the duration of one secondary symbol [17]. The

10



complex baseband equivalent channels used throughout this thesis are described
in Table 1.2, where N denotes the number of reflection elements of the RIS, and

M denotes the number of antennas at the PT.

Table 1.2: Channel descriptions used throughout this thesis.

Channel Description Channel Symbol Dimensions
From PTx to RIS H p rrs) CNxM
From PTx to j™ PU hl, ClxM
From PTx to I*" EVs-I hg’l ClxM
From PTx to EVs-I1 hl} ClxM
From PTx to SU h!! ClxM
From RIS to j** PU gl C1xN
From RIS to I*! EVs-1 gl CIxN
From RIS to EVs-I1 g ClxN
From RIS to SU gl ClxN

All RIS-associated channels are characterized by both large-scale and small-
scale fading. The large-scale fading is dependent on distance and can be represented

as

n(d) = (%)2# (1.3)

where )\ is the wavelength at the carrier frequency, d represents the distance of
the transmitter from the receiver, and 0 is the path-loss exponent. The small-scale
fading follows a Rician fading model for the RIS-related channels, as described in
[17]. Our primary focus is on the channel between the PTx and RIS, denoted by
H(p rrs), while the other channels can be modeled similarly.

Since the Rician model comprises both line-of-sight (LoS) and non-NLoS com-

11



ponents, Hp rrs) is modeled as

FT,R LoS 1 NLoS
Hp r1s) = \/n(dr,r) (\/ mH(RRIS) + mH(P,RIS) : (1.4)

where I' r is the Rician factor, dp g is the distance between the PTx and RIS, and
HI&‘;’SRIS) and Hl(\gj?%%) are the LoS and NLoS components of the channel H p grg),
respectively. The NLoS component Hl(\IPL%SIS) follows a complex-Gaussian distribu-
tion, Hl(\gﬁzsls) ~ CN(0,1). On the other hand, the LoS component can be modeled

as

Hp%rs = an(0™)agi(67°7) (1.5)

where GX(Cb) — [1’ 6j7rsin(<z>)7 o 7ej7r(D*1)sin(¢)}T . De {M, N}
The same large-scale fading model used with the RIS-related channels will be
used to model the channels unrelated to the RIS, whereas the small-scale fading is

characterized by Rayleigh fading, where each component follows CA/(0,1) [3].

1.2 Literature Review

The literature review has been conducted in this section to identify the research
gap and to give a historical overview of the previous research on SR. Fig. 1.4 shows
the hierarchical architecture of the literature review in this section, highlighting
our area of research.

The work on SR has been the focus of researchers recently [2]. The authors in

[18], the first to introduce moving from the concept of backscatter communication

12



Symbiotic Radio (SR)
Communication Systems

. Enhancing SR Performance (i.e., A 5
Evaluation of SR double-fading effect and weak Enhancing SR Ptlyslcal Layer

Relationships multipath) Security

Our area of research

With Passive RIS With Active RIS
With Passive RIS With Active RIS
Y
Only PU's Information is Secured @)th PU's & SU's Information are Secure}

l

Y Y
Multicast Communication System Gﬂul(lcas! o Sys(em) ( MU- beamlorrglrg;ammunlca(lon)

Figure 1.4: Tree diagram highlighting the area of interest in this research.

to the SR communication. In addition to introducing the concept of SR, they
derived the achievable rates for both PU and SU under the different SR setups
and solved a power allocation problem. In [8], the two SR configurations; namely,
CSR and PSR, were analyzed with an assumption of a single PU, a single SU, and
a multi-antenna PTx. For each setup, the achievable rate for both primary and
secondary links is derived. The authors address maximizing the sum-rate prob-
lem by optimizing the transmit beamforming at the PTx, using the Semidefinite
Relaxation (SDR) technique.

Resource allocation is another direction that has gained a potential focus from
researchers recently. The primary emphasis of the paper [19] centers around bal-
ancing SE and EE in multi-SU SR systems. They introduced a coordinated ap-
proach to managing resources involving both bandwidth and power, aiming to
optimize the combined weighted value of SE and EE.

Aiming to establish secure communication within SR networks, the paper [2(0)]
proposed a novel Artificial Noise assisted transmission scheme to maximize the
ergodic secrecy rate of the SU while considering the QoS constraints of the primary

system. This work uniquely considers a scenario where the CSI of the eavesdropper
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is unknown, creating a paradigm shift in enhancing security within the existing SR
systems. Aside from proposing a new transmission scheme, this study also provides
analytic expressions for the achievable ergodic secrecy rate within SR systems,
reducing system design and analysis complexity significantly.

All the previous works consider only SUs with a single antenna which degrades
the performance of SR since the SR system severs from the double-fading effect in
the channel which affects the received signal strength. Moreover, signal antenna SU
will offer only one multi-path link which makes its contribution to the enhancement
of the PU link significantly weak.

To tackle these two major concerns, recently, RIS has been investigated and
integrated to the wireless communications in order to enhance the performance
of transmission. Due to its physical structure, RIS with a massive number of
reflecting elements that can be programmed smartly to enhance the channel and
create a multipath links to the receiver [9].

Reference [21] introduced the use of a passive RIS in SR to improve both pri-
mary and secondary transmissions. The approach involved optimizing the active
beamforming at the PTx and the passive reflection beamforming at the RIS to
achieve a reduction in the PT’s power consumption, subject to the QoS require-
ments of both PU and SU. The non-convex nature of the problem was tackled
through alternating optimization (AO).

Another use of RIS is to work as a SU which can modulate and send its signal
on the reflected signal of the PTx as in [17], [22] and [23]. In [17], a passive RIS is
assisting MIMO SR communication system in a way that it works as a secondary

transmitter to a secondary receiver and helps in reconfiguring the communication
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channel intelligently. For optimizing an unmanned aerial vehicle (UAV) trajec-
tory, the authors in [22] explored the use of RIS-assisted SR setup to enhance the
overall performance of the system. Moreover, Hua. et.al, [23], propose a novel
SR paradigm optimizing bit error rate (BER) for both CSR and PSR under rate
constraint of PU’s transmission.

However, passive RIS can enhance the performance of SR as well as the primary
communication, it is a passive component that cannot amplify the signal. As a
result, passive RIS can not eliminate the double-fading issue completely, causing
limited enhancement in the performance.

In order to face this challenge, researchers have been investigating the use of
active RIS with amplification capabilities which can amplify the incident signals
as well as reconfigure the channel phases [9]. In [24], a downlink communication
system consists of a PTx, a PU, active RIS and an eavesdropper has been inves-
tigated. They aimed to enhance the reliability by eliminating the multiplicative
fading effect through using of active RIS while guaranteeing the PLS of the PU.
The secrecy outage probability (SOP) was used as QoS metric. In [25], a single
user with either an active or passive RIS assists the communication with the ac-
cess point by creating another link due to the blockage of the direct link. This
study considers both downlink and uplink communications. They optimized RIS
placements in order to maximize the rate. In this study, a common amplification
factor was considered to be optimized along with optimizing the phase shifts.

In [26], a comparative study is conducted to investigate the performance of
both active and passive RIS under a fixed power budget. This study concluded the

advantage of active RIS when the power budget is high enough and the number of
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RIS elements is not too large.

Due to the vulnerability of wireless mediums to different security attacks, PLS
can be a key player, especially for low-capacity users such as SR sensors. It is
worth mentioning the PLS can be easily deployed in RIS-assisted communication
systems such as in [27], [28], [29]. Moreover, passive RIS has been considered
to assist the PLS in SR communication system as in [30]. In [3], the first to
investigate the use of active RIS to enhance PLS in SR setup. They optimized
both transmit beamforming at the PTx and the reflection beamforming at the
active RIS constraints to QoS constraints. They aimed to protect the information
transmitted to multi-PUs in a multicast communication mode. However, they did
not consider the security of the SU’s information in their study. Moreover, they
considered only the multicast scenario which is not usually the practical case, in
which the PTx in most of the cases sends different messages to different users which
is called multi-user beamforming communication mode as explained in previous
subsections.

Building on and motivated by all the above studies, this thesis aims to cover
the gaps in the previous research by focusing on a fully secure SR communications,
where both scenarios (i.e., the multicast and multi-user beamforming communica-
tion modes) have been considered, aiming to reduce the total power consumption

subject to QoS and security constraints.

1.3 Thesis Contributions

The main contributions of this thesis are summarized as follows

1. In Chapter 2, the multicast communication mode considered where a joint
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beamforming optimization at both the PTx and the active RIS to minimize total
power consumption subject to QoS constraints for the PUs and SU while main-
taining security against eavesdroppers has been conducted. The system consists
of multiple single antenna PUs, an active RIS to reflect and amplify the incident
signal while sending its sensing information to a single antenna SU. The system
also includes two types of eavesdroppers—one attempting to decode PUs’ signal,
and another intercepting the SU’s signal.

2. Due to the lack of available CSI for the eavesdroppers’ channels, two CSI
error models were employed: the worst-case (bounded) CSI error model and the
statistical (outage probability) model.

3. The non-convex problem is addressed using an alternating optimization
(AO) due to the fact such a problem cannot be solved for the global optimal solu-
tion, we evaluated the proposed algorithm by comparing it with Gradient search
optimization for small-scale systems. Therefore, the original problem is decom-
posed into two subproblems: one for optimizing the transmit beamforming and
the other for optimizing the reflection beamforming at the active RIS.

4. Numerical analysis was done to evaluate the performance of the proposed
AO Algorithm 1, with results presented in Chapter 2.

5. In Chapter 3, the multi-user beamforming communication mode was con-
sidered in the same SR setup. This introduced new challenges due to interuser
interference, making even the two subproblems in Chapter 2 non-convex too. To

address this, a novel approach was adopted:

o The original problem is divided into three subproblems.

o Each SINR for the PUs and SU is divided into two components in the two
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subproblems, each with its own threshold, iteratively updated as part of

subproblem 3.

» A worst-case scenario was assumed, considering that each eavesdropper em-
ploys strong successive interference cancellation (SIC) techniques to eliminate

interference from other users.

6. The proposed Algorithm (3) in Chapter 3 is validated through simulations.
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CHAPTER 2

MULTICAST BEAMFORMING

In this chapter, the multicast communication mode is considered where the PTx
sends the same confidential information to all PUs. In other words, only one trans-
mit beamforming vector needs to be optimized. This chapter starts by defining the
system model, power consumption under this mode, CSI uncertainty model. After
that, the problem is formulated under the two CSI error models with the proposed

solutions for each one. Finally, the results and conclusions are discussed.

RIS controller Active RIS

@—foogl. e
g I ==

PTx

Blockage

Figure 2.1: SR system model setup.

In Fig. 2.1, we illustrate the system model for secure communication in the SR
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setup, assisted by an active RIS. The system comprises one primary transmitter
(PTx) equipped with multiple antennas, one active RIS with reflective components,
a single-antenna secondary user (SU), and multiple single-antenna primary users
(PUs). There are two types of eavesdroppers (EVs-I1 and EVs-1T), each equipped
with a single antenna. EVs-I aims to intercept sensitive data being transmitted
from the PTx to the PUs in the downlink channel, and it is assumed to be lo-
cated close to the PUs. EVs-II, on the other hand, targets the sensing information
backscattered by the active RIS to the SU and is assumed to be near the SU. The
system operates by having the PTx broadcast signal containing sensitive informa-
tion to all PUs via the active RIS to establish a reliable communication link. We
assume that the link between EVs-I and SU is unavailable due to blockages, as
EVs-1I primarily targets the PUs. Similarly, the links between EVs-IT and PUs are
unavailable because their primary interest lies in SU’s information. Refer back to

Table 1.2 for channel descriptions of the system.

2.1 Signal Model

In this subsection, the signal model is introduced as well as the average SNR of
each receiving node in the system. The received signal s at the j** PU during one

secondary symbol can be written as

Yp.i(K) = hgjfs(m)+ggj(UG)H(p,RIS)fs(n)nggj(v@)nRIs(n)+nj(n), keEK, jeJ

(2.1)
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where k € K and K = {1,..., K} is the set of all primary symbol, f € CM*!,
© € CYV npis(k) ~ CN(0,0%51N), and nj(k) ~ CN(0,07) are the transmit
beamforming vector at the PT, the diagonal matrix of the reflection beamform-
ing vector at the active RIS, the thermal noise for the active RIS due to the
amplification, and additive-white-gaussian-noise (AWGN) at the j* PU receiver,
respectively.

Asin [3], the binary phase shift keying (BPSK) technique is employed at the RIS
to modulate the signal of the SU, where v € {1, —1}. Consequently, the average

SNR required at the j** PU, considering the expectation over v, is expressed as

follows:

(b)) + g, (vO)H(pris)) f‘Q
(02, + ofisllgl; ©v?)
(bl + gl OHpris) £ |0, — gl OHppis) £

5J
, 1€ J.
2 (02, + opysllgtOl32) 2 (02, + op5llgl,0]2)

v, =L,

While SU’s received signal can be denoted as ys(k),

ys(k) = h'fs(k) + g (vVO)H p r1s)fs(k) + g (VO)nRrs(K) +ns(K), K €K (2.3)

where ng(k) ~ CN(0,02) is the AWGN at the SU. The maximum likelihood detec-
tion can be used to jointly decode both s(k) and v [17]. Therefore, we can write

the average SNR in order to decode s(k) at the SU as follows:

2 2
g _ |0 T8 O ) I (b —g/OHpps) f]
° 2(02 + oyl ©]2) 2(02 4 o5l ©]2)

(2.4)
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After getting the s(k), SIC can be used to remove the direct link, i.e., the
PT-SU link. Therefore, the remaining signal can be represented in the sense of the

secondary symbol period. Let’s denote it as y,, where

Js = [05(1); - 9:(K)] =& (V@) Hip prgyffs(1), ... s(K)]"
+ g (vO)[nrs(1), ..., nris(K)]" (2.5)
+[ns(1), - g (O]
Utilizing the MRC technique [3], the approximate average SNR for decoding v
at the SU is given by [31]
_K|(g"OHprrs) f’

T~
(02 + ofuslgl'®l?)

VK> 1 (2.6)

For the two types of eavesdroppers, the same principle can be applied as in
equations (2.2), (2.4), and (2.6). For EVs-1, the received signal at the [ EVs-I is

formulated as

Yer,1(R) = hglfs(n) + gi,(v@)H(RRIS)fs(n) + gle(U@)IlRLg(K/) +nei(k), ke K,lel

(2.7)

Therefore, the average SNR at the (" EVs for decoding s(k) can be written as
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(b, + g%, (vO)Hpnrs)) f]”
(031,1 + 012%[SHg§1,l®UH2)
(b, + g/ OHpms) f]° [(b, — gl OHp )]’
2 (‘731,5 + U?«zlngg,lGW) 2 (‘73171 + U%zlsugg,z@"z) ’

‘Ijel,l = Ev

lel (2.8)

On the other hand, EVs-II will follow exactly the same techniques applied by
the SU. Through out of this work, we denoted the second type of eavesdroppers
by the character e2 in order to distinguish between the two types. As a result, the
received signals as well as the average SNR for decoding both the s(k) and v at

the EVs-1I can be written as follows

Ye2(K) = hgfs(n) + gg(v@)H(RR[S)fS(K,) + gg(v@)nmg(n)

+ne2<"")v || € IC> (29)

And after using the SIC technique as well,

Jer = [Fe2(1), -, e (K)] = 8ea(vO)Hip psyfls(1), ..., s(K)]

+g8 (vO)[nr1s(1), ..., nrrs(K)]F + [ne2(1), . .., nea(K)]7, (2.10)

While equation 2.11 will not be used, it is worth mentioning here. Average

SNR at the EVs-1I for decoding s(k) is
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(b + gL OHprrs) f” | |(bf — g OH(ppis)) £’

o) — (2.11)
? 2 (0% + ofsllglbOl) 2 (0% + ofy5ll850O|1%)
Where for decoding v,
K |(gleH f’
v~ (850 Hpnis) f L K> 1 (2.12)

(ng + U?ﬂsugg@HQ)

2.2 CSI Uncertainty Model

In SR system, both the PUs and SU are mutually working and cooperate with the
PTx, and the channels (direct or through RIS channels) can be estimated as have
been proposed by several researchers [32], [33], [34]. It is logical to assume perfect
knowledge of the channels for the PUs and the SU at the PT. The estimation of the
channels related to the eavesdroppers (Eves) can be logically explained as follows:
In a scenario where the Eves are part of a multi-group primary communication
system, they and the primary users (PUs) communicate with the PTx in alternating
secondary symbol periods. Although the Eves are not authorized to access the
information intended for the PUs, they attempt to intercept it during the periods
when the PUs are being served. Meanwhile, during the periods when the Eves are
being served, their channel state information (CSI) can be approximately obtained.
As a result, the two types of eavesdroppers are not willing to cooperate with the
PTx for channel estimation, for this reason, acquiring the correct CSI of their
channels is challenging. To solve this problem, two CSI error models are used in

this paper, the bounded CSI error model which can be considered as an upper
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bound of the CSI errors, and the statistical CSI error model [3].

2.2.1 Bounded CSI Error Model

In this model, the worst case CSI error model for all the channels’ estimated errors
related to the EVS are assumed to be less or equal to a certain threshold (i.e.,
uncertainty radii), which is known to PTx. In general, for any channel, we can

express this uncertainty as

~

hei; =he; +Ahyy, Ahgy € cMx1 |Abeyylls < B, Ve L, (2.13)

The same thing will be applied to the rest of the channels (i.e., EVs-I g1,

EVs-II h., and ges).

2.2.2 Statistical CSI Error Model

For this type of channel CSI uncertainty, the errors of the channels will follow a
certain distribution. According to [29], [35], and [3], the CSI errors estimated at

the PTx can be modeled as CSCG.

A

hey;=he,; + Ah,yy, Ah € CM*' Ahyyy ~CN(0,%h), Zhy =0, (2.14)

where the variance of Ah; can be modeled as ¢ ; = §2l||fll||% in which &,; € [0,1)
are the CSI uncertainty of the channel h,; ;. The same will be applied to all other

EV channels. On the other hand, of the bounded CSI error model, the estimated
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CSI errors can be modeled as

2

Ehl 1
Bhy = TFD (1—p1) (2.15)

In which F'(.) is the inverse cumulative distribution function of the Chi-square
distribution with D denoting the degree of freedom in which in this work it is equal
to 2M for direct channels and 2N for the RIS related channels. p; is the outage
probability of the [* — EV's. It is worth noting that the previously mentioned CSI
error model facilitates an equitable comparison of robust beamforming designs

under both the bounded and statistical CSI error models [30].

2.3 Power Consumption

2.3.1 Active RIS

Due to the existence of active RIS, the total power consumption can be calculated

as follows

Ptotal = PPT:J: + Pactive,RIS - ]D'incident (216)

In which Ppr, = ||f]|* represents the PT’s transmitted power. For the active RIS,

power consumption can be calculated for RIS with N reflecting elements as in [37],
Poctive,r1s = N(Psw + Ppc) + [|OHp ris) fl|” + oys O] (2.17)

where Ppe denotes the direct current biasing consumed power at each RIS element,
Pgy is the switch and control power of each RIS element, and ||©Hp, risf||* +
021s/|©||? represents the output power of the active RIS [9]. Moreover, the incident
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power, Pcident = ||H(pris)f]|, must be subtracted from the total power consump-

tion to ensure an accurate calculation of the overall system power.

2.3.2 Passive RIS

The passive RIS has been considered as a benchmark scheme in this thesis. The

total power consumption in this case can be calculated as in [20]

f)total = PPTJ: + Ppassive,RIS (218)

In which Ppp, = |/f||? represents the PT’s transmitted power. For the circuit

power of the passive RIS, it can be expressed as

Ppassiv@RIS = N(PSW) (219)

Because the RIS is passive, the noise power is typically neglected.

2.4 Problem Formulation and Proposed Solution

In this section, the problem formulation and the proposed solution under two dif-
ferent CSI error models, bounded and statistical CSI error models for the channels

of all the types of EVs are introduced.

2.4.1 Bounded CSI Error Model

The problem is formulated to minimize the system’s total power consumption while
ensuring the confidentiality of both the PT-PU and RIS-SU communications as well
as the QoS. The optimization problem is defined as
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min " + N(Pow + Poc) + [OHe s fI* + ofus [O1* — [ Hepus) £
s.t.
Cl: ¥p; >V, JjE€J,
C2: \I/gi) > Us(n),
C3: Ueg >,
C4: Vo <Vpys_r,
A2 < Briy  |Agll2 < Bgus €L,
C5: VY. < Vpyy,,
[Abeolls < Bhea,  [|Agell2 < By,

C6: 0<a,<p, 0<¢,<2m, neN, (PI)

where V), ¥, Ypys_r, and ¥y, are the decoding SNR of the primary trans-
mission, the decoding SNR of the secondary transmission, the maximum SNR
threshold at EVs-I to decode the s(x) and the maximum SNR threshold at EVs-II
to decode v, respectively. C1 sets the minimum SNR at the PU to decode s(k),
C2 and C3 guarantee the minimum SNR level at the SU first to decode s(x) and
then uses SIC technique to decode v. Constraint C4 ensures a secure transmission
toward the PU by setting the maximum achievable SNR gained at EVs-I to be
lower than the threshold needed to decode the s(x) at EVs-I under the bounded
CSI error. Constraint C5 is used to secure the information v sent by the active
RIS against EVs-1I. Constraint C6 is related to the reflection parameters of the

active RIS.
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The non-convexity of P1 is due to the joint optimization of both f and ©
variables, making it challenging to find a global optimal solution for P1. Therefore,
an (AQO) algorithm consists of two steps optimization is proposed by dividing the
problem into two subproblems and solving iteratively. The transmit beamforming
vector f is optimized first, then the result from fis used as an input to the second
part which is optimizing the reflection beamforming ©.

Before presenting the solution, we first introduce Lemma 1, which will be uti-
lized to reformulate constraints C4 and C5 into linear matrix inequalities (LMIs).
This reformulation is necessary to address the uncertainty in the channels associ-
ated with the two types of Eves.

Lemma 1: (S-Procedure [35]) Let A, € H"" u. € C" h. € R, where ¢ =
{1,2}. Suppose there exists a point z satisfying the following quadratic function

of x as

f(z) =2 A1z + 2R (uf'z) + a1

Then, these inequalities

cHAr+ 2§R(u{{x) +a; <0

(2.20)
2P Asx + 2§R(u£{x) +as <0
hold for Vz if and only if there exists a constant v > 0 such that
A1 u; A2 U9
v - ) (2.21)
U{{ aq ug ag
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Transmit Beamforming Optimization

In this subsection, the transmit beamforming f is optimized while fixing the reflec-
tion beamforming under the bounded CSI error model. Firstly, we introduce an
auxiliary variable F where F = ff/, Rank(F) and F = 0 in order to convert the
subproblem into a tractable form to be solved using CVX solver. As a result, C1,

C2, and C3 can be reformulated as

C8: Tr(H,,;F)+ Tr(Hprspu)F) > Uy (07 + Ulles||g£j@||2) ;
jeJd,
Co9: TI'(HSF> -+ Tr<H(P,RIS,SU)F) Z ‘PS(H) (O'z + U%{ISHgﬁI@HQ) s

C10: KTr<H(P,RIS,SU)F) > \I’U (U? + JI%LISHggI@Hz) 5

where the Hpris puj) and Hprissuy can be reformulated as

H(P,RIS,PU,J’) = (gngH(P,RIS))H (ggj@H(P,RIS)) )
Hp ris,su) = (gf@H(P,RIS))H (gl ©H(pris))

Hp,j = hp,th

D:J’

H, = h,h”.

For C4 and C5, the S-Procedure in Lemma 1 will be used to equivalently con-

sider the uncertainties in the estimation error of the channels, after reformulating
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them as follows

CAH Te H $yg CH CH g 2
Cd: Ax.y Fxe + Ax) Fxe +x0) FAx ) + %0 ) Fxe) < Upys 1oz,

(2.22)
|Ax1|1* < By + B4, L€ L,
where
F B @H(P,RIS)FH{%),RIS)@H - \DEVS—IO—]?{IS@@H 0
0 F
8el,l ) ﬁeu Agel,l
Xel1,l = ) Xe1,l = ) AXel,l -
hel,l hel,l Ahel,l
Therefore, the equivalent LMI can be formulated for [ € £ as follows,
Inynve O F Fx.1,
Vel - , (2.23)
0 —512 fcqu fifl,lFfCeLz - \IJEVS—lgle

where 7,1, > 0 is a slack variable for the [-th EVs-I and needs to be optimized in

accordance with the

B; = 5}21,1 + 5§,l-

We can notice that 2.23 is derived from (2.21) by replacing the variables in Lemma

1 as follows,

o 2
r=Avay, Air=Iysn, v =0, u=Fxy;, a=-0,

cH Py 2
Ay =F, ay= Xel,lFXeu - ‘I’Evsq%u-

Then C4 constraint can be rewritten as follows by moving the left side to the
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right side with a negative sign and now the equivalent constraint will be denoted

as C11 as
C11:
h VetiInyar — F —Fx.q,
LML, , = =0
“H T 2 oH P 2
_Xel,lF —Ver10) — Xel,lFXel,l + \IIEVS—lo-el,l

where LMIZJ € CIN+HM+D)X(N+M+1)

Similarly, for constraint C5, it can be approximated as,

Hx Hp ¢ SHT SH & 2
AX62F62AX62 + AX@2F62X62 + XezFeQAXeQ + X62F62X62 S \IJE‘VS”O-eQ’

HAX@QHQ < ﬁg%e%

where X0 = ge2, X2 = o2, AXeo = Ageo, and feo = 5;62, this is because the SNR

for decoding the v at the EVs-II only depends on the uncertainty of the channel

related to the RIS-EVs-II. The LMI for this type of Eavesdroppers would be as

follows,
IN 0 i‘eQ FeQ}A{eQ
Ve > , (2.24)
0 - 622 ﬂng &gFe2§(62 - %\IJEVSHUEQ
where,
- 1
Fe = OHpris) FH{} 1 O — E\I:EVS,,aﬁlse@H,

Now the LMI for approximating C5 can be expressed as,
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C12:

VeQIN - FeQ _Fe2 ge2
LMIL = =0

SHT 2 ~HT 4 1 2
—goFe _V62562 — 8oFeageo + }‘I’Evsn%g

Where LM% € CVFDx(V+)

Then, the new subproblem for optimizing F can be written as

min Tr(F) 4+ Tr ((HéRIs)@H@H(RRIS)) F) —Tr (Hg),Rls)H(RRIS)F)

F,ve1,Ve2
st. C8,09,C10,C11,C12,
C13: Rank(F) =1

C14:F =0 (P2)

Subproblem 2 is still nonconvex due to constraint C14. After relaxing C14 by
using SDR methods, P2 can be reformulated as in (P3).

min Tr(F) + Tr ((H{p pis)©" OH(p ris) ) F) — Tr (Hip pis) Hipris) F)

F,ve1,Ve2

st. C8,09,C10,C11,C12,C14 (P3)

P3 can be solved efficiently since it is converted to a relaxed semidefinite pro-
gramming (SDP), which can be solved using methods such as the interior-point
method. Simulation results show that the suboptimal F* is always of rank one.
To ensure the results will always be ranked one, the Gaussian randomization tech-

nique is used only if the result is not ranked one. The eigenvalue decomposition is

33



used to get the suboptimal beamforming vector, i.e., £®) at the t** iteration [31].

Reflection Beamforming Optimization

After getting the F®)| we optimized ® while fixing F. Assume p = [p1,...,pn]"
to be the vector of the diagonal elements of ®, by introducing a similar variable
P = pp?, P = 0, Rank(P) = 1, P(n,n) < p?, n € N. Then, C1, C2, and C3 can

be rewritten as follows

C15: Tr(H,;F) + Tr (Hprispu)P) — (0hs8h i P8) Vst = 03V, JET
C16: Tr(H,F) + Tr (HprissoP) — (08l P8s) sty > 02U

S

C17: K Tr(HprissnP) — (ofisgl Pgs) Uy > 000,

where

. . H
H prispu,y) = diag (Hpris)f) 8p,;8. diag (Hprig)f)

. . H
Hprissv) = diag (Hep ris)f) g.8 diag (Hp ris)f)

Also, the S-Procedure (i.e., Lemma 1) is used to deal with constraints C4,
and C5.
For C4, P is defined as

5 diag(Hp ris)f)Pdiag(Hep ris)f)” — ofisPevs—1P 0

0 F
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1 Vet Ininr — P —Px.1
C18: LMIL = =0, lel

~H P — 2 oH Ps 2
_Xel,lP —VeriBf — Xe1,zPXeLl + \I/EVS—lael,z

Similarly, for constraint C5,

. , |
P, = diag(Hp ris)f)Pdiag(Hp ris)f)” — UE{ISE‘I’EVSJIP

Veoly — Pey —P oo
C19:LMI” = =0

~HP — 2 _ oHP ¢ 1 2
X 5P —TVeafSl — XHPeoXeo + 1 VEVS_ 17107

Therefore, the subproblem to optimize the P can be reformulated as

min Tr (diag(H(pmS)f) diag(H(pms)f)H P) + opyg Tr(P)

vael WVe2

subject to

C15, C16, C17, C18, C19
C20: Rank(P) =1
C21: P>0
022: P(n,n) <p*>,neN (P4)

Subproblem 4 is still non-convex due to the rank-one constraint (i.e., C20). After

dropping C20, the problem can be solved using CVX solver (i.e., SDP) followed by
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Gaussian randomization. The objective function in P4 is very small as compared
to the AO tolerance for convergence. For better convergence of the algorithm,
we can introduce the SNR residuals for C16, C17, and C18 constraints, where
SNR residuals represent the slack variables that quantify the gap between the
actual SNR achieved in the system and the required SNR defined by constraints.
By introducing these residuals, the constraints become less rigid, allowing the
optimization algorithm to handle infeasibility more gracefully. As a result, the

problem can be reformulated as a maximization subproblem as in P5.

J+2
p J0AX ., —Tr (diag(H(RRIS)f) diag(H(ples)f)H P) — ofs Tr(P) + Z v
sVel,Ve2,
j=1
s.t.

C15: Tr(H, ;F) + Tr (H(P,RIS,PU,j)P) - (Jlilsggjpgp,j) W) 2
0! (Voy +7), J€JT,
C16:Tr(H,F) + Tr (H(P,RIS,SU)P> - (U%usgfpgs) Wy(n) >
ol (‘Ils(n) + ’YJ+1) )
C17:K Tr(Hip ris su)P) — (fis8s Pgs) U > 03 (U, + 742)

C18, C19,C21, and C22 (P5)

The suboptimal P* will be decomposed using eigenvalue decomposition followed
by Gaussian randomization to get the suboptimal p* vector. These solution steps

are described in detail in Algorithm 1 as well as in the flowchart in Figure. 2.2.
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Algorithm 1 AO Algorithm 1 for Solving (P1)

1: Initialization: Iteration index t = 0, convergence tolerance =, reflection
beamforming vector pt*).
2: repeat
3 Solve P3 for F®.
4 if rank(F®) = 1 then
5: Compute eigenvalue decomposition of F®) as F®) = U, %, UM,
6: Extract solution from the leading eigenvector of F(®) as f(*),
7 Go to step 18
8 else
9 for : = 1,..., maxIterations do
10: Generate a Gaussian random vector g; with zero mean and unit
variance.
11: Construct candidate solution f; = Ulﬁi/ 2gi.
12: if (P3) is feasible with f; then
13: Compute objective value with f;.
14: end if
15: end for
16: return f*) = f,., where i* = arg min objective(i).
17: end if

18: With updated f*), optimize reflection beamforming to get p*+b.
19: Solve P5 for p+b.
20: if rank(P(*+Y) =1 then

21: Compute eigenvalue decomposition of P+ as PO+ = U, 2, UL,

22: Extract solution from the leading eigenvector of P+,

23: Go to step 34

24: else

25: for : = 1,..., maxIterations do

26: Generate a Gaussian random vector g; with zero mean and unit
variance.

27: Construct candidate solution p; = U; 2}/ 2g¢.

28: if (P5) is feasible with p; then

29: Compute objective value with p;.

30: end if

31: end for

32: return p*!) = p;., where i* = arg min objective(i).

33: end if

34: Update t =t + 1.
35: until the difference between Objective(t + 1) and Objective(t) is smaller than

—
—
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Initialize: Sett =0, =,

p(t=0)
Repeat Loop
Repeat Loop
Use Gaussian randomization
NO Step 3: Solve P3 for F(t) and get f(t) via
If rank(F(t))==1 eigenvalue decomposition of F(t)

Yes Check feasibility of (P3) with f; Yes

Update f(®) and optimize reflection
beamforming p(t + 1)
Calculate Power(i)

i=i+1
Select f(t) = arg min Power(i) Step 5: Solve P5 to obtain P(t + 1)

No o max Yes No If rank(P(t + 1))==1 Yes

Repeat Loop

Use Gaussian randomization )
Decompose P(t+1) using eigenvalue

decomposition

Yes < Check feasibility of (P5) with p; t=t+1

NO Objective difference < = or NO

Calculate Power(i) t>max Iterations

i=i+1
Select p(t + 1) =arg min Power(i)
Yes
No. > max Yes Algorithm convereged
- iterations -

Figure 2.2: The flowchart of Algorithm 1

2.4.2 Statistical CSI Error Model

The formulation in P1 remains the same, except that the approach to handling
channel uncertainty for the two types of eavesdroppers will now be modified. Since
the estimation error usually follows a Gaussian distribution, which has no bound,
we introduce the statistical CSI error model in this subsection and solve the same
problem in terms of outage probability p.;,; constant at the " EVs-I and p.s is the

outage probability at EVs-II.
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Therefore,

C23: Pr {\Ifl S \IJEVS—I} Z 1— Del,l (225)

Ahel,l ~ CN(O, Eh,l)? Agel,l ~ CN(O, 2971)7 le Ll

Similarly, C5 in P1 will also be written as,

C24: Pr{VY% < Ugpven} > 1 — peo

AgeQ ~ CN(O; Eg,e2) (226)
As a result, P1 will be reformulated as

min I£l1> + N (Psw + Ppc) + |OHp risfl|* + 07151101
st. C1,02,C3,C7, 23, C24  (P6)

P6 is also a non-convex problem and a similar AO in Algorithm 1 will be used,
where the transmit beamforming vector will be first optimized at loop t, then
the resultant f® will be used to optimize the reflection beamforming of the RIS.
For tackling the CSI uncertainty error of the EVs channel, we propose the use
of Bernstein-Type Inequality to reformulate C23, and C24, SDR technique, and
Gaussian randomization to solve the problem iteratively. Before proceeding to the
solution, let’s introduce the Bernstein-Type Inequality in Lemma 2.

Lemma 2: (Lemma 5 in [35] and Lemma 2 in [3]) Considering f(y) = y# Wy +
27{by} + b, where W € H**% h € C5*! b € R, and y € C5*! ~ CN(0, I5). If

there exists a variable satisfying p € [0,1], the following approximation can be
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obtained

Pr{f(y) =20} =1-p (2.27)

= Tr{W} —4/2In (%) \/||W||%, +2||b|I2 + In(p) AL (-W) +b >0 (2.28)

§
Tr{W} —4/2In (i)e +In(p)c+h >0

= 1 VIWIZ T+ 2[b[E < = (2:29)

s + W >0, c>0,
\

Where A\t

max

(—W) = max(Amax(—W),0). ¢ and z are slack variables. In the

upcoming subsections, we introduce the solution of both F and © optimization.

Transmit Beamforming Optimization

As in algorithm 1, we first perform optimization of the F given ©. All the con-
straints unrelated to the EVs will remain the same as in P3. Therefore, C23 can

be reformulated as

C23: Pr {Ugl,l\DEVS-I - (hfl,thel,l + gg,zchl’lgeu) > O} >1—pey, (2.30)

Ahel,l ~ CN(O, Eh,l)7 Agel,l ~ CN(O, 2971), lel

40



Where

ijl’l = @H(P,RIS)FHgD,RIS)@H — Upve 107 00"

According to [3], this equation has no closed form which can be approximated
as in Lemma 2 to make it computationally flexible and easy to handle by first
assuming X,; = fﬁ,z[zv and Xp; = @%IM [29], [35]. Therefore, Ahe1; = &pinyg,
Ager1 = &yuig, where iy ~ CN(0, Iy) and i, ~ CN(0,Iy). As a result, equation

(2.22) can be reformulated as

Pr{i"Wei i, + 2Re{bll ji;} + b1y >0} > 1 —pey, 1€L (2.31)
Where
—&Z B0
_ 9, H o N e ~
Wel,l - ) bel,l - _é—g’lg]e'—ilel,l _fhhfl,lF )
0 —&i F

2 rH o1 ~H pelln .o
bel,l = O-el,l\IjEVS-I — hel,thelyl - gel,le 8el,l, and 1, =

i
By using Lemma 2, we can approximate this constraint as follows while intro-

ducing slack variables ¢ = [c1,...,cy] and z = [z1, ..., ze14],

1
Tr{WeLl} — 21n <p )Zel,l + ln(pel’l)celyl + bel,l 2 O, l e ﬁ, (232)
el,l
VIWes i+ 20| € i, L £ (2:33)
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Cel,lIM+N + Wel,l =0, lel. (234)

To simplify (2.33), we can rewrite it as

2 vec (B?’l)
&ira vee (F)

\/§£g,l ijlyl gel,l

< Zel s le L (235)

V2&, F flel,l

In the same way, constraint C24 can be approximated by first considering

Pr {iliWesieo + 2R {bica} +be2 >0} > 1 — pes (2.36)
where WeQ - - 3762Bj‘27 bfz - [_gg,e2g[e2B;2}’ be2 = 0-22%\11(]51/5—[[) - ggB?Qge%

BY = OHpris)FH{] 1160 — £V (ave 10ks©®O™ and iy = ijep. Therefore,

C24 can be approximated as

1
Tr{We} —(/2In (—) Zea + In(pe2)Cea + bea > 0 (2.37)
e2
2 o vec(BY)
S Ze2 (238)
\/§§g,e2BJ€f2g62
CeQIN + WeQ t 07 (239)

Therefore, the subproblem will be similar to P2, where only the constraint of the
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eavesdropper, the uncertainty will be tackled under the statistical error model.

min Tr(F) + Tr ((H{;RIS)@H@H(RRIS))F) —Tr (H{{,RIS)H(P,RIS)F)

F’Cel yZel,Ce2,%e2

st. C8,C9,C10,C14,(2.32),(2.34),(2.35), (2.37),(2.38),and  (2.39) (P6)

Reflection Beamforming Optimization

In this subproblem, a similar problem to P5 will be solved, only constraints related
to eavesdroppers will be approximated as in subsection A. With the given F®) by
solving P6, we will focus on optimizing P**1) under this CSI error model. C23

can be reformulated as

Pr {03175‘1’}3\/5-1 — <h517thel,l + gﬁ,lB?’lgel,z> > 0} > 1=pea;

Ahel,l ~ CN(O, ZhJ), Agel,l ~ CN(O, 2971), = ,C, (240)

where B?’l = diag(H(p,rrs)f)P diag(H(pyRIS)f)H — 0215 Urvs1P. Similarly, by using

the same analysis in Lemma 2, this constraint can be approximated as

1
Tr{W.1;} —4/2In (

D ) Eel,l + 1n(pe1,l>51 + Bel,l > 07 l e E? (241)
el,l

£2, vec (B;l’l>
5}%,; vec (F)

\/@B?’l el
V26, Fhe,

<Zay, lecL, (2.42)
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Cerdpiyn +Wery =0, 1€l (2.43)

2B€1,l 0
_ —Sg1Dp
where W,; = g b = ~H pell ~
el o Pett T | =81 BpT —Enihey F
2
0 G F

i

~ ~ R el ~ . g,l
be1y = USU\PEVS-I - hg,thel,l - gel,lBPngel,la and i) =
in,1
Similarly, constraint C24 can be reformulated as,
Pr {igwegid + 2R {thieQ} + heQ Z 0} Z 1-— De2,
Ages ~ CN(0,%,,) (2.44)

where We2 = _52 B%Qabg = [_gg,e2ge2B]€32] s

g,e2

1

2 ~Hpe2n . 0
b€2 = UeQ?IIJ(EVs—II) - geQBP Be2,le2 = lg,e2-

and B = diag(Hp rrs)f)P diag(H(p ris)f)? — J%HS%\I/(EVS,H)P. This gives the
final form of constraint C24 as follows,

— 1
Tr (Weg) — 21n (p_) Zea + 111(]962)562 -+ be2 Z 0 (245)
e2

2, vec (BY)

< Zeo (2.46)
\/569,62 B%'Q geZ
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Coaly +Wea =0 (2.47)

Therefore, the new subproblem in this subsection will be similar to P5 with the

following modifications,

J+2
- max  —Tr (diag(H(RRIS)f) diag(H(pms)f)H P) — ofg Tr(P) + Z vj
P7Z€1 »Cel,%2e2,Ce2,Y jzl

s.t.,

C15,016,C17,021,C22, (2.41),(2.42), (2.43),(2.45), (2.46),and (2.47)(P7)

2.4.3 Gradient Search with Randomization Method

In this subsection, we discuss the gradient search with the randomization method,
which was employed to evaluate the performance of the proposed algorithm in a
small-scale system with M = 2 transmit antennas and N = 2 reflecting elements.
This method serves as a benchmark to compare the suboptimal solution generated
by our proposed algorithm.

The problem is formulated as:

rgén If|> + N (Psw + Ppc) + |OHpris)fl1? + oqus 1O — [Hip ris)f|?
s.t.

Cl: V,; >V, j€J,

c2: 0 >,

C3: WY >,

C6: 0<a,<p, 0<¢,<2m, neN, (P1)

45



where fis the beamforming vector, ® is the diagonal RIS phase shift matrix, Psw is
the power consumption per RIS element, Ppc is the direct current power, Hep, ris)
represents the channel between the transmitter and the RIS, and o3;g is the noise
variance at the RIS.

The gradient of the objective function is derived as follows:

Vel = 20H;prs) I Hf}, ys) + 20750 (2.49)

To solve the optimization problem, the method involves the following steps and

follows Algorithm ?7?

1. Random initialization of f and © for around 100, 000 iterations.

2. Gradient descent optimization to minimize the objective function. The gra-

dients V¢L and VgL are computed and used to update f and © iteratively.

3. For each randomization, the algorithm checks only four constraints C, Cs,
(3, and Cg to simplify the process. These constraints are used for comparison

purposes.

4. The solution with the smallest objective value that satisfies the constraints

is selected as the optimal solution.

This approach ensures that the proposed algorithm produces a competitive
suboptimal solution, demonstrating its effectiveness in meeting the constraints and
achieving good performance. Using gradient search with extensive randomization

provides a robust benchmark for comparison. To ensure a fair comparison, we
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Algorithm 2 Gradient Search Optimization with Randomizations

1: Input: System parameters H, N, Psw, Ppc, Oris, - - ., number of randomiza-
tions num_ randomizations, step size step size, tolerance tol, maximum itera-
tions max _iter.

: Output: Optimal beamforming vector fou, optimal RIS matrix Oy, objec-
tive value fua.

3: Initialization:

4: Set best_f = &, best_ Theta = &, best_ obj_val = co.

5: for rand iter = 1 to num_ randomizations do

6: Generate random initial values:

[\

fO ~ CN((]? I]\/f)y @0 = d]ag(pn . ejen)’

where p, and 6, are initial amplitudes and phases of n'* ARIS.

7 Set f = fu, © = Oy, iter = 0.

8: while iter < max_iter do

9: Compute gradients:

V; = GradientFunction(f,©), Vg = GradientFunctiong(f,©).
10: Update variables:
f < f —step_size-Vy, © < O —step size- Vg.
11: Evaluate objective function:
fval = ObjectiveFunction(f, ©).

12: if [|V|| < tol and ||[Ve]| < tol then
13: Break.
14: end if
15: Increment iter < iter + 1.

16: end while
17: if f and © satisfy constraints C4, Cs, C3, Cg and f, < best_obj_val then

18: Update best_f < f,best_ Theta <— ©,best_obj_val + fia.
19: end if
20: end for

21: Return: f,, = best f, O, = diag(best_ Theta), f. = best_obj val.
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evaluated the performance of our algorithm against Algorithm 2 by considering

only the constraints C, Cs, C3, and Cy across different values of W,,.

2.5 Results and Discussion

In this section, we performed a numerical assessment of the proposed algorithm
under various parameter settings for both CSI error models, focusing on the total
system power consumption. Unless mentioned otherwise, the simulation parame-

ters are provided in Table 2.1.

13 T T T T T T T T T

—+H&— Our Proposed Algorithm
12+ — B — Gradient search optimization | m

/
/
/
11 7 .
/
7/

S
\
\
\
=X

System power consumption (dBm)
©

5 Il Il Il Il Il Il Il Il Il
20 205 21 215 22 225 23 235 24 245 25

SNR threshold required to decode v (dB)

Figure 2.3: Comparison with the gradient search in Algorithm 2 with our proposed
Algorithm.

Figure 3.2 illustrates a comparison between the proposed algorithm and the

Gradient Search optimization method after executing 100,000 randomization tri-

48



Table 2.1: Simulation parameters 1

Parameter

PTx location (z,y)

Number of PUs
Number of EVs-1

RIS location (x,y)

SU location (z,y)

PU locations, randomly placed around (z,y)
EVs type I locations, randomly placed around (z,y)
EVs type II locations, randomly placed around (z,y)

Carrier frequency f.
The path-loss exponents for

5transmitter, receiver

For those unrelated to RIS §
The Rician factor I'

PTx antennas no. M

RIS reflection elements no. IV
All additive noise power o

2

channels related to RIS

The maximum amplification of the active RIS p?
Direct current biasing power at each RIS element Ppeo
Switch and control power of each RIS element Psy,

SNR thresholds

The amount of uncertainties for Eavesdropper channels

The outage probability pi; and peo

dpu, ris = 2.4,
Oris, Evs = 4,
ORIS, SU = 3,
dsu, prT = 2.4,
opr, RIS = 2.4
6=4

5

M=6

N =16
—90dBm

10

—5dBm
—10dBm

v, =40dB,

W = 24dB,
Wpvs, = 15dB,
Upys,, = 15dB
591 = f}u =
g2 = Sno = 0.02
Pe1,;=0.05 and
pe2:0.05

als. The figure depicts the total power consumption as a function of the SNR re-

quired to decode v. While Algorithm 2 provides an effective solution for small-scale

systems, the results clearly demonstrate that the proposed algorithm consistently

outperforms the Gradient Search optimization method. This superior performance

is attributed to the limitations of search-based methods like Gradient Search when

handling constrained optimization problems. Specifically, projecting the solution

onto the feasible set of constraints can significantly degrade the performance of
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Gradient Search. Even with 100,000 randomization trials, the Gradient Search
method fails to guarantee an optimal solution, underscoring the robustness of the

proposed algorithm in comparison.

N
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lteration number

Figure 2.4: Convergence performance of Algorithm 1.

The convergence behavior of the algorithm is depicted in Figure 2.4. This figure
provides a comparison of the convergence performance of the proposed algorithm
at W, = 40 dB. The proposed method achieves significant power savings while
ensuring secure communication within a limited number of iterations. We analyzed
the convergence performance for both passive and active RIS scenarios, and the
active RIS configuration shows a marked enhancement in overall system power
efficiency. Furthermore, for both passive and active RIS, the statistical CSI error

model leads to reduced power consumption compared to the bounded CSI error
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Figure 2.5: Total power consumption vs uncertainty level of the direct channel to
EVs-I, &,
model.
The effect of increasing the uncertainty level of the second type (EVs-II) on the
power consumption, with ¥, = 65 dB, V() = 24 dB is shown in Figure 2.5.
Figure 2.6 shows the total power consumption in both the presence and absence
of the second type of eavesdroppers (i.e., EVs-II), considering two different numbers
of active RIS elements. The results demonstrate that securing the information of
the SU is possible with only a slight increase in power consumption. From the
figure, it is evident that for N = 20, power consumption is higher than for N = 15
in the low SNR range, but as the SNR for decoding v increases (approximately
55 dB), the power consumption for N = 20 begins to fall below that of N = 15.

Furthermore, in the low SNR range of the SU, the difference in power consumption
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Figure 2.6: With SU’s EVs and without power consumption vs SNR requirement
to decode v, ¥,,, with two different numbers active RIS elements (N).
between the cases with and without EVs-II is almost negligible.

Figure 2.7 plots the effect of increasing the number of RIS elements on the
total power consumption with varying the amplification factor of the active RIS.
The value of ¥, = 65, other parameters as in Table 2.1. As shown in this figure,
as the number of active RIS elements increases, the performance gets better until
reaching the point where increasing this number is not efficient due to the trade-
off between the amplification gain and the power consumption of the active RIS
with the number of reflection elements N. It is noticeable that as the amplification
factor p? increases, RIS reaches its optimal number of reflection elements faster,
i.e., N* = 30 for p? = 15. After this point, the power consumption starts increasing

again, while for p? = 15 this number N* is higher. Moreover, passive RIS needs
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many elements to reach the same performance as active RIS. As shown in the fig.
2.7, passive RIS reached the optimal point around N=45, where increasing the

number of elements is no longer beneficial.
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Figure 2.7: Power consumption vs RIS elements number (N) for different active
RIS amplification factors p?.

Figure 2.8 shows the effect of increasing the SNR requirement for decoding s(k)
for different M numbers under the statistical CSI error model. As shown in this
figure, increasing the SNR (dB) will increase the power consumption to satisfy the
constraints of all users. This figure is plotted at ¥,=65 dB. It is noticeable that
for M = 15 higher power is consumed. As this number becomes higher, power
consumption will be less but the difference between M = 20 and M = 25 is not

significant due to the additional power consumption of the active RIS.
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Figure 2.8: Power consumption vs SNR requirement for decoding s(k).

Figure 2.9 depicts the power consumption as the distance between the RIS and
the SU varies, with ¥, = 65 and N = 16. It can be observed that when the
distance is very short (e.g., 1 meter), the performance of both active and passive
RIS is nearly identical for the two CSI error models. However, as the distance

increases, active RIS demonstrates superior performance compared to passive RIS.
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Figure 2.9: Power consumption vs distance of the SU from RIS in meters.
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2.6 Conclusions

In this chapter, the power consumption problem of a multicast communication
system in SR assisted by an active RIS has been solved under two types of CSI
error models for the eavesdroppers. The problem was formulated as minimizing
the total system power (including both PTx and active RIS power), subject to QoS
and security constraints. Given the non-convex nature of the problem, optimizing
both transmit and reflection beamforming vectors was challenging. To address this,
AO was proposed to iteratively solve the problem, reaching a suboptimal solution.
The SDR technique was employed in each subproblem to facilitate the solution.
The channel uncertainties associated with the two types of EVs were handled using
the S-Procedure for the bounded CSI error model and Bernstein-Type Inequality
for the statistical CSI error model. Finally, simulation results were conducted to

validate the effectiveness of the proposed solution.
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CHAPTER 3

MULTI-USER BEAMFORMING

In this chapter, a new optimization problem where now the PTx transmits differ-
ent messages for different users by means of multi-beamforming optimization is
introduced. This new problem is more challenging due to the included interfer-
ence, especially in the presence of SR communication as well as the existence of the
different types of eavesdroppers. The following sections define the system model
with the signal model and problem formulation, then the proposed solution as well
as the simulation results and conclusion.

The same system model components will be used in this section too as in
Chapter 2 Fig. 2.1. The difference now is that in Chapter 2, the system was
multicast beamforming (i.e., the same signal transmitted to all PUs), while now
the PTx tends to transmit different signals to each PU by means of multi-user
beamforming. For consistency, the same notations of the channels as in Table 1.2

used in Chapter 2 will be used here.
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3.1 Signal Model

The signal model now will include the effect of multi-user beamforming where the
interference will be included too. The received signal at the j* PU for decoding

sj(x) during one secondary symbol period can be written as

pi(k) = WLEsi (k) + > hiLfis(k) + gl (v0)Hip ris)fjs; (k)
FESVARE

+ Z ggj(UG)H(RRIS)fj/Sj/(Ii) + ggj(ve))ans(Fd) + nj(li), keK, jeJ
VUSNVARES:

(3.1)
where £ € K and K={1,...,.K} is the set of all primary symbol, f; € CM*! F =
[fy,..., ;] € CM*/ @ € CV*N which includes the diagonal elements of the RIS,
ngis(k) ~ CN(0,045In), and n;(k) ~ CN(0,07). Then the instantaneous SNR

for decoding s;(k) at the j* PU for fixed v can be as the following

_ hH ©®)H f:
v, - _ |( + gpj(v JHe, RIS ) | _ i (3.2)
Zj’ej\{j} ‘(hp,j + gp,j(v@) (P,RIS)) J" ,'@UH

since v is modulated using BPSK at the RIS, the average SINR for the j* PU can

be expressed as follows
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U, =E[¥,;] =

(b, + g OH p pis)) |

z ( S (0, + g OHpnus) £+ o7 + o Hg;%j@rf)
J'eI\{j}

(b7, — g, OHprus)) f;|°

+
2 ( > (b — g OHpris) fj’|2 + 07 + Ofs Hgﬁfj@||2>

;o Jed

VESVAREA:
(3.3)

It is clear that the SNR equation will be very complex due to the interference
terms, therefore the term signal-to-interference noise ratio (SINR) will be used in

this chapter. For the SU, similarly, the received signal at the SU will be written as

ys(k) = Y i (k) + Y g (vO)Hiprs)fjs; (k) + ¥ (vO)Hp misynrs (k) + ny(k),
JjeT JjeET

kek,jeJ
(3.4)

where ng(k) ~ CN(0,02%) is the AWGN at the SU receiver. The maximum likeli-
hood detection can be used to jointly decode both s;(x) of each PU’s message one

by one and v [17]. Therefore, we can write the average SNR for decoding s;(k) at

the SU as follows

(b + g ©OHprs)) £;[°
2 (ij:m ..... s | (B2 + gl OHps)) £ [* + 02 + 0k g Hgf@H2)
. (b — gl OHp ) £
/| (b — g OH i) [ + 02 + o 2 OF)

eJ

(3.5)
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After getting the s;(x) for all j € J, SIC can be used to remove the direct link,
i.e., the PT-SU link. Therefore, the remaining signal can be represented in the

sense of the secondary symbol period. Let’s denote it as y,, where

Js = Z [0, (1), - s, (K)] = Z g, (VO)H(prrsfi[s;(1), ..., s;(K)]"

+ g7 (vO)[nris(1), . .., nps(K)]"

4 s (1),. . e (KT
(3.6)

By using the MRC technique [3], the average SNR for decoding v at the SU is
approximately equal to [31]
2
T~ K cs|(8¥©Hpppis)) ]
o3 + oquslgl ©|?

(3.7)

s

For the case of the two types of eavesdroppers, we are assuming the worst-case
scenario, in other words, we are assuming each eavesdropper has a powerful SIC
that can eliminate the interference from different users when trying to decode the
information of one PU. Under this assumption, the received signal at the [* EVs-I

is as follows

uii(k) = Wiy f85(k) + 82, (v0)Hp ris) £85 ()
(3.8)
+ ggJ(U@)ans(/ﬁl) +n(k), KEK, jeT, €L
where the interference contributions from other users do not appear in the equation

due to the ability to eliminate this interference.

Therefore, the SNR at the {** EVs-I can now be written as

60



Uy =E V] =
|@df+&U®H@Rm)@F |@g¢—dL@H@Rm)@F

- - . N JEJ, L€ L
2 <‘7e1,l + 0his ngl,l@H ) 2 (‘731,1 + 0hus ngl,l@H )

(3.9)

The received signal at EVs-II can be written as

yea (k) = Y _hlEis; (k) + > gl (v®)Hip rig)fys; (k) + gl (vO)Hp pisynrus (k) + nea(k),
€T JjeET

ke, J
(3.10)

This eavesdropper type targets the signal v transmitted to the SU from the RIS.
Therefore, it needs to decode s;(k) for j € J one by one to be able to decode the
signal v. As a result, the average SNR for decoding s;(k) can be formulated as
follows considering the worst-case scenario where these EVs also can eliminate the

interference terms.

U =E V] =
’ (hg + ge2@H PRIS)) f; ‘ i }(hgg geg@H PRIS f } ) (311)
2 (0% + ks 801°) 2 (0% + ks llglhO°)

Utilizing the MRC technique [3], the average SNR for decoding v at the EVs-II

is approximately equal to [31]:

K Y er |(@0Hrms) &

VY~
- Ue2+‘7R1s||g 0|2

(3.12)

In this chapter, the same CSI uncertainty models used in Chapter 2 will be
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used here as in Section 2.2. Also, refer back to Table 1.2 for channel descriptions

of the system.

3.2 Power Consumption

3.2.1 Active RIS

Due to the existence of active RIS, the total power consumption can be calculated

as follows

Ptotal = PPT + Pactive,RIS - ]Dincident (313)

where Ppr, = 37, [Ifjl|*,Vj € J represents the transmit power from the PTx,
Picident = ZFl S IHe, risfi]|?, V) € J. Similarly, the power consumption of

active RIS can be calculated for N reflecting elements as in [37],

Pactive, ris = N(Psw + Ppc) + [1©H e rs)f;1I°] + oys[| O (3.14)
j=1,....J

where Pp¢ is the direct current biasing power at each RIS element, Pgy is the

77777

0215|©||? represents the output power of the active RIS [9].

3.2.2 Passive RIS

The passive RIS has been considered as a benchmark scheme in this thesis. The

total power consumption in the passive RIS case can be calculated as in [20]

Ptotal = PPT + Ppassive,RIS (315)
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For the circuit power of the passive RIS, it can be expressed as

Ppassiv@RIS = N(PSW) (316)

Because the RIS is passive, the noise power is typically neglected.

3.3 Problem Formulation and Proposed Solution

This section introduces the problem formulation under the two CSI error models,

starting with the bounded and statistical, respectively.

3.3.1 Bounded CSI Error Model

In this subsection, the problem formulation under the bounded uncertainty is pro-

posed as follows
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win D0 I+ NRa ot Poc) + 32 [OHmms I+ ohuslON — 37 [Hemasti

s.t.
Cl: W, > Uy, jEJ,
C2: U >, (., jeJT,
C3: 0>,
Cd: VU ; < Vpyg_y,
|Aher gl < Bras |1 A8erylle < Byus L€ L, j€T,
C5: U, < Vpyy,,
[Aheoll2 < Bheas  [[A8e2ll2 < By.eas

C6: 0<a,<p, 0<¢,<2m, m€eN, (P1)

where Wy, (), ¥y, Ypys_1, and Wgyy,, are the decoding SNR of the primary trans-
mission user j*, the decoding SNR of the secondary transmission, the maximum
SNR threshold at EVs-I for decoding j** PU information and the maximum SNR
threshold at EVs-1I to decode the SU’s signal, respectively. C1 sets the minimum
SNR at the PU to decode s;(x), C2 and C3 guarantee the minimum SINR level at
the SU to first decode s;(x) and then uses the SIC technique to decode v. Con-
straint C4 is used to ensure a secure transmission toward the PUs by setting the
maximum SINR gained at EVs-I to be lower than the SINR required to decode
sj(k),Vj under the bounded CSI error model. C5 controls the maximum SINR
achieved at the EVs-II attempting to decode the SU’s message v. Constraint C6

is related to the reflection parameters of the active RIS.
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The problem in (P1) is a non-convex and not easy to deal with even if we
divided the problem into two subproblems similar to Chapter 2 where optimizing
the transmit beamforming matrix F and the reflection beamforming vector ® is
done separately. This is due to the interference summation at the denominator
which makes the SINR equations have no common denominator because of the
averaging over v = {1,—1}. To tackle this challenge, each SINR of the PUs
and SU can be divided into two parts, one when v = 1 and another one when
v = —1, and solve three subproblems alternatingly. In subproblem 1, the transmit
beamforming matrix F is optimized for a given initial values for the reflection
beamforming vector ® and the different thresholds of each part of the constraints.
Subproblem 2 optimizes the reflection beamforming vector © given the transmit
beamforming matrix F obtained from subproblem 1 and also the same thresholds.

In subproblem 3, the different thresholds are updated.

Transmit Beamforming Optimization

In this subproblem, the transmit beamforming matrix F is optimized given ©,
and the different thresholds (i.e., UP;", UP;, US}, US}), these thresholds are
needed to separate C1, C2, and C3 constraints each into two parts (i.e., positive
when v = 1 and negative when v = —1). In the first iteration these thresholds are
initialized as W,(,)/2 for each one. On the other hand, for constraints C4, and C5,
there is no need to separate the negative and positive parts of the constraints in
which the original thresholds will be used since we are considering the optimization
at the worst-case scenario where EVs can eliminate interference.

To tackle the uncertainty of the channels related to the two types of EVs, the
same Lemma 1 in Section 2.4.1 in Chapter 2 will be used. To convert problem
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P1 to a form suitable to be solved, an auxiliary variable has been introduced for
each user beamforming vector such F; = £, Vj € J where Rank(F; = 1) and

F; = 0.As a results, constraints C1, C2 and C3 can be reformulated as

H
C8a: Tr (((hgj +8,,0H(pr1s)) Fj (by); + 8, ,OH(p ris)) >> 2

H .
QUP;_ zZj + Z Tr <(h§j + ggj@H(p,RIS)) Fj/ (hgj + gngH(RRIS)) ) J€J,
3'eI\{j}

H
Csh: Tr (0 — gl OB prs) By (b1, — g OHipprs)") ) >

— H .
WP |2+ Y, T ((hﬁj — 8,;OH(pris) By (b,; — g, OH(p r1s)) ) JEJ,
J'eI\i}

Similarly, for the SU constraint C2 can be reformulated as

C9a : Tr (((hf + gf@H(RR[S)) F, (hf + gf@H(P,RIS))H>> >

2U ST (Zs + Z Tr ((hf + g OHpris)) Fy (B + gng(P,RIS))H)> Jjed,

J=j+1.T

C9b: Tr (((hf — g"OHprrs)) Fj (b — gf@H(P,RIS))H» 2

2US; (Zs + Z Tr <(hf — gl ®H(pR;s)) Fy (bl — gng(P,RIS))H>> JEJ,

J'=j+1,.J

C10: K >, s Tr(HerssuF;) > 0, (02 + ofisllgf®|?)

77777

where

Hp rissu) = (gf@H(P,RIS))H (g ©Hpris)) ,

Rj = 032‘ + Ufysllgﬁj@!\z and z; = Ug + 012%15’”%5@”2-
For C4, and C5, the S-Procedure in Lemma 1 in Section 2.4.1 in Chapter 2
will be used to equivalently consider the uncertainties in the estimation error of

the channels, after reformulating them as follows,
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For C4,

H s H % 2 CH T CH T 2
Axy  Fixern + Axgy Fixey + x0) Fi A1 AX 1y + X0 FiXery < Vpys 107,
(3.17)

”Axel,lH2 S Bl%,l +ﬁ§7l7l € La] € ja

where

GH(P,RIS)FjH{{D,R[s)QH — \IIEVS—lo'%uS@@H 0

Fj -
0 F,
8el1,l . 8el,l Agel,l
Xe1,l = y  Xell = ) AXel,l =
hel,l hel,l Ahel,l

Therefore, the equivalent LMI can be formulated for [ € £ decoding j"PU as

follows

Ininm 0 F; Fi%o1y .
vy j - ,ZEE,]EJ,

2 SH T SH 1 o 2
0 =B, X X, FiXen — Vpvs—1 — o0y,
(3.18)

where v;; > 0 is a slack variable for the [ EVS-I and needs to be optimized in

accordance with the

2 2 2
o1 = DByt By

We can notice that (3.18) is derived from (3.17) by replacing Lemma 1 as follows,
2

r=Axey, Ai1=Iyin, w=0, up=F;X;, a=-5,,

- ~H T 2 2
Ay = Fj, Ay = XequXel,z - \IJEVS—lgeLl-
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Then C4 constraint can be rewritten as

F. vigINy v — Fj _Fjﬁel,l .
Cll:LMIef,l = =0, lel jeJ,

% F; —gBh — x4 FiXa + Vever — 0
where LMI?, € CNFMEDX(NFM+Y)  Gimilarly, for constraint C5, by using the

same principle as in equation (3.17),

AxEF o Axer + AxDF o%er + %D F 2 Ax o + %5 Faker < Uiy, 00, | Axel® < 2.,

(3.19)
where X0 = geo,Xe2 = 8eo, AXeo = Ageo, this is because the SNR for decoding
the v at the EVs-II only depends on the uncertainty of the channel related to the

RIS-EVs-1II. The LMI for this type of Eavesdroppers would be as follows

IN 0 f‘ez F62§(62
Ve t (320)
0 —532 iﬁéFeg figFle(eQ - %‘I’Evsnagg
where
- 1
F,, = Z OH p pis)FH{] 115)0" — gwEvmaﬁIS@@H,
Groord

Now the LMI for approximating C5 can be expressed as

C12:

Ve2IN - FeQ _FngeQ
LMIL = =0,

—éﬁéfea —Vea 3% — @gi‘aga + %‘I/EvsHUzQ
where LML € CIVFD*(N+1)
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Then, the new subproblem for optimizing F' can be written as

min Z [Tr(Fj)JrTr((H{;RIS)@H@ H(P,RIS))FJ)—Tr((H{;,RIS) Hprrs)) Fj)]

F,up j,ve2,j .
‘7:

st. C8,C9,C10,C11,C12
C13 : Rank(Fj) =1
Cl14:F; = 0 (P2)
P2 is still non-convex due to constraint C14. After relaxing C14 by using SDR
methods, P2 can be reformulated as in (P3).

min Z [TT(FJ)+TT ((H?II:’,RIS)@H@ H(p’st)) Fj)—Tr ((HZD,RIS) H(P’RIS)) FJ)]

Fovpjven;
J

st C8,09,C10,C11,012,C14 (P3)

P3 can be efficiently solved for each j € J as it is transformed into a relaxed
semidefinite programming (SDP) problem, which can be addressed using tech-
niques such as the interior-point method. Simulation results demonstrate that the
suboptimal F; for j € J consistently achieves a rank-one solution. To ensure the
algorithm always yields a rank-one solution, Gaussian randomization is applied in
cases where the subproblem does not result in a rank-one matrix. The eigenvalue
decomposition is then used to extract the suboptimal beamforming vector, f;(t), at

the ¢ iteration for all j € J [31].
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Reflection Beamforming Optimization

After getting the F ) for j € J, we optimized ©® while fixing F;. Assume
p = [p1,-.. ,pN]T to be the vector of the diagonal elements of the matrix O,
by introducing a similar variable P = ppf, P = 0, Rank(P) = 1, P(n,n) < p?

n € N. Then, C1, C2, and C3 can be rewritten as follows

Cl5a:

1 H

B [Tr(Hpﬁij) + TT(H(P RIS, PU, J)P + 2Re{ (ngPH(PRIS f) } T Hy UP;F =

[jP;L (O'J2 + Z [Tl‘(hpijj/) + r:[‘I'(I‘I(p7 RIS, PU, j?)P) + QRG{ (gp]PH(pst)f )H}}) s
J'e\{j}

jeJ.

C15b:

1 _

5 [Tf(Hp,ij) + Tr(Hp, ms, pu, yP) — 2Re{ (W6 (g, PH(p rrsyf5) " }| — 1 UP] >

UP; (0'j2 + Z [Tr(hpijj/) + Tl“(I‘I(p7 RIS, PU, j’)P) - 2Re{ (gp ]PH PRIS)f ) H) aj S j
J'e\{s}

where p; = Jélsgnggp,j, Hp ris, pu,j) = daig(H(P,RIS)fj)ng,jggjdaig(H(P,RIS)fj)
and H(p7 RIS, PU,j) — daig(H(P,RIS)fj’)ng,jggjd@ig(H(P,RIS)fj/)- C2 can also be

reformulated as follows
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C1l6a:

1 H
5 |:Tr(HSFj) + TT(H(P, RIS, SU, j)P) + QRe{(hffj) (ggPH(P,RIS)fJ) } — Hs US;F 2

US;F (O’? + Z [TI"(HSFJ'/) -+ TI'(H(R RIS, SU, j’)P) + ZRe{(th]/) (g?PH(p’R]S)fj/)H}}> ,

C17: K> ., ,Tr(HprssupP) — ¥, > U, (0 +ohsllg7©|?), where
ps = ohs8IPgs, Hip ris su,j = daig(Hprisf;)?ggdaig(Hpris)f;) and
Hep ris su, i) = daig(H(p,ng)fj/)Hgsgfdaig(H(p,RIs)fj/). Similarly, the S-
Procedure is used to deal with constraints C4, and C5.

For (4, P_] is defined as

diag(Hp risf; ) Pdiag(Hp ris)f;)” — 0figPrvs— /P 0

P, =

0 F,

Which gives the new formulation of C4 as

L Py — P; —P;x,
C18: LML} = =0, leLljed,

HP — 92 CHP % 2
—Xx,'P; —U1B, — X Pix; + Veys 107

Similarly, for C5 constraints,
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ve2IN - FeQ _Fe2§(62
C19:LMI? = =0

~HP - 32 SHP % 1 2
—X5Peo —Ve250,2 — X 5PeaXeo + R\IJEVS—IIO-QQ

where

Therefore, the subproblem to optimize the P can be reformulated as
Jmin 7 [Tr (diag(Hep rus)fy) diag(Hp s £5) " P)] + oy Tr(P)
V1,5V e2

subject to

C15, C16, C17, C18, C19,
C20: Rank(P) =1
C21: P>0

022: P(n,n) <p*>,neN (P4

P4 is still a non-convex problem due to the rank-one constraint (i.e., C20). After

dropping C20, the problem can be solved using CVX solver (i.e., SDP). The objec-

tive function in P4 is very small as compared to the AO tolerance for convergence.

For better convergence of the algorithm, we can introduce the SNR residuals for

C15, and C16 constraints, and the problem can be converted to a maximization
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one as in P5.

. 2 n
oy JEX —]:; m (ding (L nas ) diog (e sy )" P))—os To(P)+D_ %54 0",
s.t.
C15a:
e, v, + Tr(H P) + 2Re{ (0" £)) (. PH pprs)f) "} | — 1y UPT — 7202 >
5 p,j L j (P, RIS, PU, j) 8p.j (P,RIS) — j T 705 =
UpP/ (0]2. + INTj> jed.
where
H
INT; = > [Tr(h,;F;)+Tr(Hp rs, pu, pP)+  2Re{ (W) (g5 PH(p rrs)fr) " }],
i'e\s}
C15b:
1 H _ n
5 {Tr(Hp,ij) + Tr(Hp, ris, pu, yP) — 2Re{(,;5;) (g, PH(pr15)f) " }| — 4; UP; —7jo} >
— 2 .
UP; (aj —i—INT}),] eJ.
where
INT} = Z [Tr(by, ;F;)+Tr(Hep, ris, pu, )pP)—  2Re{ (b} £;) (g, PH(p r1s)f ) H,

J'eN\{}
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C16a:

1 H
3 [Tr(Hst) + Tr(Hp, ris, su, jP) + 2Re{(hffj) (ngH(P,RIS)fj) } — Hs USj - %DJH)Uz =

Us; <0§ +

J'=j+1,..J

C16b:

1 — n
3 [Tr(Hst) + Tr(H(p, RIS, PU, j)P) — QRG{(hffj) (ngH(P,RIS)fj)H} — s US_j - ’Y(J+j)‘7§ >

US; <a§+ > [Tr(HFy) + Tr(Hep, ws, su, ) P) — 2Re{(h§fj,)(gfpﬂ(gms)fj/)’f}}), jed.

C17, C18, C19,C20,C21 (P5)
To relax constraint C20, a similar approach as in [3], where sequential rank
one constraint relaxation (SROCR) technique has been used to relax the rank-one
constraint of P iteratively. In the inner loop, the subproblem is solved iteratively

by imposing the following constraint replacing C20.

C23: Y (PENHITPY(PED) > o) T (P), (3.21)

where T(P®") is the largest eigenvector at the outer iteration ¢ and inner iteration
r of the variable P, p*") < 1 a parameter that is being updated iteratively from 0

to 1 using equation 3.22.

)
(t,r) _ s (2N ) (t,r)
0 mm(Tr(P(tﬂ") + 901, (3.22)

where (P")) refers to the largest eigenvalue of P and §®") refers to the step
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size. As a result, the newly formulated subproblem can be written as

2J 2J
b, AX = > [Tr (diag(Hep ns)f;) diag(Hep rs)f)” P)]—ofus Te(P)+ > 24> 7"
LT T j=1 j=1
s.t.
C15, C16, C17, C18, C19,C21,C22, C23. (P6)

In which this subproblem is solved iteratively.

Thersholds Updating

In this subproblem, the thresholds related to the PUs and SU constraints are being
updated given F® and p®. Using the main constraints as in (P1) as follows

For the PUs thresholds, these thresholds are updated as in C24

(b7, + g OHppus)) £;|°

s

2 ( > (0 + gl OHprs)) £
J'eT\{s}

C24a :

>UP; jeJ

2+a§+aals||g;z@||2)

(b7, — g OHprus)) ;|

) ( 5|0 — g O ) £+ o+ Hg;;z@!f)
J'eI\{s}

C24b : >UP; jeJ

C24c: UPjJr +UP >V, JE€JT
where the thresholds related to the SU decoding each signal of the PUs one by

one, will be updated as in constraint C25

75



(b + g OH ppis) ]
2 (X yinns | (00 + OB s £* + 02 + ohs Il O

C25a : >USsf, jeJ

,,,,,

n’ — ¢"OH £
‘( s 8s (P,RIS)) g‘ SUST, jed

C25b : 2 2\ = UPio
o[*+ 0% + b g2 Ol

.....

C25¢: UST +US; > Wy ), jeJT.

Therefore, the subproblem in this subsection will update the thresholds de-
pending on the results of sub-problem (P3) and (P6) as follows

(P7): Thresholds updating

s.t.
€24, 025

The results of solving P7 will be used for the next iteration of sub-problem (P3)

and (P6). The detailed solution is shown in algorithm 3 as well as in the flowchart

3.1.

3.3.2 Statistical CSI Error Model

In this subsection, the statistical CSI error model is going to be used to tackle
the uncertainty of the channels related to the eavesdroppers. For this reason, the
same problems P1, P6 and P7 will be solved with all constraints unrelated to
the eavesdroppers will not be changed. Due to the fact that the estimation error
usually follows a Gaussian distribution, which has no bound, the statistical CSI

error model will be implied in this subsection where the constraints are related to
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Algorithm 3 The AO Algorithm for Solving P1

1: Initialization: Iteration index ¢, convergence tolerance =, reflection beam-

2:
3
4
5
6:
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:

26:

forming vector p®, UP*(t), UP~(¢),US*(¢), and US (¢).
repeat

Solve P3 for F\" for all j € J.
if rank(F§t)) =1for all j € J then

Perform eigenvalue decomposition of th) to obtain fﬁt).
Go to step 17.

variance.

else
for i = 1,..., maxIterations do
Generate a Gaussian random vector g; with zero mean and unit
Construct candidate solution f;; = Ulzi/Qgi forall j € J.
if (P3) is feasible with f;; then
Compute objective value with f; ;.
end if
end for
return fﬁ»t) = f; ;+, where ¢* = arg min objective(i).
end if
Initialize inner index r = 1.
repeat

With updated fét), j € J, optimize reflection beamforming p®").
Solve P6 to get p® b,
Update Q(““) using equation 3.22.
until Convergence is met
Compute eigenvalue decomposition of P®7+1) as PG+ = U, 35, UL,
return p" Y = p;..
Update UPT(t+1),UP™ (¢t +1),UST(¢t +1), and US™(t+1) by solving

(P7) with the given fgt), j e J and pttrth).

Update t =1t + 1.

27: until the difference between Objective(t + 1) and Objective(t) is smaller than
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( RepeatLoop )«
I A Initialize: Sett =0, =, p(t = 0), UP*(t),
N .
wge Gaussian randomlzatlon\w = ( UP (), US*(t) US~(t)
J/
A 4

Solve P3 for Fj(t),Vj e J )

rank(F( ))==
Vje J

‘/Get £i(t),Vj € T, via eigenvalue
s 4\ decomposition

/ Using f; ) Vj € T go to optimize
reflection beamforming p(t + 1

Select f;(t) = arg min Power(i)
forVj e J

(

( SolveP5toobtain P(t+1) )

(Update 2(™1) using equation 3,20)

Convergence is met

Y
ecompose P(t+1) using eigenvalue
decomposition - . _
- Objective difference < = or
\ t>max Iterations

@pdate Thresholds by solving P7

/ Algorithm is \
\ convereged /

Figure 3.1: The flowchart of Algorithm 3.

the outage probabilities (i.e., p.1; outage probability constant at the I" EVs-T and

Pe2 is the outage probability at EVs-II). Therefore,

026 PI'{\I/l,j S \IIEVS-I} 2 1-— pel,l (323)

Ahel,l ~ CN(O, ZhJ), Agel,l ~ CN(O, Zg,l)y l e ,C,'] eJ

C5 in P1 will also be written respectively as,

C27: Pr{VU% < VUpysn} > 1 — peo

Ages ~ CN (0,3, c0) (3.24)
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As a result, P1 will be reformulated as

st.  Cl, C2, C3, C6, C26, C27 (P8)

P8 is also a non-convex problem and a similar AO in Algorithm 2 will be used.
For tackling the CSI uncertainty error of the EVs channel, the Bernstein-Type
Inequality as in Chapter 2, Section 2.4.2 has been used to reformulate C26, and
C27. In the upcoming subsections, we introduce the solution of both F and ©

optimization.

Transmit Beamforming Optimization

As in algorithm 2, we first perform optimization of the F;, j € J given ©, and the
different thresholds (i.e., UP;",UP;,US}",US; ), where in the first iteration they
have been initialized as W) /2 for each one. All the constraints unrelated to the

EVs will remain the same as in P3. Therefore, C28 can be reformulated as

C26: Pr{o? Wpver — (B Fborg + gl BYgerr) 2 04 21— pay,

A}lel,l ~ CN(07 Eh,l)a Agel,l ~ CN((); Eg,l)a l € ‘CJ.] € ‘7 (325>

where

Blfj = @H(P,RIS)FJ'H{%RIS)@H = Vevarojus OO0
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According to [3], this equation has no closed form which can be approximated as in
Lemma 2 in Chapter 2, Section 2.4.2, to make it computationally flexible and easy
to handle by first assuming ¥y, = &Iy and ¥, = & Iy [29], [39]. Therefore,
Aheyy = Enying, Agery = Egiigy, where ipy ~ CN(0,Iy) and i4; ~ CN(0,Iy). As

a result, equation (3.24) can be reformulated as

Pr{i'W, i, + 2Re{bll i} +b; >0} > 1—pery, l€LjeT (3.25)

where

_ 2 BZJ 0 E

W, = SoiBy b — H Bl L F.

J ’ L _fg,lgel,l f —&n el g
2 n
0 LY
2 [ H » ~H mlia . I,
blﬁj - Uel,lquVS-I - he1,szhel,l - geLle ge10,and i =
in

By using Lemma 2, we can approximate this constraint as follows while introducing

slack variables ¢ = [c1,...,cpyy] and z = [z1,. .., 21 J],

1

De1,l

TI”{WZJ} —4/2In ( )Zl,j + ln(pelyl)cl,j -+ le >0, l e ﬁ,] ceJ (326)

VIW 2+ 20ba? < 2y LeLjed (3.27)

Cl,jIM+N -+ Wl,j =0, l e £,j ceJ (328)
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To simplify (3.27), we can rewrite it as

2y vec (Blf’j )
5;21,1 vec (F;)

\/§ gg,l BlfJ gel,l

V26, F; flel,l

In the same way, constraint C27 can be approximated by first considering

Pr{illWesieo + 2R {bica} +be2 >0} > 1 — pea (3.30)
where Wy = — 3752B?27 bg = [_gg,GQQGZB?Q}? bea = USQ%QE'US*II_ggB?Qge% B§‘2 =

JOHEprisFH 11607 = £ Vg 103,600 and icy = ig . Therefore,

ey

C27 can be approximated as

De2

1
Tr{We} —4/2In <—> Zeo + In(Pe2)Cea + bea > 0 (3.31)

3762 VGC(B(}Q)

S Ze2 (332)
\/§£g,e2B§f2g62

Ce2ly + Wea = 0, (3.33)

Therefore, the subproblem will be similar to P2, where only the constraint of the
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eavesdropper uncertainty will now be tackled using the statistical error model.

o min > [Te(F)) + Tr (H{ i ©" OHppis) )F5) — Tr ((H{E prs) Hipnus)) Fy)]
yoybhtely~e ]:1 77777 7

s.t.
C8,09,C10,C14,(3.26), (3.28), (3.29), (3.31), (3.32), (3.33) (P9)

Reflection Beamforming Optimization

In this subproblem, a similar problem to P5 will be solved, only constraints related
to eavesdroppers will be approximated as in subsection A. With the given F® by
solving P6, we will focus on optimizing P+ under the statistical CSI error model.

C18 can be reformulated as

Pr {UEUWEVS-I - <hg,lehe1,l + gg,zBﬁéjgeu) > 0} > 1= pey (3.34)

Ahel,l ~ CN(O, Eh,l); Agel,l ~ CN(O, Zg,l)a l e E,] eJ

Where Bl];,j = diag(H(p rrsf;)P diag(H(RR[S)fj)H—J%{IS\I/EVS_IP. Similarly, by using

the same analysis in Lemma 2, this constraint can be approximated as

1

DPe1,l

TI‘{WZJ-} —4/21n ( ) 2z + ln(peu)a’j + bl,j >0, le ﬁ,j eJ (335)
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2 l,j
2.1 VeC (BP )

foL,z vee (Fj )

<z leljeJ (3.36)
V28, BY o1
\% 2£h Fj lAlel,l
Clyn+Wi; =0, leLljed (3.37)
. |-eBE 0 . -
Where W,;; = , by = —é“g,lgf{,lBﬂ.e] —é"h,lhﬁ,le :
0 —&iiF;

i

N N . R . g,
by =02, Yevsr — bl Fihey, — gl Bogay, 1=
in,
In a similar way, constraint C19 can be reformulated as,
Pr {igWe2i62 + 2R {bi,p} + b > 0} > 1~ peo, (3.38)
Ageg ~ CN(O, 2970)
Where
_ e 1 Hoe2 A . .
W, = —€§,egB§3,b5§ = [—59,52&231»2] ybep = USQE‘I’(EVSJI)—ggBJDQgeQ, 1o = 1y e2,
and B?;Q = Zj:l ..... J[diag(H(P’st)f)P diag(H(p’st)f)H] — U%{IS%\I}(EVS,]DP. This
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gives the final form of constraint C19 as follows,

— 1
Tr (W62) —1/2In (p_) Zeo + In(Pe2)Ce + bez > 0 (3.39)
e2

§g.e0 vee (BE)
< Zeo (3.40)

\/569,62 B§3'2 ge2

Cooly + Wep = 0 (3.41)

As a result, the new subproblem of optimizing the reflection beamforming under

the statistical CSI error model can be reformulated as

o - Z [Tr (diag(Hp ris)f;) diag(Hep ris)f;) " P)] — oy Tr(P)+

Pvil,j 7El,j 1Ze2,Ce2,YP Y™
2J 2J
P n.
PIREE DI
s.t.

C15,C16,C17,021,C22,C23,(3.35), (3.36), (3.37), (3.39), (3.40), and (3.41) (P10)

Thersholds Updating

Due to the fact that, (P7) is only intended to update the thresholds related to
the PUs and SU only, therefore, the same formulation of (P7) will be used in this
subsection.

The same algorithm 3 will be used to solve problems (P9), (P10), and (P7) in

this subsection.
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3.3.3 Gradient Search with Randomization Method for

Multi-User Case

In this section, we extend the gradient search with the randomization method to
the multi-user case, where each user j has its own beamforming vector f;. This
modified method is applied to evaluate the performance of the proposed algorithm
for a system with M transmit antennas, N reflecting elements, and J users. The
method serves as a benchmark to compare the suboptimal solution generated by
our proposed algorithm.

The problem is formulated as:

J J J
in, D G+ N(Psw + Poc) + Y II®HE ris)f|1” + ofsl[©]° = D [Hp s f 1
7 j=1 j=1 j=1
s.t.

C1: \I/p,j > \I/S(H), 1€ J,
02 WY >0,
C3: WY >0,

C6: 0<a,<p, 0<¢,<2r, neN. (Pl)

Here, f; is the beamforming vector for user j, © is the diagonal RIS phase shift
matrix, Psw is the power consumption per RIS element, Pp¢ is the direct current
power, Hp ris) represents the channel between the transmitter and the RIS, and
o&1s 18 the noise variance at the RIS.

The gradients of the objective function for the multi-user case are derived as
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follows:

ij£ = 2fj + 2H{%’,RIS)@H@H(P7RIS)fj — 2H€1{>7R15)H(P,RIS)fj (342)
J

Vel = Z 2®H(P7Rls)fjfjl'{H{1€7RIS) + 20750. (3.43)
j=1

To solve the optimization problem, the steps in Algorithm 4 are implemented.
This approach ensures that the proposed algorithm produces a competitive sub-
optimal solution, demonstrating its effectiveness in meeting the constraints and
achieving good performance. Using gradient search with extensive randomization
provides a robust benchmark for comparison.

To ensure a fair comparison, we evaluated the performance of our algorithm
against Algorithm 2 by considering only the constraints C, Cs, C5, and Cg across
different values of ¥,. While Algorithm 2 demonstrates a good solution to the
problem for small-scale systems, it is evident from Figure 2.4 that our proposed
method consistently outperforms it. This is true even after running the Gradient
Search method with 100,000 randomizations, despite the fact that Gradient Search

does not guarantee an optimal solution.

3.4 Results and Discussion

In this section, the simulation results were conducted to evaluate the proposed
algorithm where the passive RIS was considered a benchmark. Unless stated oth-
erwise, the simulation parameters are listed in Table 3.1.

Figure 3.2 presents a comparison between the proposed Algorithm 3 and the

Gradient Search optimization method detailed in Algorithm 4, evaluated after
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Algorithm 4 Gradient Search Optimization with Randomizations for Multi-User

Case
1: Input: System parameters H, N, Psw, Ppc, oris, - .., number of randomiza-

tions num_ randomizations, step size step_ size, tolerance tol, maximum itera-
tions max_ iter.

: Output: Optimal beamforming vectors {fjopt}, Vi € J, optimal RIS matrix
Oopt, Objective value fua.

3: Initialization:

4: Set best F = @, best_ Theta = &, best_ obj_val = oo.

5: for rand iter = 1 to num randomizations do

6: Generate random initial values:

[\

fj,ONCN(OJM), j=1,...,J,
Oy = diag(pn ) 6j9n)7

where p, and 6, are initial amplitudes and phases of the n'* RIS element.

T Set fj = fjp,Vj € J,0 = 0y, iter = 0.
8: while iter < max_iter do
9: Compute gradients:
Vy, = GradientFunctiony, (f;,0), Vj,
Ve = GradientFunctiong({ f; }, 9).
10: Update variables:
fj < fj —step_size - Vy,, VJ,
O <+ © — step_size - Vg.
11: Evaluate objective function:
fval = ObjectiveFunction({ f;}, ©).
12: if ||V, || < tol and [|Vg]| < tol then
13: Break.
14: end if
15: Increment iter < iter + 1.

16: end while
17: if {f;} and O satisfy constraints C4, Cy, C3,Cs and fya < best obj val
then

18: Update best F < {f;},best Theta <— ©,best obj val + fa.
19: end if
20: end for

21: Return: f;., = best F, O, = diag(best Theta), fia = best _obj val.
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Table 3.1: Simulation parameters 2.

Parameter

PTx location (x,y)

Number of PUs
Number of EVs-1

RIS location (x,y)

SU location (z,y)

PU locations, randomly placed around (z,y)
EVs type I locations, randomly placed around (zx,y)
EVs type II locations, randomly placed around (z,y)

Carrier frequency f.
The path-loss exponents for channels related to RIS

6transmitter, receiver

For those unrelated to RIS §

The Rician factor I
PTx antennas no. M

RIS reflection elements no. N

All additive noise power o

2

The maximum amplification of the active RIS p?
Direct current biasing power at each RIS element Ppe
Switch and control power of each RIS element Pgy,

SNR thresholds

The amount of uncertainties for Eavesdropper channels

The outage probability p.1; and peo

dpu, ris = 2.4,
ORis, Evs = 4,
RIS, SU = 3,
dsu, pT = 2.4,
Opt, RIS = 2.4
0=4

5

M=6

N =16
—90dBm

10

—5dBm
—10dBm

v, =60dB,
U, = 24dB,
Wey,, = 15dB,
Upyy,, = 15dB
591 = ghl =
g0 = Eno = 0.02
De1,;=0.05 and
pe2:0.05

100,000 randomization trials. The figure highlights the relationship between total

power consumption and the SNR required to decode v. Although Algorithm 4

produces a solution in small-scale systems, the results indicate that our proposed

algorithm delivers superior performance, particularly in multi-user scenarios with

interference. This advantage stems from the inherent limitations of search-based

methods like Gradient Search when addressing constrained optimization problems.

In this case, Gradient Search suffers from providing solutions outside the feasible
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Figure 3.2: Comparison with the gradient search in Algorithm 4 with our proposed
Algorithm.
set of constraints. Specifically, the need to project solutions onto the feasible
constraint set often leads to suboptimal outcomes for Gradient Search. Even after
100,000 randomization trials, the Gradient Search method is unable to guarantee
an optimal solution, further emphasizing the robustness of the proposed algorithm.
Figure 3.3 shows the convergence performance of the proposed Algorithm 3 for
both passive and active RIS at ¥,, = 60dB, and N=16. As we can notice from this
figure, active RIS performs better by about 15dB over the passive RIS.
In Figure 3.4, we show the effect of increasing the uncertainty level &, on the
total power consumption at ¥, = 60 dB. As shown in the figure, increasing this
value will slightly increase the power consumption.

Figure 3.5 illustrates the impact of the number of RIS elements (V) on the total
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Figure 3.3: Convergence performance of Algorithm 3.

power consumption for two setups: multicast and multi-user beamforming, with an
amplification factor of p?> = 15. In both setups, increasing N initially reduces the
total power consumption. However, the behavior diverges beyond certain points.
For the multi-user beamforming case, the power consumption decreases up to N* =
20, after which further increases in N lead to a rise in power consumption. This
indicates that the multi-user configuration is highly sensitive to the choice of N.
In contrast, the multicast setup exhibits a more stable performance. Even when
the number of RIS elements exceeds N* = 30, where power consumption starts
to increase slightly, the rise is marginal compared to the multi-user case. This is
due to the existence of interference in the multi-user beamforming case and the

optimization under the worst-case scenario due to EVs.
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Figure 3.4: Total power consumption vs uncertainty level of the direct channel to
EVs-1, &,

In figure 3.6, the effect of increasing the SNR requirement to decode the s(k)
in dB, (at ¥, = 45dB) on the total power consumption for both active and passive
RIS. As we can notice, by increasing the SNR by a small value, power consumption
rises fast due to the effect of W,(k) threshold on different constraints that need to
be met. Additionally, active RIS performs better than passive RIS, especially at

higher SNR ranges.
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Fig. 3.7 illustrates how the distance between the SU and the RIS impacts the
overall power consumption. It is evident that as the SU moves farther away from

the RIS, the power consumption increases to meet the QoS requirements of the

SU.

D
(@]

—O— Passive-Statistical
—H8— Active-Statistical

[6)]
()]
T

[6)]
o

N
(é)]

System power consumption (dBm)
w w B
o ,_\O'I o

N
()]
-

)]

o
—_
—_
o

2 2.5 3 3.5 4 4.5 5
SU distance from the RIS (meter)

Figure 3.7: Power consumption vs the distance between the SU and RIS in meters.

Fig. 3.8 illustrates the effect of increasing the SNR requirement for decoding v

as the SU. As the SNR increases, the power consumption increases where for low

SNR, the difference between the active and passive RIS is around 7 dBm, while for

higher SNR the difference become higher (i.e., around 17 dBm at SNR= 60dB).
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Figure 3.8: Power consumption vs SNR requirement at the SU to decode v, ¥,,.

3.5 Conclusions

In this chapter, a multi-user beamforming at the PTx was introduced to the first
problem of Chapter 2. Due to the fact now each user has distinct message transmit-
ted from the PT, the interference between users will exist and create a significant
complexity to the problem in Chapter 2. To deal with the new problem, we divided
it into three subproblems and solved them iteratively as in Algorithm 3, where the
third subproblem is meant to update the thresholds of the constraints related to
the PUs and SU. On the other hand, we assumed that the eavesdroppers have

the capabilities to eliminate the interference completely which leads to the use of
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similar analysis of the uncertainties for both CSI error models with few differences.
Three subproblems have been formulated and solved iteratively. Simulation results
show significant improvement in the total power consumption using the proposed
algorithm. The number of active RIS elements needs to be selected appropriately
to balance between the amplification factor and power consumption, especially for

the multi-user case.
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CHAPTER 4

THESIS CONCLUSIONS AND

FUTURE RESEARCH

4.1 Thesis Conclusions

In this thesis, joint beamforming optimization for an active RIS-assisted MIMO
symbiotic radio (SR) system has been conducted to minimize total power consump-
tion while satisfying Quality of Service (QoS) and Physical Layer Security (PLS)
constraints for both primary users (PUs) and the secondary user (SU). The pro-
posed system architecture consists of a primary transmitter (PT) equipped with
M antennas, an active RIS with N reflection elements, J single-antenna PUs, L
single-antenna eavesdroppers attempting to intercept messages transmitted from
the PTx to the PUs, a type-2 eavesdropper intercepting information intended for
the SU from the RIS, and a single-antenna SU. In Chapter 2, the problem was
formulated as a single multicast transmit beamforming optimization at the PTx
and reflection beamforming at the active RIS, where the PTx broadcasts the same

message to all PUs. The objective was to minimize the total power consumption
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at both the PTx and active RIS while fulfilling SNR requirements for all system
components.

In Chapter 3, although the system architecture remained consistent, there were
significant differences in the signal models, SNR expressions, and proposed opti-
mization approach. Instead of optimizing a single beamforming vector at the PT, a
multi-user transmit beamforming approach was used, introducing additional com-
plexity due to user interference. To address this complexity, the original problem
was divided into three subproblems: P1, which optimized the transmit beamform-
ing vectors; P2, which optimized the reflection beamforming vector; and P3, which
updated the thresholds for constraints related to the PUs and SU. A worst-case
scenario was assumed for the eavesdroppers (EVs), where they could completely
eliminate interference. Total power consumption is sensitive to the number of ac-
tive RIS elements, and the maximum amplification factor of each element. As a

result, they need to be selected carefully.

4.2 Future Research

There are several possible directions for future work to further develop and extend

this thesis, some of which are outlined below:

e In the current system model, a potential extension could involve assuming
that each eavesdropper is equipped with multiple antennas, thereby making

the analysis more applicable to real-world scenarios.

o In the problem presented in Chapter 3, instead of assuming the worst-case

scenario where the eavesdropper can eliminate interference, an alternative
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approach could be to consider the presence of residual interference.

Assessing the complexity of the proposed algorithms for larger numbers of

users could be another meaningful extension.

Exploring alternative algorithms to those presented in 1 and 3 to solve the

same problem could be a worthwhile direction for further research.

Shifting the focus to optimize different objectives, such as maximizing the

secrecy rate or data rate, could also provide valuable insights.
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