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الرسالة ملخص

البنعلي علي بنت حصه الاسم:

المنخفضة الطاقة ذات الاشياء انترنت شبكات في التوجيه لبروتوكول الاختراقات كشف نظام الدراسة: عنوان

الالٓي الحاسب علوم التخصص:

1446هـ الاؤلى جمادى العلمية: الدرجة تاريخ

الاشٔياء، انٕترنت لبيئات الطاقة منخفضة الشبكات عبر التوجيه بروتوكول تقديم تم البيانات. امٔن بشانٔ مخاوف اثٔار وقد بسرعة يتطور الاشٔياء انٕترنت انٕ

للهجمات، عرضة الطاقة منخفضة الشبكات عبر التوجيه بروتوكول يجعل وهذا به. الخاصة الامٔان لاعدادات رسمية تطبيقات ائ حاليًا توجد لا ولكن

الارسال اعٕادة هجمات لتحديد الاختراقات كشف نظام بإنشاء قمنا الدراسة، هذه في الهجمات. اثٓار تخفيف و الكشف انٔظمة تطوير يستلزم مما

بروتوكول هجمات حول موسعًا مسحًا اجٔرينا لذلك، وفقًا الاشٔياء. انٕترنت اجٔهزة على الطاقة منخفضة الشبكات عبر التوجيه بروتوكول في التحكم لرسائل

وتاثٔيرها الارسال اعٕادة لهجمات وتحليلية مقارنة دراسة ائضًا اجٔرينا لها. جديدة تصنيفات واقترحنا تخفيفها وطرق الطاقة منخفضة الشبكات عبر التوجيه

بروتوكول لمعيار وفقًا الطاقة منخفضة الشبكات عبر التوجيه بروتوكول رسالة كل متوسط لتحديد المنفصل الحدث نموذج استخدمنا لقد الشبكات. على

لرسائل المحدد الاسٔاس خط ويستخدم الشبكة يراقب الذي الاختراق كشف نظام بتطوير قمنا لذلك، نتيجة الطاقة. منخفضة الشبكات عبر التوجيه

ونتيجة كبير. بشكل مرجح متحرك ومتوسط العملية في الإحصائي التحكم باستخدام الاجهزة سلوك في والشذوذ المتطرفة القيم عن للكشف التحكم

على هجمات تصنيف يتم التخفيف. الٓيات على التخفيف لحلول التصنيف ويعتمد الهجوم، الٓية على يعتمد للهجمات المقدم التصنيف فإن لذلك،

الاجٔهزة وعزل وتشفير من والتخلص والتحديث المصادقة التخفيف حلول تتضمن محددة. تحكم رسائل ارسال اعٕادة اؤ تعديل اؤ اسٕقاط اؤ توليد انٔها

التوجيه. جدول وتزوير والتقليد DAO ارسال واعٕادة DIO وقمع الجار هجمات اشٔكال: خمسة الارسال اعٕادة لهجمات تحليلنا تضمن المهاجمة.

وهجمات DIO وقمع DAO ارسال اعٕادة هجمات تتسبب النزاهة. على خطير وتاثٔير التوافر على شديد تاثٔير لها الهجمات هذه معظم انٔ وكشف

xxiii



بتقييم قمنا لقد معينة. هجومية سيناريوهات في 50% بنسبة الرسائل نقل زمن ويزداد ،60% بنسبة البيانت وصول نسبة متوسط انخفاض في التقليد

كاذب انٕذار معدل مع 95% الٕى تصل بدقة بنجاح الهجمات هذه يكتشف المقترح الحل انٔ يوضح والذي المقترح، الاختراقات اكتشاف حل ادٔاء

الطاقة. منخفضة الاجٔهزة على للنشر فعالاً يجعله مما الذاكرة، استهلاك في و%1 الطاقة في 3% بنحو محدودة زيادة اضٔاف كما فقط. 4% بنسبة
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CHAPTER 1

INTRODUCTION

The urban development vision to ensure a better quality of life leads to infrastructure

construction and integration of the Internet of Things (IoT) in managing assets, in-

cluding healthcare centers, vehicles, energy utilities, and other community services. A

huge investment is promoted using different IoT devices, including sensors, to monitor

and control these assets. Sensors connected with real-time monitoring systems open

new opportunities for automated services and cutting-edge applications for municipal

users. According to S. OD́ea [6], the number of short-range IoT devices is expected

to grow to around 22.4 billion by 2027.

However, these sensors have limitations in computing, storage, energy, and com-

munication capacity. Such networks suffer from many vulnerabilities, including low

data rates and packet delivery failure [7]. Low Power and Lossy Network (LLN) is the

name given to a network that consists of many constrained nodes with limited pro-

cessing power and memory. The nature of LLN makes the existing routing protocols

not suitable for IoT. As a result, Internet Engineering Task Force (IETF) introduced

IPv6 routing protocol over LLNs Routing Protocol for Low-Power and Lossy Networks
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(RPL). RPL has emerged as the standard routing protocol for IoT networks, as it was

specifically designed to maximize limited resources while delivering efficient routing

services [8].

As smart applications collect sensitive data, it is important to consider security

and privacy issues at different levels of the architecture while designing and imple-

menting these applications [9]. One of the security challenges involves securing data

transmission between IoT devices by ensuring confidentiality, authentication, and in-

tegrity in the routing of data [4]. Replay attacks pose a significant threat to security

protocols and have been discussed in the literature [10], [3]. Replay attacks deceive

legitimate participants into thinking that the protocol execution has been successfully

finalized by replaying messages in a setting different from the original context [11],

[12]. Replay attacks resist cryptographic communications and are effective without

data origin authentication schemes [4].

Consequently, several researchers have identified replay attacks as a security threat

in RPL networks. Authors in [2], [3] showcased more than 15 types of RPL attacks.

Several attacks exploit control messages by replaying them to accomplish their as-

saults, including neighbor and route table falsification attacks. Moreover, various

studies have highlighted that any control message can serve as a vector for RPL re-

play attacks [4]. At the same time, various countermeasures have been proposed [13],

[4], [3]. The proposed countermeasures are categorized into prevention, detection,

and mitigation [14]. The prevention solution offers complete defense against a specific

attack. This type of solution aims to use techniques that protect the network from

the targeted attack before it happens. However, according to [15], [16], providing pre-
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vention solutions against all attacks is almost impossible, especially in wireless and

heterogeneous IoT devices. The second countermeasure is detection, which allows

systems to identify any suspicious behavior and trigger the system when an attack is

present [14]. The last countermeasure solution is mitigation. This solution allows the

attack, but it reacts to minimize its impact on the network [14]. Current studies [17],

[18] show that detection solutions are given more attention than mitigation solutions,

especially in RPL environments where many detection approaches have been explored

to detect RPL attacks, including specification-based solutions [5]. The specification-

based detection systems identify attacks when compromised nodes lead other nodes

to behave differently than the one stated in the protocol. Therefore, the IDS needs

to know the rules that define the baseline of the network according to the protocol

to categorize nodes into normal and attackers [19]. Specification-based IDS has ad-

vantages over other detection approaches, such as signature-based or anomaly-based

IDSs. First, specification-based IDS does not need historical network traffic to learn

the baseline, unlike anomaly-based systems that require extensive training across dif-

ferent scenarios. In addition, the system does not detect attacks by looking for stored

specific attacks’ signatures, similar to the design principle of signature-based IDS [20].

Therefore, to design a specification-based intrusion detection system, understand-

ing the behavior of network nodes according to RPL is crucial. Existing research

lacks a model for quantifying the generated and exchanged RPL messages. RPL as a

network protocol is carefully designed and documented in a standard. In our work, we

simplify the specifications to focus on the essential details of RPL. Our work considers

the Discrete Event Systems (DEVS) based on systems theory [21]. DEVS formalism
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was introduced to provide a hierarchical and modular method of modeling the discrete

event systems [21], [22]. In DEVS, the system is viewed as a “black box” that receives

and sends messages through its input and output ports.

1.1 Problem Statement and Motivation

In this work, we aim to introduce a new taxonomy that provides a classification of RPL

attacks in a way that can be easily extended to future attacks. In addition, to the best

of our knowledge, no study has focused on RPL mitigation solutions. Accordingly, we

also worked on establishing a new taxonomy of mitigation methods for RPL attacks

that is consistent with the introduced taxonomy of RPL attacks.

In addition, the research focusing on replay attacks is quite limited. Based on

the systematic literature review by Al-Amiedy et al. [23], only seven studies out of

127 selected references have examined replay attacks (including neighbor attacks as a

type of replay attacks). Besides, replay attacks reported impacts vary between limited

impacts by causing additional delay and utilizing suboptimal routes [24], [5] to severe

impacts such as network partitioning [4], [3]. Consequently, no comprehensive study

has been conducted to analyze and evaluate RPL replay attacks. The insufficient

research on the various types of RPL replay attacks, and their effects inspired us to

undertake a study that comprehensively assesses and analyzes RPL replay attacks

while presenting cutting-edge security countermeasures.

On the other hand, the absence of a model that describes the number of exchanged

control messages on the RPL protocol motivates us to introduce a model that speci-
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fies the number and frequency of exchanged control messages in normal networks by

analyzing the RPL protocol. We introduce a model that defines the baseline of ex-

changed control messages. This model paves the way for designing a detection system

that monitors the network and ensuring each node follows normal behavior regarding

the number and frequency of the exchanged control messages. Focusing on the place-

ment type of the proposed detection system, we targeted developing this system into

a hybrid system with minimal traffic overhead in the network. The hybrid model is

needed to allow a dedicated host to perform heavy calculations if required, whereas the

network nodes perform the detection and simple calculations. The key issues tackled

in this research are:

• The lack of flexible and extensible taxonomy for RPL attacks and corresponding

mitigation techniques.

• The limited evaluation of replay attacks on RPL networks.

• The absence of a model defining normal control message exchange in RPL net-

works hinders the ability to detect anomalies effectively.

• The necessity for an intrusion detection system that balances centralized and

distributed detection approaches while minimizing traffic overhead and compu-

tation requirements on constrained nodes.

1.2 Research Questions

Specifically, this thesis seeks to address the following questions:
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• RQ1: How to classify RPL attacks in extendable taxonomy?

• RQ2: How to classify RPL mitigation solutions?

• RQ3: How can replay attacks be implemented against the RPL protocol, and

what are their impacts?

• RQ4: How can establishing and maintaining routes in RPL be modeled to specify

the number and frequency of generated RPL control messages?

• RQ5: How to design a lightweight detection system by utilizing the RPL spec-

ifications of the number and frequency of exchanged control messages with the

following performance metrics:

1. Accuracy is between 85% and 98%.

2. False Positive Rate is between 4% and 9%.

3. True Positive Rate is around 85 % and 95%.

4. The consumed power in network nodes is around 1.6 mWatt.

1.3 Research Methodology

In order to achieve the proposed contributions, the work was divided into these major

steps:
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1.3.1 Literature Review

We thoroughly analyzed published works by conducting a Systematic Literature Re-

view (SLR). The primary objective of this SLR is to comprehensively examine RPL

attacks and the mitigation mechanisms. By systematically scrutinizing the existing

literature on this subject, this SLR aims to provide a detailed analysis of the current

state of knowledge in this field. By adopting this, we ensure unbiased research by thor-

oughly analyzing all available evidence and evaluating each study. This methodology

is substantial for producing accurate and reliable results [25]. Additionally, SLRs can

be replicated and updated by other researchers.

1.3.2 Attacks Implementation & Taxonomies Building

The studied attacks are implemented to learn exactly how these attacks are launched

and to better understand each attack’s impact. Moreover, grouping and comparing the

mechanisms of attacks and their mitigation solutions helps in developing corresponding

taxonomies. To verify the correctness of implementing these attacks, we directly

utilized the available algorithms and mechanisms provided in the literature for the

attacks. Lastly, for all implemented attacks, we compare the impact of these attacks

on the network in terms of the impacted routing metrics with the published values in

the literature.
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1.3.3 Network Modelling

We simplify the RPL specifications to focus on the essential details for this goal.

Our work considers the DEVS based on systems theory [21]. DEVS formalism was

introduced to provide a hierarchical and modular method of modeling the discrete

event systems [21], [22].

1.3.4 IDS Development

We rely on our network model to develop a detection system. We also use statistical

process control to monitor the network and ensure the RPL traffic between nodes is

within the specified upper and lower limits.

1.4 Research Contributions & Outcomes

The contributions of this thesis are:

1. Conducting an extensive survey on RPL attacks and their mitigation methods

in IoT environments.

2. Proposing a taxonomy for RPL attacks.

3. Proposing a taxonomy for the mitigation methods against RPL attacks.

4. Performing comparative and empirical study on replay attacks in RPL.

5. Modeling RPL normal behavior to define the baseline in IoT environments.

6. Developing an IDS for replay attacks and evaluate its performance.
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Table 1.1: Dissertation Outcomes
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Albinali, H., Azzedin, F., & Riaz, M. (2024). DEVS-
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Published #5
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Published #1
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ceedings of the 5th International Conference on Future
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Published #2
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1.5 Dissertation Organization

Chapter 2 gives an overview of RPL, routing attacks against RPL, security solu-

tions, and descriptive models that demonstrate RPL characteristics. In Chapter 3,

we present a comprehensive RPL attacks taxonomy that classifies various attacks in

greater detail, including the behavior, while in Chapter 4, we demonstrate the clas-

sification of RPL mitigation solutions that can effectively reduce the impact of RPL

attacks. Furthermore, Chapter 5 analyzes replay attack implementations using RPL

control messages and their impacts. We outline the modeling of the RPL establishment

and maintenance to specify the number and frequency of generated RPL messages in

Chapter 6. Chapter 7 describes the design of a lightweight detection system that

leverages the RPL specifications for the number and frequency of exchanged control

messages. Chapter 8 covers implemented attacks and their evaluations, the validation

of the DEVS-RPL model, and the implementation and evaluation of our proposed

DEVS-RPL IDS detection solution. Chapter 9 details the results of executed attacks

and their impact on the network. It also includes the validation results of DEVS-RPL

and the evaluation metrics of the IDS, such as accuracy, false positive rate, true posi-

tive rate, and memory and power consumption. Finally, the dissertation is concluded

in Chapter 10.
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CHAPTER 2

BACKGROUND REVIEW

This chapter provides a background of the following: an overview of RPL in Section

2.1, different routing attacks against RPL in Section 2.2, and classification taxonomies

in Section 2.3. It also discusses proposed security solutions for these attacks and

taxonomies to organize them in Sections 2.4 and 2.5. Lastly, it highlights various

descriptive models to illustrate the main characteristics of RPL in Section 2.6.

2.1 The Routing Protocol for Low-Power and

Lossy Networks

The usage of IoT applications continues to grow rapidly as an effective solution to

the difficulties faced in smart cities, earthquake warning systems, smart industry,

and more [31], [32]. Wireless sensor networks (WSNs) are critical in integrating IoT

systems for routing and sensing. These networks can be deployed smoothly to supply

a wide range of services and applications [31], [33]. WSN has a limited number of
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sensor nodes (motes) handled by a multi-layered protocol organization. The IEEE

802.15.4 protocol is the typically used communication system for WSNs as a result of

its low power consumption, cost-effectiveness, and its capability of defying physical

and connecting layers for wireless short-range transmissions [34], [35]. It operates

on 800/900 MHz and 2.4 GHz ISM frequency bands and is the foundation for other

standards such as ZigBee, Wireless Hart, WIA-PA, and ISA.100.11a [34].

RPL is IPv6 routing protocol for LLN developed by IETF routing over LLN

(ROLL) group as a recommended standard. Given the noteworthy overlapping be-

tween LLNs and IoT, and the fact that IPv6 is a crucial feature in IoT environments,

RPL has promptly become the routing protocol for IoT. As illustrated in Figure 2.1

(a), IETF puts RPL at the network layer [36]. The success of RPL as an IoT standard

is also supported by companies part of ZigBee Alliance [37], [35]. These companies

apply industry-standard protocols, including IPv6, 6LoWPAN, RPL, and TCP/UD-

P/IP, to bring End-to-End (E2E) IPv6 packets without the demands of intermediary

gateways. As such, ZigBee IP has favored RPL to easily plug their networks into the

IP-based Internet, which was impeding a concrete IoT, as shown in Figure 2.1 (b).

Figure 2.1: Protocol stacks: (a) IoT IETF, (b) ZigBee IP SEP 2.0.
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The RPL design principle is to create a tree-like topology called directed acyclic

graph (DAG) that has a single destination called Destination Oriented Directed

Acyclic Graph (DODAG) [38]. This hierarchical design has the benefit of forbid-

ding network traffic loops [39]. Each node in the DODAG has a rank that points out

the cost to reach the root; typically, nodes near the root have a lower rank than nodes

farther away [40]. RPL uses an objective function to calculate the rank of network

nodes [40]. To demonstrate this cost, the objective function uses different metrics such

as energy consumption, hop count, or quality of the proposed paths [39].

For clarity and completeness purposes, we provide an overview of RPL protocol.

The overview covers RPL traffic flow and modes of operation, topology formation,

RPL control messages, trickle timers, and, finally, RPL security.

2.1.1 Traffic Flows in RPL and Modes of Operations

RPL supports various traffic directions; the first and most vital direction is upward

routing or multi-point-to-point (MP2P) [40]. In this direction, the packets are sent

by network nodes towards the root [41]. The second supported RPL flow is routing

downward or point-to-multi-point (P2MP), which is from the root to any node on the

network [41], [40]. The last RPL flow is point-to-point (P2P) routing which refers to

sending packets between any nodes in the DODAG. This flow is achieved by sending

the packet upward to the nearest common ancestor (or to the root in non-storing

mode) and then downward to the destination node. This is done to enable traffic

from one point to another point in the DODAG. A root must be able to direct packets

to a specific location in the network to facilitate P2P activity. Routing tables to
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destinations may also exist on network nodes. Until it encounters an ancestor with

a known path to the destination, a packet flows in the direction of the root. That

common ancestor might be the DODAG root in the most limited scenario (where

nodes cannot hold routes) [41].

RPL supports two modes of operation, namely, storing and non-storing modes [41].

In the storing mode, RPL keeps a downward routing table at each node. The routing

traffic between two different nodes travels only as far as a common parent [40]. The

storing mode has a limitation related to the size of the routing table. Nodes with

lower ranks have larger routing tables. In addition, RPL fails when the routing table

is full, and a routing entry needs to be appended [42]. In the non-storing mode, all

traffic is sent to the root [43]. The root uses source routes to send traffic to leaf nodes

[41]. There are many challenges in this mode, including limited memory of DODAG

root to handle all network nodes. Another challenge is the overhead, as it requires

more compute cycles [40].

2.1.2 Topology Construction

The DODAG construction is shown in Figure 2.2. The root node broadcasts its

information using the DODAG information object (DIO) message. Nodes within the

communication range of the root will receive the sent DODAG Information Object

(DIO) message. Typically, when a node receives a DIO message, it evaluates the

routing information, such as RPL instance, version number, object function, and

mode of operation that represents the network information. DIO messages also carry

information about the sender, including node ID and node rank. Therefore, any node
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should add its routing information, including the rank, before sending DIO messages

[41], [42], [40].

Figure 2.2: The DODAG construction mechanism

To join a DODAG, a new node sends the DAG information solicitation (DIS)

message. Nodes within the communication range of the new node reply with a DIO

message carrying node ID, objective function, and node rank [40]. Until the new

node receives a DIO message from one of its neighbor nodes, it constantly broadcasts

DODAG Information Solicitation (DIS) messages at a set interval. This interval may

vary with different RPL implementations. The new node stops sending DIS messages

after receiving DIO messages from neighbor nodes and starts to view all senders as

prospective parents. Alternatively, a new node can wait to receive DIO messages from

its neighbors without sending a DIS message. The period between two consecutive

DIO messages is dynamic, and the trickle timer determines this interval [44].

When a joining node receives a DIO message, it calculates its rank by considering

a given objective function that aims to optimize energy consumption, hop count, or

quality of the proposed paths [40]. The main purpose of the objective function is to
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determine the rank of each node within the DODAG. Therefore, the root node is the

sink with the minimum rank [41]. Additionally, the joining node prioritizes the nearby

nodes as prospective parents in an ordered list [43]. In DODAG, each node selects the

preferred parent, which is the node that offers the lowest cost or the minimum rank

for this node [41], [40], [43]. decide whether to join this DODAG [39].

Depending on RPL’s mode of operation, the joining node may participate in down-

ward routing by sending a Destination Advertisement Object (DAO) message to its

preferred parent or to the DODAG root [40]. In storing mode, each node main-

tains a routing table that maps all reachable destinations in its sub-DODAG to their

corresponding next-hop nodes, as discovered when receiving DAOs. In non-storing

mode, the DAO is delivered directly to the root. When the root receives the DAO,

it adds the node to its routing table and stores the parent-child relationship, which

is later utilized for source routing. The sender of the DAO message may optionally

request their destination to send an acknowledgment. The Destination Advertisement

Object-Acknowledgement (DAO-ACK) message is sent back to the DAO sender.

2.1.3 RPL Control Messages

RPL provides the following four primary types of control messages.

• DODAG Information Solicitation DIS: This message is employed to request DIO

from an RPL node. Usually, a node probes neighbor nodes in nearby DODAGs

using a DIS packet. The structure of the DIS message is shown in Figure 2.3.

• DODAG Information Object DIO: This message contains data that enables a
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Reserved OptionsFlags

Figure 2.3: The structure of DIS message

node to locate an RPL instance, learn about its configuration settings, choose

a DODAG parent set, and keep the DODAG up to date. Specifically, DIO

packets are used to construct MP2P routing paths as well as assist new nodes

in finding neighboring DODAG [40], [45]. Figure 2.4 illustrates the structure

of DIO messages. The version number denotes the DODAG version number

and keeps all nodes in sync. This number normally increases upon each network

information update. The rank details the node’s rank that sent the DIO message.

The MOP determines the RPL’s mode of operation. The DODAG-ID is a unique

value for each DODAG identified specifically by a DODAG root.

G O MOP Prf DTSN Flags Reserved

DODAG - ID

Options

0    1   2   3    4   5    6   7    8    9   10 11 12 13 14  15  16 17 18 19 20 21 22  23  24  25 26 27 28 29 30  31   32

Version Number RankRPL Instance ID

Figure 2.4: The structure of DIO message

• Destination Advertisement Object DAO: This message is utilized to spread des-

tination information upwards. In storing mode, the DAO is sent as a unicast

message to specific parents, while the DAO is sent as a unicast message to only

the DODAG root in non-storing mode. RPL facilitates P2MP traffic by relaying

on DAO packets [40], [45]. As modifications are made to the underlying DODAG
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topology, destination advertisements may update routing tables [40]. When the

root sends messages to a descendant node, it will utilize the routing table based

on the received DAO messages [39]. The structure of the DAO message is shown

in Figure 2.5.

0    1   2   3    4   5    6   7    8    9   10 11 12 13 14  15  16 17 18 19 20 21 22  23  24  25 26 27 28 29 30  31   32

RPL Instance ID K D FLAGS Reserved DAO- Sequence

DODAG - ID

Options

Figure 2.5: The structure of DAO message

• Destination Advertisement Object-Acknowledgement DAO-ACK: In response

to a unicast DAO message, a DAO recipient (a DAO parent or DODAG root)

sends the DAO-ACK message as a unicast packet [41], [40]. The structure of

DAO-ACK message is shown in Figure 2.6.

DODAG - ID

Options

0    1   2   3    4   5    6   7    8    9   10 11 12 13 14  15  16 17 18 19 20 21 22  23  24  25 26 27 28 29 30  31   32

StatusDAO- SequenceReservedDRPL Instance ID

Figure 2.6: The structure of DAO-ACK message

2.1.4 Trickle Algorithm

In RPL, network nodes frequently announce their routing information using DIO mes-

sages. The frequency between these messages is dynamic, and it is determined by the

trickle algorithm [44]. The trickle algorithm is designed to minimize sending redundant
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messages, which is achieved by checking the consistency in received DIO messages. As

a result, the trickle timer allows nodes to exchange routing information only if an in-

consistency is detected. In order to send minimum redundant messages when DODAG

exhibits inconsistency, the trickle algorithm sends DIO messages in short intervals.

However, when nodes receive consistent information about their DODAG, the trickle

algorithm increases the interval between transmissions until a preset maximum inter-

val is reached. This mechanism is implanted using three parameters [44]: minimum

and maximum interval times and a consistency threshold. The minimum and maxi-

mum intervals define the shortest and longest time between sending consecutive DIO

messages. The consistency threshold determines the number of consistent messages

before forcing the node to suppress its DIO information. DODAG root determines the

values of all these parameters [44], [46]. Accordingly, when a node detects DODAG

inconsistency, such as a change in a neighbor rank, the trickle algorithm resets to

the minimum interval between two DIO messages. In comparison, when the network

is stable, the time between two DIO messages exponentially grows until it hits the

maximum set interval [46].

2.1.5 Objective Function

The IETF has officially defined two objective functions: Objective Function Zero

(OF0), which considers hop count as the routing metric [47], and the Minimum

Rank with Hysteresis Objective Function (MRHOF), which uses paths that minimize

Expected transmission count (ETX) as a metric [48]. In (OF0), the objective function

is designed to find the nearest root by selecting the preferred parent based on only
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the hop count as a routing metric [49]. Therefore, all the upward traffic goes through

the preferred parent with no attempt to perform any load balancing or considering

the quality of the link [40].

On the contrary, the (MRHOF) objective function selects the route that minimizes

the expected transmission count (ETX) values, where each node calculates the

probability of successfully delivering a packet by passing it to a specific neighbor [48].

MRHOF relies on the information that DIO messages advertise for metrics values.

For example, the use of MRHOF with the latency metric allows RPL to find stable

minimum-latency paths from the nodes to a root in the Directed Acyclic Graph

(DAG).

2.1.6 RPL Mechanisms of Repair & Maintenance

To ensure consistency in RPL, two maintenance mechanisms are defined. The first one

is the local repair mechanism, and the second one is the global repair. The local repair

maintenance mechanism is triggered by several cases. The first situation is when a

node has no parent in the parents set. The second triggering case is the inconsistency

between the rank of two neighbor nodes (parent and child), which indicates a possible

loop. To initiate the local repair, the node should send a DIO message that specifies

the current parameters as configured from the DODAG root [41].

The second maintenance mechanism is global repair. This maintenance is initiated

by the root by announcing a new DODAG version. Consequently, Nodes in the new

DODAG version can select a new position without considering their previous rank in
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the old DODAG version. Nodes in a DODAG respond to this global repair with a

new version number by resetting their own trickle timer, updating the stored version

number, and advertising the new version by multicasting a DIO messages [40].

2.1.7 RPL Secure Modes

To ensure the security of RPL messages in terms of confidentiality and integrity, IETF

proposed secure modes for RPL. The proposed secure modes are the pre-installed

secure mode and the authenticated mode [41], [40]. The pre-installed mode allows

nodes to join the DODAG, process, create, and exchange RPL messages only if they

have a shared key. Similar to the pre-installed mode, nodes in the authenticated mode

can join the DODAG as leaf nodes by utilizing the pre-installed shared keys. However,

nodes must get a key from a centralized authentication authority to take part in the

forwarding process [41], [40].

Secure modes provide optional services such as encryption using AES128 to ensure

confidentiality for RPL messages. Another optional service is replay protection using a

consistency check control message [41], [40]. This message is a secure control message

with a non-repetitive nonce value [41], [50]. The main limitation regarding these

secure modes is that there are no official implementations yet for them [51], [52], [50].

In addition, symmetric encryption algorithms are unable to provide an authenticated

mode where RPL only supports symmetric encryption [41].
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2.1.8 Applications built upon RPL

RPL serves as a fundamental routing protocol in various IoT applications, particu-

larly those involving resource-constrained devices and unreliable communication links.

Notable applications built upon RPL include:

1. Smart Grid Advanced Metering Infrastructure: RPL facilitates efficient commu-

nication between utility providers and smart meters, enabling real-time monitor-

ing and management of energy consumption [53]. Its adaptability to low-power

and lossy network conditions makes it suitable for the different environments

typical of metering infrastructure systems [53].

2. Industrial Automation: In industrial settings, RPL supports wireless sensor and

actuator networks that oversee machinery and processes [54]. Its design ac-

commodates the stringent reliability and latency supplies essential for industrial

control systems [55].

3. Home and Building Automation: RPL supports applications that manage light-

ing, heating, and security systems in smart homes and buildings. Its support

for IPv6 allows seamless integration with other IP-based networks and devices

[56], [57].

4. Healthcare Monitoring: RPL-based networks are utilized in healthcare for pa-

tient monitoring systems, where sensors track vital signs and transmit data to

healthcare providers [58]. The efficiency of the protocol in low-power scenarios

extends the operational life of medical monitoring devices [59].
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5. Environment and Agricultural Monitoring: In the agricultural field, RPL enables

soil moisture and nutrient sensor networks to communicate data that inform ir-

rigation and fertilization decisions [60], [61]. RPL is also used in sensor networks

that monitor environmental parameters such as temperature, humidity, and pol-

lution levels [60]. Its ability to establish reliable multi-hop communication paths

in challenging terrains ensures consistent data collection and transmission across

a diverse range of IoT scenarios [61].

These applications demonstrate the versatility and effectiveness of RPL in estab-

lishing reliable communication networks across a diverse range of IoT scenarios.

2.2 RPL Attacks

This section highlights RPL attacks studied in the literature, showing the attack

mechanisms and their impact on networks.

2.2.1 Blackhole Attack

The attacker node drops packets rather than sending or forwarding them [62], [63].

The impact of this attack appears in the form of a noticeable drop in the Packet

Delivery Ratio (PDR) [64], [65] and an increase in E2E delay [66], [64]. In addition,

it increases the control message overhead as the frequency of DIO messages being

exchanged increases [67].
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2.2.2 Clone-ID Attack

During this type of attack, the perpetrator obtains the identification of a valid node

and replicates it throughout the network to intercept packets intended for that tar-

geted node [68], [69], [70]. A clone-ID attack has a disruptive impact in terms of

diverting packets through an unauthorized node [68].

2.2.3 Copycat Attack

This attack is launched when a malicious node intercepts DIO messages that autho-

rized nodes have broadcasted. This is followed by continuous transmission of previ-

ously received DIO messages using a set replay interval [71]. There are two types of

copycat attacks. The first one is called a spoofed copycat attack, where the attacker

replaces the source IP address in the IPv6 packet with the IP address of the original

DIO sender. The second type is called a non-spoofed copycat attack, where the at-

tacker replays DIO messages with its own IP address[72]. This attack decreases the

PDR and increases E2E network delay [71], [72].

2.2.4 DAO Inconsistency Attack

When a node drops incoming data packets and sends forwarding error packets, it

launches a DAO inconsistency attack. This attack aims to create errors in packet

forwarding to cause the parent node to discard valid downward paths in the routing

table [73], [74]. According to the RPL standard, when a message to a downward

destination address includes a forwarding error, the sender node considers the address
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as unreachable and sends an appropriate No-Path DAO message[41]. This attack

highly decreases the PDR and significantly increases energy consumption [75].

2.2.5 DAO Insider Attack

In this attack, the attacker node frequently sends DAO messages to its parent nodes

to force ancestor nodes to flood the network with DAO messages [76], [77]. As a result,

this attack harms energy resources and increases E2E latency [78], [77].

2.2.6 Decreased Rank Attack or Sinkhole Attack

The adversary node presents itself with a lower rank than other nodes in an attempt

to position itself as a more desirable parent. The attacker node accomplishes this by

creating a false route using a different objective function (OF) to lure legitimate nodes

or by altering the rank value in DIO messages. Consequently, neighboring nodes are

misled into believing this malicious node is a sink[79], [80], [68]. The consequence

of this attack is a significant disruption to RPL’s DODAG [81], which causes high

network traffic toward the attacker node [68].

2.2.7 DIO Suppression Attack

The malicious node receives a DIO message from a legitimate node and replays it re-

peatedly at a fixed frequency during the attack. This flood of consistent DIO messages

causes the victim node to suppress its own DIO transmission due to the trickle algo-

rithm specification. As a result, the victim node stops sending its DIO messages after
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receiving enough consistent DIO packets [82], [83]. This attack degrades the quality

of routing services by reducing the PDR and network path stretch [84] because the

continuous suppression can cause some nodes to be hidden, and consequently, some

routes will remain undiscovered [82], [85].

2.2.8 DIS Flooding Attack

The malicious node floods nearby nodes by broadcasting DIS messages during this

attack, leading to resetting their trickle timer. Another strategy this attack could

involve is targeting a specific neighbor by sending DIS messages and initiating its

response in the form of a DIO message [86]. The effect of this attack is to increase

the exchange of control packets, leading to network congestion. This attack has more

impact when the attacker broadcasts DIS messages. As per RPL standard [41], broad-

casting DIS messages leads to resetting the receiver’s trickle timer, which also leads

to flooding the network with DIO messages and increases the power consumption of

nodes [86].

2.2.9 DODAG Inconsistency Attack

This type of attack occurs when a node alters the packet option header by activating

both the “O” and “R” flags [87]. According to RPL standard [41], setting the “O”

flag indicates sending the packet to a descendant node. As a result, the attacker sends

the packet to an ancestor node. Setting the “R” flag means an error is detected. Con-

sequently, the receiving node drops the packet because of the DODAG inconsistency
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forming a blackhole in the next hop [88], [87]. The consequence of this attack is a

decrease in the PDR as the attacker forces the next hop to drop all packets of the

attacker’s descendants. This also leads to an increase in message overhead [88], [87].

2.2.10 Hello Flood Attack

If a node continuously sends a DIO message with strong routing metrics or a powerful

signal, it can lead to a hello flood attack [89], [90]. As a result, nodes in the commu-

nication range of the attacker reset their trickle timer and could decide to join this

network through this malicious node. Meanwhile, the attacker might disappear or

reduce its transmission power to normal [91]. This attack decreases the PDR because

many legitimate packets sent by other nodes will not be delivered [90]. In addition,

this attack exhausts the energy of legitimate nodes and increases control overhead,

thereby causing congestion in the network [91], [89].

2.2.11 Increased Rank Attack

An adversary node can execute this attack by artificially elevating its rank to a higher

value than its actual rank. This deceptive tactic leads to the node showing up farther

along the root than its actual position [82]. Similar to the sinkhole attack, the rank

is manipulated by modifying the rank of the attacker node by a specific fake value or

by using a different objective function to mislead legitimate nodes [92]. The result of

this attack is forcing other nodes to choose further nodes as parents, which leads to

consuming more energy and causing additional latency [93], [94].
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2.2.12 Local Repair Attack

This attack is performed by exploiting RPL to start the local repair process using the

two following methods [95]: The first method is by changing the rank of the attacker

node to infinitive and broadcasting this rank to all its neighbors [96] (as a result,

the neighbor nodes update the rank information of the attacker node and find a new

preferred parent towards the root); the second method is changing the DODAG-ID

value of the node. In fact, the DODAG-ID is the address of the root, which is unique

to each DODAG. When a node changes its DODAG-ID, it leaves that DODAG and

belongs to a different DODAG. Therefore, children nodes have to perform a local

repair to select a new preferred parent. According to RPL, the node invokes local

repair only if the links to all parent lists are lost [97]. This attack exhausts the energy

resources and increases control overhead [95]. As demonstrated [97], another impact

is packets dropping because of the temporary loss of valid routes.

2.2.13 Neighbor Attack

To perform this attack, the attacker uses a received DIO message and forwards it

without modification. Therefore, neighbor nodes will be misled by information in the

sent DIO. [98], [99]. Neighbor attack increases E2E delay and causes more exchanged

control messages [100], [98]. It also leads to choosing non-optimized routing paths

[99].
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2.2.14 Route Table Falsification Attack

This attack happens in a storing mode when the attacker forwards a forged or modified

DAO control message. The purpose is to add false routing entries in the routing tables

of neighbors and to advertise fake routes to other nodes [3]. This attack causes E2E

delay, packet drops, and a depletion of resources [101], [3],[2].

2.2.15 Sybil Attack

Multiple redundant DIS messages with fake identities are being sent out by a mali-

cious node during this attack, which causes the legitimate nodes to reset their trickle

algorithm [45], [84]. Because of the attack, the routing topology is disturbed [102],

[103]. Also, it leads to the initiation of maintenance procedures [45]. Moreover, this

attack causes a swift depletion of limited energy resources because a large number of

control messages are being broadcasted [84].

2.2.16 Selective Forwarding Attack

The adversary in this attack forwards only a selection of packets and drops everything

else [70], [104]. To accomplish this attack, the malicious node checks incoming packets

and then allows sending some of them and dropping others based on the class of

packets. According to [104], the class of packets indicates either dropping data packets

or control packets but not both. This attack leads to disruption in the routing path

[70], especially when the repairing mechanism does not discover or detect this attack

[100]. Moreover, the selective forwarding attack destabilizes the data flow in the
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network [70].

2.2.17 Version Attack

In this attack, the malicious node changes the version number in the DIO message to

a higher number [89]. According to RPL, only the root can update the version number

to control the global repair mechanism and to ensure that all nodes are within the

same routing state. However, there is no mechanism to check the integrity of the

version number in received DIO messages [105]. Therefore, when nodes receive a

malicious DIO with a new version value, they respond to global repair by performing

the following processes: resetting the trickle timer, updating the version to the new

value, and advertising this new version by sending DIO messages to their neighbor

nodes [106], [107]. Even though the global repair mechanism guarantees a loop-free

topology, it is costly in terms of the number of exchanged messages. Nodes that

send DIO messages with the old value of the version indicate the node will not be

a preferred parent by other nodes. However, data packets from nodes with the new

version are not allowed to transit through nodes with the old version to avoid loop

creation [106]. This attack leads to inconsistent topology with routing loops. It also

has a negative impact on the energy resources of the nodes and channel availability

[89]. Furthermore, the location of the attacker node determines the impact of this

attack, as it critically increases when the attacker is a leaf node [108].
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2.2.18 Wormhole Attack

In DODAG networks, manipulating the traffic between various segments is often ac-

complished through a wormhole attack. This attack involves a group of malicious

nodes working together to achieve this attack [109], [110]. According to [111], this at-

tack occurs in multiple ways, including the following: packet encapsulation, where two

attacker nodes collaborate to pretend they are nearby and form a tunnel to exchange

packets between them directly (as a result, other nearby legitimate neighbors transmit

their packets through them, which may cause a delay in transmission or loss of pack-

ets). Another way is called packet relay, where attacker nodes connect two legitimate

nodes that are not neighbors (as a result, the victim nodes, which are unreachable by

each other, are connected through a malicious node by relaying the packet between

two out-of-range legitimate nodes) [112]. This form of wormhole attack is similar to

a neighbor attack. Moreover, an out-of-band channel is another technique used for

launching a wormhole attack [111], [112]. In this way, launching the attack depends

on the link layer, which is out of the scope of RPL attacks. The effect of this attack is

causing a larger E2E delay [110] in addition to high packet losses, according to [113].

2.2.19 Worst Parent Attack

The adversary, in this attack, selects a node as a parent that maximizes its rank in

DODAG [93], [19]. This attack leads to an increase in the expected transmission count

not only for the attacker node but also for all the nodes in the sub-DODAG of the

malicious node [114]. Also, it leads to additional delays [115], and in terms of the
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topology, this attack could create routing loops [115].

2.3 Existing Taxonomies of RPL Attacks

This section discusses several proposed taxonomies to classify RPL attacks. The first

taxonomy to classify routing attacks was proposed by [2], where the basis of clas-

sification considers the attack target and attack impact. Work done [2] introduced

three different categories as shown in Figure 2.7. The first category is network re-

sources draining attacks. These attacks carry redundant processing to deplete the

network resources. Direct and indirect attacks are the two subcategories that have

been created within this category. Direct attacks included hello flood, DIS flooding,

and routing table overflow attacks. On the other hand, the subcategory of indirect

attacks involved DAG inconsistency, version, and increasing rank assaults.

The second category discusses attacks targeting the network topology by manip-

ulating the DODAG structure. Topology attacks are classified into sub-optimization

and isolation attacks. Attacks utilizing suboptimal routes are sinkhole, worst parent,

wormhole, routing information replay, and routing table falsification attacks. In iso-

lation attacks, blackhole and DAO Inconsistency attacks are examples of this type of

attack.

The third category represents attacks that target the traffic of the network by

either misusing or eavesdropping. Sniffing and traffic analysis attacks are instances

of eavesdropping attacks. Sybil and decreased rank attacks are illustrations of misap-

propriation attacks.
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Figure 2.7: RPL attacks taxonomy [2]

Authors in [24] extended the work done by [2] by adding more attacks to the

same taxonomy. For resource attacks, the local repair attack was added under the

direct attack subcategory. Authors in [24] also added attacks in the topology attacks

category, including selective forwarding and neighbor attacks are added as a sub-

optimization attack [24].

In spite of the role of this taxonomy in highlighting the impact of each RPL attack

and the damage that this attack aims, it has some gaps. For instance, the taxonomy

places decreased rank attacks in traffic attacks, whereas the sinkhole attack is placed

as a topology attack. In fact, these two attacks are identical. Another placement

gap is placing the DAG inconsistency attack under indirect attack, though it has an

isolation role similar to the blackhole attack [116]. An additional gap in this taxonomy

is placing increased parent attack as a resource attack despite its topology impact [92],

[10].

Authors in [3] introduced a classification of RPL attacks and mitigation methods.

This paper distinguishes attacks inherited from WSNs different from those attacks

that utilize RPL vulnerabilities as shown in Figure 2.8. WSN-inherited attacks include
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blackhole, selective forwarding, sinkhole, wormhole, hello flood, sybil, and clone-Id at-

tacks. In comparison, RPL-specific attacks include rank, version, local repair, DIS

flooding, neighbor, RPL-storing mode, DODAG inconsistency, as well as replay at-

tacks [3]. Additionally, authors in [10] extend the classification proposed in [3] by

adding attacks that target 6LoWPAN attacks as well.

Figure 2.8: RPL attacks taxonomy [3]

Authors [117] presented RPL attacks taxonomy based on threats to confidentiality,

integrity, and availability. Threats to confidentiality include attacks such as sniffing

and traffic analysis and neighbor attacks. Threats to integrity cause network damage,

such as inconsistency, sub-optimality, or isolation. Such attacks include blackhole,

DAO Inconsistency, replay, spoofing, clone-ID, rank, version, and routing table falsi-

fication attacks. Lastly, threats to network availability include DIS, flooding, identity,

replay, and denial of service attack [117]. In fact, the classification introduced by [117]

was inspired by [118] that introduced a threat analysis based on the missed security

service in RPL. According to this threat analysis, [118] classified RPL attacks based

on missed security services. Authentication failure-related attacks are the first cat-

egory. Node impersonation, dummy nodes, and node resource spam belong to this

category. Attacks prompted by a breach of confidentiality are the second attack cat-
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egory. This class includes routing exchange exposure as well as routing information

exposure. Integrity attacks are the third category of RPL attacks. Routing informa-

tion manipulation and node identity theft are two types of integrity attacks. Four

subcategories compose the last RPL attack category on availability: node resource

exhaustion, routing disruption, network traffic forwarding disruption, and communi-

cations resource disruption. Later, the taxonomy provided by [4] introduced a classi-

fication of RPL attacks based on control messages being used, as presented in Figure

2.9. Accordingly, the taxonomy relates each known attack with the four RPL control

messages. Under DIS control message, DIS and Sybil attacks. DIO control messages

include the most attacks that are rank, version, neighbor, DODAG inconsistency, hello

flood, selective forwarding, sinkhole, wormhole, and routing choice intrusion attacks.

DAO packets are susceptible to routing table flooding, routing table falsification, local

repair attacks, and DAO attacks. The DAO-ACK control message is also susceptible

to fake ACK attacks. In addition, this taxonomy has placed replay attacks under all

control messages [4].

Figure 2.9: RPL attacks taxonomy [4]

For a thorough rundown of RPL attacks taxonomies, Table 2.1 presents the tax-
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onomies and their corresponding classification base.

Table 2.1: Summary of RPL attacks taxonomies

Reference Classification base
[2] Attack target and impact
[3] Attacks origin
[117] Threatened security service
[4] Used control messages

2.4 Security Solutions for RPL attacks

In this section, we show various solutions to security attacks against networks, includ-

ing prevention methods, detection methods, and mitigation methods [14], which are

illustrated in Figure 2.10.

Figure 2.10: Security solutions roles
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2.4.1 Prevention Solutions

The first is a prevention solution, which offers complete defense against a specific

attack. This type of solution aims to use techniques that protect the network from

the targeted attack before it happens. For instance, RPL defines two secure modes,

namely “pre-installed” and “authenticated” modes, where nodes are equipped with

pre-installed keys to apply hashing in a Message Authentication Code (MAC) or add

a digital signature [41]. Another prevention solution was introduced in [119], where

the hash function (SHA-2) is used to ensure source authentication and prevent replay

attacks. However, offering prevention solutions against all attacks is almost impossi-

ble, especially in wireless environments and heterogeneous devices like IoT [9].

2.4.2 Detection Solutions

The second solution is the detection system, which offers a system with the ability

to distinguish any suspicious behavior in a network and trigger an alarm when an

attack is present [14]. Typically, the detection solution appears when it becomes

impossible to fully prevent attacks either by the failure of the prevention solution

or, in some cases, applying a protection solution becomes a burden on the network

in terms of resources [11]. Current studies reveal that IDSs got more attention in

the research community than mitigation or prevention systems [120], [17], [18]. For

instance, Simoglou et al. [18] focused only on IDSs and the design requirements for

IDSs based on the nature of the attack on the protocol and its impacts like control

overhead and network performance. Another study was introduced by Pasikhani et al.
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[17], where a systematic literature review explores attacks against RPL protocol and

the related IDSs to identify these attacks on networks. Likewise, Nandhini et al. [120]

performed a comparative study on recent IDSs that provide solutions against RPL-

based routing attacks. We will highlight some classifications of detection solutions

for RPL attacks where these systems are classified based on either placement type or

detection approach.

Placement Based

• Centralized Placement: In this type of detection system, all control processes

are managed in a central location. It can be located in the root node, or it can

be configured at a dedicated host [11], [3]. One of the main benefits of this de-

tection solution is its access to unlimited computational resources. However, a

major drawback is the system’s complete failure in the event of dedicated device

loss [11]. Another drawback appears in adding additional traffic in the network

to feed the detection system with the required data [17]. We will demonstrate

some centralized-based detection solutions that have been proposed. Aydogan

et al. [90] introduced a centralized method using genetic programming to de-

tect hello flood and version attacks. Similarly, Jmaiel et al. [121] developed

a centralized anomaly-based rank attack detection system to safeguard an IoT

network, employing a one-class support vector machine algorithm. In addition,

Napiah et al. [122] proposed a centralized-based system utilizing a IPv6 over

Low-Power Wireless Personal Area Networks (6LoWPAN) compression header

as the feature for the machine learning algorithms. Then, the rule or signature
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created by the machine learning algorithm is placed at the border router de-

vice for detection of potential attacks. The evaluated attacks are hello flood,

sinkhole, and wormhole attacks [122].

• Distributed Placement: This type of system relies on network nodes to play the

role of monitoring the network to detect malicious nodes [3]. The advantage of

this approach is that the detection is faster because the decision is local, and

it does not wait for a response from a centralized facility [11]. To illustrate

this approach, Pu et al. [45] apply a bloom filter array to detect sybil attacks

by hashing each network node’s identifier and then distributing them in a new

packet called BF-DAO. Another solution was introduced by Mayzaud et al.

[123], which uses a passive monitoring system. In this system, monitoring nodes

use simple statistics of many features to evaluate the network like Instance

ID, DODAG ID, DODAG version, node’s rank, and the objective function of

each node [123]. This method is evaluated under DODAG inconsistency attack.

Moving to another distributed detection method that is proposed by [124]. The

foundation of Müller’s system is Kernel Density Estimation, which is used to

obtain the density function f and then deploy the pre-trained models to network

nodes. The considered features are the number of control messages, DODAG

versions over a specific time window, and UDP forward Ratio. This method

detected version, hello flood, and blackhole attacks.

• Hybrid Placement: The system is placed in multiple locations looking to benefit

from the previous placement approaches [3]. For example, the Heartbeat Intru-
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sion Detection System (IDS) [67] falls into this category. In this system, a root

or dedicated node periodically sends out UDP requests, and the other nodes

are required to respond to these requests. To detect blackhole and selective for-

warding attacks, the detection method utilizes UDP messages and RPL Internet

Control Message Protocol version 6 (ICMPV6) ECHO requests and replies. An-

other hybrid placement system has been introduced by Verma et al. [125]. In

this system, sniffers are directly connected to the sensor for traffic collection.

The collected packets are stored in a centralized repository and analyzed by an

engine responsible for classifying traffic as either normal or part of an attack.

The analysis engine employs various ensemble-based machine learning classifiers

such as Boosted Trees, Bagged Trees, Subspace Discriminant, and RUS Boosted

Trees to detect RPL attacks, including sinkhole, blackhole, sybil, clone ID, selec-

tive forwarding, hello flooding, and local repair attacks [125]. Moreover, Nikam

et al. [126] developed a hybrid placement opinion metric intrusion detection

mechanism against sybil, packet flooding, and selective forwarding attacks. In

the developed mechanism, each node uses opinion metrics to compute the aver-

age belief value for every neighbor in the network, and the border router detects

the malicious node based on the degree of disbelief.

Detection Method

• Anomaly Based: Anomaly-based IDS is used for monitoring nodes to ensure

that they have normal behavior, and any abnormal activity is classified as ma-

licious behavior. Therefore, the IDS needs to know the baseline of the network
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to categorize nodes into normal and attackers [20]. A distinguishing feature of

this system as an anomaly-based IDS is its ability to detect new types of at-

tacks, which enhance the network’s security [11]. To illustrate this approach, an

anomaly-based detection system was introduced by Verma and Ranga [71] that

tackles the copycat attack using an outlier detection. The feature set consid-

ered in this study is the number of DIO packets and the time interval between

successive DIOs. Moreover, Thamilarasu and Chawla [127] used deep learning

in their solution. For this model, a deep belief network is used to fabricate the

feed-forward deep neural network to detect blackhole, sinkhole, and wormhole

attacks [127]. Another anomaly-based IDS is proposed by Budania et al. [128].

The introduced solution utilized unsupervised explainable artificial intelligence

to detect sinkhole and black hole attacks with a high F1-score of over 95%.

• Signature Based: This type of system detects attacks considering the attacks’

signatures. Several researchers have introduced signature-based solutions. Yet

this detection approach consumes fewer resources than other approaches of de-

tection systems; it does not have the capability to detect new attacks [3]. For

instance, Sahay et al. [129] proposed a detection system that detects blackhole

and selective forwarding attacks based on the drop rate as a signature of these

attacks. Another signature-based detection method is proposed by Iqbal et al.

[130] that detects sinkhole and increased rank attacks. The signature used in

identifying the mentioned attacks is the relation between the node’s rank and

its parent’s rank. Additionally, Mayzaud et al. [131] developed a detection so-
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lution that identifies version attacks based on the difference between the node’s

version and the root’s version.

• Specification Based: The specification-based detection systems detect attacks

when compromised nodes behave differently than the one stated in the proto-

col. This type of IDS depends on the possibility of obtaining adequate specifi-

cations from the standard and the available traces of the traffic. For instance,

Deshmukh-Bhosale et al. [112] developed a specification-based IDS to tackle the

wormhole attack utilizing link quality between nodes. The proposed method

calculated the distance between nodes and identified attackers based on the re-

ceived signal strength RSSI value [112]. Another specification detection method

is introduced by Le et al. [19]. In their technique, the monitoring nodes track

node ranks, parent relationships, and topology changes. If a node and its parent

violate the ranks relationship and the number of changes exceeds a threshold,

a suspicious topology attack is detected. This method detects rank, sinkhole,

local repair, neighbor, and DIS attacks [19]. Additionally, Kiran et al. [115]

proposed a specification-based mechanism to detect worst parent attacks utiliz-

ing the minimum hop rank increase stated in RPL specification. According to

[115], If the parent’s rank exceeds the minimum hop rank increase of neighboring

nodes, the IDS raises a potential attack alarm.

• Hybrid Based: This detection system combines multiple detection approaches

in one system. Bostani et al. [132] introduced a hybrid method in terms of

combining the specification-based IDS with anomaly-based IDS. The goal of
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the proposed model is to detect outlier behaviors (as attacks) and identify the

malicious nodes that cause these behaviors to detect sinkhole, selective forward-

ing, and wormhole attacks. The first stage was a specification-based IDS. The

second stage was the anomaly detection method that considers the following

features: the rate of receiving packets, the rate of dropping packets, the delay,

and the maximum hop count. In this stage, the decision is based on a vot-

ing classifier [132]. Another hybrid method is presented by Tyagi et al. [96].

The proposed DETONAR system combines signature-based and anomaly-based

methods to identify malicious activities in the network by sniffing the traffic.

For the features, DETONAR uses both data and control packets. For iden-

tifying the attacks, DETONAR relies on historical data of nodes to feed the

Auto-Regressive Integrated Moving Average model [96]. It is worth mentioning

that this system has been evaluated against 14 RPL attacks [96]. These attacks

are blackhole, selective forwarding, sinkhole, hello flood, sybil, wormhole, ver-

sion, replay, rank, worst parent, DIS, local repair, DODAG inconsistency, and

storing modes attacks [96].

To sum up, detection systems are classified based on their placement, which is

centralized, distributed, or hybrid placement type. Another classification is based on

the detection approach, which can be anomaly-based, signature-based, specification-

based, or hybrid-based detection systems. Table 2.2 and Table 2.3 summarize the

studies that introduced detection systems for RPL attacks in Scopus, Web of Science

(WoS), and ACM, between 2013 and 2023.
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Table 2.2: Summary of detection solutions published in 2013 to 2020

Year Ref. Placement Method Attacks
2013 [104] Distributed Specification Selective forwarding

[19] Hybrid Specification Decreased rank, local repair, neighbor, DIS flooding
[123] Distributed Anomaly DODAG inconsistency

2016 [131] Hybrid Signature Version
[133] Distributed Signature Wormhole
[134] Centralized Signature Version, decreased rank
[135] Specification Centralized Decreased rank

2017 [136] Distributed Specification Decreased rank, selective forwarding
[137] Distributed Signature Decreased rank
[122] Centralized Hybrid Hello flood, decreased rank, wormhole
[132] Hybrid Hybrid Selective forwarding, wormhole, sinkhole
[138] Centralized Hybrid Decreased rank
[62] Centralized Anomaly Blackhole

2018 [81] Distributed Signature Decreased rank
[99] Distributed Specification Neighbor, sybil
[126] Hybrid Specification Sybil, flooding, selective forwarding
[139] Centralized Anomaly Sybil, decreased rank
[91] Centralized Anomaly Hello flood, version, decreased rank
[140] Distributed Anomaly Neighbor, DIS flooding
[90] Centralized Anomaly Hello flood, version
[141] Distributed Specification Decreased rank
[129] Centralized Signature Blackhole, selective forwarding

2019 [142] NA Specification Blackhole
[143] Distributed Anomaly Blackhole
[124] Distributed Anomaly Version, hello flood, blackhole
[125] Hybrid Signature Decreased rank, blackhole, sybil, clone-ID, selective for-

warding, hello flood, local repair
[144] Centralized Anomaly Decreased rank, wormhole
[112] Hybrid Specification Wormhole
[68] Centralized Specification Clone-ID, decreased rank
[89] Centralized Anomaly Version, worst parent, hello flood
[66] Distributed Specification Blackhole
[145] Distributed Specification Sybil
[95] NA Specification Local repair
[146] Distributed Hybrid Hello flood, version, decreased rank, blackhole
[71] Centralized Anomaly Copycat
[147] Hybrid Specification Decreased rank
[148] Distributed Anomaly Decreased rank, local repair, neighbor, DIS Flooding
[149] Distributed Specification Selective forwarding
[150] Hybrid Specification DIS flooding
[151] Hybrid Specification Wormhole

2020 [152] Centralized Specification Decreased rank, increased rank, worst parent
[153] Hybrid Specification Decreased rank
[107] Centralized Anomaly Version
[154] Centralized Anomaly Decreased rank, version, blackhole, sybil
[67] Hybrid Specification Blackhole, selective forwarding
[110] Distributed Specification Sybil, wormhole
[121] Centralized Anomaly Decreased rank
[155] Centralized Anomaly Selective forward, decreased rank, version, wormhole,

hello flooding
[156] Hybrid Specification Wormhole
[157] Centralized Anomaly Wormhole, decreased rank, increased rank, worst parent
[158] Centralized Anomaly Decreased rank
[130] Centralized Signature Decreased rank, increased rank44



2.4.3 Mitigation Solutions

The last security solution is the mitigation solution. This solution allows the occur-

rence of the attack, but it reacts to the attack to minimize the impact of this attack

on the network [14]. In practice, the mitigation begins with a detection phase of an

occurring attack, as shown in Figure 2.10, followed by a quick and effective response

[11]. Considering that mitigation solutions accept the existence of attacks and their

threat, they focus on how to reduce their harm to the system. In mitigating RPL at-

tacks, many solutions are proposed; one of the first methods is introduced by Raza et

al. [195]. The designed system consists of three components. The first and the main

one is the 6LoWPAN Mapper, which has the role of reconstructing RPL DODAG to

ensure that all nodes are complying with RPL protocol. The second component is

the detector component, which detects forged information, any inconsistency in the

DODAG graph, and the relationship between the rank of neighbor nodes. The last

component is the mini firewall that protects the network against global attackers that

launch the network gateway [195]. The RPL attacks evaluated in this method are

sinkhole, selective forwarding, and wormhole attacks. Another illustration is the sys-

tem proposed by Farooq et al. [196] that mitigated Sybil, rank, and sinkhole attacks

in IoT by proposing a trust framework that utilizes fog layer capabilities. Accord-

ing to [196], the proposed solution minimizes the energy consumption and messages

overheads by 25% to 30%. Additionally, [197], [116], and [88] introduce a dynamic

threshold to mitigate inconsistency attacks instead of the static value which is 20 as

has been stated in the RPL standard [198]. In their work, the dynamic threshold is set
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by each parent node dynamically to adjust the threshold of accepting error packets

within a time period based on the number of received error packets as well as the

estimated normal error rate [197], [116], [88].

To the best of our knowledge, no study has focused on the mitigation solutions

that have been developed to minimize the impact of RPL attacks on the network.

References that proposed mitigation solutions for RPL attacks in Scopus, Web of

Science (WoS), and ACM, between 2013 and 2023 are shown in Table 2.4 and Table

2.6.

2.5 Taxonomies of Security Solutions

This section points out several taxonomies to categorize countermeasures of RPL

attacks. Classifying security countermeasures against RPL attacks has gotten less

attention in the research. Authors [3] introduced the first taxonomy of RPL security

solutions, which classifies the mitigation methods into five categories based on the

adopted technique. These categories are acknowledgment-based, trust-based, location-

based, statistical and mathematical-based, and specification-based methods.

The first category is the acknowledgment-based method, which stands on sending

a message and receiving an acknowledgment to prevent alternation attacks like us-

ing UDP messages and RPL ICMPV6 ECHO requests and replies to detect attacks.

The second mitigation category, according to [3], is using trust-based methods where

each node monitors its neighbors to create trust relations based on their routing be-

havior. The third countermeasure class is location-based methods which correlate
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nodes to their locations within the network. This method is specifically effective with

wormhole and sybil attacks. The fourth category relies on statistical & mathematical

methods, such as measuring the disparity of the identities in the received control mes-

sages to identify the existence of attacks. The last category of mitigation methods is

specification-based methods that tackle some specifications in RPL.

As this taxonomy was the first work that classifies security solutions for RPL

attacks based on the implemented method. It is noticeable that it does not distinguish

the role of the countermeasure i.e., detection, mitigation, or prevention.

Simultaneously, another taxonomy that classifies the countermeasure methods

against RPL attacks is introduced [5]. This taxonomy mainly includes two categories:

secure protocols and intrusion detection systems, as shown in Figure 2.11. For the se-

cure protocol, [5] considers three types, namely cryptography-based, trust-based, and

threshold-based methods. On the other hand, the intrusion detection systems class

includes four types that are signature-based, anomaly-based, specification-based, and

hybrid methods.

For secure protocol, [5] considers cryptographic methods like using the hash chain

method to authenticate the control packet to prevent various attacks. For a trust-

based mechanism, the trustworthiness of each node is evaluated to determine the path

selection in the routing process. The last type of secure protocol class is a threshold-

based method, where the mitigation solution is built using an adaptive threshold to

control RPL features and mitigate RPL attacks.

Alternately, intrusion detection systems (IDS) are the second category of defense

solutions in the mentioned taxonomy [5]. IDS is also classified into four types. The
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Figure 2.11: Security solutions taxonomy [5]

first one is signature-based methods, where the signature of previous attacks on the

network traffic is used to identify malicious nodes in the network. The second IDS

type is anomaly-based, which detects local anomalies using statistics of many fea-

tures like Instance ID, DODAG ID, DODAG version, and node’s rank to evaluate

and detect attacks in the network. The third type of IDS is specification-based IDS

which depends on the possibility of obtaining adequate specifications based on the

available traces of the traffic. The last IDS type, according to [5], is hybrid IDS where

multiple approaches are adopted, like signature and anomaly-based or anomaly and

specification-based, are combined. This classification clearly distinguishes between

the detection solutions and the mitigation or prevention solutions. For each category,

the taxonomy considers the designing approach of the suggested solution. Secure so-

lutions, however, overlook some mitigation techniques. For instance, [83] proposed

reducing the sending rate of DIO messages to mitigate sybil and DIO suppression at-

tacks. Also, the study introduced by [82] considered modifying the process of joining
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new nodes to include unicasting a DAO message to the root node and waiting for its

DAO acknowledgment packet to mitigate DIO suppression attack.

It is worthwhile to mention that some researchers focus on classifying countermea-

sures against specific types of attacks. For instance, [227] introduces a taxonomy to

classify current security techniques against rank attacks. This classification includes

cryptographic tools, IDS-based, trust-based, and identification-scheme. On the other

hand, multiple researchers have developed several taxonomies that focus on classifying

IDSs against RPL attacks. As an illustration, authors [226] introduced a taxonomy for

IDSs based on the used machine learning technique. These categories are supervised

learning, unsupervised learning, deep learning, and reinforcement learning.

Table 2.5 compiles the taxonomies that classified countermeasures against RPL

attacks and provides information on the number of discussed categories and whether

they differentiate their role, such as mitigation, or detection.

2.6 Descriptive Models of RPL

Various models have been developed to define the behavior of nodes in RPL according

to the standard specification and traffic traces. In this section, we present relevant

research that has introduced descriptive models of nodes. Our focus will be on studies

that detail the routing behavior of individual nodes in RPL.

49



2.6.1 Trust Based Models

Trust models have been widely introduced to define the legitimate routing behavior

of nodes. The trust value of a node measures its reputation and is defined as a range

of values that express the node’s behavior over time during communication with its

neighbor [253]. Quality of services also plays a role in selecting the secure and optimal

route [39]. In fact, multiple proposed trust models often focus on defining certain

routing behaviors [10]. For instance, [102] introduced a trust model that uses the

received signal strength indicator and a centralized trust scheme to calculate the trust

and detect sybil attacks. In another illustration of trust definition, [66] defined trust

based on integrating the data delivery in each hop and calculating the link hop value to

detect blackhole attacks. One of the drawbacks of trust models appears to be altering

native RPL and adding trust as a routing metric. As an illustration of this approach,

[239] integrated the trust into RPL by specifying a new objective function called

SecTrust. SecTrust-RPL evaluated the trustworthiness of each node to determine the

path selection in the routing process instead of utilizing the implemented objective

functions [239]. This model has been used to mitigate rank and sybil attacks.

2.6.2 Game Theory Based Model

Other RPL models were developed based on game theory. As an illustration, [148]

introduced GAIDS, which consists of two models: a stochastic game-based learning

model and an evolutionary game-based learning model. The stochastic game model

enables local learning on each node to monitor neighboring nodes based on eight states
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that reflect traffic patterns of DIS and DIO messages [148]. The evolutionary game

model uses a clustering structure and leverages the state transitions observed using

the stochastic game model. Eventually, GAIDS was applied to detect decreased rank,

local repair, neighbor, and DIS flooding attacks. It is important to emphasize that

the statistical features in this model are dependent on observing the routing states

and transitions in the dataset of the trained data [148].

Additionally, [254] proposed another security game model that involves IoT de-

vices, including a potential attacker. The players’ strategies revolve around different

attack signatures detected by the IDS agent, and probability distribution vectors are

defined for both the players and the IDS. These signatures are defined using vari-

ous features such as packet dropping rate, signal strength intensity, packet send rate,

number of requests, and packet’s round trip time. The game’s payoff matrix between

the IDS agent and the attacker is determined, making it a complete information game

as the IDS agent knows the attacker player’s payoff within its radio range. The study

by [254] examines Hello flood, sybil, sinkhole, and blackhole attacks. It is worth not-

ing that this model defines the signature of known attacks rather than the normal

behavior of nodes in RPL.

2.6.3 Finite State Machine Based Model

Other models of RPL were based on automata theory, specifically finite state machines.

For instance, [19] developed an extended finite state machine for RPL by using a

semi-automatic specifying technique to profile RPL operations. The proposed model

utilized simulation trace files to profile RPL operations and then converted them into a
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set of rules for monitoring data from the network nodes related to relevant properties.

The proposed model was used to identify rank, sinkhole, local repair, neighbor, and

DIS attacks. It’s worth noting that this model relies on simulation results to define

the topology changes and ranks’ specifications.

The study [74] introduced another finite state machine model called RAIDER to

effectively determine attack behavior using a finite number of states and transitions.

Monitoring nodes scrutinize network device behavior and translate monitoring actions

into transitions. RAIDER verifies device behavior based on a pre-estimated threshold

value of rank variances and error packet count. This model is utilized to detect DAO

inconsistency, denial of service attacks, and rank-based attacks.

2.6.4 Evidence Theory Based Model

Surendar et al. [255] introduced an estimation model for the compliance degree of

a node using Dempster-Shaffer evidence theory. The compliance degree is calculated

based on the Beta probability density function using the history of node ranks and

received signal strength to rank each adjacent node. Authors in [255] utilized this

model to detect sinkhole attacks. The proposed model relies on the specification of

rank values and the minimum rank increase between the child and the parent node

[255]. To sum up, Table 2.7 summarizes the above highlighted studies, including the

modeling approaches, the specification obtained from RPL, and the detected attacks.
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Table 2.3: Summary of detection solutions published in 2021 to 2023

Year Ref. Placement Method Attacks
[159] Centralized Anomaly Clone-ID
[160] Centralized Anomaly Wormhole

2021 [161] Distributed Specification Selective forwarding
[162] Centralized Anomaly Decreased rank, DIS flooding, version, worst parent
[76] Centralized Anomaly Version, DIS flooding, DAO insider
[163] Centralized Anomaly Hello flood, DIS flooding, decreased rank, version
[164] Centralized Anomaly Decreased rank
[165] Centralized Anomaly Sinkhole, version, flooding
[166] Distributed Anomaly Selective forwarding, version, rank
[167] Distributed Anomaly Hello flood, decreased rank, blackhole, version

2021 [96] Centralized Hybrid Blackhole, selective forwarding, decreased rank, hello
flood, sybil, wormhole, version, replay, increased rank,
worst parent, DIS flooding, local repair, DODAG incon-
sistency

[168] Centralized Anomaly Version, decreased rank, flooding
[169] Centralized Anomaly Blackhole, selective forwarding, decreased rank, version,

hello flood
[170] Distributed Specification Deceased rank, increased rank, worst parent
[171] Centralized Anomaly Decreased rank, increased rank
[172] Distributed Specification Selective forwarding
[173] Hybrid Specification Blackhole, selective forwarding
[174] Centralized Hybrid Sybil
[175] Centralized Anomaly Version, decreased rank, flooding
[176] Hybrid Specification Blackhole
[177] Centralized Anomaly Version
[178] Hybrid Specification Selective forwarding
[179] Centralized Anomaly Hello flood, DIS flooding, version, decreased rank
[180] Hybrid Specification Sybil, wormhole, decreased rank
[181] Centralized Anomaly DIS flooding
[182] Distributed Signature Blackhole
[183] Hybrid Anomaly Blackhole
[184] NA Hybrid Version, blackhole, selective forwarding, hello flood, DIS

flooding, DAO insider
[185] Hybrid Anomaly Decreased rank, version, hello flood, blackhole, sybil,

selective forwarding, wormhole
[186] Centralized Anomaly Wormhole
[187] Centralized Specification Decreased rank

2022 [115] Centralized Specification Worst parent
[45] Distributed Anomaly Sybil
[188] Distributed Signature Blackhole
[189] Hybrid Specification Decreased rank, increased rank, worst parent, wormhole
[102] Hybrid Specification Sybil
[190] Centralized Anomaly Increased, decreased, worst parent, wormhole
[191] Centralized Anomaly Decreased rank, wormhole
[98] Distributed Specification Version, neighbor, worst parent, decreased rank
[103] Hybrid Specification Sybil
[192] Hybrid Anomaly Wormhole

2023 [193] Hybrid Anomaly Sybil, blackhole, decreased rank, clone-ID, local repair,
hello flood, selective forwarding

[194] Hybrid Hybrid Sybil, decreased rank, replay
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Table 2.4: Summary of mitigation solutions published in 2013 to 2021

Year Ref. Mitigation Mechanism Attack
[109] Node authentication Wormhole

2013 [195] Deleting inactive nodes, Discarding previous in-
formation, Recalculating node’s rank

Blackhole, Selective forwarding, Clone-ID,
sybil, sinkhole

[88] Modifying options header DODAG inconsistency
2014 [199] Disabling trickle timer reset, Discarding control

packets
DODAG inconsistency

[64] Deleting malicious node entry, selecting another
parent

Blackhole

[200] Authenticating network information, encrypt-
ing data packets, deleting malicious nodes en-
tries

Increased rank, replay, selective forwarding,
version, sinkhole

2016 [63] Modifying objective function Blackhole
[201] DODAG reconstruction Sinkhole
[113] Discarding DIO message Packet flooding, wormhole
[202] Discarding DIO message Sinkhole

2017 [203] Invoking global repair Selective forwarding
[204] DODAG reconstruction Sybil
[205] Discarding incoming packets Clone-ID, packet flooding, selective forward-

ing
[206] Deleting malicious node entry, selecting another

parent
Blackhole

2018 [85] Discarding control packets Blackhole, selective forwarding
[207] Modifying objective function Blackhole, sinkhole, hello flood
[208] Modifying objective function Packet flooding, version
[209] Invoking local and global repairs Blackhole
[210] Node authentication Selective forwarding, sinkhole
[211] Deleting malicious node entry Wormhole

2019 [212] DODAG reconstruction Sinkhole
[213] Modifying objective function Sinkhole, blackhole, increased rank, selective

forwarding, sinkhole, sybil
[108] Discarding version update Version
[214] Discarding control packets Packet flooding
[75] Discarding control packets DIO suppression, packet flooding
[215] Modifying objective function Sinkhole, sybil
[216] Discarding DIS DIS flooding
[217] Recalculating node’s rank Sinkhole
[218] Discarding control packets Hello flood
[219] Adding virtual clusters, mandating storing

mode
Blackhole, sinkhole, wormhole

2020 [220] Modifying parent selection, discarding version
update, node authentication

Sinkhole, version, selective forwarding

[221] DODAG reconstruction Hello flood
[222] Discarding DIO message, invoking local repair Increased rank, sinkhole, worst parent
[223] DODAG reconstruction Blackhole
[69] Discarding control packets Clone-ID
[83] Modifying RPL timers DIO suppression, sybil

2021 [93] Disabling global repair, local repair, and trickle
timer reset. Modifying parent selection.

Version, DODAG inconsistency, neighbor,
packet flooding, local repair, replay, black-
hole, clone ID, selective forwarding, sinkhole,
sybil

[224] Node authentication DIS flooding, version, increased rank, sink-
hole

[225] Modifying objective function Sybil
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Table 2.5: Summary of countermeasures taxonomies

Reference # Categories Countermeasure Solution
Mitigation Detection Not specified

[3] 5 ✓
[5] 7 ✓ ✓
[17] 4 ✓
[23] 10 ✓
[226] 4 ✓
[227] 4 ✓
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Table 2.6: Summary of mitigation solutions published in 2021 to 2023

Year Ref. Mitigation Mechanism Attack
[228] Selecting another parent Sinkhole, increased rank, worst parent
[72] Deleting malicious node entry Copycat
[229] Discarding control packets DIS flooding, hello flood
[230] Saving RPL state Local repair , version
[231] DODAG reconstruction Increased rank, sinkhole

2021 [232] Modifying RPL timers DIS flooding
[86] Modifying RPL timers DIS flooding
[233] Discarding DIO message Version
[234] DODAG reconstruction Sinkhole
[235] Modifying objective function Blackhole
[236] Deleting malicious node entry Sinkhole
[237] Adding a registration process, encrypting

data packets, modifying objective function
Blackhole, neighbor, sinkhole, sybil

[82] Mandating DAO-ACK DIO suppression
[238] Modifying objective function Blackhole
[239] Modifying objective function Increased rank, sybil, sinkhole
[240] Discarding control packets Clone-ID, neighbor, wormhole
[241] Modifying objective function Sinkhole, increased rank, worst parent
[242] Mandating DAO-ACK Neighbor
[73] DODAG reconstruction Dropped Destination Advertisement Object
[243] Modifying objective function Blackhole, sinkhole, increased rank
[80] Discarding DIO message Sinkhole
[84] Modifying RPL timers DIO suppression, sybil
[78] Discarding DAO DAO insider
[111] Deleting malicious node entry, Node authen-

tication
Wormhole

[244] DODAG reconstruction Sinkhole
[245] Discarding DIS DIS flooding
[246] Discarding control packets Version
[247] Discarding DIO message Sinkhole

2022 [248] DODAG reconstruction DIS flooding
[249] Deleting malicious node entry Sinkhole
[196] DODAG reconstruction Sinkhole, sybil
[94] Modifying objective function, selecting an-

other parent
Blackhole, sinkhole

[250] DODAG reconstruction, invoking local and
global repairs

Sinkhole, increased rank

[114] Modifying parent selection Increased rank, sinkhole, worst parent
[251] Node authentication DIS flooding, sybil

2023 [252] Discarding DIS DIS flooding
[74] DODAG reconstruction Sinkhole, DAO inconsistency, packet flooding
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Table 2.7: Summary of RPL models

Modeling
Approach

Reference Specification Detected attacks

[102] Link quality Sybil
Trust [66] Data delivery per hop Blackhole

[239] PDR Rank and sybil
Game
theory

[148] Traffic patterns of RPL packets Sinkhole, local repair, neighbor,
DIS flooding

[254] Packets exchanging rate and
link quality

Hello flood, sybil, sinkhole and
blackhole

Finite
state

[19] Node’s rank, Number of topol-
ogy changes

Rank, sinkhole, local repair,
neighbor, and DIS flooding

machine [74] Forwarding error packet count
and rank variance

Sinkhole, DAO inconsistency, and
flooding

Evidence
theory

[255] Node ranks and the minimum
rank increase

Sinkhole
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CHAPTER 3

TAXONOMY OF RPL ATTACKS

This chapter addresses RQ1 by categorizing RPL attacks within an extendable taxon-

omy to facilitate the classification of future attacks. We categorize RPL attacks based

on the similarities of attack vectors and launching methods. Attack vectors refer to

the method that attackers use to deliver destructive outcomes and take advantage of

vulnerabilities. Recognizing and tracking an adversary’s attack vectors is crucial for

designing better countermeasures for current or future attacks [256].

As shown in Figure 3.1, we categorize attack behaviors into four distinct classes:

dropping packets attacks discussed in Section 3.1, generating packets attacks illus-

trated in Section 3.2, modifying packets attacks presented in Section 3.3, and replay-

ing packets attacks shown in Section 3.4. In addition, our analysis in Section 3.5

outlines a comprehensive explanation of RPL vulnerabilities utilized in associated at-

tack vectors. Section 3.6 illustrates an application of the proposed classification to

create a detection system capable of detecting RPL attacks based on attack traces.
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Figure 3.1: General classification of RPL attacks

3.1 Dropping Packets Attacks

Any attack carried out by dropping packets falls under this category. Rather than

sending the packets to their intended destination, the attacker node drops all or some

of the packets in order to successfully launch these attacks. This class, as Figure 3.2

shows, includes blackhole, selective forwarding, and (DDAO) attacks.

Figure 3.2: Dropping packets attacks
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3.1.1 Blackhole Attack

The blackhole node maliciously drops packets instead of sending or forwarding them,

causing disruptions and potential security breaches [62], [63]. According to [238],

[64], blackhole attacks occur when a node drops packets forwarded to it for routing.

Blackhole attack is implemented in [257], where all packets that need to be forwarded

are dropped.

3.1.2 Selective Forwarding Attack

The attacker in this scenario forwards only specific packets and drops all others [70],

[104]. In order to achieve this, the attacker examines incoming packets and forwards

only those that meet specific conditions [65], [238]. As a result, the method of dropping

packets in selective forwarding attacks is similar to that of a blackhole attack. The

difference is that in selective forwarding, the dropping arises based on criteria set by

the attacker rather than dropping all received packets.

3.1.3 Dropped Destination Advertisement Object Attack

Another dropping packet attack is (DDAO). To launch this attack, the node attempts

to mislead the victim by (a) dropping DAO packets sent by its child node or any of its

successors and (b) tricking the victim by pretending to transmit a DAO-ACK message

[73]. The differentiation of this attack from other packet dropping attacks lies in the

generation of a counterfeit DAO-ACK packet by the attacker and its transmission to

the victim node [73].
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3.2 Generating Packets Attacks

All attacks involving the creation of packets fall under the category of packet gen-

eration attacks. In this type of attack, the attacker generates packets to overwhelm

the network and deplete its resources. This category is illustrated in Figure. 3.3, en-

compasses packet flooding, DIS flooding, clone-ID, sybil, hello flood, and DAO insider

attacks.

Figure 3.3: Generating packets attacks

3.2.1 Packet Flooding Attack

The packet flooding attack entails the generation and transmission of a substantial

volume of packets in order to deplete network resources [214], [205], [208], [74]. As

described by the authors in [93], the attack is executed by repeatedly sending falsified

packets.
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3.2.2 DIS Flooding Attack

The DIS flooding attack involves overwhelming nearby nodes by broadcasting DIS

packets. This is achieved by sending DIS packets to nodes within its range at regular

intervals, prompting neighboring nodes to reset their trickle timer [86], [251]. Another

tactic employed in this attack is to direct DIS packets at a specific neighbor, eliciting

a response in the form of a DIO packet [86].

3.2.3 Sybil Attack

The malicious node in this attack produces multiple DIS packets with bogus identities.

The surrounding nodes reset their trickling algorithm as a result of this illegitimate

packet creation [45], [84]. Sybil attackers are modeled as nodes that multicast several

DIS packets with false IDs to all their nearby node [83] and [84]. Furthermore, any

moving node that transmits multiple DIS packets using a new IPv6 address may be

perceived as sybil nodes by its neighbors, according to [204].

3.2.4 Clone-ID Attack

This attack starts similarly to Sybil attacks. [195], [205] indicates that the distinction

lies in the attacker’s method of obtaining physical IoT devices through device ID

extraction. Authors in [68], [70] clarify that clone-ID attackers duplicate the identity

of a valid node throughout the network. It has been explicitly shown by the authors in

[159] that this attack is dependent on fake DIS packets that carry the cloned identity

of a real node.
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3.2.5 Hello Flood Attack

Attacking nodes manipulate the generation of hello packets, which is a DIO packet, to

launch this attack [91], [10]. A hello flood attack will occur if an attacker sends DIO

packets repeatedly with strong routing metrics or a potent signal [89], [90], [221]. As a

result, nodes within the attacker’s communication range reset their trickle timer and

may choose to connect to the network via the attacker node. These victim nodes must

seek out new neighbors because the attacker may vanish or scale back its transmission

strength to normal in the meantime [91], [122].

3.2.6 DAO Insider Attack

In order to carry out this attack, the attacking node continuously sends unmodified

DAO packets to its parent nodes, causing the ancestor nodes to flood the network

with DAO packets [78], [76], [77]. When RPL is in storing mode, the impact of the

attack extends beyond its immediate area, and the transmission of DAO packets moves

towards the root node [78], [77].

3.3 Modifying Packets Attacks

Any manipulation of RPL control packets creates the modification of packet attacks.

This includes alterations to the option header or the DIO packet. As depicted in Figure

3.4, attacks that modify DIO packets by changing the node’s rank include increased

rank, sinkhole, local repair, and worst parent attacks. Likewise, modifying network

information in DIO messages causes local repair and version attacks. In addition,
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attacks using DAO and DODAG inconsistencies are initiated by altering the options

header of RPL control packets.

Figure 3.4: Modifying packets attacks

3.3.1 Decreased Rank Attack or Sinkhole Attack

This type of attack involves an adversary node manipulating DIO packets to present

itself as having a lower rank than other nodes. The goal is to position itself as a more

appealing parent [215], [228]. This can be achieved by creating a false route using a

different objective function or by altering the rank value in DIO packets [68], [81]. As

a result, neighboring nodes may be misled into believing that this attacker is a sink

[153], [80], [68].

3.3.2 Increased Rank Attack

Similar to the reduced rank attack, an adversary node increases its rank to deceive

other nodes [228], [82]. The difference is that in this attack, the node appears farther

from the root than its actual position [82].
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3.3.3 Worst Parent Attack

The adversary node in this attack selects the parent node with the highest rank to

maximize its own rank value [93], [19]. This is done by manipulating the process of

selecting preferred parents [228], [250], [220].

3.3.4 Local Repair Attack

The attacker misuses RPL by changing its rank to infinitive and broadcasting this

rank to all neighbors to trigger local repair mechanisms [95], [19], [232]. As a result,

neighbor nodes try to find another preferred parent by exchanging a large number

of DIO messages. This attack is classified as modifying node-based information as it

involves changing the node’s rank. Another way to launch this attack is by changing

the DODAG-ID value of the attacker node, where DODAG-ID refers to the unique

address of the root. According to this change in the DODAG-ID, the attacker leaves

that DODAG and joins a different DODAG [95]. Consequently, the attacker’s children

have to select a new preferred parent [97]. This form of local repair attack is considered

a modification of network-based information because the DODAG-ID has been altered.

3.3.5 Version Attack

Version attacker launches this attack by changing the DIO packet’s version number

to a higher number [108], [220], [224]. When nodes receive a DIO packet with a new

version number, they respond to the global repair by resetting their trickle timers

to update the version to the new value. They also advertise the received malicious
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version by sending DIO packets to their neighboring nodes [106], [107].

3.3.6 DODAG Inconsistency Attack

To launch this attack, the attacker alters the option header in an IPv6 packet by

activating both the ’O’ and ’R’ flags, then it forwards it to its parent [199], [88], [93].

As the attacker sends the altered packet to an ancestor node. Setting the ‘O’ flag

indicates sending the packet to a descendant node, and setting the ‘R’ flag means an

error is detected according to RPL standard [41]. Consequently, the receiving node

identifies an inconsistency, drops the packet, and henceforth forms a blackhole in the

next hop [88], [87].

3.3.7 DAO Inconsistency Attack

A node initiates a DAO inconsistency attack when it discards incoming data packets

and transmits forwarding error packets instead. The attacker alters the IPv6 packet

option header by changing the Forwarding-Error flag in order to carry out this attack.

Then, the adversary sends the forwarding error packet to its parent to remove valid

entries from the routing table [197], [74], [73]. In accordance with the RPL standard,

when a node receives a message that includes a forwarding error in the downward

destination address, it considers the address unreachable. It sends a suitable No-Path

DAO [41].
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3.4 Replaying Packets Attacks

The attacks resulting from replaying RPL packets are shown in Figure 3.5. These

attacks include replay, neighbor, DIO suppression, copycat, and wormhole attacks.

Figure 3.5: Replaying packets attacks

3.4.1 Replay Attack

Here, the attacker continuously replays all received RPL packets [93]. According to

[200], replay attacks can be launched using two techniques. The first one is when the

attacker postpones delivering the received packet and delivers it over a past action

[200]. The second method is to replay the received packet immediately but in a

repetitive way [93].

3.4.2 Neighbor Attack

In this attack, DIO packets are replayed being altered. In other words, the attacking

node repeats an exact duplicate of the received DIO packet Without appending any
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new data. [100], [3]. Hence, neighboring nodes receive misleading information from

the distributed DIO packets [98], [99].

3.4.3 DIO Suppression Attack

The adversary node in this attack intercepts a DIO packet from a legitimate neighbor

and then replays it multiple times at a fixed interval. This flood of repeated DIO

packets can cause victim nodes to stop sending their own DIO packets due to the trickle

algorithm specification [82], [83]. The neighbor and the DIO suppression attacks

employ the same mechanism. But in DIO suppression attacks, the received DIO

packet is replayed at a set frequency [258], [82].

3.4.4 Copycat Attack

This type of attack occurs when a malicious node intercepts DIO packets that have

been broadcasted by authorized nodes. Then, the attacker node continuously replays

these received DIO packets in specific replay intervals [71], [72]. The spoofed copycat

attack is the first form of copycat attack in which the attacker substitutes its IP

address with the original DIO sender’s IP address. The DIO suppression attack is

exactly the same as this one. The second type of copycat attack is known as non-

spoofed copycat, in which the attacker replicates DIO packets using its IP address

[72].
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3.4.5 Wormhole Attack

In DODAG networks, the manipulation of traffic between various segments often

involves a wormhole attack. This type of attack entails a coordinated effort among a

group of malicious nodes to achieve its objectives [109], [110]. According to [111], two

attackers can launch this attack via packet encapsulation, i.e., by working together to

appear to be nearby and create a tunnel so they can exchange packets directly. As

a result, through these attackers, victim nodes that are inaccessible to one another

are connected [112]. Moreover, an Out-of-the-band channel is another technique to

launch a wormhole attack [111], [112]. In this form of wormhole, a wide bandwidth

out-of-band channel is set up between the endpoints to establish a wormhole link.

We classify a wormhole attack as a replay attack because it involves leaking network

information to a second attacker by replaying received packets.

To summarize, the comprehensive RPL attacks taxonomy is depicted in Figure

3.6. This taxonomy is structured according to the methods employed to execute the

attack. It is important to emphasize that this classification is not indicative of the

attacks’ intended goals or outcomes. The primary focus is to ensure that attack

patterns within each category consistently utilize a specific technique.

3.5 Analysis

After showing various launching methods of RPL attacks, we highlight several vulner-

abilities and flaws that need to be addressed in RPL. First, RPL lacks mechanisms

to verify the validity of the advertised rank value [247]. Nodes can advertise ranks
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Figure 3.6: Taxonomy of RPL attacks

that are incompatible with the objective functions specified by the root. This vulner-

ability leads to variant rank modification attacks. Similarly, for version attacks, there

is no mechanism to check the integrity of the version number in received DIO mes-

sages [105]. As per RPL, only the root can update the version number to control the
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global repair mechanism [105]. In addition, the current implementation of RPL lacks

measures to ensure the freshness and validity of the received information, making it

vulnerable to replay attacks [118]. Moreover, while RPL establishes a default lifetime

for each route, it lacks a mechanism to monitor the minimum number of control mes-

sages received from each neighbor. This susceptibility opens the door for potential

adversaries to execute dropping packet attacks [41]. Last, despite that RPL includes

a suppression feature to minimize the exchange of control messages [44], RPL does

not provide specific counters for tracking received DIS or DAO messages, leaving it

vulnerable to various types of flooding attacks [77].

3.6 Application of the Proposed Taxonomy

The proposed classification aims to create a system and method capable of detecting

RPL attacks based on attack traces without relying on a training-based solution. This

eliminates the need for prior knowledge of normal traffic and traffic with attacks. The

objective is to design a system or method that can easily identify and classify almost

all types of RPL network attacks without putting a significant computational burden

on the detection system for training and classifying traffic. An exemplary embodiment

describes IDS configured to detect attacks based on received ICMPV6 packets from

IoT devices and to output multiple packets. The taxonomy is a tree structure with

branches to matching signatures based on which part of an ICMPV6 packet is misused.

In the proposed taxonomy, a method suggested to detect drooping packet attacks

is presented in Figure 3.7. The algorithm examines whether the ratio of incoming
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packets to outgoing packets of each node exceeds the dropping threshold and if the

number of outgoing packets is zero. If this is the case, then the node is considered a

black hole. On the other hand, if the number of outgoing packets is not zero but the

ratio of incoming packets to outgoing packets exceeds the dropping threshold, then

the receiver node is considered a selective forwarder.

Figure 3.7: Attack detection flowchart using proposed taxonomy for dropping attacks

The algorithm for detecting generating packet attacks involves several steps based

on the RPL message type, as shown in Figure 3.8. Upon receiving a DIS packet, the

algorithm that identifies the related attacks is illustrated in Figure 3.9; the algorithm

checks if the sender’s ID and Media Access Control (MAC) match the stored values in

the probing list. If they don’t match, an attack is suspected. To determine the type of

attack, the algorithm verifies if the DIS sender ID exists with a different MAC. If so,

the node is flagged as a clone ID. If the MAC exists but with a different DIS sender

ID, it is flagged as a Sybil. Additionally, if the average time between the received
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DIS messages is less than the minimum DIS interval, the sender is classified as DIS

flooding attacker.

Figure 3.8: Attack detection flowchart using proposed taxonomy for generating pack-
ets attacks

On the other hand, Figure 3.10 shows the detection method when the RPL packet

is DIO. The detection algorithm verifies whether the DIO interval between the received

DIO packets is less than the minimum set DIO interval. If this condition is satisfied,

the sender node is identified as a hello flood.

Additionally, for generated attacks of DAO packet, Figure 3.11 demonstrates the

corresponding flowchart. The detection method determines whether a node has sent

more DAO than the maximum allowed per kid. The sender gets labeled as a DAO

insider if this is confirmed.

To detect modifying packet attacks, Figure 3.12 shows the IDS is designed based

on the proposed taxonomy. The algorithm conducts the following checks: if the RPL
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Figure 3.9: Attack detection flowchart using proposed taxonomy for generating DIS
attacks

packet has the ’F’ flag set, it increments the Inconsistent packet counter. When the

Inconsistent packet counter surpasses the maximum number of Inconsistent packet re-

quests, it designates the sender as having a DAO inconsistency. To identify a DODAG

inconsistency attack, the algorithm verifies if the RPL message is directed to the parent

node with the ’O’ flag set or if the ’O’ flag equals 0 and is transmitted to descendant

nodes. In either scenario, the algorithm raises the Inconsistent packet counter. If

the Inconsistent packet counter exceeds the maximum allowed Inconsistent packet

74



Figure 3.10: Attack detection flowchart using proposed taxonomy for generating DIO
attacks

Figure 3.11: Attack detection flowchart using proposed taxonomy for generating DAO
attacks
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requests, it designates the sender as having a DODAG inconsistency.

The algorithm then checks the version value in the received DIO packet. If the

version does not equal the version value of the root, the sender is marked as a version

attack. Likewise, if the DODAG-ID in the received DIO message differs from the

DODAG-ID of the root, the algorithm raises the local repair counter. If the local

repair counter exceeds the maximum local repair counter, the sender node is marked

as a local repair.

The detection algorithm also examines the received DIO’s rank value. If the node

rank changes, the rank is recorded and checked to ensure the adjustment does not

indicate an assault. The local repair counter is raised if the node rank is infinite. It is

identified as a local repair if the local repair counter exceeds the maximum local repair

counter. A sinkhole is identified when the sender’s rank is lower than its parent’s rank.

To identify a potential increased rank attack, the system compares the rank of the

sender with the ranks of all its children. If any child possesses a rank lower than

the sender, it is flagged as exhibiting an increased rank. To detect the worst parent

attack, we evaluate the rank of each of the sender’s neighbors. If any neighbor has a

rank lower than the parent’s rank, we mark that sender as the worst parent attacker.

To detect replay attacks on packets, the algorithm, as presented in Figure 3.13, first

checks the type of RPL message. For DIO packets, the algorithm compares the sender

node’s rank with its neighbors. A node is indicative of a potential attack if its rank

matches any of its neighbors. The node is labeled a copycat if it keeps its identity

while repeatedly replaying and sending its neighbor’s rank. A node is classified as

a DIO suppression if it repeatedly broadcasts its neighbor’s identification and rank
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Figure 3.12: Attack detection flowchart using proposed taxonomy for modifying pack-
ets attacks

replays. Finally, the node is labeled as a neighbor attacker if it periodically transmits

its neighbor’s identity and rank while replaying it. For DAO packet, the detection

algorithm checks whether the received DAO comes from a child in its routing table. If

the sender ID doesn’t exist in the neighbor list, the sender is marked as an adversary
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that launches a rout table falsification attack.

Figure 3.13: Attack detection flowchart using proposed taxonomy for replaying pack-
ets attacks
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CHAPTER 4

MITIGATION SOLUTIONS FOR

RPL ATTACKS

This chapter answers RQ2, which is about classifying RPL mitigation solutions. Gen-

erally, mitigation solutions include additions to RPL packets, authenticating nodes

or network information, discarding malicious packets, encrypting packets, isolating

forged nodes, updating routing information, modifying RPL functions, or changing

some RPL settings. Figure 4.1 summarizes mitigation solutions, and we will shed

more light on these solutions in the following sections.

4.1 Mitigation Solutions Based on Modification

The first mitigation solution used in the literature relies on modifying RPL packets to

mitigate various attacks. Figure 4.1 reveals that 33% of the selected references discuss

or use this mitigation solution. For instance, [225] introduced a distributed technique

to monitor and countermeasure sybil attacks. In this solution, the parent selection
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Figure 4.1: Mitigation solutions for RPL attacks

process is modified to consider both the nodes’ trust value besides the rank value.

This modification leads to avoiding nodes with a lower trust value. Table 4.1 lists the

modifications to RPL that are adopted in the literature. As shown in Figure 4.2, the

first and most common alteration targets the RPL objective function. To illustrate

this approach, authors in [235] developed a lightweight trust-based mitigation solution

embedded in RPL protocol to mitigate blackhole attacks. The proposed solution

periodically computes and embeds trust values by creating a feedback chain between

nodes to monitor nodes’ behavior. Similarly, the mitigation solution provided by

[114] mitigates rank attacks. The authors utilized the petal method to build the

best path between the source and root by choosing the next-hop nodes. The Moth-

Flame technique is then used to mitigate RPL rank attacks to prevent rogue nodes

from being chosen as the preferred parent. Another technique proposed in [208] is to

mitigate flooding and version attacks by computing the score factor to evaluate the

node’s trustworthiness in the parent selection. Besides the scoring factor, the means of

version number and residual energy are considered in the optimal route selection. In
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another illustration, authors in [220] overcome attacker nodes by adding them to the

blacklist table and alerting relevant nodes to skip them. According to this solution that

mitigates sinkhole attacks, blacklisted nodes are excluded from the parent selection

process of the objective function. In addition, authors in [237] adopt sail fish-based in

the objective function to secure routing against sinkhole, sybil, blackhole, and neighbor

attacks.

Moreover, other mitigation solutions invoke or disable healing operations, which

are repair techniques used by RPL to dynamically update routing decisions and adapt

network topology to mitigate link failures. For instance, [209] mitigates blackhole

attacks at local and global levels. The local module performs a local repair operation

of RPL protocol and selects a different route. Then, the global module notifies the

border router to initiate global repair and form a new DODAG version. Additionally,

modifying RPL timers by stopping trickle timer resets has been suggested in several

studies. For example, authors in [86] mitigate DIS flooding attacks by disabling trickle

timer reset as a way to conserve node resources. A mandatory storage mode is also

suggested as a mitigation solution. As outlined in [219], the wormhole attack was

mitigated by incorporating virtual clusters and mandating storing mode operation.

RPL timer modification is another RPL-based modification mitigation solution. For

instance, to counteract sybil and DIO suppression attacks, the solution suggested in

[84] decreases DIO packet responding rate. Additional RPL-based solutions include

altering RPL device joining procedure by requiring sending DAO-ACK. For example,

authors in [82] modify the process of joining new nodes to include unicasting a DAO

message to the root node and waiting for its DAO acknowledgment packet to mit-
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igate DIO suppression attack. The attacks that have been countered by each RPL

modification solution are listed in Table 4.2.

Table 4.1: Mitigation solutions based on modification

Mitigation Solution Abbr.
Modifying objective function RPL1
Disabling global repair RPL2
Disabling local repair RPL3
Disabling trickle timer reset RPL4
Invoking global repair RPL5
Invoking local repair RPL6
Mandating storing mode operation RPL7
Modifying RPL timers RPL8
Mandating DAO-ACK RPL9

Figure 4.2: Publications per mitigation solution based on modification

4.2 Mitigation Solutions Based on Discarding and

Updating

Discarding bogus packets is the second category of RPL attack mitigation solutions.

According to the literature, this method is used in about 24% of the selected studies.

Table 4.3 lists the discarded information utilized as mitigation solutions. Researchers
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Table 4.2: Modification solutions used in the selected references

Attack
Mitigated

RPL1 RPL2 RPL3 RPL4 RPL5 RPL6 RPL7 RPL8 RPL9

Blackhole [93], [235], [238], [207], [213],
[237]

[209] [209], [63],
[243], [94]

[219]

Clone-ID [93] [70]
DIO sup-
presion

[83],
[84]

[82]

DIS flood-
ing

[86] [232]

DODAG
inconsis-
tency

[93] [93] [93],
[199],
[88]

Hello flood [237]
Increased
rank

[114], [213], [239], [241], [243] [250]

Local
repair

[93] [93]

Neighbor [237] [93] [93] [93] [242]
Packet
flooding

[208] [93],
[208]

[93] [93]

Replay [93] [93] [93]
Selective
forwarding

[93] , [213] [70],
[203]

Sinkhole [93], [220], [114], [207], [213],
[237], [239], [241], [243], [94],
[215]

[250] [250], [202] [219]

Sybil [93], [213], [237], [239], [215],
[225]

[83],
[84]

Version [208] [93] [93] [93]
Wormhole [219]
Worst par-
ent

[114], [241] [222]

suggest discarding all incoming packets, discarding only control packets, or discard-

ing specific RPL packets. Figure 4.3 suggests that the commonly utilized approach

is discarding all control packets from rogue nodes. For instance, authors in [218] re-

duced the impact of the hello flood attack by removing extraneous control packets.

Akin to this, authors in [214] restrict flooding attacks by forbidding one-hop neigh-

bors of the suspected node from accepting any control packets. As an illustration

of discarding specific packets, [252] mitigated the DIS flooding attack by discarding

excessive DIS packets when the number of received DIS exceeds a particular thresh-

old. Other researchers [202] discard DIO packets and suggest that nodes validate the
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received DIO packets by requesting the sink to oppose sinkhole attacks. If the sink’s

response suggests discarding this DIO, the verifier should blacklist the sender as an

intruder. Discarding DAO packets is another solution [78] to mitigate DAO insider

attacks, where authors suggested discarding redundant incoming DAO packets when

the number of sent DAO packets reach a certain threshold. On the other hand, [205]

proposed discarding incoming packets at the link layer to mitigate packet flooding,

selective forwarding, and clone-ID attacks. The last mitigation solution proposed is

discarding version number updates [108].

Another mitigation solution is updating network information by updating various

field values in the control packets. The solution counts for only 3% of the chosen

references. In [88], the suggested updating solution involves changing the RPL packet

options header to mitigate DODAG inconsistency attack. Before sending the packets,

researchers [88] proposed modifying the options header by resetting the “O” and “R”

flags. Moreover, updating the node rank through DIO packets was utilized to counter-

act sinkhole attack [217], [195]. Table 4.4 shows the mitigated attacks by discarding

or updating along with their using studies.

4.3 Mitigation Solutions Based on Additions, Au-

thentication, Encryption, and Isolation

RPL additions utilize adding registration process [237] offered a solution to mitigate

neighbor, sinkhole, sybil, and blackhole attacks. In this solution, each network must

register with the security system, which enforces all registered nodes to use strong
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Table 4.3: Mitigation solutions: discarding and updating

Mitigation Solution Abbr.
Discarding control packets DIS1
Discarding DIS packets DIS2
Discarding DIO packets DIS3
Discarding DAO packets DIS4
Discarding incoming packets DIS5
Discarding previous information DIS6
Discarding version number update DIS7
Updating options header in RPL packets UPD1
Updating node rank in DIO packets UPD2

Figure 4.3: Publications per mitigation solution based on discarding and updating

credentials. If a node wants to transmit its data, it must undergo an authentica-

tion process. Secure routing is adopted in RPL by utilizing the sail fish optimization

algorithm. Each node encrypts its sensed data using the prince algorithm before trans-

mitting it. Another addition [219] consists of virtual clusters on top of the DODAG

topology to mitigate decreased rank, blackhole, and wormhole attacks. The task of

these virtual clusters is to monitor the network for mitigation purposes. Furthermore,

[230] suggested hardening RPL to counter node reset attacks including local repair

and version attacks.
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Table 4.4: Discarding and updating solutions used in the selected references

Attack Mitigated DIS1 DIS2 DIS3 DIS4 DIS5 DIS6 DIS7 UPD1 UPD2
Blackhole [85]
Clone-ID [69], [100] [205] [195]
Copycat [72]
DAO insider [78]
DIO suppression [75]
DIS flooding [229] [252],

[216],
[245]

DODAG inconsistency [199] [88]
Hello flood [229], [218]
Increased rank [222]
Neighbor [100]
Packet flooding [75], [214] [113] [205]
Selective forwarding [85] [70] [205]
Sinkhole [202], [247],

[80], [222]
[217],
[195]

Sybil [195]
Version [246] [233] [220],

[108]
Wormhole [100] [113]
Worst parent [222] [93]

Authentication, whether authenticating nodes or network information changes,

can be used to thwart multiple RPL attacks. An authentication solution is utilized by

[210] to countermeasure sinkhole and selective forwarding attacks. In solution, a group

key is assigned for each node in the transmission path. The border router possesses

all the keys associated with each group. Hence, if a node tries to change its rank

value, the neighbor table would notice the change. Node authentication is done in

[111], and the wormhole attack was mitigated by completing neighbor authentication

after network initialization. Consequently, nodes with erroneous or inappropriate

node IDS were disregarded. Another illustration, the authors of [224] provided a

thorough architecture and implementation of mutual authentication. The findings of

[224] demonstrated that the suggested authentication approach prevents the admission

of unauthenticated nodes, shielding the network from attacks, including DIS flooding,
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version, increased rank, and sinkholes. Encrypting data packets is another mitigation

solution. Each node encrypts data using the prince algorithm before relaying it to

the group head node [237]. This is done to mitigate sinkhole, sybil, blackhole, and

neighbor attacks. Similarly, authors in [200] used the AES algorithm as symmetrical

encryption to mitigate version, rank, selective forwarding, and replay attacks.

Finally, isolating the attacker is the second most common mitigation solution with

27%, as shown in Figure 4.1. Several isolation solutions have been proposed, as demon-

strated in Table 4.5, including deleting inactive nodes, deleting malicious nodes from

the neighbor’s list, rebuilding DODAG without malicious nodes, or selecting another

parent from the potential parent’s list. Deleting inactive nodes to counteract black-

hole and selective forwarding attacks is proposed in [195]. This solution deletes nodes

not sharing their routing status within a specific threshold. Another isolating solution

is deleting malicious nodes from legitimate nodes’ neighbor lists. Authors in [211]

mitigated wormhole attacks by deleting attackers from the routing table. DODAG

reconstruction without malicious nodes was widely considered in approximately 13%

of the studies. Authors in [74] identify distinctive characteristics of sinkhole, DAO in-

consistency, and flooding attackers. A node was removed from the DODAG when its

behavior matched these characteristics. Similarly, [201] performs node monitoring to

identify sinkhole attacks. The observer node isolates the forging node and rebuilds the

network when a node is discovered as malicious. The last isolation solution is selecting

another parent. As an illustration, [206] mitigated blackhole attacks by monitoring

whether the reported node is a parent node. In that case, the monitoring node would

remove the parent node from its list of parents and choose a new parent. Then, the
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Table 4.5: Mitigation solutions: additions, authentication, encryption, isolation

Mitigation Solution Abbreviation
Adding registration process ADD1
Adding virtual clusters ADD2
Saving RPL state in non-volatile memory ADD3
Authenticating change in network information AUT1
Node authentication AUT2
Encrypting data packets ENC1
Deleting inactive nodes within specific period ISL1
Deleting malicious node from neighbors list ISL2
Rebuilding DODAG without malicious node ISL3
Selecting another parent from potential parents list ISL4

monitoring node broadcasts an ICMP6 control packet to its neighbors. All mitiga-

tion solutions utilizing additions, authentication, encryption, or isolation are shown

in Table 4.5. Figure 4.4 reveals the ratio of adapting each solution. In summary,

Figure 4.5 shows a taxonomy of mitigation solutions for RPL attacks based on the

countermeasure mechanism.

Figure 4.4: Publications per mitigation solution based on additions, authentication,
encryption, and isolation
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Table 4.6: Additions, authentication, encryption, and isolation solutions

Mitigated At-
tack

ADD1 ADD2 ADD3 AUT1 AUT2 ENC1 ISL1 ISL2 ISL3 ISL4

Blackhole [237] [219] [237] [195] [206],
[64]

[223] [206],[94],[64]

Clone-ID [70]
Copycat
DAO incon-
sistency

[74]

DIS flooding [224],
[251]

[248]

DDAO [73]
Hello flood [221]
Increased
rank

[200] [224] [200] [200] [228]

Local repair [230]
Neighbor [237] [237]
Packet flood-
ing

[74]

Replay [200] [200] [200]
Selective for-
warding

[200] [210],
[259]

[200] [195] [200] [70]

Sinkhole [237] [219] [200] [224],
[210],
[259]

[237],
[200]

[236],
[249],
[200],
[202]

[250],
[74], [234],
[212],
[231],
[196],
[244], [201]

[94], [228]

Sybil [237] [251] [237] [204], [196]
Version [230] [200] [224] [200] [200]
Wormhole [219] [111],

[109]
[211],
[111]

Worst parent [228]

4.4 Discussion

According to the illustrated mitigation solutions and the proposed taxonomy, we

mapped the used mitigation solution with the corresponding class of RPL attack as

shown in Figure 4.6. This figure provides valuable insight into the percentage of

each mitigation solution utilized to combat each RPL attack class. In general, RPL

modification is the most used countermeasure to mitigate discarding, modifying, and

replaying packet attacks. On the other hand, for generating packet attacks, the most

used solution is discarding the malicious packets to maintain the RPL performance.
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Figure 4.5: Taxonomy of mitigation solutions for RPL attacks

Discarding packets is also used to mitigate replay attacks to avoid impacting the net-

work with replayed packets. At the same time, dropping and modifying packet attacks

used discarding solutions in a limited number of studies. In addition, it is noticeable

that updating mitigation solutions has only been used for modifying packet attacks.

Besides, we want to emphasize the following observations: First, isolating attack-

ing nodes was widely applied in all RPL attacks. For dropping packet attacks, this

countermeasure solution is suitable as dropping packets severely impacts network

availability. For other attacks, this solution might be destructive. Even though the

malicious behavior is minimized, the network lifetime and performance after isolating

attacking nodes could be worse, especially when isolating attacking nodes leads to

network partitions. Second, it is worth mentioning the difference in the implemen-
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Figure 4.6: Mitigation solutions percentages for each RPL attack class

tation requirement for mitigation solutions. For instance, any solution that requires

additions or modifications to the RPL protocol, like defining a new objective function,

needs to be implemented on the entire network, including the root and all routing

nodes. However, other solutions, like discarding malicious DIO packets, can be ap-

plied to the nodes that face or might face such an attack without the need to consider

all the network nodes or the root. Another observation is that even though encryption

and authentication have been studied in multiple solutions, the limitations in mem-

ory and computing resources could make them less favorable in front of lightweight

solutions like updating the rank value based on neighbor nodes. In addition, many

encryption and authentication solutions are built to protect the network against ex-

ternal attackers but overlook that these attacks might be launched by internal nodes

as well. Therefore, further analysis has been performed to fully assess the efficiency of

mitigation solutions to aid in making the right decision about the chosen mitigation
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solution and ensuring the network is secure. We call the mitigation solution efficient

when the solution successfully reduces the impact of the attack using the minimum

resources considering the contexts and constraints of IoT environments.

We develop our evaluation criteria for each solution to consider the following as-

pects: The first criterion is the network’s node utilizations, which indicates how this

solution maintains utilizing the maximum number of active nodes in the routing pro-

cess. The second one is the node’s resource preservation, which represents the com-

plexity of the solution in computation and storage. The following evaluation factor is

the modification level, which describes the required amendments to be performed in

the network to apply the mitigation solution. The last criterion is the comprehensive-

ness of the solution, which refers to how the solution considers various attacker forms.

i.e., internal and external attackers. To implement these factors, we develop a matrix

that represents different levels of satisfaction for each criterion. In addition, each sat-

isfaction level is associated with numerical scores (represented as stars) to be assigned

for each mitigation solution. Table 4.7 shows the evaluation criteria of mitigation

solutions. Accordingly, each presented mitigation solution will be evaluated using the

aforementioned criteria, where higher scores indicate higher satisfaction levels of the

solution based on the studied criterion.

For the network’s node utilization factor criterion, the scores are either 0 or 1. We

assign 0 for all solutions that explicitly exclude nodes of the routing process, either by

isolating nodes or overlooking all control packets that regulate routing decisions. Other

than that, the solution gets a score of 1 in this criterion. Moving to the node’s resources

preservation factor, the score varies between 0 and 2. Score 0 has been assigned to
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Table 4.7: Evaluation criteria of mitigation solution Efficiency

Criteria
Network Nodes Uti-
lizations

Node Resources Preservation Modification Level Comprehensiveness

Description 0 -Applying the so-
lution leads to over-
looking some nodes
in the network

0 -The proposed solution
highly consumes node’s re-
sources

0 -The solution should be ap-
plied on all network nodes,
including the root

0 -The solution over-
looks some attacker
forms i.e., internal and
external attackers

and ⋆ -Applying the so-
lution leads to con-
sidering all network
nodes

⋆ - The solution consid-
ers operation that requires
additional energy, computa-
tional, and storage capabili-
ties

⋆ - The solution is applied on
the root and some network
nodes

⋆ - The solution con-
siders various attacker
forms, ie, internal and
external attackers

Score ⋆⋆ - The solution utilizes op-
erations that are frequently
used by the protocol

⋆⋆ - The solution can be ap-
plied on some parts of the
network without the need to
update the protocol for all
nodes

solutions that include cryptographic algorithms, as these solutions require additional

storage and processes to manage the keys, as well as they usually consist of complex

algorithms. We give a score of 2 for the solutions that consist of regular operations

in RPL, like discarding excessive DIS packets or modifying option headers of RPL

packets. However, other solutions are scored 1 as they require additional storage, like

saving RPL state in non-volatile memory or mandating storing mode operation. Other

solutions score 1 because they perform resource-consuming operations like invoking

repairs mechanisms. For the modification level criterion, we consider that the scores

vary between 0 and 2. The solutions that can be applied on any node of the network

without the need to update the protocol for all devices gets a score of 2. The solution

scores 0 when it should be applied on all network nodes, including the root, as it leads

to undesirable disconnection in the network for this update. Also, the nodes might be

unreachable remotely and require a manual update, which adds an additional security

effort to provide this mitigation. When the solution is applied on the root beside some
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network nodes, it gets a score of 1, which allows partial implementation on critical

nodes and overlooks the rest or allows gradual implementation to maintain the network

running under security updates. For the comprehensiveness of the mitigation, the

solution scores 1 when it considers various attacker forms, i.e., internal, and external

attackers, while it scores 0 when the solution overlooks some attacker forms, like

internal attackers.

After defining the evaluation matrix, we evaluate each mitigation solution based

on the defined criteria as shown in Table 4.8. The last column in Table 4.8 represents

the final score of the mitigation solution, which is obtained by summing all scores of

each evaluation criterion. The scores vary between six and one, where the high score

indicates the high efficiency of the solution based on the introduced criteria. Table

4.8 reveals that all solutions based on updating RPL packets are the most efficient

mitigation solutions, as this update happens at the node level without the need to

modify the routing protocols in the root. In addition, updating solutions adjust the

routing parameters without considering the source of the bogus packets, i.e., internal

or external attacker nodes. Also, most of discarding solutions show the same level of

efficiency as updating solution. On the other hand, solutions that are based on au-

thentication and encryption appear to be the least efficient solutions as they require

storage and additional computational overhead at the node level. It also requires pro-

gramming the root and all nodes to implement the selected algorithm. Moreover, this

type of solution usually overlooks the routing attacks resulting from internal nodes.

Furthermore, we want to give more attention to the most used solutions, which are

modifying objective function (RPL1) and rebuilding the DODAG without malicious
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node (ISL3). In fact, these solutions are not at the top in terms of efficiency for the

following reasons. For (RPL1), adapting a new objective function in the routing re-

quires updating the protocol in the root and all network nodes. For (ISL3), which is

rebuilding the DODAG without the suspicious node. This approach can result in the

exclusion of certain nodes from the routing process, leading to a loss of valuable net-

work resources. Additionally, this solution requires each node to maintain a block list

of banned nodes, which can significantly increase storage requirements. Furthermore,

rebuilding the DODAG is a computationally and communication-intensive process

that involves all network nodes, making it a costly solution overall.

When evaluating mitigation methods, it is necessary to analyze each attack on an

individual basis to determine the most effective solution as illustrated in Table 4.9.

For blackhole and selective forwarding attacks, the most efficient solution is to delete

inactive nodes that have not participated in routing for a predetermined time window.

However, for DDAO, the only proposed solution is DODAG reconstruction. The local

repair attack can be mitigated by disabling local repair and resetting the trickle timer.

To mitigate packet flooding, neighbor, replay, DODAG inconsistency, and version

attacks, an efficient solution that mitigates all of them is to adjust the RPL settings

by disabling global repair, local repair, and trickle timer reset. Additionally, the

DODAG inconsistency attack can also be mitigated by updating the option header to

clear the ‘O’ and ‘R’ flags before forwarding the packets normally, besides disabling the

trickle timer reset. Discarding DIO messages is another efficient mitigation solution for

packet flooding attacks. To mitigate version attacks, DIO with a false version number

can be discarded, or discarding the change in version number. DIS flooding attacks
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Table 4.8: Efficiency scores of mitigation solutions

Mitigation
Code

Network
Nodes
Utiliza-
tions

Node
Resources
Preserva-
tion

Modification
Level

Comprehensiveness Score

RPL1 ⋆ ⋆ ⋆ 0 ⋆ ⋆ ⋆ ⋆ ⋆
RPL2 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL3 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL4 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL5 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL6 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL7 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL8 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
RPL9 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS1 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS2 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS3 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS4 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS5 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS6 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
DIS7 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
UPD1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
UPD2 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
ADD1 ⋆ ⋆ 0 0 ⋆ ⋆
ADD2 ⋆ ⋆ 0 0 ⋆ ⋆
ADD3 ⋆ ⋆ 0 0 ⋆ ⋆
AUT1 ⋆ 0 0 ⋆ ⋆ ⋆
AUT2 ⋆ 0 0 0 ⋆
ENC1 ⋆ 0 0 0 ⋆
ISL1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
ISL2 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
ISL3 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
ISL4 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆

can be efficiently mitigated by discarding excessive DIS messages, disabling the trickle

timer reset, or modifying RPL timers by increasing the response delay. DAO insider

attacks can also be mitigated by discarding excessive DAO packets. However, the most

efficient mitigation technique for DIO flood attacks is to discard all control packets

of malicious nodes. The following attacks are efficiently mitigated by discarding DIO

packets: increased rank, decreased rank, wormhole, and worst parent attacks. The
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decreased rank attack can also be mitigated by updating the rank with the information

reported directly by the neighbors. Clone-ID and sybil attacks can be mitigated by

discarding previous information and considering the latest information received from

each host in the network. Additionally, sybil attacks and DIO suppression attacks

can be mitigated by modifying RPL timers and limiting the DIO message replying

rate. Copycat attacks are mitigated by discarding all incoming packets from malicious

nodes. Finally, the only proposed solution to overcome DAO inconsistency attack is

the DODAG reconstruction without the malicious nodes.
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Table 4.9: High efficient mitigation solution per attack

Mitigation Solutions
Attack RPL2 RPL3 RPL4 RPL8 DIS2 DIS3 DIS4 DIS6 DIS7 UPD1UPD2ISL1 RPL5 RPL6 RPL7 RPL9 DIS1 DIS5 ISL2 ISL4 RPL1 ISL3
Blackhole 6
Clone-
ID

6

Copycat 5
DAO
incon-
sis-
tency

3

DAO
insider

6

DDAO 3
DIO
sup-
pres-
sion

6

DIS
flood-
ing

6 6 6

DODAG
incon-
sis-
tency

6 6 6 6

Hello
flood

5

Increased
rank

6

Local
repair

6 6

Neighbor 6 6 6
Packet
flood-
ing

6 6 6 6

Replay 6 6 6
Selective
for-
ward-
ing

6

Sinkhole 6 6
Sybil 6 6
Version 6 6 6 6 6
Wormhole 6
Worst
parent

6

98



CHAPTER 5

REPLAY ATTACKS IN

RPL-BASED INTERNET OF

THINGS

This chapter addresses RQ3 concerning the implementation of replay attacks utilizing

RPL control messages and their resulting effects. Section 5.1 analyzes and compares

the effects of different replay attacks on RPL network topology. In addition, Section

5.2 summarizes different methods and features to detect replay attacks.

5.1 Analysis of RPL Replay Attacks

Multiple RPL replay attacks can be launched based on the type of control message

being replayed, the modification performed before replaying the message, and the

frequency of replaying the message. Figure 5.1 summarizes the mechanism of these

various attacks and answers the first research question regarding the types of control
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messages used to launch replay attacks. First, the DIS message, this message is sent

by an external node probing the network, and it does not contain information about

the sender. Therefore, replaying this message by any other node will not impact the

network. The second message is a DIO message that can launch multiple RPL replay

attacks. When the attacker node replays the exact received DIO message without

adding its IP address or routing information, such as the rank value, it performs a

neighbor attack [24], [10], [260]. However, when the attacker frequently sends the

received message, the attack becomes a DIO suppression attack [258], [10]. On the

other hand, if the attacker changes the IP address of the received message to include

its IP address while keeping the routing information of the received node and sending

the message frequently, this attack is called a copycat attack [261], [72]. The DAO

message is another control packet used to launch a replay attack. In a DAO replay

attack, the attacker replays the received DAO message to a neighbor node in the

DODAG [3], [101]. Another attack based on replaying DAO messages is a route table

falsification attack. Here, the attacker modifies the DAO message by changing the

source’s IP address and then replays it to its parent [3], [2].

In addition, we determine the impact of replay attacks by first considering used

control messages and listing different attacks that might occur. Based on the men-

tioned consequences of these attacks according to the literature, we analyze and clas-

sify the impact level as shown in Table 5.1. The attack has a low impact when it

only leads to additional exchanges of control messages without impacting network

topology. For moderate impact, the attacker node destructs the optimal structure

of DODAG by driving network nodes to use sub-optimized paths or deceiving them
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Figure 5.1: RPL replay attacks mechanism

into considering an out-of-range node as a neighbor. When the attack has a critical

impact, it falsifies the network by either announcing a false or out-of-range node to

add non-existing paths or by isolating some nodes from the DODAG.

Table 5.1: The classification scheme of potential impact on routing

Impact
Magni-
tude

Impact Description

Low Performing the attack leads to additional ex-
changes of control messages without impacting
network topology

Moderate Performing the attack leads to using sub-
optimized routing paths or adding an out-of-
range node as neighbor

Critical Performing the attack leads to adding non-
existing routing path to DODAG or isolating
node(s) from DODAG
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5.1.1 Attacks Resulting from Replaying DIO

The DIO control message is the packet that has the most information about the

network and the sender. In addition, it is the message responsible for constructing

the upward path [41], [40]. Therefore, this control message is exposed to multiple

replay attacks. Specifically, three types of replay attacks have been introduced based

on replaying DIO messages: neighbor attack [117], [3], DIO suppression attack [258],

[10], and copycat attack [261], [72]. We will study these forms of DIO replay attacks

in terms of the attackers’ mechanisms and their impact on the routing service and the

DODAG topology according to Table 5.1.

DIO Replay Attack

When an attacker node replays the received DIO message without modification, this

attack is called a neighbor attack. To perform this attack, the attacker node has

to replay an exact copy of the received DIO message without adding its information

(neither its rank nor the IP address). As a result, this replayed DIO deceives the

recipients by considering the original sender of this DIO message in their communi-

cation range. The intent of this attack is to compel nodes to pursue sub-optimized

or nonexistent paths [5], [117]. The neighbor attack has been studied by many re-

searchers. For instance, Sharma et al. [24] considered the neighbor attack as a type of

sub-optimization attack in their classification and comparison of RPL routing attacks.

The impact of this attack, according to [24], is the delay in network performance as

packets use non-optimal paths. Raoof et al. [3] classified neighbor attacks as a type
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of RPL-specific attacks, emphasizing this attack as a result of RPL vulnerabilities. In

addition, [3] pointed out that this adds non-significant network delay. However, Man-

gelkar et al. [117] considered the neighbor attack as a type of confidentiality threat

attack that happens as a result of a failure to keep routing information confidential,

which leads to adapting sub-optimal or non-existing routes and increasing resource

consumption. Furthermore, several studies have demonstrated that this attack in-

creases E2E delay, changes network topology, adds additional control overhead, and

loses some data packets [50], [262].

To illustrate the impact of this attack and how it negatively affects the routing

service, we need to consider the position of the adversary node, victim nodes, and the

node that has been exploited in the DODAG, as the position of the exploited node

plays a vital role in amplifying the impact of the neighbor attack [3], [117]. Figure 5.2

illustrates various positions of the attacker node, the exploited node, and the victim

node. The critical impact of the neighbor attack happens when the exploited node

has a lower rank than the victim’s parent, as mentioned in [3], [5]. This case is shown

in Figure 5.2(c). Specifically, the victim receives the replayed DIO message. This

message contains information about a new neighbor node from the victim’s perspec-

tive. Therefore, the exploited node will be added as a candidate parent in its parent

set. Also, it will be added to the victim’s routing table if the DODAG uses a storing

mode [41]. In addition, the victim node will calculate its new rank based on the rank

of the exploited node and will choose it as a preferred parent [41]. Accordingly, the

victim node will also send a DAO message to the exploited node as a new parent.

However, as this path does not exist, it leads to high exchange of control messages
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and loses some data packets [3]. In Figure 5.2 (b), the exploited node is out of the

victim’s range. The victim receives the replayed DIO message sent by the attacker.

As a result, the victim node will add the exploited node to the parent list as well as

the routing table, similar to the previous case. However, the replayed DIO message

contains a higher rank than the victim’s parent. Therefore, the exploited node will

not be considered as a preferred parent, and the upward route will not be impacted.

In this case, the impact of the neighbor attack is moderate by adding an out-of-range

node in the victim’s potential parents and the routing table if the victim is in the

storing mode [41]. In addition, this attack leads to a further exchange of control mes-

sages that causes some delay.

In Figure 5.2 (a), both the exploited node and victim nodes are within each other’s

communication range. Therefore, the replayed DIO message, previously received by

the victim, will only be a repeated consistent DIO message. The only impact, in this

case, is to increase the control message exchanges by triggering the trickle timer of

the victim to send its own DIO message. This scenario has a low impact on routing

because it does not directly affect network topology nor lead to the consideration of

an out-of-range neighbor as a potential parent. It is worth noting that the neighbor

attack can be launched by any internal or external node, as the adversary uses a DIO

message multicast by each node in the network [24].

Frequent DIO Replay Attacks

The second and third types of DIO replay attacks fall under this category. The

second DIO replay attack is a DIO suppression attack, where the attacker replays
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Figure 5.2: DIO replay attack analysis based on relative location: (a) low impact,
(b) moderate impact, and (c) critical impact.

a received legitimate DIO message many times within a fixed frequency [258]. The

DIO suppression attack has the same mechanism as the neighbor attack in terms of

replaying the received DIO message without adding any information about the sender

node. The difference in this attack appears in replaying the received DIO message

within a fixed frequency [258], [82]. This attack aims to hide the existence of some

network nodes that could lead to partitioning the network by misusing the trickle timer

[3], [82]. According to the trickle algorithm, when a node receives a specific consistent

number of DIO messages, the trickling method prevents this node from transmitting

its own DIO messages to minimize the congestion by reducing the exchanged control

messages in the network [44]. As such, the adversary replays a specific DIO message

several times to trigger the suppression feature in the victim node. The suppressed

nodes may remain hidden, and some routes may go undiscovered as a result of the

ongoing suppression [10], [83].

Several researchers have tackled the consequences of the DIO suppression attack. For

instance, Avalia et al. [38] included the DIO suppression attack as a type of attack that
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threatens the network in terms of eliminating some control messages and destructing

network topology. Other consequences of this attack appeared in the form of degrading

the quality of routing services by reducing PDR and network path stretch [258], [263].

In addition, other studies have highlighted the DIO suppression attack as an attack

that forces nodes to update their routing tables with outdated and wrong data [258],

[3], [227], [5], [85].

To illustrate the impact of DIO suppression attacks, we evaluate only the suppressing

feature and its impact. To achieve that, the malicious node is positioned close to the

replay source node to focus only on the frequent replay effect. By doing this, every

node that receives replayed DIOs can reach the replay source node [258]. However,

the attacker node may replay a DIO message from an out-of-range node in frequent

replay DIO attacks [258], [261]. The combined impact of suppressing and attempting

to reach an out-of-range node is not assessed in this study and is left for future work.

Figure 5.3 demonstrates different positions that attacker and victim nodes can take

under a DIO suppression attack. Even though Perazzo et al. [258] and Raoof et al.

[3] mentioned that the worst impact of this attack leads to network partitioning and

isolating some nodes, they have not mentioned the position that causes such impact.

To attain this level of harm in the network, we choose the setup shown in Figure 5.3

(c). In this position, the victim node has only the exploited node and the attacker

node as potential parents. Besides, the sub-DODAG of the victim node is connected

to the DODAG only through the victim node. According to this position, when the

victim node receives consistent DIO messages from the exploited and attacker nodes,

it suppresses its DIO. As a result, the sub-DODAG of the victim node that relies only
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on DIO messages from the victim to have the routing information about the network

will not receive any DIO message. Therefore, suppressing the victim node will lead to

network partitioning and sub-DODAG isolation from the network. In this case, the

DIO suppression attack has a critical impact on the network.

However, Verma et al. [264] emphasized the impact of this attack on the routing

performance is small when the network has a small size. Figure 5.3 (a) illustrates

this limited effect. In this scenario, the victim node has multiple potential parents.

Therefore, when the victim node receives the replayed consistent DIO messages, it

suppresses its DIO according to the trickle algorithm. However, the victim node also

receives other DIO messages from the other potential parent (node 3). Accordingly,

the victim node reacts by transmitting its DIO. This scenario has low impact on

network topology because it only leads to additional exchanges of control messages

owing to the victim node not suppressing its DIO where the suppression feature is

disabled by other parents.

Another setup is introduced in Figure 5.3 (b) to illustrate the impact of creating

sub-optimized paths as mentioned by [258] and [5]. In this setup, the victim node

has only the exploited and the attacker nodes as potential parents. In addition, the

sub-DODAG of the victim node can connect to the DODAG using another node. In

this case, the impact of this attack is moderate on the network topology, as even if

the attacker can successfully suppress the victim node, its impact will be limited by

hiding only the optimal route through the victim node and forcing the sub-DODAG

to use a sub-optimal routing path without partitioning the network.

The third DIO replay attack is the copycat attack, which was first studied by
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Figure 5.3: Frequent DIO replay attacks analysis based on relative location: (a) low
impact, (b) moderate impact, and (c) critical impact.

Verma et al. [261]. In this attack, the attacker receives broadcast DIO messages from

a legitimate node, and sends previously received DIO messages many times with a

fixed replay interval [71]. There are two types of copycat attacks. The first type is

called a spoofed copycat attack, where the attacker replaces the source IP address in

the IPv6 packet with the IP address of the original DIO sender. That is, the attacker

replays the received DIO message frequently without modification. As a result, the

receiver will think the DIO sender is in its communication range. This attack has

more impact when victim nodes try to add an attacker that is out of range as a

parent, assuming it is a part of the optimal path to the root [261]. In this case, this

attack is identical to the DIO suppression attack [258]. The second type is called a

non-spoofed copycat attack, where the attacker replays DIO messages with its own

IP address. As a result, neighbor nodes will receive false information about the rank

of the attacker. This makes these neighbor nodes update their rank values and the

selection of their parent using incorrect network information [72]. This attack aims

to create sub-optimal routing paths in the attack region [71] and increase the control
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message overhead due to the frequency of the replaying packets [72]. It should be

noted that the non-spoofed copycat attack will be studied as a copycat attack in

this research. Because the mechanism of this attack is similar to the DIO suppression

attack (except that it adds the attacker IP), the analysis of the impact of this attack in

terms of the attacker and victim nodes’ position is identical to the previously explained

DIO suppression attack, as shown in Figure 5.3.

Few researchers have tackled the copycat attack. Simoglou et al. [18] classified

this attack as a combination of flooding and replay attacks. Pasikhani et al. [17]

illustrated copycat attacks are a form of the DIO suppression attack considered to be

a topology attack. According to Verma and Ranga [5], the impact of this attack on

the network lies in its decreasing PDR and increasing E2E network delay [261], [71],

[72].

5.1.2 Attacks Resulting from Replaying DAO

The DAO message plays a vital role in downward traffic. The destination node must

send a DAO control message to announce reverse route information along the upward

route. Replay attacks launched by a DAO message have not been investigated in

the literature. However, Mayzaud et al. and Sharma et al. described attacks that

involve replaying the routing information of path sequence in DAOmessages by storing

legitimate control messages from other nodes and later transmitting them around the

network [24], [2]. We study two types of replay attacks based on replay DAO messages.

The first type is a DAO replay attack, and the second type is a route table falsification

attack. According to Mangelkar et al. [117], all replay attacks are classified as a failure
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to secure the integrity of the network. In replay attacks using DAO, a malicious node

intends to announce fake routes. The difference appears in the mechanism; in a DAO

replay attack, the adversary replays legitimate DAO message not in the victims’ sub-

DODAG. While in a route table falsification attack, the replayed DAO message is

modified to advertise a different source node. It is worth mentioning that launching

a replay attack using a DAO is harder than a DIO replay attack because the DAO

message is typically unicast from the child node to the preferred parent only [40], [41].

Therefore, the attacker node can be either an internal attacker node or a node that

sniffs a DAO packet sent by a child to its parent. We will emphasize the mechanism of

each of them, the intent of these attacks as well as their impact on the routing service.

We will also highlight the resulting DODAG topology under these attacks based on

Table 5.1.

DAO Replay Attack

To launch the DAO replay attack, the attacker node receives a DAO message from

the exploited node. Then, it replays the DAO message and unicasts it to the victim

node. As a result, the victim node adds the exploited node to its neighbor table (in

the case of storing mode) and forwards this DAO to its ancestors. The ancestors add

this fake entry in their routing tables (in the storing mode) in addition to the root’s

routing table. Figure 5.4 highlights various scenarios of the attacker, exploited, and

victim nodes. To illustrate the impact of having longer routing paths that lead to

more delays (according to Kamble et al. [101] and Raoof et al. [3]), Figure 5.4 (a)

represents the scenario of the exploited and victim nodes, where nodes are completely
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reachable. In this case, the attacker node replays the DAO message to a neighbor

node. Accordingly, the victim node considers the exploited node as a child, and it

forwards this DAO message to all its ancestors. When the root wants to send a

message to the exploited node, it sends it through the victim node, and then the

victim node delivers it to the exploited node because it is a neighbor node. Therefore,

this position in a DAO replay attack has a moderate impact on the routing in terms

of using a sub-optimized downward path for the exploited node. Also, in the storing

mode, it fills the routing tables of the exploited node and all its ancestors with a

false entry. Conversely, Figure 5.4 (b) reveals the case where the DAO replay attack

has a critical and harmful impact that includes packet drops and an increase in the

number of RPL messages [3] and [101]. In this case, the victim node is out of the

exploited node range. When the root tries to reach the exploited node, the traffic will

flow toward the victim node. Because the victim node does not reach the exploited

node, it drops packets directed toward the exploited node. As a result of failing to

deliver the required data to the destination, the route purging process will be invoked

to reconstruct the downward paths, which requires additional exchanges of control

messages and leads to losing multiple data packets.

DAO Replay Attack with Source Forging

According to the literature, this attack is known as a route table falsification attack,

and it requires enabling the storing mode. This attack happens when the attacker

modifies received DAO messages to build fake downward routes [2], [3]. We define

this attack as follows: the route table falsification attack occurs when a malicious
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Figure 5.4: DAO replay attacks analysis based on relative location: (a) moderate
impact, (b) critical impact, and (c) DAO replay attack with source forging.

node replays the received DAO message after modifying this message by replacing the

original source with a fake source. As a result, the replayed DAO message informs

other nodes of false routes. The nodes that are advertised in the bogus route might be

(a) genuine but not present in the adversary’s sub-DODAG or (b) completely fictitious

[4]. A thorough examination of how these attacks impact RPL networks has not yet

been revealed [3], [4]. Figure 5.4 (c) illustrates the mechanism of this attack that

causes false routing entries, as mentioned by Raoof et al. [3] and Kamble et al. [101].

When the attacker node receives a legitimate DAO message from its child, it replays

the received DAO message after changing the source IP address to a fake one. The

impact of this attack is to hide the downward route of the exploited node because the

root cannot reach this node. The effect of this mechanism is critical as the exploited

node is isolated from the downward traffic, which leads to lose multiple data packets.

This mechanism also announces a false path and adds a fake entry in the routing

tables of the root and all victim’s ancestors with a storing mode.

Few researchers have studied the route table falsification attack or DAO falsifica-
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tion attack. This attack was first explained by Mayzaud et al. [2]. According to [2], a

route table falsification attack was considered a topology attack that aimed to impact

the optimal paths in DODAG topology. Moreover, Raoof et al. [100] argued that

the route table falsification attack is a type of RPL storing mode attack because this

attack only happens when RPL runs in storing mode of operation. According to [100],

this attack aims to harm routing tables. Verma and Ranga [5] also studied the route

table falsification attack and presented this attack as a DAO-related attack, mention-

ing the impact of forcing legitimate nodes to create non-existing routes. Moreover, [5]

discussed a case when a victim node might be filled with wrong routing entries as a

result of these fake routes. Table 5.2 summarizes the impact of various replay attacks

in RPL based on the attacker’s impact on the DODAG and network topology.

5.2 Detecting Replay Attacks

Researchers utilized different methods and various features to identify and detect re-

play attacks. For instance, Le et al. [19] presented a monitoring system to detect

neighbor attacks, where the monitored values were the number of DIS messages, se-

quence of DIO messages, stability of the node in the assigned topology, and difference

in the rank value between the parent and child. Meanwhile, [260] used location infor-

mation and received signal strength information in their detecting solution. Moving

to another detection system approach proposed in [257], which utilized a trust-based

mechanism to detect and isolate neighbor attackers. Another detection method was

developed by Farzaneh et al. [140] by considering the total received DIO messages and
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Table 5.2: Evaluation for RPL replay attacks impacts on routing

Attack Level of
Impact

Positions of Attacker and Exploited Node Impact

DIO Re-
play

Low Deceived node is neighbor of exploited node Exchanging additional control mes-
sages

Moderate Deceived node is out-of-range of exploited
node with higher rank than deceived node’s
parent

+ adding out-of-range neighbor as po-
tential parent

Critical Deceived node is out-of-range of exploited
node with lower rank than deceived node’s
parent

++ Attempting to use non-existing up-
ward path

Frequent
DIO
Replay

Low Deceived node has multiple potential parents Exchanging additional control mes-
sages

Moderate Decedents of deceived node have multiple po-
tential parents

+ Suppressing deceived node; using
sub-optimized routing path

Critical Deceived node and its sub-DODAG are con-
nected to the DODAG through attacker

++ Partitioning the DODAG

DAO Re-
play

Moderate Deceived node is neighbor of exploited node Exchanging additional control mes-
sages

Critical Deceived node is out-of-range of exploited
node

+ Adding non-existing downward path;
isolating exploited node from down-
ward traffic

DAO Re-
play With
source
forging

Critical Deceived node forges exploited node’s ad-
dress

Exchanging additional control mes-
sages; adding non-existing downward
path; isolating exploited node from
downward traffic

+ In addition to the impact in the above cell, ++ In addition to the impact in the above
two cells
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the number of neighbors. While the detection system proposed in [265], an online un-

supervised ensemble-based anomaly detection technique, is considered for RPL attack

detection, including replay attacks. Another detection scheme was a heuristic-based

by Pu and Zhou [85] to detect DIO suppression attacks. This method is built on the

threshold value of an acceptable sequence number increment. Similarly, the method

introduced by Tahar et al. [266] entails the comparison of the time disparity between

two DIO messages with a specified threshold value for each node to identify the node

responsible for launching the DIO suppression attacks. Another study proposed by

Kim et al. [267], to develop a fuzzy logic-based intrusion detection scheme to detect

DIO suppression attacks. Remarkably, few studies were proposed to identify copycat

attacks [261], [71], [72]. All these studies suggested using outlier detection to find

attacks based on abnormal behavior. It is worth noting that no study has been pro-

posed to detect DAO replay attacks. Figure 5.5 summarizes features commonly used

in replay attack detection. The number of RPL packets has been frequently used

to detect replay attacks. In contrast, other features like hop count have been rarely

utilized for replay attack detection. However, most studies only focused on detecting

one type of replay attack. i.e., neighbor or DIO suppression, etc.

To summarize, Table 5.3 shows the proposed detection solutions presented in the

literature. It identifies the design approach and the features considered in the design.
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Table 5.3: Summary of proposed security solutions for replay attacks

References Designing Approach Features Used
[97] Threshold No. of received DIS, DIO, and DAO packets, sequence of DIS,

DIO, and DAO, and parent-ID.
[260] Location Received signal strength
[85] Threshold Increment in sequence number of messages
[140] Threshold No. of received DIO packets, No. of neighbors
[75] Threshold No. of received packets from each neighbor
[268] Threshold Hop count
[84] Machine learning Sender identities in the received messages
[71] Machine learning No. of DIO, time interval between successive DIO’s
[96] Machine learning No. of received and transmitted DIO, No. of received and

transmitted DAO, node’s rank.
[257] Trust No. of successful transmitted packets, No. of packets
[269] Machine learning No. of transported DIO and DAO packets, No. of received

DIO and DAO packets, times to change parent set, and times
to change rank

[247] Node’s Rank Echelon Metric Based Objective Function
[270] Deep learning Convolutional neural network
[267] Fuzzy logic DIO counter, Received DIO time, DIO Interval
[266] Threshold-based Time between consecutive DIOs
[265] Machine learning No. of received and transmitted (DIS, DIO, DAO) packets,

No. ofreceived, transmitted, and forwarded UDP packets,
average rank, average version forwarding ratio

Figure 5.5: Common used features to detect RPL replay attacks

116



CHAPTER 6

DEVS-RPL MODEL

In this chapter, we answer RQ4 about modeling the RPL establishment and mainte-

nance to specify the number and frequency of generated RPL messages. Section 6.1

shows the model objective & scope. Section 6.2 provides the model description and

specification. Section 6.3 explains the generation of RPL messages and the sending

time.

6.1 Model Objective & Scope

When studying complex systems, such as network protocols, it is essential to analyze

their behavior over time. This involves examining the system’s structure and the

internal time delays that can impact its overall behavior. For instance, in the context

of the RPL specification, a node must exchange specific control messages. The goal

is to identify the particular control messages that a node is required to exchange and

quantify the number of control messages a node generates under normal operating

conditions. To build these specifications, we mainly rely on the RPL Standard [41]

117



and the implementation of RPL in Contiki-NG is an operating system [271].

DEVS introduced by Zeigler in the late 1970s and it provides a hierarchical and

modular approach to modeling discrete event systems, where modularity is defined

by the ability of a system to interact with its environment through input and output

ports [272].

DEVS focuses on processing events rather than studying the system behavior in

each individual time step, making it inherently more efficient [22]. This model is crucial

for understanding how complex systems evolve over time, particularly when dealing

with protocols that involve interactions and delays. In DEVS, each system or model

is conceptualized as a “black box”, denoted as S, that receives and sends messages

through these ports. The internal behavior of each component within a system is

specified using the atomic model [21]. The Atomic DEVS Model is a fundamental

building block in DEVS formalism. It describes the behavior of individual components

in a system, including how they respond to internal and external events over time[272].

We applied DEVS to model the generation and exchange of control messages in

RPL. In our model, we considered the following states to describe the behavior of

RPL network nodes:

• Joining: which describes the initial connection attempts of nodes [40].

• Sending: which describes sending a message to another node [39], [40].

• Processing: This represents the state of processing a message by the MC pro-

cessor, and the node doesn’t generate any RPL message during this state [39],

[273].
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• Listening: which shows that the node is either receiving or idle [273].

6.2 Model Specification

Formally DEVS is defined as tuples: (X,S, Y, δint, δext, λ, ta). Figure 6.1 provides a

visual illustration of our proposed DEVS-RPL model, which can be formally described

as follows:

6.2.1 Input, Output, State Set

X is the set of input values that represent external events, and Y is the set of output

values. In DEVS-RPL X = Y = {DIS, DIOU
M , DIOM , DIOU , DAO}.

S is a set of states. S = {(phase, σ)| phase ∈ {“Joining”, “Processing”, “Listening”,

“SendingDIS”, “SendingDIOM”, “SendingDIOU”, “SendingDAO”, σ ∈ R+
0,∞}}

6.2.2 Initial State

The starting state in RPL is represented by δint(“s0 : Joining”, 0). This state stays

0-time units and is utilized by all nodes that want to join a DODAG.

6.2.3 Internal and External Transition Functions

Internal transition function is represented as δint : S− > S that causes a transition

to the next phase when the current state’s time has elapsed. External transition

function is defined as δext : Q × Xb− > S that causes a transition to a new phase

as a result of receiving an external event on the input ports. Three parameters are
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Figure 6.1: State transitions of DEVS-RPL model

used to determine the next phase, which are the current state, the port where the

input has occurred, and the values of the input. These parameters can be expressed

as Q ∈ {(s, e)|s ∈ S, 0 ≤ e ≤ ta(s)} considering that S is total state set and e is

the time elapsed since last transmission. In DEVS-RPL, the node changes its state

according to the following defined internal and external transition functions:

1. The function δint(“s0 : joining”, 0) = (“s1 : SendingDIS”, 0) shows that the

joining node instantly leaves ”joining” state to “Sending DIS” state and it will

send its first DIS message. The node lasts in this state 0-time units as it just

sends a DIS packet.
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2. After sending the first DIS message, the transition function δint(“s1 :

SendingDIS”, 0) = (“s2 : Joining”, IDIS) indicates that the node moves back

to the joining state, and it lasts for IDIS as specified in RPL [41]. During this

interval, the node waits without sending any control message.

3. Accordingly, when IDIS timer expires, and no incoming DIO message is received,

the function δint(“s2 : Joining”, IDIS) = (“s3 : SendingDIS”, 0) tells that the

node should move to the “Sending DIS” state. It sends another DIS message

[41]. This step will be repeated until the node receives a DIO message.

4. When a node receives a multicast DIO message while in a joining state, the

function δext(“s2 : Joining”, σ, IDIS, DIOM) = (“s3 : Processing”, IDIO) il-

lustrates that the node leaves this state and moves to the “Process” state to

process the incoming DIO (to identify its rank and choose its preferred parent)

for IDIO = Min(IDIO) time unit [41]. Besides, the IProbing is set [271].

5. Once IDIO timer expires, the function δint(“s3 : Processing”, IDIO) = (“s4 :

SendingDIOU
M”, 0) reveals that the node moves to “Sending Mulicast-DIO-

WithUpdates” state and multicast its DIO message [41]. The node spends in

this state 0-time units as it just sends DIO packet.

6. After multicasting updating DIO message, the function δint(“s4 :

SendingDIOU
M”, 0) = (“s5 : Processing”, DDAO) shows that the node moves

to the “Process” state to prepare a DAO packet for DDAO time unit [41].

7. When DDAO expires, according to the function δint(“s5 : Processing”, DDAO) =
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(“s6 : SendingDAO”, 0), the node resets the IDAO and moves to the “Sending

DAO” state to unicast DAO message to its parent. The node spends in this

state 0-time units as it just sends DAO packet. In addition, Besides, the IDAO

is set [271].

8. Following sending DAO message, the function δint(“s6 : SendingDAO”, 0) =

(“s8 : Listening”, θ) indicates that the node moves to “Listening” state, where

the node can receive control messages. The node stays in this state until the

minimum timer lasts(We noted the minimum interval by θ). In this state, the

node runs three timers. The first one is IProbing, which controls sending unicast

DIO packets for probing. The second timer is the IDAO, which controls sending

DAO messages to maintain downward routing, and the last one is IDIO, which

controls sending multicast DIO messages.

9. The function that reflects the case when a node receives messages with an up-

date in a DODAG including mulicast-DIS, multicast-DIO with a new version

number, multicast-DIO with an infinitive rank, or DIO with a new DTSN is

δext(“s8 : Listening”, σ, θ,DIS,DIOU
M) = (“s3 : Processing”, IDIO). The node

immediately moves to “Processing” to process the incoming DIO (to identify

its rank and choose its preferred parent) for IDIO = Min(IDIO) time unit [41].

Then, it repeats the steps (5-8).

10. On the other hand, when the IProbing lasts, the function δint(“s8 :

Listening”, θ) = (“s10 : SendingDIOU”, 0) refers that the node moves to the

“Sending Unicast-DIO” state and sends a unicast DIO message. The node
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spends in this state 0-time units and returns to the “Listening” state again,

and the IProbing also reset [271].

11. After sending a unicast DIO message, the function δint(“s10 :

SendingDIOU”, 0) = (“s8 : Listening”, θ) reveals that the node

moves to “Listening” state, where the node can receive control mes-

sages. The node stays in this state until the minimum timer θ lasts.

θ = min(IProbing, IDAO − IProbing, IDIO − IProbing)

12. When the IDIO lasts, according to this function, δint(“s8 : Listening”, θ) = (“s9 :

SendingDIOM”, 0), the node moves to the “Sending Mulicast-DIO” state and

multicasts DIO message. The node spends in this state 0-time units.

13. After sending a multicast DIO message, the node returns to the “Listening”

state again as described in the function δint(“s9 : SendingDIOM”, 0) = (“s8 :

Listening”, θ). The node stays in this state until the minimum timer θ lasts.

Accordingly, the θ timers will have the following values:

IDIO=


IDIO×2 : if IDIO≤Max(IDIO)

IDIO : Otherwise

θ = min(IProbing − IDIO, IDAO − IDIO, IDIO)

14. The function that shows the case when a node receives a multicast DIO message

that doesn’t have any DODAG update is δext(“s8 : Listening”, σ, θ,DIOM) =

(“s8 : Listening”, θ−σ). Consequently, this message will not impact IDIO timer
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[271], and the node stays in its “Listening” state, the remaining interval.

15. In the case that IDAO timer lasts, the function δint(“s8 : Listening”, θ) = (“s5 :

Processing”, DDAO) indicates that the node moves to the “Process” state to

prepare a DAO packet for DDAO time unit [271].

16. Consequently, when DDAO expires, the function δint(“s5 :

Processing”, DDAO) = (“s6 : SendingDAO”, 0) specifies that the node

resets the IDAO and moves to the “Sending DAO” state to unicast DAO

message to its parent [41]. The node spends in this state 0-time units as it just

sends DAO packet.

17. After sending a unicast a DAO message, the transition function δint(“s6 :

SendingDAO”, 0) = (“s8 : Listening”, θ) refers that the node returns to the

“Listening” state again where the node can receive control messages. The node

stays in this state until the minimum timer θ lasts, where the three timers have

the following values: θ = min(IProbing − IDAO, IDIO − IDAO, IDAO)

18. In the case that a node receives a DAO message while in a “Listening” state,

the function δext(“s8 : Listening”, σ, θ,DAO) = (“s7 : Processing”, 0) reveals

that the node leaves this state and moves to the “Process” state to forward the

incoming DAO for 0time unit.

19. Accordingly, the function δint(“s7 : Processing”, 0) = (“s6 : SendingDAO”, 0)

points out that the node moves to “Sending DAO” state and unicast DAO

message to the preferred parent. The node spends in this state 0-time units as

124



it just sends DIO packet.

20. After sending a unicast a DAO message, the transition function δint(“s6 :

SendingDAO”, 0) = (“s8 : Listening”, θ) shows that the node returns to the

“Listening” state again, where the node can receive control messages. The node

stays in this state until the minimum timer θ lasts.

6.2.4 Confluent Transition Function

This function is executed in cases where the internal and external functions cause a

simultaneous transition. In our model, the external transition function proceeds the

internal transition function. δconf (phase, σ, x) = δint(δext(phase, σ, θ, x), θ − σ)

6.2.5 Output Function

the output function λ : S− > Y b shows the generated messages to be sent. In DEVS-RPL,

according to Figure 6.1, the generated messages are: λ(“s1 : SendingDIS”, 0) = DIS

λ(“s4 : SendingDIOU
M”, 0) = DIOU

M

λ(“s9 : SendingDIOM”, 0) = DIOM

λ(“s10 : SendingDIOU”, 0) = DIOU

λ(“s6 : SendingDAO”, 0) = DAO

6.2.6 Time Advance Function

This function is responsible for providing the time that causes a state transition.

ta(phase, σ) = σ
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Table 6.1: Participant states of each control message

DIS DIOU DIOM DAO
(“s0:Joining”,0) (“s8:Listening”,IProbing) (“s4:SendingDIOU

M”,0) (“s6:SendingDAO”,0)

(“s1:SendingDIS”,0) (“s10:SendingDIOU”,0) (“s9:SendingDIOM”,0) (“s8:Listening”,IDAO)

(“s2:Joining”,IDIS) (“s3:Processing”,IDIO) (“s7:Processing”,0)

(“s8:Listening”,IDIO) (“s5:Processing”,DDAO)

6.3 Deriving Messages Generation and Sending Time

According to the presented model. We want to derive the following: First, the gen-

erated control messages. Second, the required time for each output message to be

generated. We rely on the Output Functions 6.2.1 to consider each output message.

In order to determine the required time that each generated message takes, we need to

define participant states. let P ⊆ S represent a set of states that lead to generating a

specific control message y ∈ Y . The participant state P to generate y control message

is: P (y) = {p : λ(p) = y or(δint(p) ∈ P andλ(p) = ϕ)}. The required time for any output

message to be generated can be extracted from the Time Advance Function (explained

in Section 6.2.6), by considering the time of all participant states. We trace all tran-

sitions that lead to generating a specific message y ∈ Y and the consumed time in

each of them as: T (y) =
∑

i ta(pi, σ) : pi ∈ P . The participant states of each control

message are illustrated in Table 6.1.

6.3.1 Generating DIS

To formulate the time of sending a DIS message, T (DISi) denotes the time of sending

an arbitrary DISi message. According to the participant states and the time advance
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function, with the assumption that the first DIS is sent at time T (DIS1), the time of

sending a DIS can be presented as:

T (DISi) = T (DIS1) + IDIS × (i− 1) (6.1)

Therefore, the number of DIS in given window of time W is calculated by:

#DIS =
W − T (DIS1)

IDIS
(6.2)

It is worth noting that no external event leads to generating DIS messages.

6.3.2 Generating Unicast DIO

To formulate the time of sending DIOU message, T (DIOUi
) denotes the time of

sending an arbitrary DIOUi
message. According to participant states and the time

advance function, the time of sending DIOU relies on IProbing, which is presented as:

T (DIOUi) = T (DIOU1) + IProbing × (i− 1) (6.3)

Where T (DIOU1) is the sending time of the first DIOU message.

As a result, the number of DIOU in given window of time W is calculated by:

#DIOU =
W − T (DIOU1)

IProbing
(6.4)

It’s crucial to understand that the generation of a DIOU message is not triggered

by any external events, as DIOU is a probing message that is sent frequently.

6.3.3 Generating Multicast DIO

To formulate the time of sending a DIOM message, T (DIOMi
) denotes the time of

sending an arbitrary DIOMi
message. For the time advance functions of the partici-
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pant states, we didn’t distinguish between the DIOM whether it contains an update

or not, where IDIO is the timer that controls the emission of this message even with

receiving external events. By assuming that T (DIOM1) is the sending time of the first

DIOM message. Accordingly, the time of sending a DIOM can be presented as:

T (DIOMi) = T (DIOMi−1) + IDIO (6.5)

where IDIO is first set to IDIO = Min(IDIO), then it is dynamically updated :

IDIO =


IDIO × 2 : if IDIO ≤ Max(IDIO)

IDIO : Otherwise

The time between consecutive messages increases exponentially at the beginning

when the network is constructed. However, the time between messages is fixed when

the network is stable [41]. When a node receives messages that show an update

in a DODAG including multicast-DIS, multicast-DIO with a new version number,

multicast-DIO with an infinitive rank, or DIO with a new DTSN, the node immediately

resets to IDIO = Min(IDIO) [41]. We assume that the difference in sending rate

distinguishes between two network stages. The first stage is when the network is

under construction, whereas the second one is when it is under maintenance. We

define the construction stage as the time before reaching the Max(IDIO).

Table 6.2: DEVS-RPL specification of received messages

RPL message Phase Minimum Maximum
DIS - 0 NW

IDIS

DIOU - WN
4Iprobing

2NW
IProbing

DIOM Construction NW
Max(IDIO)

Nlog2
W

Min(IDIO)

DIOM Maintenance NW
2Max(IDIO)

2NW
Max(IDIO)

DAO Construction 0 Nlog2
W

Min(IDIO)+DDAO

DAO Maintenance 0 2NW
IDAO
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6.3.4 Generating DAO

To formulate the time of sending a DAO message, T (DAOi) denotes the time of

sending an arbitrary DAOi message. According to participant states and the time

advance function, the transition that leads to reset IDAO appears in two cases: first

is when IDAO expires, and the time is due to send a new DAO. The second case is

when the node sends a DIOU
M that includes an update in the DODAG, this update

requires multicast a DIO with update as well as sending a DAO as unicast to the

parent node as reflected in Figure 6.1. Denoting the time of sending a DIOU
M before

DAOi by T (DIOU
Mj), T (DAOi) can be written as follows:

T (DAOi) =


T (DAOi−1) + (IDAO +DDAO) : if T (DAOi−1) ≥ T (DIOU

M)

T (DAOR) +DDAO : if received DAO

T (DIOU
M) +DDAO : Otherwise

(6.6)

Therefore, in order to determine the number of DAO messages sent, we counted

the DIO messages containing updates. Additionally, we have to calculate the time

intervals between each pair of consecutive multicast DIO messages with updates. If

this interval is greater than the sum of IDAO and DDAO, we can infer that a DAO

message has been sent. Moreover, sending DAO messages is linked to receiving DAO

messages, as all received DAO messages are forwarded.

6.3.5 Deriving the Number of Received Messages

After demonstrating the number of generated RPL messages, we want to specify the

number of received RPL messages by each node, considering the number of neigh-

bor nodes. Table 6.2 shows the range of each control message the node receives in
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normal operations of RPL considering the defined generated messages and the added

randomness factor for each defined interval [271]. For the received DIS, the minimum

number of received DIS packets is 0, which indicates that no new node wants to join

the DODAG. However, the maximum number of DIS packets might reach to the

double number of neighbor nodes in each IDIS interval. For the received DIOU , it is

essential that at least half of the neighbors receive a minimum of one DIOU packet

during each round trip of a probing message in every IProbing interval. Each node must

actively send DIOUpackets to its neighbors to ensure that statistics are consistently

updated. Regarding DIOM , we distinguish between the construction time of the net-

work and the maintenance time. During the construction time, the Upper Control

Limit (UCL) according to RPL specification is log2
W

Min(IDIO)
by each neighbor. The

minimum umber of received essages is NW
Max(IDIO

, which is also the maximim number

of the received DIOM during the maintenance time according to RPL specification.

During the maintenance time, the minimum number is a message per half of the neigh-

bors in each Max(IDIO interval. Similarly, for DAO, it follows the DIOM ; the only

difference appears in the timers, which consider DDAO as an additional timer during

the construction stage and IDAO as the used timer in the maintenance stage.
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CHAPTER 7

PROPOSED DEVS-RPL IDS

This chapter answers RQ5 by showing the design of a lightweight detection system

that utilizes the RPL specifications of the number and frequency of exchanged control

messages. In details, Section 7.1 shows how to utilize Statistical Process Control (SPC)

in anomaly detection. Defining limits in control messages is illustrated in Section 7.2.

In addition, Section 7.3 provides the implemented algorithms to detect anomalies.

7.1 Anomaly Detection using Statistical Process Control

The detection system is built on SPC, which utilizes statistical techniques to monitor

and manage a process. SPC tools and procedures are valuable for monitoring process

behavior and identifying anomalies in internal systems. In the context of RPL, each

node monitors the RPL messages it receives and assesses the quantity of received

messages. SPC procedures are based on the concept that even if the generation of

control messages remains constant, observations of that process will naturally exhibit

variability in the statistical sense. For example, random factors can lead to negligi-
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ble variations in the number of received messages between nodes, but overall, nodes

function normally. If the variability of message generation is understood, control

limits can be established so that the majority of new node observations fall within

these limits as long as the process remains unchanged (i.e., remains in control). How-

ever, when the characteristics of the process change, such as when a node initiates

an attack or malfunctions, the features of the observations also change, resulting in

different generation or sending behavior that exceeds the control limits [274]. SPC

procedures involve two distinct research phases. During the first phase, the nature of

the in-control data is captured and specified to establish the in-control distribution.

The estimated mean µ̂ and standard deviation σ̂ of this phase are then used to confi-

dently determine the upper control limit (UCL) and lower control limit Lower Control

Limit (LCL). Next, in the second phase, the actual monitoring starts, enabling com-

parisons between incoming data and the specified in-control distribution to determine

whether the process is in control. Although there is no study that utilized SPC in

attack detection on RPL. Few studies utilized this approach in attack detection in

WSN, including [275] and [276]. Typically, in SPC, the monitored value generally is

the metric or feature that reflects the behavior of the network. The PDR was mon-

itored by both studies to detect attacks where [275] detected jamming attacks, and

[276] focused on distributed denial of service attack detection. The UCL and LCL are

defined to identify deviations from normal behavior. Control Limits for both studies

are calculated as follows:

UCL = µ+ k · σ (7.1)
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LCL = µ− k · σ (7.2)

Where µ is the mean value and σ is the standard deviation of the monitored value

during normal conditions. k is typically set to 3 for a 99.73% confidence interval.

Anomaly detection in Statistical Process Control (SPC) can be significantly en-

hanced by utilizing Shewhart, Exponentially Weighted Moving Average (EWMA),

and the cumulative sum (CUSUM) charts, each offering unique benefits [277], [278].

Shewhart charts rely on the Central Limit Theorem to assume data is approximately

normally distributed, even when population mean and variance are unknown [278].

These charts are ideal for detecting large, abrupt shifts in processes, and they cal-

culate control limits under the assumption of independent subgroups. For processes

with mild autocorrelation, creating subgroups with multiple samples can effectively

reduce dependency. However, in highly autocorrelated processes, such as slow-moving

systems sampled at high rates, control limits may trigger frequent false alarms [278]

. On the other hand, the CUSUM chart, with its infinite memory, excels in detecting

small, persistent deviations from target values [277]. However, CUSUM is sensitive to

small changes, making it less suited for lossy network applications, where packet loss

or delays introduce inherent variability. EWMA charts bridge the gap between these

two extremes by assigning adjustable weights to historical data, allowing fine-tuning

of control limits [278]. This makes EWMA charts the most versatile, particularly

for received RPL packets that have high degrees of correlation and dependency. In

our study, we rely on EWMA procedure, introduced by Roberts in 1959, which is a

statistical method used to detect changes in the mean of time series data. It contin-
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uously monitors real-time data, combining past and present information to calculate

a weighted sum of the original observations [274]. We selected this method because

it effectively combines current data with historical observations through a weighted

average, utilizing a weighting factor for both the most current sample observations

and historical data [279]. This technique suits the nature of lossy networks where the

near history of the observed data is considered to assess the health of the network

nodes. EWMA method assigns specific weights to recent observations, allowing it to

consider both historical and the changes in the data. At each time i, the exponentially

weighted moving average zi is calculated according to equation (7.3) [280]:

zi = αxi + (1− α)zi−1 (7.3)

xi denotes the observation at time i, and the initial value z0 is µ̂ from the first

phase. The parameter 0 ≤ α ≤ 1 is the weight given to the current observation

and determines the rate of considering the previous observations. According to the

literature in SPC, it is recommended to use values between 0.05 and 0.25, while

lower values of α are employed to detect smaller mean changes [281]. However, the

application has the main role of identifying the appropriate value for α. Given α, µ̂,

and σ̂ from the first phase, the upper and lower control limits are computed as:

UCL = µ̂+ Lσ̂

√
α

2− α
[1− (1− (α)]2i (7.4)

LCL = µ̂− Lσ̂

√
α

2− α
[1− (1− (α)]2i (7.5)

The parameter L determines the width of the control limits. And the term [1−(1−(α)]2i

approaches 1 when i increases. To detect anomalies, the SPC procedure requires
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Table 7.1: The statistical parameters of RPL messages

RPL
mes-
sage

Stage Distribution µ̂ σ̂ UCL LCL

DIS - Bernoulli(p = N−1
N

) N−1
N

√
N−1
N

2N 0

DIOU - Poisson( 2W
Iprobing

) 2W
Iprobing

√
2W

Iprobing

2NW
Iprobing

WN
4Iprobing

DIOM C Lognormal (ln( NW
˜T (DIOMi)

, σ2) E(X) = NW
˜T (DIOMi)

e σ2

2
E(X)

√
eσ2 − 1 Nlog2

W
Min(IDIO)

NW
Max(IDIO)

DIOM M Poisson( NW
Max(IDIO)

) NW
Max(IDIO)

√
NW

Max(IDIO)
2NW

Max(IDIO)
NW

2Max(IDIO)

DAO C Lognormal (ln( NW
˜T (DIOMi)+DDAO

, σ2) E(X) = NW
˜T (DIOMi)+DDAO

e σ2

2
E(X)

√
eσ2 − 1 Nlog2

W
Min(IDIO)+DDAO

0

DAO M Poisson( NW
IDAO

) NW
IDAO

√
NW
IDAO

2NW
IDAO

0

specifying the distribution of each RPL message. In the context of DIS messages,

nodes are expected to receive these messages during the initial construction phase of

the network, specifically within the first interval. Nodes should receive DIS messages

from their neighboring nodes, excluding the parent node, since the parent is closer to

the root. This proximity allows the parent to begin processing the received DIO and

stop sending DIS ahead of its children. Therefore, the likelihood of receiving a DIS

message follows a Bernoulli distribution, reflecting the probability of receiving it from

non-parent neighbors compared to all neighboring nodes. For DIO and DAO messages,

as Table 6.2 indicates, most of the network time, received RPL messages adhere to

a Poisson distribution due to their occurrence at a fixed frequency [282]. However,

during the construction time, the received messages follow lognormal distribution as

the time between message generations increases exponentially. To apply the SPC

procedure to detect anomalies, the distribution of each RPL message, the mean, and

the standard deviation are illustrated in Table 7.1.
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7.2 Defining limits in Control Messages

For each RPL message, our definition for UCL and LCL are based on the minimum

and maximum number of received messages illustrated in Table 6.2. We utilized

equations(7.4),(7.5) to define specify the associated α and L. It is worth noting that

DIS message is only received from new nodes. This message doesn’t require applying

EWMA, as it should only be sent by a new node and will stop once a node joins the

network. Therefore, the UCL of DIS is 2N in the first IDIS interval, and the LCL is

0, meaning there are no new nodes.

7.3 DEVS-RPL IDS Monitoring Implementation

We provide the algorithms designed to monitor the network and detect anomalies.

Algorithm 1 should be executed in the root node to determine the monitoring window

W , the upper and lower limits UCL and LCL for each RPL message according to table

7.1. The weights are also initialized as 0 ≤ α ≤ 1. These parameters are transmitted

to all nodes in an application packet.

Algorithm 1: Initialize Limits and monitoring interval
Initialize Window: W
Initialize Upper Limits:, U [DIS,DIOU , DIOM , DAO] ,
Initialize Lower Limits:L [DIS,DIOU , DIOM , DAO] ,
Initialize Weights: α [DIS,DIOU , DIOM , DAO]
Send to each node (W,U,L, α)

Each node executes Algorithm 2 to monitor the network and report any detected

anomalies in neighbor nodes. According to this algorithm, nodes need to receive the

monitoring window (W), UCL and LCL, and initial weights (α) for each RPL message.
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Algorithm 2: Monitoring network & detect anomalies
Require: Window: W,
Upper Limits:U [DIS,DIOU , DIOM , DAO] ,
Lower Limits:L [DIS,DIOU , DIOM , DAO] ,
Weights: α [DIS,DIOU , DIOM , DAO]
Input: ICMPV6 packet
Initialize Received [DIS,DIOU , DIOM , DAO] = 0
Initialize IsAnomaly = False
Initialize Mean [DIS,DIOU , DIOM , DAO] = 0
if ICMPV6.Type=155 then

if ICMPV6.code=DIS then
Received [DIS] + +

else
if ICMPV6.code=DIO then

if ICMPV6.DestinationIPaddress=Multicast Address then
Received [DIOM ] + +

else
Received [DIOU ] + +

end
else

if ICMPV6.code=DAO then
Received [DAO] + +

end
end

end
end
if W expires then

foreach Message ∈ [DIS,DIOU , DIOM , DAO] do
Mean[Message] =
α[Message]Received[Message] + (1− α[Message])Mean[Message]

if Mean[Message] ≪ LMessage or Mean[Message] ≫ UMessage then
IsAnomaly = True

end
end
if IsAnomaly = True then

Send To Root (NodeID, NeighborList)
end

end
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Upon receiving the RPL message, the ICMPV6 packet with type=155 fetches its code

to determine whether it is a DIS, DIO, or DAO in order to increase the corresponding

counter. When W expires, the mean of received RPL messages is updated according

to equation (7.3). If the obtained mean is not within the specified UCL and LCL.

Subsequently, the node raises a flag and reports an anomaly in its neighboring nodes.

138



CHAPTER 8

EXPERIMENTAL EVALUATION

This chapter presents the experiments implemented throughout this study. First,

we implemented replay attacks and we evaluated their impacts on the network as

demonstrated in Section 8.1. Then, Section 8.2 shows our validation of DEVS-RPL

model. Finally, Section 8.3 reveals the implementation and evaluation of our proposed

DEVS-RPL IDS detection solution.

8.1 Replay Attacks Impacts

We conducted an empirical evaluation with the objective to examine and compare the

local impact of five types of replay attacks, as explained in chapter 5. The evaluated

attacks are neighbor, DIO suppression, copycat, DAO replay, and route table falsifi-

cation, considering the highlighted attackers’ positions. The core assumption of the

evaluation is that the success of an attacker in degrading the routing service of even

a single node demonstrates a potential threat to the entire network, regardless of its

size.
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Table 8.1: Simulation parameters of replay attacks evaluation

Parameter Value
Sensor nodes type Zolertia Z1 mote
PHY and MAC layer IEEE 802.15.4 with CSMA and ContikiMAC
Objective function MRHOF OF
Mode of operation Storing
No. of replay attacks 5
Simulation time 5 min, 20 min, 60 min
Node positioning Illustrated in Figures 5.2, 5.3, and 5.4
Deployment area 100m W × 100m L
Number of nodes (adversary included) 7

8.1.1 Experimental Setup and Design

The simulation environment uses Contiki-NG because it is an open-source operating

system focusing on low-power IoT devices. In addition, Contiki-NG is also lightweight

and has flexible resource management modules [271]. RPL protocol is already im-

plemented in Contiki-NG. Cooja is the simulation environment in Contiki-NG that

reflects the actual compiled IoT networks.

The experiment has been set to mimic the specific scenarios depicted in Figures

5.2, 5.3, and 5.4 in terms of the number of nodes and their positions. Matching these

scenarios allows for clear validation and focused analysis of the attack impacts. It

is worth mentioning that small-scale networks with a single attacker are sufficient to

capture the behaviors and impact of the RPL attacks under investigation without

compromising the validity of the results, as reported in [195], [88]. The simulation

parameters are summarized in Table 8.1.

Table 8.2 shows the different replay attack configurations. Under replay attack

scenarios, control messages are replayed once for neighbor, DAO replay, and route ta-

ble falsification attacks [2], [100]. In comparison, DIO suppression and copycat attacks
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replay the received DIO messages 10 times within a five-second interval. The attacker

node keeps performing the replay attack whenever it receives a control message from

the exploited node. In our experiment, the nodes are set to compute their rank based

on MRHOF objective function [39].

Table 8.2: Configuration parameters in different RPL replay attacks

Replay Attack Control Message Modification No. of Replay Interval
Neighbor DIO - 1 -
DIO suppression DIO - 10 5 sec.
Copycat DIO Sender’s IP 10 5 sec.
DAO replay DAO - 1 -
Route table falsification DAO Sender’s IP 1 -

8.1.2 Evaluation Metrics

To analyze replay attacks’ effects on the network, four evaluation metrics are used,

as defined below. The evaluation metrics are implemented in the simulation script

editor.

• Packet delivery ratio (PDR): the packet delivery ratio is calculated by di-

viding the number of received data packets by the number of sent packets at

the destination node.

PDR = (PacketsReceived)/(PacketsSent) (8.1)

• End-to-end delay: E2E delay is measured as the consumed time to transmit

packets from one node to another through the network, including both process-

ing and queuing time [250]. Considering n to be the number of received packets,
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the delay is calculated as follows:

E2E_D =
n∑
1

(ReceiveT ime− SentT ime)/n (8.2)

• Control messages overhead: this measure calculates the average number of

control messages exchanged in the network to maintain the DODAG topology,

including DIS, DIO, DAO, and DAO-ACK control messages [252].

• Power consumption: the power consumption is computed by recording the

total energy needed to transmit all the packets, which is obtained using the

Contiki-NG (energest.h) library. The power (in milliwatts) is calculated by

multiplying the current of each state by the period of time the sensor node spends

operating in each of the four states, CPU, low power mode (LPM), transition

(Rx), and receive (Tx) together by the voltage [19]. The voltage and current

values are taken from the Z1 sensor datasheet [283], as shown in Table 8.3. In

general, the energest time is the number of ticks spent in a specific state in each

interval, which needs to be divided by Contiki’s RTIMER_ARCH_SECOND

=32768 [132] to obtain the time in seconds. The power consumption for all

states is computed using Equation 8.3 [19]. To compute the average power

consumption of impacted nodes in the network, the power consumed by all

nodes, excluding the attackers, is summed. This value is averaged by the number

of neighbors to find the local impact of average power consumption.

PowerConsumption =
EnergestV alue× Current× V oltage

RTIMER_ARCH_SECOND × Period
(8.3)
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Table 8.3: Z1 mote power specification

Attribute Value
Voltage 3 V
Current transmit (Tx) 17.4 mA
Current receive (Rx) 18.8 mA
Current CPU 10 mA
Current idle 0.023 mA

8.2 DEVS-RPL Model Validation

8.2.1 RPL Network Dataset

To verify the correctness of the proposed DEVS-RPL model in terms of the derived

sent messages, and the sending time, we conducted extensive simulations using differ-

ent RPL network topologies and extended simulation times. The simulation environ-

ment utilizes Cooja simulator. We used multiple network layouts: random, binary,

and grid layouts. Each selected layout has the following characteristics: The random

layout consists of different nodes with diverse distances and numbers of neighbors

that vary between 2 and 5 neighbors, as illustrated in Fig.8.2(a). The binary layout

allows each node to have a minimum of one and a maximum of three neighbors, as

shown in Fig. 8.2(b), which creates an efficient representation for a sparse network.

Conversely, we choose a grid layout to represent a dense network. This topology

guarantees maximum redundant paths, with each node surrounded by a minimum

of three (for nodes at the edge of the grid) and a maximum of eight neighbors, as

demonstrated in Fig.8.2(c). To obtain a detailed view of the network, the simulation

was run under normal conditions for a duration of 7 hours, providing a comprehensive

understanding of the network’s behavior.
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(a) Random (b) Binary (c) Grid

Figure 8.1: Network layouts in used dataset

The specifications of the configuration are conveniently illustrated in Table 8.4. It

is worth noting that the root node is distinguished by a pink color.

Table 8.4: RPL simulation settings

Simulation Settings Random Layout Binary Layout Grid Layout
Simulation area 200 x 200 450 x 350 250 x 300
Number of nodes 34 + 1 Sink
Mote type Zolertia Z1
Simulation time 7 Hours
Mode of operation Storing
Objective function MRHOF

In addition, we provide all parameter values as summarized in Table 8.5. These

parameters and the added randomness factor are extracted from rpl-conf.h and rpl-

timers.c. We used these parameters to feed DEVS-RPL to validate the model by

comparing the generated control messages based on this model to the number we got

from the different network layouts.
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Table 8.5: RPL parameters

Parameter Value Randomness factor
IDIS 60 seconds IDIS/2

IProbing 60 seconds IProbing/2

Min(IDIO) 4 seconds -
Max(IDIO) 1048 seconds -
IDIO - IDIO/2

DDAO 4 seconds -
IDAO 30 minutes IDAO/2

Table 8.6: DEVS-RPL parameters

Stage Control message Time between messages # Messages
- DIS Uni(0.5∗IDIS ,IDIS) 1
- DIOU Uni(0.5∗IProbing ,IProbing) 1
Construction DIOM Exp(T (DIOMi

)) 1
Maintenance DIOM Uni(0.5∗Max(IDIO),Max(IDIO)) 1
Construction DAO Exp(T (DIOMi

)+DDAO) Average DODAG Degree
Maintenance DAO Uni(0.75∗IDAO,IDAO)+Max(IDIO)+DDAO Average DODAG Degree

8.2.2 DEVS-RPL Model Dataset

DEVS-RPL model was used to generate control messages using SimQuick. SimQuick

is a powerful and user-friendly tool that allows modeling and simulating various pro-

cesses using Microsoft Excel [284]. We modeled the generated control messages and

the time between each message according to equations (6.1) - (6.6), besides the added/-

subtracted randomness factor in Table 8.5.

8.2.3 Dataset Distribution Validation

To assess the distribution of the received message, we begin by visualizing the obtained

dataset with a histogram. Next, we fit the distributions and conduct a goodness-of-

fit test (such as the Kolmogorov-Smirnov test) to determine which distribution best

aligns with the empirical data [282]. For this evaluation, we used the Accord.NET
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Framework, an open-source .NET machine learning framework that provides tools for

pattern recognition, statistical analysis, and predictive modeling [285].

• KS Test Statistic: The KS test statistic measures the maximum difference be-

tween the empirical distribution function (EDF) of a sample and the cumulative

distribution function (CDF) of a reference distribution [282]. A lower value of

the KS statistic signifies a closer alignment between the sample and the reference

distribution.

• P-Value and and ‘Best Fits’: The p-value indicates the likelihood of observing a

Kolmogorov-Smirnov (KS) statistic as extreme as the one calculated, assuming

the null hypothesis is true (that the data follows the specified distribution)

. A high p-value (greater than 0.05) suggests that we fail to reject the null

hypothesis, implying that the data likely adheres to the specified distribution.

In contrast, a low p-value (less than or equal to 0.05) leads us to reject the null

hypothesis, indicating that the data does not fit the distribution [282].

8.3 Evaluation of DEVS-RPL IDS Detection

8.3.1 Evaluation Setup and Assumptions

To evaluate our proposed DEVS-RPL IDS, we conducted a comparison of performance

between our proposed solution and other specification-based IDS including [19], [195],

[247], [74]. The proposed IDS tested against replay attacks: neighbor, suppression,

DAO replay, copycat, and route table falsification attacks (RTF). Besides, We also
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tested DEVS-RPL IDS against other types of RPL attacks, including blackhole at-

tacks (dropping packet attacks), DIS flooding (packet-generating attacks), and local

repair (modifying packets attacks). Our experiments also use Cooja as the simulation

environment. We selected Zolertia Z1 sensors that run the proposed DEVS-RPL IDS.

We choose Z1 as it is more efficient in energy consumption and memory usage than

other sensor types like Sky mote [286], [287]. To evaluate the performance of DEVS-

RPL IDS to detect attacks considering different network densities, We used multiple

network layouts: random, binary, and grid layouts as shown in Figure 8.2. The light

green color identifies the root node, while the pink color highlights the attacker node.

The setup specifications are illustrated in Table 8.7. In addition, Table 8.7 illustrates

the necessary values we used in Algorithms 1, 2 to calculate the parameters. These

interval values are extracted from rpl-conf.h and rpl-timers.c.

(a) Random (b) Binary (c) Grid

Figure 8.2: Network layouts used for the evaluation

147



Table 8.7: Simulation parameters of DEVS-RPL IDS evaluation

Layout Binary, grid, and random
Number of nodes (adversary included) 34 + 1 Sink
Mote type Zolertia Z1
Simulation time 60 Minutes
Mode of operation Storing
Objective function MRHOF
IDIS 60 seconds
IProbing 60 seconds
Min(IDIO) 4 seconds
Max(IDIO) 1048 seconds
DDAO 4 seconds

8.3.2 Evaluation Metrics

We used several metrics to measure the accuracy and effectiveness of the proposed

IDS in classifying malicious and normal packets. In addition, we measure the net-

work performance with the implementation of DEVS-RPL IDS. These metrics are the

following:

• Detection Accuracy: The accuracy of attack detection is the ratio between the

correct prediction to all predictions in the system, and it is calculated as stated

in equation (8.4) [288]:

ACC =
TP + TN

TP + TN + FP + FN
(8.4)

• False Positive Rate (FPR): Another evaluation metric is the false positive or false

alarm rate. This metric represents the percentage when IDS raises the alarm

where nodes function normally and no intrusion happens. The False alarm rate

is calculated by dividing the number of raised alarms where there was no attack

by the total number of alarms as illustrated in equation (8.5) [288]:

FPR =
FP

TN + FP
(8.5)
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• Sensitivity or Recall (True Positive Rate (TPR)): This metric is also called the

sensitivity rate. The true positive rate is calculated by dividing the number of

raised alarms where an attack occurs by the total number of attacks as shown

in equation (8.6) [19]:

TPR =
TP

TP + FN
(8.6)

• Precision (Positive Predictive Value): Precision quantifies the ratio of correctly

predicted malicious behavior (TP) to the total predicted malicious behavior (TP

+ FP) [19]:

Precision =
TP

TP + FP
(8.7)

• Specificity (True Negative Rate): Specificity measures the proportion of cor-

rectly identified normal behavior (TN) to the total actual normal behavior (TN

+ FP) [289].

Specificity =
TN

TN + FP
(8.8)

• F1 Score: The F1 Score is the harmonic mean of Precision and Recall [23]:

F1 Score = 2
Precision.Recall

Precision+Recall
(8.9)

• Matthews Correlation Coefficient (MCC): MCC is a balanced measure that ac-

counts for all four categories in the confusion matrix (TP, TN, FP, FN) [163].

It is defined as follows:

MCC =
(TP �TN)−(FP �FN)√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
(8.10)
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• Detection Latency: the detection latency is measured as the amount of time

taken to detect the existence of attacks.

• Power Consumption: the power consumption is computed as previously demon-

strated in Subsection 8.1.2.

• Memory Consumption: This metric is defined as the overhead of implementing

the detection solution in terms of memory requirement, including both static

memory (RAM) and flash memory (ROM) to be dedicated for overall code and

data [195], [247].
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CHAPTER 9

RESULTS AND DISCUSSION

This chapter outlines the outcomes of the executed experiments. Section 9.1 presents

the results obtained from implementing replay attacks and their impact on the net-

work. While Section 9.2 encompasses the validation results of DEVS-RPL and the

correctness evaluation. Furthermore, Section 9.3 addresses RQ5 and presents the

evaluation metrics of the introduced IDS, including accuracy, false positive rate, true

positive rate, as well as memory and power consumption.

9.1 Replay Attacks Evaluation

9.1.1 Packet Delivery Ratio (PDR)

To evaluate PDR, Figure 9.1 shows the local effect of various forms of replay attacks

on PDR on nodes that are neighbors of the attacker. Figure 9.1 reveals neighbor

attacks in all its positions have no impact on data delivery. Despite advertising for an

out-of-range node, the victim node finds a legitimate path to transmit data packets

successfully. Nevertheless, DAO replay and route table falsification attacks lead to
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losing 15% of the data packets when the attacker has a critical impact. We found

the lost packets in the DAO replay attack are the data sent by the root to the node

that has been exploited where no data packets can be delivered to them. In this case,

when the root sends a data packet to the exploited node, the data is sent to the node

that has received the replayed DAO packet. When this node is unable to reach the

exploited node, the data packet is dropped. For route table falsification attacks, even

though the data is sent through its legitimate route toward the destination, the data

packet is directed to a forged IP. Therefore, it does not reach the target node.

For DIO suppression and copycat, both attacks have identical impacts on whether

the DIO packet is modified before replaying or not. The results reveal the attacker’s

position has the largest impact on data delivery. When the attacker node locates in

the critical position, the PDR is dropped to 50%. Also, other positions of the attacker

lead to losing around 20% of the data packets. As such, the most harmful replay

attacks on the PDR are DIO suppression and copycat attacks. However, the attack

with the lowest impact on PDR is neighbor attack.

9.1.2 End-to-End (E2E) Delay

Figure 9.2 shows how each replay attack impacts E2E delay on the attacker’s neigh-

bors. The most impact in terms of delay is from neighbor attacks, particularly when

an attacker is placed in a low-impact position and replays DIO messages of a node

that is a neighbor to the deceived node. In this case, the delay reaches up to 50%

higher than the no-attack scenario. We found the delay occurs when sending and

receiving data packets belonging to the exploited node whose DIO message is used
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Figure 9.1: Local impact of replay attacks on PDR

to launch replay attacks. For DAO replay and route table falsification attacks, the

delay increases by around 23% in the case of critical impact. Nevertheless, when the

attacker performs a moderate-impact DAO replay attack, the latency is negligible.

DIO suppression and copycat attacks have similar behavior in terms of end-to-end

delay. The most affected case in the latency is the moderate impact scenario when

the victim’s child can join DODAG through another parent. In particular, the delay

occurs at the child of the deceived node, where this node frequently cannot access its

parent and needs to consider a sub-optimized routing path. It is worth mentioning

that when the attacker node has a critical impact, the data packets that have been

successfully delivered cause less delay than when a network is not under attack. The

reason behind this behavior is that data packets of the exploited node and the de-
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Figure 9.2: Local impact of replay attacks on E2E delay

ceived node and its child are not delivered when the attacker is launching the attack

by frequently replaying DIO packets. Most of the delivered packets belong to nodes

close to the root and out of the attacker’s range. In summary, replay attacks that

cause high delay are neighbor and route table falsification attacks, whereas the attacks

with the lowest impact on latency are DIO suppression and copycat attacks.

9.1.3 Control Message Overhead

Figure 9.3 illustrates the average exchanged control messages. In general, attacks

resulting in replaying DIO lead to more exchanges in RPL messages, as DIO messages

are usually broadcast to all neighbors. Also, according to RPL, all receiver nodes

must process each incoming DIO to track the changes in DODAG and transmit their
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own DIO message. The attacks that cause the highest exchange of control messages

are copycat and DIO suppression attacks, where the increase in control messages is

between 500% and 800%. Specifically, the copycat attack, when an attacker has a

low impact, shows the highest control overhead where the increase percentage reaches

about 800%. This increase is due to the exploited node in this position having more

neighbors than in other cases where the exploited node reacts to every received DIO

packet by generating its DIO message according to the trickle timer specification that

leads to the replay of more DIO messages by the attacker. Even though copycat and

DIO suppression attacks have a similar setup, in the copycat attack, the attacker node

adds its IP to the replayed messages, making receiver nodes consider these messages

different.

Meanwhile, DAO replay and route table falsification attacks lead to a slight in-

crease in the exchange of control messages. This result is justified by the nature of

DAO messages, which are unicast only to the parent node. This finding also highlights

the difficulty of detecting this type of replay attack.

9.1.4 Power Consumption

When the network is under replay attacks, the control messages overhead emphasize

the wasted energy extinguished in exchanging futile control messages. Because the

additional overhead consumes nodes’ batteries, these attacks impact network availabil-

ity. Figure 9.18 shows the impact of the replay attacks on average power consumption

for neighbor nodes of the attacker. In general, replay attacks have a noticeable effect

on the nodes’ power due to the additional exchange of control messages. Figure 9.18
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Figure 9.3: Local impact of replay attacks on average control message overhead

confirms that power consumption is correlated with messages overhead. Accordingly,

DIO suppression and copycat attacks affect the average power consumption of the

network the most. In comparison, DAO replay and route table falsification attacks

affect it the least.

9.2 DEVS-RPL Validation Results

The RPL networks dataset consists of 57238 control messages. Table 9.1 illustrates

the number of generated messages for each network layout and indicates the type of

each control message.
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Figure 9.4: Replay attacks impact on average power consumption

Table 9.1: Control messages distribution in RPL network

# Messages Random Binary Grid
DIS 34 34 34
DIOU 14652 14679 14681
DIOM 768 782 710
DAO 3496 4381 3119
Total 18818 19876 18544

9.2.1 Generated DIS

Regarding the DIS control message, based on Table 9.1, DIS appears to be the lowest

generated and transmitted packets. Nodes only send DIS once when they decide to

join the network. Figure 9.5, presents the sending time of network nodes in various

configurations as well as the sending time in DEVS-RPL model. As seen in Figure

9.5, irrespective of the layout, nodes transmit DIS messages within the first minute of

booting time, with an average delay of approximately 10 seconds. DEVS-RPL shows
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a slightly higher delay within an average of 13 seconds. Consequently, we can conclude

that in the RPL network, DIS messages are sent within the first minute of booting

time and only once if the sensor has neighboring nodes within its communication

range. For the DIS messages received, Figure 9.6a illustrates that the number of

received messages closely resembles a Bernoulli distribution with a high p-value of

0.456, indicating that the observed differences between the dataset and the Bernoulli

distribution are not statistically significant. Additionally, the KS test result in 0.131

suggests a small difference, indicating that the Bernoulli distribution is an appropriate

model for the data.

Figure 9.5: Sending time of DIS messages

9.2.2 Generated Unicasted DIO

Moving to generated DIOU messages, Figure 9.7 demonstrates the average unicast

DIO messages each node sends throughout the simulation in front of the DEVS-RPL

model. Although there was an initial discrepancy during the first minute of the exper-

iment, with the DEVS-RPL model generating an average of 1.3 DIOU message while
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(a) DIS ∼ Bernoulli(p = 0.68, q = 0.32),
K − S Test : 0.131, P − V alue : 0.456

(b) DIOU ∼ Poisson(λ = 2), K −
S Test : 0.677, P − V alue : 0.647

Figure 9.6: Distribution of received DIS and DIOU

the other network layouts generated 2.5-3 messages, all network layouts generated

an average of 1.2 messages per minute for the rest of the simulation, consistent with

the DEVS-RPL model. Based on these results, we can assert that the DEVS-RPL

model precisely describes the generation of DIOU messages. For the first minute, the

additional DIOU messages are related to discovering new neighbors, which leads to

an additional DIOU exchange to get the neighbor’s ETX value [290].

For the unicast messages received, Figure 9.6b illustrates that the number of re-

ceived messages closely resembles a Poisson distribution with a high p-value of 0.647,

suggesting that the data following a Poisson distribution cannot be rejected. How-

ever, the KS test result 0.677 is insignificant, which infers some deviations from the

expected fit in certain areas. Overall, though, this distribution serves as a reasonable

approximation for the data.
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Figure 9.7: Average generated DIOU during the simulation time

9.2.3 Generated Multicast DIO

To quantify the generated DIOM , we need to identify the construction and mainte-

nance stages. We choose an interval of 30 minutes for our empirical evaluation. In

the construction stage, which is the first 30-minute interval, the average exchanged

DIOM is 10. In the maintenance stage, it is slightly less than 2 (around 1.87), which

shows a clear distinction between the construction stage and the maintenance stage

in terms of the number of the produced DIOM in the network.

Figure 9.8: Average generated DIOM during the simulation time

In Figure 9.8, during the construction stage, the density of the network affects the
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number of exchanged DIOM messages. The grid layout generates the highest average

of 10.5 messages per node, while the binary layout generates the minimum with an

average of 8.5 messages per node. The average number of DIOM messages generated

by DEVS-RPL is 10.4, which aligns with the generation rate in a random layout.

During the maintenance stage, DEVS-RPL generates an average of 2 DIO_Ms in

each interval. For the random and binary layouts, generation rates are between 1.2

and 1.9, while the grid layout varies between 1.3 and 1.5 DIOM messages per node.

The suppression feature is overlooked in this model, causing DEVS-RPL to estimate

a slightly higher generation rate than actual values, mostly noticeable in the grid

layout. We also analyzed the received DIOM messages. Figure 9.9a indicates that the

messages are well-represented by a Log-normal distribution during the construction

period. This is supported visually by the histogram, which shows a skewed peak

and a long right tail. Furthermore, the K-S test statistic is 0.07, which is quite low,

while the p-value is 0.906. These results suggest a strong match between the received

DIOM messages and the theoretical Log-Normal distribution. Conversely, Figure 9.9b

illustrates that the histogram resembles a Poisson distribution. It displays a peak near

the mean (approximately 3-4 messages) and a tapering tail. The KS statistic for the

Poisson distribution is 0.142, indicating a moderate deviation between the received

messages and the theoretical cumulative distribution functions. Although the p-value

is 0.154, which is above 0.05, suggesting that the data could fit a Poisson distribution,

the fit is not particularly strong due to some asymmetry or variation observed in the

data compared to the theoretical Poisson distribution.
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(a) DIOM in construction phase ∼ Log−
normal (µ = 2.54, σ2 = 0.49), K −
S Test : 0.07, P − V alue : 0.906

(b) DIOM in maintenance phase ∼
Poisson(λ = 3.983), K − S Test : 0.142,
P V alue : 0.154

Figure 9.9: Distribution of received DIOM messages

9.2.4 Generated DAO

In Figure 9.10, the DAO messages generated over the simulation time are shown.

During the construction stage, all network layouts produced around 22 DAO mes-

sages per node, with DEVS-RPL generating an equal number. In the maintenance

stage, the grid layout had the lowest generation rate, while the binary layout had the

highest with 5 and 7 DAO messages per node, respectively. To assess the received

DAO messages, Figure 9.11a illustrates the distribution of incoming DAOs during the

construction phase. The chart and the associated statistics indicate that the dataset

likely follows a Log-normal distribution, as evidenced by its skewness and distinctive

tail characteristics. The KS test statistic is 0.105, and the p-value is 0.583, both sug-

gesting a reasonable fit for the data to a Log-normal distribution. In contrast, Figure

9.11b depicts the distribution of received DAOs during the maintenance phase. The
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histogram reveals a bell-shaped distribution, which aligns with the expected shape of

a Poisson distribution at higher rates. Furthermore, the symmetry and spread of the

data support a close approximation to the theoretical Poisson curve. The KS test

statistic of 0.583 and a p-value of 0.834 confirm that the data fits well with a Poisson

distribution.

Figure 9.10: Average generated DAO during the simulation time

(a) DAO in construction phase ∼ Log −
normal (µ = 2.23, σ2 = 0.94), K −
S Test : 0.105, P − V alue : 0.583

(b) DAO in maintenance phase ∼
Poisson(λ = 10), K − S Test : 0.583,
P V alue : 0.834

Figure 9.11: Distribution of received DAO messages
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Table 9.2: Statistical metrics for error and deviation analysis

DIS DIOU DIOM DAO
S.D. 0 0.2 2.184 4.158
MAE 0 0.221 0.455 0.649
MAPE (%) 0.00 4.09 8.21 9.15
MAD 0 0.0167 0.1 0.165
TMAE(α = 10%) 0 0.212 0.412 0.513
RMdSE 0 0.292 0.499 0.797

9.2.5 Error Evaluation

To assess the precision of DEVS-RPL, we calculate the percentage error. The error

evaluation is based on the difference between the messages generated in each layout

and those generated according to the DEVS-RPL model. More precisely, in each 30-

minute interval, we calculate the absolute difference between the number of generated

messages. Multiple statistical metrics for error and deviation analysis have been cal-

culated: The standard deviation (S.D.), the mean absolute error (MAE), the mean

absolute percentage error (MAPE), Median Absolute Deviation (MAD), Trimmed

Mean Absolute Error (TMAE), and Root Median Squared Error (RMdSE). Table 9.2

shows the calculated values.

In Table 9.2, both MAE and MAPE values have been presented to quantify the

average deviation between the generated messages in the Cooja simulator and the

values generated by DEV-RPL. Notably, all generated messages recorded less than

10% MAPE, which assertively indicates that DEVS-RPL remained less than 10% away

from the actual values on average over the whole time period. The DIS message is

completely error-free, as it is generated only once. The DIOU , which relies on a single

timer IProbing with its randomness factor, has the lowest error value with a MAPE 4%
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error percentage. On the other hand, the DAO message, which relies on several events

such as lifetime updates, DIOU
M , and received DAO, recorded a 9% error percentage,

making it more susceptible to errors. The median absolute deviation(MAD) is a robust

measure of how spread out a set of data is. The variance and standard deviation are

also measures of spread, but they are more affected by extremely high or extremely

low values and non-normality. Table 9.2 sows the standard Deviation and MAD for

each RPL message. The table indicates that MAD values are lower than their S.D.,

which aligns with the expectation that MAD is typically less influenced by outliers.

In the case of the DIS message, DSVS-RPL demonstrates no variability, implying that

all values are constant. In addition, DEVS-RPL data shows reduced variability and

small deviations for DIOU messages comparable to DIOM messages. Regarding DAO

messages, its MAD is considerably smaller, suggesting a higher occurrence of outliers

within the DEVS-RPL data. TMAE is a variation of MAE that trims a certain

percentage of extreme values (outliers) before computing the mean. This provides

a more robust measure of error by reducing the impact of outliers. With respect

to TMAE at α set to 10%, Table 9.2 demonstrates that DIS and DIOU messages

display the smallest errors and the highest prediction accuracy. In contrast, DIOM

and DAO messages are less accurate, with DAO being the least reliable in terms of

prediction performance. Furthermore, Table 9.2 shows that the trimming at α = 10%

effectively removes extreme outliers, allowing for a greater focus on significant core

errors. The range of TMAE underscores the variability in prediction accuracy across

different features. In terms of RMdSE, which measures the average difference between

a statistical model’s predicted values and the actual observed values. It quantifies
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the dispersion of residuals, illustrating how closely the observed data aligns with the

predicted values. According to Table 9.2, an RMdSE of 0 signifies no error for DIS

messages, which aligns with the model’s assumption that DIS generation in the first

minute is both constant and accurately predicted. For DIOU messages in DEVS-

RPL, the RMdSE reflects a low prediction error and correlates well with the findings

from Contiki-NG. In contrast, the RMdSE for DIOM messages indicates a moderate

prediction error. While DIOM does not perform as effectively as DIOU , it still makes

a meaningful contribution to the model, albeit with reduced precision. The RMdSE

is highest for DAO messages, suggesting that they contribute the least to the model’s

overall accuracy.

9.3 DEVS-RPL IDS Performance Results

To evaluate DEVS-RPL IDS performance, Figure 9.12 shows EWMA X̄ chart for

RPL messages and Figure 9.13 shows EWMA standard deviation charts over the

simulation time. The illustrated control charts of nodes are taken for normal and under

various RPL attack situations. In normal conditions where no attack was introduced,

the EWMA X̄ scores correctly remain within the control limits. Additionally, The

EWMA standard deviation being near zero as Figure 9.13 reveals, which reflects a

stable, predictable process with no significant shifts or anomalies. In contrast, under

RPL attacks, nodes reveal a noticeable increase in X̄. The most significant increase

in X̄ is attributable to the DIS flooding attack, during which nodes are inundated

with a substantial influx of DIS messages. This inundation results in the generation
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and exchange of an excessive number of DIO messages. In contrast, DAO replay

attack has the least attack impact on X̄ as the nature of the attack depends on

RPL message, which is limited in less frequency than DIO message. In addition,

Fiugure 9.13 reveals that blackhole and flooding attacks exhibit the highest variability,

indicating severe and persistent process instability. At the same time, other attacks

like RTF has moderate variability, showing ongoing but less extreme fluctuations. It is

also noticeable that suppression attack shows smaller but noticeable spikes, indicating

periodic disturbances.

Figure 9.12: EWMA control charts (X̄ chart), with vertical lines indicating the
moments of attacks
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Figure 9.13: EWMA control charts (S chart) with vertical lines indicating the mo-
ments of attacks

9.3.1 Detection Efficiency

To evaluate the accuracy, sensitivity, and false alarm rate, we use the confusion matrix

to measure the performance of the detection method in terms of the accuracy in

detecting malicious and normal nodes and producing a low false alarm rate [17]. The

confusion matrix is an outline of the prediction output in the detection method where

the number of correct and false predictions is calculated based on malicious and normal
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behavior. The confusion matrix used is illustrated in Table 9.3.

Table 9.3: Confusion matrix to evaluate DEVS-RPL IDS

Predicted Actual Behavior
Behavior Malicious (P=8340) Normal (N=4320)

Malicious (P=7990) TP =7776 FP=214
Normal (N=4670) FN=360 TN=4310

The presented confusion matrix in Table 9.3 is analyzed to calculate several per-

formance metrics commonly used in classification problems, including accuracy, pre-

cision, recall, F1-score, and more. Table 9.4 shows the performance of the proposed

DEVS-RPL IDS according to the classification evaluation metrics. The demonstrated

scores indicate that the detection system operates effectively, achieving an accuracy

of 96.23% in identifying both malicious and normal behaviors. Precision shows that

most predictions of malicious behavior are accurate, while recall reflects the system’s

ability to identify the majority of such behaviors. Specificity highlights its strong

performance in classifying normal behavior, and the F1 Score balances precision and

recall to affirm overall reliability. However, MCC although lower, offers a compre-

hensive view of performance by addressing classification imbalances. Overall, this

analysis highlights the system’s strengths and areas for improvement. The high accu-

Table 9.4: Detection evaluation metrics

Metric Value
Accuracy 96.23%
F1 Score 96.21%
MCC 27.64%
Precision 97.21%
Recall (Sensitivity) 95.62%
Specificity 95.27%
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racy suggests a robust detection system for most cases, while the slightly lower MCC

indicates opportunities to better balance predictions and minimize false positives and

negatives.

The graph depicted in Figure 9.14 illustrates the average accuracy, FPR, and TPR

overtime during the simulation. During the first three minutes, both the accuracy

and TPR were relatively low, around 65%, due to the detection system’s struggle to

identify attacks during the construction of the DODAG. Meanwhile, the FPR was

high, at around 45%. However, after this initial period, the accuracy and TPR of the

DEVS-RPL IDS began to improve, reaching 93% accuracy at minute 8. Subsequently,

the accuracy and TPR of the detector reached nearly 100%, while the FPR dropped

to 0%.

Figure 9.14: Average accuracy, FPR, and TPR over simulation time

Figure 9.15 presents a comparison of the detection accuracy of DEVS-RPL

IDS with other specification-based detectors, namely EMBOF‑RPL [247], Altered

SVELTE [187], LEADER [173], and RAIDER [74]. EMBOF-RPL exhibited the high-

est accuracy in attack detection, averaging 98%. DEVS-RPL IDS achieved a detection

accuracy of around 95%. It is pertinent to note that while EMBOF-RPL was tested
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against three attacks, DEVS-RPL IDS underwent testing against eight distinct at-

tacks.

Figure 9.15: Comparisons of detection accuracy between DEVS-RPL IDS and
specification-based detectors

In addition, Figure 9.16 shows TPR and FPR between DEVS-RPL IDS and

specification-based detectors Ioulianou’s IDS [150], EFSM IDS [19], and Altered

SVELTE [187]. According to the illustrated percentages, DEVS-RPL IDS outper-

forms the other solutions in terms of achieving the highest TPR with around 96% and

the lowest FPR with a rate of 5%.

Figure 9.16: Comparisons of TPR and FPR between DEVS-RPL IDS and
specification-based detectors

171



9.3.2 Detection Delay

Furthermore, Figure 9.17 illustrates the time taken by the DEVS-RPL IDS to detect

various attacks. Instant detection occurred for DIS flooding and DIO suppression

attacks. The DIS flooding attack involved the frequent sending of DIS messages,

a clear violation of the RPL specification, making it easily recognizable. The DIO

suppression attack, which replays a DIO without including the sender node’s ID within

a short interval, was also promptly identified by the IDS. Subsequently, DAO replay

and copycat attacks were detected after one minute. These attacks violated RPL

specifications regarding message destination and frequency while maintaining the true

sender node ID. Local repair, neighbor, and RTF attacks were identified approximately

four minutes after initiation. Local repair involves modifying packets to trigger the

local repair process, a common occurrence in lossy networks, but frequent triggers

signaled intrusion or node dysfunction to the IDS. Neighbor and RTF attacks, replay

attacks with source forging, took longer for the IDS to identify. Finally, the detection

of blackhole attacks took around six minutes due to the nature of the lossy network,

which occasionally experiences packet loss.

Figure 9.17: The detection latency of DEVS-RPL IDS in detecting attacks
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9.3.3 Power Consumption

Due to the limited resources in IoT for network nodes, the efficiency of the proposed

solution, in terms of network lifetime, must be evaluated using the average power

consumption. Figure 9.18 shows the average power consumption after implementing

DEVS-RPL IDS and other specification-based IDS, which are EFSM [19], SVELTE

[195], and EMBOF‑RPL [247]. Upon adding the detection solution, EMBOF‑RPL

added the lowest amount of power consumption around 2%. DEVS-RPL IDS added

an approximately 3% increase in power consumption (0.04 Milliwatts), making it a

resource-friendly solution. It is worth mentioning that the variance in power con-

sumption in naive RPL implementation is attributed to using different sensor types.

Tmote sky nodes were utilized in the other studies, while this study employs Zolertia

Z1 sensors.

Figure 9.18: Comparisons of average power consumption between DEVS-RPL IDS
and specification-based detectors
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9.3.4 Memory Consumption

The RAM and ROM requirements of the proposed detection and the ordinary RPL

are shown in Table 9.5, which reveals a small addition in the memory consumption

around (1%). The increase in ROM consumption (148 bytes) is due to the added code

that counts and evaluates the limits of the RPL message. Additionally, the RAM

overhead (68 bytes) is caused by the added variables that count each RPL message,

besides the variables that save the limits and the weights.

Table 9.5: Memory consumption

Image File Total ROM (Bytes) Total RAM (Bytes)
Contiki RPL (udp-client) 47485 6458
Contiki RPL+ IDS (udp-client) 47633 (+148 ↑) 6526 (+68 ↑)

As a result, adopting a fully distributed approach of this IDS requires a specifica-

tion on the nodes to be at least C1 or better where data size (e.g., RAM) is around

10 KB and code size (e.g., Flash) is around 100 KB as shown in Table 9.6.

Table 9.6: Classes of constrained devices [1]

Name data size (e.g., RAM) code size (e.g., Flash) Examples
Class 0, C0 « 10 KiB « 100 KiB ATtiny
Class 1, C1 10 KiB 100 KiB STM32F103CB
Class 2, C2 50 KiB 250 KiB STM32F103RC
Class 3, C3 100 KiB 500..1000 KiB STM32F103RG
Class 4, C4 300..1000 KiB 1000..2000 KiB ”Luxury”
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CHAPTER 10

CONCLUSIONS AND FUTURE

DIRECTIONS

10.1 Overview

In this study, we have created an intrusion detection system to identify replay attacks

of RPL control messages on IoT devices. To achieve this goal, we have conducted

a systematic literature review on RPL routing attacks and mitigation solutions. We

thoroughly examined RPL attacks and classified them based on their attack vector.

We also established the first taxonomy that categorizes all proposed RPL mitigation

solutions based on their techniques. The primary objective of the proposed taxonomies

is to categorize attacks and their mitigation solutions based on commonalities. Both

taxonomies comprise general patterns that abstractly describe the methodology or

technique employed. Following, we investigated the problem of RPL replay attacks

in IoT environments where attackers record and send control messages to disrupt the

routing topology. The evaluation reveals multiple RPL replay attacks based on the
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type of replayed control packet, the modification performed before replaying, and the

frequency of replaying the packet. Specifically, we study and analyze five forms of

replay attacks. Three types have been introduced based on replaying DIO messages,

namely, neighbor, DIO suppression, and copycat attacks. We also analyze the impact

on the DODAG topology under these attacks, whether by constructing sub-optimized

routing paths or isolating some nodes from the DODAG. In addition, we introduce

the first study of two replay attacks launched by DAO messages. The first is the DAO

replay attack, and the second is the route table falsification attack. We investigated

the DODAG topology under these attacks in terms of blocking the downward traffic

and dropping packet delivery. Furthermore, we highlight the existing countermeasures

to detect RPL replay attacks, including threshold, trust, location, and machine learn-

ing. To design our specification-based IDS, we first developed a DEVS model called

DEVS-RPL to describe the generation of RPL messages in nodes according to RPL.

Specifically, DEVS-RPL estimates the mean and frequency of each generated RPL

message by defining the participant states and utilizing the time advance function.

As a proof of concept for DEVS-RPL, we conducted extensive simulations using var-

ious RPL network topologies, including random, binary, and grid layouts, to provide

comprehensive network behavior evaluation. The results show that the simulated net-

works produce RPL messages with the same generation rate as the DEVS-RPL model

with MAPE ≤ 9. Consequently, we propose DEVS-RP IDS, a specification-based

IDS that utilizes RPL specifications and short-term observations of exchanged control

messages to detect intrusions and dysfunction in RPL networks. The DEVE-RPL

IDS, built on an SPC, to monitor the received RPL messages and assess the number
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of received messages according to the defined upper and lower limits. The EWMA was

specifically used to monitor the network and detect outliers and anomalies in node be-

havior. We evaluate the performance of the proposed solution to detect replay attacks:

neighbor, suppression, DAO replay, copycat, and route table falsification attacks. Be-

sides, we test the detection of DEVS-RPL IDS on other types of attacks, including

blackhole, DIS flooding, and local repair attacks. Our evaluation experiment shows

that the proposed solution successfully detects these attacks with accuracy reaching

95% with only a 4% false alarm rate. Also, DEVS-RPL IDS added a limited increase,

around 3% in power and 1% in memory consumption, making it efficient to deploy on

constrained nodes.

10.2 Limitations

While the proposed DEVS-RPL IDS demonstrates high accuracy, low false alarm rates,

and efficient resource usage, it does have several limitations that must be addressed

for broader applicability and robustness.

• This solution is limited to certain RPL Attacks. The proposed IDS is primarily

designed to detect attacks that result in deviations in the amount of exchanged

RPL packets. Experimental results indicate that the tested attacks significantly

affect the number of RPL messages exchanged, allowing for successful detection.

However, certain RPL attacks, such as selective forwarding and increased/de-

creased rank attacks, can disrupt routing services without changing the volume

of RPL packets. According to the literature, these attacks are more subtle and
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do not trigger noticeable anomalies in control packet behavior. As a result, the

current detection system cannot effectively identify such attacks.

• The proposed DEVS-RPL IDS is dependent on Contiki OS Implementation.

This solution is specifically developed based on the RPL protocol specification

and its implementation within the Contiki OS environment. While Contiki OS

is widely used for RPL-based IoT networks, other operating systems, such as

RIOT OS, TinyOS, and Zephyr OS, also support RPL. This study did not con-

sider variations or differences in RPL implementation across these platforms.

Additionally, other versions and variations of RPL, such as RPL Lite, are not

included in the current model. This reliance limits the portability and general-

izability of the detection system to other platforms.

• Scalability limitations hinder the assessment of DEVS-RPL IDS on a larger

scale. The evaluation of this detection system was conducted using Z1 sensor

motes, which are limited by their hardware specifications. By default, Z1 sensors

support a maximum of 8 routing table entries due to their constrained RAM (8

KB). This limitation directly impacts the ability to assess the system’s scalability

in larger network setups with more neighbors. To accommodate a higher number

of neighbors, different sensor hardware with larger routing table capacities would

be necessary, along with a redesigned experimental setup. This remains an area

for future exploration.

To sum up, the limitations of this detection system relate to its scope of attack de-

tection, dependence on a specific operating system and protocol version, and hardware
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constraints affecting scalability. Addressing these limitations through further research

and development will enhance the system’s robustness, adaptability, and scalability.

10.3 Concluding Remarks

• The current research status of RPL attacks and the mitigation mechanisms

shows that the most studied attack is decreased rank attacks and then blackhole

attacks. Conversely, there has been minimal exploration of DAO insider, DAO

inconsistency, and DDAO attacks.

• It is intriguing to note that modifying RPL remains the most used technique

for thwarting attacks, making up approximately 33% of the applied techniques.

Specifically, around 16% of the research studies have concentrated on adjusting

the objective function based on node behaviors. The second used approach to

mitigate RPL attacks is isolating the attacker node, which has been utilized in

27% of the reviewed studies. On the other hand, authentication, encryption, and

network updates have only been implemented in a small percentage of studies.

• We conducted a thorough analysis to determine the efficiency of mitigation solu-

tions and help select the appropriate one to ensure network security. To evaluate

each solution, we developed criteria, including network node utilization, resource

preservation, modification level, and comprehensiveness. We then analyzed each

attack individually to determine the most efficient mitigation solution.

• The experiments that measure network performance under replay attacks reveal
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that these attacks can severely impact a network. Specifically, DIO suppression

and copycat attacks have the greatest potential effect on a network owing to

their impact on data delivery (PDR has dropped to 50%) and the network

resources (the increase in control messages is between 500% and 800%). In

addition, we found that DAO replay and route table falsification attacks isolate

the downward traffic toward the exploited node. Our results also confirm that

neighbor attacks lead to considerable delays that reach up to 50% higher than

the no-attack scenario.

• Developing DEVS-RPL to describe the generation of RPL messages by each

node establishes a reliable baseline for identifying the normal behavior by spec-

ifying the mean and frequency of each generated RPL message. In addition,

we determine the upper control and lower control limits of each received RPL

message using SPC to introduce a lightweight detection system that detects in-

trusions and anomalies in RPL using the exponentially weighted moving average

(EWMA) procedure.

• Introducing a lightweight solution with the added overhead of 3% in power and

1% in memory consumption enhances the feasibility of using this system online

without the need for pre-training or historical data to detect anomalies.

10.4 Directions for Future Work

Future directions of this work include the following:
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• Implementing a signature-based IDS based on the proposed RPL taxonomy to

detect and classify network traffic patterns based on attack signatures. Accord-

ing to the presented taxonomy, the detector can identify the attack according

to which part of a packet of ICMPv6 network packets is misused.

• Assessing the effectiveness of the DEVS-RPL IDS in detecting additional RPL

attacks. This evaluation will involve measuring its capability to identify and

report other types of attacks.

• Designing an updating-based mitigation solution to mitigate replay attacks as

this type of solution has been found to be lightweight and resource-friendly.

There is great potential in exploring updating-based solutions to counter replay

and other types of attacks, specifically those that involve modifying packets, like

version, increased rank, and DAO inconsistency attacks.
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