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ABSTRACT
Full Name : [Abdullah Alshammari]
Thesis Title : [ENERGY-BASED DETECTION FOR MULTIPLE
UNAUTHORIZED UNMANNED AERIAL VEHICLES USING
SPIKING NEURAL NETWORKS]
Major Field : [MASTER OF SCIENCE IN TELECOMMUNICATION
ENGINEERING]
Date of Degree : [2024]
Unnamed aerial vehicles (UAVs) or drones have been adopted widely for many
applications. As the UAV industry and related technologies flourish and expand, the
concern of security breaches, and associated threats, drive the essential need for an accurate
and reliable real-time detection system. In this thesis, we will provide a literature review
on drone detection techniques; and more specifically on the machine learning adoption for
Radio Frequency (RF)-based detection. Moreover, we formulate the detection problem of
an intruding UAV considering proper sampling of unknown sensed signal, unknown line-
of-sight or non-line-of-sight conditions, multipath propagation, and practical system
parameters of energy-based detectors. Based on that, closed-form mathematical
expressions are derived for the false alarm and detection probabilities. For the challenging
problem of multiple intruding UAVs, we propose Spiking Neural Networks (SNNs) based

on a real RF measurement/dataset. A promising accuracy of 96.5 % has been achieved for

the classification with meticulous and proper pre-processing.
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CHAPTER 1
INTRODUCTION

In the past years, the knowledge of industrial technologies has flourished in different
aspects which resulted in the sensor technology revolution. Unmanned Aerial Vehicle
(UAV) is one of the emerging promising solutions that is playing an important part in this
period. This has a great impact on the UAV market and application. There are different
applications for UAV utilization, and it is no longer limited to military use since the cost
is decreasing and the technology is advancing. Besides the military application,
commercial, and non-commercial civilian application can be divided [1]. UAV can be used,
in military application, to gather intelligent information by identifying locations or taking
pictures of enemy. Such UAV will have attached camera and acoustic sensor for later
analysis and processing. It can be also used in aggressive way by jamming enemy
communication or attaching by throwing bomb or being self-destructive. Figure 1 depicts
some of the UAV applications.
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Figure 1: UAV Applications




Civilian non-commercial applications for UAV are utilized in different government
organization sectors such as monitoring boarders and traffic jams. The advantage of UAV
in this application over classic monitoring system like fixed camera is the flexibility of
covering bigger footage with low cost. An important time for non-commercial application
is during disaster relief like fire or earth quick. It can gather intelligent information about
fire spread and support to fight as well without risking the firefighter life. For the
commercial application, UAV are used in agriculture, industrial, and delivery sectors.
Farmers using UAV for different tasks like soil survey, plantation, crop growth monitoring
and analysis [2]. With more organized and developed regulation for UAV, industrial
companies started using UAV in different applications like inspection of elevated area or
monitoring the safety of employee in critical risk activities. For delivery application, UAV
are being used in delivering lightweight product, vaccination, and war aid resource in
inaccessible area [1]. All these applications have more impact in terms of human effort

reduction, cost optimization, time saving, and business growth.

1.1  Unmanned Aerial Vehicles

Now a days, the application of utilizing drones becomes more such as commercial,
agriculture, medical, industrial, and military. The applications market needs are expanding,
such as disaster management, emergency services, information technology applications,
cargo inspection, or movie filming, for example Shakhatreh et al. [3]. As a result, the
potential risk is increasing as well. UAVs have been intensively studied and progressed
during the last 30 years. Currently, in real life, we can most of the time observe various

public and non-public application use of UAVS, also vastly known as drones.



With advancement in UAV development and the continuous utilization of UAV
application, threats and damage, and negative impact it may cause are rising as well. For
example, UAV intercept current aviation operations, breaks personal privacy, and threatens
public and national security. Moreover, the regulation and rules in this regard are still not
fully developed; and there are many UAVs are still not yet licensed or registered.
Unauthorized UAVs have been recognized as of highest priority both in military and
civilian applications. Such UAVs may be used by malicious organization for hacking
critical communication systems or to compromise important infrastructure, or they might
be controlled by drone users which may cause threats if flying in unauthorized areas This
resulted in the development of the anti-drone technologies. As shown in Figure 2, anti-
drone systems are used to defend against drone violations or terrorism and are required to
be advanced to overcome existing and future drone threats. The first step in the anti-drone
system is detecting the UAV and recognizing its presence. This is important to distinguish
between UAV and bird for example. Some anti-drone systems have the feature of UAV
classification which identifying the individual UAV feature like the flaying mode, model

of UAV, and consumer of the UAV.
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Figure 2: Anti Drone System



One of the important anti-drone stages is tracking. This is critical to be able to know the
direction of the UAV and speed for better counter measure. The last stage of anti-drone
system is the UAV neutralization which could be divided into physical and non-physical
neutralization [1]. Jamming, spoofing, high power electromagnetic waves, and Laser are
examples of the non-physical neutralization. Jamming is a technique used to send a
disrupted noisy signal which has the same frequency band as the UAV control. By this, the
SNR between the UAV and controller will be low preventing them from controlling the
UAV. For spoofing, it is the process of manipulating the UAV to control it or drive it away
from the restricted area by sending manipulated signal. High power electromagnetic wave
is used to send a strong disrupted directed EM wave to damage the internal part of the
UAV. On the other hand, physical neutralization is used to bring gown the UAV by direct

contact like net, counter UAV, and missile.

1.2 Detection of Malicious UAVs

In the last few years, UAVs have caught the attention of different levels of companies,
organizations, government, and even at personal level. These UAVs mostly use open
network to carry out a specific mission during a limited time with low cost. UAVSs have
shown their contribution during environmental crises aid and covid-19 pandemic as well.
With promising development of UAVS, it becomes easy to learn programming and flying,
inexpensive, and readily available. However, with such positive impact, there is another
side of this impact which is the negative part. The illegal use of UAVs like spying drug
trafficking, and terrorism are increasing as well. Despite the formulated regulation for

UAVs, the easiness of purchasing these UAVs has become easier.



In March 2023, there was an attempt to assassinate President of Russia, Putin, by UAV
which managed to pass through all advanced defense and detection system of Russia but
failed by being shot down over the Kremlin [4]. Such malicious UAV attack could have
had a severe impact on any government or organization. Therefore, an anti UAV system to
detect illegal UAV is very important. There are different UAV detection techniques that
are developed and used to detect malicious UAVs like radar and RF. Flying over low
altitude in relatively low speed, and with small radar cross section makes the detection of
intruding drones/UAVs a real challenge. Moreover, the accuracy to distinguish between a
UAYV and similar flying birds, or continuous tracking and monitoring of UAV in term of
size of needed equipment is challenging factors as well [5]. Therefore, an accurate and real-

time detection system is needed.

1.3 Thesis Contributions

Drones and UAVs are becoming popular in many potential civilian and environmental
applications. The present counter UAV systems rely fundamentally on radar, electro-
optical/infrared (EO/IR), RF directional finding (RFDF), and acoustic sensors. RSS-based
detection methodology is an excellent technique for unknown signals specifically in
environments with non-line of sight. One challenge is to properly model the system to use
RSS measurement to detect multiple intruding RF-controlled UAVs in a complex
environment with large pathloss and eventually low SNRs. This requires an accurate
statistical model for UAVs and formed ground-to-air channels. Therefore, this thesis will
study UAV models including the RF signal of the UAV and develop energy-based

detection technique for UAV considering proper statistical model for the channel between



UAV and sensing node. Furthermore, we utilized SNN for multi-UAV classification
despite the challenges research encounters to achieve excellent accuracy. Moreover, we
proposed preprocessing technique utilized for the raw RF data to allow SNN model achieve
high accuracy.
The main contributions in this thesis are
e Deriving closed-form mathematical expressions for the false alarm and detection
probabilities using a simple energy-based RF sensing for single UAV detection.
These expressions are derived considering proper sampling of unknown sensed
signal, unknown line-of-sight or non-line-of-sight conditions, multipath fading, and
other practical system parameters.
e Proposing a novel machine learning technique using Spiking Neural Networks for
areal RF measurements/dataset to detect and classify multiple UAVSs. This has been
benchmarked with an existing method in literature in terms of accuracy, and the

insights on the advantages of the proposed architecture have been elaborated.

1.4  Thesis Outline

In this thesis, the structure will be as follows. In Chapter 2, the literature review on several
UAYV detection techniques will be discussed and reviewed including the machine learning
methods used in this problem. In Chapter 3, the system model and problem formulation
will be explained; and detailed derivation for a single intruding UAV detection will be
illustrated. In Chapter 4, the multi-UAV detection and identification will be experimented,
and the results on the classification performance will be discussed as well. Finally, the

conclusions and future work are in Chapter 5.



CHAPTER 2
LITERATURE REVIEW

In this chapter, various detection techniques will be discussed. This includes radar,
computer vision, radio frequency, and acoustic technique. Moreover, a brief introduction
about the Received Signal Strength principle and its application for UAV detection. Finaly,

a survey about UAV detection utilizing machine learning models.

2.1 UAV Detection Techniques

With the rapid evolvement in technology, there are different techniques being utilized for
drone detection. In this subsection, an overview of the sensing technology that is utilized
for detection is presented. Moreover, the advantages and disadvantages of each technique

are explained as well.

2.1.1 Radar

The radar sensing technique is based on sending a radio wave signal and receiving the
reflected signal from the targeted object. The reflected signal will carry important
information that is called Doppler signature. Based on that, important information like
distance, speed, and direction are extracted. Unlike the RF system, the radar system does
not require active communication between drone and the controller. Moreover, the radar
system is not affected by foggy, dusty, or cloudy weather; and it can function in non-line
of sight (NLoS) as well. On the other hand, small RCS are difficult to capture by radar. In

addition, there are high path loss when transmitting at higher bandwidth.



There are some research studies on the use of FMW(C radar systems to detect a single UAV
in a relatively short range. Drozdowicz et al. in [6] used a 35 GHz FMCW radar for drone
detection. The authors presented two operation modes: Area mode and barrier mode. In the
area mode, a wide beam was used for drone detection in specific areas, while in the barrier
mode they used a narrow beam radar for low false alarm and highly reflective area. With
1 GHz bandwidth, velocity of 10m/s and SNR of 10 dB, the drone was detected
experimentally with a distance of 90m. Shin et al., in [7] has utilized a K-band FMCW
radar system for high sensitivity, linearity, and flatness to detect low radar cross section
drones. A fiber optic link is used between the transmitter and receiver to reduce the leakage.
As a result, the system was able to detect small drones with distance of 500m. A low-cost
K band FCW radar was developed by Zulkifli and Balleri in [8] for detection of small micro
drones. With 1.5 m, the system was able to detect the min drones of 3 cm size with 4
propellers of 2.4 cm length. In [9], authors considered, in addition to the drone detection,
the tracking capability based on phase-interferometry were evaluated. It was shown that
micro drones can be detected and tracked by applying the joint range-Doppler-azimuth
processing. Features extracted from the range-Doppler-azimuth domain can be used to
identify drones and for the classification purpose as well.

As for the case of multiple UAV detection, which is a challenge to identify and distinguish
them from the background clutter. The research problem of the detection of the multiple
UAVs have been addressed in [10] and [11]. Yang et al. in [10] used a 12-channel phased
array radar with high resolution capability for detection of closely spaced drones (355m).
A Pulse Compression and Fast Fourier Transform operation is utilized to obtain doppler

matrix where individual drone will be visible. If a single drone is present, a beamforming



and CFAR technique is implemented to get the range and velocity. However, if the
threshold is exceeded where more than one drone has similar velocity and range, a super
resolution method is implemented to identify the angle to be able to distinguish the closely
spaced drones. In [11] , the author derived the interdependence between Signal-to-Noise
Ratio (SNR) and small UAV Radar Cross Section (RCS). The results of dynamic flight test
series preformed to assess the detection performance of three drones by pulse Ku-band
short range battlefield radar were presented.

The classification and tracking of these multiple UAVSs, in addition to the detection, were
investigated as well. In [12], Zheng et al. proposed a method based on the Dechirp-keystone
transform and frequency selective reweighted trace minimization is used to accurately
detect and localize the drone’s swarms. With a range of 561m, a group of three drones
mathematically and by simulation were detected using FMCW signal and a band of 10
MHz. In [13], Zheng, Chen, et al. used a radar with coprime array where coherent long-
time integration and gridless sparse technique are applied for detection and localization of
swarm of drones. The LTI technique provides an enhancement in the SNR and the doppler
resolution, while the gridles spares technique enhances the DOA. Mathematically and
numerical calculation, an LFMCW radar signal was simulated for detection of three drones
with distance of 555m.

Convolution neural network for the classification drones was used by the authors in [14],
and to identify them compared to non-drones. The extracted feature from the micro-
Doppler signature of tested object was fed to the CNN as training testing test. Using
FMCW radar signal with 94 and 24 GHz band, an accuracy of 94.4 % for four classes and

98.3 % for two classes was obtained for a max distance of 120m. In [15], Mendis et al.



used a deep learning based doppler radar sensor system for detection and classification of
micro drones. The received discrete time signal from the doppler radar is processed to
generate the spectra correlation function (SCF); and then the Deep Belief Network
classification method is used to classify the signature of the SCF. With 2.4 GHz RF CW
signal, the system experimentally was able to detect and classify the micro drones with
accuracy more than 90% while SNR is greater than 0 dB.

For long range capability, the authors in [16] used Holographic Radar (HR), a 3-D, L-Band,
which can obtain a high detection sensitivity. The Doppler signature for several micro-
drones in pragmatic clutter conditions were examined. These enriched feature
measurements can be used by machine learning algorithms to qualify for reliable and
accurate detection of drones. In Table 1, a summary of research works on the radar-based

detection for single and multiple malicious UAVsS.

Table 1: Summary of radar-based UAV detection research works

" No. of . o
Radar Information Methodology Detection/Localization
Drones
30— 90m 35 GHz FMCW radar
distance narrow beam radar
[6] 1 GHz bandwidth 1 Experimental Detection
5 meter above 10dB SNR
ground multi-rotors - small drones
distributed FMCW radar
K-band radar Experimental & Basic
[7] 15-500m 24.59 GHz 1 mgthematical model Detection
leakage cancellation 75 dB
500 MHz bandwidth
555m : :

[12] 10 MTé ganW'dth 3 Etﬁperlrpenlt al 8& | Detection & Localization

angle 5-12 z mathematical mode

270-355m C-band
[10] 10 MHz bandwidth 3 Experimental & Detection

angle 442 to multi-channel phased array mathematical model
298 radar
LFMCW radar
[13] 555m 10 MHz bandwidth 3 Mathematical Model Detection & Localization
10 GHz
FMCW radar Detection & Classificati
_ K-band radar . ctection assirication
[14] 30-120m 24 GHy 3 Experimental (UAV & birds)
W-band radar




94 GHz
0-30 dB (10 mostly)

2.4 GHz
continuous-wave Doppler
radar
Tx5dBm

[15] 3m 3 Experimental Detection & Classification

24GHz
[8] 2.5m K-band FMCW radar 1 Experimental Detection
480 MHz Bandwidth

[16] 5 Km 2 MHI£ Ezﬁwi dth 3 Experimental Detection & Classification

C-Band at
[9] 32m 300 Mi{i (B}?nzdwi dth 1 Experimental Detection & Tracking

19 dBm Tx power

[11] 1-2Km Ku-Band radar 3 Mathematical Model Detection

2.1.2 Optimal/Thermal (Computer Vision)

Another approach for detecting a drone is a computer vision-based detection. Same for
radar detection, the computer vision detection does not require an active RF transmission.
However, computer vision-based techniques have weak performance in a bad environment
such as dust, fog, or rain weather. Moreover, the computer vision cannot detect an object
in NLoS condition. Nevertheless, computer vision is a great tool for detection when

combined with other technique(s) as hybrid system.

2.1.3 Radio-Frequency

The radio frequency (RF) technique is based on scanning and listening to the active
transmission communication signal between the controller and the drone. For the public
available and off-the-shelf drones, the operator controlling the drones usually uses 2.4 GHz
band. One of the advantages of using RF is the low cost of the sensor that also can detect
long-range targets. However, the main drawback of the RF is the need for active

transmission, which is not always the case, such as self-controlled or programmed drones.



There has been a growing interest among researchers in using RF-based detection
integrated with advanced signal processing, or machine learning methods to detect single
and multiple UAVs [17]-[20]. In [21], Nie et al. proposed the use of Wi-Fi signal and
created the RF fingerprint to detect and identify the drones. The fractal dimension (FD),
axially integrated bispectra (AIB), and square integrated bispectra (SIB) are used to extract
the drone’s RF fingerprint after being detected. The principal component analysis (PCA)
algorithm is used to reduce the extracted feature; and the neighborhood component analysis
algorithm is used to weigh its dimension. These extracted drone fingerprints are stored as
training and testing data. Two scenarios were selected, indoor with SNR 10 dB, and
outdoor 3 dB. The average identification accuracy of these features is 100%, 97.23%, and
96.11% for FD, AIB, and SIB respectively in indoor. On the other hand, the outdoor
scenario accuracy is 100%, 95%, and 93.5%.

Based on machine learning models, the authors in [22]-[23] investigated the UAV detection
accuracy using received RF signals. For instance, Xu et al. in [22], used the machine
learning algorithms (KNN), Neural Network (NN), Convolutional Neural Network (CNN),
Support Vector Machine (SVM), in their proposed system. They first used the PCA to
minimize the size of the signal data set that is obtained by using the Short Time Fourier
Transform to the raw control signal data. The raw data is transformed into an energy
distribution matrix where time and frequency information are included. After that, the
signal is transformed into spectrogram; and fed to different machine learning algorithms
like KNN, NN, CNN, SVM, and DT. With a distance of 7m from the RF detector, the SVM
has the highest accuracy (98.52%), but with the longest time of training. On the other hand,

the DT has less time training, but with lower accuracy (93.39 %). Al-Emadi and Al-Senaid



in [24] used the emitted RF signal during the communication between the drone and its
controller for detecting purpose. A deep learning technique was used by utilizing CNN.
The accuracy detection is 99.7% while the identification is 88.4%.

For a long-range detection of up to 3km, Zhang et al. in [23] proposed and used an artificial
neural network algorithm where slope, kurtosis, and skewness of the received RF signal
were utilized. Drone and non-drone signals in indoor or laboratory environment signals
were used for training and evaluation purposes. Based on this proposed algorithm with
improved utilization of the aforementioned features, the recognition rate is greater than
82%.

For the detection of a larger number of drones, there have been several researchers
considering deep learning techniques due to their high performance and accurate results.
In [25], authors investigated detection and classification of drones with presence of the
wireless interference. They proposed a multistage detector that can distinguish the
transmission signal between the controller and the drones from the background noise and
wireless/Bluetooth signal. With 10 dB SNR of the receiver, the accuracy of detection is
99.8% and false alarm of 2.8% where the signal is transferred into two-state Markov
models. Once the RF signal is detected, an energy transient concept is used before feeding
the data to the ML for classification. 15 different drones’ transmission signals were studied,
and the system has a classification accuracy of 98.13%.

Ezumaetal. in [26] used RF fingerprint of the transmitted signal from the drone controllers
for the detection and classification of the drones. In the detection stage, the raw signal data
are split into frames where a naive Bayes approach is used to check the presence of the

drones with detection accuracy of 96.3%. For the classification, the energy transient signal



is used which is less susceptible to noise and can work with different modulation
techniques. After feeding the selected features to several machine learning algorithms, the
highest classification accuracy for 14 drones is 96.84% for SVM method.

The identification of the manufacturing/model was investigated in [27] by Soltani et al.
where they highlighted the issue of identifying of drones from the same manufacturer but
different users/operators. The authors utilized the neural network to learn the imperfection
in the transmitted waveform. A multi-classifier two step score-based aggregation method
is proposed where the RF data augmentation is used to enhance the robustness of the neural
network. Moreover, the multi-classifier scheme is used for detecting new drones. The
classification accuracy of the multi-classifier improved to 95% while the new drone’s
detection accuracy was 99%.

The work in [28] by Hoffmann et al. focused on RF-based drone detection and
classification as well utilizing the transmitted signal’s frequency signature. A novel RF
drone dataset using commercial drones was created and a deep comparison between a two-
stage and combined detection and classification framework was presented. The YOLO-lite
architecture is regenerated from the original and changed to perform combined drone signal
detection and classification. Through detailed comparisons, it has been found that the
YOLO-lite framework provides better detection performance compared to the GoF sensing
and a good classification performance comparable to the DRNN classifier. In Table 2, a

summary of research papers on RF-based for multi-UAV detection is provided.

Table 2: Summary of works on RF-based multi-UAV detection.

Frequency & : No. of Use of Machine
Work Bandwidth Detection Accuracy Drones Methodology Learning
23] 2.4 GHz antenna 99.8% accuracy . Experimental & Ves

24 dBi antenna 10 dB receiver mathematical model




2.4 GHz band 84% detection
[26] at 10 dB SNR 14 Experimental Yes

Bfn(?v:é th 100% detection
at 12 dB SNR

2.4 GHz band
[22] 30 MHz 4 Experimental Yes
Bandwidth

2.4 GHz band
[21] 6 GHz 97.23% at 10 dB 2 Experimental Yes
Bandwidth

2.4 GHz band

27] 5 GHz 7
Bandwidth

Experimental & basic

mathematical model Yes

99.8% accuracy single
[24] 2.4 GHz band Multiple Yes
85.8% accuracy Multiple

[23] 2.4 GHz band 829% detection for 3 km Multiple Experimental Yes
9 drones
[28] 2.4 GHz band 96% detection @ wiri | Numerical simulation Yes
at -3 dB SNR
routers)

2.1.4 Acoustic

The acoustic detection method is based on generated sound waves from the movement and
flying of the drones. The sensor of the acoustic based method detection is simple as a
microphone that consider being a low cost. Moreover, the acoustic sensor can work in
NLoS compared with computer vision. However, the acoustic system works poorly when
operated in noisy areas or bad weather. In top of that, a database needs to be developed in
order to distinguish the acoustic signature for each drone. One final disadvantage is the

limited range detection for such detection technique.

2.2 RSS-based Detection of Malicious UAVs

RF UAV signal detection is challenging because the intensity of signal can vary repeatedly
due to environmental attributes like topology, temperature, interaction with objects.

Received Signal Strength (RSS) detector is one of the good candidate detection techniques.



This type of sensor will rely on the strength of the signal received to be able to distinguish
between noise signal and drone signal. One of the advantages of RSS is being able to
measure without making impractical hypothesis like having synchronization between the
drone and the probe sensors or having knowledge of drone signal waveform. However,
some of the serious limitations of RSS-based drone detection scheme includes a
requirement for high SNR, and susceptibility to RF interference. Thus, the high level of
interference due to high density of mobile devices in environments like urban can cause

much degradation in the drone detection performance.

2.3 ML-based Detection Techniques

When looking at the UAV detection, most papers were previously focusing on the physical
sensing as a function layer. Nevertheless, machine learning is being utilized where raw
data is fed and processed for detection and classification through developed algorithms.
There are different types of machine learning like deep learning which are mainly popular
with Deep Neural Networks (DNN) and Convolutional Neural Networks (CNN)
algorithms. DNN is a complex structure of hierarchical layers that establish powerful
representations from raw data. CNN has come out as the leading architecture for computer
vision tasks, such as large-scale image classification [29]. It contains an input layer, one or
more hidden layers, and an output layer which are connected to each other. The main
advantage of CNN is their capability to learn high level features from raw data without the
need to be directly programed. As a result, CNN became successful and heavily used as
the preferred method for many pattern recognition applications, such as speech recognition,

face recognition, and UAV recognition.



As stated before, RF is one of the famous techniques for UAV detection especially when

combined with ML like RF fingerprint-based detection. It depends on the attribute and

feature of the RF signals of the UAV controllers. Experimental investigations proved that

the UAV controllers have a unique RF signature due to the circuitry design and modulation

techniques employed [26]. Therefore, ML RF fingerprint analysis is very helpful in

detecting and classifying UAVs. This is due to its capability to recognize patterns

recognition without human intervention in a very quick manner. Some of these pattern’s

recognitions cannot be perceived by humans such as radio frequencies, optic, and acoustic

signals since it is beyond the abilities of human sense organs [30]. In Table 3 below is a

summary survey for all RF ML related works.

Table 3: Summary of works on RF ML Survey

Classes Features Classifier Results
Wi-Fi Logistic
ISM frequency range Regresgion (LR) Detection Accuracy
iFi 0,
[(31] 802.11x Drone vs WiFi signal strength Artificial Neural LR 89.8 %
24-25 ANN 95 %
G Network (ANN)
Hz
2 class UAV .
ri?jirl?s detection PSD frequenc Re éggilg::c(LR) 100 %
[32] 2.4 GHz P 4 class UAV type dom‘;in Y gk Noorest 99.9 %
i 0
altitudes 10 c:ﬁzsdglght Neighbour (kNN) 96.4.%
2 class UAV CNN
- . . A&F1
detection . Light Gradient o
[33] 2.4 GHz 4 class UAV type Final layer of Boosting Machine 8546 % & 814
. CNN - 92.37 % & .946
10 class flight (LightGBM) 955 % & 967
mode ConvLGBM Rl
2 class UAV
detection . 99.8 %
[34] 4 class UAV type A“t‘;’;f;'cctif:st“re CNN 85.8 %
10 class flight 59%
mode
CNN
[35] Darknet 53 YOLOV4
100% accuracy for
SVM number of controllers
[36] 2.4 GHz 4 drones PCA feature Knearest neighbor
reduction (KNN) Declination in
classifying 4 controllers
6 feet, (CNN),
9 feet, Automatic Feature (DNN), o
[37] 2.4 GHz 12 feet, 6 drones extraction recurrent neural 98 % Test Accuracy
15 feet network (RNN)




2 class UAV
detection

Average detection

[38] 4 class UAV type Correla_tlonsl of RF CNN accuracy
10 class flight sigha 92.5%
mode
9 drones Frequency Classification accuracy
[39] 24GHz | 7 meters 1 WiFi signal signatures CNN 99% (SNR) 0 dB
5% SNR-10 dB
2 class UAV Raw RE time TFMS-CNN
detection domain input time—frequency 99.89%
[40] 4 class UAV type RF frequency multiscale 98.56%
10 class flight ST convolutional 87.67%
domain input
mode neural network
e
[41] 2.4 GHz 17 drones RF spectrograms MobileNet V2 s L
network ensitivity
93.62%
. . Classification accuracy
[42] 15 drones RF fingerprints CNN of 97.70%.
2 class UAV
detection . 99.98%
[43] 4 class UAV type DFT&Z:{:&“”CV XGBoost 98.74%
10 class flight ' 79.25%
mode
2 class UAV
detection Extracts the RF multi-channel 1- 100%
[44] 4 class UAV type frequency dimensional CNN 94.6%
10 class flight segments XGBoost 87.4%
mode
2 class UAV
detection 1-dimensional 100%
[45] 4 class UAV type PSD CNN 100%
10 class flight XGBoost 99.73%

mode




CHAPTER 3
Performance of Energy-based Detection for Single UAV

In this chapter, the system model in this thesis and the problem formulation including the
RF channel for the intruding UAV signal will be introduced and discussed. Moreover, the
performance of the energy-based detector for a single intruding UAV will be investigated.
Specifically, mathematical closed-form expressions of the probability of false alarm and
probability of detection are derived. Then, the impact of the surrounding environment,
system parameters, on the detection performance will be investigated through Monte-Carlo

simulations.

3.1 Problem Statement

Because of the prevalent utilization of done in different sectors like military, agriculture,
and commercial sectors, detection and surveillance of drones has become critical and
important challenging problem. Drone communication system might not be identified,
either because it is a proprietary designed system or because it is malicious (unauthorized)
drone. However, drone communication uses RF signal which can be used without the need
to transmit any signal. RSS can be used at the detector side to detect the RF drone signal
even for the unauthorized. However, there is no analytical derivation for sampling an
unknown signal by an energy-detector over multipath fading channel along with numerical
simulation for such detector. Moreover, in this chapter the RSS and relevant mathematical

formulation and validation through Monte Carlo simulation will be presented.



3.2 System Model

The scenario for proposed RF signal received strength detection system is shown in Figure

3 in the presence of an interfering RF signal.

Interferer
Drone

|:| Interference m
Signal Signal of

@ interest

Drone Controller Signal Strength Detector

Figure 3: Example of intruding UAV with sensed RF signal in presence of interference

The received bandpass waveform UAYV signal can be represented as

r(t) = R{[h Sip(t) + nLP(t)]@jznfct} 1)

where R{.} denotes the real part function, h = ae’® is a slow fading channel with
amplitude a and phase 6, f. is the carrier frequency, S;p(t) = S.(t) + jSs(t) is an
equivalent lowpass representation of the unknown UAV signal with S.(t) and S¢(t)
denoting the in-phase (I) and quadrature (Q) components, respectively. On the other hand,
the received signals at the sensing node can be represented in case of M multiple UAV
signals using the same carrier frequency and experiencing statistically independent fading
channels

> hnSiem(® + an<t)] efz’ffcf}. (2)

m=1

ry(t) = R{




3.3 Air-to-Ground Channel Model
Radio signals emitted by the UAV are mainly line-of-sight (LoS) or NLoS as shown in

Figure 4.

Drone

Non-LoS : ! :

r’l
’,

P

LoS

Figure 4: RF signal propagation from a flying UAV in an urban environment

The probability of having a LoS condition with the ground sensor is given by

1
1+ aexp (—b (%tan‘1 (g) — a)> (3)

i

Pros =

where a and b are constants that depend on the environment r; =

\/(xi - xp)? + (y; - yp)? is the horizontal distance, (x;, y;)€ R? is the location of
energy-based ground sensor, and (xp, y,)€ R? denotes projection of the UAV location in
the 2D plane, h’' denotes the UAV height. Moreover, the probability of NL0S is Pyjos =
1 — Pros. As shown in Figure 5, the probability of LoS is plotted with respect to UAV
elevation angle at different environments [20], [46]: Suburban (0.1, 750, 8), Urban (0.3,

500, 15), and Dense Urban (0.5, 300, 20).
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Figure 5: Line-of-sight probabilities across various environments

3.3.1 Probabilistic large-scale path loss

Because path loss and shadowing happen over comparatively large distances, this variation
is often referred to as large-scale propagation effects. In addition to free space propagation
loss, radio signals encounter losses due to the urban environment in the sort of shadowing
and scattering. UAV as a result encounter such environment effect while communication
which causes signal degradation and impact system performance [47]. The mean value of
this excessive pathloss is n. Therefore, the path loss model for LoS and NLoS links in dB

are respectively [48]

4 f.d;

Lios = 20108 (729 1y @
Arf.d;

Lnpos = 20 108( f l) + "NLos ®)

where d; is the distance from the UAV to the ground energy-based sensor, 11,05 and nyos
are the excessive path losses due to LoS and NLoS conditions. In the absence of terrain

knowledge, we cannot determine whether the link is in LoS or NLoS conditions. Therefore,



we consider a probabilistic mean path loss, which is averaged over the LoS and NLoS

conditions as

L(h',71) = Lios Pros + LNLos PnLos (6)
L(h,r;) - +201 ( L >+B
T = 0
*/dB 1 +ae(_b(_1209i_a) 8\cos 6; (7)

) + tos. and Pyos is defined in (3). In

where A = 1145 — NNLos and B = 201log (M?di

Figure 6, the pathloss of the UAV signal varies with UAV altitude at x; = y; =
0 and x, = yp = 40m. It can be observed clearly for each environment, there is an
optimal altitude with lowest pathloss. As shown in Figure 6, the suburban environment
can achieve the lowest pathloss at 20m altitude. Moreover, the altitude to achieve the
minimum pathloss requirement increases when the environment changes as well. To have
a more intuitive meaning of the plot, the pathloss initially is high due to low altitude. As
the altitude increases, the elevation angle increases as well causing the Py s increment. The
increment in Pp,s results in a lower path loss until the optimal point at height of 20m in
suburban, for example. As the altitude/elevation angle increases the P ,s have already
reach its maximum impact as shown in Figure 5. After that optimal point, the pathloss will

increase due to the increment in the range from the ground sensor.
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Figure 6: Path loss in dB versus the intruding UAV altitude

3.3.2 Small-scale Multipath Fading

The change in the phase of received signal will cause a constructive and destructive
addition of different paths. This can happen over very short distances travelled by the UAV,
on the order of the signal wavelength. So, these variations are often called small-scale
propagation effects or multipath fading [49]. Small scale fading can be statistically
described by well-known distribution like Nakagami, Rician, Rayleigh, Weibull, and
Gaussian distributions [50].

Distributions have been assumed and selected based on the environment and conducted
measurements campaigns and experimental data and the best fit computations. The author
in [51] has selected log-logistic distribution as best distribution that fit foliage environment.
By using the log-likelihood (LL), the author in [52] selected log-logistic distribution as

well for hilly environment. Other paper for over lake environment, the author in [47] used



Kolmogorov—Smirnov (KS) test to evaluate the best fit similarity between the empirical
CDF and the measured one; and found that Weibull distribution is the best fit for that
environment. Usually, the Rayleigh distribution is modeled for NLoS while Rician is
modeled for LoS conditions. In this work, we will consider the small variations in the
received signal strength due to multipath propagation. As it will be seen in the subsequent
section, the multipath fading channel will be taken into consideration in testing the

performance of the detection and associated analytical derivations.

3.4 Results and Discussion

For a given transmit power, Py, the received power in dB at the sensing node from the
intruding UAV depends on the path loss encountered by its communication link, and can
be expressed as

Pp=Pr—L(k,7;),, (8)
where L(h', ri) B is the path loss in dB for a signal sensed from an intruding UAV at an
altitude h' given in (7). The received bandpass signal, similar to the approach in [53], at

the sensing node as function of the transmitted power and the path losses will be

Py .
rgp(t) = R m [hS.p(t) + nyp(t)]e/2met 9)

where h = ae’? is the multipath fading channel with an amplitude a and phase 8, S;p(t)
is the equivalent lowpass of the unknown received signal, n;p (t) is the equivalent lowpass
of the AWGN random process, and f is the carrier frequency. Energy detection is one of
the simplest techniques which can be used for UAV signal detection due to its low

computational complexity. The received signal is first prefiltered by an ideal bandpass



filter. Then, the output of this filter is squared and integrated over a time interval T to
finally produce a measure of the energy of the received waveform. This energy detection

technique can be represented in the block diagram shown in Figure 7.

BP Filter (.)?

1gp (L) r(t) r3(t) J'T( Yt y
0

Figure 7: Energy Detection Technique Block

The output of the integrator is denoted by y, a sample depending on the random process

r(t) and result in the random variable Y; and it is given by:

1 T
2
y=—1|] r(t) dt
Ny J,
N N
P Z 2
S NoWw LEh’ 1;) [Z(“Csci = sSsi + ne)® + Z(“cssi — asSei + Nsi)? (10)

L lizl =

The number of samples per in-phase or quadrature is ﬂ, a. and ag are the amplitudes of the
2

fading channel, and S, and n, are the signal and noise components, respectively, upon

sampling. Both random variables n.; and ng; are zero mean Gaussian with same variance

o2, and after normalization then 2t and Z& are Gaussian random variables with common

On On

variance of o2 =1. The noncentral Chi-square random variables in (10) are

N 2 N 2

= S i—QcSci ; acSsj+asSci = Ngj . . .

2 (M + %) and X7_, (M + ﬂ) with different means, i.e.
n

i=1 On On On

m; = acSci - asSsi (11)

On

and

Sei + asS;
mFM (12)
O-Tl
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This is after substituting a. =acosb,a; = asinf. Similarly,

aCSS] + a; c1> 2 2
~ E 052 052
( 1v0 2w L(h’ ) (cos? 6535 +sin” 6.5)

Then, let L = L(h',r;), the noncentrally parameter is
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(19)
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(21)

Now, the mean and variance of Y are given by (See Appendices A and B for parameter

definitions and the derivation details):



E[Y]:n02+52=n+27y (22)

1 1
=n+2y;=N+2A; (23)
while
1
var[Y] = 2no* + 402S? = 2n + 8yz (24)
1 1
=2(n+4yz> = 2(N+2AZ) (25)

where g Is the number of samples per either | or Q components (we finally have terms to

sum over), 62 =1, a. = acosf and ag = asin@ generally x.; and x;, respectively,
denote the ith samples of x.(t)and x4(t), i.e., | and Q components. It then follows that Y
has a noncentral Chi-square distribution with variance ¢2 = 1.

Now, the probability density function (PDF) of Y, under the hypothesis of detection of

UAYV, can be expressed as

N-2 2
1 ,y\a Sy sy
p0=g=() "y, (52) @
where s2 = L(i?’r‘) is the non-centrality parameter for Y which is a non-central Chi-square

random variable with N degrees of freedom and common variance o2, and I,.(.) is the xth-
order modified Bessel function of the first kind. The probability of false alarm and
probability of detection will be based on the cumulative distribution function (CDF) of Y,
under null hypothesis H, and no presence of the intruding UAV, is given by

Pr=P(Y > 4| Hp)

N_, Y ’ 2
=J frdy = f ————y2 e 207 dy = —2 202 (27)
A A

() ()

where T'(.,.) is the incomplete Gamma function. The probability of detection in the

presence of the intruding UAV is
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and Qn(a, b) is the generalized Marcum Q-function defined as

1 (° _(m)
Q,(a,b) = a”—l_]; xVe 2 JI,_4(ax) dx (29)
We can rewrite the probability of false alarm expression to find A in terms of P using the
regularized incomplete Gamma function

I'(a, x) 1 (% 0 -
0nt ) =170 = s | e teta (0

So, after some mathematical manipulations, the threshold is given by

_ N
A= ZO'ZQRl (Pf,E), (31)
Substituting the derived expression in (28), the probability of detection in terms of the

probability of false alarm is

PD = ( ZL(hI, L) ZQR Pf’ > (32)

The horizontal distance between the UAV and the RF sensor can be approximated by
Rayleigh distribution [54]. In Figure 8, the ROC curves for Rayleigh channel are plotted
over different transmitted power, P;, considering a suburban area, noise power level of
—80dBm at sensor, and a single UAV detection. It can be seen that the derived expressions
for the probability of detection are validated through Monte Carlo simulation and we have

exact match for high samples N. As the received power from the intruding UAV increases



in the suburban environment, the probability of detection increases. This is also observed
if the UAV moves to an altitude with higher chance of LoS and therefore an increase in
received power at the RF sensor, which increases the SNR and eventually enhances the

probability of detection.
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Figure 8: ROC curves for a Rayleigh channel in suburban area with UAV located at x, = yp =
40m and at an altitude h' = 15m

In Figure 9, we consider the ROC curves for Rayleigh channel in an urban environment
where the UAV is at x, = y, = 40m and flying at an altitude A" = 15m for different
transmitted power, P;. It can be seen that the derived expressions for the probability of
detection are validated through Monte Carlo simulation and we have exact match for high
samples N > 30. As the received power from the intruding UAV increases in the suburban
environment, the probability of detection increases however at a lower rate compared to
the suburban. This has also been observed if the UAV at a higher altitude and better LoS

conditions with an increase in received power at the RF sensor. This increases the average



received SNR and enhances the probability of detection but requires much higher P, e.g.

reaching 24 dBm.

J—

g = e e
=N = o0 ©
T

ot
o

——— analytical, P, = 0dBm
O simulation, P, = 0dBm H
analytical, P, = 10dBm

%  simulation, P, = 10dBm |[|
analytical, P, = 15dBm
+  simulation, P, = 15dBm

=
3

Probability of Detection (Pp
o
=S

2§ H
0 1 analytical, P, = 20dBm
O simulation, P, = 20dBm

0.1 analytical, P, — 24 dBm ||

x  simulation, P, = 24dBm
T

0 0.2 0.4 0.6 0.8 1
Probability of False Alarm (Pj)

Figure 9: ROC curves for a Rayleigh channel in urban area with UAV located at xp, = yp =
40m and at an altitude ' = 15m

Comparing Figures 8 and 9, the density of buildings and surrounding environment have an
impact on the probability of detection as it increases. Consequently, the probability of
detection in suburban is better than urban areas with higher chances of LoS conditions.

We specifically compare them in Figure 10 at a fixed transmit power of P, = 4 dBm and
observe the detector performance after varying the intruding UAV altitude from 15m to
20m. There is a slight improvement in the probability of detection in the urban environment
at such relatively low transmit power; however, in suburban environment, we can see much
enhancement in the probability of detection. Referring to Figure 6, the enhancement going

from 15m to 20m is due to the lower path loss encountered by the intercepted UAV signal.



o
©
T

o
o
T

e
39
T

=
=)
T

=1
ot
T

o
=~
T
-

analytical, suburban, b’ = 15m
O  simulation, suburban, ' = 15m [
analytical, urban, A’ = 15m
%  simulation, urban, A’ = 15m
- = = = analytical, suburban, b’ = 20m
%  simulation, suburban, A’ = 20m
- - = - analytical, urban, A’ = 20m

O  simulation, urban, A’ = 20m
T

Probability of Detection (Pp)
o
o

0.2

0.1

0 0.2 0.4 0.6 0.8 1
Probability of False Alarm (Pf)
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CHAPTER 4
Detection and Classification of Multiple UAVs using Spiking

Neural Networks

The results presented in Chapter 3 for the energy-based detector considering a single
intruding UAV are extended to the case of multiple UAVs. This is a more challenging
problem as there will be multiple RF signals received at the same time. Therefore, a novel
machine learning technique has been proposed based on the Spiking Neural Networks
(SNN) and is tested on real RF data measurements using the DroneRF dataset [55]. This
dataset has been used widely in the literature for the detection and classification of multiple
drones. This multi-intruding-UAVs detection is assisted with multiple low-cost ground
energy-based sensors.

This chapter begins with a brief background and introduction on SNN, and the literature
review on their adoption and applications. Then, the proposed SNN model architecture is

discussed along with the pre-processing on dataset, and obtained results and observations.

4.1  Spiking Neural Networks

Acrtificial neural networks (ANN) are well-known in the machine learning domain for their
exceptional ability to learn complex nonlinear transformations [56]. The idea of employing
a distributed network composed of neurons that can change their connection weight during
training came to reality and was inspired by the human brain [57]. Nowadays, an increasing
number of real-world problems are being solved effectively by using Spiking Neural

Networks (SNNs) [58].



SNNs can be trained on real data, like other neural networks, but only for a certain field.
This has spurred a body of research on the creation and application of SNN architectures
for novel computing paradigms. A way to use these networks to more practical problems
became necessary as this discipline developed [59]. Biologically inspired SNNs offer an
extremely effective way to handle signal processing issues. As the brain encodes the spikes,
spiking neurons link using discrete spikes and the target neuron records a synaptic current
trace in response to a spike.

Neurons, inside the human brain, interconnect and form a massive network of other
neurons. The ideal spiking neuron consists of dendrites (or the input device), soma
(working as a central processing unit), and the axon, which is the output device. Dendrites
collect signals from nearby neurons and send them to the soma; whereas, the soma, a
central cell body, performs a non-linear processing function based on the threshold and
total input generated/received. Then, the axon and its endings transmit the signal to other
neurons [60]. If any of these neurons gives a spike, all downstream neurons might get
affected. Figure 9 shows synapses are mostly formed in the junction between axons and

dendrites of the next neuron(s).

Dendrites

Synapse

Figure 11: Neurons and the junction between neurons through the synapse



Input spikes can either excite or inhabit a neuron’s ability to fire. If neurons are sufficiently
excited, it will emit its own spike down its axon to the interconnected and downstream

neurons.
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Figure 12: Spikes from 3 neurons processed in the soma and output is delivered through the axon

The action potential (or spike), which occurs at the output as shown in Figure 10, is
typically a short voltage pulse with an amplitude that can reach 100mV in a short duration
of 1-2 ms. The transmission of signals from presynaptic neuron to a postsynaptic neuron is
through synapse. For a chain of action potentials from a single neuron, the shape of spike
IS not critical; moreover, the events causing the spikes can occur at regular or irregular
intervals. The minimal distance between two spikes defines the absolute refractory period

of a neuron followed by a relative refractoriness phase.

4.2 Literature Review

SNNSs have been attracting the attention of researchers as an efficient and promising deep
learning model [58]-[67]. Their structure inherits asynchronous and sparseness of spike
trains, which make them energy-efficient while maintaining a relatively good performance

[62]. Although the study of neurons dates back to the 1900s and works of Santiago Ramon



Cajal, a pioneer in neuroscience, there are number of neuron mathematical models in the
literature. Examples of such early models include a simple spiking model introduced by
Izhikevich in [61], Mcculloch-Pitts model [71] using propositional logic, and well-known
Spiking Response Model (SRM) by Gerstner and Kistler [60], sometimes referred to as
SRMO. One of the common SNN implementations is based on the Leaky Integrate and Fire
(LIF) concept. This was observed due to the resemblance nerve membranes with electric
circuitry, where it can be approximated by a capacitor with a leakage. If the membrane
potential exceeds this threshold, then a voltage spike will be generated and rested [72].

SNNs dynamics were initially explored based on deterministic models. For instance, in
[61] 1zhikevich proposed a simple model to represent the spiking behavior using the
biological Hodgkin-Huxley dynamics combined with an integrate-and-fire model. The
proposed model is rich in covering spiking, bursting, post-inhibitory spikes/burst, among
others. More recently, with the GPU accelerated tensor computation gradient-based
learning with SNNs can be implemented with snnTorch, which is a Python package. It
extends the capabilities of PyTorch, taking advantage of its GPU applying it to networks
of spiking neurons where each spiking neuron is an activation in a sequence of layers.

Probabilistic SNN model had been discussed by Jang et al. [73] and compared to the ANN
models. In probabilistic SNN, the outputs of all spiking neurons are following a
probabilistic model, typically a binary random process. Such distribution is differentiable
in the synaptic weights. They can well approximate the performance of ANN with a general
tradeoff between accuracy, which is sacrificed for an improved energy and lower delay

[74].



Computational power in deep learning models rely on high amount of power to achieve
exceptional performance [58]. This directed more researchers towards the neuromorphic
computing, or in another words brain-inspired computing for machine intelligence [75].
Such neuromorphic hardware implementation can face some challenges in the presence of
external noise as depicted by the FPGA-based SNNs proposed by Guo et al. [76].

To the best of our knowledge there is no prior research works on SNNs for the RF-based
UAV detection reported in the literature. However, for vision-based UAV detection
Kirkland et al. in [77] proposed a combination of dynamic vision sensor (DVS) and SNN.
Such a system propagates a minimal amount of information through the network while
training using 43,000 images. The achieved overall accuracy was 91% with lower
computation due to the sparse nature of SNN compared to the traditional CNNs.

Recently, Robertson et al. [78] demonstrated the combination of neuromorphic photonic
hardware and software SNN to have an efficient learning and ultrafast operations. This is
based on a single layer optical SNN for the detection and tracking application at high rates.
Furthermore, SNNs had been applied for an efficient content-based image retrieval (CBIR)
[79] which is one example of wide-range of SNNs recent applications. Lapicque [72]
concluded that a spiking neuron resembles a low-pass filter circuit consisting of a resistor
R and a capacitor C, later dubbed the leaky integrate-and-fire (LIF) neuron as shown in
Figure 11. The dynamics of the passive membrane modeled using an RC circuit can be

represented as:

dUmem(t) - —dU I R
TT - - mem(t) + in(t) (33)

At
Umem(t + At) = Umem(t) + ?( - Umem(t) + Rlin(t)) (34)



1
where 8 = e = denotes the decay rate (or “inverse time constant RC”) of Uy (t). When

the membrane potential exceeds a threshold 6, a spike is generated.
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Figure 13: LIF RC circuit [72]

4.3 Model Architecture

In this section, the considered model architecture for the detection of multiple UAVs based
on the sensed and measured RF signals is discussed, the RF dataset followed by the
preprocessing and hyperparameters. Finally, the results and observations are illustrated and

presented.

4.3.1 System Model

The system model under consideration for detecting and classifying multiple UAVS is
shown in Figure 12. It consists of a Universal Software Radio Peripheral (USRP) device to
record the emitted RF signals or the communication signals between the drone and remote
controllers, or background noise in the case of no drones appearing in the scene. After

recording and measuring the RF signals, it stores the measured data and sends it to a



computing unit for feature extraction, concatenating the signal, and filtering. After that, the

extracted filtered data is fed to our proposed SNN model.

Drone Controller
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Figure 14: System model for the experiment setup

4.3.2 Dataset

The DroneRF database used in this thesis is a publicly available database in [7]. It is raw

RF measured signals for three different types of drones: Parrot Bebop, Parrot AR Drone

and DJI Phantom 3 shown in Figure 15.

a b C

Figure 15: (a) Parrot Bebop [80], (b) Parrot AR [81], (c) DJI Phantom 3 [82]
Moreover, background noise with no drone is included as well and available in the dataset.
The communication signals emitted from drones are captured through two RF receivers.
One dedicated for the low side of bandwidth, i.e. from 0 to 40 MHz while the other one is

for high side of bandwidth up to 80 MHz. The RF receiver records 10.25 seconds of



background activity and 5.25 seconds of RF drone communication in different modes of
the three drones. The total segments of this database are 277 segments. Each segment
consists of 10 million samples where each sample represents the amplitude of the signal in
time domain. Originally, this database meant for three task experiment as follow:

e Drone Detection: binary hypothesis testing problem which involves detecting the
presence of drone. It is binary classification problem because it has two
possibilities: “Drone” or “No Drone”.

e Drone Identification: 4 class problem which involves identifying 3 types of drones
and background activities.

e Drone Mode Identification: 10 class problem which involves distinguishing

between the type and mode of operation of drones and background activities.
Table 4 shows the data distributions for the two experiments, drone detection and drone
identification. It shows the number of segments, number of samples, and ratio across the

classes considered for the intended experiment as well.

Table 4: Data Distribution Ratio

Experiment Class Segments Sample Number Ratio (%)
Drone No Drone 41 820 18.06%
Detection Drone 186 3720 81.94%
No Drone 41 820 18.06%
Drone Bebop 84 1680 37%
Identification AR 81 1620 35.68%
Phantom 21 420 9.26%

4.4 Preprocessing

In this section, the preprocessing of the RF data measured resulting from the multiple
UAVs is explained. This includes the feature extraction, appropriate filtering, and

correction for the classes’ imbalance.



4.4.1 Feature Extraction

One essential step before training our proposed model is to conduct proper preprocessing
for the raw RF signal, e.g. selecting a feature extraction technique. Utilizing the time
domain, the signals can be analyzed over time. On the other hand, the frequency domain
analysis will show the signal frequency content located in a specific frequency bandwidth.
This generates a unique spectra of frequency amplitude and gives more robustness feature
against noise unlike time domain. Hence, frequency domain is used for more simplicity
and better performance in the RF signal classification. To proceed forward, a Discrete
Fourier Transform (DFT) is applied to the raw RF time series data to extract frequency
domain features with a frequency bin of 2048. After that, the low and high bands are
concatenated by scaling the high spectrum and appending it to the end of the low spectrum.
Moreover, thew mean and median were calculated for each signal and added as a feature
to enhance the accuracy of the classification. It was observed that this feature enhances

accuracy by 2 %.

4.4.2 Filtering

By analyzing all signal spectrum segments, it is obvious that some segments have no active

RF communication signal even though it is labeled as a drone as shown in Figure 16.
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Figure 16: UAV segment with no active amplitude RF signal

Feeding such a segment to the classification model might not be the best option and may
result in misclassification. This explains the limited and low accuracies in the first
classification problems. To overcome this issue, we propose a filtering mechanism to filter
out all segments labeled as drones, but with no actual RF communication signal. First, we
determine the maximum amplitude of signal under the no drone assumption. Then,
consider this amplitude as a threshold to filter out other drone segments from feeding it to

the model during the training phase.

4.4.3 Class Imbalance

The DroneRF dataset has an unbalanced distribution of classes. Looking at the 4-class
classification problem, the distributions are 41, 84, 81, and 21 respectively. This
unbalanced distribution can lead to low performance classification. Hence, there is a
requirement to overcome this issue either by resampling, eliminating some of sample, or
regenerating more sample data. In this thesis, we have generated sample data by

oversampling between each two segments of the same class label as provided in Table 5.



Table 5: Balancing segments across the four classes in the dataset

Drone Experiment ‘ Class Segments ‘
No Drone 4100
Bebop 1596
Before
AR 1652
Phantom 1392
No Drone 1392
Bebop 1392
After
AR 1392
Phantom 1392

4.5 Hyperparameters

To conduct these experiments, we have fine-tuned the hyperparameters to find the proper
hyperparameters that will achieve the optimal performance of the proposed SNN models
based on numerous and extensive experiments. Table 6 represents the best parameters for

each of these experiments. Please note the principle of these hyperparameters are already

explained in section 4.2.

Table 6: Hyperparameters

Drone Experiment Epoch Learning rate Threshold
Drone Detection 14 0.2 5x107* 0.2
Drone 30 0.2 5 x 10~ 0.2
Identification

4.6  Experimental Results

The performance of the proposed SNN architecture for multiple UAV detection has been

evaluated using the accuracy metric. It is a common metric score used to calculate how



many correct predictions result from the classification generated by the algorithm. The

accuracy metric is given by

TP + TN (35)
TP + TN + FP + FN

Accuracy =

where TP, TN, FN, and FP represent the number of true positives, true negatives, false

negatives, and false positives, respectively.

4.6.1 Binary classification

The model was trained with segments being filtered. In this experiment, the main target is
to detect the presence of drones. As shown in Figure 17, the model achieved 100%
accuracy, based on the RF dataset, which indicates the high capability and accuracy of the
proposed model to detect any drone with no wrong prediction. At the 10" epoch, there was
a drop in the accuracy which indicates the model is still learning from the error weight.

However, the model was able to achieve 100% steady accuracy after that.
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Figure 17: Accuracy in detection Vs Epoch (Binary)

In Figure 18, the confusion matrix is plotted with almost no wrong prediction. The model

was clearly able to identify the drone RF signal from background noise.
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Figure 18: Confusion Matrix (Binary)

4.6.2 Multiclassification

First, we have trained the model without applying the filter and Figure 19 shows the
accuracy of the model with 30 epoch which reached 38% in its maximum, while

fluctuations occur between epoch 15 and 30 below 40%.
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Figure 19: Accuracy vs epoch considering four classes and without filter

It can be observed from Figure 19 that the model is trained with certain issues in the labeled
data causing confusion in the learned new weights and patterns each time/epoch. This has
caused difficulties in the learned features and results in lower performance in classification
and below expectations in terms of the accuracy.
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Figure 20: Confusion matrix considering four classes and without filter



The confusion matrix in Figure 20 depicts that most of errors are in predicting there is no
drone label/class. This is mainly because the segments from class with drones have no
distinguishable amplitudes.

On the other hand, the proposed SNN model for multiple UAV detection has been trained
with segments after applying an appropriate filter. As shown in Figure 21, the accuracy has
improved substantially reaching 97% in its maximum and slight fluctuations around 95%,

with an excellent error reduction in both the train and test data.
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Figure 21: Accuracy vs epoch considering four classes and with filter
Comparing the confusion matrix in Figure 20 with Figure 22, it can be seen that the issue
of misprediction with no drone has been eliminated. Most of test data in class 0O, i.e. “no
drone”, and class 3 “Phantom” have very minor misprediction. On the other hand, class 1
“Bebop” and class 2 “AR” have relatively higher misprediction. This is because both drone
models are manufactured by the same company with similar technology making it more

challenging to the proposed SNN classifier to make firm distinction.
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Figure 22: Confusion matrix considering four classes and with filter

The proposed SNN has proven its capability to achieve high accuracy with RF drone signal.
To show the comparative of our proposal, we have conducted another experiment by
training a CNN on this dataset. The model was trained with segments being filtered. As
shown in Figure 23, the accuracy reaches 97% in its maximum with an excellent error
reduction. Although this performance is comparable to the proposed SNN based model, in
terms of energy consumption and hardware implementation, it is well-known in the
literature the power consumption required for the CNN and complexity which is the

motivation for selecting the SNN model.
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Figure 23: Accuracy vs epoch considering CNN, four classes, and with filter
Figure 24 shows the confusion matrix for the CNN of 4 classes after applying filter to

signal. Clearly, similar performance is achieved to our proposed SNN model.

300
250

200

True labels

- 150

- 100

] 1 2 3
Predicted labels

Figure 24: Confusion matrix for CNN, four classes, and with filter



CHAPTER S

Conclusions and Future Work

This thesis provided a comprehensive literature review on drone detection techniques with
a focus on the RF-based UAV detection methods. First, an accurate probabilistic channel
model for the RF sensed signal emitted from the intruding UAV was proposed, which
includes the air-to-ground propagation, large-scale path loss, and small-scale multipath
fading. Such formulation proper sampling of the unknown sensed signal, unknown line-of-
sight or non-line-of-sight conditions, and some practical system parameters of energy-
based detectors. We have derived closed-form expressions of the probability of detection
and false alarm under different environmental conditions, and the received operating
characteristics was investigated as well.

Furthermore, we have conducted in this thesis a thorough survey in the literature on
machine learning adoption for detection of intruding UAV. We proposed a novel SNN
model for detecting and classifying multiple UAVs based on the RF dataset. In the
proposed model, a filtering and class balancing approach for the data were applied to
enhance the quality in the preprocessing phase. Before feeding the data to the SNN model,
DFT was used for feature extraction in the frequency domain. The result of this model was
benchmarked with CNN to show the accuracy and detection performance. We have used
DroneRF database to conduct two experiments for model training and testing. Accuracy
and loss metric function were used to evaluate the performance of our model. In the future,
we plan to extend the results and apply this model to UAV mode identification, a 10-
classification problem to achieve higher accuracy and testing it in real-time under

challenging conditions.
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APPENDIX A

The mean of Y in (10) is E[Y] while the variance is denoted by var[Y]. Below is the
derivation for a general case of k degrees of freedom. Let us define a non-zero mean with

unit variance Gaussian random variable, X;, and Y is the sum k of them squared, i.e.

X;=N~u1) (36)
k
Y = ZXE (37)
i=0
So, we will have
Y~X2%(k,y) (38)

where the parameter for the Chi-square random variable is

k
y= (39)
i=0

In general,
var[X] = E[X?] — E[X]? (40)
E[X?] = var[X] + E[X]? (41)
So,
E[Y] = ¥ E[X?]
k
=) varlx] + EX? (42)

S A+ud) =kty (43)



APPENDIX B

The mean of a noncentral Chi-square random variable Y can be shown as follows
N-2

E[Y] =foooyfy(y) dy = fowy%e_MTy(%)ng_l (V) dy (44)
1 am a2y Tl (_)
-0 T) 2 __1+l+1)dy *
L2y 6l [HoFottdote @
=—e 2|— _ 4 4 e 2 t
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After some mathematical manlpulatlon and evaluating the integral, we have
N-2 A ‘ N ,
2 25 (7)  r(z+i+y)

=0 l!'T (% + i) (%)%+i+1
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