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In many situations, data tends to be sparse, containing extensive redundant informa-
tion. Nonetheless, current data acquisition systems often ignore this redundancy, con-
tinuously collecting and processing data without considering its actual value. Lately,
there has been a growing focus on autonomous systems that respond specifically to
meaningful information or events. This shift is crucial for Internet-of-Things (loT)
devices, to prevent the unnecessary processing and communication of any redundant
information, which in turn will save the overall power of the system. In this thesis,
several novel contributions and optimizations to the concept of autonomous data ac-
quisition are presented, specifically focusing on the experimental implementation of
probabilistic autonomous data acquisition (termed here as probabilistic sensing) using
a Probabilistic Bit (p-bit). For the first time, probabilistic sensing is experimentally

demonstrated using a p-bit in an experimental setup employing a Field-Programmable

XVi



Gate Array (FPGA) implementation of the p-bit, and achieving results comparable
to those obtained with stochastic Magnetic Tunnel Junction (sMTJ) in simulations.
Additionally, the concept of stochastic unit sharing amongst different p-bits driving
different applications is experimentally demonstrated. The two different applications
implemented are probabilistic sensing and in-sensor data encryption. The stochastic-
ity of the p-bit is utilized to provide a random input sequence to the encryption unit.
A novel modified Trivium ciphering technique has been implemented using the FPGA
board, utilizing much fewer logic gates and a single shift register, making it suitable
for power-constrained applications. Furthermore, to enhance the autonomy of the data
acquisition approach an additional event feature detection mechanism is incorporated
into the design of the Analog Feature Extraction (AFE) circuit, while still reducing the
power consumption of the AFE unit by 70% through the use of clippers. The designed
system was tested on seismic data obtained from an active seismic survey. The use of
probabilistic autonomous data acquisition instead of deterministic autonomous data
acquisition has resulted in an overall power saving improvement of the system from
69% to 93% during the occurrence of active seismic events, while still preserving the

system’s rapid real-time response required for autonomous data acquisition.
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CHAPTER 1

INTRODUCTION

[oT system bottlenecks arise from sensors continuously collecting enormous volumes
of data due to the rapid growth of technology and their hunger for more data to
deliver the best possible output. Processing, analyzing, and storing large amounts of
data becomes difficult due to their massive magnitude. IoT includes a broad range
of devices, from professional industrial instruments to everyday domestic items. By
2025, it is anticipated that the number of loT-connected devices worldwide will reach
around 20 billion, an increase from the current estimate of 18 billion. This bottleneck
has created a need for sensors that can collect and interpret data locally with the
aim of determining which data is necessary for sensors to connect with other IoT
devices on their own. By this strategy network-level congestion may be relieved [1].
Present approaches frequently return the processing burden to energy-constrained
sensor nodes. The goal is to move the emphasis from processing data to secure and
reliable intelligent data collection that will minimize energy waste from processing
unnecessary data by giving sensors the ability to decide what information to capture

and what to discard [2].



1.1 Motivation from the Neural System

[Autonomous Data Acquisition]
Neuro-Inspiration:
Spinal Reflex Arc

a

Motor Response
[Data Acquisition]

Brain
[Processor]

Sensory Receptors
[Sensor]

Sensation Relayed
to the Brain

Stimulus
[Event]

Interneuron
[Activation
Function] Spinal
Cord
\'\—\,‘

Sensory Neuron
[Analog Event Detector]

Figure 1.1: A diagram depicting the spinal reflex arc’s response within the ANS to

external stimuli [3].

The core of this thesis is to introduce the idea of an Analog Event Detection

(AED) technique. It is intended for this method to quickly decode analog sensor

outputs and produce digital control signals. This would enable system blocks to be

selectively activated only in response to pertinent stimuli, saving power during non-

event times. The motivation draws inspiration from the efficiency of the Autonomous

Nervous System (ANS) found in biological systems as illustrated in Figure 1.1 [3]. The

ANS processes sensory stimuli locally and autonomously triggers responses without

involving the brain in every decision. The goal is to mimic this efficiency in sensor

data acquisition.



1.2 Data Acquisition Approaches

Processing

ADC i
Sensor Signal l Unit

§ Activation Signal #§ Activation Signal {#§

Storage

Event

] .:"'n..___m,.v"';Activation Unit
Figure 1.2: Overall system design for autonomous data acquisition [3].

The idea behind the event driven data acquisition scheme is shown in Figure 1.2,
where the signal of the sensor would access the AED circuit in analog form, it will be
processed very fast in the analog domain. Consequently, it would produce a digital
control signal which will be responsible for activating the remaining system blocks.
Furthermore, Figure 1.3(a) shows the approaches used for data acquisition and they
are mainly two approaches used. The first approach focuses on encoding specific
signal characteristics, such as amplitude fluctuations or frequency variations, into
discrete values or spike trains. Thus, moving away from the conversion of the actual
amplitude, which in turn consumes a considerable amount of power. Noncontinuous
“event-based” sampling techniques are utilized in various applications since plenty of
features of the signals are stable and do not change continuously. Hence, it leads to
the generation of asynchronous non-uniformly sampled data points. These approaches
hold promise and significance in certain applications where the signal features contain
essential information, as demonstrated in event-based cameras, for instance, [4], [5]. As

a result, reconstructing the original signal might prove unfeasible or require extensive



a)

Sensor Signal Spikes

b) Original Signal

Sensor Signal

Feature Extraction

1
System Activation | |
|
1

Figure 1.3: Comparison of event-based data acquisition methods. (a) demonstrating
the simple feature extraction followed by encoding stage to receive the data as spikes
train. (b) activation-based data acquisition unit consisting of feature extraction and
activation unit [3].

post-processing, which may be incompatible with today’s digital systems. The second
approach in Figure 1.3(b) shows that the data path is dispatched from the control
path in the autonomous data acquisition scheme [6][7], enabling the processing of
samples in the event-based control while retaining the ability to capture the original

input signal waveform at a high resolution.

1.3 Probabilistic Sensing

Lately, various approaches have been developed that prioritize selectivity over flexibil-
ity in data acquisition through event-based sensing. These methods selectively capture
specific aspects of the signal associated with an event—typically detected in real-time

within the analog domain—or sometimes the entire signal itself, but only when specific



. Processing Storage
Sensor Signal l Unit

®— # Activation Signal 4 Activation Signal #§
e

{ gvent ,

-------------------------------------- Probabilistic

Stochastic
MTJ

Figure 1.4: A proposed system architecture for probabilistic autonomous data acqui-
sition, showcasing the utilization of a p-bit as a probabilistic activation unit for data
collection and an op-amp utilized as a deterministic activation unit.

events occur [8]. Selective data acquisition methods can lead to a significant improve-
ment in sensitivity, which is crucial for detecting low abundance signals. By focusing
on specific features of an event signal, selectivity can enhance the accuracy of the data
collected. Additionally, selectivity allows for the efficient use of computational and
storage resources by only capturing data that is relevant to the event of interest. The
ability to identify events of interest in real-time within the analog domain allows for
immediate processing and decision-making [9]. Such an approach involves a crucial,
irreversible decision: whether or not to sample. Nevertheless, integrating this extra
probabilistic data with the actual sensor readings presents a complex challenge when
using deterministic digital encoding techniques. Although this decision may seem

straightforward, it is often challenging to distinguish between the onset of a genuine



event and a false one, necessitating a degree of probabilistic judgment. The developing
field of probabilistic computing presents a sophisticated method for integrating proba-
bilistic data within the time-based fluctuations of a bit, known as a probabilistic bit or
p-bit [10]. A p-bit functions like a traditional digital bit by representing information
as ‘17 or ‘0% Yet, unlike a fixed digital bit, a p-bit oscillates between these states in a
controlled, random fashion. This unique behavior enables it to naturally incorporate
probabilistic data within its time-based variations. The probabilistic event-detection
unit mimics the function of a sensory neuron by initiating the operation of the entire
system, including the data acquisition component the Analog to Digital Converter
(ADC) rather than producing a fixed outcome, the employment of a p-bit allows for a
response that is based on probability. This process is achieved by capturing the analog
characteristics of events from the sensor’s signal as they occur and feeding these char-
acteristics into a p-bit. The p-bit, in turn, acts as a trigger mechanism, as illustrated
in Figure 1.4. This approach allows for an independent and event-driven method of
collecting data from sensors that have limited energy. It does this by incorporating a
level of probabilistic certainty into the timing of the data collection process. The p-bit
triggers the data collection process when it clearly identifies an event. If it doesn’t
detect any event, it ensures that the rest of the system, including the data acquisition

unit, remains in a low-power sleep state.



1.4 Security and Encryption

Numerous methods are commonly employed to alter data for the purpose of encryp-
tion or hiding its existence. Cryptography is one such method, ensuring the security
of information in communications by means of encryption. In asymmetric encryption,
a public key is used to encrypt data, while a private key, known only to the recipient,
is used for decryption. On the other hand, symmetric encryption utilizes a single
key for both encrypting and decrypting data. Examples of symmetric encryption al-
gorithms include Data Encryption Standers (DES), Advanced Encryption Standard
(AES), Blowfish, among others [11]. As IoT continues to advance, an increasing vol-
ume of data needs secure exchange across openly accessible communication channels,
such as wireless transmissions. Traditional encryption techniques often struggle to
align with the strict limitations on resource utilization and power consumption. Triv-
ium [12] is a streamlined stream cipher designed for hardware implementation. It
was one of the top three contenders in the ECRYPT Stream Cipher Project, also
known as the eStream competition, which sought to identify the most effective and
concise stream ciphers [13]. The challenges of implementing effective encryption in
[oT devices are multifaceted. Developers must balance the need for strong security
with the constraints of limited processing power and energy resources. Furthermore,
as [oT devices often communicate over wireless networks, they are particularly vulner-
able to attacks such as eavesdropping, man-in-the-middle attacks, and replay attacks.
Therefore, cryptographic solutions, like Trivium and others, are vital for maintaining

security without overwhelming the limited capabilities of ToT hardware [14].



1.5 Thesis Organisation

The thesis is structured as follows; Chapter 2 discusses the various designs of feature
extraction, p-bit, and ciphering techniques in the literature in comparison to the design
proposed in this thesis. Chapter 3 presents the research goals. Moreover, Chapter 4
explains the main contribution of this thesis. Chapter 5 illustrates the overall system
architecture used to implement the proposed design. System implementation and the
results are described in Chapter 6 and 7 respectively. Chapter 8 discusses this thesis
and potential future work to enhance the overall design. Finally, Chapter 9 concludes

this thesis.



CHAPTER 2

LITERATURE SURVEY

As highlighted in the introduction, the work in this thesis aims at realizing a reliable
autonomous data-acquisition system that is also secure. To achieve this, three main
research domains need to be addressed: (1) Analog Feature Extraction, (2) Proba-
bilistic Activation of Data-Acquisition (Probabilistic Sensing), and (3) In-Sensor Data
Encryption. The literature on these three research domains is surveyed and summa-

rized in the following three Sections, namely 2.1, 2.2 and 2.3, respectively.

2.1 Analog Feature Extraction

Early event detection methods, such as Post-Acquisition Digital Event Detection,
initially focused on identifying events after the data had been acquired and converted
into a digital format. The acquired digital data underwent processing in the digital
domain to identify specific events of interest. However, this method captured all data,
irrespective of relevance, leading to the transmission of both relevant and irrelevant

data to other network parts. Early generations focused on reducing the communication



of irrelevant data, especially in wireless sensor network applications where minimizing
communication was crucial due to power consumption in communication hardware. As
AT and advanced processing became more prevalent in sensing systems, digital event
detection evolved to control subsequent processing and analysis blocks. This led to
better control over power usage and enhanced energy efficiency in sensing systems.
Nonetheless, such approaches still suffered from the large energy budget consumed
through continuous data-acquisition, regardless of how informative this data is.

To address the aforementioned problem, processing circuits custom designed to
process and detect events in the Analog domain, prior to data-acquisition, have been
recently pursued, with the application of keyword spotting (KWS) generally gaining a
lot of attention, and the latter can also be considered as a more specific form of Voice
Activity Detection (VAD), which has also attracted much attention and numerous
research efforts in its own right.

Some of the most important designs presented in the literature that address these
two important applications, namely KWS and VAD, are summarized in the following
two subsections (2.1.1 and 2.1.2) respectively. This is followed by a summary of
other types and applications of event detection in general in sub-section 2.1.3, and
a summary of the overall findings of the review of the literature on this domain in

sub-section 2.1.4.

2.1.1 Keyword-Spotting

The paper in [15] presents a Mel Frequency Cepstral Coefficients (MFCC) algorithm

for KWS systems. Achieving an 82% reduction in multiplications and a 66% reduction
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in additions, the algorithm achieves a 96.09% accuracy for ten keywords using the
Google Speech Command Dataset (GSCD). The desgin was implemented in the CMOS
65nm technology, the circuit consumes 2.81 uWW at a 1.0 V supply voltage and a 16
kHz clock, showcasing a significant 4.5x power reduction compared to similar works
under the same process technology.

In [16], the paper introduces a smart and energy-efficient KWS system tailored
for human-device interfaces. It suggests a switched-capacitor-based feature extractor.
The implemented analog feature extractor, fabricated using a 55nm CMOS process,
showcases notable performance. It operates with a low power consumption of 4.4 uW,
utilizing a 1.2 V power supply, and occupies an area of 0.39 mm’. During testing with
the GSCD, featuring five distinct classes, the system achieves an impressive accuracy

of 92.2%. The AFE design showen in Figure 2.1.

@——- TD-CNN MUX ADC

Figure 2.1: AFE design of [16].

In [17] an ultra-low power KWS system utilizing a feature extractor designed from
a bandpass filter with max operator by using switched capacitor technique with Time-
Domain Convolutional Neural Network (TD-CNN) for classification is proposed. In
the classifier only the first layer needs an accurate calculation while the rest of the
layers can binarized. The proposed design discards the use of high-precision ADC
to attain a very low power KWS design. The feature extractor was fabricated using
65nm CMOS technology. The design consumes 270 nW to detect two keywords based
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on the simulation and measurement. The AFE circuit elements is demonstrated in

@—— BPF MAX

Figure 2.2: AFE design of [17].

Figure 2.2.

In reference [18], the article introduces a system for spotting keywords that highly
prioritizes both low power consumption and high accuracy. This system utilizes ana-
log passive switched-capacitor bandpass filters to extract MFCC features through
all-analog circuits. Moreover, The analog MFCC extraction process includes various
components such as the low-noise amplifier, Bandpass Filter (BPF), squarer, integra-
tor, and discrete cosine transformer. To achieve ultra-low power and a high dynamic
range, the design implements a high-order, fully differential BPF. The design is fabri-
cated using 0.18 um CMOS, and the filter bank, consisting of eight BPFs, consumes
only 83.2 nW. The overall power consumption of the feature extractor is 661.7 nW,
resulting in a 96.6% accuracy in a two-KWS scenario. This accuracy is achieved using
an FPGA based fully connected neural network with a latency of 9.6 us. The AFE

ciruit is illustrated in Figure 2.3.

MIC ; LNA BPF SQUARER INTEGRATOR

Figure 2.3: AFE design of [18].

Paper [19] proposes 2 time-mode Analog Signal Processing (ASP) circuit designs

12



in an analog audio feature extractor chip to solve the challenge of power and area
limitations in on-device KWS. The first technique includes time-mode analog filter
bank interpolation, utilizing digital XOR gates to increase the outputs of an analog
bandpass filter bank. The second technique, time-mode analog rectification, makes
use of a single digital XOR gate as an analog full-wave rectifier. This chip, fabricated
in 65 nm CMOS technology, consumes only 80 nWW and occupies 0.53 mm? of area
while extracting a 31-element digital auditory feature vector from an input analog

audio signal. The AFE archetecure is showen in Figure 2.4.

@ BPF FWR IAF

Figure 2.4: AFE design of [19].

2.1.2 Voice Activity Detection

The research detailed in [20] presents a customized acoustic frontend designed for
VAD with a power consumption of under 6 W, implemented using 90 nm CMOS
technology. The power-proportional sensing allows for adaptive scaling of power us-
age depending on the complexity of ongoing information extraction. In comparison
to existing State-of-the-Art (SotA) systems, the proposed VAD system achieves a sig-
nificant 10x reduction in power consumption while maintaining an 89% average hit
rate for a 12 dB Signal to Noise Ratio (SNR) in a babble context. The AFE design
is showen in Figure 2.5.

The method described in reference [21] demonstrates a passive analog feature ex-

13



@——- AMP BPF FWR LPF

Figure 2.5: AFE design of [20].

tractor designed for VAD that prioritizes efficiency in both area and power consump-
tion. This approach employs a switched-capacitor circuit, functioning as a TDCNN,
to capture 1-bit features for the Binarized Neural Network (BNN) classifier. The
model size was decreased, and the output swing was increased by taking advantage
of the applied Sparsity-Aware Computation (SAC) and Sparsified Quantization (SQ)
without degrading the classification accuracy. In practical testing, the VAD achieves
impressive performance in speech detection with minimal power consumption 108 nW/
and a small area 0.8 mm? in a 28 nm CMOS implementation. Figure 2.6 demonstrates

the AFE circuit elements.

Figure 2.6: AFE design of [21].

Paper [22] presents a novel VAD that implements feature extraction in analog
form and uses a neural network classification. The acoustic feature extractor contains
a 12 channel Mel-filter bank that accumulates the power of different frequency bands
in each time frame of the audio signal. After that the classifier uses these powers
of the frequency bands as input features to decide whether it detects speech or non-

speech. A Convolutional Neural Network (CNN) was used in the first-order delta-
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sigma modulator. Hence, decreasing the working load for the digital domain. All the
circuits were designed using 65 nm CMOS technology, and for the digital circuit were

only Verilog-A functional modules. Figure 2.7 illustrated the AFE design.

MIC ;LNA BPF — FWR —> BUFFER [|— LPF — NLT

Figure 2.7: AFE design of [22].

The study outlined in [23] presents a neural network-based acoustic sensing system
with an extraordinary low power consumption of 142 nlW/. This system can perform
VAD as well as identifying non-voice events. To achieve this, they implement a time-
interleaved mixer-based design that sequentially scans and down-converts the 4 kHz
bandwidth signal to a passband of less than or equal to 500 Hz, therefore reducing
power usage in amplifiers by a factor of four. The architecture of the proposed design
consists of two signal chains: an ultra-low power chain working continuously at 142
nW and a high performance chain consuming 18 uW, which activates upon event
detection by the ultra low power chain. The high performance chain includes a full 4
kHz bandwidth analog frontend and shares the same digital backend with the ultra

low power chain. The AFE design is demonstrated in Figure 2.8.

MIC ; LNA PGA — DRV

Figure 2.8: AFE design of [23].

Paper [24] introduces a VAD circuit that relies on SNR in an all-analog setup.
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It achieves 99.5% accuracy in recognizing voice in household settings, while using
just 760 nW from a 1.2 V power supply. The circuit optimizes energy use through
an efficient analog design, utilizing continuous-time non-linear operation and fully-
passive switched-capacitor processing to minimize power consumption and chip size.
This VAD prototype was built using 180 nm CMOS technology. Figure 2.9 shows the

AFE archetecture of the proposed design.

@——> PGA " ADC DSP

Figure 2.9: AFE design of [24].

Paper [25] discuss a design of an all-analog VAD based on neural network princi-
ples. The design employs a neural engine with weights restricted to -1, 0, and 1 value,
delivering both high accuracy and minimal delay. Created using a 130 nm CMOS
process, the VAD uses 28.5 ulW from a 1.8 V supply and operates with a latency of
just 10 ms. The accuracy rates for detecting speech versus non-speech were 94.3%

and 94.1%, respectively. The AFE design is showen in Figure 2.10.

@— BPF FWR

Figure 2.10: AFE design of [25].

The paper referenced as [26] introduces a highly efficient acoustic feature extrac-
tor designed for continuous VAD, mainly using ultra-low power consumption. This
feature extractor utilizes a 10-channel passive switched-capacitor filter bank along-
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side a passive SC envelope-to-digital converter. Through experimental validation on a
prototype manufactured using a 0.18 um CMOS process, the system demonstrates im-
pressive performance. It achieves an average 90% speech hit rate and 86% non-speech
hit rate at a 10 dB signal-to-noise ratio across all tested chips, all while maintaining
a low power consumption of 270 nW. Figure 2.11 illustrates the AFE architecture of

the proposed design.

MIC ;LNA BPF

Figure 2.11: AFE design of [26].

2.1.3 Other Types of Event Detection

The document in [27] introduces an innovative filter architecture based on Injection-
Locked Oscillator (ILO) designed to reduce power usage in event-driven wake-up sens-
ing methods for IoT applications. This new architecture is integrated into a time-based
filter bank for the purpose of feature extraction. In a 65 nm CMOS technological node,
a four-channel ILO filter bank is implemented, showcasing a low power consumption
of 6 nW specifically for the bandpass filtering function. The active area is measured
at 0.0013 mm?, and the output dynamic range reaches 46 dB. The average power
consumption per channel of the filter bank is 3 nWW, covering a comprehensive band-
width ranging from 130 Hz to 5.5 kHz. The AFE design is demonstrated in Figure

2.12.
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EVENT
@ BPF CLASSIFIER
Figure 2.12: AFE design of [27].

Paper [28] discusses a System-On-Chip (SoC) designed for speech recognition tasks
like KWS and speaker verification. This chip operates with ultra low power consump-
tion, allowing constant activation of speech-triggered interfaces in devices. It achieves
this by integrating with an analog microphone, performing recognition tasks directly
on the chip. In a 65 nm implementation, it achieves a worst-case power consumption
of 18.3ulW, or 10.6 ulW in typical scenarios.

In [29], there’s an exceptionally low-power engine designed specifically for extract-
ing features from Electrocardiography (ECG) signals. These signals essentially cap-
ture the heart’s rhythm and contain essential components such as the QRS complex,
P-wave, and T-wave, providing crucial diagnostic information about cardiovascular
conditions. The feature extraction method combines the Curve Length Transform
(CLT) and discrete wavelet transform and introduces a new pipelined architecture for
CLT implementation. Constructed using GF 65 nm technology, the system operates
at a frequency of 7.5 kHz from a 0.6 V supply voltage, consuming only 642 nIV.

Figure 2.13 shows the proposed design of the AFE unit.

MIC ;LNA BPF CLT

Figure 2.13: AFE design of [29].
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2.1.4 Outcome of Surveying Feature Extraction Designs

Overall, the literature reviewed showcased significant reductions in power consumption
of the feature extraction circuit through the utilization of advanced technologies such
as 0.18- m CMOS, 0.13-m CMOS and 28 nm CMOS technologies. However, most of
the literature overlooked the delays involved in extracting the features, which limit
the application of such circuits to feature extraction and then feature acquisition, but
do not allow autonomous real-time activation of data-acquisition of the original sensor
signal. These delays are crucial factors in this study, as ensuring a rapid response with
minimal delay is essential for enabling the achievement of real-time autonomous data
acquisition. Furthermore, 77 illustrates the detection delay of the examined existing

feature extraction designs.

Table 2.1: Comparison of the Detection Delay Among the Examined Existing Feature
Extraction Designs.

Reference | Technology | Power consumption | Supply | Type Detection Delay
[15] 65nm 2.81 uW 1V KWS 32 ms

[16] 55nm 4.4 uW 1.2V | KWS 5 ms

[17] 65nm 270 nW 1V KWS 10 ms

(18] 180nm 661.7 oW 08V | KWS 0.6 us

[19] 65nm 80 nW 0.6V | KWS 10 ms

20] 90nm 6 uw 12V | VAD 10 - 16 ms
21] 28nm 108 nW 09V | VAD 512 ms
22] 65nm - 05V | VAD 25 ms

23] 180nm 142 nW - VAD 16 ms

[24] 180nm 760 nW 12V | VAD 8~ 31 ms
25] 130nm 28.5 uW 1.8V | VAD 10 ms

26] 180nm 65 nW 0.65V | VAD 50 ms

27] 90nm 6 nW 0.4V | Event-Based | -

28] 65nm 18.3 uW 0.8V | KWS-Speach | 16 — 32 ms
[29] 65nm 642 nW 0.6V | ECG -

6] Discrete 65 mW 5V Event-Based | 4.8 us
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2.2 Probabilistic Sensing

Probabilistic bits, or p-bits, are essentially adjustable Random Number Generators
(RNGs). It’s their distinct blend of randomness and adjustability that makes them
crucial for innovative applications, especially in the realm of probabilistic computing.
This ability to fine-tune them is what distinguishes p-bits from standard RNGs [30].

In paper [31], it’s been demonstrated that a p-bit driven by voltage can be easily
created by integrating current RNGs into a transistor circuit with the use of 2-terminal
MTJs that have been proven in experiments, all without the need for inventing a new
device. By applying well-known SPICE models, they illustrated that this designed
p-bit can be connected to form correlated p-circuits that carry out valuable functions,
such as an invertible AND gate that decomposes the output of an AND gate back into
its original input pairings.

Reference [32] examines if the inherent geometric differences between devices could
significantly affect a key aspect of probabilistic computing: the capacity to control
probability using an external factor, like a spin-polarized current introduced into a Low
Barrier Magnet (LBM). Their research suggests that this control over probability is
preserved, even with the expected variations between devices. The slight discrepancies
in how probability changes with current, which are normal due to device diversity, can
be further reduced by enhancing the spin polarization of the current. This confirms
that probabilistic computing using LBMs is resilient to minor geometric discrepancies,
making it a viable option for scaling up to numerous p-bits.

Paper [33] introduces various new p-bit configurations that provide a wider scope
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for adjusting input voltage and a smoother response curve. These configurations utilize
both bipolar and continuous sMTJs, showcasing an enhanced ability to fine-tune over
a range greater than 4 volts, which is almost half the total range of the supply voltage.

It is demonstrated in [34] that they merged sMTJ with 2D-MoS2 Field-Effect
Transistors (FETS) to create a p-bit component directly on a chip, which allows for
voltage-driven randomness. By running simulations of the circuit, they evaluated
a p-bit design that uses three transistors and one MTJ, examining how each part
influences the final output of the p-bit.

Paper [35] showcased p-bits built entirely on CMOS technology, utilizing the ran-
dom threshold switching characteristic of a bistable n-p-n resistor, known as a biristor.
The study confirmed the sigmoidal correlation between input and output by analyz-
ing the digital signals from the biristor p-bits. It also successfully executed reversible
Boolean logic functions. Moreover, the research solved a complex max-SAT problem,
proving the method’s effectiveness in resolving concrete computational issues. The
biristor p-bit not only consumes low power but also shows remarkable consistency in
repeated operations and minimal variation between devices, thanks to its compatibil-
ity with standard commercial CMOS manufacturing processes. These advantageous
traits suggest that biristor p-bits have the potential to overcome the constraints of
traditional von Neumann architecture.

Reference [6] introduces a probabilistic autonomous data acquisition method that
converts the stochastic response of a p-bit into a cognitive decision on whether to
sample data. this approach uses a modified p-bit design with improved tunability,

driven by an analog feature extraction circuit. Simulations from an active seismic
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survey demonstrated the feasibility of lossless probabilistic data acquisition, achieving
nearly 50% saving in both active operation time and the number of generated sam-
ples.The proposed design lacks the experimental implementation of the p-bit circuit.
Additionally, the design could benefit from encryption since the acquired data signifies
valuable information.

In general, the p-bit has proven to be useful in encoding probabilistic information,
as demonstrated theoretically in the concept of probabilistic sensing. However, ex-
perimental demonstration is is yet to be demonstrated. The fact that probabilistic
sensing introduces a RNG in the circuit opens opportunities for various applications,

such as in sensor encryption, which also have yet to be demonstrated experimentally.

2.3 In Sensor Data Encryption

A strong encryption algorithm is defined by two essential qualities: robust security
and high speed. Since these algorithms are integrated into various applications such
as e-banking, online shopping, and email services, they must operate quickly and
maintain security across diverse platforms. Cryptography involves developing methods
to ensure that information is transmitted securely from sender to receiver, even when
third parties are present [36].

The research in [37] introduces an innovative algorithm that takes advantage of
the reflective nature of balanced binary search trees to reduce extra work and uses
a changing offset to enhance security significantly. When tested against well-known

encryption methods like AES and DES, this new algorithm showed faster processing

22



times, used memory efficiently, and achieved a 50.1% rate of success in meeting the
avalanche effect—a standard for encryption strength. Moreover, the variable nature
of the offset was proven to be truly random, as it passed a battery of statistical tests
set by the National Institute of Standards and Technology (NIST).

Reference [38] addresses the weaknesses of stream ciphers, such as poor linear com-
plexity , issues with the clocking mechanism (majority rule), short clocking periods,
weak choices of clocking taps, and collision problems. These vulnerabilities can al-
low intruders to decrypt stream ciphers. To enhance security, the proposed approach
introduces a Non-Linear Feedback Shift Registers (NLFSRs), reuses 32 bits of SRES
generated by the A3 algorithm, and combines the output stream with the last 32 bits
of CGI. The randomness of the proposed stream cipher is analyzed using the NIST
Statistical Test Suite. The results demonstrate a significant improvement in the ran-
domness of the bit-stream, leading to enhanced security. The design shows passing 7
tests only out of 16 tests.

Reference [39] discusses the key expansion process for the Quantum Noise Ran-
dom Stream Cipher (QNRC). The authors conducted NIST randomness tests on the
extended key. Additionally, they proposed a new hash expansion algorithm that
demonstrates higher efficiency in counter mode. The test results indicate that the
extended key, generated using the AES and the hash function in counter mode, meets
the randomness requirements. This approach ensures secure key usage while achieving
efficient expansion. The design demonstrated the p-value only without mentioning the
randomness condition.

In [40], the authors conducted a randomness analysis of a proposed cryptographic
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Table 2.2: Comparison Between the Existing Encryption Algorithms.

Ref | Method used Number of registers | Number of NIST | Processing
Tests Passed time

[36] | Multiradix Trivium 3 Registers, 288 bits | - -

[37] | Binary Search Trees - 5 162-775ms

[38] | SRES Generated by A3 3 Registers, 114 bits | 7 -

[39] | Hash Expansion Algorithm | 1 Register, 256 bits | 13 -

[40] | Modified Vernam Cipher 1 Register, 100 bits | 4 -

algorithm that combines multilevel substitution and encryption techniques. They
presented statistical test results using the NIST Statistical Test Suite to assess the
randomness behavior of the keystream output. The statistical analysis included non-
parametric test selections such as cumulative sums, runs tests, longest runs of ones,
and frequency analysis. The experiment involved 100 samples, each with a length
of 100 bits. The algorithm achieved an average success rate of 99.50% across the
four statistical tests. Based on these results, it can be assumed that the proposed
cryptographic algorithm effectively produces a random ciphertext sequence. For future
work, the authors recommend implementing it in a software application to enhance
the protection of electronic medical records. The design illustrated passing only 4
tests out of the 16 test in the NIST test suite.

In a summary the literature illustrates that a strong encryption method should
contain 3 important aspects which are the methodolgy used, the processing time and
the randomness of the generated keystream verified by the NIST test suite. 7?7 sum-

marizes the mentioned aspects for each studied reference in data encryption section.
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CHAPTER 3

RESEARCH GOALS

As mentioned earlier in the Introduction (Chapter 1), and highlighted later in the
Literature Review (Chapter 2), the main goal of this thesis is to:

Design and Implement a Reliable Autonomous Data-Acquisition System
with Embedded Security

In order to achieve this main research outcome, the following main research goals
are identified as attributes that the system needs to achieve in its design:

1. Intelligence

2. Autonomy

3. Security

The details of these goals and the strategies set for achieving them are outlined in

the upcoming three Sections, namely 3.1, 3.2 and 3.3, respectively.

25



3.1 Intelligence

3.1.1 Number of Features Captured

The chosen number of features are likely identified as providing the most relevant in-
formation for differentiating between event and non-event occurrence. These features
are selected to capture significant characteristics that aid in accurate classification.
Increasing the number of features significantly raises computational requirements. A
balance is sought between capturing enough information for accurate classification
while keeping the computational load manageable. Beyond a certain point, adding
more features might not yield substantial gains in classification accuracy. The number
of features chosen might represent a point where additional features provide diminish-
ing returns in terms of improving the system’s performance. Limiting the number of
features also aids in practical implementation of hardware, reducing complexity, power
consumption, and processing time. This choice aligns with the desired efficiency and
performance trade-offs for specific systems

Accordingly, a single feature was able to provide a good degree of reliable prob-
abilistic event detection [6][7]. However, to increase the reliability in the proposed
autonomous data acquisition design, an additional feature, simple amplitude, was
added. This addition does not burden the system with a high power budget while still

enhancing its reliability and the performance.
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3.1.2 Probabilistic Activation Instead of Deterministic

In power-hungry applications, such as remote sensors, wearable technology, and var-
ious IoT devices, sampling and data acquisition can consume significant amounts of
power. This high-power consumption poses a challenge, especially for devices that rely
on batteries or operate in environments where power sources are limited or recharging
is infrequent. To address this, one innovative approach involves probabilistic acti-
vation of the system. This method activates data acquisition components based on
the probability of event occurrence rather than on a fixed, deterministic schedule.
Probabilistic activation increases the likelihood of avoiding the sampling of unwanted
or redundant data. In deterministic systems, sensors may operate on a strict sched-
ule, collecting data at regular intervals regardless of whether significant events are
occurring. This often leads to the collection of large amounts of irrelevant or re-
dundant data, wasting valuable power resources. For instance, a sensor monitoring
environmental conditions might continue to sample data during periods of stability,
even when no meaningful changes are occurring. By contrast, probabilistic activation
allows the system to sample data in a more efficient manner. The system can dynam-
ically adjust its average random sampling rate, increasing it during periods of higher
event probability and reducing it when the likelihood of event-occurrence is low. This
adaptive approach ensures that the system is more likely to capture relevant data,
thereby conserving power by avoiding unnecessary sampling.

In this thesis, the strategy used to embed intelligence into the proposed au-

tonomous data acquisition design is to adopt probabilistic activation in our system,
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which will be implemented experimentally for the first time. Due to limited access to
fabrication facilities for implementing the sMTJ devices, an emulation method using

FPGA will be employed to emulate the response of the sMTJ in the p-bit.

3.2 Autonomy

3.2.1 Energy Efficiency

Conventional ToT sensors operate continuously to gather and analyze data, leading
to significant inefficiencies in energy usage. The relentless, non-stop functioning of
these sensors drains power resources, making them less efficient and sustainable, par-
ticularly for devices with limited battery life. The literature explores strategies aimed
at reducing power consumption by shifting from a continuous operation model to an
on-demand activation model. In this on-demand model, data collection and anal-
ysis components are only activated, when necessary, rather than operating all the
time. By doing so, the system components remain in a low-power state until trig-
gered by specific conditions or events that warrant data acquisition. This approach
significantly conserves energy, as it eliminates the unnecessary power expenditure as-
sociated with constant operation. For instance, instead of continuously monitoring
environmental conditions, a sensor might activate only when there is a change in the
detected parameter beyond a predefined threshold. This selective activation reduces
the frequency of data processing tasks, thereby extending the battery life of IoT de-
vices and improving their overall efficiency. Additionally, the literature emphasizes

the integration of smarter algorithms and adaptive mechanisms that can predict and
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respond to environmental changes more accurately. These advanced techniques en-
sure that sensors are activated only when necessary, further optimizing energy use.
By adopting these energy-efficient strategies, IoT systems can achieve a more sustain-
able operation, making them more viable for long-term applications in various fields
such as environmental monitoring, smart homes, and industrial automation. This
shift towards an on-demand model not only conserves energy but also enhances the
longevity and reliability of IoT devices, providing a significant advancement in the
field of sensor technology and data acquisition [41][42][43].

As mentioned before the probabilistic autonomous activation method reduces the
sampling of unneeded information which in turn saves the overall power of the sys-
tem. Additionally, a new element was added to enhance the power usage of the AFE
block namely: clipping amplifiers, that reduces the power of the AFE circuit without

compromising the rapid detection of the events.

3.2.2 Real-Time Event Detection

Rapid and accurate detection of relevant events in the analog domain is a major chal-
lenge. The research seeks to develop an analog-based event detection circuit capable
of instantaneously recognizing specific features in the sensor signal. Any delay in the
event detection process could lead to a significant time delay which is undesirable in
autonomous data acquisition systems. The system must be accurately and precisely
designed to meet such requirements. Most of the literature is focusing on reducing the
power of the feature extraction unit while disregarding the importance of capturing

the data in real-time.
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3.2.3 Detection Delay

The processing power and speed of the hardware can impact detection times. If the
hardware is not powerful enough or optimized for the specific task, it might take longer
to process the data. Moreover, Noisy or variable signals might require more processing
time to distinguish relevant information from background noise or fluctuations. The
complexity of the event being detected can influence the detection time. Simple events
might be recognized faster than complex or multi-stage events [44].

The goal of this thesis is to achieve real-time event detection which needs the
onset detection delay to be less than the sampling interval of the sensor’s signal. Many
applications requires the onset detection delay to be in under the order of milliseconds
(e.g., active seismic surveys) which require sampling interval to be less than 500 wus.
However, the aim here is to achieve a low as possible onset detection delay while

incorporating the reduction of the power in the system.

3.3 Security

3.3.1 In Sensor Data Encryption

Encryption is a fundamental technique used to ensure that only authorized individu-
als or systems can access and read data, playing a crucial role in protecting sensitive
information from unauthorized access and potential data breaches. By converting
readable data into an unreadable format through cryptographic algorithms, encryp-

tion ensures that even if data is intercepted during transmission or accessed without
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authorization, it remains incomprehensible to any malicious actor without the appro-
priate decryption key. One of the primary benefits of encryption is the protection it
offers to sensitive data during transmission over networks. Whether data is being sent
over the internet, through internal company networks, or via other communication
channels, encryption acts as a robust shield against interception. This is especially
important for personal data, financial information, and confidential business commu-
nications, which are frequent targets of cyber-attacks. Secure transmission protocols
like HT'TPS, which incorporate encryption, have become standard practice to safe-
guard data in transit [45]. In addition to protecting data in transit, encryption also
maintains the integrity of data during storage. Data stored on devices, whether in
databases, on hard drives, or in the cloud, is vulnerable to unauthorized access and
tampering. Encryption ensures that even if someone gains physical or virtual access
to the storage medium, the data remains protected. This layer of security is essential
for maintaining confidentiality and integrity, ensuring that stored data cannot be read
or altered without detection. Encryption also plays a critical role in ensuring data
integrity. When data is encrypted, any tampering or unauthorized modification of
the data can be detected because it will result in a failed decryption process. This
characteristic of encryption makes it an effective tool for verifying that data remains
unchanged during storage or transmission. For instance, encrypted messages in com-
munication applications will not decrypt correctly if they are altered, alerting users
to potential security issues. Moreover, by employing encryption, organizations can
significantly mitigate the risks associated with data breaches and cyber-attacks. Data

breaches can lead to severe financial losses, reputational damage, and legal conse-
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quences for organizations. Encryption helps to reduce these risks by rendering stolen
data useless to attackers. Even if cybercriminals manage to breach a system and exfil-
trate data, the encrypted information will remain unreadable without the decryption
key, thereby minimizing the impact of the breach [46].

To implement encryption effectively, organizations need to adopt comprehensive
encryption strategies that cover data at rest and data in transit. This includes using
strong encryption algorithms and key management practices to protect encryption
keys. Organizations must ensure that encryption keys are stored securely and are not
accessible to unauthorized individuals. Regularly updating encryption protocols and
conducting security audits are also critical practices to address emerging threats and
vulnerabilities [47].

In this thesis ciphering approaches that benefit from RNGs will be implemented
to due the fact that implementation of p-bit already provides reliable RNG in the
system, and this will be exploited in achieving in sensor encryption using ciphering

techniques that utilises this RNG.
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CHAPTER 4

MAIN CONTRIBUTIONS

The main contributions achieved in this work are highlighted below, categorized under
the three main research domains highlighted earlier in the previous chapters, namely:
(1) Analog Feature Extraction, (2) Probabilistic Sensing, and (3) In-Sensor Data
Encryption. These three domains are convered in the upcoming three Sections, namely

4.1, 4.2 amd 4.3, respectively.

4.1 Analog Feature Extraction

o Added an extra features (amplitude) to the real time event detection mechanism.

o Reduced the overall AFE power by 70% while still incorporating the new feature.

4.2 Probabilistic Sensing

o Implemented for the first time probabilistic autonomous data acquisition exper-

imentally.

33



o Enhanced the overall power saving of the system from 69% ((Deterministic au-
tonomous data acquisition)) to 93% ((Probabilistic autonomous data acquisi-

tion)) during active seismic events [6][7].

4.3 In Sensor Data Encryption

e Incorporated for the first time in sensor p-bit based data encryption.

o Experimentally demonstrated for the first-time stochastic sharing among two
different p-bits driving two different applications; data acquisition and data

encryption.
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CHAPTER 5

SYSTEM DESIGN

To achieve the main goal of this thesis, the design and implementation of a reliable
and secure autonomous data acquisition system, while ensuring the application of the
primary research strategies discussed in Chapters 3 and 4, this chapter explains in
detail the main components and techniques used to design such a system. The overall
system architecture is described in Section 5.1, while the detailed system design is

presented in Section 5.2.

5.1 Overall System Architecture

Figure 5.1 illustrates the overall system architecture. Additionally, the component-
level system implementation is shown in Figure 5.2. The design comprises four main
blocks: AFE unit, activation unit, data acquisition unit and encryption unit. When
the geophone sensor captures seismic waves, the signal first enters the AFE block. For
our specific application, the extracted features are the rate of change in the signal’s

amplitude and the amplitude itself. Subsequently, the extracted features will indicate
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Figure 5.1: Block diagram demonstrating the over all system architecture including
all the units (e.g., AFE unit, Activation unit, Data acquisition unit and Encryption
unit.

the occurrence of an event, activating the second block, the activation unit. The
system includes two activation schemes: probabilistic activation and deterministic
activation. Probabilistic activation selectively triggers the data acquisition unit based
on a certain level of confidence. It compares the AFE signal with the fluctuations of
the sMTJ to determine whether to proceed with sampling or not. In the deterministic
activation scheme, the actual signal amplitude is compared with a fixed threshold at
which the presence of and event is confirmed, which then deterministically triggers
the data acquisition unit. Additionally, the probabilistic and deterministic activation

signals are combined using a logical OR gate, enabling the data acquisition unit to
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Deterministic Activation

Probabilistic Activation

Figure 5.2: Proposed component-level circuit design.

be activated by either method. The activation unit is directly connected to the data
acquisition block via an enable signal. During an event, the activation unit triggers
the enable signal, causing the data acquisition unit to sample the signal. In the
absence of an event, the enable signal is not triggered, and no signal sampling occurs.
The final block of the system is the encryption block, where the sampled signal is
encrypted using a novel design of Trivium encryption method. The proposed Trivium
stream cipher design utilized a smaller number of logical gates and one shift register
compared to the original design. Trivium utilizes a key, an initialization vector, and a
constant. The input sequence for the Trivium design is derived from the sMTJ used
in the probabilistic activation unit. This demonstrates the concept of sharing the p-
bit’s stochasticity between two different applications. The input to Trivium undergoes
several Boolean operations for a specific number of iterations to generate a keystream.
This keystream is then XORed with the plaintext to produce the ciphertext. To

decrypt, the ciphertext is XORed with the same keystream to retrieve the original
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plaintext.

5.2 Detailed System Design

This chapter further decomposes the architecture of the system mentioned in section
5.1 into 3 main blocks, namely: (1) Analog Feature Extraction, (2) Probabilistic
Sensing, and (3) In-Sensor Data Encryption. The detailed design of each block is

precisely explained in subsections 5.2.1, 5.2.2 and 5.2.3 respectively.

5.2.1 Analog Feature Extraction

The AFE circuit is composed of 3 main stages which are the differentiator, clipper and
full wave rectifier as shown in Figure 5.2. The first stage, which is the Differentiator,
computes an output signal by taking the time derivative of the sensor signal (S(t)) and
scaling it by a gain factor (K). This resulting output, denoted as (D(t)), is then fed into
a half-wave rectifier, which produces another signal called (R(t)). Next, the rectified
signal (R(t)) is subtracted from twice the value of (D(t)) using the formula: (2D(t) -
R(t)). The result of this subtraction is a full-wave rectified version of the differentiated
signal (D(t)). Finally, this full-wave rectified output is supplied as an input to the
probabilistic activation unit. The differentiator components are Op — ampy, R1, Ro,
C} and (5. The transfer function of the differentiator is given by eq. 5.1
V, C1 Ry

-2 5.1
V} S2R1R20102 + S(R101 + RQOQ) + 1 ( )

As this seems to be a simple ideal differentiation design, the low and high cutoff
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frequencies are denoted by the following equations:

1
= 2
fl 27T01R1 (5 )
fu= s (53)
b 27TCQR2 .

In our application, which involves capturing features of seismic waves from a geophone
sensor, the targeted frequencies are very low, in the range of 10-100 Hz. It’s important
to emphasize that the operating frequency should be determined by the frequency
of the input signal during an event, rather than the frequency at which the events
occur. Prior to the third stage, which is the rectification stage the second stage
will clip the differentiated signal from the absolute Vpp and Vsg to Ve and Vepe.
The purpose of the clipping is purely related to the power reduction of the circuit.
It was observed that before clipping the differentiated signal, the rectification stage
receives a high-amplitude signal, necessitating higher power for processing. However,
after clipping the signal to a lower amplitude, the power required for rectification
is significantly reduced. Subsequently, the clipper circuit consists of Op — amps,
Op — amps, resistors R3, Ry, diodes Dy, Dy. The third which is the rectifier stage
includes Op — ampy, Op — amps, resistors Rs, Rg, R7, and Ds. Op — ampsg; are
responsible for extracting the second feature, which is the amplitude of the signal.
As the amplitude reaches the thresholds of V.1 and Viyeo the data acquisition unit
will be activated deterministically . The AFE circuit parameter values are as follows:
Ri= 1k, Ry=500KkQ, R3 = Ry = R = R7 =5k, Rg=1kOQ, C1=0.33 uF, Cy=
10 pF'.
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5.2.2 Probabilistic Sensing
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Figure 5.3: Magnet fluctuation dynamics for various types of magnets are analyzed.
The simulations provide sample probability distributions of magnetization for: (a) a
circular IMA, (b) an isotropic magnet, (c) a LBM with IMA, and (d) a LBM with
PMA. [3].

The p-bit functions as a True Random Number Generator (TRNG). Its stochas-
tic behavior and tunability makes it highly suitable for a wide range of applications.
What sets the p-bit apart from a conventional RNG is its tunability. The stochasticity
of the p-bit is driven by the sMTJ, enabling it to function as a RNG with controllable
randomness. Figure 5.3 illustrated the different probability that could be achieved by
employing different magnet types of the MTJ. The distribution is drastically changed

with different magnet types. Nonetheless, the variance of the distribution gives the

ability of the p-bit to serve in different applications. The simulation was conducted
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using LTSPICE software, and the SPICE environment was integrated with MATLAB
to model the stochastic dynamics of the p-bit. These dynamics are influenced by the
magnetization state. To simulate the stochastic dynamics of the p-bit, the magnetiza-
tion state m,(t) of the sMTJ was used. The conductance G(t) of the sMTJ is defined

as follows:

m,(t) - TMR

G(t) =Gy |1+ 2+ TMR

(5.4)

where GGy represent the average conductance, TMR is the tunneling magnetoresistance

ratio that depends on the ratio between parallel resistance (R,) and anti-parallel

resistance (Rap) of the MTJ defined as:

Rap — R
TMR = —2F % (5.5)
Rp

MATLARB is employed to simulate the dynamic magnetization state m.(t) of the spin-
transfer sMTJ and its associated probability distribution. The resulting m.(t) vector
is then utilized to solve 5.4, yielding a time-varying vector G(t). Subsequently, the
SPICE simulation receives the sMTJ’s response as a time-varying resistance based on
G(t). Notably, an isotropic magnet was chosen for the free layer due to its uniform
m.(t) distribution [3]. The p-bit design utilized in our application comprises an NMOS
transistor, resistor R8, a sMTJ, and an Op-amp. The comparator will assess the
output of the AFE signal against the p-bit fluctuations from the MTJ to determine
whether to activate the data acquisition, based on the likelihood of an event occurring.

The results demonstrate that using p-bit-based activation significantly reduces power
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consumption by minimizing the sampling of redundant data. Moreover, the p-bit
output ORed with the output from the second feature will be connected to the enable
port of the ADC to insure the sampling of only event information. For the first time it
was experimentally proved that p-bit stochasticity sharing is possible where the p-bit

will be sharing its stochasticity to produce the input of the encryption circuit .

5.2.3 In Sensor Data Encryption

________________________ -
b o TR !
| Keystream Plain Text I
| N |
: I
: Arithmetic Operation Cipher Text l
' |
I T T T T T T T T e
I XOR I
|
I Plain Text I
19 Bit Shift Register
| & I
' |
' |
| P [P R Keystream |
I I 80bitkey ' 1 80bitlv ' 1 7bitConstant '
I ININININRENNNRNNNNEEEEE :
I
L e e e e e e e e e e e e e e e e e e e = = = J

Figure 5.4: Proposed design Trivium stream cipher block diagram demonstrating the
mechanism of how the key stream is developed and the operation to cipher the plain
text massage and deciphering it.

To ensure the security of data transmission, the reconstructed signal obtained from
the ADC is encrypted using the Trivium ciphering method. Figure 5.4 demonstrates

the working mechanism of the proposed Trivium method. First, the cipher circuit
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requires an input which is driven for the p-bit consisting of three main components:
the key, the Initialization Vector (IV), and a seven-bit constant. Moreover, the input
will be inserted a 19-bit shift register that will shift the bits 1 time to the right each
loop iteration. As the bits shift through the shift register, multiple Boolean operations
are performed at each state to ensure a highly random sequence. A keystream will be
generated after performing the Boolean operations and will be XORed with the plain
text to produce the cipher massage. Subsequently, the decrypted massaged will be
obtained by XORing the cipher massage with the keystream. This process will run
for a fixed number of iterations to produce the keystream. For the receiver to decrypt

the cipher text only the keystream and the ciphered text will be communicated.
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CHAPTER 6

SYSTEM IMPLEMENTATION

After discussing the system design in the previous chapter, this chapter explains how
the design of the p-bit and the modified Trivium ciphering method was implemented
experimentally in the FPGA board, detailing the component level design of each block.
Both the FPGA based p-bit and the modified Trivium ciphering circuit are explained

in Sections 6.1 and 6.2 respectively.

6.1 Emulating the P-bit Behaviour in FPGA Board

It has been demonstrated in the literature that the p-bit can also be designed in a
FPGA asin [48]. The FPGA implemented p-bit consists of 3 main blocks which are the
Linear Feedback Shift Register (LF'SR), activation function and comparator as shown
in Figure 6.1. The LFSR functions as a customizable RNG, generating values from 0
to 1. The activation function is a sigmoid function, achieved by first applying the tanh
function, then adding 1, and finally dividing the result by 2. An adjustment has been

made to the FPGA-based p-bit design to shift the input values one position to the
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Figure 6.1: Proposed FPGA based p-bit design, showcasing the main blocks of the
design, the output of the comparator is ANDed with a clock of 2000 samples per
second.

left. This modification addresses the resultant values of the sigmoid function, where
an input of 0 yields an output of 0.5, according to the specified sigmoid equation,
which makes a false decision when the input of the AFE is 0 or close to 0. Thus,
shifting the input is important to resolve this issue. During runtime, the input signal
from the AFE is passed through the activation function, converting the AFE values to
a range between 0 and 1. The comparator compares the output of the LFSR with the
output of the activation function to determine whether to activate the data acquisition
block. If the output of the AFE is greater than that of the LFSR, sampling will occur;
otherwise, it will not. The primary advantage of the FPGA-based p-bit design over

the one in [48] is its ability to accurately handle all values, including decimal points.
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Figure 6.2: Proposed FPGA based p-bit design with the AFE unit taking its input
directly to the activation function of the.

Achieving this level of precision in the original design would require a very large lookup
table, which the proposed design effectively eliminates. As stated in [49], very large
lookup tables can take considerable time to produce values. The proposed design
optimizes this process by converting input values during runtime. Thus, eliminating
the need for additional time-consuming conversions through the activation function.
Figure 6.2 illustrates the AFE unit coupled with the proposed FPGA based design
where the output of the AFE is directly connected to the activation function of the
p-bit to be compared with the LFSR and activate the system during event times. The
output of the FPGA based p-bit is then ORed with the second feature to activate the

system both problematically and deterministically.
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Figure 6.3: Component level implementation of the proposed modifed Trivium stream
cipher circuit design.

6.2 Proposed Trivium Circuit Design

Figure 6.3 illustrates the circuit implementation of the designed Trivium ciphering
encryption. it is a novel approach that streamlines the encryption process while op-
timizing hardware utilization. Unlike the original Trivium encryption design, which
employs multiple shift registers and a larger number of Boolean gates, this implemen-
tation utilizes a single shift register and a reduced number of gates, resulting in a
more compact and efficient design.

One of the key features of this implementation is its integration with the data
acquisition process. The ciphering occurs concurrently with data acquisition from the

ADC, allowing for seamless encryption of data as it is being collected. This integration
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minimizes processing overhead and ensures that sensitive information is encrypted in
real-time, enhancing data security and confidentiality.

The core of the cipher circuit consists of a set of eight OR gates and two AND gates
interconnected with each other. These gates are arranged in a specific configuration
that enables the generation of a keystream used for encryption. The circuit operates
in two nested loops: an inner loop that runs for 167 iterations and an outer loop that
runs for 10,000 iterations. This arrangement results in the generation of a keystream
with a length of 1,670,000 bits.

By utilizing a simplified circuit design and integrating encryption with data acqui-
sition, this implementation offers several advantages. Firstly, it reduces the hardware
footprint and power consumption compared to traditional Trivium implementations,
making it suitable for resource-constrained environments. Secondly, the concurrent
encryption and data acquisition enable real-time encryption of sensitive data, ensur-
ing its security from the moment it is captured. Additionally, the streamlined design
enhances overall system efficiency and performance, making it well-suited for applica-
tions requiring high-speed data processing and encryption. Eqgs. 6.1-6.10 Describing

the operations occurring within the Trivium circuit

SyV S9 =1t (6.1)
510 V 511 =19 (62)
812 V Slg =13 (63)
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S15 N\ S19 =ty (6.4)

S16 V S19 = 5 (6.5)
hVits =ts (6.6)
ty V Si7 = tr (6.7)
to Aty = tg (6.8)
to Vs = Lo (6.9)
ts V to = tio (6.10)

The keysrteam generated from the ciphering circuit is the result of ¢19 generated from
each iteration. furthermore, the keystream along with the ciphered massage will be

transmitted to the recivier in order to decipher the massage.
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CHAPTER 7

RESULTS

This chapter describes the experimental setup used to test the implemented design
discussed in Chapters 5 and 6. Additionally, the chapter presentes the results obtained
from the three main blocks of the system, which are the analog feature extraction,
probabilistic sensing and in sensor data encryption units. The experimental setup
followed by the results of these three main blocks are presented in Sections 7.1, 7.2,

7.3 and 7.4 respectively.

7.1 Experimental Setup

The full system was implemented both in experiment and simulation. LTC1051 Op-
amp was used to build the AFE circuit in all blocks with a supply voltage of 3 V and
-3 Vas Vpp and Vsg. A SN74LS48N IC was used as the OR gate which performs
ORing operation of the output from both positive and negative thresholding respon-
sible for extracting the second feature. The p-bit was built by using MYRIO-1900

which contains an FPGA unit. The MYRIO-1900 was programmed and tested by

50



using LABVIEW environment. The encryption circuit was also implemented in the
MYRIO-1900. The ADC used in the data acquisition unit to reconstruct the signals
is AD4003 which is an 18-bit ADC with 1000k samples per second. The MYRIO-1900
encompasses both ADC and DAC in its analog input ports and analog output ports
respectively. The ADC in the MYRIO-1900 is a 12-bit and has a sampling rate of

500k samples per second.
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Figure 7.1: Experimental setup illustrating the AFE circuit with all of the stages and
the interconnection between the IC’s and the passive components.

The experimental setup of the AFE block along side the second feature block are
demonstrated in Figure 7.1.

Figure 7.2 illustrates the complete system, showing the connection between the
AFE unit and the FPGA-based p-bit. The first MYRIO-1900 device simultaneously
handles probabilistic activation, encryption, and data acquisition. After extracting

the first feature, which is the slope of the signal, the AFE output transmit this signal
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Figure 7.2: Experimental setup illustrating the AFE circuit and the MYRIO-1900
with the connections of the analog inputs and outputs as well as the digital inputs
and outputs.

to the FPGA via port analog input C/AI0. This port allows the signal to be fed into
the p-bit as an input to perform probabilistic activation. Moreover, the output signal
from the OR gate, representing deterministic activation, is fed into the FPGA through
analog input port C/AIl. This signal is then ANDed with the probabilistic activation
to activate the data acquisition unit both probabilistically and deterministically. The
original sensor signal, supplied as an input to the AFE circuit, is generated by the
analog output port C/AOQ. This signal passes through the AFE unit, which extracts
its features and reconstructs the signal based on it. The original sensor signal is fed
into the ADC via port A/AIl and controlled by an enable signal from the activation
unit. This ADC is responsible for reconstructing the output signal after extracting
its features. Additionally, after encrypting the reconstructed signal, the first MYRIO-

1900 on the left will act as the transmitter, sending both the keystream and the
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encrypted signal to the receiver. The digital output port C/DO1 will transmit the
keystream to the receiver, which will receive it via port C/DI1. The encrypted signal

will be sent through port C/DO2 and received by the receiver through port C/DI2.

7.2 Analog Feature Extraction
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Figure 7.3: For a sine wave input to the AED, the blue curve depicts the nonideal
behavior as determined by simulation. The red circles indicate regions where nonideal
behavior is observed "Modified from [3]”.

The idea of reducing the power comes with the consideration to maintaining a
low detection delay, which means a fast system. The three main attributes shown
in Figure 7.3"Modified from [3]” which are the detection delay, discontinuity and

termination delay must be very low to achieve power optimization with acceptable

speed that will enable autonomous data acquisition. Moreover, the onset delay stands
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for the duration from the event’s beginning to when the AFE circuit begins delivering
a high output. This attribute must be very low to ensure high detection speed. The
discontinuity occurs at the peaks and troughs where the slope is zero. This results in
a discontinuity during the event because the differentiator outputs zero, which turns
off the circuit. The termination delay is the duration from the event’s ending to when
the AFE circuit begins producing a low output, it preferable for this attribute to be
little bit long to acquire some extra samples. Table 7.1 shows the measurement for
these parameters of the original design compared to the proposed design. The results
indicated that reducing the power of the AFE circuit did not increase these delays
significantly. Thus, achieving on time data acquisition. The differentaied signal was
clipped from 3 V and -3 V to 1 V and -1 V. The clipping of the differenteied signal
resulted in less usage of power when entering the third stage which is the rectfiying
stage. As a result of clipping, the output of the AFE is reduced from the original
5V to 1 V in the proposed design. To adjust the saturation level and ensure a fair
comparison between the AFE output and the MTJ fluctuation level, the gain of the
differentiator stage was reduced by decreasing the value of R2 to 500k(2. Additionally,
The deterministic activation unit compares the input signal with threshold values
of 100 mV and -100 mV (Vje1 and Viegro). When the amplitude of the input signal
reaches either of these thresholds, the signal is sampled immediately. These thresholds
were chosen after studying a set of 23,000 seismic wave survey. This study included
examining random events to determine when the AFE output reaches a maximum of
1 V, indicating the presence of an event. The survey included 230 goephone sensors

with a total of 100 shots at multiple locations which results in a total of 23000 traces.
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Table 7.1: Detection delay parameters and power consumption comparison between
the original design and the proposed design.

Design Onset delay Discontinuity | Termination de- | Power con-
lay sumption

Original 4.8 us 4 us 1.2597 ms 65 mW

Proposed Design | 2.8 us 1.7837 us 1.26 ms 20 mW

Subsequently, all of the recored traces are composed of 4000 time samples with a total

duration of 1 s [50].

7.3 Probabilistic Sensing
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Figure 7.4: The percentage of generated samples by the probabilistic activation unit
for different input voltages (Vin).

To verify the functionality of the p-bit in experiments, a voltage versus generated
sample measurement was conducted, as shown in Figure 7.4. The voltage level supplied
to the activation function of the FPGA based p-bit was increased from 0 V to 3 V. The
results indicate that as the input voltage increases, the number of generated samples
also increases linearly.

The designed system was tested to assess how the slope of an input signal affects
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the average random sampling rate triggered by the p-bit. To conduct this analysis, a
triangular wave input signal with a constant absolute slope was employed. At each
slope value the AFE yields an output voltage level which is compared with the fluc-
tuation of the MTJ in simulations or the LFSR in experiment to give a number of
samples based on the probability level. The Probabilistic Sensing circuit, depicted in
Figure 6.2, revealed the following behavior: Input signals with very high slopes were
continuously sampled, signals with very low slopes were disregarded a signal with in-
termediate slopes were sampled at a rate in relevance to their slope, as demonstrated
in Figure 7.5. The clock associated with the p-bit is generating 2000 samples per
second, in the analysis the percentage is computed in reference to the clock sample
rate. Conducting this analysis is crucial to ensure low-slope events are properly cap-
tured while minimizing unnecessary data collection. This approach helps conserve the
system’s overall power.

In some scenarios, the sensor signal may not detect an event for an extended
period. Conversely, in cases of high event occurrence, we can be certain that events
are imminent. Based on these conditions, three modes were developed to capture
features from events.

Relaxed Mode: This mode is activated when it is likely that no events will occur
for a prolonged period. To best describe this mode, think about it as if we had a cup
of tea, and we know the tea cold so we are relaxed to hold this cup while ensuring
that our hands will not burn. Thus, we don’t think about it as we want to take each
sip of tea, our mind and senses are relaxed in this matter. Same goes for the proposed

design where it can be modified to have a relaxed action saving more power in places
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Figure 7.5: The average random sampling rate generated by the probabilistic acti-
vation unit vs slope. The projections at the bottom of the figure display transient

output samples from the probabilistic activation unit for various data points on the
curve corresponding to different slope values.

where it is known that an event will rarely be present.

Alert Mode: This mode is employed when we are certain that events will occur,
necessitating to be prepared for sampling. Same goes for this mode, if we had a cup of
tea which is very hot our senses will be more careful reminding us that the cup is hot
and it will burn our hands. Thus, we will be more cautious as we want to take each
sip of tea. In this mode the proposed design will have a high percentage sampling rate
at low slopes to ensure acquiring the data in places of high event occurrence. This

mode surely will consume more power but in turn will capture the data accurately.
Ideal Mode: This mode represents the system operating under normal conditions.

The ideal mode is the standard at which the p-bit functions consistently across all

locations.
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Figure 7.6 illustrates the average sampling rate of the three developed modes. The
average sampling is changed differently according to the mechanism of each mode.

The results are verified from both experiment and simulations.
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Figure 7.6: Average random generated samples vs slope demonstrated for the proposed
modes of operation.

The various modes available are designed to enhance the efficiency of feature cap-
ture, which is contingent upon the anticipated event frequency. As depicted in Figure
7.7, the sampling behavior during an event is illustrated across three distinct sce-
narios. It is evident from the shown Figure 7.7 that the alert mode is characterized
by a significantly higher sample rate, capturing the entire spectrum of the signal
with utmost precision. This mode is particularly advantageous when the objective is
to obtain a comprehensive dataset, ensuring that no critical information is missed.
The ability to switch between modes ensures that the system remains adaptable to

changing conditions and requirements, making it a versatile tool for a wide range of
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applications.
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Figure 7.7: The behavoiur of the sampling based on the mode of operation. Eeach

mode was achived by varying the value of V., in simulation, and varying the LFSR
range in experiment.

7.4 In Sensor Data Encryption

Encryption occurs simultaneously as the reconstructed signal is acquired point by
point. Each value of the reconstructed signal undergoes a conversion process from
floating point to binary fixed-point representation within a loop. The 4000 samples
acquired over time are transformed into a 32-bit binary fixed-point format and stored
in an array consisting of 4000 rows and 32 columns. This array is then reshaped into
a single row containing 128000 columns, housing all fixed-point numbers sequentially.

This configuration enables the XOR operation with the keystream generated by the
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Trivium encryption circuit, which produces a keystream consisting of 1,670,000 bits.
Moreover, after XORing the values of the reconstructed signal with the keystream,
a cipher signal will be produced. This cipher signal is XORed with the keystream
to reproduce the original reconstructed signal. During the deciphering process, the
array comprising 128,000 consecutive binary fixed-point numbers will be reshaped back
into a structure of 4000 rows and 32 columns. This reshaped array then undergoes
another loop to convert the fixed-point representation numbers back into floating-
point numbers, which constitute the original reconstructed signal. To ensure the
randomness of the keystream sequence generated by the Trivium circuit, 10 tests were
conducted using the NIST test suite. This renowned suite assesses the randomness of
sequences. The Trivium design successfully passed all 16 tests included in the suite.
Table 7.2 displays these 16 tests and their p-values. A p-value close to 1 indicates a
high likelihood of randomness, while a p-value close to 0 suggests a lower likelihood

of randomness.
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Table 7.2: NIST Test Suite Evaluation.

# | Test Name P-Vale Randomness | Success
Rate
1 | Frequency Test (Monobit) 0.33731788 | Random 10/10
2 | Frequency Test within a Block 0.45461815 | Random 10/10
3 | Run Test 0.42774534 | Random 10/10
4 | Longest Run of Ones in a Block 0.66527172 | Random 10/10
5 | Binary Matrix Rank Test 0.49389126 | Random 10/10
6 | Discrete Fourier Transform (Spectral) Test | 0.55214319 | Random 10/10
7 | Non-Overlapping Template Matching Test | 0.48461797 | Random 10/10
8 | Overlapping Template Matching Test 0.49543396 | Random 10/10
9 | Maurer’s Universal Statistical test 0.43468837 | Random 10/10
10 | Linear Complexity Test 0.56191355 | Random 10/10
11 | Serial test 0.56751999 | Random 10/10
12 | Approximate Entropy Test 0.52914379 | Random 10/10
13 | Cumulative Sums (Forward) Test 0.400060282 | Random 10/10
14 | Cumulative Sums (Reverse) Test 0.371915894 | Random 10/10
15 | Random Excursions Test 0.519523879 | Random 10/10
16 | Random Excursions Variant Test 0.451627842 | Random 10/10

To evaluate the accuracy of data acquired through the proposed probabilistic sens-

ing approach, the entire data acquisition system was simulated three times: once
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using a regular continuous sampling ADC (Regular ADC) and once using determin-
istic sampling ADC and (Deterministic ADC) Probabilistic Sensing system with an
ADC enabled by a p-bit (Probabilistic ADC) [6][7]. The data collected by all of the
systems—one operating in continuous sampling mode, one operating in deterministic
sampling mode and the other in probabilistic sampling mode—were compared. Recon-
structed signals for 50 different active seismic events were then analyzed. Furthermore,
to accurately quantify all schemes, the reconstructed signals were compared with the
original signal of 50 events and evaluated by using the Normalized Mean Squared

Error (NMSE) as shown in eq. 7.1.

||XSignal - XADCH %
|| Xsignaill 3

(7.1)

Where || ]|, is the second norm of a vector a, X g;gnaq is the original signal vector and
X apc is the reconstructed signal by the three schemes ADC’s.

Table 7.3 and Table 7.4 showcase the error values for all schemes along with the
percentage of sample savings for both experiment and simulation. Experimental values
closely align with simulation results. For the regular ADC, the experimental error is
slightly higher due to the MYRIO-1900’s sampling rate of 500k samples per second,
compared to the 1000k samples per second used in the simulation. Nevertheless, the
probabilistic ADC achieves a significant sample saving of 93%, which greatly enhances

power efficiency in the data acquisition block.
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Table 7.3: Experiment NSME Values with Sample Saving.

Time Freq 2000 | Freq 200 | Sampling Saving
ADC 7.74E-3 | 4.2E-3 5.3E-3 0
P-ADC | 1.69E-2 | 5.3E-3 4.1E-3 93%
DADC | 2.8E-2 | 2.2E-3 8.3E-3 69.575%

Table 7.4: Simulation NMSE Values with Sample Saving.

Time Freq2000 | Freq200 Sampling Saving
ADC 1.5E-2 ] 9.369E-6 | 4.336E-5 | 0
P-ADC | 1.95E-2 | 7.5E-3 5.9E-3 91.64%
DADC | 1.29E-2 | 2.4619E-4 | 4.5323E-5 | 76.295%
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CHAPTER 8

DISCUSSION AND FUTURE

WORK

8.1 Discussion

As demonstrated through Table 7.3 and Table 7.4 the probabilistic autonomous data
acquisition was achieved with very low NMSE which means the acquisition was lossless
and the error was insignificant. However, there was a big saving in the operation time
of the system resulting much better performance than the deterministic autonomous
data acquisition and this is only for the duration where there was an active seismic
event taken place, if the duration’s where there was no active seismic events to be taken
to account the saving could reach up to 99%. On the other hand the proposed system
was able to reduce the power consumption of the AFE circuit down by 70% while still
using discrete components and increasing the number of features, this method proves
that there is much more potential going forward in further reducing the over all power

consumption of this block through more optimisation as well as going to integrated
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design.

The demonstration of p-bit sharing amongst multiple applications opens avenues
to achieving compact systems that share resources specifically in the most critical part
in any probabilistic system which is the stochastic unit of the p-bit. Moreover, looking
at the results of the encryption system in Table 7.2, a very compact implementation of
Trivium ciphering technique was able to pass all the test of the NIST test suite showing
high level of randomness for the cipher text and proving robustness in encryption
and immunity to potential attacks. Nonetheless, there could be and opportunity of
integrate both digital and analog parts into a single chip.

This probabilistic sensing after demonstrating it experimentally can be used in var-
ious applications such as in seismic data, biomedical wearable devices and monitoring
systems etc.

The capability of tuning the stochastic unit of the p-bit in probabilistic sensing
has shown it’s ability to be used in different applications depending on the frequency
of an event occurring, as demonstrated in Figure 7.7 the p-bit can be employed and
tuned according to the requirements of the application, offering the flexibility to choose
between different modes of operation. This opens up vast opportunities for diverse

event-based applications.

8.2 Future Work

The p-bit design can be implemented in a compact very efficient way that employs

sMTJ as a discrete component on the same discrete level design with the rest of
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the digital and the analog systems, as a first step it could be implemented in an
Application-Specific Integrated Circuit (ASIC) custom design that connects the AFE
unit and the digital unit which has the p-bit activation unit and the encryption unit.
However, later on the system can be implemented as an integrated SoC combining all
the units in single chip that would significantly reduce the power consumption and
the size of the system.

The proposed design only showcases the use of two features which are the slope
and the amplitude. However, the employment of additional features seems feasible
and could enhance the system design further more achieving high accuracy in dis-
tinguishing the events of the sensor signal. Furthermore, there’s no limitations or
restrictions on the methods used to reduce the power consumption of the AFE block,

many certain techniques could be used to further enhance the power efficiency of the

AFE block.
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CHAPTER 9

CONCLUSION

This thesis introduces several innovative optimizations and contributions to the con-
cept of autonomous data acquisition, focusing on the implementation and experimen-
tation of probabilistic autonomous data acquisition. For the first time, probabilistic
sensing have been successfully implemented in an experimental setup using an FPGA
board that emulates the behaviour of the p-bit, achieving results similar to those from
simulations with sMTJ. Furthermore, the concept of p-bit sharing is demonstrated
experimentally, which facilitates two distinct applications: probabilistic sensing and
data encryption. The inherent stochasticity of p-bits is utilized to generate input
sequences for the encryption unit, leading to the creation of a novel, power-efficient
modified Trivium ciphering circuit using FPGA board, requiring fewer gates and a
single shift register.

Additionally, an enhancement to the design was implemented by incorporating a
second feature, ensuring deterministic sampling at high amplitudes. The use of clipper
circuit resulted in a 70% reduction in the power consumption of the feature extraction

unit. Overall, shifting from deterministic to probabilistic autonomous data acquisition
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significantly improved system power savings, reducing it from 69% to 93% during
active seismic events. This power reduction was achieved without compromising the
system’s speed, allowing for real-time autonomous data acquisition.

Achieving such accuracy with an enhanced, energy-efficient probabilistic autonomous
data acquisition system opens the door to numerous applications. For instance, it can
significantly impact very low-power IoT systems, enabling widespread deployment in
smart homes, cities, and industries where long battery life is crucial. Wearable devices
can benefit significantly, offering extended battery ranges that enhance user experi-
ence and reliability, especially in health and monitoring systems. Biomedical devices,
particularly those designed to detect very low-frequency range signals, can achieve
higher precision and longer operational times, improving patient outcomes and fa-
cilitating continuous health monitoring. Additionally, environmental and structural
monitoring systems can leverage this technology to provide real-time data collection
and analysis while conserving energy, making it feasible to deploy sensors in remote
or hard-to-access locations. Overall, the advancements in probabilistic autonomous
data acquisition pave the way for innovative, energy-efficient solutions across diverse

fields, ensuring improved performance and sustainability.
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APPENDIX A

SUPPLEMENTARY MATERIAL
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