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ABSTRACT

Full Name : Eman Junid Bakri

Thesis Title : A Framework for The Assessment and Improvement of Zero-Day
Security Attacks

Major Field : Computer Science
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Security is an essential attribute of quality software. Detecting and mitigating different
types of attacks is a must to have high-quality software. Organizations spend large amounts
of money purchasing intrusion detection systems, antivirus software, and antispyware
software. However, these solutions are not enough, and organizations continue to suffer
security risks due to an ever-growing list of security vulnerabilities. One such security
vulnerability is a zero-day attack. A zero-day attack describes the threat of an unknown
security vulnerability in software that either the application developers are unaware of or
no security patch has been released. Zero-day attacks are complex to analyze due to the
lack of data until such attacks are discovered. Despite the significance of zero-day attacks,
little empirical research has been conducted to understand such attacks better. No model
exists to assess the maturity of managing zero-day attacks in an organization. This study
aims to build a zero-day attack maturity model to enable organizations to understand their
current capabilities when dealing with zero-day attacks and identify areas of improvement,
following the defined knowledge areas and maturity levels. A Multivocal Literature
Review (MLR) approach was used to identify challenges and respective best practices to
handle zero-day attacks. The zero-day attacks maturity model and web-based tool were
developed. Next, case studies were conducted to validate the model. Finally, the Fuzzy
Analytic Hierarchy Process (F-AHP) was used to prioritize the identified challenges. The
study's findings included a prioritized list of challenges, a maturity model of zero-day
attack best practices, and a web tool acting as an interactive version of the maturity model.
The study outcomes will increase the awareness of such attacks and their challenges, assess
organizations’ level of maturity in dealing with zero-days, and be a baseline for further

research in this area supporting industries and developers.
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CHAPTER 1

INTRODUCTION

Software vulnerabilities are present at every level and type of system, allowing attackers
to gain unauthorized system access [1]. The software vulnerability that the vendor has not
solved and has no patch yet is called a zero-day vulnerability [2]. The zero-day
vulnerability is unknown to software developers before the day of the attack [3]. Therefore,
such vulnerabilities have not been patched or disclosed publicly [4]. A system remains

affected by a zero-day attack until the vulnerability is detected and a patch is applied [5].

The zero-day term refers to the idea that this specific vulnerability has just been discovered
and that attackers can use it to exploit and attack systems [6]. The expression originated
when the exploit occurs before or on the first (or ‘zeroth’) day of an expert’s awareness of
the exploit [7]. Zero-day attacks are challenging to detect since they are unknown and have
no signature [8]. Due to their anonymous nature, zero-day exploits are used by attackers to

gain access to systems and obtain illegal benefits [9].

Zero-day attacks can be targeted or non-targeted, depending on the target actor. When
attacks are targeted, they aim to affect a specific target, like governments, public

institutions, or other parties holding financial or reputation power [10]. On the other hand,



when the attack affects some system or browser users, it is considered non-targeted [10].

Software, hardware, or 10Ts can all be victims of the non-targeted [10].

Zero-day attacks are challenging even for large, well-established organizations [11]. For
example, in 2021, Microsoft suffered when four zero-day vulnerabilities were exploited by
a group of hackers called HAFNIUM, resulting in a data breach [12]. However, after being
discovered, Microsoft informed and warned their users and sent multiple patches to fix the
issue [12]. One famous example is the attack on Alibaba's online retail website, which
remained undetected for eight months and leaked 1.1 billion customer data in 2019 [13].
Another incident would be the zero-day attack that targeted LinkedIn in 2021 and affected

around 700 million users [13].

Since these vulnerabilities are new, tackling them using standard signature-based solutions
is hard, as they will have new signatures not previously identified [14]. Detection and
identification of zero-day in different environments is still a challenge. Many efforts have
been made earlier, but the outcomes are not up to expectations, and vulnerabilities are still

rising [15].

In recent years, zero-day attacks have been shining and getting attention for multiple
political and financial gains [9]. The detected vulnerabilities are considered attractive
targets for cybercriminals, governments, and software organizations willing to pay massive
amounts of money to access such exploits [16]. Zero-day markets exist for such purposes
where stakeholders trade in vulnerabilities and exploits, depending on the market being

white, grey, or black [17].



The security field has frameworks serving multiple purposes across many areas and
domains [18]. Security models, including cybersecurity maturity models, were developed
over the years to protect cyberspace and assess organizations and experts in the field [18].
However, no maturity model focuses on zero-day vulnerabilities and the best practices
suggested to manage them. Because zero-day attacks are unknown, hard to track, and go
after different targets, this study focuses on creating a zero-day attacks maturity model that
shows how well an organization can handle them overall and how to get better at dealing

with them.

1.1 Motivation

Malware is becoming more effective in dealing with new threats rapidly (speed) with new
techniques and methods [19]. Specifically, zero-day attacks are considered a serious
security concern, holding the highest priority of malware detection systems (MDSs)[20].
As Alex Fagioli said, "The number of zero-days will increase from one per week in 2015
to one per day in 2021, with the application attack surface growing by 111 billion new lines
of code every year" [21]. As zero-day exploits are previously undiscovered, they add an
element of surprise, resulting in extreme damage financially, operationally, and in terms of
reputation [21], [22]. Due to the severity of the threat and the recent surge in the number
of zero days, it is critical that security professionals are cognizant of the entanglements and
potential recommended best practices. This is the primary impetus for conducting this

research.



1.2

Objectives

This study aims to build a zero-day attack maturity model to enable organizations to evaluate

their maturity levels to handle such attacks. The developed maturity model will guide security

experts in different organizations when dealing with zero-day attacks. The sub-objectives of

this research are as follows:

1.3

Identify the challenges and respective best practices to deal with zero-day attacks.
Develop a taxonomy of challenges associated with handling zero-day attacks.
Build a Zero-day Attacks Maturity Model utilizing best practices.

Develop a web tool to present the zero-day attacks maturity model.

Prioritize the identified challenges using a Fuzzy AHP.

Contributions

The key contributions of this research include:

A set of challenges and their recommended best practices for managing zero-day
attacks.

A taxonomy of challenges associated with handling zero-day attacks.

A zero-day attacks maturity model, recommended for security practitioners’
guidance and support.

A web tool based on the maturity model for more interactive, easier access for
security teams and organizations interested.

A prioritized list of challenges using Fuzzy AHP.



1.4  Research Methodology

To achieve research objectives, a mixed-method approach, including several stages, was
used. First, for data collection, an interview-based study was conducted, performing semi-
structured interviews and questionnaire surveys with security experts from different levels
of expertise. Then, a Multivocal Literature Review (MLR) was conducted to survey papers
published in the domain (formal & grey) and identify the key factors related to challenges,
best practices, or solutions that existed to deal with zero-day attacks. As a result of data
collection and analysis, a list of best practices and a list of challenges will be ready. The
challenges list will be the input to the fuzzy analytical hierarchy process (fuzzy AHP) for
prioritization, which results in a challenges taxonomy. On the other hand, best practices
will be represented as a zero-day attacks maturity model developed to help security experts
and increase awareness regarding zero-day attacks. Furthermore, multiple case studies
were performed, testing the proposed maturity model and receiving feedback from a real
environment. Finally, a web tool of the maturity model has been developed for a more
accessible, easy-to-use format. Figure 1 shows an overview of the research methodology
used in the study. The details of the research methodology are discussed in the coming

sections. The research questions addressed in the study are as follows:

RQ1: What challenges are encountered when dealing with zero-day attacks as identified

in the literature (formal & grey) and industry?

RQ2: What are the solutions and best practices identified in the interviews and literature

suggested when dealing with zero-day attacks?

RQ3: What is the final version of the zero-day maturity model developed?

5



RQ4: What is the output prioritization of zero-day attacks challenges resulting from the

Fuzzy AHP process?

Maturity Model Web Tool
Data Collection
g —»| List of Best Practices
Ol
=
Multivecal
Literature Review
(MLE) Evaluate (Motorola
Aszessment Tool)
=] e
STUDY
SO (O
— Feedback Survey
Interviews Case Studies (Post case study)
o= Vi { I
- ) . ; ) Prioritized List of ) Taxonomy of
O= List of Challenges LI 7?2 = I‘J Challenges Challenges
Questionnaire Survey I_a —_—
Fuzzy AHP

Figure 1: Overview of Research Methodology.

1.5 Thesis Document Roadmap

The remainder of this research is organized as follows: Chapter 2 describes the background
and related work. Chapter 3 presents the interview-based study. Chapter 4 describes the
MLR process. Chapter 5 explains the fuzzy AHP. Chapter 6 presents the maturity model.
Chapter 7 clarifies the case studies, while Chapter 8 highlights the web tool. Finally,

Chapter 9 provides the discussion, threats to validity, and conclusions.



2.1

CHAPTER 2

RELATED WORK

Background

Introducing the concepts of Multivocal Literature Review (MLR), the maturity models,

and

2.1.

the fuzzy analysis hierarchy process (F-AHP).

1 MLR

The Multivocal Literature Review (MLR) is a version of a Systematic Literature
Review (SLR) that combines evidence and knowledge from the peer-reviewed
literature published in journal and conference papers with the grey literature
represented by white articles, blog posts, videos, etc. [23] [24]. Formally published
literature is normally referred to as white literature, while grey literature is the
informally published one [25]. The value of MLRs is presented by providing insights
into both state-of-the-art (formal) and state-of-the-practice (grey) regarding a given
topic for both researchers and practitioners [24], [26]. Since SLR typically will not
include the non-published grey literature produced by SE practitioners, so it is limited
in some aspects [26]. Similarly, SE practitioners usually do not publish in academic
sources, which limits their knowledge to be shared [26]. MLRs highlight considering
multiple sources rather than entirely depending on the knowledge reported in academic

settings (formal literature) [23] [25].



2.1.2 Maturity Models
Maturity Model (MM) is an organized assortment of entities that portray the attributes
of an activity or a process progressing from the initial stage of development to an
advanced one [27], [28]. It is meant to influence persistent improvements and
effectively manage multi-component, complicated elements [29]. Started at Carnegie
Mellon University when SEI (Software Engineering Institute), led by Paul et al.,
developed the Capability Maturity Model (CMM) [30] [31]. Capability Maturity
Model (CMM) is a management model to achieve a disciplined and mature software
process in organizations [32]. It essentially presents a framework to help assess project
management capability and manage software development processes [33] [34]. This
model works at five levels of organizational capability maturity [33]. In the beginning,
CMM was applied in the software industry to specify the maturity level of a specific
software [34]Later, it was applied in other areas, such as manufacturing projects,
enterprise intelligence, consultancy practice, etc. [34], [35]. Similar to other CMMs,
Capability Maturity Model Integration (CMMI) models offer guidance for the
development of processes [36]. CMM Integration (CMMI) organizes established
approaches within a framework to assist your organization in evaluating its
organizational maturity or process area capability, determining priorities for
enhancement, and implementing these improvements [36]. In a business or
development environment, the chosen CMMI model can act as a roadmap for

enhancing organizational processes [36].



2.1.3 Fuzzy Analytic Hierarchy Process (F-AHP)
The Analytical Hierarchy Process (AHP) is a powerful, effective decision-making
support method [37]. AHP is considered a successful way to decide among the complex
criteria structure in different levels [38]. However, during comparison, the subjective
judgments might be imprecise, for that fuzzy sets were combined with AHP [39]. Fuzzy
Analytical Hierarchy Process (F-AHP) is an extension of the classical AHP that
combines AHP with fuzzy set theory [38], [40]. Meaning that the decision-makers
fuzziness and logical thinking are considered, and the uncertainty of human preference
is modeled [38], [40], [41]. So, F-AHP can facilitate decision making set goal weight,

guidelines, and alternatives, to define how consistent different criteria are [42], [43].

2.2 Related Work

This section reviews the research state in terms of zero-day attacks and maturity models.

2.2.1 Zero-day Attacks

Several studies have been conducted discussing zero-day vulnerabilities and addressing
their criticality. Most of the studies were solutions forwarded, in which different methods,
algorithms, systems, approaches, or frameworks were suggested for managing zero-day
attacks. These solutions were used for the purpose of detection, prevention, defense, or
prediction of zero-days, and would be implemented in several mediums like networks, web,
cloud, virtual machines etc. Al-Rushdan et al. presented a mechanism for the detection and
prevention of zero-day for the Software Networks (SDN) [44]. Their proposed design
worked by isolating the infected user with zero-day, thus preventing the vulnerabilities

from accessing other users [44]. Asif et al. designed an Intrusion Detection System (IDS)
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that is based on honey tokens, which act as a trap for the attacker [45]. This system aims
to protect infrastructure networks from different security attacks, specifically zero-day
attacks [45]. Another proposed approach by Shanmugam et al. uses an anomaly detection
technique to provide security for web application users [46]. This approach works by
adding an extra layer of security on the top of the web application while remaining
unchanged [46]. Bu et al. introduced an integration method of deep learning with phishing
detection logic to detect zero-day phishing attacks [47]. They test the proposed approach
over three real-life datasets, and it reflects the highest recall among the latest deep learning
methods [47]. Naderi-Afooshteh and Kwon et al. presented Cubismo, an automated system
that discloses malware in server-side web applications [48]. In particular, it allows the
detection of previously undetectable 53 zero-day malware in the wild out of 56 [48]. Millar
et al. proposed a novel deep-learning approach operating as a zero-day Android malware
detector [49]. Moreover, Kumar Singh et al. defined a framework for detecting and
prioritizing zero-day attacks [22]. This framework identified zero-day attacks using
probabilistic approaches and then ranked the detected vulnerabilities based on severity
[22]. Another study by Wang and Zhang with the aim of evaluating network robustness
against zero-days using proposed network diversity modeling and metric function [50].
Moreover, Ali and Rehman et al. introduced a comprehensive review analyzing and
comparing many machine learning and deep learning algorithms used recently in detecting
zero-day attacks [51]. Finally, a study by Mbona et al. explained the effectiveness of semi-
supervised ML approaches for zero-day network intrusion attack detection [52]. In 2020,
Jeong et al. presented a hybrid approach to restrict the zero-day resulting damage using a

combination of a honeypot, a queue, and a signature-based network intrusion detection
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prevention system (NIDPS) [53]. In 2023, Ahmad et al. presented an SLR study reviewing
all available detection methodologies and algorithms for detecting zero-day attacks,
including ML and DL [54]. Murugan S et al. and Kumaar A et al. in 2024 used machine
learning to offer a dependable method in detecting zero-day vulnerabilities in software
systems [55]. Another research in 2024 by Jones and Omar et al., introduces the GEADD
method (GPT-2 Enhanced Attack Detection and Defense) [56]. This is a novel strategy
merging the GPT-2 model with metaheuristic optimization methods to improve the

detection of zero-day threats [56].

From another perspective, some studies focus on risk estimation and risk assessment of
zero-day attacks. Ye et al. presented a risk assessment method for zero-day vulnerabilities
in internal networks [57]. This method used a proposed vulnerability discovery and graph
generation algorithm in addition to four security metrics [57]. Albanese et al and Jajodia et
al provided a framework for zero-day vulnerability risk evaluation [58]. The suggested
framework consists of a polynomial algorithms group for efficiently estimating the k-zero-
day safety of likely large networks [58]. Moreover, Chatzipoulidis et al. introduced a risk
prediction methodology for information infrastructures as a proactive approach that
analyzes vulnerabilities and measures the risk of zero-day [59]. A novel attack graph-based
approach for predictive risk evaluation of zero-day was suggested and discussed in [60].
Another practical cyber-attack method against remote terminal unit (RTU) is proposed by
Dai et al., intending to compute the possibility of exploiting a known or zero-day attack by

applying a Bayesian attack graph model in an automation system [61].

The ethics and vulnerability market aspects of zero-day vulnerabilities are a highlighted

perspective in research. Egelman et al. reflect on the ethical side, and the implications of
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the zero-day markets as discussed on the New Security Paradigms Workshop panel
happened in 2013. In addition, topics related to the big bounty programs and the rewarding
concept for finding vulnerabilities were discussed. B. Wicker et al. highlighted the incident
when the WannaCry ransomware attack in 2017 exploited a Microsoft Windows
vulnerability that had been discovered previously by the U.S. National Security Agency
(NSA) [62]. The ethical part mentioned is that the NSA informed Microsoft about it only
after losing control of the developed assets designed initially to benefit from the
vulnerability [62]. Li et al. studied and showed a vulnerability market model considering
market fraud and uncertainty [63]. In addition, they illustrated a game theoretic framework

representing the interactions between the vulnerability owners and customers [63].

2.2.2 Maturity Models

Several security models were developed to protect cyberspace [18]. They focus on a
specific security aspect, including asset, identification, data, physical components,
network, risk, and application [18]. Compared to other existing models, maturity models
present a practical approach for evaluating a system or an organization [18]. In 1989,
Humphrey et al. offered a capability maturity model for software quality assessment, which
became the basic model adapted for cybersecurity [64]. Consequently, maturity models in
recent years have been applied widely for securing significant cyberspace such as e-

commerce, e-government, health, and education [65].

The Cybersecurity Capability Maturity Model (C2M2) was created in 2012 and managed
by the U.S. government energy sector and the Department of Energy (DOE)[66]. The
C2M2's goal is to assist organizations of all types, sizes, and sectors in evaluating and
improving their cybersecurity programs and strengthening their operational resilience. An
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updated C2M2 version 2.1 was released in June 2022 [66]. Moreover, Proenca, D. &
Borbinha et al. developed a maturity model using the established approach ISO/IEC 27001,
contributing to enhancements in information security management systems [67]. This
model aims to provide an assessment for organizations in order to figure out how mature

their information security management systems are [67].

Al Hanaei & Rashid et al. presented a capability maturity model DF-C2Mz2, which supports
organizations evaluating the maturity of their digital forensics capabilities and identifying
possible improvements according to business requirements [68]. Besides, Kassou & Kjiri
et al. proposed an SOA Security Maturity Model (SOASMM) to help assess the SOA
security maturity of organizations [69]. Al-Matari et al. adapted specific rules from the
ISM3 model and presented a security maturity model assessing organizations' security [70].
In addition, Hamza et al. developed a secure loT-requirement implementation maturity
model (SIOT-RIMM) to assess improving requirement engineering processes in software

development organizations regarding their 10T privacy and security [71].

Rojas et al proposed a web applications security maturity model against cyber-attacks
directed at the health sector [72]. This model included the main vulnerabilities mentioned
by the Open Web Application Security Project for attacks that identify the weakness of the
evaluated web system [72]. Researchers at Pacific Northwest National Laboratory (PNNL)
developed the Secure Design and Development Cybersecurity Capability Maturity Model
(SD2-C2M2) to enable Operational Technology (OT) stakeholders, including
cybersecurity in different stages of critical operational technology [73]. In addition, Von
Solms et al. defined a maturity model to help African Union member states evaluate their

Cyber Security status against a specific part of the convention [74].
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Table 1: Summary of existing literature on Maturity Models in security

Reference

Humphrey et al. [64]

C2M2 [66]

Kassou & Kjiri et al.

[69]

Al Hanaei & Rashid

al. [68]

et

Von Solms et al. [74]

Proenca, D.

Borbinha et al. [67]

Gourisetti et

(PNNL) [73]

Rojas et al [72]

&

al

Year

1989

2012

2012

2014

2015

2018

2019

2019

Key factor

The basic model adapted for cyber security.

Assist  organizations in evaluating and

improving their cybersecurity programs

Assessing SOA  security maturity  of

organizations.

Evaluating the maturity of organizations' digital

forensics capabilities.

Help African Union member states evaluate
their Cyber Security status against a specific

part of the convention.

Improving Information Security Management
Systems of organizations based on ISO/IEC

27001.

Enable  Operational  Technology (OT)
stakeholders, including cybersecurity in

different stages.

- A web applications security maturity model.
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- Included the main vulnerabilities mentioned
by the Open Web Application Security

Project

Hamza et al. [71] 2020 Assess improving requirement engineering
processes in terms of their loT privacy and

security

Al-Matari et al. [70] 2021 Adapted specific rules from ISM3 model and

presented a security maturity model

2.3 Research Gap

Several techniques and methods have been proposed in the literature to handle zero-day
attacks. These methods, frameworks, and tools were discussed from network, cloud, and
web application perspectives. However, no systematic empirical study has identified the
challenges and best practices to handle zero-day attacks from a theory and industry
perspective. Moreover, no zero-day attack maturity model has been proposed for
organizations reflecting their overall capabilities and charting a path toward higher levels
of maturity dealing with zero days. Hence, there is a need to develop a maturity model to

assist organizations in better understanding, planning, and managing zero-day attacks.
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CHAPTER 3

INTERVIEW BASED STUDY

In order to address the research questions, a mixed-method approach as suggested by [75]
was used. First, a qualitative interview-based study was conducted to collect challenges
faced and best practices for dealing with zero-day attacks, in addition to insights from
security experts currently working in the industry. Next, a questionnaire survey was used
to validate and receive feedback on the interviews’ findings. Figure 2 provides a detailed
overview of the interviews’ study details. Both interviews and survey findings were
synthesized, forming the final outcomes. The details of the interviews and survey processes

will be discussed in the coming sections.
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Figure 2: Interview Based Study Details.
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3.1 Interview-Based Study

3.1.1 Participants

To address research questions from the industry perspective, semi-structured interviews
were conducted with 16 security practitioners located mostly in Saudi Arabia (13), some
in UAE (1), Egypt (1), and Kuwait (1). Our selection criteria include (1) The participant
should be a security expert currently working in industry, (2) He/she should have some
knowledge and practical experience in zero-day attacks. (3) He/she should have at least
one year of experience or more occupying a security position. Having such a selection
criterion ensures that the participants are highly qualified security experts working in the
field; it also ensures the quality and the value of the data received. The participants were
approached using LinkedIn social networking, and were mostly holding the title of Security
Engineer, Security Analyst, Cybersecurity Consultant, Security officer, Specialist, etc. The
utilized sampling technique was quota sampling, where participants are recruited based on
predefined characteristics set earlier [76]The participants were all currently working in
industry and had 2 — 30 years of experience in the security field. Table 2 summarizes the

participants' demographic information.

Table 2: Interviews' Participants Demographics.

Participant ID | Role/Job Title Years of experience
A Cybersecurity Consultant 20+ years in IT field
B Cybersecurity Analyst 4 years
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Cybersecurity Consultant 4+ years

Cybersecurity Consultant, red teamer | 12+ years

specialized

Cyber security engineer, working inside the | 3+ years

SOC center

Archive Information Security Officer +27 years in IT &
Cybersecurity

Head of Cybersecurity 7+ years

Cybersecurity Consultant 7 years

SOC analyst 5+ years

Senior Regional Cybersecurity Engineer 9+ years

Cybersecurity Consultant, Specialist & | 12+ years

International Trainer

Chief Information Security Officer 10+ years

Cybersecurity Instructor & Consultant 8+ years

Senior Cybersecurity Consultant/ Engineer | 2+ years

Cybersecurity Engineer 3+ years
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P Digital Forensic Incident Response (DFIR) | 5+ years

Analyst & Consultant

3.1.2 Interview Design

The online semi-structured interviews lasted 50-90 minutes on average. The interview
questions were tested first using a pilot study with a security Ph.D. student and a teaching
assistant, which suggested important remarks and helped refine the interview questions.
The interviews were recorded with permission and transcribed earlier to be ready for

analysis and synthesis.

The interview questions (Appendix A) were designed to fill the gap and cover all aspects
of the proposed research topic. A focused literature review was done, scanning multiple
security research papers discussing zero-day vulnerabilities to end up with interview
questions. Those questions were refined after round 1 of interviews adding several
questions for round 2. The questions were divided into four main sets, each of them
focusing on a different aspect related to zero-day attacks. The first set’s main focus was
zero-day attacks in general; questions related to the concept of zero-day itself, the
frequency, and the disclosure decision were discussed. The second set was directed towards
challenges faced when dealing with zero-day attacks including some missing security
practices that might participate to make zero-days harder, from a security expert
perspective. The third question set was solutions-directed, highlighting best practices,
security controls, techniques, or some recommendations that might minimize the impact of

zero-day attacks witnessed or used by the experts. The last set of questions was forwarded
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to the organization maturity when dealing with zero-days and any suggestions for a new
model that might help. An additional set of questions discussing the consequences of zero-
days was available to ask when it is possible within the flow to make the interviews more

dynamic.

3.2  Questionnaire Survey

Based on the interviews’ findings, a list of challenges and recommended best practices
were extracted. The questionnaire survey was designed to validate these findings and

collect some insights to ensure certain factors and their importance.

3.2.1 Participants

A total of 36 security experts participated in the survey; the majority were located in Saudi
Arabia (30), followed by UAE (4), then Algeria (1), and Germany (1). All participants
occupy a security position at the present time, including SOC analyst, Cybersecurity
Manager, Analyst, Consultant, Engineer, etc., with a range of 1 -18 years of field
experience. Demographic information of the survey participants is presented in Table 3
and Figure 3, respectively. The survey participants were recruited using quota sampling
with similar conditions to the interview participants mentioned earlier. The participants
were contacted using their LinkedIn profiles, ensuring their authenticity, and the survey

was available for around a month, from the end of March to the end of April 2023.

3.2.2 Survey Design
(Appendix B) The survey was divided into two question groups, one related to zero-day
attacks' challenges and the other to best practices. The questions represented as 5-Point

Likert Scale questions ranging from ‘strongly agree’ to ‘strongly disagree,” a ranking
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question for prioritization, and open-ended questions. This way, the participants were

mostly asked if they would agree that this specific challenge/best practice is related to zero-

day attacks. Followed by a space to add any extra challenge, best practice, or even an expert

opinion related to zero-day.

Table 3: Survey Participants Demographics.

Participant ID# | Role/Job Title Country Years of experience

1 Cybersecurity Analyst Algeria 1 year

2 Cybersecurity Specialist Saudi Arabia | 3 years

3 Senior  Advisor  Incident | Saudi Arabia | 6 years
Response

4 Senior Cybersecurity Analyst | Saudi Arabia | 3 years

5 Penetration Tester Saudi Arabia | 1 year

6 Penetration Tester/ | Saudi Arabia | 1 year
Vulnerability Assessment

7 Incident Response Specialist Saudi Arabia | 5 years

8 Digital  Forensic  Incident | Saudi Arabia | 5 years
Response (DFIR)

9 Cybersecurity Advisor Saudi Arabia | 5 years

10 Penetration Tester Germany 8 years

21



11 Information Security Officer Saudi Arabia | 3 years
12 Cybersecurity Specialist Saudi Arabia | 3 years
13 Penetration Tester Saudi Arabia | 4 years
t
14 Information Security Specialist | Saudi Arabia | 2 years
15 Senior SOC Analyst Saudi Arabia | 4 years
16 Cybersecurity Analyst Saudi Arabia | 2 years
17 Digital  Forensic  Incident | Saudi Arabia | 8 years
Response (DFIR) Engineer
18 Cybersecurity Analyst Saudi Arabia | 2 years
19 SOC Analyst Saudi Arabia | 18 years
20 Security Engineer Saudi Arabia | 6 years
21 Digital  Forensic  Incident | Saudi Arabia | 4 years
Response (DFIR)
22 Cybersecurity Analyst Saudi Arabia | 1 year
23 Cybersecurity Analyst Saudi Arabia | 2 years
24 Security Analyst Saudi Arabia | 1 year
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25 SOC Analyst Saudi Arabia | 2 years

26 Chief Information Security | Saudi Arabia | 15 years
Officer

27 Backend Developer for DFIR | Saudi Arabia | 3 years
SaaS

28 Senior Security Analyst UAE 7 years

29 Cybersecurity Analyst Saudi Arabia | 2 years

30 Threat Intelligence Analyst UAE 7 years

31 Cybersecurity Consultant Saudi Arabia | 5 years

32 SOC Engineer UAE 3 years

33 SOC Manager & Independent | UAE 10 years
Security Consultant

34 Cybersecurity Consultant Saudi Arabia | 7 years

35 Digital ~ Forensic  Incident | Saudi Arabia | 3 years
Response (DFIR) Specialist

36 Senior Cybersecurity Engineer | Saudi Arabia | 3 years
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SURVEY PARTICIPANTS BY YEARS OF SURVEY PARTICIPANTS BY
EXPERIENCE RESIDENCY

20 @ Saudi Arabia = Algeria German ¥ UAE
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Participant No.

Figure 3: Survey Participants Demographics (a) by years of experience, (b) by residency place.

3.3 Results and Analysis

3.3.1 Interviews Findings

Interview responses were analyzed using the Content Analysis Method (CAM). In CAM,
data is analyzed according to occurrences of keywords or following certain patterns [76].
The interview answers were reviewed and analyzed to derive meaningful outcomes.
Certain keywords were highlighted, like the frequency, the disclosure, the impact, the
solutions, and some real-life scenarios, etc., all related to zero-day attacks. Then, different
cases belonging to each keyword were identified to explain the keyword widely. For
example, for the “frequency” keyword, multiple cases would be defined as (frequent, not
frequent, or it depends), and based on these cases, we can look deeper into how the experts’

opinions were reflected. Following this approach, the interview data was analyzed
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according to the following categories: frequency and disclosure of zero-day attacks, zero-
day attack challenges and consequences, solutions and best practices, as well as tools and

maturity related to zero-day.

3.3.1.1 Frequency of Zero-day Attacks

Practitioners were asked about how frequently they encounter zero-day attacks as a part of
their duties in security. Most participants indicate that zero-day attacks are encountered
very frequently. Participants B, C, H, J & M stated it is an everyday situation as zero-day
attacks exist everywhere and are commonly faced with almost every system somehow

having a zero-day vulnerability. Participant J even stated:

“Zero-day attack happens every minute, maybe less than a minute. Basically, you're saying
here, how frequently can a zero-day attack happen? It happens while we're speaking; it's

just nonstop.”

Closer to that, Participant K said general zero-days happen weekly. However, participants
K and M share an opinion that it happens very frequently, but not all of the zero-days
encountered are severe or have considerable impact. Participant M even clarified with a
common security observation stating that every year in December, the security community
faces a severe dangerous zero-day. Participant P considered it has a monthly frequency, in

which each month or two, we hear of a zero-day happening somewhere.

On the other hand, participants E, F, G, & | mentioned it is not a frequent event to be

encountered, maybe once a year on average. Quoting participant I as follows:
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“They don’t occur on a high frequency like normal attacks. However, whenever they occur,

they can be the most destructive because they are undetected for a very long time.”

Other participants highlighted that frequency depends on certain company or domain
factors. For example, participant A clarified that it is more common in software or systems,
whereas it is a rare incident for devices or hardware. Participants L & O also said it depends
on the size of the company and the number of security controls or solutions it has.

Mentioning an important remark on the topic participant, O said:

“If the company initially has no process to recognize the zero-day vulnerability, So, it will
not know about it, so the frequency will be zero as no one is searching for a zero-day

vulnerability. in which it is a problem in itself.”

Summarizing what security experts shared was divided into three categories: very frequent,
not frequent compared to others, and it depends (on company resources and security

controls). Figure 4 highlights the percentage and opinions of participants in each category.
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HOW FREQUENTLY ZERO-DAY ATTACKS ARE ENCOUNTERED

a Very Frequent = Not Frequent It depends

It depends

Very Frequent
53%

23%

3.3.1.2

Participants were asked to balance whether companies normally disclose having a zero-
day in their system within the organization or not. Disclosure means sharing with fellow
organization employees, stakeholders, or even customers that we have encountered a zero-
day. Sometimes, that might include announcing such important news to the public.
Generally, participants almost agreed that companies usually do not disclose having a zero-

day to the public. However, they report to the vendors having a zero-day attack to create a

Figure 4: How frequent zero-day encountered? (By interview participants)

Public Disclosure of Zero-day Attacks

patch or to an authority depending on laws and regulations in different countries.

Participant J provides an example from Europe; in Europe, there is a General Data

Protection Regulation (GDPR) authority that regulates companies hacked or attacked to
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disclose the full attack scope or if any information has been leaked. Participant G
mentioned that in the U.S., they have several laws and regulations for disclosure, especially
what is called an Initial Public Offering (IPO). Participants B, D, E, F, and O mentioned
that in Saudi Arabia, there is a National Cybersecurity Authority (NCA) to which each
unauthorized access must be reported, following the data protection regulations. For
financial sectors, participant L identified SAMA as they reported incidents that happened

to it.

Participant F stated that the disclosure decision depends on different factors as companies
have rules, and some might update their customers as required. In contrast, participant H
mentioned that the decision is in the vendors’ hands (for example, Microsoft), not the
companies when they usually assign CV numbers for all existing vulnerabilities and
announce that to their customers. Participants C & F highlighted that zero days are reported

to the vendors in order to fix the issue and release a patch.

Participants I, K & M clarified that normally companies do not disclose unless they are
forced by a law or regulations. To elaborate, participant M indicated the reason is related
to maintaining their reputation, while Participant N guessed that disclosing might give
attackers another chance to attack. However, participant K brought to light a significant

remark as he said:

“Unfortunately, there is something called silent patch, for example upgrading from version
1.5 to 1.6, without telling their customers that the reason of this update release is a
dangerous vulnerability. Which some users will not find a motive to update their

software/system.”’
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From another perspective, Participant P showed that the public announcement happened
after the patching, maybe considering the reasons mentioned earlier. Finally, participant O
summarizes the disclosure decision in two points: an advantage (benefit) and law.

Precisely, he said,

“Is it an advantage to disclose a zero-day for you or not? also, does the law force you to

disclose or not?”

By advantage, would a company benefit from announcing a zero-day in the first place? It
differs. For example, coming from vendors or entities selling cyber security solutions, the
advantage is for sure not announcing being attacked. But it is different when it is announced
by companies in the market, as “I'm the first in which patched and solved a zero-day before

other vendors.” It would make a different impact.

3.3.1.3 Zero-day Attacks Challenges & Consequences

Practitioners were asked about the challenges they normally faced managing or dealing
with zero-day attacks. The mentioned challenges were identified under several sections:
challenges related to anonymity, challenges related to resources, challenges related to
security tools, and challenges related to consequences. Figure 5 illustrates the detailed list

of challenges.
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Challenges Related
to Anonymity

Challenges Related
to Resources

* The Unknown nature of the vulnerability itself. being new.
+ Investigating how the attacker get the access in the first place.

+Time it takes to discover the zero-day vulnerabilities.
* Time to recover from the zero-day attack (vendors release a patch).
* Lack of monitoring capabilities from SOC team.

+ Lack of experience (security experts) to handle zero-day vulnerabhilities.
* Dependence on third party vendors/service providers.

+ Lack/inefficiency of security mechanisms when dealing with zero-day.
* Not being able to (hard to) update the componentsin the right time.

+ Adding more security practices/tools is not always the best option.

* Not being able to apply defense in depth always.

Challenges Related
to Security
Solutions

+* Destructive and far-reaching consequences (severe damage).
* Potential financial and reputation impact on the organization.

* How to manage keep the business running or not losing the data while working on solving
the vulnerability.

Challenges Related
to Consequences

Figure 5: List of challenges organized by category.

The classification process was done through multiple steps and rounds. The first author
looked into the interviews’ transcript, finding keywords and connections then grouping
them together based on their indications. Next, these findings were discussed with the
second author refining the categories and their challenges. Finally, some samples were
given to third and fourth authors of the study for a final cross validation of the process.
Therefore, the final outcome of the classification process is ready and valid. Table 4 shows

an example of some transcript samples being categorized.

Table 4: Examples of interviews transcript classification process (challenges).

Raw Data Keywords Indication Category
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“.. is not knowing where this | Not knowing | There is an | Anonymity
vulnerability location is (mostly | where indication of
as bug in code) and is there a | location is anonymous details
vulnerability in this system or related to zero-day
environment or not."” attacks, in terms
. IS there a of, when, where,
-Participant N I bil
vuinerapility and how this attack
... Or not
happens.
“...That we do not know about the | We do not | There is an | Anonymity
vulnerability itself, and the | know. indication of
vulnerability is not public and not . anonymous details
Not public
announced and nobody knows related to zero-day
about it, so here we need to Not attack, in terms of,
. . .| announced
investigate and search for certain when, where, and
. . . Nobod .
artifact that clarify there is a zero- y how this attack
- knows about
day attack.” -Participant P happens.
“...Because most companies | Every tool can | There IS an | Security
implementing security solutions | be bypassed. | indication related | Tools
think they're secure. but it is the to the limitations’ | /Solutions

opposite as every tool can be

bypassed. and second, doing it the

Think they're

secure

security tools

might have when
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right way, also keep this dealing with zero-

technology audit and managed.” days.

-Participant M

3.3.1.3.1 Challenges Related to Anonymity

In terms of anonymity, the most common challenge mentioned by the interviews
participants was the unknown nature of the zero-day itself being a new vulnerability. With
a majority of almost 62.5% of total participants, it takes the first place among the
challenges’ list. Participants A & B mentioned that since it is a new vulnerability, the
company itself will not be aware of it. So, there is an unawareness of what system would
be exploited, and how it is exploited. Participant C expressed this as the portion of unknown
risk related to this vulnerability, while participant G expressed the same idea as the
information related to this attack being rare. Participant | focused on awareness from end

user perspective being the weakest part of most attacks, he said:

“...While the end user is not aware enough of such kinds of attacks, it becomes very easy
for the threat actors to use the zero-day exploit against him/her and stay undetected for a

’

long time and achieve their objectives.’

So, anonymity of zero-day meant as participant N refers to “... is not knowing where this
vulnerability location is (mostly as bug in code) and is there a vulnerability in this system

or environment or not. (The unknown nature).”
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Another aspect of challenges related to anonymity is the investigation of how attackers
gain access in the first place. Participants B, J, N, P all agreed that the need to search how
attackers access the system is a challenge to clarify there exists a zero-day vulnerability.

Participant P clarified the problem as:

“... our problem is not in the zero-day itself as it is in the idea "we will investigate until we
reach the point where how the attacker gain access, here is the challenge. That we do not
know about the vulnerability itself, and the vulnerability is not public and not announced
and nobody knows about it, so here we need to investigate and search for certain artifact

that clarify there is a zero-day attack.”

3.3.1.3.2 Challenges Related to Resources

Resources have a direct role in organizations’ ability to defend against any type of attacks.
Hence, there is a need to shed light on challenges related to resources. Time, security teams
(experienced personnel), and any third party involved (like vendors) are considered
resources. Challenges related to any hardware or software solutions are discussed under

the security tools section.

In terms of time, security experts define time of discovery and time of recovery as critical
elements when managing zero-days. Time of discovery represents the detection time
mentioned by Participant E, I, O, and where/how to start looking for vulnerabilities.

Participant | explain it is a challenge as he said:

“...Most probably there will be a huge time gap between when the attack had occurred

and when it was detected. Based on this gap, the risk and impact will be evaluated.”
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Time of recovery represents the time needed by vendors to close the vulnerability and
release a patch. It is simply the time needed to solve the issue. Participants H, I, O all agreed
it is a challenge to close a vulnerability in a short time. Participant H commented on the

reason it is a problem:

“...time to recovery (speed in minutes), so attackers won't have the chance (enough time)

2

to get to the internal organization network critical assets.

Participant O summarized time constraint as “...vulnerabilities usually go through a long
process to close it, so to close a zero-day in a very short time; a day, two, or three days is

a challenge in itself.”

In terms of security teams and personnel, participants D, | thought that sometimes the
problem is related to the experience of security experts to handle zero-day attacks.
Participant D said “...It is the lack of experience (from security experts) sometimes

worldwide when dealing with different scenarios.”

Participant | addressed this as the limitations of skilled resources that can reactively and
proactively act against such attacks. Clarifying that normally there is no proper incident
response, threat intelligence and threat hunting programs. On the other hand, Participants
A, C, 1, J specified that the problem is mainly related to the monitoring capabilities of the
SOC team being weak. Participant C explained the lack of such skills and their impact as

follows:

“...Most organizations do not have monitoring capabilities from the security operation

center, the capabilities of applying threat hunting and compromise assessments, which
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leave them blind and that's what let attackers reach their objectives and exploiting such

attacks.”

Participant J empathized with the SOC team although it is a challenge, it is not an easy job
to do saying: “People who live in the SOC basically have a very tough time to protect
organizations from attacks, because attackers always try to find a way around the security
controls that the organization have. And this is what they live on. You know they live on

the challenge. They live on the excitement of breaking through security controls...”

Final remark as a resources challenge, participants A, D considered waiting and depending
on third party vendors/service providers as a main challenge. There is this scenario of
uncertainty when there is no response from the vendor and there is no released patch yet.
In addition, it might cause some/all services related to the components affected to be

disabled waiting for the vendor’s update.

3.3.1.3.3 Challenges Related to Security Tools/Solutions

Security solutions includes any security hardware, software, mechanisms, architecture
which is used in organizations by practitioners nowadays. Participant A, E, G, I, J
addressed the challenge as the inefficiency or the lack of such solutions in dealing with
zero-days. They said the problem especially is in solutions that rely on signatures to detect
cyberattacks not on behavioral analysis. Participant J said: “...your typical security tools
will not see zero-day attacks, antivirus for example, because antivirus relies on

signatures...” Then he added:
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“...The problem is how do you tune your security tools to make sure that the next stage or

the next step, or the intention of that attacker does not reach its purpose.”

Participants K & M mentioned that the problem is not only in the solutions but
having/adding more security practices is not always the best option. Participant K

responded that:

“...adding more security means adding more code, which has the possibility to include
vulnerabilities. Having vulnerabilities in security tools like antiviruses or firewalls itself

’

means the attackers can exploit them and maybe access with higher privileges...’

Participant M added an important remark: “...companies have security teams, budget, IDS,
IPS, firewalls, technologies etc. So why, with all of these, do we still have attacks? Because
there is a difference between implementing a technology and following/applying what is
the most right. As 90% of leaked data is stolen from already encrypted databases. so why?

People would think that implementing security controls infers that I'm totally safe...” Then

he added:

“...Because most companies implementing security solutions think they're secure. but it is
the opposite as every tool can be bypassed. and second, doing it the right way, also keep

this technology audited and managed.”

Finally, participant K highlighted another challenge as not being able to or it is hard to
update the components at the right time. He explained in detail: “A lot of systems are not
homogeneous (one component only); no, they usually consist of multiple components. The
single program or product used relies on a core developed by ten programming (software)
components, each of these components has further their dependencies. So, this one product
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purchased by a company has tens of multiple components. If a vulnerability was
encountered in one of the inner components or one of its dependencies, then how to deal

with it? it is so complex.”

Another challenge that was specified by participant K is related to the defense in depth
mechanism and how it is applied in organization. Although applying defense in depth
would enhance security in organizations. However, it might increase the difficulty making
it harder to use the network for normal users, which leads companies sometimes to give
higher privileges to their employees. So, implementing such a mechanism is not an easy

task.

3.3.1.3.4 Challenges Related to Consequences

Consequences are represented by the impact suffered by multiple parties as a result of being
a zero-day attack target. This impact includes financial loss, loss of data, loss of business

availability (services shutdown), reputation sabotage or even severe unrecovered damage.

According to participants A, B, E, F, G & K, it varies depending on the companies' scale,
the services they provide, and their security defenses. To illustrate, usually for
governmental entities and large organizations, it would be a loss of confidentiality to have
unauthorized access to their data. Participants C, H, J & P said it depends on the attackers’
motive or purpose. Quoting participant P:” ... The main objectives of zero-day are either
gaining access or privilege escalation. What comes after that is what defines the impact

that happened. Using a zero-day unknown vulnerability, using attackers’ skills moving
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from end point to another depending on threat actor objective.” In addition, participant H

added:

“...these APT groups have their own goals and agenda. Their motivation differs, when we
know their motivation, we know what to protect. Stealing confidential data, destroying the

1

business, getting certain information. depends on APT group motivation...’

Around 9 out of 16 participants addressed the potential financial or reputation impact on

the organization. To illustrate, participant J spoke extensively on the topic:

“...A reputation I think is big for reputable companies if you think about finance sector,
for example, they will lose their reputation if a cyber-attack has hit them, their reputation

would be just damaged, and they will lose customers..."”"

Then he elaborates “... for example hotel chains have been attacked in the past and those
attacked hotel chains typically they lose their customers just because the personal data of
those customers has been exposed, and people tend to avoid those hotels and they don't go

back to them...”

For the severe damage that might occur as a result of zero days, participants F, M, P, & H
acknowledged these destructive consequences as a challenge. Participant M emphasized
the matter, saying, “...if attackers attack specific targets, it usually causes extreme damage

depending on their goal. & zero-day market becomes big business.”

The last challenge as consequences would be how to manage keep the business running or
not losing the data while working on solving the vulnerability. Participants B, D, F, K, &

M admit it is one of the challenges identified in industry.
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Figure 6: Frequency of each challenge (By interviews participants).

3.3.14  Zero-day Attacks Solutions and Best Practices

Participants were asked about solutions or best practices to handle or defend against zero-
day attacks effectively. Participants all agreed that there is no such solution to prevent zero-
day attacks totally, but all suggested practices are to minimize their impact or resulting
damage. Participant A reflected that the solutions applied depend on the company itself
and the medium, whether the web, emails, or network. In addition, participant C mentioned
that solving an exploit starts with the vendors themselves who are developing the software.
Participant G clarified it depends on TTPs (Tactics, Techniques, and Procedures);
exploiting the vulnerability itself may be new (as a zero-day), but the techniques and tactics

that are used may be common. Participant | mentioned that it should be multiple layers of
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security applied to achieve better defenses “I believe the successful defense starts with the
ability of detecting the first hit. Organizations must deploy multiple layers of security that
make it harder for the attackers to achieve their objectives. These layers should cover the

entry points of the organization and its data...”

Moreover, participant P stated that it is important for security teams in organizations to
have a full inventory of the entire infrastructure in the organization. Having this inventory
list of all products used and exist, makes you aware of what you have to be able to defend.
Then, he suggested categorizing these applications on which is more critical to the
business. So, you know and act better in critical situations which to solve first. Participant
L suggested a strategy including three environments; development environment, test
environment, and production environment when releasing a product to minimize any bugs
or vulnerabilities. To highlight an important remark, participant J commented, “.../t's a
strategy, more than the number of tools. if I've seen companies struggle. I've seen them
with too many tools, which is very common nowadays. You might see an organization of
15 to 50 tools. 15- 50 security tools in their arsenal. The problem is not in the tools. The
problem on how to operate those tools, how to integrate those tools, and this is why many
organizations these days actually think of looking for consolidation trying to actually
minimize the number of security tools because it becomes unbearable...” Additional
solutions suggested included patching & monitoring (from the vendor), access controls,
EDR, NDR, NAC, zero-trust architecture, defense-in-depth mechanism, and having a

strong SOC team.

Based on what experts introduced, it is not a matter of a specific tool or solution. It is a

collection and layers of security healthy practices, which are applied in the right way, with
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knowledge, and implemented on both organizational and individual levels. A total of 46

best practices were collected from interviews as suggested by the security practitioners,

witnessing they were impactful based on their experience in industry. Table 5 shows the

complete list of best practices collected from interviews.

Table 5: Best Practices list (Interviews outcome).

Best Practices Collected from Interviews

All  organizations

Be prepared for

Monitor your

You cannot

Proper network

should follow Cyber | future attacks | system & know | prevent zero-day | segmentation &
security Authorities | because it will | your assets. attacks but try | isolation.
regulations and | happen. your best to
recommendations. detect them.
Focus on user | Apply defense-in- | Apply the SASE | Keep all | Multi-layer
awareness & | depth strategy. architecture. software, network
education. firewalls,  and | architecture
browsers
updated.
Train employees in | Apply zero trust | Apply the Ileast | Create rules | Use secure ports
threat mitigation. architecture. privileges inside  security | for your
principles. controls to be | network.
based on
behaviors.
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Have a solid SOC | Invest in security | Systems baselining | Follow the logs | Minimize  the
center to detect and | control tools like | and hardening | and traffic on the | number of
have 360° view of | DLP, sandboxing, | (Detection). firewalls devices facing
the organization | etc. themselves, and | the Internet.
work. watch the tickets

itself, using

multiple

different  ports,

different

protocols.
Apply policies and | Use MITRE | Make sure to | Zero Day | Apply EDR and
standards for ex; | framework backup, frequent | Initiative  (big | NDR solutions.
NCA policy, OPT backups make sure | bounty
standards, ISO you can survive | programs).
standards etc. worst-case

scenarios.

PURPLE team | Cover each stage | Care of internal | Apply threat | Do not focus on
collaboration to | in attacks lifecycle | systems/servers as | intelligence, zero-days as the
discover (Cyber Kill Chain) | well as external | vulnerability real obsession,
vulnerabilities is crucial  for | servers/systems. scanning,  and | focus more on
before attackers do. | detection. patch having a secure

management. infrastructure.
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Have Research and | Use  monitoring | Safe/secure Build use cases | Have an
development team | and deception | administration of | in the SOC, to | inventory list of
(RND), to research | technologies/ systems. identify zero-day | the entire
vulnerabilities and | techniques. vulnerabilities infrastructure in
try to fix them. (identify the
vulnerable organization.
devices). Then, categorize
these
applications on
which is more
critical to the
business.
Apply human | Use initial or | Do not share| Do not leave | Monitoring for
security hygiene | temporary passwords and | default persistence
concept. solutions to limit | keys between | credentials/confi | techniques.
the impact of this | systems. gurations of

zero-day.

security tools as
it is. (Coming

from vendor)
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Invest in security | Use  encryption | Apply system | Apply Quality of | Monitoring for

teams. methods. security  hygiene | service  (Qo0S) | suspicious

distribute the
requests on

multiple zones.

3.3.1.5 Tools and Maturity

Participants were asked about the potential for designing a tool or a model specifically for
zero-day attacks and how well it would be received and used by the industry. To initiate
the topic, participants were encouraged to discuss how different or similar zero-day should
be treated compared to other vulnerabilities. Participants J, K, & L, who answered that they
should be treated similarly, tended to look at the technical aspects of the vulnerability and
the process to solve the attack as it is all similar whether it is a known or unknown

vulnerability. Participant J explained:

“I think they should be treated similarly to be honest, because if you cannot protect the
organization already from the existing vulnerabilities, it means that you are not ready for

a zero-day attack.”

Participant L also shared his opinion: “...after detecting the zero-day attack, the
mechanism to avoid this type of attack by patching this vulnerability, for that it is the

same...”
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Interestingly, Participant K made a point saying “...similarly, other vulnerabilities should
be treated similar to zero-days (not the other way around), we should always have done
monitoring your assets, analyzing requests, security reviews frequently, following updates

and news related to vulnerabilities... ”

However, those who answered zero-day should receive a different treatment defended their
opinions with strong arguments. Participant M argued that it should be treated in a special
way, as zero-day normally gets prioritized to be solved first when other vulnerabilities are
present. He said, “...All companies encounter different types of vulnerabilities every day.
However, if the company receives a report that has a SQL injection or any type of
vulnerability, the other hand, received a report having a zero-day, then, of course, zero-
day would have the priority to start solving it. As the losses or the impact cannot be

predicted at all. It has priority in protection and remediation as well...”

Participants N & O based their opinions on the unknown and unexpected nature of the zero-
day vulnerability, so we need to deal with more care and protection. Moreover, participant
O added that zero-day detection requires a high level of experience, and zero-day more
likely would have a high level of severity, hence a higher priority. Participants A, E, & P
stated it is different due to the way security people handle or manage the attack, it is
monitored based on suspicious behavior. To clarify, participant P mentioned, ... The way
security people handle it is different. In the case of known vulnerabilities, I'm only waiting
for the patch, and | already have the rules ready. detection and prevention are available
as rules and feed everything, so if it is known, | have rules to prevent this. However, in the

case of zero-day, no one knows about it; it is different. We rely on behavior to detect the
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unknown, because techniques and tactics used by attackers are different, every threat actor

is different than others...”

In Participant I's opinion, zero-day should be treated the same as other vulnerabilities in
some areas and differently in others. He explained this by saying, “...relying on some
security solutions to detect all kinds of attacks without properly creating effective rules on
these solutions that cover most of the attack cycle will ultimately result in detection and
eventually prevention failures. When an organization relies on a solution where its
detection is mainly based on signatures of certain attacks, it will result in successful
defense evasion and achieving the attackers’ objectives at the end. So, it’s very important
to utilize the security solutions in place all together to effectively cover each and every

stage in most of the attack lifecycle...”

From a different perspective, participants were asked about how helpful it would be to have
a model or tool to give some feedback and recommendations on organizations’ maturity
dealing with zero-day. Starting with participant J, he stated that such tools are a necessity
these days “... Many organizations today ask for security services in the sense of security
advisory services, they ask for incident response assessment, they do penetration testing,
they do gap analysis. They ask for these types of things. Why they are asking for this
because they understand that they have gaps. They want to tighten their security tools.
They understand that they need to do better when an incident happens...” However, he
mentioned that it might not be considered by organizations highly if it’s only for zero-day,
although it will be helpful “... a maturity security tool that takes into consideration all the
concepts that we spoke about zero-day attacks, then | think it will help organizations to be
considered. If it's only Zero Day, it might not fly with many organizations...”
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Participant L hesitated for a while thinking it is a technical security tool to cover detection,
mechanism, procedure of zero-day, saying it is really hard for a single tool to cover all
aspects of zero-day. Then, after realizing it is a criteria-based model to evaluate maturity
and give feedback to organizations, he highly supported the idea, and | quote, “...the idea
is very excellent, the market needed something like that, I've never seen something
similar...” Participant K commented that it would be helpful, but the idea is in the actual
implementation of the model in the real-world, not the model itself (how well it is going to
be used and implemented by the industry). also, it depends on the organizations or the side
to be interested or not. Other participants A, E, I, M, N, O, P all supported the idea and
thought it would add value. Participant I clarified, “... I believe this will be really good for
sure; some organizations perform some of this in a manual way. ...So having a tool/model
as you suggest will definitely be effective and will help reduce the time and effort the

company spends on this part. it could be effective for both known and zero-day attacks.”

Participant M connected the need for such a model to some famous incidents encountered
in security as he said, “...After log4j zero-day become so popular and people now know
how effective it can be in destroying a business or causing damage, so | guess yes

organizations will be interested...”

Moreover, participant N stated that it might help increase organizations' awareness and
expand their knowledge of zero-day attacks: “It is very excellent and helpful, as many
organizations do not know how prepared they are to deal with zero-day attacks. So having
such a tool or a criterion specifying each level each organization belongs. It supports

organizations who are not fully aware of this area...”
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Participant O responded positively as follows: “...yes, of course there will be an interest
in such a topic. Vendors usually depend on the experience they collect from people, people
working for them, the behavior, scenarios implemented previously, and how it performed,
etc. Implementing such a tool is excellent...” he added and suggested, “...Hopefully,
organizations will be so interested in such a tool, as the result of it will be excellent and
helpful in cha Allah. I support having knowledge areas. As you mentioned, that is what |
was thinking of as a challenge, but having a KAs will be easier and much clearer to follow.
The idea is really excellent, | do not see much similar tools existed, and a lot of people
depends on the features of the products themselves, they do not use certain model to

measure their performance (maturity level).”

3.3.2 Questionnaire Survey Findings

3.3.2.1 Responses to Zero-day Attacks Challenges Statements

Participants were asked to participate by agreeing on and grading each challenge statement
from 1 (strongly disagree) to 5 (strongly agree) based on their experience in the industry.
There were 14 challenges statements in total collected and analyzed from the interviews

responses. Table 6 reflects the number of participants under each option.

Ch1l: The Unknown nature of the vulnerability itself, being new. The first challenge
was mostly agreed on, with the highest majority of 32 participants. On the other hand, 3

participants disagreed, and one was neutral.
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Ch2: Investigating how the attacker got the access in the first place. Another challenge
related to anonymity was mostly agreed on by 25 participants, while 6 disagreed, and 5

were neutral about it.

Ch3: Lack/inefficiency of security mechanisms when dealing with zero-day (tool
perspective/limitations of security solutions). The third challenge focused on the
solutions aspect and tool perspective. Although responses were more into the agreement
side by the majority of 24 participants. However, a considerable 10 participants were

neutral about it, and only 2 disagreed.

Ch4: Dependence on third-party vendors/service providers. For this challenge
statement, responses fluctuate, with a majority being neutral 14 participants. This was
followed by 8 participants who disagreed, 7 agreed, 5 strongly agreed, and finally, 2

strongly disagreed (a total of 12 agreements and 10 disagreements).

Ch5: Lack of experience (from security experts) to handle zero-day vulnerabilities.
Around 72.23% of participants agreed with this challenge statement, while 19.45%

disagreed, and 8.34% were neutral.

Ch6: Lack of monitoring capabilities from the SOC team. A total of 21 participants

agreed with the statement, while 9 disagreed and 6 were neutral.

Ch7: Time it takes to discover zero-day vulnerabilities. The survey participants
approved it as a challenge, with a large number of 30 agreements. Compared to other

choices, the results show 3 neutral and 3 disagree answers.
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Ch8: Time to recover from the zero-day attack (vendors release a patch). Answers
were mostly leaning to agreements by 19 participants. However, 10 answered neutrally and

another 7 disagreed.

Ch9: How to manage to keep the business running or not losing the data while
working on solving the vulnerability. Around 66.67% of respondents acknowledged it is

a challenge, while 19.45% disagreed with the statement, and 13.89% were neutral about it.

Ch10: Not being able to (hard to) update the components at the right time. This
challenge statement was approved by 22 participants, neutral to 10 participants, and

disapproved by 4 of them.

Ch11: Adding more security practices/tools is not always the best option. (More tools
= more code, = more vulnerabilities). A closer gap for this statement between 19

participants agreeing and 12 being neutral about it. However, only 5 participants disagreed.

Ch12: Not being able to apply defense in depth always, as sometimes if applied
correctly it might become harder to use the network for normal users. For this
statement, 19 participants agreed that applying defense in depth mechanism is not easy,

while 9 participants disagreed and 8 were neutral about it.

Ch13: Destructive and far-reaching consequences (severe damage). A small gap was
found between the responses to this statement as 17 people agreed, and 13 were neutral
regarding the damage being a challenge. On the other hand, the rest of the 6 participants

disagreed.
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Ch14: Potential financial and reputation impact on the organization. In response to

the last challenge, 61.12% of participants agreed with the statement, 9 were neutral about

it, and 5 disagreed.

Table 6:Challenges Survey Results (no. of participants).

No. of Participants (out of 36)
Challenge

Agree Disagree Neutral
1: The Unknown nature of the |32 3 1
vulnerability itself, being new.
2: Investigating how the attacker got the | 25 6 5
access in the first place.
3: Lack/inefficiency  of  security | 24 2 10
mechanisms when dealing with zero-day
(tool /limitations of security solutions).
4.  Dependence on third party | 12 10 14
vendors/service providers.
5. Lack of experience (from security | 26 7 3
experts) to handle zero-day vulnerabilities.
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6: Lack of monitoring capabilities from

SOC team.

21

7: Time it takes to discover the zero-day

vulnerabilities.

30

8: Time to recover from the zero-day attack

(vendors release a patch).

19

10

9: How to manage to keep the business
running or not losing the data while

working on solving the vulnerability.

24

10: Not being able to (hard to) update the

components at the right time.

22

10

11: Adding more security practices/tools is
not always the best option. (More tools =

more code, = more vulnerabilities).

19

12

12: Not being able to apply defense in
depth always, as sometimes if applied
correctly it might become harder to use the

network for normal users

19

13:  Destructive and  far-reaching

consequences (severe damage).

17

13
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14: Potential financial and reputation | 12 5 9

impact on the organization.

3.3.2.2 Responses to Zero-day Attacks Best Practices Statements

Participants were asked to grade each best practice statement from 1 (strongly disagree)
to 5 (strongly agree) based on their experience in the industry. There were 46 best

practices in total collected and analyzed from the interviews’ responses.

For the best practices statements listed, responses were mostly leaning into agreements side
with most statements having 20+ participants approvals. Moreover, around 11 best
practices suggested gets 30+ agreements which represent the majority of participants. For
example, practice number 3 stated as “Monitor your system & know your assets” got a
total of 26 strongly agreements, 6 agreements, 2 neutral, and 2 disagree responses. In
addition, practice number 37 stated as “Having a qualified team to solve the vulnerabilities
encountered and investigate the tickets (invest in security teams)” has 21 strong
agreements, 10 agreements, 4 neutral, and 1 disagreement responses. Based on the two
mentioned examples among participants having 32 and 31 agreements respectively, it
clearly reflects the highest majority of participants’ opinions. Only 2 best practices (number
10 and number 25) received below 20 agreements, with a total of 19, and 18 agreements

respectively, which is still a considerable high number.
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3.3.2.3 Responses to Open Ended Questions (Additional Challenges or Best
Practices)

Participants were given two open-ended questions, and asked to suggest other challenges
and best practices if they have any in mind. For challenges, around 50% of participants
added nothing or kept the space empty with no answer. Other participants suggested some
challenges which mostly fall under the challenges mentioned as a part of the list. For
example, participant no.4 write “Some of the security tools even the biggest in market they
are not detecting same these behaviors, because it’s unknown and no buddy they know it,
even you build a defense in depth module” which basically combines the “inefficiency of

29 ¢

security tools” “the unknown nature” and “the inability to always apply defense in depth”
which all listed previously. Participant no.28 mentioned “Catching the first steps of the
attacker and knowing how he was able to get access into the network is the hardest part of

investigation.” Which also comes under the challenge we have of “investigating how the

attacker gets access in the first place”.

Other participants explained a bit regarding the topic, some of them mentioned the security
teams and to align communication that we’re having a zero-day. Other participants
highlighted the idea that the impact differs between organizations, and it depends on the
type of organization whether it is IT, financial etc., as we discussed earlier in interview

results.

For best practices, around 61.12% provide no answer mentioning that it has been covered
already in the survey. Using sandboxes, having use cases, building a good SOC team,

network segmentation, monitoring, update when available, and have a 360 view of the
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activities etc. were some of the practices written by the participants, in which in a way or

another match the practices collected earlier.
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CHAPTER 4

MULTIVOCAL LITERATURE REVIEW (MLR)

MLR is defined as all literature that can be accessed on a specific subject, which
encompasses both published (formal) literature as in journal and conference papers and
grey literature as in blog posts, videos, and white papers [25] [23] [77]. In the context of
this research, zero-day attack-related studies will be collected and analyzed to discover
challenges and best practices. Papers from formal and grey literature will be filtered
according to specific criteria to end up with the official set of resources related to the topic.
The extracted challenges and best practices data will be analyzed and presented in a list

representing this research topic's state-of-the-art.

4.1 MLR Process

4.1.1 Goal & Research Questions

The MLR aims to collect challenges and best practices mentioned or discussed in previous
research from both published sources and online unpublished work. That’s all for providing
useful insights on this topic to all stakeholders interested in zero-day attack knowledge,
including other researchers, security experts, and organizations. Choosing MLR over the
Systematic Literature Review (SLR) provides a wider spectrum of the data we’re looking
for, as security practitioners mostly write grey literature. This means both academic and

industry points of view are considered and analyzed.
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To address the goal of the MLR study, the following research questions are discussed:
RQ1: What are the challenges encountered when dealing with zero-day attacks?

RQ2: What are the solutions and best practices suggested to deal with zero-day attacks?

4.1.2 Search Query Definition

The search query can be obtained by multiple combinations of terms extracted from the
research questions and constructed using Boolean characters “OR” and “AND” [78]. The
main keywords of this research would be “challenge”, “best practice,” and, “zero-day”.
Multiple variations and synonyms of the keywords were included to cover all possible
search varieties. For the challenge, “difficulty” and “risk” might be some synonyms. For
zero-day, the words “attack,” “vulnerability,” and “threat” are all included to cover all
attack lifecycles. However, after the general search, we figured out the “best practice”
keyword was not included explicitly in research using this term, as no studies specifically
discussed this side. Therefore, we decided to go for “detection” or “prevention” terms for
better results, as most studies were solutions forwarded proposing either an Intrusion

Detection System (IDS) or an Intrusion Prevention System (IPS).
Following these considerations, the search query was defined as follows.
(‘zero-day’ OR ‘zero day’) AND

(‘attack’ OR ‘threat’) AND

(‘detection’ OR ‘prevention’ OR ‘risk’ OR ‘“vulnerabilit*” OR ‘challenge’ OR

“difficult*”)
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4.1.3 Source Selection

This includes specifying the databases confirmed to apply the search query and derive the
output list of academic and grey sources. To locate available formal literature, five
databases were considered including: (1) IEEE Xplore!, (2) Springer Link?, (3) ACM
Digital Library®, (4) Science Direct*, and (5) Wiley Online Library®. The selection of these
databases was derived from the intention of considering as many sources as possible to
support the process of literature review. These search engines are highly recognized and
respected in software engineering and computer science field, and have variety of resources
between journals, articles, conference papers, etc. all needed to satisfy our research

questions.

For the grey literature, as widely considered in other MLR studies [23] [25] Google search®
was used for finding grey resources. In addition, Sans’ and isBuzz® websites were included

in the search process as confirmed widely known sites for cybersecurity topics and articles.

4.1.4 Inclusion & Exclusion Criteria

! https://ieeexplore.ieee.org/Xplore/home.jsp
2 https://link.springer.com/

3 https://dl.acm.org/

4 https://www.sciencedirect.com/

5 https://onlinelibrary.wiley.com

5 https://www.google.com/

7 https://www.sans.org/emea/

8 https://informationsecuritybuzz.com/
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The inclusion and exclusion criteria procedure ensures that only studies relevant to the
research topic and questions are included. To satisfy this purpose, the criteria for this
research included research studies from journals and conferences presented in English. In
addition, studies related to the search term and keywords were included, while duplicated

publications (keep recent) and incomplete text articles and books were excluded.
The full inclusion/exclusion criteria for formal literature are as follows.

Inclusion criteria:
o Studies published in English.
o Studies discuss risks, problems or vulnerabilities related to zero-day attacks.
o Studies present solutions to deal with zero-day attacks through prediction,
detection, and/or prevention.
e For duplicate publications of the same study, only the recent and most complete

version will be included.

Exclusion criteria:
e Non-English publications.
o Papers that are not directly linked to the research questions.

e Books, book chapters, and non-full text articles are excluded.

4.1.5 Quality Assessment Criteria

Quality assessment criteria reflect the decision-making process of evaluating and filtering

the selected studies based on their quality. This ensures that the final resources list has the
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most relevant research studies. For formal literature, the quality assessment criteria include

the following questions:

Is the objective of the research clearly defined?

e Is the study methodology clearly defined?

o Isthe presented approach clearly explained?

o Are the findings of the study clearly stated and supported by reporting results?

o Does the study add value to the academia or the industry community?

For the grey literature, we define one criterion as the inclusion/exclusion combined with

the quality assessment adopted from the grey literature guidelines [23]. The list of grey

resources was tested against the criteria given a score where each statement/question scored

as (0 or 1), excluding resources below a threshold of 5. Table 7 presents all the details of

the grey literature quality assessment criteria.

Table 7: Quality assessment criteria of grey literature [23].

Criteria

Questions

Authority of
the producer

* Does the author have expertise in the area? (e.g., job title principal
software engineer)

* Does the source have a clearly stated aim?

* Is the source supported by authoritative, contemporary references?

Methodology
* Does the work cover a specific question?
* Does the work refer to a particular population or case?
s * Is the statement in the sources as objective as possible? Or is the
Objectivity

statement a subjective opinion?
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* Are the conclusions supported by the data?

Date * Does the item have a clearly stated date?

* Ist tier GL (measure = 1): High outlet control/ High credibility:
Books, magazines, theses, government reports, white papers

* 2nd tier GL (measure = 1): Moderate outlet control/Moderate
Outlet type® credibility: Annual reports, news articles, presentations, videos, Q/A
sites (such as Stack Overflow), Wiki articles

* 3rd tier GL (measure = 0): Low outlet control/ Low credibility:
Blogs, emails, tweets

4.1.6 Execution of MLR Process

To successfully execute the MLR, a generic search phase was performed in the beginning
to explore the research topic and better understand the papers published in this area. This
step helped me better write the research questions and decide on the keywords. Next, the
research questions and keywords were confirmed after trying several variations of the
search, and the search query was resolved. The formal part of the literature search started
first. The inclusion/exclusion criteria were reviewed and confirmed, as well as the quality
assessment criteria. After that, the search query was applied to the five academic databases
mentioned earlier to get the initial set of results without any filtering. The results list gets
reduced when inclusion/exclusion criteria are implemented and filtered further by the
quality assessment criteria. We have the final list of formal academic papers complete and

ready for data extraction and synthesis, including 243 published papers.

 Media Outlet: A means of communication or publication, like a newspaper, website, or television channel
through which news, information, or entertainment is broadcasted.
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The grey part of the MLR process started next, defining the criteria. As stated by the
guidelines paper [23], part of the MLR process started next, defining the criteria. As stated
by the guidelines paper [23], the inclusion/exclusion criteria and the quality criteria are
combined for the grey literature. So, the criteria get defined, reviewed, and prepared in
advance. The search string was implemented in the defined sites and search engines
identified, then filtered by criteria to have the final list of grey resources having 71 papers
in total. The MLR process ended with 314 resources combining formal and grey literature
results. Figure 7 highlights the detailed representation of the MLR process. Details of
MLR's formal and grey list of resources, extracted data, frequency, etc., are in Appendix
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Figure 7: The complete MLR process.
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4.2 MLR Findings

4.2.1 Zero-day Attacks Challenges

This section presents challenges related to the nature of zero-day attacks and limitations of

various detection techniques.

4.2.1.1 The nature of zero-day attacks

The Zero-day vulnerability is classified as the most harmful threat for different
organizations [79]. Although several techniques exist to tackle attacks like upgrading,
antiviruses, and system patching, it is still a challenge to tackle zero-day attacks due to the
lack of information related to the attacking nature [79], [80]. Zero-day attacks are difficult
as there are no known signatures related to zero-day malicious attacks [81]. Timeliness of
threat is an essential factor when dealing with zero-day exploits [82]. According to [82],
the reason for zero-day effectiveness is that it is hard to detect such attacks for extended
periods (months or even years) [82]. Even when the threat is identified, it takes days or
sometimes weeks for patching to be completed [82], [83]. On average, a zero-day attack
may stay continuously for 312 days [8], [84]. Besides, attackers are always ahead of

defenders, not only in time but also in knowledge and skills [22], [84].

Fagioli et al. stated that zero-day risks commonly include financial harm, reputational
damage, and operational chaos [21]. In terms of cost, the value of such vulnerabilities is

huge to attackers since the problem is unknown to the developers of infected software and
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hardware [85], [86]. A Ponemon Institute study reflects the average worldwide loss of
companies due to zero-day attacks exceeded 7.7 million dollars per company, with a
continuous rise of 19% yearly [87]. Due to its value, Fernandes et al. mentioned that zero-
day vulnerabilities are sold in crime packs at underground markets [88]. The trade-in zero-
day markets differs based on whether a market is white, grey, or black [17]. The interests
of the audience of such markets are better satisfied when vulnerabilities are still unpatched,
leading for no public disclosure [89]. The exploit can be reused for the damage related to
zero-days, and sometimes additional exploits or new varieties of zero-day attacks keep
being generated [90], [91]. To illustrate, Kaur et al. stated that if such worms are not
detected and contained at the right time, they can cause severe havoc or potentially disable

the Internet [92].

4.2.1.2 Techniques-based limitations

Intrusion detection is a known cyber security mechanism used in host and/or network
environments to detect malicious activities [93]. For attack detection, methods are
classified as Signature-based (Misuse based), Anomaly-based, and Hybrid based methods
[93]. In addition to machine learning techniques, deep learning techniques, honeypots, and

blacklists are all used to detect zero-day attacks, but each method has its own limitations.

Signature-based methods are usually unable to detect zero-day attacks, as they require
frequent updates of the signature database [94], [95], [96]. So, as the database does not
include a matching signature, any new attack needs to be extracted and stored [97].
Anomaly-based methods can detect zero-day attacks usually, but they suffer from a high

false-positive rate [98], [99], [100]. This is because they may fail to differentiate between
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known attacks and benign activities, leading to incorrect classification of valid software as
malware [101] [102]. Therefore, the misuse and anomaly detector are considered

complementary, which leads to the hybrid approach that uses both methods [103] [93].

Honeypots are systems designed to deceive the potential attacker with an emulated system
to keep him away from the real system [104]. However, an attacker might figure out a
honeypot based on prior knowledge of fingerprinting [104]. Innab et al. mentioned that
using honeypots involves many risks, as getting attacked leads to attacking other computer
systems on the network [104]. Mirza et al. considered the main limitation of a honeypot is
being passive, not active [105]. Milenkoski et al. classified honeypots as low-interaction
and high-interaction, discussing the pros and cons of both [93]. Low-interaction honeypots
are not expensive and helpful for encountering labeled malicious activities, but they are
not flexible, can be recognized easily by attackers, and cannot detect zero-day attacks [93].
High-interaction honeypots (pure) are flexible and can detect zero-day attacks, but they are
expensive, and labeling recorded attacks can be time-consuming [93].

Blacklists consist of a list of phishing URLs and IP addresses detected previously, which
are updated in certain intervals [106]. Since the lifetime of these websites is so short, this
list will not contain all phishing websites at any specific moment [107]. The attacker will
utilize the time between starting the attack and its detection to deceive many users [107].
Therefore, blacklist methods are not able to detect zero-day phishing URLs [108], [109].
These URLs will not be identified as they are not included previously in the blacklist [108].
This means, by using new IP addresses not involved before in malicious activities, attackers

can easily surpass a blacklist [110].
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Intrusion detection systems based on machine learning or deep learning techniques might
be commonly used recently. Supervised learning techniques may be effective in detecting
known attacks but cannot detect unknown or zero-day attacks as they depend on labels. For
example, one-class SVM has a very low zero-day detection rate because its classification
boundary of zero-day activities is poor [111]. Unsupervised learning algorithms do not rely
on labels, so there is no difference between known or unknown attacks. However, they may
encounter misclassification of known attacks compared to supervised. Kumar et al. stated
that detecting zero-day attacks using ML or neural network techniques ignores several
elements like the frequency of particular byte streams in network traffic and their
correlation [112]. Especially for neural network models that require higher traffic for
correct prediction [112]. Usman et al. mentioned existing systems relying on antivirus,
blacklists, or ML techniques do not accurately classify zero-day attacks [113]. In addition,
these systems are not updated regularly due to the high management cost [113]. Tables 8
& 9 list all challenges collected and their frequency out of all formal and grey literature

resources.

4.2.2 Zero-day Attacks Solutions and Best Practices

Several methods, approaches, and frameworks have been developed based on techniques

mentioned earlier for zero-day attack prediction, prevention, and detection. These

mechanisms are applied in different mediums such as networks, the web, mobile devices,

etc., which was mainly the focus of formal literature.
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Popoola et al. presented a Federated Deep Learning (FDL) method for zero-day botnet
attack detection to avoid data privacy leakage in 10T edge devices [114]. In this method,
an optimal Deep Neural Network (DNN) architecture is employed for network traffic
classification [114]. Besides, Barbhuiya presented DroidLight, a lightweight intrusion
detection system that can detect zero-day malware. The algorithm relies on one-class
classification and probability distribution analysis [115]. Moustafa et al., presented a
Distributed Anomaly Detection (DAD) system to discover zero-day attacks in edge
networks [116]. The proposed approach applies Gaussian Mixture-based Correntropy, a
novel ensemble one-class statistical learning model developed to effectively monitor and

recognize zero-day attacks in real-time from edge networks [116].

Grace et al. presented RiskRanker, a scalable proactive scheme to identify zero-day
Android malware (with two-order risk analysis) [117]. A study by Millar et al. presented a
novel multi-view deep-learning Android malware detector with no specialist malware
domain [49]. The detector was evaluated with a zero-day attack scenario using Drebin and
AMD benchmarks [49]. The weighted average detection rates were 91% and 81%,
respectively, with up to 57% enhancement over the state-of-the-art and 77% reduction in

false positives [49].

Nathezhtha et al. proposed a three-phase attack detection system named Web Crawler-
based Phishing Attack Detector (WC-PAD) [118]. It takes the web traffic, web content,
and Uniform Resource Locator (URL) as input features; based on these features, the
classification of phishing and non-phishing websites is done [118]. In addition, Sejr et al.
proposed an interpretable and straightforward unsupervised pipeline that can detect and

explain zero-day web attacks with high precision [119]. Abdelnabi et al. build a new
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similarity-based phishing detection framework named VisualPhishNet based on a triplet
Convolutional Neural Network (CNN) [120]. Li et al. discussed ObjLupAnsys which
explored 61 Node.js packages and detected 61 exploitable zero-day vulnerabilities [121].
Besides, Tang et al proposed ZeroWall, an unsupervised approach, which works with an

existing WAF in pipeline to detect zero-day Web attacks effectively [122].

Kim et al. presented an early detection system, ZASMIN (Zero-day Attack Signature
Management Infrastructure), for novel network attack protection [123]. This system
provides early detection function and validation of attacks when the attacks start to spread
on the network [123]. Karanth et al. showed ZDVUE, a tool for automatic prioritization of
suspicious JavaScript traces, leading to early detection of potential zero-day vulnerabilities
[124]. The algorithm uses a combination of correlation analysis and mixture modeling.
Failed attempts may leave attack traces in the form of malicious JavaScript code samples
on victim machines [124]. In this paper, they show how such traces resulting from millions
of client computers worldwide can reflect valuable information about potentially
dangerous zero-day vulnerabilities, allowing patching of the vulnerability before it is
exploited [124]. Medeiros et al. used an approach implemented with the DEKANT tool.
They evaluated practically with a set of open-source PHP applications and WordPress

plugins, finding 16 zero-day vulnerabilities [125].

On the other hand, best practices were the main focus of most grey literature resources.
Several suggestions were made to prevent, protect, and defend against zero-day attacks.
Patch management was suggested by [126] mentioning that the sooner to apply the patch,
the reduced the risk of the attack. Another source suggests having Runtime application self-

protection (RASP) agents because of their ability to recognize unusual behaviors [127]
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[128]. From the team perspective, multiple sources encourage the education of the
employees and train them on how to act in certain incidents [129] [130]. Implementing an
IDS or IPS solution, Web Application Firewall (WAF), Next-Generation Antivirus
(NGAYV), and having an Incident Response Plan (IRP) were some of the listed solutions
[131] [132] [133]. Moreover, having a zero trust architecture [134], endpoint detection and
response (EDR) solutions, and threat intelligence are some of the effective solutions
recommended [135]. Finally, it is a must to mention the Zero Day Initiative, as listed by
several sources, to help organizations and security teams understand the attackers and their

approaches better [126] [136] [137].

Table 8: List of zero-day attacks challenges identified by formal literature and their frequency (out of 243

resources).
ID | Challenge Frequency
(243)

1 | limitations of anomaly, signature-based methods, honeypots, 68
blacklists, ML in defending zero-days

2 | Being Unknown in nature (information is not available) 55

3 | Cannot be tackled using conventional security 32
tools/systems/methods (inefficiency/lack)

4 | The zero-day vulnerability is a harmful threat (cause damage) 22

5 | Time of detection/discovery (Attack time exceeded analysis time) | 19

6 | Financial value/impact 17

7 | Attackers are ahead of defenders/developers (highly skilled, in 13
time, knowledge)

8 | Time of Recovery (time for the patch to be released) 13
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11 | Zero-days change their own representations or behavior (new 10
variants) or grow in number

9 | Early Disclosure of zero-day attacks (The amount of malicious 8
activity after publication is much higher)

10 | The zero-day market (included in crime packs sold at underground | 6

markets)
12 | Political gains/impact 6
14 | The value of zero-day vulnerabilities to attackers 5
13 | Operational value/impact 3

15 | Users are unaware of malicious incident/ not applying patches or | 2

fixes

16 | Preserving usability/availability of the 2
protected assets

17 | Poor visibility into the security exposure and vulnerability to 1
attack.

Table 9: List of zero-day attacks challenges identified by grey literature and their frequency (out of 71 resources).

ID | Challenge Frequency
(71)
1 | Unknown nature of zero-days (Only party aware are attackers 29

themselves)

2 | Destructive and far-reaching consequences (severe damage) 23

3 | Zero-Days give attackers the Upper Hand (ahead in term of time, 16
knowledge, and skills)

4 | Zero-days are valuable financially 16

5 | Inefficiency of conventional security tools and signature-based 15
detection methods

6 | Zero-days sold at illegal markets or the dark web 13
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7 | Time of discovery 13
8 | Time of recovery (to release a patch) 9
9 | Zero-days are on a rise (increasing number) 9
10 | Political Motives of governments and businesses 8
11 | Users are unaware of the exploit (do not apply a patch sometimes) | 5
12 | Zero-day vulnerabilities can take multiple forms 3
13 | Lack of visibility 1
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CHAPTER S

FUZZY ANALYTIC HIERARCHY PROCESS (F-AHP)

The analytic hierarchy process (AHP) is a powerful tool for multi-criteria decision-making
in which a problem in a hierarchical approach starts from a goal, then criteria and sub-
criteria, then alternatives [39]. However, the basic AHP does not consider the personal
judgments vagueness therefore the fuzzy logic was embedded into AHP [138]. To deal
with the uncertainties and fuzziness of complex real-world problems and guide decision-

makers when multiple criteria exist, a method like fuzzy AHP is needed [139].

The challenges previously collected by MLR and interviews were combined, arranged, and
categorized. Fuzzy AHP created a logical conclusion about the most important challenge
and the highest-ranking category. The full list of challenges organized into categories,

which are the main inputs to fuzzy AHP, is presented in Table 10.

Table 10: Input for fuzzy AHP (ldentified challenges list and their categories).

Categories Challenges per category

Ch1: The Unknown nature of the vulnerability itself, being new.
Ch2: Investigating how the attacker gets access in the first place.

Anonymity Ch16: Political Motives of governments and businesses.

and Definition | cp19: zero-days are on a rise (increasing number).

Ch20: Zero-day vulnerabilities can take multiple forms.

Ch24: The value of zero-day vulnerabilities to attackers.
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Resources

Ch4: Dependence on third party vendors/service providers.

Ch5: Lack of experience (from security experts) to handle zero-day
vulnerabilities.

Che6: Lack of monitoring capabilities from SOC team.
Ch7: Time it takes to discover the zero-day vulnerabilities.

Ch8: Time to recover from the zero-day attack (vendors release a
patch).

Ch15: Zero-Days give attackers the Upper Hand (ahead in terms of
time, knowledge, and skills).

Ch17: Users are unaware of the exploit (do not apply a patch
sometimes).

Ch21: Preserving usability/availability of the protected assets.

Security
Solutions

Ch3: Lack/inefficiency of security mechanisms when dealing with
zero-day (tool perspective/limitations of security solutions).

Ch10: Not being able to (hard to) update the components at the right
time.

Ch11: Adding more security practices/tools is not always the best
option. (More tools = more code, = more vulnerabilities.

Ch12: Not being able to apply defense in depth always, as sometimes
if applied correctly it might become harder to use the network for
normal users.

Ch22: Poor visibility into the security exposure and vulnerability to
attack.

Ch26: limitations of anomaly, signature-based methods, honeypots,
blacklists, ML in defending zero-days.

Consequences

Ch13: Destructive and far-reaching consequences (severe damage).
Ch14: Potential financial and reputation impact on the organization.

Ch18: Zero-days sold at illegal markets or the dark web.
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Ch9: How to manage to keep the business running or not losing the
data while working on solving the vulnerability.

Ch23: Operational value/impact.

Ch25: Early Disclosure of zero-day attacks (The amount of malicious
activity after publication is much higher).

5.1 Fuzzy-AHP Process

To achieve the intended goal and perform fuzzy AHP, the following steps should be

applied:
Step 1: Compose the hierarchical structure.

This includes defining the process's goal, criteria, and sub-criteria and creating a hierarchy

process with identified levels.
Step 2: Construct the pair-wise comparison matrix using fuzzy numbers.

The elements of the pairwise comparison matrix are a triangular fuzzy number where the
least value (l) is the first component, the second component (m) is the mean of numbers,

and the upper value (u) represents the third component.

Step3: Calculate S; the priority weight for each row of the pair-wise comparison matrix.

Following these equations, calculate the weight by row first, then by column, and then

invert the lower and upper to find fuzzy weight.
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Step 4: Compute the fuzzy weight.

;1: ®;1; = (I, my,u) ® (I3, my,uy)

Step 5: Calculate the final weight vector (The normalized weight).

_ Wij
Wij - (Z?:lwij)

Step 6: Identify the final ranking.

75

(5.1)

(5.2)

(5.3)

(5.4)

(5.5)

(5.6)



5.2  Fuzzy AHP implementation

To prioritize the challenges and corresponding categories, an online questionnaire survey
was used and sent to security experts to participate. Thirty-two security practitioners with
1 -18 years of experience in the field participated in the survey. Thirty-one participants
were from Saudi Arabia, and one was from UAE. They all occupied important positions in
security, such as SOC analyst, DFIR consultant, security engineer, penetration tester, etc.
The survey was open from mid-May to mid-October 2023. The number of participants
might be considered low in general; however, several similar research studies have
performed fuzzy AHP with a similar number of participants. Examples would be [140] and
[141], in which all performed studies with a survey with below ten people participating.

The details of implementing fuzzy AHP in this research are as follows:
Step 1: The constructed hierarchy structure of identified challenges and their categories.

A hierarchical structure was developed based on the identified challenges and their
categories. Figure 8 presents the structure, with the goal of prioritizing the zero-day attack

challenges.
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Figure 8: The proposed hierarchy structure.

Step 2: Performing the pair-wise comparison.

Tables 11, 12, 13, and 14 present the pairwise matrices for each of the challenges

categories,

Table 11: Pairwise comparison matrix of Solutions challenges category.

Solutions | Ch3 Ch10 Chi1 Ch12 Ch22 Ch26

Ch3 (1,1,1) (6,7,8) (7,8,9) (7,8,9) (6,7,8) (5,6,7)

Ch10 (8, 17, |(11,1) (6,7,8) (6,7,8) (5,6,7) (6,7,8)
1/6)

Ch11 9, 1/8, | @8 17, |(@11) (2,3,9) (3,4,5) (3,4,5)
1/7) 1/6)

Ch12 (1/9,1/8, | (U8, 17, | (14, 1/3, |(1,1,1) (4,5,6) (6,7,8)
1/7) 1/6) 1/2)

Ch22 /8, 1/7, | (7, 1/6, | (15 1/4, |(1/6,1/5 | (1,1,1) (2,3,4)
1/6) 1/5) 1/3) 1/4)

Ch26 (7,106, | (8,17, | (L5 14, | (L8, 17, | (1/4,1/3, |(@111)
1/5) 1/6) 1/3) 1/6) 1/2)
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Table 12: Pairwise comparison matrix of Resources challenges category.

Resources | Ch4 Chs Che Ch7 Ch8 Chil5 Ch17 Ch21
Ch4 (1,1,1) (2,34) |(234) | (13, (2,3,4) |(2,34) | (3,45 |(3,4,)5)
1/2,

1/1)

Ch5 (1/4, (1,11 |(34)5) | (13, (3,45) |(2,34) |(45,6) |(3,4)5)

1/3, 1/2) 1/2,
1/1)
Ché (1/4, (1/5, (1,11 | (1/4, (3,45 |(3,45) |(4,56) |(3,4,)5)
1/3, 1/2) | 1/4, 1/3,
1/3) 1/2)
Ch7 (1,2,3) 123 (234 (1)) |((789 |((,7,8) |(7,89) |(7,8)9)
Ch8 (1/4, /5, /5, (1/9, (1,1,1) | (3,45) | (56,7) |(6,7,8)
1/3, 1/2) | 1/4, 1/4, 1/8,
1/3) 1/3) 1/7)
Chi1s (1/4, (1/4, (a/5, (1/8, (a5, (1,11 |(5,6,7) |(6,7,8)
1/3,1/2) | 1/3, 1/4, 1/7, 1/4,
1/2) 1/3) 1/6) 1/3)
Ch17 (1/5, (1/6, (1/6, (1/9, arm, (177, (11,1 |(6,7,8)
1/4, 1/3) | 1/5, 1/5, 1/8, 1/6, 1/6,
1/4) 1/4) 1/7) 1/5) 1/5)
Ch21 (1/5, (1/5, (1/5, (1/9, (1/8, (1/8, (1/8, (1,1,1)
1/4, 1/3) | 1/4, 1/4, 1/8, 1/7, 1/7, 1/7,
1/3) 1/3) 1/7) 1/6) 1/6) 1/6)
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Table 13: Pairwise comparison matrix of Consequences challenges category.

Consequences | Ch9 Ch13 Ch14 Ch18 Ch23 Ch25
Ch9 (1,1,1) (4,5,6) (4,5,6) (6,7,8) (6,7,8) | (6,7,8)
Ch13 (1/6, 1/5, | (1,1,1) (4,5,6) (7,8,9) (6,7,8) | (6,7,8)
1/4)

Ch14 (1/6, 1/5, | (1/6,1/5, | (1,1,1) (6,7,8) (5,6,7) | (5,6,7)
1/4) 1/4)

Ch1s (1/8, 1/7, | (a/9,1/8, | (1/8,1/7, |(1,1,2) (4,5,6) | (34)5)
1/6) 17) 1/6)

Ch23 /8, 1/7, | (a/8,1/7, | (@/7, 16, |(16,1/5 |(@11) |(56,7)
1/6) 1/6) 1/5) 1/4)

Ch25 (1/8, 1/7, | (u/8,1/7, | (1/8, 107, | (/5,1/4, | (117, (1,1,2)
1/6) 1/6) 1/6) 1/3) 1/6, 1/5)

Step 3, 4 & 5: Weights calculations

The fuzzy geometric mean value, the fuzzy weights and the normalized weights were

calculated for each category challenges. Within categories, the normalized weights

determine the local ranking of the challenges included.

Table 14: Steps 3, 4 & 5 of fuzzy AHP process including the fuzzification and calculating the fuzzy and

normalized weights (anonymity).

Anonymity | Fuzzy Geometric Fuzzy Weights Normalized Local
mean value weights Rank
Chl (5.43,5.72, 5.98) (0.46, 0.52, 0.59) 0.52 1
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Ch2 (2.45,2.78, 3.12) (0.21,0.25,0.31) | 0.25 2
Ch16 (1.11, 1.23, 1.36) (0.093, 0.112, 0.134) | 0.11 3
Ch19 (0.61, 0.68, 0.75) (0.051, 0.062, 0.075) | 0.062 4
Ch20 (0.32,0.37, 0.42) (0.027, 0.034, 0.042) | 0.03 5
Ch24 (0.19, 0.21, 0.23) (0.016, 0.019, 0.023) | 0.02 6

Table 15: Steps 3, 4 & 5 of the fuzzy AHP process, including the fuzzification and calculating the fuzzy and
normalized weights (resources).

Resources | Fuzzy Geometric Fuzzy Weights Normalized Local
mean value weights Rank
Ch4 (1.622, 2.25, 2.99) (0.112,0.197,0.34) |0.20 2
Ch5 (1.44,1.89, 2.49) (0.099, 0.17, 0.29) 0.17 3
Ché (1.038, 1.314,1.68) | (0.072,0.12,0.19) 0.12 4
Ch7 (2.83, 3.79, 4.63) (0.196, 0.33, 0.53) 0.33 1
Chs (0.75,0.90, 1.104) (0.052,0.079, 0.13) | 0.079 5
Chi15 (0.58, 0.67, 0.84) (0.039, 0.059, 0.097) | 0.060 6
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Ch17

(0.31, 0.35, 0.42)

(0.021, 0.031, 0.048)

0.03

Ch21

(0.191, 0.22, 0.27)

(0.013, 0.019, 0.030)

0.019

Table 16: Steps 3, 4 & 5 of the fuzzy AHP process, including the fuzzification and calculating the fuzzy and
normalized weights (solutions).

Solutions | Fuzzy Geometric Fuzzy Weights Normalized Local
mean value weights Rank
Ch3 (4.55, 5.16, 5.75) (0.40, 0.51, 0.65) 0.51 1
Ch10 (2.26, 2.58, 2.90) (0.20, 0.25, 0.33) 0.25 2
Chl1 (0.79, 0.97, 1.156) (0.069, 0.096, 0.13) | 0.096 3
Ch12 (0.66, 0.77, 0.91) (0.057, 0.076, 0.103) | 0.077 4
Ch22 (0.33,0.39, 0.47) (0.028, 0.039, 0.054) | 0.039 5
Ch26 (0.22,0.26, 0.31) (0.019, 0.025, 0.035) | 0.026 6

Table 17: Steps 3, 4 & 5 of the fuzzy AHP process, including the fuzzification and calculating the fuzzy and
normalized weights (consequences).

Consequences | Fuzzy Geometric Fuzzy Weights Normalized | Local
mean value weights Rank
Ch9 (3.89,4.52,5.14) (0.34, 0.46, 0.60) 0.45 1
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Ch13 (2.35, 2.70, 3.09) (0.21,0.27,0.36) | 0.27
Chl4 (1.27, 1.47, 1.70) [0.11,0.15,020) | 0.15
Ch1s (0.52, 0.61, 0.70) (0.05, 0.061, 0.081) | 0.061
Ch23 (0.35, 0.40, 0.46) (0.031, 0.04, 0.054) | 0.041
Ch25 (0.20, 0.23, 0.27) (0.018, 0.023, 0.031) | 0.023

Step6: The final Ranking of challenges.

Based on the identified results of the normalized weights, challenge #1 was ranked the
highest among the identified 26 challenges, followed by challenge #7. This indicates that
the unknown nature of zero-day attacks is considered the most challenging, reflecting

experts’ opinions. Table 19 shows the final ranking of challenges.

Locally, each category ranks out of 6 (for anonymity, solutions, and consequences) and 8
for resources. In anonymity, challenge #1 ranked first, while challenge #3 scored the

highest in solutions. In resources, challenge #7 took the lead, while challenge #9 had the

topmost value across consequences challenges.
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Table 18: Final ranking of the identified challenges.

Challenges Global | Final
weight | Rank

Chi The Unknown nature of the vulnerability itself, being new. 0.16 1
Ch7 Time it takes to discover the zero-day vulnerabilities. 0.104 |2
Ch2 Investigating how the attacker gets access in the first place. 0.102 |3
Ch3 Lack/inefficiency of security mechanisms. 0.101 |4
Ch4 Dependence on third party vendors/service providers. 0.064 |5
Chb Lack of experience (from security experts). 0.059 |6
Ch8 Time to recover from the zero-day attack. 0.055 |7
Ché Lack of monitoring capabilities from SOC team. 0.053 |8
Ch9 Managing to keep the business running. 0.044 |9
Ch10 Hard to update the components at the right time. 0.040 |10
Ch13 Destructive consequences (severe damage). 0.027 |11
Ch12 Not being able to apply defense in depth always. 0.026 |12
Chl1 Adding more security practices is not always the best option. | 0.025 | 13
Chi1s Attackers have the Upper Hand (time, knowledge, and skills). | 0.024 | 14
Chi4 Potential financial & reputation impact on organization. | 0.023 | 15
Chl7 Users are unaware of the exploit (do not apply a patch). | 0.015 | 16
Chl6 Political Motives of governments and businesses. 0.014 |17
Chi8 Zero-days sold at illegal markets or the dark web. 0.011 |18
Ch19 Zero-days are on a rise (increasing number). 0.009 |19
Ch20 Zero-day vulnerabilities can take multiple forms. 0.0085 | 20
Ch21 Preserving usability/availability of the protected assets. | 0.0084 | 21
Ch22 Poor visibility into the security exposure & vulnerability | 0.0072 | 22

83




Ch23 Operational value/impact. 0.0063 | 23

Ch26 Limitations of anomaly, signature-based methods, | 0.0055 | 24
honeypots, blacklists, ML in defending zero-days

Ch25 Early Disclosure of zero-day attacks. 0.0050 | 25

Ch24 The value of zero-day vulnerabilities to attackers. 0.0045 | 26

5.3 Taxonomy of zero-day attacks challenges

In language, taxonomy can be understood as a two-part word derived from Greek
terminology as “taxis” means “division or arrangement,” and the “nomos” part refers to
“law,” which can be read as a whole “laws of arrangement and division” [142]. Other
definitions and explanations all refer to the same meaning as the system or science of
classification [142]. The collected and analyzed insights were classified based on multiple
factors. Challenges were classified based on the keywords or codes synthesized from the

interviews and literature and then prioritized based on the fuzzy AHP results. Figure 9

illustrates the taxonomy of zero-day attack challenges.
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Figure 9: Taxonomy of zero-day attacks challenges.
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CHAPTER 6

ZERO-DAY ATTACKS MATURITY MODEL

The maturity model is an effective tool to evaluate organizations or groups' present-day
potentials and their future requirements [143]. In the context of this research, the concept
of the model and the levels were adopted and inspired from [144] to develop the zero-day
attacks maturity model and identify the maturity levels. The best practices to defend against
zero-day attacks were distributed in terms of five knowledge areas and five maturity levels,
moving from the most general to the most specific, and according to which area of

cybersecurity they belong.

6.1 Model Development

After data collection, analysis, and synthesis, a list of 77 best practices was prepared and
ready for use. As mentioned earlier, data were collected through multiple stages, including
interviews, a questionnaire survey, and a multivocal literature review (MLR). The collected
data were analyzed using the content analysis method (CAM), filtered, and paraphrased to
form our best practices list. Details of the classification process are presented in Table 20.
Those best practices concerning maturity levels and knowledge areas were then ordered
and formed. Further explanation of the adopted knowledge areas and maturity levels can
be found in upcoming subsections. The second author reviewed the developed maturity

model and went through multiple iterations of improvements between the first and second
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author, having numerous versions with enhanced levels of detail, to attain the ultimate

version of the model presented later.

Table 19: Examples of data classification process (Best practices).

Raw Data Data Keywords Category
Source

“...Monitoring is very important. It is Interviews | Monitoring Software and
always that SOC has good skilled people to Platform
defend attacks happened. Security
...S0, you do profiling using the logs in each creating rules - are
application, then you start creating rules in based on behaviors.
which as mentioned previously are based on
behaviors. The key pops and what happens
in the security field, what new
vulnerabilities, exploits exist and try to see if
you have them in your organizations..."
“...Some organizations are ... offer offer financial Human,
financial incentives in return for new incentives in return Organizational,
vulnerabilities. An example of a program for new and Regulatory
encouraging hackers Formal vulnerabilities. Aspects
to report their bugs is the ... (ZDI), .... L iterature
Other examples include Mozilla’s Security .
Bug Bounty Program, or a similar program encouraging hackers
by Google for security of its web to report their bugs
applications...”

Security Bug Bounty

Program
“...Instead of deploying reactive security Grey enterprises need to Attacks and
solutions which scan, detect, and then Literature adopt a zero-trust Defenses

prevent, enterprises need to adopt a zero-
trust approach. Zero trust security model
allows only known and approved processes
torun...”

approach
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6.2 The Five Knowledge Areas

According to the Cyber Security Body of Knowledge (CyBok) [145], the field of cyber
security can be classified mainly into five main knowledge areas, including Human,
Organizational, and Regulatory Aspects, Attacks and Defenses, Systems Security,
Software and Platform Security, and Infrastructure Security, which cumulate to nineteen

sub-areas.

e Human, Organizational, and Regulatory Aspects:

Security metrics related to (1) risk management, (2) law and regulations, (3) human
factors, and (4) privacy and online rights will all be classified under this area. Risk
assessment and management refers to the identification, assessment of exposure, and
risk estimation with possible outcomes of any activities, then reviewing the information
collected as parts of the assessments. Law and regulations cover topics like data
protection, legal research and law principles, intellectual property, ethics, public
international law, etc. Human factors focus more on understanding human behavior in
security, the portion of human error, usable security, and user awareness and education
in cybersecurity. Finally, privacy and online rights cover all aspects of privacy, such as

control, confidentiality, transparency, and privacy values and technologies.

o Attacks and Defenses:
Security metrics discussing malware & attack technologies, adversarial behavior,
security operations & incident management, and forensics were based on this area.

First, malware & attack technologies study the technical details of exploits and
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distributed malicious systems and their associated discovery and analysis approaches.
Adversarial behavior explains the motivations, behaviors, & methods attackers use to
deceive users and get access. Security operations & incident management covers the
configuration, operation, and maintenance of secure systems, including the detection
of and response to security incidents and collecting and using threat intelligence.
Lastly, forensics represents the collection, analysis, & reporting of digital evidence

supporting incidents or criminal events.

e Systems Security:

This area discussed security metrics like cryptography, operating systems and
visualization security, distributed systems security, authentication, authorization, and
accountability. It covers topics like core cryptography primitives, other protection
mechanisms of operating systems, and multiple security mechanisms related to large-
scale distributed systems, in addition to all the aspects of identity management and

authentication technologies that provide accountability in distributed systems.

o Software and Platform Security:

This area presents security metrics discussing software security, web and mobile
security, and a secure software lifecycle. This includes all categories of programming
errors and several ways to avoid these errors and provide security. It also includes the
security of web applications and the implementation of secure software practices in all

stages of its development lifecycle.
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e Infrastructure Security:

Security metrics focusing on network security, hardware security, cyber-physical
systems security, physical layer, and telecommunications security are all presented in
this area. Concepts related to protecting the network and telecommunications protocols
in addition to the security of hardware in all stages of the design, implementation, and
deployment. Moreover, this area covers topics explained as the security concerns in
cyber-physical systems, for example, Internet of things (IoT) systems. Finally, issues
and challenges happen in the physical layer, which belongs to the infrastructure

security.

6.3 The Five Maturity Levels

The five maturity levels and their definitions were inspired by CMM model and their way
of analyzing each level and what it holds [144]. These maturity levels can be explained as

follows.

« Initial: Represents low maturity level, in which organizations have no or little
practices implemented. Even when some practices exist, it is unclear why or how
these practices are implemented in the organization and what the resulting impact

is.

e« Managed: Represents the minimum maturity level, where practices are
implemented at the unit level. This means that units become stable, secure

environments by managers implementing required practices.
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o Defined: Represents the moderate maturity level, where practices are implemented
across units, creating a framework across the organization. Meaning that

organizations adapt the practices applied to their business needs.

o Predictable: Represents the complete maturity level, where the organization can
manage their capability and performance based on applied practices and framework

created.

o Optimizing: Represents the high maturity level, where the entire organization is
focused on continuous improvements. These improvements are applied to the

entities, the capability, the performance, and the practices implemented.

Figure 10 illustrates the main structure of the maturity model, including the five
knowledge areas and five maturity levels.
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4 ™
Human, Organizational, and
Regulatory Aspects

Attacks & Defenses

Systems Security

Infrastructure Security

"y
Software & Platform Security ]

Figure 10: Maturity model main structure elements.

6.4 The Best Practices

A total of 77 best practices related to zero-day were collected, analyzed, and synthesized
based on the MLR review study and the interview-based study done earlier. Results from
both studies (interviews, grey and formal literature) were combined, eliminating the

redundant, and then organized into the model structure.
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6.5 The Assessment Method

The assessment of each best practice included in the model was done using the Motorola
assessment method. This method was adopted by many models in the field of software
engineering and management previously, including CMMI [146] and others [147]. The
assessment works based on three aspects in terms of approach, deployment, and results. A
value ranging from poor to outstanding will be selected for each aspect. So, each best

practice gets a score ranging from 0 to 10 on each of these aspects.

Approach means how committed the organization and its management are to considering
the practice. In addition, deployment concerns how well and consistently this practice is
deployed. In the end, the results aspect refers to the impact resulting from applying this

practice. The Motorola assessment tool is summarized in Appendix D.

6.6 Final Version of Maturity Model (Main Outcome)

A maturity model was developed based on findings from both the MLR study and the
interview-based study performed earlier. The list included 77 best practices, representing

suggested practices from literature and industry. The resulting maturity model has five
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knowledge areas, each with five maturity levels, reflecting and assessing an organization's

maturity when managing zero-days.

The full final version of the model is presented in Tables 21, 22, 23, 24, and 25.

Table 20: Zero-day attacks maturity model [Human, organizational, & regulatory aspects KA]

Human,
Organizatio
nal, and
Regulatory
Aspects

1
Initi
al

2 Managed

All
organizations
should follow
Cyber security
Authorities
regulations
and
recommendati
ons (or
vendors) in
term of cyber
security.

Apply policies
and standards
for ex; NCA
policy, OPT
standards,

ISO standards
etc.

- Enforce
software/Inter
net use
policies.

3 Defined

Have a
qualified team
to solve the
vulnerabilities
encountered
and investigate
the tickets.
(Invest in
security teams)

Train
employees/deci
sion makers on
healthy cyber
practices

Have a solid
SOC center to
detect and have
360° view of
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4 Predictable

Build use
cases/scenarios
in the SOC, to
identify zero-
day
vulnerability

PURPLE team
(red & blue)
collaboration
to discover
vulnerabilities
before
attackers do.

Increase
awareness/edu
cate users

5
Optimizing

Having an
adequate
Cybersecuri
ty
detection,
mitigation,
prevention,
and
recovery
strategy for
every
business

Having
Research
and
developmen
t team
(RND) to
research
vulnerabiliti
es, find
zero-days,
and try to
fix them.

Zero Day
Initiative



Attacks
and
Defenses

- Applying
human
security
hygiene
concept.

Understand
and adhere to
any applicable
data privacy
and
compliance
regulations
(GDPR, PCI
DSS, HIPAA,
etc.)

Table 21: Zero-day attacks maturity model [Attacks & Defenses KA]

Monitoring
applications/Solution

Input Validation

Use encryption
methods

the organization
work.

Detect zero-
day attacks by
looking for
suspicious
behavior

Vulnerability
Scanning

Covering each
stage in
attacks
lifecycle
(Cyber Kill
Chain)

Use/have
initial
solutions, or
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Have an
Incident
Response
Plan Ready

Patch
Management

Invest in
security
control tools
like DLP,
Sandboxing
Solutions,
SPF,
DMARC,
DKIM,
SIEM

(bounty
programs)

Stay
informed.
Organizatio
ns should
use threat
sharing
resources
and
vulnerabilit

y
disclosures.

Practice/apply
defense in
depth.

Zero trust
security model.

use MITRE
framework



Systems
Security

Table 22: Zero-day attacks maturity model [Systems Security KA]

Remainin
gin

control of
your data

Applying
system
security
hygiene
concept.

Do not
share
passwords
and keys
between
systems.

temporary technologies
solutions to etc.

limit the

impact of a

zero-day.

Do not leave  Work out an
default emergency
credentials/ response
configurations = solution.

of security

tools as it is.

Enforce a
least privilege
model.

Be sure to
back up:
Backups for
the data itself
and for the
datacenter.

Systems
baselining
and hardening
(Detection).
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Resources
available to an
organization

have a direct role

in its ability to
defend against
zero-day
exploits.

Care of internal
systems/servers

and its updates as

well as external
servers/systems
facing the
Internet.

Apply Threat
intelligence

Apply an
objective,
passive and
proactive
approach and
keep away from
subjective,
predictive and
reactive
approaches.

Applying the
SASE
architecture.



Software
and

Platform
Security

Infrastruct
ure
Security

number of
devices

Use only
essential
applications.

Keep all
software,
web
browsers,
operating
system Up
to date.
(Keep
updated)

Assume you
are
compromise
d, and that
you will get
compromise
d again.

Secure code.

Usea
firewall/Web
Application
Firewall
(WAF)
Deploy an IDS
or IPS (on
software
level).

Use runtime
application
self-protection
(RASP) agents
sits inside
applications’
runtime

Browser
isolation
Monitoring
applications
being created
automatically

Minimize the Deploy an Adopt a multi-
IDS or IPS layered
(On network  approach as

level).
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Use a
comprehensive/
Next
Generation
antivirus
solution.
Safe/secure
administration
of systems.

Follow the logs
and traffic on
the firewalls
itself, and
watch the
tickets itself,
using different
ports, different
protocols.

use “heuristics-
based”
antivirus
detection
software

Table 24: Zero-day attacks maturity model [Infrastructure Security KA]

Table 23: Zero-day attacks maturity model [Software & Platform Security KA]

Application
Whitelisting

Deploy Al-
based threat
detection
tools is the
best defense
against
zero-day
attacks.

Better
Patches
Could
Reduce the
Number of
Zero-days.

Adopt Endpoint

Detection and

Response (EDR)

solutions



facing the
Internet.

Use virtual
local area
networks
(Virtual
LAN)

Use secure
ports for
your network
[Secure all
gateways
(servers,
networks,
email, etc.)]

Check for
unknown
connection to
the foreign
network

Comprehensi
ve real-time
Network
Analysis and

Implement
Network
Access
Control

Implement
IPsec, the IP
security
protocol.

Encryption of
network
traffic,
especially the
payload, to
protect the
integrity and
confidentialit
y of the data
traversing the
network.

Qos,
Distribute the
requests on
multiple
Zones etc.
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your security
posture.

Reduce your
Attack Surface

Perform
network
scanning
continuously
through
penetration
testing and
vulnerability
findings.
(Generate
reports)

Network
segmentation,
separating the
network in
form of
VLANS.
(Prevention)

Having an
inventory list
of the entire
infrastructure
in the
organization,

Single packet
authorization can
help in providing
effective protection
in a network with
fewer users against
zero-day attacks.

Monitoring for
persistence
techniques such as
auto start extensible
points, run and run
once registry keys,
services registration,
scheduled tasks,
DLL hijacking.
(Detection)

Monitoring for
suspicious
communication that
alert for data
exfiltration is very
important. It’s the
last goal that the
attacker would like
to achieve is to
retrieve the data
outside the
organization.



Visibility
(NAV)
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then
categorize
applications
based on
criticality to
business.



CHAPTER 7

CASE STUDIES

7.1 Process of Case Studies

Yin et al. introduced the concept of case study as the empirical method used to test a
phenomenon within its real-life environment [148]. Case studies provide a deep
understanding of how and why certain things happen in that environment. In the context of
this research, two case studies were performed to test the zero-day maturity in the real
environment used by its intended users. Case studies will provide insights into how helpful
this model is for security experts and what sides would require improvements. Moreover,
it will give assessment and feedback on field-related security practices and their
implementation. The case study was performed by contacting a security team
representative of each organization and requesting them to participate in our study, assuring

the confidentiality of their data and identity.

7.1.1 Organization ‘A’
Organization A is a large-scale organization located in Saudi Arabia that is concerned with
developing safe digital solutions. It has developed or partnered on many platforms,

including some logistics and financial solutions.
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7.1.2 Organization ‘B’
Organization B is a large-scale semi-governmental organization that provides customer
services in the defense, electronics, information technology, telecommunications, energy,

and security sectors.

7.1.3 Feedback Criteria

After performing the case studies with the two organizations, the teams’ representatives
were asked to participate in a post-case study questionnaire survey to provide feedback on
the model and evaluate their experience. The evaluation was performed based on three

criteria elements:

o [Ease of use: This assesses the usability of the model and how clear and easy it is
to be used by the users without extra training or knowledge.

e User Satisfaction: This assesses how satisfied the user is after using the model and
if it satisfies the purpose for which it was developed. Moreover, it can evaluate
whether it is applicable to be used and adapted in organizations later or not.

e The structure of the model: This assesses the model structure, the arrangement of

areas, elements, and practices and whether it requires any adjustments.

7.2 Case Studies Outcomes

The outcomes of each organization assessment are presented in Table 26 and Table 27,
respectively. The results of each organization assessment include the score at each maturity
level, the overall maturity score of the organization, and the level of maturity the
organization is currently at when completing the assessment. Notice that a maturity score

of 7 or above reflects a mature organization.
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7.2.1 Maturity assessment of organization ‘A’

The overall maturity score of the organization equals 7.065, and since it is slightly above
7 so, following the Motorola assessment tool, it is a mature organization. However, the
score is higher than but still close to approximately 7, which reflects the need to improve
the security to increase maturity. Since it got a low score at the optimizing level, then

maybe implementing the security practices at that level is a good starting point.

Table 25: Maturity Score of organization ‘A’ using the model.

Number of  security] Maturity  Score
Maturity level Status
practices per level
Initial 0 - -
Managed 20 7.25 Qualified
Defined 21 7.37 Quialified
Predictable |18 7.09 Quialified
Optimizing |18 6.76 Not Qualified
Overall Score 7.065 Mature at Predictable level

7.2.1.1 Managed Level

At the managed level, best practices were mostly approached, deployed, and received
impact with an outstanding and qualified manner from the organization ‘A.” However,
practice no.33, ‘to remain in control of your data’, which belongs to the systems security
area, was in the fair range in terms of deployment and results. In addition, practice no.59

and 63, which are located in the infrastructure security area, all received fairly level. This
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includes minimizing the number of devices facing the internet and applying the
Comprehensive real-time Network Analysis and Visibility (NAV) solution. One security
practice deployed and impacted weakly on organization ‘A’ is whether the organization

keeps all software, web browsers, and operating systems up to date or not.

7.2.1.2  Defined Level

Best practices were mostly evaluated at the defined level as partially qualified, qualified,
and outstanding. However, the evaluation fluctuated regarding certain practices. For
example, practice no.36, which infers to apply the least privilege model, was assessed as
qualified in terms of approach and deployment, but the impact on the organization was
weak. Moreover, security practice no.48, referring to ‘deploying an IDS or IPS at the

software level,” received a weak assessment in terms of deployment and results.

7.2.1.3  Predictable Level

Best practices at this level were assessed differently as more fluctuations appeared within
the evaluation. Security practices no. 28, 40, 69, and 70 were all evaluated fair in terms of
deployment and results. This included having an emergency response solution, caring
about internal systems/servers as well as external servers/systems, adopting a multi-layer
approach, and reducing the attacks surface. Network segmentation representing practice
no.72 was deployed fairly but had weak results. Finally, belonging to the human and
organizational aspects area, practice no.10 was poorly deployed and had poor effects.
Practice no.10 refers to having a purple team to discover vulnerabilities as a collaboration

between red and blue teams.
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7.2.1.4  Optimizing Level

A variety of evaluation responses were received at this level. Although there are still a good
number of qualified and outstanding responses, there are also many fair implementations
of practices. Security practices no.30, 41, and 75 are all fairly assessed in all aspects, and
no.32 had fair deployment and results. This refers to applying a zero-trust security model,
an objective, passive, and proactive approach, implementing single packet authorization.
and respectively threat intelligence. On the other hand, security practices no.42 and 58 were
weakly implemented. This includes applying the SASE architecture and applying patches
correctly. In the end, one poor assessment was for the application of practice no.13 by
having a Research and Development team (RND) search for vulnerabilities in organization

CA'B

7.2.2 Maturity assessment of organization ‘B’

The overall maturity score of the organization is 8.42, and since it is above 7, it reflects a
mature organization. Organization B is currently at the optimizing level, which shows a
great level of security is implemented in the organization. Moreover, this probably

highlights the great efforts of the security team and management as well.

Table 26: Maturity Score of organization 'B' using the model.

Number of  security| Maturity  Score
Maturity level Status
practices per level
Initial 0 - -
Managed 20 8.59 Qualified
Defined 21 8.38 Qualified
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Predictable |18 8.74 Qualified

Optimizing 18 8.44 Qualified

Overall Score 8.42 Mature at Optimizing level

7.2.21 Managed Level

The high maturity score of this level for organization B would expectedly be assessed with
qualified and outstanding practices implementations. A deviation from that would be
practice no.17, which was assessed as fair in deployment and results, and no.45, which was
marginally qualified in all aspects. Security practice no.17 introduces the use of monitoring
applications, while no.45 stating to assume you are compromised and that you will get

compromised again.

7.2.2.2  Defined Level

At the defined level, organization B continued the secure behavior, successfully
implementing most of the practices at this level. However, detecting zero-day attacks by
analyzing suspicious behavior was deployed, resulting weakly in the organization.
Moreover, whether the organization has initial or temporary solutions to limit the impact
of a zero-day practice was approached and deployed fairly according to the assessment but
had a weak impact. The organization was marginally qualified regarding training
employees or decision makers on healthy cyber practices specifically in deployment and

results.
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7.2.2.3  Predictable Level

With the highest maturity score of 8.74, this level has security practices applied in
organization B, mostly at the outstanding level. The only exception is practice No. 9, being
qualified in terms of approach and marginally qualified in deployment and results. Security
practice no.9 follows the “human, organizational aspects” knowledge area, assessing
whether the organization builds use cases/scenarios in the SOC to identify vulnerabilities

or not.

7.2.2.4  Optimizing Level

Practices at the optimizing level in organization B are considered mature enough to be at
this level. Practice no.13 was fairly approached and achieved results, defined as having a
Research and Development team (RND) to research vulnerabilities. Finally, practice no.74
to adopt Endpoint Detection and Response (EDR) solutions had a fair approach and

deployment within the organization, but the impact was poor.

7.2.3 Feedback Summary

The representatives of both organizations completed the feedback forms, covering the three
aspects of ease of use, user satisfaction, and the structure of the model evaluation. The
representative of organization A mostly agreed with the feedback statements, except for
some neutral statements. One of them is related to the knowledge of zero-day and its
practices if it is required to use the model. The answer neutral can reflect that it depends
on several factors to judge such a statement. Organization B representative perceived all
three aspects positively, with the answers fluctuating between agreement and strongly
agreement. However, for the “ease of use” section, they were neutral regarding the model

representations being easy to use and the need for some training. Both representatives
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complemented the model, mentioning it was comprehensive and useful. However, the only
negative feedback was related to the model being long for the audience. Tables 28, 29, and
30, present the feedback results in terms of ease of use, user satisfaction, and structure of

the model respectively.

Table 27: Ease of use feedback results by organizations A, and B.

Organizations’ viewpoint (n = 2)

Agreement Disagreement Neutral
Ease of use
(=}
2ol oS |28 8|8 |32
2ol el 25 5|0 |E|E
n v |baoloa|le |[£]2

H
o
o
Q
>
o
o
o
H

The model representation is easy to learn 50%

=
=
o
o
o
o
o
o

No inconsistencies are noticed while
using the model

A little knowledge of Zero-days and 1 0 |50% |0 0 |0 1 | 50%
security practices is required to learn
how to use the model.

It is necessary to learn the practices 1 1 {100 |0 0 |0 0 |0
arranged for each Knowledge area. %
Security experts of all levelsare ableto |1 1 {100 |0 0 |0 0 |0
use and understand the model easily. %
It is necessary to utilize the model to 1 1 /100 |0 0 |0 0 |0
measure organizations maturity when %

dealing with zero-days.

It is necessary to distribute knowledge 2 0 (100 |0 0 |0 0 |0
areas among various maturity levels like %
managed, defined etc.
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8 Using the model is effortless, it can be 2 0 |100 |O 0 |0 0
used with minimal instructions. %
9 Some training should be provided to 0 1 [50% |0 0 |0 50%
assist the utilization of the model.
Table 28: User satisfaction feedback results by organizations A and B.
Organizations’ perception (n = 2)
N Agreement Disagreement | Neutral
0 : :
User Satisfaction
> Llzglgl|s|S
28| 8 <| 25 50| E|E
°c g < | 238|838l 3|=2|35
n | halalo | £33
1 | The model can be executed in most 0 1 |5010 0 [0 |1 |50
organizations. % %
2 Every practice is easy to learn and clear 0 15070 0 10 1 |50
yp y : % %
3 | The model is able to identify the strong and 1 1 (1010 0 |0 |0 |O
weak areas in organizations corresponding to 0
security practices. %
4 Using the model will improve our security 1 1 1100 0O |0 |0 |O
maturity (especially for managing zero-day 0
attacks). %
L . 1 111010 0 (0 |0 |O
> If the model was accessible in my occupation, | 0
ici I Id utilize it.
anticipate | would utilize it %
6 : - e 1 1 (1010 0 |0 |0 |O
| agreed with security issues identified by the 0
model. %
7 It is critical to present the model as an actual 2 0 (100 0 |0 |0 |O
automated software tool measuring 0
organizations security maturity. %
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Table 29: Structure of the model feedback results by organizations A, and B.

Organizations’ perception (n = 2)
rongly agr rongly disagr

” z;)ndgay ffe s ;ndgdﬁsilsfege " Neutral
Structure of the model g g

= Slzg gl |52

28 8 < |255 |0 E|=E

ST I |22 a |23

[ w | Holdle | £ |2
Every component of the model is self- 0 2 100 |0 0 |0 0 0
explanatory and requires no further %
clarification to be utilized adequately.
Every component of the model is feasible 1 0 |50 |0 0 |0 1 50
and is suited to the organization's security. % %
The model can be used effectively to 1 1 1000 0 |0 0 0
identify security maturity issues with the %
goal of increasing an organization's
maturity when dealing with zero-days.
The distribution of security practices among | 1 1 [100|0 0 |0 0 0
various knowledge areas is valuable. %
The five maturity levels of the model are 1 1 11000 0 |0 0 0
valuable. %

Based on the results, it clearly reflects that the feedback is mostly leaning to agreements,
with several neutral responses. This indicates a good structure of the model, how easy and

simple it is for use, and that it mostly satisfies the user.
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CHAPTER 8

WEB TOOL

A web tool was developed to transfer the knowledge and findings of this study (Maturity
model) into an easy-to-access, simple form for security experts to use. The online model
version and assessment tool will increase the availability of the materials and will expand

the usefulness for security practitioners and researchers *°.

8.1 The Output Web Tool

The output version of the web tool includes an introduction and simple explanation of the
model highlighting the areas and levels concept, a pdf version of the model ready to be
downloaded, an assessment tool, and a glossary (terminologies) section to clarify security-
related terms mentioned in the model. The assessment tool helps reflect the organization's
capabilities and maturity level and provides feedback with suggestions for improvements
supported with visual elements and diagrams. Figure 11 shows screenshots of the web tool

and its interface.

10 https://zerodaymm.com/
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Figure 11: Zero-day maturity model web-based tool user interface. (a) Home page, (b) About us page, (c)
Terminologies, and (d) Download PDF.

The details of the web pages are as follows.

Home page: Acts as an entry point and a front page for the tool.

About us: Provides a basic introduction to the zero-day maturity model, the knowledge

areas, and maturity levels.

Terminologies: Provides definitions and explanations of several security terms used in the

model in case any is unfamiliar.

PDF: Provides an option to download the pdf version of the model, with all best practices

listed within their areas and levels in a tabular format.

Assessment tool: Here is the main page where the actual tool is located. The user started

by entering organization details to proceed with the assessment. Figure 12 shows the

assessment tool page, starting with the organization information interface.
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@ Zero-day Maturity Model

Organization Name

NoZero Co.

Email Address

nozero_co@gmail.com

Scope for this self-evaluation

Additional notes

None.

@ ABOUT A TERMINOLOGIES

A HOME €& ASSESSMENT TOOL

Organization Information

Identify How mature the organization security structure in dealing with zero-day attacks.

Continue to Assessment

Figure 12: Assessment tool page, organization information interface.
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Systems Security A

Managed
Defined

Predictable Poor; -

Optimizing

Software and
Platform Security
Poor: -
Infrastructure
Security

Systems Security

(8)The organization cares about internal systems/servers and its updates as well as external servers/systems facing tl PA™S

Approach
Weak: v Fair: hd "ﬁﬁg‘l:gy v Qualified:
Deployment
Weak: A Fair. e "g%rg.!‘;}ggy - Qualified:
Results
Weak: e Fair: e "fﬁgﬁzggv - Qualified:
40 of 77

General and stable
deployed in  all
of the
organization OR
Suitable use over
time across all
parts  of  the
organization OR All
parts of the
organization
monitored and
verified.

Outstanding: | ~

Outstanding:

Figure 13: Assessment tool page, quiz screen example.

When the user clicks 'Continue to Assessment,' a quiz screen appears. Figure 13 reflects an
example of what a quiz screen looks like. On the left of the screen, a sidebar includes the
knowledge areas and maturity levels as subsections are shown reflecting where the user is

by a bold purple. On the top of the screen in the right center, the user can clearly see the
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knowledge area and the maturity level, followed by the best practices they are currently
examining at the moment. Below the titles, you can find all the details of the best practices
page, in addition to the next and previous buttons to move between pages. The best
practices are measured in terms of approach, deployment, and results with a scale from
(Poor 0 - outstanding 10). Notice that an arrow is attached to the side of each option to

explain what each indicates specifically in terms of approach, deployment, and results.

When the user ends up filling out the assessment, the 'next' button will turn to the 'Show
the result' option. The result screen shows the organization details and the actual answer to
whether the organization under test is a mature organization or not. In addition, the total
score would be printed with the option to save the result as a report. Following that, a
detailed form of the result would be presented with numbers in a tabular format and in a
pie chart format. Figure 14 illustrates how the result per organization will appear. Notice

that individual charts per each knowledge area are available as well.

113



The result
The organization name:

NoZero Co.

Email address:

nozero_co@gmail.com

Scope for this self-evaluation:

Identify How mature the organization security structure in dealing with zero-
day attacks.

Additional notes:

None.

Maturity:
The organization NoZero Co. is a mature organization.

TOTAL SCORE:

7.24
oo [ 850

" [ Dl e i ]
Harman, Crgonipetional, and Reguiotony Aspects &7 487 m 8

L1 k- Ear aEY

m 14 m B&7

713 L] T

T8 BB B ]

ok by [EE T e

Figure 14: Organization assessment results, (a) Overall results, (b) detailed scores of individual areas and levels.

8.1.1 Modifications of the model:

Based on the feedback from the case study, some enhancements were made to provide a
better-quality assessment tool. Most downside comments were concerned with how long

the model was. The interactive tool provided for the case study was designed as pages for
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each best practice to evaluate in terms of approach, deployment, and results. So, the
participants would have 77 pages of best practices to go through. It is understandable that
it would be an overwhelming experience; it will make the evaluation process seem harder
and more challenging. Therefore, we tried to overcome such a problem in the web tool by
providing a more appealing, easier-to-use interface. Therefore, the best practices are
categorized visually by areas on the side of the screen, then by levels subsections. Overall,
the challenging part was related to the usability of the tool interface, and we believe the

web tool helps overcome this obstacle.

8.1.2 Customization of the model:

Extending and customization of the model is flexible and can be done in multiple ways.
For example, research is not off, and there will always be new challenges occurring or new
practices evolving dealing with zero-day attacks. Hence, the model can always be extended
with new data in parallel with future security encounters. On the other hand, data
representation and interpretation can be different. Other researchers might use the model
data, with the knowledge areas and maturity levels, and interpret it differently as a web
extension, a desktop app, or even combined with a certain security tool to achieve extreme

real-life protection.
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CHAPTER9

DISCUSSION AND CONCLUSIONS

9.1 Discussion and Important Remarks

Some of the key observations made during the study are as follows:

Remark #1: The unknown nature outbalances the inefficiency of security tools as the

lead zero-day challenge:

This is probably the main characteristic of zero-day, but it is also the main challenge. One
of the root reasons is that you might have the best security tools but still encounter a zero-
day. These tools should be tuned the right way, monitored by experienced practitioners,
and kept up to date. In addition, this ambiguous aspect of zero-day, not knowing what to
expect, where to search for, and what it looks like, is what raises the difficulty part. Also,
this nature is what differentiates zero-day from other vulnerabilities, as most technologies
nowadays can deal with the known ones; there is a defined clear method to detect them,

unlike zero-day.

On the other hand, we can clearly say that other challenges somehow originate from the
“unknown nature”. For example, the “time of detection” & “time of recovery” come as
challenges because of the fact that we do not know any information about the attack or

where it is located. That’s lead to security experts having a problem trying to detect, then
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recover as soon as possible to minimize the attack effects. In addition to time, the
consequences of the zero-days have a bigger impact because of their unknown nature as
well. When attacking using a zero-day, the attacker is usually one step ahead of the
defender since he/she knows more information. That’s what makes zero-day more
impactful and sometimes destructive. When attackers gain access, if not identified, they
have the freedom to move and choose their target. So, according to their motives, whether
it is destructive, financial, data leaking, reputation impact, etc., zero-day can give them the
power to reach their goal. All of that leads to other challenges that originate and branch out

from the main challenge, which is being a new vulnerability in itself.

Remark #2: Zero-day vulnerability is similar to yet different from other

vulnerabilities (special & powerful):

This was such an important remark when discussed widely. Technically, zero-day is similar
to known vulnerabilities, and it results of multiple weaknesses/flaws or vulnerabilities
within the system. However, they are dangerous for a reason. As we mentioned earlier, the
unknown nature, the main challenge, also made zero-days special. Normally known
vulnerabilities can be detected using signature-based tools; each vulnerability that enters
the system gets compared to a list of defined signatures and gets detected automatically by
firewalls or antiviruses. However, zero-day vulnerabilities cannot be identified by the
regular signature-based tools. That is what makes the detection process challenging and
time-consuming. In addition, that initiates having a qualified security team is a must, a
team that has analysts, red teamers, and blue teamers searching for any suspicious activity
and creating scenarios and use cases to discover vulnerabilities before attackers do. This
leads to the idea that zero-day is detected using suspicious behavior, and rules in security
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controls should be based on behaviors as well. Moreover, never forget the far-reaching
consequences that zero-days have over organizations. That’s why they’re being requested
highly by attackers and sold in the black market. Adding to that, the zero-day initiative and
the bug bounty programs proves the power it has. Zero-day vulnerabilities are different
than known vulnerabilities, but if searching for similarity, other vulnerabilities should be
treated similarly to zero-day. Imagine the level of protection and security organizations
would have if all vulnerabilities were treated similarly to zero-day. Organizations need to
be prepared and fully secured, taking every threat seriously and managing vulnerabilities
actively. This all means that when following zero-days best security practices, from the
most general to the most specific practices, you protect entities from zero-day and other

less risky vulnerabilities, not the other way around.

Remark #3: Time of discovery vs. Time of recovery:

Time to discover and detect that an organization has a zero-day vulnerability and the time
to recover from the attack, create a patch, and update the system were both challenges
mentioned when dealing with zero-day attacks. However, discussing which is more critical
and challenging can be a dilemma. Going back to “the unknown nature”, since it is
ambiguous, then the time to detect and discover that we have a vulnerability or know about
it in the first place might be logically longer. Considering that it might stay for weeks in a
system with no one knowing or sometimes if no one is looking (searching) for a zero-day
regularly it might stay undetected longer. On the other hand, when discussing “time of
recovery”, at least the concerned party has some knowledge regarding the vulnerability and
it’s now depending on the vendor side to release a patch or the security team skills to solve

the issue. Based on what is mentioned, “time of discovery” seems more ambiguous and
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uncertain, while “time of recovery” seems more controllable under certain circumstances.
Referring to the survey results “time of discovery” was highly agreed on as a challenge by
30 participants. However, “time of recovery” participants fluctuates in their choices having
19 agreements and 10 being neutral. Results can be close sometimes as both of them have
high approval, but it showed that participants were a little more certain about “time of

discovery” for the reasons discussed earlier.

Remark #4: Formal vs. grey literature point of view on challenges:

After conducting a multivocal literature review and passing through hundreds of resources
formal and grey, a major question might be about the remarkable differences between the
two. An important remark would be the differences of priorities from each side’s point of
view. For example, looking at the frequency table stated above, the challenges with the
highest frequencies are different between the two sets of data. From the industry
perspective, it is focused more on anonymity and consequences. The unknown nature of
zero-day, followed by the destructive damage, was the most frequent among grey industry
sources. That’s probably due to the practical nature of their daily duty activities; this
ambiguity of not knowing when or where the attacks might happen and then the impact it
might leave is a concern for practitioners inspired by their work environment. On the other
hand, formal literature resources were highly concerned with the limitations of the security
methods (like signature-based and honeypots etc.) coming the highest in frequency. That’s
probably due to the nature of their work as academic researchers. In academia, people work
to develop new methods, systems, or tools to solve a phenomenon and test the impact of
such methods on the field of study. So, from an academic perspective this is what concerns

them the most, noticing many developed tools and techniques are still limited or have
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shortcomings dealing with zero-day attacks. However, based on formal literature
frequency, the unknown nature still comes second in terms of challenges. This challenge
acts like a baseline for all other challenges and it is agreed on by both academia and
industry. In the end, we can clarify from the challenges point of view, academia is more

solutions concerned while industry is more consequences concerned.

Remark #5: Fuzzy AHP vs. Erequency prioritization point of view on challenges:

Fuzzy AHP was used to rank challenges found based on their priority. However, based on
the data collected, how effective in this case would "the frequency" factor be across
multiple resources in prioritizing challenges? In addition, how close or different would the

results coming from fuzzy AHP, and frequency be in such a situation?

First of all, the frequency factor in this case is inconsistent. There are three different
frequency tables depending on the data source category. The total number of sources in
each category is different as well, with 243 formal literature, 71 grey literature, and 16
interview records. Hence, the most frequent in formal literature has 68 out of 243 compared
to the most frequent in grey literature appearing in 29 out of 71 sources, highlighting it is
not the same challenge topping the list in both scenarios. Fuzzy AHP creates a middle
ground where the entire list is being tested as a whole for prioritization, which solves the

inconsistency issue.

Second, the frequency perspective is still insufficient to judge for prioritization. Being
mentioned in too many sources does not indicate a prioritized factor in common sense.
Having only 16 interview participants compared to 243 literature sources might push

certain challenges to be mentioned a lot in research, but it is not an indication of how often
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it should be prioritized in real-life situations. Considering the fuzzy survey was conducted

with 36 experts, it feels more in line with the prioritization concept in actual scenarios.

Furthermore, if we end up comparing both methods and the top challenge recorded, it will
be as follows. Taking the majority as formal literature with 243 sources, the most frequent
challenge is related to the limitations security methods have in defending against zero-day.
While the fuzzy AHP prioritizes the unknown nature of zero-day as the most challenging
list item, keeping the security methods limitations as number 24. The two lists have many
differences in the order of elements especially at higher ranks, which shows that experts
opinions might reflect different qualities than the frequency factor. Although frequency
could be a great factor in showing which side of zero-day is under the light in the research
field, it is covered and discussed widely in published and grey resources. It is not sufficient

to determine the priority of certain challenges over others in the list, as the fuzzy AHP did.

9.2 Implications of the Study

The implications of this study can be divided into practical and theoretical implications. In
terms of theoretical implications, an organized list and a taxonomy of challenges related to
zero-day vulnerabilities were defined. In addition, a zero-day maturity model encapsulating
77 best practices to manage zero-day vulnerabilities arranged into meaningful areas and
levels was introduced. All of that enriches the literature published in the field of security,

especially research covering zero-day vulnerabilities. Taking into consideration, the MLR
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process makes the outcomes of many multiple sources gathered in one place which acts as

a milestone or bookmark to come back to when reading about zero-days.

However, the zero-day maturity model web tool summarizes this study's practical
implications. The tool represents an accessible version of the model in which organizations,
individuals, and communities may check the maturity levels of their security structures in

relation to zero-day attacks.

9.3 Threats to Validity

Several potential threats to the validity of this study were presented. First, this study applied
a combined interview-based and survey research approach. An internal threat might be
related to interviews and survey participants. The recruited interview and survey samples
were mostly, with a high rate from Saudi Arabia. Therefore, the sample might be biased,

as recruiting a more diverse sample might reflect more interesting remarks in the results.

A possible external threat to the study is ensuring the credibility of the survey participants.
The survey was done online to reach experts willing to volunteer to participate. However,
the credibility of the participants is an essential factor in receiving correct information for
the study's success. Therefore, participants were sampled through their LinkedIn profiles,
ensuring the authenticity of their positions. In addition, all participants were guaranteed to

be currently occupying their positions working in the field.

An external validity of the model would be that the list of best practices is long. Having 76

best practices is a plus, but sometimes users might get lost where to start or overwhelmed
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by the number of list practices. There were trials to enhance the experience in the web tool,

which had different sections and subsections.

Moreover, the way case studies were conducted might raise construct validity. In an ideal
scenario, the researcher normally relocates to the real-life environment for the case study
to observe how the developed method, tool, or framework behaves in its world. However,
since our model assesses organizations’ security and reflects a score of their capabilities of
dealing with zero-day, it was almost impossible to be exposed to organizations' security
systems. Due to the situation's sensitivity (security schemes), a representative of the
organizations to which a case study was applied was authorized to perform the case studies

and test the model in its real environment.

Finally, the ranking of the challenge could have a potential conclusion validity. As the
ranking was concluded by challenge #1, holding the highest importance, this conclusion
might be due to other factors. One is the placement of certain challenges in the survey
delivered to experts. There is a potential that challenges presented earlier in the beginning
of the study will hold higher ratings in the final rank. That doesn't decrease the importance
of the rank and the process of prioritization performed, but it could infer that the ranking

might be influenced even minorly by other factors.

9.4 Conclusion and Future Work

This research conducted a mixed-methods approach to understand zero-day attacks from
literature and industry perspectives and identify the challenges and best practices related

to such attacks. This approach included interviewing 16 security experts from different
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sectors in the industry and getting feedback from 36 other security experts online, in
addition to conducting an MLR study. Identifying challenges and recommended best
practices will help security practitioners better understand, plan, and defend against zero-

day attacks.

The outcomes of this study are represented by the identified list of challenges and best
practices, a taxonomy of zero-day challenges, a zero-day attacks maturity model, and a
web assessment tool of zero-day based on the maturity model. Hopefully, Following the

suggested practices will guide security experts and increase awareness related to zero days.

For future work, we plan to conduct more empirical studies to better understand zero-day
attacks from theory and industry perspectives. We sense the need to investigate these types
of attacks more in research and maybe present findings in a more accessible form to
security experts working in the industry by adding more features to the web tool after a

while of use.

For future research directions, zero-day is an interesting and wide area of research. Even
away from challenges and best practices, other areas of zero-days might be potential
research directions like disclosure, frequency, factors affecting its rise, etc. Moreover, the
security tools in the market that deal with zero days might be an attractive research topic.
Studies can dive deep into all these tools, compare them, highlight their strengths and
weaknesses, etc. In addition, from a technical point of view, there is always a chance to

build a specialized security solution or enhance a certain method/framework.
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Appendix A: Interviews Questions
Zero-day attacks

1. Have you experienced/aware of zero-day attacks while working in security? Kindly share
your experience

2. How frequent zero-day attacks are encountered? and how do different stakeholders
handle them usually (the process)?

3. Do companies usually disclose having a zero-day in an organization or not? What are the
criteria for disclosing or not?

Zero-day attacks Challenges

1. Would you share with us the challenges security experts may face while dealing with/
managing Zero-day attacks?

2. What are the existing security practices/missing security controls that open the door for
zero-days (were not effective enough that cause zero-day to occur)?

3. Are zero-day attacks challenging because of [the lack/inefficiency of security
mechanisms in the company] or [the unknown nature of the attack itself (being new)]?

Zero-day attacks Solutions

1. Are there security processes/strategies that would make handling zero-days easier and
more effective? What?

2. What are the best solutions/ best practices for successfully defending against zero-day
attacks?

3. What technologies are these solutions used/based on (ML techniques, honey pots etc.),
and for which purpose (detection, prevention, prediction etc.)?

4. What factors play a role in the decision of selecting techniques to implement based upon
your experience?

5. Any additional recommendations to better manage zero-day attacks based upon your
experience?

Tools & Maturity

1. Do you think zero-day vulnerabilities should be treated similarly or differently to other
vulnerabilities in terms of detection/protection? Why?

2. Do you think having a tool/ criterion to evaluate how mature organizations' security
practices when specifically dealing with zero-day attacks, will be helpful?

If yes, what aspects do you think should be covered/taken into consideration?
Additional Questions

1. What consequences has your company encountered when affected by a zero-day attack in
the past? (Financial loss, loss of data, system shutdown etc.)

General Questions

1. Any questions or comments?
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Appendix B: Survey Questions
Zero-day attacks: Challenges & Best Practices [Survey]

Section 1: Challenges

Focusing on challenges and consequences of zero-day attacks.

1- Do you agree " The Unknown nature of the vulnerability itself, being new." is one of the
challenges related to zero-day attacks?

2- Do you agree " Investigating how the attacker get the access in the first place.” is one of the
challenges related to zero-day attacks?

3- Do you agree "Lack/inefficiency of security mechanisms when dealing with zero-day (tool
perspective/limitations of security solutions)." is one of the challenges related to zero-day attacks?

4- Do you agree " Dependence on third party vendors/service providers.” is one of the challenges
related to zero-day attacks?

5- Do you agree "Lack of experience (from security experts) to handle zero-day vulnerabilities." is
one of the challenges related to zero-day attacks?

6- Do you agree "Lack of monitoring capabilities from SOC team." is one of the challenges related
to zero-day attacks?

7- Do you agree "Time it takes to discover the zero-day vulnerabilities (Time of discovery)." is one
of the challenges related to zero-day attacks?

8- Do you agree "Time to recover from the zero-day attack (vendors release a patch).” is one of the
challenges related to zero-day attacks?

9- Do you agree "How to manage keeping the business running or not losing the data while working
on solving the vulnerability." is one of the challenges related to zero-day attacks?

10- Do you agree "Not being able to (it is hard to) update the components in the right time." is one
of the challenges related to zero-day attacks?

11- Do you agree that "Adding more security practices/tools is not always the best option. (More
tools = more code, = more vulnerabilities)." is one of the challenges related to zero-day attacks?

12- Do you agree that "Not being able to apply defense in depth always, as sometimes if applied
correctly it might become harder for normal users to use the network." is one of the challenges
related to zero-day attacks?

13- Do you agree that "Destructive and far-reaching consequences of the attack (severe damage).”
is one of the challenges related to zero-day attacks?

14- Do you agree that "Potential financial and reputation impact of the attack on the organization.”
is one of the challenges related to zero-day attacks?
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Section 2: Best Practices

Focusing on solutions and best practices to deal with zero-day attacks.

1- Do you agree that "All organizations should follow Cyber security Authorities regulations and
recommendations (or vendors) in term of cyber security." is one of the best practices to deal with
zero-day attacks?

2- Do you agree that ""You cannot prevent zero-day attacks but try your best to detect them." is one
of the best practices to deal with zero-day attacks?

3- Do you agree that "Monitor your system & know your assets." is one of the best practices to deal
with zero-day attacks?

4- Do you agree that "Be prepared for future attacks because it will happen." is one of the best
practices to deal with zero-day attacks?

5- Do you agree that "Make sure to back up, frequent backups make sure that you can survive/resist
worst-case scenarios quickly (For the data itself and for the datacenter)." is one of the best practices
to deal with zero-day attacks?

6- Do you agree that "Applying secure-in-depth strategy, it will maximize time for attacker before
reaching data center" is one of the best practices to deal with zero-day attacks?

7- Do you agree that "Applying Zero trust architecture, to minimize the effect of zero-days and
narrows its range in a smaller zone" is one of the best practices to deal with zero-day attacks?

8- Do you agree that "Proper network segmentation and isolation." is one of the best practices to
deal with zero-day attacks?

9- Do you agree that "multi-layer network architecture design" is one of the best practices to deal
with zero-day attacks?

10- Do you agree that "Focusing on user awareness (educate your users)" is one of the best practices
to deal with zero-day attacks?

11- Do you agree that "Training employees in threat mitigation (increase awareness)." is one of the
best practices to deal with zero-day attacks?

12- Do you agree that "Investing in security control tools like DLP, sandboxing etc." is one of the
best practices to deal with zero-day attacks?

13- Do you agree that "Using encryption methods." is one of the best practices to deal with zero-
day attacks?

14- Do you agree that "Using secure ports for your network " is one of the best practices to deal
with zero-day attacks?

15- Do you agree that "Minimizing the number of devices facing the Internet " is one of the best
practices to deal with zero-day attacks?
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16- Do you agree that "Having a solid SOC center to detect and have 360° view of the organization
work." is one of the best practices to deal with zero-day attacks?

17- Do you agree that "Applying policies and standards for ex; NCA policy, OPT standards, 1SO
standards etc." is one of the best practices to deal with zero-day attacks?

18- Do you agree that "Applying EDR and NDR solutions" is one of the best practices to deal with
zero-day attacks?

19- Do you agree that "having a PURPLE team collaboration to discover vulnerabilities before
attackers do (red and blue team exercising together)" is one of the best practices to deal with zero-
day attacks?

20 - Do you agree that "Having a Research and development team (RND) to research
vulnerabilities, find zero-days, and try to fix them" is one of the best practices to deal with zero-
day attacks?

21 - Do you agree that "Applying the least privileges principles (restricted privileges)." is one of
the best practices to deal with zero-day attacks?

22 - Do you agree that "using MITRE framework to have a robust countermeasures coverage for
APT groups." is one of the best practices to deal with zero-day attacks?

23 - Do you agree that "Systems baselining and hardening (Detection)." is one of the best practices
to deal with zero-day attacks?

24 - Do you agree that "Covering each stage in attacks lifecycle (Cyber Kill Chain) is crucial in
detection of zero-day attacks." is one of the best practices to deal with zero-day attacks?

25 - Do you agree that "Applying the sassy architecture." is one of the best practices to deal with
zero-day attacks?

26 - Do you agree that " Applying security hygiene concept." is one of the best practices to deal
with zero-day attacks?

27 - Do you agree that " Using monitoring and deception technologies/techniques.” is one of the
best practices to deal with zero-day attacks?

28 - Do you agree that " Safe/secure administration of systems." is one of the best practices to deal
with zero-day attacks?

29 - Do you agree that " Keep updated (apply updates).” is one of the best practices to deal with
zero-day attacks?

30 - Do you agree that " Care of internal systems/servers and its updates as well as external
servers/systems facing the Internet because the attack can happen through email etc." is one of the
best practices to deal with zero-day attacks?

31 - Do you agree that " Do not focus on zero-days as the real obsession, focus more on having a
secure infrastructure.” is one of the best practices to deal with zero-day attacks?

32 - Do you agree that " Do not share passwords and keys between systems." is one of the best
practices to deal with zero-day attacks?
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33 - Do you agree that " Do not leave default credentials/ configurations of security tools as it is
(default coming from vendor) instead follow the right way of deployment changing the default
credentials / configurations.” is one of the best practices to deal with zero-day attacks?

34 - Do you agree that " Applying Threat intelligence" is one of the best practices to deal with zero-
day attacks?

35 - Do you agree that " Performing network scanning continuously through penetration testing
and vulnerability findings (generate reports).” is one of the best practices to deal with zero-day
attacks?

36 - Do you agree that "' Use Patch management (how to fix issues in these reports).” is one of the
best practices to deal with zero-day attacks?

37 - Do you agree that " Having a qualified team (as much as possible) to solve the vulnerabilities
encountered and investigate the tickets (invest in security teams)." is one of the best practices to
deal with zero-day attacks?

38 - Do you agree that " Building use cases in the SOC, to identify zero-day vulnerability (to
identify impacted devices or identify vulnerable devices)." is one of the best practices to deal with
zero-day attacks?

39 - Do you agree that " Following the logs and traffic on the firewalls itself, and watch the tickets
itself, using multiple different ports, different protocols." is one of the best practices to deal with
zero-day attacks?

40 - Do you agree that " Using/having initial solutions, or temporary solutions to limit the impact
of zero-day (based on previous experiences or people analysis on zero-day or NCA/vendors
recommendations).” is one of the best practices to deal with zero-day attacks?

41 - Do you agree that " Having an inventory list of the entire infrastructure in the organization,
Then, categorize these applications on which is more critical to the business.” is one of the best
practices to deal with zero-day attacks?

42 - Do you agree that " Creating rules inside security controls based on behaviors, to detect zero-
days (Detect zero-day attacks by looking for suspicious behavior)." is one of the best practices to
deal with zero-day attacks?

43 - Do you agree that " Having Zero Day Initiative (bounty programs).” is one of the best practices
to deal with zero-day attacks?

44 - Do you agree that " Monitoring for persistence techniques such as auto start extensible points,
run and run once registry keys, services registration, scheduled tasks, DLL hijacking which is very
important for detection."” is one of the best practices to deal with zero-day attacks?

45 - Do you agree that "' Monitoring for suspicious communication that alert for data exfiltration.”
is one of the best practices to deal with zero-day attacks?

46 - Do you agree that "Quality of service (QoS) policy, to distribute the requests on multiple zones
etc.” is one of the best practices to deal with zero-day attacks?
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Appendix C: MLR Resources List Details (Formal & grey)

All details of MLR Resources, collected data, frequency can be found in the following

link:

https://docs.google.com/spreadsheets/d/1i0Z3 RCZ2QyrnddHtL7UKYnlizKRJOFmMTYoeuFrb

mTQ/edit?usp=sharing

https://shorturl.at/qtY 26

Appendix D: Motorola Assessment Tool (Adopted from [149])

Score Approach (A) Deployment (D) Results (R)
Poor (0) e  Management does not discover e Practices are not utilized in e Ineffective
any need (OR) the organization (OR)
o Ability of organization is zero e Organization interest is zero
(OR)
e Commitment of organizational is
Zero
Weak (2) e The need is discovered by e Usage is fragmented (OR) e Unstable result
management (OR) Usage is not appropriate (OR) (OR)
s Support for practices starts (OR) Implemented in several parts s Inappropriate result
e A few parts of the organization of the organization (OR) (OR)
have the ability to undertake the e Restricted to e Several parts of the
practices monitoring/verification of use organization gain a
number of
effectiveness
outcomes.
Fair (4) ¢ Wide but not full commitment by | e Usage is fragmented (OR) » Reliable and
management (OR) Some consistency in the positive outcomes
¢ Planning for practice usage (OR) for a number of
establishment described (OR) e Implemented in a number of parts of the
e A number of supporting items for major parts of the organization (OR)
the practice exists organization (OR) e Inappropriate
e Usage in some parts of the outcomes for a
organization is number of parts of
monitored/verified. the organization
Marginally e Some commitment from e Some parts of the s Positive
iqualified (6) management is evident (OR) organization implement it measurable
s Some of the management group (OR) outcomes in many
becomes proactive (OR) e Suitable use across many parts of the
s Practice deployment well parts of the organization (OR) organization (OR)
underway across parts of the e The usage of many parts of ¢ Suitable positive
organization (OR) the organization is monitored results over time
s  Supporting items exist (OR) or verified (OR)
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