
1









©Ibraheem Mohammed Ahmed Al-Hejri
2023

iv



With all of my love to my mother’s soul, my father, my wife and
my brothers

v



ACKNOWLEDGMENTS

First and foremost, I would like to express my deepest gratitude to Allah Almighty

as with the blessing this project has successfully been concluded. I would like to

extend my heartfelt gratitude to my advisor Dr. Farag Azzedin for his unwavering

dedication, extensive time investment, invaluable guidance, and patience through-

out the entirety of this thesis. His tireless commitment to my academic journey

has transcended the role of a mere supervisor, as he has served as my mentor,

teacher, and even a father figure. I consider myself incredibly fortunate to have

had him as my thesis supervisor. I would also like to thank my co-adviser Dr.

Sultan Almuhammadi for his constant support. He has always been there to listen

and answer my questions, read and review my report. I also thank my thesis com-

mittee members: Dr.Tarek Sheltami, Dr. Mohammad Alshayeb, and Dr. Ahcene

Bounceur for their insightful comments and advice on my thesis and final defense.

I am also grateful to all my family members for their continuous support. Also, to

my dear wife who has been a constant source of inspiration with her enthusiasm

and positivity. Thanks for all their patience and taking all the pain to give me

time to finish this work. Special thanks to Information and Computer Science

Department at KFUPM for their invaluable support.

vi



Contents

ACKNOWLEDGMENTS vi

LIST OF TABLES xi

LIST OF FIGURES xiii

LIST OF ABBREVIATIONS xv

ABSTRACT (ENGLISH) xvii

ABSTRACT (ARABIC) xix

CHAPTER 1 INTRODUCTION 1

1.1 Problem Statement and Motivations . . . . . . . . . . . . . . . . 4

1.2 Thesis Main Contributions . . . . . . . . . . . . . . . . . . . . . . 7

1.3 Research Methodology . . . . . . . . . . . . . . . . . . . . . . . . 8

1.4 Thesis Organization . . . . . . . . . . . . . . . . . . . . . . . . . 9

CHAPTER 2 BACKGROUND 11

2.1 IoT Security Attacks . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.2 Application Layer Attacks . . . . . . . . . . . . . . . . . . . . . . 14

2.3 Transportation Layer Attacks . . . . . . . . . . . . . . . . . . . . 17

2.4 Perception Layer Attacks . . . . . . . . . . . . . . . . . . . . . . . 22

2.5 Attacks Based on Access Level . . . . . . . . . . . . . . . . . . . . 27

2.6 Attacks Based on Geographic Location . . . . . . . . . . . . . . . 28

2.7 Attacks Based on Data Damage Level . . . . . . . . . . . . . . . . 29

2.8 Attacks Based on Objects of Vulnerability . . . . . . . . . . . . . 31

vii



2.9 IoT Security Attacks Taxonomy . . . . . . . . . . . . . . . . . . . 32

CHAPTER 3 INTERNET-OF-THINGS DATA SECURITY 34

3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.2 Data States Security Challenges . . . . . . . . . . . . . . . . . . . 36

3.3 Data at Rest Countermeasures . . . . . . . . . . . . . . . . . . . 40

3.4 Data in Use Countermeasures . . . . . . . . . . . . . . . . . . . . 42

3.5 Data in Transit Countermeasures . . . . . . . . . . . . . . . . . . 45

3.6 Countermeasures Taxonomy . . . . . . . . . . . . . . . . . . . . . 50

3.7 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.8 Future Directions . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

CHAPTER 4 CRYPTOGRAPHIC TECHNIQUES 56

4.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.2 Symmetric Cryptography . . . . . . . . . . . . . . . . . . . . . . 59

4.2.1 Advanced Encryption Standard . . . . . . . . . . . . . . . 60

4.2.2 Limitations of Symmetric Key Cryptography . . . . . . . 61

4.3 Public Key Cryptography . . . . . . . . . . . . . . . . . . . . . . 63

4.3.1 Elliptic Curve Cryptography . . . . . . . . . . . . . . . . . 64

4.3.2 Elliptic Curve Menezes-Qu-Vanstone . . . . . . . . . . . . 66

4.3.3 Limitations of Asymmetric Key Cryptography . . . . . . . 67

CHAPTER 5 LITERATURE REVIEW 69

5.1 Non-ECC Based Schemes . . . . . . . . . . . . . . . . . . . . . . 69

5.2 ECC Based Schemes . . . . . . . . . . . . . . . . . . . . . . . . . 72

5.3 Lightweight ECC-Based Schemes Limitations . . . . . . . . . . . 76

CHAPTER 6 PROPOSED LIGHTWEIGHT SECURE DATA

TRANSMISSION SCHEME 78

6.1 LSDT Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . 79

6.2 LSDT Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

6.3 LSDT Phases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

viii



6.3.1 Initialization Phase . . . . . . . . . . . . . . . . . . . . . . 84

6.3.2 Key Establishment Phase Between CM and CH . . . . . . 85

6.3.3 Key Establishment Phase Between BS and CH . . . . . . 86

6.3.4 Data Transmission Phase . . . . . . . . . . . . . . . . . . 88

6.4 The Trade-offs of LSDT Scheme . . . . . . . . . . . . . . . . . . . 90

6.5 LSDT Applications in Wireless Networks . . . . . . . . . . . . . . 92

CHAPTER 7 PERFORMANCE AND SECURITY ANALYSIS 95

7.1 Performance Analysis . . . . . . . . . . . . . . . . . . . . . . . . . 95

7.1.1 Communication Cost . . . . . . . . . . . . . . . . . . . . . 95

7.1.2 Computation Cost . . . . . . . . . . . . . . . . . . . . . . 97

7.2 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

7.3 Scalability and Robustness of LSDT . . . . . . . . . . . . . . . . 100

7.3.1 LSDT Scalability . . . . . . . . . . . . . . . . . . . . . . . 100

7.3.2 LSDT Robustness . . . . . . . . . . . . . . . . . . . . . . 103

7.3.3 Scalability Limitations . . . . . . . . . . . . . . . . . . . . 103

7.4 Comparative Analysis . . . . . . . . . . . . . . . . . . . . . . . . 105

7.4.1 Security Comparative Analysis . . . . . . . . . . . . . . . 105

7.4.2 Performance Comparative Analysis . . . . . . . . . . . . . 106

CHAPTER 8 PERFORMANCE EVALUATION 109

8.1 Simulation Environment . . . . . . . . . . . . . . . . . . . . . . . 109

8.1.1 Contiki Operating System . . . . . . . . . . . . . . . . . . 110

8.1.2 Cooja Simulator . . . . . . . . . . . . . . . . . . . . . . . 111

8.2 Experimental Methodology . . . . . . . . . . . . . . . . . . . . . 113

8.3 Simulation Results and Discussion . . . . . . . . . . . . . . . . . 114

CHAPTER 9 CONCLUSION AND FUTURE WORK 126

9.1 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

9.1.1 IoT Data Security Survey . . . . . . . . . . . . . . . . . . 127

ix



9.1.2 Lightweight Secure Data Transmission Scheme for IoT En-

vironments . . . . . . . . . . . . . . . . . . . . . . . . . . 129

9.2 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

9.3 Future Directions . . . . . . . . . . . . . . . . . . . . . . . . . . 131

9.4 Thesis Outcomes . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

REFERENCES 134

VITAE 172

x



List of Tables

Table 2.1 Key Differences between Conventional and IoT Security . . 13

Table 2.2 Summary of Main Existing Attacks in IoT Model . . . . . . 27

Table 2.3 Summary of Existing IoT Attacks . . . . . . . . . . . . . . . 33

Table 3.1 Challenges of Data Security in IoT . . . . . . . . . . . . . . 39

Table 3.2 Summary of Existing Studies for Data at Rest . . . . . . . . 43

Table 3.3 Summary of Existing Studies for Data in Use . . . . . . . . 44

Table 3.4 Summary of Existing Studies for Data in Transit . . . . . . 51

Table 5.1 Limitations of Exiting Non-ECC Based Schemes . . . . . . . 71

Table 5.2 Summary of Exiting ECC-Based Schemes . . . . . . . . . . 76

Table 5.3 Limitations of Exiting Lightweight ECC-Based Schemes . . 77

Table 6.1 Proposed Scheme Notations . . . . . . . . . . . . . . . . . . 81

Table 7.1 LSDT Communication Cost . . . . . . . . . . . . . . . . . . 97

Table 7.2 LSDT Computation Cost . . . . . . . . . . . . . . . . . . . 98

Table 7.3 Comparative Study on Security Services . . . . . . . . . . . 105

Table 7.4 Security Services Comparison . . . . . . . . . . . . . . . . . 106

Table 7.5 Comparative Analysis of Communication Costs . . . . . . . 107

Table 7.6 Comparative Analysis of Computation Costs . . . . . . . . . 108

Table 8.1 Simulation Configuration . . . . . . . . . . . . . . . . . . . . 112

Table 8.2 LSDT Computational Time . . . . . . . . . . . . . . . . . . 116

Table 8.3 Comparison of Communication Cost . . . . . . . . . . . . . 122

Table 8.4 Comparison of Computation Cost . . . . . . . . . . . . . . . 123

Table 8.5 Comparative Communication Cost Analysis . . . . . . . . . 124

xi



Table 8.6 Comparative Computation Cost Analysis . . . . . . . . . . . 125

xii



List of Figures

Figure 2.1 IoT Design Model . . . . . . . . . . . . . . . . . . . . . . . 13

Figure 2.2 IoT Security Attacks . . . . . . . . . . . . . . . . . . . . . 32

Figure 3.1 The Three Data States . . . . . . . . . . . . . . . . . . . . 37

Figure 3.2 Taxonomy of Countermeasures Based on The Three Data

States. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

Figure 4.1 AES Round Structure . . . . . . . . . . . . . . . . . . . . 61

Figure 4.2 Point Addition on ECC [1] . . . . . . . . . . . . . . . . . . 65

Figure 4.3 ECMQV Key Agreement Protocol . . . . . . . . . . . . . . 67

Figure 6.1 Network Architecture . . . . . . . . . . . . . . . . . . . . . 80

Figure 6.2 Proposed Scheme Phases . . . . . . . . . . . . . . . . . . . 84

Figure 6.3 Key Establishment (CH-BS) Phase Flow Chart . . . . . . 87

Figure 6.4 Data Transmission Phase Flow Chart . . . . . . . . . . . . 89

Figure 8.1 Experimental Process Approach . . . . . . . . . . . . . . . 113

Figure 8.2 Network Topology . . . . . . . . . . . . . . . . . . . . . . 114

Figure 8.3 Communication Cost - Key Establishment Phase . . . . . 116

Figure 8.4 Communication Cost - Data Transmission Phase . . . . . 117

Figure 8.5 Total Communication Cost Comparison . . . . . . . . . . 118

Figure 8.6 Computation Cost - Key Establishment Phase . . . . . . . 119

Figure 8.7 Computation Cost - Data Transmission Phase . . . . . . . 120

Figure 8.8 Total Computation Cost Comparison . . . . . . . . . . . . 121

Figure 8.9 Comparison of Communication Cost . . . . . . . . . . . . 122

Figure 8.10 Comparison of Computation Cost . . . . . . . . . . . . . . 123

Figure 8.11 Comparative Communication Cost Analysis . . . . . . . . 124

xiii



Figure 8.12 Comparative Computation Cost Analysis . . . . . . . . . . 125

xiv



LIST OF ABBREVIATIONS

AES Advanced Encryption Standard

APT Advanced Persistent Threat

BDD Binary Decision Diagrams

BS Base Station

CH Cluster Head

CM Cluster Member

DiTD Innovative Data-in-Transit Defender

DLP Data Leakage Prevention

DoS Denial-of-Service

DSA Digital Signature Algorithm

ECC Elliptic Curve Cryptography

ECDH Elliptic-Curve Diffie-Hellman

ECDLP Elliptic Curve Discrete Logarithmic Problem

ECMQV Elliptic Curve Menezes-Qu-Vanstone

FHE Fully Homomorphic Encryption

GPS Global Positioning System

xv



IoT Internet of Things

LSDT Lightweight Secure Data Transmission

MAC Message Authentication Code

MCI Malicious Code Injection

MITM Man-In-The-Middle

MPM Multiple Point Multiplication

PUFs Physical Unclonable Functions

RFID Radio-Frequency IDentification

RSA Rivest-Shamir-Adleman

RSN RFID Sensor Network

SDTS Secure Data Transmission Scheme

WSNs Wireless Sensor Networks

xvi



DISSERTATION ABSTRACT

NAME: Ibraheem Mohammed Ahmed Al-Hejri

TITLE OF STUDY: Secure Data Transmission Scheme for Internet of Things

MAJOR FIELD: Computer Science

DATE OF DEGREE: December, 2023

The Internet of Things (IoT) is rapidly permeating critical domains, enabling

the interconnection and utilization of diverse devices on a large scale while stream-

ing vast volumes of data. In domains like telehealth, intelligent transportation, and

autonomous agriculture, ensuring the confidentiality, integrity, and authenticity of

collected and exchanged data is paramount. However, the resource limitations and

heterogeneous nature of IoT devices often render traditional cryptography-based

techniques ineffective or even infeasible for secure data transmission. Conse-

quently, there is an urgent need to develop and implement lightweight, secure, and

scalable schemes for data transmission. In this thesis, a novel Lightweight Secure

Data Transmission (LSDT) scheme for IoT environments is proposed. LSDT

scheme is composed of three phases and utilizes an efficient combination of sym-

xvii



metric keys and an elliptic-curve Menezes-Qu-Vanstone asymmetric key agree-

ment protocol. Security and performance analysis indicate that the LSDT scheme

exhibits robust resistance to various security attacks while maintaining the high-

est level of confidentiality, integrity, and end-to-end mutual authentication. Fur-

thermore, we demonstrate the effectiveness and efficiency of the proposed LSDT

scheme through simulation experiments and comparative analysis with related se-

curity schemes. The results of the comparison reveal that LSDT outperforms other

relevant schemes in terms of communication and computation costs, making it a

highly suitable and efficient option for IoT applications.

xviii



الرسالة ملخص

الهجري احٔمد محمد ابٕراهيم الاسم:

الاشٔياء لإنترنت الامٓن البيانات نقل نظام الدراسة: عنوان

الالٓي الحاسب علوم التخصص:

1445 الاخٓرة جمادى العلمية: الدرجة تاريخ

تدفق مع واسع نطاق على المتنوعة الاجٔهزة واستخدام البيني التوصيل يتيح مما الحيوية، المجالات في بسرعة (IoT) الاشٔياء انٕترنت تتغلغل

وصحة وسلامة سرية ضمان يعد الذاتية، والزراعة الذكي، والنقل بعد، عن الصحية الرعاية مثل عديدة مجالات وفي البيانات. من هائلة كميات

الاشٔياء انٕترنت لاجٔهزة المتجانسة غير والطبيعة الموارد على المفروضة القيود فإن ذلك، ومع الاهٔمية. بالغ امٔرًا وتبادلها جمعها يتم التي البيانات

ملحة حاجة هناك وبالتالي، امٓن. بشكل البيانات لنقل مجدية غير حتى اؤ فعالة غير التشفير على القائمة التقليدية التقنيات تجعل ما غالبًا

لنقل آمن و الوزن خفيف جديد نظام اقتراح تم الاطٔروحة، هذه في البيانات. لنقل للتطوير وقابلة وامٓنة الوزن خفيفة خُطط و انٔظمة وتنفيذ لتطوير

اتفاقية وبروتوكول المتماثلة المفاتيح من فعالاً مزيجًا ويستخدم مراحل ثلاث من LSDT نظام يتكون الاشٔياء. انٕترنت لبيئات (LSDT) البيانات

مقاومة يُظهر LSDT نظام انٔ الٕى والادٔاء الامٔان تحليل يشير . Menezes-Qu-Vanstone البيضاوي المنحنى ذات المتماثلة غير المفاتيح

بإظهار قمنا ذلك، على علاوة الشاملة. المتبادلة والمصادقة والنزاهة السرية درجات اقٔصى على الحفاظ مع الامٔنية الهجمات لمختلف قوية

المقارنة نتائج تكشف الصلة. ذات الامٔنية الانٔظمة مع المقارن والتحليل المحاكاة تجارب خلال من المقترح LSDT نظام وكفاءة فعالية

للغاية وفعالًا مناسبًا يجعله مما والحوسبة، الاتصالات تكاليف حيث من الصلة ذات الاخٔرى المخططات و الانٔظمة على يتفوق LSDT انٔ

الاشٔياء. انٕترنت لتطبيقات
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CHAPTER 1

INTRODUCTION

In recent years, the emergence of the Internet of Things (IoT) has led to a

paradigm change in all aspects of human-machine interaction [2]. IoT enables

various physical objects and methods of communication to achieve a certain task

by exchanging information [3]. IoT exploits underlying technologies to make these

objects much smarter such as Wireless Sensor Networks (WSNs), Internet proto-

cols and embedded devices [4], [5]. IoT trend is gaining popularity and is expected

to be the most significant element in the coming decades that will influence fun-

damental business logic [6].

In face of this rapid change, data security has brought critical challenges in de-

signing and implementing IoT applications. Since the IoT is primarily dependent

on the Internet infrastructure, it opens itself up to all conventional and cyberse-

curity threats. Cybersecurity attacks on IoT not only endanger IoT functionality

but also expose human lives to risks due to security and privacy breaches [7].

Furthermore, critical infrastructures such as oil and gas supply, healthcare sys-

tems, and power grids face significant security challenges in today’s interconnected
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world. One of the major concerns is the increasing sophistication and frequency

of cyber attacks. These infrastructures heavily rely on computerized systems and

interconnected networks, making them vulnerable to malicious actors aiming to

steal sensitive data, disrupt operations, or cause physical damage [8], [9]. In the oil

and gas industry, for example, cyber attacks can disrupt the production and dis-

tribution of energy resources, leading to significant economic and environmental

consequences [10], [11].

Meeting the reliability and security requirements for these critical infrastruc-

tures is of paramount importance. A reliable infrastructure ensures the continuous

operation of essential services, safeguards public safety, and protects economic

stability. It requires a multi-faceted approach that includes robust cybersecu-

rity measures, regular vulnerability assessments, and proactive incident response

strategies. By implementing stringent security protocols, such as access controls

and encryption, critical infrastructures can strengthen their defenses against cyber

threats [8], [12], [13].

Reducing the overhead and complexity of security defenses for critical infras-

tructures is crucial in effectively mitigating cyber threats. Simplifying security

measures helps streamline operations, improve efficiency, and enhance the overall

effectiveness of defensive strategies. Complex security defenses can introduce un-

necessary overhead, making it challenging to manage and maintain the security

posture of the infrastructure. This complexity often leads to an increased risk

of misconfigurations, vulnerabilities, and human errors, which can be exploited

by cyber attackers [14]. Moreover, reducing overhead and complexity allows for
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faster response times in the event of a security incident [15], [16]. Simplified se-

curity measures enable security teams to identify and respond to threats more

efficiently, reducing the time required for analysis, investigation, and remediation.

This agility is crucial in critical infrastructures where any delay in addressing a

cyber threat can have severe consequences, such as prolonged downtime, finan-

cial losses, or compromised public safety [17]. Overall, by streamlining security

defenses, critical infrastructures can enhance their resilience, reduce operational

costs, and enable rapid response to cyber threats. A simplified and efficient se-

curity framework allows organizations to focus on proactive threat intelligence,

continuous monitoring, and timely incident response, thereby strengthening their

ability to protect essential services and maintain the reliability and security of

critical infrastructures [18].

The current trend in IoT security is towards providing lightweight and efficient

schemes to secure data transmission. Ensuring the security of IoT applications is

a challenge due to the inability of a considerable proportion of resource-limited

IoT devices to implement proper security schemes [19]–[21]. Even though tremen-

dous security defenses and countermeasures have been developed, these solutions

cannot be applied directly to IoT infrastructures due to the major difference in

the computation and storage capabilities between conventional computing and

IoT devices [22]–[24].

According to the 2020 conceptual framework [25], data is the key component

in IoT systems [26], [27]. In IoT environment, the data is created outside of the

data center and therefore the data creation, computing, and management can be

3



performed outside of the core data center. This challenge places the responsibility

on IoT devices to perform heavy computational tasks and may even cause a large

delay on service response [27]–[29]. The data in IoT systems can be classified into

three different states: data at rest, data in use, and data in transit. The main

concern for a large proportion of IoT applications is having a secure environment

to ensure the secrecy of the data. Over recent years, the main focus for many

researchers has been on how to securely transport security-sensitive data between

IoT entities. As such, designing a lightweight, secure data transmission scheme

for IoT environments is becoming essential [30], [31].

1.1 Problem Statement and Motivations

Over the past decades, significant advancements have been made in developing

security defenses and countermeasures for traditional computation and commu-

nication environments. However, applying these solutions in the context of IoT

presents unique challenges due to the substantial differences in computation, stor-

age, and communication capabilities between conventional and IoT devices and

functionalities [22]–[24]. As a result, there is a growing need for lightweight and

efficient schemes to ensure secure data transmission in IoT environments.

This thesis focuses on securing data in transit, which is particularly vulner-

able to attacks compared to other stages in the data life cycle [19]–[21], [32]–

[34]. It is imperative to protect transmitted data from unauthorized access and

various threats [19]–[21], [35]–[38]. Not only should the transmitted data be au-
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thentic, but it should also remain free from unauthorized modifications [39]–[42].

Without achieving confidentiality, integrity, and authentication, the transmitted

data becomes suspicious and may lead to undesirable consequences [30], [31], [43],

[44]. Additionally, the diversity of communication channels, protocols, and tech-

niques in IoT introduces further challenges for implementing effective security

solutions [45]–[47].

The security of IoT data transmission has garnered significant attention [39]–

[42], and various schemes have been proposed to ensure data transmission se-

crecy [48]–[53]. Given the paramount importance of securely transmitting sensitive

data between IoT entities [33], [34], [54], [55], these schemes have implemented

countermeasures to: (a) fulfill security requirements such as integrity [49] and

mutual authentication proprieties [49], [50], and (b) mitigate attacks like Man-In-

The-Middle (MITM) [49]–[51], replay, and brute force [48], [50], [51]. However,

many of the proposed schemes suffer from high computation and communication

overhead [48]–[52].

To address these critical challenges in secure data transmission within IoT en-

vironments, this thesis introduces a novel Lightweight Secure Data Transmission

(LSDT) scheme. LSDT scheme utilizes an efficient combination of symmetric keys

and the advanced Elliptic Curve Menezes-Qu-Vanstone asymmetric key agreement

protocol [56]. Remarkably, LSDT exhibits lightweight characteristics, minimizing

the communication and computation costs associated with securing data transmis-

sion. By ensuring confidentiality, integrity, and end-to-end mutual authentication,

LSDT establishes a robust security framework that effectively safeguards against

5



various threats, including MITM attacks, brute force attacks, and replay attacks.

Furthermore, this thesis provides an extensive analysis of LSDT’s communication

and computation costs, comparing them with other relevant security schemes, as

detailed in Chapter 8. This comprehensive analysis enables a thorough evaluation

of LSDT’s performance and validates its superiority in terms of security and per-

formance. By addressing these critical challenges and offering a lightweight and

efficient solution, this thesis contributes significantly to the field of secure data

transmission in IoT environments.

The proposed LSDT scheme is versatile and can be applied across various

industries within the WSN-based IoT domains including e-healthcare systems,

smart cities, and critical infrastructure systems like oil and gas supply, and power

grids. The LSDT scheme addresses the crucial aspects of data security and au-

thentication, which are integral to the seamless integration between IoT devices.

Ensuring the security and integrity of data transmitted between IoT devices is of

paramount importance in industries relying on IoT technology. By implementing

LSDT scheme, organizations across diverse sectors can enhance the protection

of sensitive data, establish secure communication channels, and authenticate the

devices connected to the IoT network. For example, by applying LSDT scheme

in e-healthcare systems, patients can establish secure and trustworthy commu-

nication channels with authorized doctors. Moreover, this scheme ensures the

protection and confidentiality of all information exchanged between the patients

and doctors, enhancing the overall security of the system. In conclusion, LSDT

scheme offers a robust and adaptable solution that can be tailored to meet the spe-
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cific security requirements of different IoT industries, facilitating their successful

integration and operation.

1.2 Thesis Main Contributions

The dissertation contributions are detailed as follows:

1. Conducting a comprehensive survey for IoT security from the data security

perspective with focus on attacks, challenges, and mitigation strategies of

the data life cycle stages.

2. Proposing a lightweight secure data transmission (LSDT) scheme with the

following features:

(a) Achieving low communication cost

(b) Achieving low computation cost

(c) Achieving the confidentiality property

(d) Achieving the data integrity property

(e) Achieving the end-to-end mutual authentication property

(f) Achieving the resistance to MITM, replay, and brute force attacks.

3. Developing a mathematical model for the proposed lightweight data trans-

mission scheme.

4. Designing simulation experiments to evaluate the performance of the pro-

posed scheme using IoT simulation tools.
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1.3 Research Methodology

The following tasks are the method’s steps which are followed to accomplish this

work:

• Task One : Survey

Conduct a comprehensive survey covering the recently published works that

have been done on IoT data security and the challenges, attacks and mitiga-

tion techniques of the data life cycle states. Then, investigate the security

techniques that should be considered in the proposed scheme.

• Task Two : Secure Data Transmission Scheme

Design a lightweight secure data transmission scheme for IoT environments.

The proposed scheme is lightweight (in terms of communication and compu-

tation costs) and provides secure data transmission that achieves confiden-

tiality, integrity and end-to-end mutual authentication. In additions, this

scheme resists MITM, brute force, and replay attacks.

• Task Three : Mathematical Model

Develop a mathematical model and use it to evaluate the performance of

the proposed scheme in terms of communication and computation costs.

• Task Four : Programming Skills

Comprehend the programming of the platform and simulation tool used for

the evaluation.
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• Task Five : Evaluation

Through a comprehensive analysis and simulation experiments, evaluate

the performance of the proposed scheme in terms of communication and

computational costs. Then, the evaluation results are compared with the

evaluation results in the relevant security schemes.

• Task Six : Writing up the dissertation.

1.4 Thesis Organization

The remainder of this thesis is divided into eight chapters as follows. Chapte 2

discusses the potential IoT security attacks based on different aspects namely, ar-

chitecture, location and access level of the attacks, data damage level, and objects

of vulnerability. The taxonomy of IoT security attacks is also highlighted. Chap-

ter 3 elaborates on the need for data security and emphasizes its importance for

organizations. This chapter also discusses the stages of data security with their

challenges and countermeasures especially in IoT environments. In addition, this

chapter highlights the taxonomy of IoT countermeasures. Chapter 4 presents

the basic concepts and preliminaries related to the modern cryptographic tech-

niques such as Elliptic Curve Cryptography (ECC), Elliptic Curve Menezes-Qu-

Vanstone (ECMQV) and Advanced Encryption Standard (AES). Chapter 5 pro-

vides overview of efforts documented in various literature for different lightweight

data transmission schemes have been put forth with the objective of fortifying

the security of data transmission within IoT environments. Chapter 6 describes
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the proposed LSDT scheme architecture and phases. In addition, this chapter

discusses the trade-offs made as a result of the proposed scheme in different as-

pects, namely security, performance, resource utilization, and energy efficiency.

Furthermore, this chapter presents the proposed scheme applications in wireless

networks. Chapter 7 discusses the performance and security analyses of the

proposed LSDT scheme. In addition, this chapter discusses the scalability and

robustness of the proposed LSDT scheme. Furthermore, this chapter presents

the comparative analysis of LSDT scheme with other relevant security schemes.

Chapter 8 presents the performance evaluation of the proposed LSDT scheme

in terms of communication and computation costs. This chapter also provides de-

tailed information on the construction of the experimental platform and outlines

the approach taken in conducting our experiments. Furthermore, this chapter

discusses the experiment results and compares the performance of LSDT scheme

with other relevant security schemes in terms of communication and computation

costs. Chapter 9 concludes the work of this thesis and outlines the scope for

possible future work.
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CHAPTER 2

BACKGROUND

IoT is heavily affecting our daily lives in many domains, ranging from tiny wear-

able devices to large industrial systems. However, ensuring the security of IoT

systems is really challenging due to the heterogeneous nature of the IoT envi-

ronments [57]. IoT has experienced unprecedented attacks that target not only

businesses but also have a probability of endangering human lives [58]. Therefore,

providing a comprehensive classification of IoT attacks and the available defenses

against them is the first step towards securing IoT systems. This chapter presents

a comprehensive survey on IoT security attacks and provides a taxonomy to clas-

sify them based on different aspects, namely, architecture, location and access

level of the attacks, data damage level, objects of vulnerability, and IoT security

requirements. This thorough survey provides valuable insights for industry and

academic researchers engaged in the design of secure IoT systems. It serves as a

valuable resource, aiding in identifying the areas that have been extensively stud-

ied and those that require further exploration. By leveraging the findings of this

survey, researchers can enhance their understanding of attack vectors, prioritize
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their efforts, and develop robust countermeasures to fortify IoT systems against

emerging threats. This chapter discusses the potential IoT security attacks based

on different aspects namely, architecture, location and access level of the attacks,

data damage level, and objects of vulnerability. The taxonomy of IoT security

attacks is also highlighted.

2.1 IoT Security Attacks

IoT is defined as interconnected networks where IoT entities (smart objects, de-

vices, people, etc.) interact with each other to exchange information through

communication channels [5]. In contrast to IoT infrastructure, the architecture

design of conventional security is based on the user view and it is not applicable

for communicating between machines [57], [59]. Although conventional and IoT

infrastructures have similar security issues, however, different techniques could be

applied to handle each security issue. Table 2.1 shows the key differences between

IoT security and conventional security in terms of the following characteristics: se-

curity design, device capability, resources, node energy, the heterogeneous feature,

security guards and environment.
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Table 2.1: Key Differences between Conventional and IoT Security

Characteristic Conventional Security IoT Security

Security Design Add-on Security Built-in Security

Device Capability Complex Lightweight

Resources Rich Limited

Node Energy Abundant Constrained

Heterogeneity No Yes

Security Guards Many Few

Environment Closed Open

IoT design model has been divided into three layers: application layer, trans-

portation layer, and perception layer as shown in Figure 2.1. Each layer is a

potential target for several designated attacks. The following sections discuss the

potential IoT security attacks based on different aspects.

Figure 2.1: IoT Design Model
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2.2 Application Layer Attacks

The application layer is a place where specific application business situates Smart

City, Smart Factories, Health Care etc. Each business environment might have its

own security and privacy challenges since there is no security standard at IoT for

the application layer. Furthermore, some security threats at this layer cannot be

avoided at other layers such as privacy and protection. Even though this layer may

regularly have a complex logical business in different environments with different

purposes, it is vulnerable to the following common security threats [60]–[62]:

1. Data Leak

A data leak occurs when information intended to remain private or protected

is accessed, copied, or distributed without permission. Data leaks can have

severe consequences, leading to compromised personal privacy, financial loss,

reputational damage, or even legal implications. Typically, data leaks occur

due to various factors, such as cyberattacks, system vulnerabilities, insider

threats, or human error [30].

2. Denial-of-Service (DoS) Attack

DoS attack refers to a malicious action that aims to render a network, com-

puter system, or service inaccessible to its legitimate users. The attacker

executes a DoS attack by inundating the targeted system with an over-

whelming volume of unauthorized requests or an excessive amount of traffic,

depleting its resources and resulting in unresponsiveness or system failure.
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This disruption in service may have significant consequences, such as loss

of productivity, financial losses, and damage to an organization’s reputa-

tion. Various techniques can be employed to carry out a DoS attack, such

as flooding the target with excessive network traffic, exploiting system vul-

nerabilities, or overwhelming it with resource-intensive processes [63], [64].

In this type of attack, application service availability could be targeted to

thousands of fake requests in order to block or shut down the service from

other legitimate customers. Flooding attack in the cloud is classified as one

type of DoS attack that may lead to exhaust the resources and have an

effect on the quality of service in the cloud [65], [66].

3. Malicious Code Injection (MCI)

Malicious code injection is a common technique used by attackers to exploit

vulnerabilities and compromise the security of a target system. This injec-

tion can occur through various means, such as input fields, file uploads, or

insecure APIs. Once the malicious code is injected, it can execute arbitrary

commands, steal sensitive data, manipulate system behavior, or provide

unauthorized access to the attacker. Common examples of malicious code

injection include remote code execution and cross-site scripting [65]–[70].

4. Buffer Overflow Attack

A buffer overflow attack refers to a security flaw that arises when a program

or process attempts to store an excessive amount of data in a buffer, sur-

passing its allocated capacity. This overflow can overwrite adjacent memory
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locations, creating a potential avenue for executing malicious code or trigger-

ing program crashes and unpredictable behavior. Attackers exploit buffer

overflow vulnerabilities by deliberately inputting excessive data, often with

carefully crafted malicious code, to manipulate the execution of the program

or obtain unauthorized entry into the system. Buffer overflow attacks can

have severe consequences, allowing attackers to take control of a targeted

system, execute arbitrary commands, or launch further attacks [64], [68].

5. Malware Injection

Malicious software like Viruses, Ransomware, Worms, Trojans, Spyware, Ad-

ware and Rootkits that could be installed in devices and networks and there-

fore making damage to them or getting/losing the system control. Malware

injection is a common tactic employed by cybercriminals to compromise the

security and integrity of targeted systems. Malware can infiltrate systems

through multiple channels, including exploiting software vulnerabilities or

deceiving users into downloading infected files or clicking on malicious links,

or compromising legitimate websites to distribute malware to unsuspecting

visitors. Once injected, malware can execute a diverse array of malicious ac-

tions, such as exfiltrating sensitive information, gaining unauthorized access,

causing disruptions to normal system operations, or propagating further mal-

ware infections [64], [71].

6. Phishing

Phishing attacks typically involve sending deceptive emails, messages, or
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websites that closely resemble authentic and trustworthy entities, such as

financial institutions, social media platforms, or e-commerce websites. The

goal is to deceive recipients into believing that the communication is gen-

uine and prompting them to disclose their confidential information. These

phishing attempts often employ psychological manipulation, urgency, or fear

tactics to increase the chances of success. Phishing attacks have severe con-

sequences, including identity theft, financial loss, or unauthorized access to

personal accounts [64], [65], [67], [71].

7. SQL Injection

SQL injection is a security weakness that arises when a malevolent actor

maliciously inserts unauthorized SQL code into input fields or parameters

of a web application that interacts with a database. This vulnerability al-

lows the attacker to tamper with the application’s SQL statements, thereby

potentially obtaining unauthorized entry into the database, extracting sen-

sitive information, or modifying its contents. SQL injection attacks pose a

significant threat due to their ability to bypass authentication mechanisms

and directly target the underlying database, posing a substantial risk to the

accessibility, integrity, and confidentiality of the data [64], [68], [71], [72].

2.3 Transportation Layer Attacks

The transportation layer is responsible for delivering all kinds of communication

traffic between the applications and their related outsourced peripherals such as
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sensors, actuators, networking devices, etc., which can be connected through either

wireless or wired mediums. The attacks on the network layer are different due to

the variety of protocols and devices used in different networks. Transportation

layer is a potential target to the following attacks [30], [60]–[62], [64], [65], [67],

[73]–[76]:

1. Routing Attack

A routing attack is a type of cybersecurity threat that may occur when

an attacker interferes with the routing of network traffic to redirect it to

unauthorized destinations or intercept sensitive information. This attack

targets the routing infrastructure, such as routers or switches, to manipu-

late the paths that data packets take within a network. By compromising

the routing protocol or gaining unauthorized access to routing devices, an

attacker can reroute traffic to malicious servers or intercept and inspect

the data packets for sensitive information. Routing attacks can have se-

vere consequences, including unauthorized access, data theft, surveillance,

or disruption of network connectivity [67], [73], [74], [77]–[80].

2. DoS Attack

The heterogeneous nature of IoT makes the communication layer a potential

target to DoS attacks [30], [64]–[67], [70], [71], [74], [78], [79]. Please refer

to Section 2.2.2.

3. Data Transit Attack
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In this kind of attack, the attackers position themselves between the sender

and the recipient, secretly capturing and manipulating the data being trans-

mitted. This can be achieved through various techniques, such as eaves-

dropping on unencrypted network traffic, impersonating legitimate network

devices, or exploiting vulnerabilities in encryption protocols. The goal of a

data transit attack is typically to gain unauthorized access to sensitive infor-

mation including financial records, login credentials, or personal data [67],

[81].

4. Replay Attack

In this attack, the attacker captures legitimate data or commands exchanged

between IoT devices and the network, and then resends them at a later time

to gain unauthorized access or control over the targeted devices. This can

lead to various security risks, such as unauthorized device access, unautho-

rized data retrieval, or unauthorized actions performed by IoT devices [64],

[78].

5. Sybil Attack

In a Sybil attack, the attacker masquerades as multiple distinct entities, of-

ten by creating numerous bogus accounts or nodes, and uses them to control

or influence the network’s behavior. This attack can be particularly problem-

atic in decentralized networks, such as peer-to-peer networks or blockchain

systems, where trust and consensus are critical. Sybil attacks can lead to

various consequences, including the ability to manipulate voting or consen-
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sus mechanisms, launch spam or DoS attacks, or gain undue influence over

network activities [64]–[66], [72]–[74], [78]–[80], [82]–[84].

6. Sinkhole Attack

In this attack, the attacker manipulates the routing infrastructure or Do-

main Name System (DNS) to redirect legitimate traffic to the sinkhole,

where it can be intercepted, monitored, or tampered with. Sinkhole attacks

can be used for various malicious purposes, such as capturing sensitive infor-

mation, launching further attacks, or disrupting network communications.

By redirecting traffic to the sinkhole, the attacker can intercept data, per-

form MITM attacks, or gain unauthorized access to systems or devices [62],

[64]–[66], [74], [77], [78], [80], [83], [84].

7. Session Hijacking

The attack typically occurs by exploiting vulnerabilities in the session man-

agement process or by capturing the session identifier, such as a session

cookie or token. Once the attacker gains control of the session, they can

impersonate the legitimate user, access sensitive information, perform unau-

thorized actions, or manipulate the user’s session data. This attack is par-

ticularly dangerous because it allows the attacker to bypass authentication

mechanisms and directly exploit the user’s active session [85], [86].

8. MITM Attack

MITM in the context of the IoT refers to a cybersecurity threat where an at-
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tacker intercepts and manipulates the communication between IoT devices

or between IoT devices and the network. In a MITM attack, the assailant

strategically positions themselves between the communicating parties, sur-

reptitiously capturing and altering the exchanged data. This malicious tac-

tic enables the attacker to covertly eavesdrop on sensitive information, tam-

per with data integrity, inject malicious commands or even impersonate

legitimate devices. MITM attacks pose a significant threat to the confiden-

tiality, integrity, and availability of IoT systems, leading to unauthorized

access, data theft, or unauthorized control over devices.

9. Advanced Persistent Threat (APT)

APT attacks are characterized by their persistence, as they are specifi-

cally crafted to avoid detection for prolonged durations, sometimes spanning

weeks, months, or even years. APT attackers employ advanced techniques,

such as social engineering, exploiting zero-day vulnerabilities, targeted spear-

phishing, and developing custom malware, to breach network defenses and

establish a foothold within the targeted environment. Once inside, they

aim to maintain persistence, gather intelligence, and progressively escalate

their privileges to achieve their objectives, which may include data theft,

espionage, or sabotage [67], [71].

10. Sniffing Attack

In a sniffing attack, the attacker uses specialized software or hardware tools

to monitor and capture data packets that are transmitted over a network.
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By analyzing the captured packets, the attacker can extract valuable infor-

mation, such as usernames, passwords, credit card details, or other confiden-

tial data. Sniffing attacks are particularly effective when the network traffic

is not encrypted or when the attacker has access to a network segment where

the traffic flows [64], [84].

11. Traffic Analysis

Traffic analysis focuses on many factors such as packet size, timing, source

and destination addresses, and communication protocols. By analyzing this

information, an attacker or analyst can derive valuable intelligence, such as

identifying communication patterns, determining the type of applications

being used, inferring user behavior, or even uncovering sensitive informa-

tion. Traffic analysis can be used for legitimate purposes, such as network

optimization or monitoring for security threats, but it can also be leveraged

by attackers to gather intelligence about a target, identify vulnerabilities,

or launch more sophisticated attacks [64], [74], [78], [80].

2.4 Perception Layer Attacks

The perception layer of IoT basically involves gathering and processing data

over WSNs, Global Positioning System (GPS) and Radio-Frequency IDentifica-

tion (RFID) and RFID Sensor Network (RSN). The perception layer consists of

sensors and actuators that aim to either query the location or measure, for ex-

ample, temperature, acceleration, humidity, etc. Major security attacks targeting
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the perception layer are as follows [60], [61]:

1. Physical Attack

Physical attacks can take various forms, such as theft, vandalism, tampering

with devices or cables, or gaining unauthorized physical access to sensitive

areas. These attacks can have severe consequences, including data theft,

unauthorized access, system disruption, or even the destruction of critical

infrastructure [69], [74], [79], [80], [82], [84].

2. Impersonation

Impersonation attacks can occur through various means, including social

engineering techniques, phishing emails, or the creation of fake accounts or

websites that mimic trusted entities. The goal of impersonation is often to

deceive individuals with the intention of extracting confidential information

like personal data and login credentials, or to illicitly obtain unauthorized

access to systems and valuable resources. Impersonation attacks may have

significant consequences, including identity theft, financial loss, or unautho-

rized access to sensitive information [87].

3. Eavesdropping

Eavesdropping involves surreptitiously capturing or monitoring network traf-

fic or communication signals to gain unauthorized access to information.

Eavesdropping attacks can occur in various scenarios, including unsecured

Wi-Fi networks, unencrypted communication channels, or compromised net-
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work infrastructure. The attacker aims to gather valuable information, such

as usernames, passwords, financial data, or confidential business informa-

tion [66], [70].

4. DoS Attack

DoS attack refers to a malicious action that aims to render a network, com-

puter system, or service inaccessible to its legitimate users. Due to the

heterogeneous nature of the IoT environments with limited resources, the

perception layer may be also a potential aim for DoS attacks [30], [73], [88].

Please refer to Section 2.2.2

5. Jamming Adversaries

Jamming refers to the deliberate transmission of interference signals or noise

on the same frequency bands used by wireless devices, rendering the commu-

nication signals ineffective or unusable. Jamming attacks can be carried out

using various techniques, such as transmitting high-power signals, employ-

ing frequency-hopping techniques, or utilizing wideband interference. The

goal of jamming adversaries is to disrupt wireless communication systems,

prevent legitimate users from accessing networks or services, or interfere

with critical infrastructure [64], [65], [89], [90]. This type of threat may

lead to downtime in the IoT environment due to improper connection to an

authorized node [66], [73], [78], [83].

6. Deprivation Attack
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In a deprivation attack, an adversary overwhelms a system’s resources, such

as processing power, memory, network bandwidth, or storage capacity, by

continuously sending a high volume of legitimate or malicious requests. As

a result, the targeted system becomes overwhelmed, leading to degraded

performance or complete unavailability. Deprivation attacks can have sig-

nificant consequences, including disrupting critical services, causing financial

losses, or impacting the reputation of targeted organizations [64], [67], [79],

[80], [82], [91]–[93].

7. Node Capturing

Node capturing, in the context of cybersecurity, refers to a type of attack

where an adversary gains control over a node within a network, typically

in a decentralized or peer-to-peer system. The captured node can be a le-

gitimate participant in the network or a malicious actor that impersonates

a legitimate node. Once a node is captured, the attacker can manipulate

or disrupt network activities, modify or forge data, launch further attacks,

or exploit the compromised node for unauthorized purposes. Node captur-

ing attacks can be particularly damaging in distributed systems, such as

blockchain networks or peer-to-peer file-sharing systems, as they can under-

mine trust, compromise consensus mechanisms, or compromise the integrity

of the network [67], [68], [70], [74], [80], [94].

8. Malicious Code Injection (MCI) An attacker may exploit a vulnerable

node for example, with maliciously crafted inputs in the memory of the
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node to push it to an action that it is not intended to do [67], [72], [74], [78],

[88]. The ultimate goal of this attack is to take control of the whole IoT

system [80], [80], [84], [95]. Please refer to Section 2.3.3.

9. Side-Channel Attack Unlike traditional attacks that target vulnerabil-

ities in software or hardware, side-channel attacks focus on analyzing the

physical characteristics or observable behaviors exhibited by a system, en-

compassing factors like power consumption, electromagnetic emissions, tim-

ing measurements, or even sound. Through the examination of these side-

channel signals, an adversary can infer confidential information, such as

encryption keys or passwords, without directly attacking the cryptographic

algorithms themselves. Side-channel attacks can be particularly challenging

to defend against since they often exploit inherent physical properties or im-

plementation flaws rather than traditional software vulnerabilities [67], [78],

[82], [84].

Table 2.2 summarizes the IoT security attacks with the corresponding affected

layers from the perspective of the IoT design model shown in Figure 2.1.
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Table 2.2: Summary of Main Existing Attacks in IoT Model

Layer Attack Reference
App. Data Leak [30]

Denial-of-Service [65], [66]
Malicious Code Injection [65]–[70]
Buffer Overflow [64], [68]
Malware Injection [64]
Phishing [64], [65]
SQL Injection [64], [68], [72]

Trans. Denial-of-Service [30], [64]–[66], [66], [70], [81]
Phishing [67]
Routing Attack [67], [73], [74], [78]–[80]
Data Transit [67], [81]
Replay Attack [64], [78]
Sybil Attack [64], [65], [73], [74], [78], [80], [83]
Sinkhole Attack [62], [64], [65], [74], [78], [80], [83], [84]
Session Hijacking [85], [86]
Man-in-the-Middle [64], [65], [70], [72], [74], [78], [80], [83]
Advanced Persistent Threat [67]
Sniffing Attack [64], [84]
Traffic Analysis [64], [74], [78], [80]
Jamming Adversaries [83]

Perc. Denial-of-Service [30], [81], [88]
Malicious Code Injection [67], [72], [74], [78], [88]
Sybil Attack [72]
Physical Attack [69], [74], [79], [80], [82], [84]
Impersonation [87]
Eavesdropping [66], [70]
Jamming Adversaries [64]–[66], [73], [78], [83]
Deprivation Attack [64], [67], [79], [80], [82], [93]
Node Capturing [67], [68], [70], [74], [80]
Side-Channel Attack [67], [78], [82], [84]

2.5 Attacks Based on Access Level

1. Passive Attacks

Passive attacks, in the context of cybersecurity, are a type of attack that

focuses on unauthorized access or information gathering without altering

or disrupting the targeted system or communication. Passive attacks aim
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to passively eavesdrop, intercept, or monitor network traffic or information

without leaving a trace. These attacks can include activities such as network

sniffing, packet capture, or traffic analysis to gather sensitive data or gain

intelligence. Passive attacks can be challenging to detect since they do not

directly impact the targeted system’s functionality [73], [96].

2. Active Attacks

Active attacks, in the context of cybersecurity, refer to a type of attack where

an adversary actively interacts with or manipulates the targeted system or

communication to disrupt, modify, or gain unauthorized access. Unlike pas-

sive attacks that focus on information gathering without altering the system,

active attacks involve actions that directly impact the integrity, availability,

or confidentiality of the targeted system or data. Examples of active attacks

include malware infections, unauthorized system access, data alteration, or

DoS attacks. Active attacks can range from relatively simple exploits to

highly sophisticated techniques employed by skilled adversaries [73], [96],

[97].

2.6 Attacks Based on Geographic Location

1. Insider Attacks

Insider attacks are a type of cybersecurity threat that originate from within

an organization or system, involving individuals who have authorized access

to sensitive resources. These insiders could be employees, contractors, or
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business partners who abuse their privileges or exploit their trusted position

to carry out malicious activities. Insider attacks can take various forms,

such as data theft, sabotage, unauthorized access, or the introduction of

malware or backdoors. Insider attacks can be particularly damaging as they

have legitimate access to critical systems and sensitive information, making

detection more challenging [73].

2. Outsider Attacks

Outsider attacks, in the context of cybersecurity, refer to threats that orig-

inate from external sources or unauthorized individuals without legitimate

authorization seek to gain access to an organization’s systems or resources.

These attackers are typically external actors, such as hackers, cybercrimi-

nals, or state-sponsored groups, who make unauthorized attempts to gain

access, exploit vulnerabilities, or compromise systems for various malicious

purposes. Outsider attacks can take different forms, including phishing, mal-

ware infections, network intrusion, DoS attacks, or exploitation of software

vulnerabilities [73].

2.7 Attacks Based on Data Damage Level

1. Interception

Unauthorized individuals may gain access to confidential data or the envi-

ronment. Interception could be conducted against any stage of the data life

cycle (i.e data at rest, data in use, data in transit). Examples of interception
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attacks are sniffing attacks, traffic analysis, eavesdropping, data leak, and

side-channel attack [98], [99].

2. Interruption

Interruption attacks may cause a network service or an asset of the system

to become unavailable for legitimate use. Interruption could be conducted

against data in transit. Examples of interruption attacks include DoS at-

tack, sinkhole attack, deprivation attack, jamming adversaries, and physical

attack [98], [99].

3. Fabrication

Fabrication attacks may generate illegitimate data, communications, pro-

cesses, or other fake items within IoT systems/networks. Fabrication attacks

could be conducted against any type of data life cycle stages. Examples of

fabrication attacks are MITM attacks, routing attacks, impersonations, and

SQL injection [73], [98], [99].

4. Modification

In modification attacks, an unauthorized party not only gains access to the

data or an asset but also tampers with it. Modification attacks could be

conducted against any stage of the data life cycle. Examples of modifi-

cation attacks are data manipulation attacks, MITM attacks, and routing

attack [73], [98], [99].
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2.8 Attacks Based on Objects of Vulnerability

1. Hardware (Physical) Attacks

An attacker could stay physically close to the IoT devices/network to launch

the physical attack. The most common types of physical attacks are tamper-

ing, jamming adversaries, side channel attack, and deprivation attack [78],

[100].

2. Software Attacks

In this type of attack, software vulnerabilities could be exploited to launch

the attack. Examples of software attacks are viruses, worms, adware, spy-

ware, Trojan horses and malware injection [101].

3. Network Attacks

Network attacks are carried out to cause damage to IoT network systems.

Network attacks may be launched even if they are not close to IoT networks.

The common types of network attacks are traffic analysis attacks, routing

attacks, MITM attacks, sinkhole attacks, Sybil attacks, DoS attacks, and

replay attacks [78], [100].

4. Data Attacks

Numerous security attacks aim to expose sensitive stored or transmitted

data and break the security authentication mechanisms in IoT environments.

Examples of data attacks are data inconsistency, unauthorized access, data

leak and buffer overflow [78].
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2.9 IoT Security Attacks Taxonomy

IoT security attacks can be classified based on many aspects as shown in Fig-

ure 2.2. Different studies classified IoT attacks based on the three-layered ref-

erence architecture [30], [60], [62], [66]. Other studies classified the IoT attacks

based on different architectural reference models (i.e., four/five layers) [64], [65],

[67], [69], [75], [80]. Another IoT attacks taxonomy was based on a novel building-

blocked reference model which composes of four main phases (cloud, network,

edge computing and perception) [84]. In addition, various studies classified IoT

attacks and threats in specific environments and technologies such as WSN and

RFID [30], [92].

Figure 2.2: IoT Security Attacks

On the other hand, several studies categorized IoT attacks based on different

aspects such as access level of the attacks (Active or Passive) [73], [102], location

of the attacks (Insider or Outsider) [73], data damage level (Interception, Inter-

ruption, Fabrication, Modification) [73], objects of vulnerability (i.e. Hardware,
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Software, Network, Data) [73], [78]. Another factor to classify IoT security at-

tacks is based on their impact on the IoT security requirements [103]. Table 2.3

summarizes the existing taxonomies for IoT security attacks.

Table 2.3: Summary of Existing IoT Attacks

Attack Based on Papers

Three-layered Reference Architecture [30], [60], [62], [66]

Four/Five-layered Reference Architecture [64], [65], [67], [69], [75], [80], [84]

Architectural Layers for WSN & RFID [30], [92]

Level of Attack [73], [96]

Location of Attack [73]

Data Damage Level [73]

Objects Of Vulnerability [73], [78]
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CHAPTER 3

INTERNET-OF-THINGS DATA

SECURITY

Data security is of utmost significance for organizations. Safeguarding sensitive

information has become increasingly crucial in today’s digital landscape. Pro-

tecting data ensures the preservation of an organization’s reputation, customer

trust, and overall operational integrity. By implementing robust security mea-

sures, organizations can mitigate the risks of data breaches, unauthorized access,

and malicious activities. The occurrence of data breaches can lead to significant

financial ramifications, legal repercussions, and substantial harm to the reputa-

tion and image of the organization. Moreover, compliance with data protection

regulations is essential to avoid penalties and maintain legal compliance. Priori-

tizing data security enables organizations to maintain a competitive edge, foster

customer loyalty, and establish a strong foundation for sustainable growth. This

chapter elaborates on the need for data security and emphasizes its importance for
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organizations. This chapter also discusses the stages of data security with their

challenges and countermeasures especially in IoT environments. In addition, this

chapter highlights the taxonomy of IoT countermeasures.

3.1 Overview

Over the past few years, the emergence of the IoT has brought about a significant

shift in human-machine interaction [2]. This paradigm shift has revolutionized

various aspects of our lives by enabling physical objects to communicate and

collaborate in order to accomplish specific tasks [3]. The IoT utilizes advanced

technologies such as Internet protocols, WSNs, and embedded devices to make

objects more intelligent [4], [5]. As a result, it has become a popular trend with

far-reaching implications for business operations in the foreseeable future [5].

However, the rapid advancement of IoT also presents considerable challenges

in terms of data security for designing and implementing IoT applications. Since

IoT heavily relies on internet infrastructure, it becomes susceptible to both tradi-

tional and cybersecurity threats. Cyberattacks targeting IoT not only compromise

the functionality of IoT systems but also pose risks to human safety and privacy.

While security countermeasures have been developed since the early stage of the

internet era, they cannot be directly applied to IoT due to the significant differ-

ences in computation, power, and storage capabilities [7].

IoT has witnessed unprecedented attacks which not only affect businesses but

also pose potential risks to human lives. Therefore, it is crucial to develop a
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comprehensive understanding of the threats and available countermeasures. This

chapter conducts an extensive survey on IoT challenges and countermeasures, and

proposes a taxonomy to categorize them based on the three data states (i.e. data

at rest, data in use, and data in transit). This chapter also discusses future

directions for research in this area to develop more effective and efficient security

solutions.

3.2 Data States Security Challenges

According to the 2020 conceptual framework [25], it is clear from the IoT archi-

tecture expressed in Equation (3.1) that data is one of the four vital components

in any IoT system [104].

IoT = Services+Data+Networks+ Sensors (3.1)

In general, data can be classified into three different states, namely, data at

rest, data in use, and data in transit [37], [105], [106] as shown in Figure 3.1. Data

at rest refers to inactive data that is physically stored within storage units such

as data warehouses, databases , spreadsheets, tapes, mobile devices, embedded

Multi-Media Card (eMMC) storage devices, etc., [106]–[111]. Data in use refers

to actively manipulated data that is stored in a temporary digital state, often

residing in volatile memory locations such as RAM, CPU registers, or caches [106],

[108], [112]. Data in transit referring to data that is traversing any type of private

or public communication medium such as internet [37], [107], [108], [110].
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Data at Rest Data in
Transit

Data in Use

Figure 3.1: The Three Data States

Data serves as a fundamental component within IoT systems, and the primary

objective of any computing system is to effectively handle this data [26], [27]. In

an IoT environment, data creation, computation, and management often occur be-

yond the confines of traditional data centers. This presents a significant challenge

as it places the burden on IoT devices to perform resource-intensive computational

tasks, potentially resulting in substantial delays in service response times [27]–[29].

Furthermore, in order to efficiently manage data, certain IoT devices may store

copies of collected data within their local internal storage. However, this practice

introduces a new set of security vulnerabilities, including the risk of data leakage

and data theft [45], [113]. The presence of local data copies can make IoT devices

an attractive target for malicious actors seeking to exploit these vulnerabilities.

IoT comprises a network of interconnected devices that collaborate to generate,

store, and process data across multiple physical locations. These devices are

not confined to a local domain where we have full control. Consequently, this

necessitates the adoption of various communication protocols and intermediate

gateways, which can potentially impede the implementation of certain security

37



measures [45], [114], [115]. Another pressing issue revolves around the challenge

of effectively managing and identifying vulnerabilities in IoT devices, particularly

in light of the constant emergence of critical threats on a daily basis [29], [116].

Controlling and detecting these vulnerabilities poses significant difficulties, further

exacerbating concerns regarding the overall security of IoT systems.

Data at rest presents numerous challenges that warrant attention. One promi-

nent issue lies in the shared utilization of storage among multiple users. This ar-

rangement introduces significant risks, including data leakage, unauthorized data

modification, and data theft, which can compromise the security of the stored

information [78], [117]–[122]. Additionally, the physical location of data adds to

the complexity. Data may reside on diverse media or be distributed across various

physical sites. This dispersion raises concerns regarding the ability to exercise con-

trol over data storage and comply with different data security regulations. Failing

to address these risks adequately can undermine the security and integrity of data

at rest [110], [123]. Moreover, there exist numerous challenges concerning data in

use. Data in use typically pertains to data undergoing processing, thereby increas-

ing the potential for risks throughout various data operations, such as creation and

deletion. Data privacy poses a significant obstacle when it comes to data in use,

as the data owner must guarantee that the information remains confidential and

is not shared with any external parties [78], [124], [125]. An additional peril that

arises in relation to data in use is the issue of data remanence. This predicament

arises when deleted data can be recovered due to inadequate deletion methods.

Insufficiently eradicating data poses a a substantial risk to the integrity and confi-
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dentiality of sensitive information [123]. Furthermore, data in transit is even more

vulnerable compared to data in use and data at rest. [19], [20], [32], [126]. Exten-

sive literature has addressed numerous challenges associated with data in transit,

including the diverse range of channels and communication methods utilized [45]–

[47], [122], as well as the inherent difficulty in making decisions regarding which

data should be protected and which data can be left unprotected [110], [127]. Ta-

ble 3.1 provides a comprehensive overview of the typical challenges encountered

in ensuring data security in IoT. This table serves as a summary of the common

obstacles faced when safeguarding data in IoT environments.

Table 3.1: Challenges of Data Security in IoT

Data State Challenges

Data at Rest

- Shared utilization of storage [78], [117]–[122].

- Data location/Different physical locations [110], [123].

- Inability to control data storage [110], [123].

- Compliance with data security regulations [110], [123].

- Managing/identifying vulnerabilities [29], [116].

Data in Use
- Data Privacy [78], [124], [125].

- Data Remanence Problem [123].

Data in Transit
- Channels/communication diversity [45]–[47], [122].

- Managing/identifying vulnerabilities [29], [116].

39



3.3 Data at Rest Countermeasures

Various security countermeasures have been proposed to safeguard the security

of data at rest. A new efficient and scalable framework based on asymmetric

encryption technique to protect data involved in the cloud was proposed in [128].

The proposed encryption technique in this framework is based on factorizing large

prime numbers which is an open problem in mathematics.

Encryption techniques could be applied for securing the sensitive data stored

in any database or physical storage to add an additional security layer to ensure

the security of that sensitive data when the access control techniques (passwords

and username) fail. Based on this vision, a novel method was proposed in [129]

to safeguard the security of the data at rest in cloud systems. An approach based

on Fully Homomorphic Encryption (FHE) was introduced to protect data at rest

in cloud banking systems supporting many famous languages like Arabic, English,

Chinese, etc. [130]. Another study aimed to reduce the need of extra storage

space was introduced in [131]. The study suggested filtering the data at rest and

then applying mitigation techniques such as biometric or hashing algorithms to

the most important/sensitive data.

A comprehensive study on security countermeasures, guidelines, and threats of

data at rest was introduced in [103]. The study suggested many security measures

to protect data at rest such as Deduplication, Encryption, Blockchain, Access con-

trol, Anonymization, Recovery policy, Distributed data depositories, Physical se-

curity and secure data migration. Moreover, the study proposed a framework that
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illustrates the relationship between the suggested security measures, attacks, and

guidelines. Another comprehensive study identified IoT attacks targeting data at

rest that may be resided either in IoT objects or in the cloud [84]. The study also

suggested numerous countermeasures such as encryption and key management

techniques, backup and retention strategies, digital signature, modern hashing al-

gorithms, homomorphic encryption, protection for live migration of VMs, dynamic

credentials, firewall, trusted cloud computing platform, brute-force scanners and

lockout techniques. Recently, novel approaches were proposed in [132], [133] to

protect data at rest using hardware-based security and passwordless based cryp-

tographic method, respectively.

A new big data security technique was proposed to protect the confidential

data in NoSQL database stores such as Mongo databases by integrating encryp-

tion with data fragmentation using natural language processing detection tech-

niques [134]. Another database security approach was proposed in [135] to pro-

tect data stored in a relational database using Hill encryption technique and XOR

based operation.

A novel and dynamic scalable model was introduced in [105] to safeguard the

security of data at rest in the fog environment and reduce the computation over-

load of the fog node as well. A simple security model to achieve the security in

IoT applications was proposed in [136]. The study categorized the data involved

in IoT into public and private data. Furthermore, the private data was classified

into stored data and data in transit. The study suggested some mitigation tech-

niques such as encryption and data attestation, authentication and authorization
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to protect both the stored data and data in motion.

A new scalable security approach to protect the data at rest was proposed

in [37]. The suggested approach gives the user the opportunity to choose the

appropriate level of security based on the classification of data, enabling the im-

plementation of tailored protective measures commensurate with the sensitivity

and importance of the information. [137].

Information hidden techniques can also be utilized to enhance the security

of data at rest. The authors in [138] proposed a novel technique for protecting

the data at rest, utilizing customizable cloaking sequences that empower users to

selectively safeguard their information. Table 3.2 summarizes violated security

goals, attacks, and countermeasures of the existing studies for data at rest.

3.4 Data in Use Countermeasures

Few studies have been suggested for enhancing the security of data in use. A

general-purpose computation approach using Binary Decision Diagrams (BDD)

was proposed to protect the data in use. The proposed approach depends on

homomorphic operations utilizing the features of BDD in order to transform the

Boolean functions [139]. Another study introduced an approach to assess the

processes of data leakage protection model for data in use [140]. Homomorphic

encryption could also be used to protect data in use [103].

The authors in [141] introduced an extensive security architecture known as

FlexSEE, which is specifically designed for confidential computing in contempo-
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Table 3.2: Summary of Existing Studies for Data at Rest

Ref V.G. Attacks Countermeasure
Solution Technique

[105] - - P Encryption

[37] All Unauthorized Access, P EncryptionData Theft

[128] All Unauthorized Access, P EncryptionTiming, Brute Force
[129] - - P Encryption
[130] - - P Encryption

[131] All Unauthorized Access
P Data Filtering
D/P Biometric
D/P Hashing

[103] All

Misuse of Data Remnants, P Deduplication
Homogeneity, P Access Control
Data Manipulation, P Anonymization
Linkage, Insider, P Encryption
Side-channel, P/M Blockchain
DoS, Identification, M Recovery Policy
Unauthorized Access, P Distributed Data Depositories
Hash Collision P Physical Security

[84] All

Account Hijacking, P Encryption
Data Leak, M Backup
Data Scavenging, D/P Digital Signature
Data Manipulation, D/P Hashing
Hash Collision, P Dynamic Credentials
Brute-Force, P Firewall
DoS D Brute-Force Scanners

P/M Lockout Techniques
[132] - - P/M Hardware-Based Security
[133] All Unauthorized Access P Passwordless Cryptography

[134] C & I Data Manipulation P Encryption
P Data Fragmentation

[135] - - P Encryption

[136] - -
P Encryption
P Authentication
P Authorization

[138] C Unauthorized Access P Data Cloaking
C: Confidentiality I: Integrity D: Detection P: Prevention M: Mitigation V.G.: Violated Goals

rary cloud environments. Unlike traditional approaches, FlexSEE doesn’t rely on

the trustworthiness of system software running on the compute server. It ensures
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that user data is only accessible in a non-privileged mode by a designated program

authorized by the data owner and running on designated hardware. This mecha-

nism effectively safeguards the data from untrusted hardware, hypervisors, oper-

ating systems, or other applications belonging to different users on the compute

server. By implementing FlexSEE, the confidentiality of sensitive information is

significantly enhanced.

Another study [142] concentrated on NoSQL document databases and pre-

sented a novel protection model designed to safeguard sensitive data during its

usage within the database. The proposed approach seamlessly and efficiently en-

crypts sensitive data prior to its storage in the database. The results obtained

from this study demonstrate that the proposed model introduces an additional

layer of security, which can be regarded as a standard solution for mitigating po-

tential attacks on an active database instance. By implementing this model, the

confidentiality of sensitive data is significantly enhanced, providing a reliable de-

fense against potential threats. Table 3.3 summarizes the violated security goals,

attacks and countermeasures of the existing studies for data in use.

Table 3.3: Summary of Existing Studies for Data in Use

Ref V.G. Attacks Countermeasure
Solution Technique

[139] All Brute-force, Inverse Circuit,
Boolean Satisfiability D/M Binary Decision Diagrams

[140] All Insider D/P Data Leakage Protection
[141] All Unauthorized Access P Encryption
[142] All Unauthorized Access P Encryption

D: Detection P: Prevention M: Mitigation V.G.: Violated Goals
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3.5 Data in Transit Countermeasures

Many studies have been proposed to introduce different security solutions to pro-

tect data in transit. A validation algorithm based on hash function was pro-

posed to guarantee the security of data during transmission and thwart any unau-

thorized interception attempts or any objects injection in cloud computing en-

vironments [43]. The proposed validation algorithm could also be used to miti-

gate MITM, which is one of the serious authentication threats in data transmis-

sion [143]–[145]. A new Data Leakage Prevention (DLP) architecture for data in

motion was proposed by [146]. The proposed approach utilizes machine learning

techniques to classify the data into non-confidential and confidential, and then

applies encryption techniques to protect the confidential data, and subsequently

ensuring efficient hardware resources.

A heterogeneous ring signcryption approach was introduced to establish a

robust layer of protection for the data exchange between servers and sensors. The

proposed approach has many special features which make it suitable to protect

the data transmission in the IoT [147], [148]. A data sharing protocol named

certificateless signcryption was proposed to secure data transmission with minimal

overhead [149]. The strength of the proposed protocol’s security stems from the

complexity of bilinear-DHI and Diffie-Hellman inversion. A novel approach for

enhancing the security of data in transit for Cloud-MANET-IoT framework was

proposed to build a secure communication system between IoT nodes [44].

A new approach employing tunable two channel communication was intro-
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duced to mitigate many threats such as data injection, MITM attacks, jamming

attack, and eavesdropping. The proposed approach applies different data split-

ting methods using OMNeT++ simulator to attain the targeted level of data

security, which is good enough for many military and commercial organizations.

The proposed approach overcomes the overhead required by modern cryptography

techniques [150]. A new technique was proposed in [151] to enhance the security

of data at rest and data in transit using segmentation, shuffling, and multikey

encryption. In addition, another approach was introduced in [152] to provide a

service-oriented library, to enhance the security of data transmission as well as

data at rest, which contributes to increasing the confidentiality of devices on the

hardware level. In [153], the authors proposed a new scheme to secure data trans-

mission for big data and industrial IoT. The proposed scheme is based on chaotic

secure communication which is an effective way to address and resolve the data

transmission security issues within industrial IoT environments.

On the other hand, numerous lightweight approaches have been suggested to

enhance communication security in IoT environments. Authors in [48] introduced

a Secure Data Transmission Scheme (SDTS) specifically designed for WSNs. This

scheme involves a hierarchical structure comprising a base station, cluster heads,

and members. The SDTS employs ECC for encrypting and decrypting data trans-

mitted by IoT sensors. It is worth noting that the SDTS offers resistance against

replay and brute force attacks. However, a vulnerability exists in the scheme due

to the interception of ephemeral public keys, which can be exploited by attackers

for MITM attack [154]. Furthermore, the scheme falls short in achieving integrity
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and authentication between cluster heads and their respective members [154]. An

authentication scheme [49] was introduced for IoT systems based on WSNs, em-

ploying ECC and hash functions. The network model encompasses a gateway,

users, and sensors, where both users and sensors are required to authenticate them-

selves to the gateway before initiating data transmission. However, it is crucial

to note that this scheme is susceptible to different threats, including brute force

and replay attacks. Furthermore, the scheme exhibits high computation and com-

munication costs, making it inefficient for deployment in IoT environments [48].

Authors in [51] presented an authentication scheme that relies on ECC and HTTP

cookies to maintain the confidentiality of data transmitted between embedded de-

vices and cloud servers. However, the proposed scheme fell short in achieving both

mutual authentication and integrity [50]. Additionally, it suffers from high com-

putation and communication costs [48]. Another authentication scheme [50] was

proposed for cloud servers and IoT environments. The proposed scheme is based

on ECC and the purpose of its design was to address and overcome the inherent

security vulnerabilities and weaknesses in [51]. The primary limitation of this

scheme is that it does not ensure data integrity. An authentication scheme [50]

was introduced specifically for securing communication between cloud servers and

IoT environments. The system parameters are established and managed by the

cloud server, and throughout the registration procedure, each device is required

to provide its unique ID and password. Following registration, the cloud server

generates and transmits a cookie to the embedded device. This authentication

scheme is based on ECC and aims to address the security vulnerabilities identified
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in [51]. However, the scheme has notable limitations, including the failure to en-

sure integrity and the presence of high communication and computation costs [48].

These limitations necessitate further enhancements to improve the scheme’s effec-

tiveness in guaranteeing data integrity and to optimize its communication and

computation efficiency.

In addition, a new authentication scheme [52] was introduced to safeguard

data transmission across various devices in IoT environments. The proposed

scheme follows a trust-minimized approach and incorporates Physical Unclonable

Functions (PUFs) to streamline the authentication process and mitigate cloning

attacks. However, it is imperative to acknowledge and emphasize that the compu-

tational and communication costs associated with the proposed scheme are sub-

stantial, thereby hindering its efficiency in IoT environments [155]. Consequently,

there is a need for further enhancements to optimize the scheme’s performance

and make it more appropriate for IoT deployments. In [53], researchers intro-

duced a lightweight approach for IoT which is based on Pseudonym Based Cryp-

tography, Identity Based Encryption, and ECC. This approach enables efficient

message communication and authentication between IoT devices and fog nodes.

The scheme successfully achieves authentication and addresses the challenge of in-

tractability among IoT nodes. However, the computational cost of the scheme is

relatively high due to the utilization of pairing operations, which are known to be

resource-intensive processes [52], [53]. A novel key management scheme [156] was

proposed with the aim of preserving data confidentiality during transmission in

IoT-enabled WSNs. This scheme addresses a critical security vulnerability found
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in [157], which lacks session key agreement and mutual authentication. However,

it should be noted that the process of identity authentication requires a substantial

amount of energy expenditure [158]. Nonetheless, the scheme offers a potential so-

lution to overcome this limitation and enhance the overall security of IoT-enabled

WSNs. Authors in [159] introduced a method to enhance the security of data

transmission among a server, a group of sensors, and a third party. The primary

objective of this technique is to reduce energy usage and enhance the efficiency of

sensors. However, the proposed technique fell short in achieving mutual authen-

tication. Furthermore, it exhibits a substantial communication overhead, making

it inefficient for IoT applications based on WSNs. Therefore, there is a need for

further improvements to address these limitations and optimize the technique for

WSN-based IoT scenarios.

Moreover, a novel approach is presented in [160] to establish a model for data

transmission and sinkhole detection. This model incorporates watermarking and

homomorphic encryption techniques. The watermarking technique is employed to

ensure data authentication, while homomorphic encryption is utilized to enable

an efficient means of detecting and preventing sinkhole attacks. However, as in-

dicated in [161], the effectiveness of the model in detecting sinkhole attacks may

be limited in certain scenarios. Therefore, further research and improvements are

warranted to enhance the model’s performance and adaptability in diverse sink-

hole attack scenarios. The authors in [126] introduced an innovative Innovative

Data-in-Transit Defender (DiTD), which aims to guarantee the security of data

during transmission. DiTD offers a unique security framework that harnesses the
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capabilities of advanced cloud computing, this protocol stands out by its distinc-

tive approach. It is meticulously crafted to maximize the utilization of symmet-

ric and asymmetric cryptography, hash functions, and key exchange mechanisms.

Through these optimizations, the protocol significantly enhances the efficiency and

effectiveness of these security components, ensuring a robust and reliable security

foundation. Furthermore, Blockchain technology [162] and quantum cryptogra-

phy protocols [163] are also utilized to provide a safe data transmission for IoT

devices. A novel encryption approach based on quantum walk model was proposed

to secure data transmission in 5G-IoT environments [163]. Table 3.4 summarizes

violating security goals, attacks, and countermeasures of the existing studies for

data in transit.

3.6 Countermeasures Taxonomy

Based on the comprehensive survey presented in this chapter, the countermea-

sures for IoT can be categorized into a taxonomy illustrated in Figure 3.2. This

taxonomy organizes data security measures according to the three states of data,

along with their corresponding countermeasures. The first state to consider is

data at rest, which refers to data residing in various locations such as the data

source, fog, or cloud. A range of countermeasures could be applied to enhance

the security of data at rest including access control [103], [136], blockchain, dedu-

plication, recovery policy [103], data cloaking [138] and hardware-based security

solutions [132]. In addition, encryption and key management techniques play a

50



Table 3.4: Summary of Existing Studies for Data in Transit

Ref V.G. Attacks Countermeasure
Solution Technique

[146] C Data Leakage, P Machine Leaning
Data Theft P Encryption

[147] C, I Chosen Ciphertext P Encryption
[149] - - P Encryption
[152] - - P/M SEcube Platform
[153] C Brute Force P/M Chaotic Secure Communication

[48] All Replay, Sinkhole,
Brute Force P Encryption

[52] C, I Cloning, Physical, D/P Trust Model
Side-Channel P Encryption

[53] C, I
Impersonation,
Replay, MITM,
Forgery

P Encryption

[156] All
Impersonation,
DoS,

P Encryption

Replay D/P Hashing
[159] I Replay P Encryption

[160] A Sinkhole P Encryption
P Watermarking

[126] All

Data Disclosure,
Session Hijacking,
MITM, Replay,
Compromised-key

P Encryption

[163] All Unauthorized Ac-
cess, Brute Force D/P Quantum Walk Algorithm

C: Confidentiality I: Integrity A:Availability D: Detection P: Prevention M: Mitigation V.G.: Violated Goals

major role to protect data at rest. They can be further classified into asymmetric

based encryption framework [128], fully homomorphic encryption [130], biomet-

ric and hashing algorithms [131], passwordless based cryptography [133], digital

signatures [84] and other encryption-based models and protocols [37], [105], [129],

[134], [135]. The second state is the data in use where different security solutions

could be used to protect data in use such as data leakage protection [140], binary

decision diagrams [139] and encryption [141], [142]. Finally, there are several secu-
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rity solutions could be implemented to enhance the security of data transmission

in IoT environments. Encryption and key management techniques are of great

important security solutions, which can be further classified into heterogeneous

ring signcryption [147], certificateless signcryption protocol [149], hash function

algorithms [43], elliptic curve cryptography [48]–[50], [53], pseudonym based cryp-

tography and identity based encryption [53]. Other security solutions could also be

used to protect data transmission including quantum cryptography protocols (i.e.

Quantum walk model) [163], Blockchain [162], Watermarking [160], machine lean-

ing techniques [146], trust model [52] and hardware-based solutions [150], [152],

[153].
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Figure 3.2: Taxonomy of Countermeasures Based on The Three Data States.
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3.7 Concluding Remarks

• Protecting data at rest is of utmost importance for two primary reasons.

Firstly, the constrained capabilities of IoT devices, such as limited mem-

ory capacity, computational power, and bandwidth, hinder the direct im-

plementation of conventional security mechanisms, making it exceedingly

difficult without adjustments. Secondly, there is a lack of established secu-

rity guidelines and proper mitigation techniques for securing data at rest in

IoT environments [103].

• Data in transit is particularly susceptible to security attacks compared to

data in other states. In many cases, data is transmitted between IoT devices

in plaintext, leaving confidential information in enterprise systems vulner-

able. Consequently, it is crucial to protect data in transit from unautho-

rized access and possible threats that that may jeopardize the privacy and

integrity of the transferred information. Additionally, the diverse range of

communication channels in IoT environments necessitates the use of various

communication protocols and techniques, which may hinder the implemen-

tation of certain security solutions.

• It is important to note that no single countermeasure can provide abso-

lute protection against cyber attacks. Therefore, adopting a multi-layered

approach to security, regularly updating security measures, and staying in-

formed about emerging threats are essential practices.

53



3.8 Future Directions

Several promising future research avenues should be investigated by IoT security

society. This section suggests the following directions that could be pursued in

the future:

1. Significant advancements have been made in developing security counter-

measures for traditional computational and communication environments.

However, applying these solutions in the context of IoT presents unique

challenges due to the substantial differences in computation, storage, and

communication capabilities between conventional and IoT devices and func-

tionalities [22]–[24]. As a result, there is a growing need for lightweight and

efficient schemes to ensure secure data transmission in IoT environments.

2. Developing and fine-tuning the internal structure of cryptographic algo-

rithms to be suited for resource-constrained IoT devices. The development

could be done for example by reducing key and block size, designing sim-

ple process to schedule the secret key, introducing simpler block and round

structure,.etc.

3. Providing end-to-end mutual authentication and data integrity properties

is of great essential to guarantee the utmost confidentiality of the sensitive

data of IoT applications. This discipline is continually evolving, and new

developments are being made all the time such as hybrid cryptographic

solutions and emerging new biometric authentication techniques.
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4. Machine learning is one of the revolutionary technologies of the modern day

and becomes the most popular research topic. Additional research should

be conducted to utilize machine learning principles to support the privacy

and security for IoT systems. For instance, machine learning methodologies

could be used to select an appropriate encryption technique dynamically

based on the frequency with which the data being encrypted is accessed.

Another future direction is to develop a predictive model (i.e., machine learn-

ing based IDS for IoT) to identify the common attacks in IoT environments

such as MITM and DoS attacks.

5. To the extent of our knowledge, there is no common standard or method-

ology to assess the existing security solutions for data status. Therefore, it

is recommended to propose a framework of security strategies and counter-

measures to refine and optimize the design of IoT security solutions.
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CHAPTER 4

CRYPTOGRAPHIC

TECHNIQUES

Cryptography assumes a critical and indispensable role within the domain of IoT

and is crucial for ensuring the security and privacy of interconnected devices and

the generated data they produce. The significance of cryptography in IoT lies

in its ability to safeguard confidential data from unauthorized access, tampering,

and interception. The use of cryptographic techniques in IoT systems enables

secure communication between devices, ensuring that data transmitted over net-

works remains confidential and cannot be easily deciphered by malicious actors.

Encryption algorithms are employed to encode data, making it unintelligible to

anyone without the necessary decryption keys.

By leveraging cryptography, IoT devices can authenticate and verify the iden-

tity of other devices, establishing trusted connections within the network. This

authentication process helps prevent unauthorized devices from gaining access to
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the system, safeguarding against potential security breaches. Additionally, cryp-

tography provides integrity and non-repudiation in IoT environments. Through

the use of digital signatures and hashing algorithms, data integrity can be en-

sured, detecting any unauthorized modifications or tampering. Digital signatures

also enable the verification of the source of data, preventing the denial of data

transmission or authentication attempts.

Overall, cryptography is indispensable in IoT as it addresses the critical secu-

rity challenges faced by interconnected devices. By implementing robust crypto-

graphic measures, organizations and individuals can protect sensitive information,

maintain the trustworthiness of IoT systems, and mitigate risks associated with

unauthorized access and data breaches. This chapter presents the basic concepts

and preliminaries related to the modern cryptographic techniques such as Ellip-

tic Curve Cryptography (ECC), Elliptic Curve Menezes-Qu-Vanstone (ECMQV),

and Advanced Encryption Standard (AES).

4.1 Overview

Given the exponential expansion and advancement of internet-based applications

and services, privacy becomes a primary concern. As the privacy of information

and data is important to all organizations and business, cryptography is gaining

the attention of researchers around the world.

Cryptography is defined as the science of secret writing. It is the study and

practice of securing information or data by converting a private message into un-
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readable format such that the message will be hidden from third parties and public

readers. Cryptography satisfies many of security requirements including but not

limited to confidentiality, authentication, integrity, and non-repudiation. Plain-

text or clear text is data that can be understood, viewed, or read without using

any special approaches or measures. Encryption is hiding plain-text such that

it cannot be read or understood. Encrypting a plain-text results in an obscure

semi-random text called cipher-text. Decryption involves the transformation of

cipher-text into its original plain-text form, allowing for the recovery of the un-

derlying message or information. A cryptosystem is a system that provides both

encryption and decryption mechanisms [164].

Confidential information should be encrypted by the sender before transmis-

sion and decrypted by the receiver upon receipt using secret key(s). Modern

cryptography can be divided into two types, namely: symmetric and asymmetric,

based on the type of key(s). Symmetric cryptography involves encryption meth-

ods that utilize a single key for both the encryption and decryption processes,

while asymmetric cryptography employs a pair of mathematically related keys for

encryption and decryption purposes [164]. This distinction between symmetric

and asymmetric cryptography lies at the core of secure communication and data

protection.

In symmetric key algorithms, there are two main classifications: block ciphers

and stream ciphers. Block ciphers operate on fixed-size blocks of data, encrypt-

ing and decrypting them as discrete units. Stream ciphers, on the other hand,

encrypt and decrypt data in a continuous stream, typically one bit or one byte
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at a time [164]. These classifications within symmetric key algorithms provide

different approaches to secure data transmission and storage, allowing for flexibil-

ity in choosing the most appropriate method based on specific requirements and

constraints. The following sections present the basic concepts and preliminaries

related to AES, ECC and ECMQV.

4.2 Symmetric Cryptography

Symmetric cryptography can be defined as a cryptosystem scheme that consists

of sets of transformations. The encryption transformation is defined as Ee : e ∈ K

and the decryption transformation is defined as Dd : d ∈ K, where K is the key

space. In symmetric key encryption schemes it is computationally “easy” to find

d by knowing e only and finding e knowing d. In most of the practical symmetric

cryptosystem schemes we find that e = d, thus they are called symmetric-key

cryptosystem schemes. In the literature, symmetric cryptosystems are referred

to as private key, one-key, and single-key cryptosystem schemes. In symmetric

cryptography, there are two main classifications: block ciphers and stream ciphers.

Block ciphers encrypts blocks of data compared to individual characters in stream

ciphers. One limitation of symmetric cryptosystems is the need for key exchange

schemes [164].
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4.2.1 Advanced Encryption Standard

AES is a block cipher scheme that was developed by the U.S. NIST in 2001. AES

is based on a substitution and permutation design principle. AES functions by

operating on data blocks of a standardized size of 128 bits. It offers support for

key sizes of 128, 192, and 256 bits, which correspond to the number of bits in the

encryption key used. The number of rounds, which determines the complexity of

the encryption process, varies based on the size of the key utilized, with 10 rounds

employed for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for 256-bit

keys. [164]. AES’s establishment as a widely adopted block cipher has made it a

cornerstone of modern cryptographic systems, ensuring secure and efficient data

protection in various applications. As shown in Figure 4.1, the round structure of

AES can be described as follows:

1. Round Key Computation: Using the cipher key, round keys are com-

puted. The computations are based on Rijndael’s key schedule [165]. There-

fore, as the key size of AES increases more round keys can be generated,

increasing by that the number of rounds [164].

2. Add Round Key: In this stage, a bit-wise XOR is performed on every

byte with a block of the round key [164].

3. Substitute Bytes: A non linear look-up table is used to replace each byte

by another [164].

4. Shift Rows: In this stage a circular left shift is used to shift the bytes in
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each row. The rows following the first row, specifically the second, third,

and fourth rows, undergo shifts with respective offsets of one, two, and three

positions [164].

5. Mix Columns: Each column is multiplied by a static known matrix. The

goal of this step is to use invertible linear transformation that provides

diffusion in the cipher-text [164].

Add Round Key

Substitute Bytes

Shift Rows

Mix Columns

Add Round Key

Plaintext

Figure 4.1: AES Round Structure

4.2.2 Limitations of Symmetric Key Cryptography

While symmetric key cryptography offers several advantages such as speed and

efficiency [164], it also has certain limitations that can impact its applicability in

certain scenarios. One major limitation is the key distribution problem. Since

the same key is employed for both the encryption and decryption operations, it
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needs to be securely shared between the communicating parties. This becomes

challenging, especially in large-scale systems where numerous users or devices are

involved. Establishing a secure and reliable key distribution mechanism can be

complex and resource-intensive [96], [166].

Another limitation is the lack of inherent support for secure communication

over an untrusted network. Symmetric key cryptography assumes that the commu-

nicating parties share a pre-established secret key [96], [164], [167], [168]. However,

in scenarios where two parties have no prior communication or trust relationship,

securely exchanging the secret key becomes a significant challenge. This limitation

makes symmetric key cryptography less suitable for applications such as secure

communication over the internet [167], [168].

Furthermore, the scalability of symmetric key cryptography is limited [169],

[170]. In large-scale systems, where multiple users or devices need to communi-

cate securely with each other, the number of keys required grows quadratically.

Managing and securely storing a large number of keys can become impractical

and resource-intensive, making symmetric key cryptography less efficient for such

scenarios [96], [164].

These limitations have led to the development and widespread use of public key

cryptography, interchangeably referred to as asymmetric key cryptography, which

overcomes many of the challenges associated with symmetric key cryptography.

Asymmetric key cryptography offers solutions to the key distribution problem

and enables secure communication over untrusted networks, making it a more

versatile choice in many modern applications [171].
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4.3 Public Key Cryptography

Public key cryptography can be defined as cryptosystem schemes that consist of

sets of transformations. The encryption transformation is defined as Ee : e ∈ K

and the decryption transformation is defined as Dd : d ∈ K, where K is the

key space. In public key cryptosystem schemes, it is practically impossible, in

terms of computational feasibility, to find d by knowing only e. Moreover, given

a random cipher-text c ∈ C and knowing Ee it is computationally infeasible to

find Ee(m) = c. In most of the practical public-key encryption schemes we find

that Ee is a trapdoor one-way function, where d is the information to compute

the inverse function therefore allowing the decryption. In the literature, public

key is referred to as asymmetric key, and two-key encryption schemes [164].

One major concern is the security level of public-key schemes. It is proven

that only the one-time-pad -where the key size is at least as long as the message

to be encrypted- is secure against any attack, given that the attacker has unlim-

ited resources [164]. Unfortunately, there are no known cryptosystem that fulfill

the one-time-pad property. Therefore, all public key cryptosystems are vulner-

able to brute-force attacks. However, brute-force attacks are impractical if the

computation power needed cannot be afforded by all potential attackers – named

by Claude Shannon the “work factor”. Although, by simply increasing the key

length -in many cases-, the work factor can be increased. In other algorithms, the

work factors are very low, making them irrelevant to resist brute-force attacks.

Moreover, specific algorithms have been developed to reduce the effort needed to
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attack public key schemes. In other words, many public key schemes such as RSA

and ElGamal are vulnerable to attacks that are much faster than the brute-force

approach. Nowadays, with the dramatic decrease in the cost of computing power

in addition to new mathematical breakthroughs, work factors have decreased dra-

matically. Some formerly promising public key algorithms have been found to

be vulnerable after major weakness have been discovered. One example is the

’knapsack cryptosystem’ algorithm, which was found to be vulnerable after the

development of Shamir’s polynomial time attack [172]. Moreover, some attacks

target the implementation of a public-key algorithm and not the scheme itself. For

example, side channel attacks target the implementation of an encryption scheme,

and are based on measuring the duration required for an encryption hardware to

transform plain-text into cipher-text, so that it becomes possible to expedite the

search for potential decryption keys. Thus, by just using of asymmetric cryptosys-

tem algorithms, security is not ensured [164].

4.3.1 Elliptic Curve Cryptography

Each public-key cryptosystem is constructed upon a challenging mathematical

problem that renders the computation of the encryption key impractical or un-

feasible. The strength of the corresponding cryptographic system relies on the

relative complexity involved in solving that particular problem. The more chal-

lenging and computationally demanding the problem is, the stronger the system

becomes in terms of its resistance against unauthorized access, tampering, or de-

cryption [96], [164]. Examples of well-known public-key cryptosystems are Rivest-
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Shamir-Adleman (RSA), ECC, ElGamal, Digital Signature Algorithm (DSA), and

Diffie-Hellman. Compared with other well-known public-key cryptosystems, ECC

is more suitable candidate due to its ability to offer high level of security with

significantly smaller key sizes [173]–[176]. Figure 4.2 shows an example of adding

two points (P,Q) on an elliptic curve which is the basic computations operation

on ECC.

Figure 4.2: Point Addition on ECC [1]

Elliptic curves are defined as shown in Equation 4.1 where a1, a2, a3, a4, a5, and

a6 are coefficients; and x and y are variables.

y2 + a1xy + a2y = a3x3 + a4x2 + a5x+ a6 (4.1)

In cryptography, finite fields are used to represent both variables and coefficients.

ECC is implemented with a group of points that satisfy an elliptic curve equation

defined over a finite field. The main cryptography operation in ECC is scalar
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multiplication used to compute Q = kP , where P is a point on the elliptic curve

multiplied by a scalar integer k resulting in a new point Q on the curve. To

execute scalar multiplication, a combination of point addition and point doubling

operations are employed. The main mathematical problem that ECC is based

on is the Elliptic Curve Discrete Logarithmic Problem (ECDLP). Therefore, the

security strength of ECC depends on the hardness of ECDLP. ECDLP states that

given P and Q = kP , it is mathematically infeasible to find k.

Every elliptic curve has two important parameters namely, the elliptic curve

equation and the base point G, that is fixed for every curve. In elliptic curve

cryptosystems, the private key is defined with a large random integer k while the

base point for the curve G defines the corresponding public key [177].

4.3.2 Elliptic Curve Menezes-Qu-Vanstone

ECMQV, a key agreement protocol, has been standardized by Chinese standard

GM/T 0009-2012 (SM2), IEEE 1363, ISO/IEC 15946-3, and ANSI X9.63 [56].

ECMQV is based on ECC and includes an implicit signature authentication

function [178]. ECMQV is an authenticated version of the Elliptic-Curve Diffie-

Hellman (ECDH) with protection against MITM attacks [179], [180]. ECMQV can

be used as a substitute for the use of ECDHE+ECDSA–based authenticated key

agreement technique [181]. Establishing a key agreement system using ECMQV

produces the best outcomes in terms of security and efficiency [180]–[186]. Each

entity in ECMQV protocol has both static and ephemeral private/public key pair.

A shared key is then generated from the ephemeral and static keys, which ensures
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generation of unique shared keys. The steps of ECMQV key agreement protocol

are shown in Figure 4.3. For more details, please refer to Section 6.3.2.

Pre-established (B,b)

Generate (Y,y)

 fromY=yP

Calculate SB=(y + b UB)

Pre-established (A,a)

Generate (X,x)

 fromX=xP

Calculate SA=(x + a UA)

BobAlice

X

Common Key
k=SBX+VASBA k=SAY+VBSAB 

Y

Figure 4.3: ECMQV Key Agreement Protocol

4.3.3 Limitations of Asymmetric Key Cryptography

While asymmetric key cryptography offers several advantages, it also has certain

limitations that should be considered. One limitation is the computational over-

head associated with asymmetric key operations. Asymmetric key algorithms,

such as RSA or ECC, involve complex mathematical calculations that are com-

putationally intensive compared to symmetric key algorithms. As a result, asym-

metric key cryptography tends to be slower and requires more computational

resources, making it less optimal for use in applications that demand real-time

encryption and decryption [187], [188].

Another limitation is the reliance on a trusted public key infrastructure (PKI)

for key management. The foundation of asymmetric key cryptography rests upon

the concept of trust in public key certificates that are issued by a reputable cer-

tificate authority. However, the security of asymmetric key cryptography relies
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heavily on the integrity and trustworthiness of the PKI [96], [164], [189]. If the

PKI is compromised, an attacker can impersonate a legitimate entity or perform

MITM attacks, undermining the security of the communication [96], [164], [190].

Additionally, asymmetric key cryptography exhibits reduced efficiency when it

comes to encrypting substantial volumes of data in comparison to symmetric key

cryptography. Asymmetric key algorithms have a significantly lower encryption

throughput, and using them to encrypt large files or streams can be impractical

and inefficient [191]–[193]. Therefore, a common practice is to use asymmetric

key cryptography for securely exchanging a shared symmetric key, subsequently

utilized for efficient bulk encryption of the actual data [193].

Despite these limitations, asymmetric key cryptography remains a crucial com-

ponent of modern cryptography systems due to its unique capabilities, such as se-

cure key exchange, digital signatures, and key authentication. By understanding

its limitations and leveraging it in combination with symmetric key cryptography,

practitioners can design secure and efficient cryptographic solutions for various

applications [193].

68



CHAPTER 5

LITERATURE REVIEW

Over the past few years, there has been an increasing focus on advancing secure

authentication methods tailored for IoT. A plethora of schemes have been sug-

gested during this period to address the imperative need for ensuring secure and

confidential data transmission within the IoT ecosystems. The rationale behind

this is that IoT devices frequently establish connections with the internet, ren-

dering them susceptible to an array of potential attacks. This chapter provides

overview of efforts documented in various literature for different lightweight data

transmission and authentication schemes have been put forth with the objective

of fortifying the security of data transmission within IoT environments.

5.1 Non-ECC Based Schemes

A novel key management approach [156] was introduced to ensure the secrecy

of data transmission in IoT-enabled WSNs. The scheme suggested to overcome

the main security weakness of [157], which is the lack of session key agreement

69



and mutual authentication. However, performing identity authentication needs a

significant amount of energy [158].

Authors in [159] proposed a technique to secure data transmission between a

server, group of sensors, and a third party. The technique aims to reduce and

improve sensor energy consumption. However, the proposed technique does not

achieve mutual authentication. In addition, it has high communication overhead

which renders it inefficient for WSN-based IoT applications.

An authentication scheme [52] was introduced to protect data transmission

for heterogeneous devices in IoT environments. This scheme is based on the least

trust-required model and utilizes the physical unclonable functions to simplify

the suggested authentication system to mitigate cloning attacks. However, the

computation and communication costs of the proposed scheme are high which

make it inefficient for IoT environments [155].

Authors in [53] introduced a lightweight secure IoT scheme based on

pseudonym based cryptography, identity based encryption and ECC. This ap-

proach facilitates both message communication and authentication between fog

nodes and IoT devices. The scheme achieves authentication and deals with the in-

tractability issue among IoT nodes. However, the computation cost of the scheme

is high as it employs the pairing operation, which is a costly process [52], [53].

Furthermore, a new approach is proposed in [160] to create a data transmission

and sinkhole detection model. The model is based on watermarking and homo-

morphic encryption methods. The watermarking technique is used to achieve data

authentication whereas homomorphic encryption is used to provide efficient way
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Table 5.1: Limitations of Exiting Non-ECC Based Schemes

Ref. Limitations
[156] Performing identity authentication needs a significant amount of energy [158].

High computation cost [52], [158].
Mutual authentication property is not achieved.

[159] Vulnerable to MITM attack.
High communication cost.

[52] High computation and communication costs [155].
[53] High computation cost [52], [53].
[160] Ineffective for detecting sinkhole attacks [161].

High communication and computation costs [194]–[196].
[42] Computation cost should be considered to evaluate network performance [42].
[39] Inefficient energy consumption [39].

to detect and prevent sinkhole attack. However, according to [161], the model

proved ineffective for detecting sinkhole attacks in certain situations.

Li. et al. [39] proposed new approach to fortify the security of data trans-

mission for WSNs. This approach is based on Paillier encryption algorithm and

hash function. The proposed scheme applies deep learning techniques to accom-

plish efficient data sampling and compression. Then, Paillier encryption and hash

function are used to achieve data integrity and confidentiality. The scheme needs

more improvement to solve patio-temporal redundancy in order to enhance the

scheme’s energy efficiency.

Authors in [42] proposed lightweight algorithm to enhance WSNs security by

integrating two security protocols. The proposed algorithm achieves confidentially

and integrity and enhances network’s energy cost. The study can be improved

further, and the computation cost should be considered while evaluating the net-

work performance [42]. Table 5.1 lists the non-ECC based related works discussed

in this section and summarizes their limitations.
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5.2 ECC Based Schemes

Various lightweight schemes have been introduced to fortify the security of data

transmission in IoT environments. The authors in [48] proposed Secure Data

Transmission Scheme (SDTS) in WSNs. The model consists of a base station,

cluster heads and members. The scheme utilizes ECC to encrypt and decrypt

transmitted data between IoT sensors. SDTS is resistant to replay and brute

force attacks. However, the ephemeral public keys used to generate the shared key

are susceptible to interception by any attacker, making them vulnerable to MITM

attack [154]. In addition, the scheme does not achieve integrity and authentication

between cluster heads and their members [154].

Another authentication scheme based on ECC and hash functions was pro-

posed for WSN-based IoT systems [49]. The network model consists of gateway,

users, and sensors. Users and sensors must authenticate themselves to the gate-

way before transmitting data between each other. This scheme is vulnerable to

various attacks such as brute force and replay. In addition, the computation and

communication costs of the scheme are high which render it inefficient for IoT

environments [48].

Authors in [51] introduced another authentication scheme based on ECC and

HTTP cookies to ensure the secrecy of transmitted data between embedded de-

vices and cloud servers. The devices and cloud servers need to authenticate each

other and agree on a secret key which is used to encrypt transmitted messages.

This scheme fails to achieve integrity and mutual authentication [50], and has
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high computation and communication costs [48].

An authentication scheme [50] was proposed for cloud servers and IoT environ-

ments. The scheme is composed of three phases, namely initialization, registration,

login and authentication. The system parameters are set by cloud server. To reg-

ister, each device needs to provide its ID and password. The cloud server then

generates and sends a cookie to the embedded device. The scheme is based on

ECC and it is designed to address security flaws in [51]. The scheme’s major

limitations are not ensuring data integrity and having high communication and

computation costs [48].

In recent years, there has been an increasing focus on the advancement of se-

cure authentication schemes specifically designed for the IoT. Dang et al. [197]

proposed one of the recent secure authentication ECC-based schemes which offers

efficient energy consumption and direct communications between devices. An-

other recent authentication scheme for IoT is the one proposed by Panda and

Chattopadhyay [198]. This scheme uses ECC to provide secure mutual authenti-

cation between cloud servers and IoT devices. The implementation of this scheme

is straightforward, making it highly accessible for deployment across a wide range

of IoT applications. A novel, lightweight protocol has been introduced in [199] to

enable end-to-end authentication using ECC. This meticulously designed protocol

addresses and surpasses the inherent security vulnerabilities (i.e. forward secrecy,

key control) of an earlier scheme proposed by Li et al. [200]. The Sowjanya

et al. [199] protocol achieves much higher security standards in three well-defined

phases, namely, Initialization, registration and authentication. The first phase en-
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tails the definition of the system’s parameters. In the next phase, each user needs

to register with the network manager to receive authentication parameters for the

system. In the third phase, the user’s credentials are verified by the application

server before being granted access to medical services. Sowjanya et al.’s protocol

focuses on securing the communication between users and the application server

using ECC. This advanced technique is employed to protect data transmission

against cyber threats. The use of this technology coupled with the three-phase

authentication process provides a robust framework for securing sensitive medical

data.

In the realm of RFID security, Das et al. [201] developed a protocol for au-

thentication that upholds the privacy of tags and enables mutual authentication of

reader and tag. The approach involves using the public key of both components

as their ID while keeping their private key concealed. The protocol is carried

out in two phases. Firstly, during the setup phase, a one-time computation is

carried out and stored for future use when tags are added or removed from the

RFID system. Secondly, in the authentication phase, the reader and tag engage

in on-demand communication. In a similar vein, Kalra and Sood [51] developed

an authentication scheme based on ECC and HTTP cookies to ensure the secrecy

of IoT systems. However, Chang et al. [202] identified two significant challenges

associated with this approach: the attainment of mutual authentication and the

generation of session keys were deemed unachievable. In an effort to address the

shortcomings of Kalra and Sood’s approach [51], Chang et al. [202] introduced

an enhanced technique that sought to rectify its deficiencies. Nevertheless, it was
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later revealed by Wang et al. [203] that the Chang et al. technique still lacked

security, as an attacker could impersonate the server and establish a connection

with a known device. A new approach was proposed in [203] to address security

risks in the IoT network, allowing for secure communication between known de-

vices and a server. This approach enables devices to communicate with a server

without compromising their privacy, ensuring that the IoT ecosystem remains se-

cure. By utilizing these methods, security protocols can be enhanced to prevent

malicious actors from compromising the security of the IoT environment. The au-

thors in [204] proposed a three-phase method to address privacy and information

security concerns in IoT systems. In the first phase, to secure future communica-

tions, a distinct key is exchanged between child and parent nodes for encryption

purposes. The second phase involves the encryption of data with different keys

during intra-cluster communications, with updating the keys at each connection

to ensure security. The third phase incorporates an authentication protocol for

inter-cluster communications to prevent malicious nodes from joining the network.

This serves as a safeguard to shield the network against unauthorized access and

data tampering. Additionally, the authors demonstrated a notable enhancement

in the network’s performance through the implementation of the proposed method.

Table 5.2 shows a summary of the ECC-based related works discussed in this sec-

tion.

75



Table 5.2: Summary of Exiting ECC-Based Schemes

Ref. Math. Model Simulation Performance Metrics
[48] 3 7 Communication, Computation costs
[49] 3 7 Communication, Computation, Storage costs
[50] 3 7 Communication, Computation, Storage costs
[51] 3 7 Communication, Computation, Storage costs

[197] 3 3 Computation, Storage costs
[198] 3 3 Communication, Computation, Storage costs
[199] 3 7 Communication, Computation, Storage costs
[200] 3 7 Computation cost
[201] 3 3 Communication, Computation costs
[202] 7 7 -
[203] 3 7 -
[204] 7 3 Computation cost

5.3 Lightweight ECC-Based Schemes Limita-

tions

Table 5.3 lists the ECC-based related works discussed in Section 5.2 and summa-

rizes their limitations. As shown in Table 5.3, several schemes have been proposed

to fortify the security of data transmission in IoT [48]–[51], [197]–[201], [204]. How-

ever, they suffer from various security weaknesses such as MITM attack [48], [200],

[201], brute force attack [49], [198]–[201], [204], and lack of integrity [48], [50], [51]

and mutual authentication [48], [51]. Although some of the proposed schemes

achieved various security requirements, their main drawback is high communica-

tion and computation costs [48], [197]–[200], [204]. This motivated us to propose

a scheme to fill these gaps. As such, the proposed scheme will have the following

properties: (a) ensures confidentiality, integrity, and end-to-end mutual authenti-

cation, (b) resists MITM, replay, and brute force attacks, and (c) is scalable and
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lightweight in terms of communication and computation costs.

Table 5.3: Limitations of Exiting Lightweight ECC-Based Schemes

Ref. Limitations
[48] Data integrity and mutual authentication are not achieved [154].

Subject to MITM attack [154].
[49] Vulnerable to brute force and replay attacks [48].

High communication cost [48].
[50] Data integrity is not achieved [48].

High communication and computation costs [48].
[51] Data integrity and mutual authentication are not achieved [50].

High communication and computation costs [48].
[197] High computation costs [197].
[198] High communication and computation costs [198].
[199] High communication and computation costs [199].
[200] Subject to MITM attack [200].

High communication cost [200].
[201] Subject to MITM attack [201].
[204] High computation costs [204].
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CHAPTER 6

PROPOSED LIGHTWEIGHT

SECURE DATA

TRANSMISSION SCHEME

A typical IoT ecosystem contains three layers namely, things, Fog, and Cloud.

In the first layer, different data sources or things are connected to the Fog layer

where more powerful nodes are available for data processing. On the other hand,

the cloud layer offers a comprehensive and worldwide solution capable of manag-

ing vast volumes of data and expanding seamlessly through increased computing

and storage capacity. To fully leverage the vision of IoT, the initial crucial step

involves meticulously examining the data sources. These devices are employed to

collect and distribute data, facilitating its widespread availability. Unfortunately,

unsecure data dissemination will render IoT applications unreliable. Therefore,

sensed as well as aggregated data must be disseminated in a secure fashion. Un-
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fortunately and due to constrained resources in terms of storage, computing power,

energy, and communications capabilities; lightweight secure and scalable dissemi-

nation schemes should be considered. This chapter describes the proposed LSDT

scheme architecture and phases. In addition, this chapter discusses the trade-offs

made as a result of the proposed scheme in different aspects, namely security, per-

formance, resource utilization, and energy efficiency. Furthermore, this chapter

presents the proposed scheme applications in wireless networks.

6.1 LSDT Architecture

WSNs are at the heart of IoT architectural implementation [205], [206]. WSNs,

have played a pivotal role in the development of IoT technology which is proven

to have a significant influence on the twenty-first century [207]–[210]. Because of

their extensive usage in many vital and essential applications, WSNs have been

regarded as one of the most important topics of study [156], [211]–[213]. Despite

WSN-based IoT applications having significant use cases in intelligent environ-

ments, their adoption is difficult due to energy constraints in sensor nodes. WSNs’

principal design goal is to maximize energy efficiency which can be achieved by

reducing the computation and communication costs [205], [206], [214]. The con-

strained resources available in WSNs also make implementing security solutions

challenging, making them vulnerable to cyber security threats [215].

Due to these reasons, this thesis proposes an LSDT scheme for WSNs. The

network architecture of the proposed LSDT scheme shown in Figure 6.1 is com-
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posed of the Base Station (BS) and the number of sensors. The BS is assumed

to be a reliable, secure, and powerful computing device. The sensors are grouped

into clusters to reduce the total power consumption of the network. Each cluster

is represented by a Cluster Head (CH) and each sensor is referred to as a Cluster

Member (CM). The CMs gather sensed data and transmit it to CHs using one-

hope communication. The CHs gather the sensed data collected by CMs and

forward it to the BS.

Each entity x in LSDT architecture has a static public key, namely KSPu
x and

static private key, namely KSPr
x . Similarly, x has an ephemeral key pair, namely,

(KEPu
x , KEPr

x ). In addition, two entities x and y can share a key represented as

KSh
x,y. The architecture uses C(m) to represent the ciphered message m while V (z)

is the Message Authentication Code (MAC) function output. Table 6.1 lists the

notations used in the proposed scheme.

Base Station

Cluster Head

Cluster Member

Sensed Data

Aggregated
Data

Figure 6.1: Network Architecture

80



Table 6.1: Proposed Scheme Notations

Notation Description

p Large prime number

Fp Prime field

G, q Base point G of prime order q

KSPu
x Node x static public key

KSPr
x Node x static private key

KEPu
x Node x ephemeral public key

KEPr
x Node x ephemeral private key

sA, sB Implicit signatures

KSh
x,y Shared key between node x and node y

KPSh
x,y Pre-shared key between node x and node y

CKSh
x,y Ciphered shared key between node x and node y

C(m) Ciphered exchanged message m

V (z) MAC function output

E(K,m) Symmetric encryption of message m using key K

D(K,m) Symmetric decryption of message m using key K

6.2 LSDT Overview

LSDT combines both symmetric and asymmetric protocols into one scheme to

enhance performance and security as well as reduce the network’s energy cost.

LSDT uses symmetric key-based protocol to ensure authentication between BS

and CHs because of the following reasons: (a) symmetric key protocol consumes
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less energy [184], [185], (b) although the communication cost is high in large

networks [184], [185], this communication cost is minimized since the number of

CHs are much smaller than CMs, and (c) processing time is minimal in symmetric

key protocols since there is no need to perform any complex computations [184],

[185]. This relieves CHs already overloaded with other tasks such as gathering

and forwarding messages.

In addition, LSDT utilizes ECMQV, which is an asymmetric key protocol, to

guarantee authentication between CHs and CMs for the following reasons. First,

the ECMQV protocol is appropriate for a large number of sensors or when there

is more than one-hope communication between CMs and BS [184], [185]. Second,

the total amount of communication messages required for ECMQV is small [184],

[185]. Specifically, authors in [216], [217] reported that ECMQV takes only two

communication messages. Therefore, this improves the power consumption of the

scheme. Finally, since ECMQV is lightweight [183]–[185], CMs are capable of

performing ECMQV computation operations.

Using only symmetric-key protocols all the time has certain limitations that

can impact its applicability in some scenarios. One major limitation is the key

distribution problem. This becomes challenging, especially in large-scale systems

where numerous users or devices are involved. Therefore, establishing a secure and

reliable key distribution mechanism can be complex and resource-intensive [96],

[166]. In addition, the scalability of symmetric key cryptography is limited. In

large-scale systems, where multiple users or devices need to communicate securely

with each other, the number of keys required grows quadratically in terms of the
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number of users, while it grows linearly in case of asymmetric key. Managing

and securely storing a large number of symmetric keys can become impractical

and resource-intensive, making symmetric key cryptography less efficient for such

scenarios [96], [164].

Furthermore, using only asymmetric-key protocol consistently will increase

the computation cost, since asymmetric key computations are costly [187], [188].

Having a pair of public and private keys for each node is computationally intensive

and requires more computational resources especially with CHs already overloaded

with other tasks such as gathering and forwarding messages. That’s why we

propose a hybrid scheme that combines the security features of asymmetric-key

protocols and the low cost of symmetric-key protocols.

6.3 LSDT Phases

To achieve its objectives, LSDT scheme utilizes three phases as shown in Fig-

ure 6.2. These phases are initialization phase, key establishment phase, and data

transmission phase. It should be noted that the research community uses key

generation and key establishment interchangeably.
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ECMQV to generate 
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Initialization 
Phase

Key Establishment 
Phase

Data Transmission 
Phase

Figure 6.2: Proposed Scheme Phases

6.3.1 Initialization Phase

In this phase, we assume that a pre-shared key KPSh
BS,CH is established securely. In

addition, the BS generates the scheme parameters including the elliptic curve E

over Fp, G, q, and publishes these parameters to CHs and CMs. We also assume

that the BS sends the static private and public keys offline or through a secure

channel to both CMs and CHs before their deployment into the system, which

is common practice [201], [218], [219]. The public key, either static or ephemeral,

is derived from its corresponding private key as shown in Equation 6.1.

KSPu
x = KSPr

x ∗G (6.1)

Each CM and its CH also exchange their static public keys. This is needed for

generating the shared key between CM and CH using ECMQV protocol during

the next phase as described in Section 6.3.2. It should be noted that the initial-

ization phase is only done once which aims just to generate and set the scheme
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parameters. Hence, this phase is not included in the performance analysis of the

scheme [48]–[50].

6.3.2 Key Establishment Phase Between CM and CH

Three steps are established in this phase. In the first step, the CM generates

KEPr
CM and then calculates KEPu

CM . Similarly, the CH generates KEPr
CH and calculates

KEPu
CH . In the second step, both CM and CH exchange their ephemeral public

keys. Finally, the CM and CH need to generate the implicit signature to calculate

the shared key as shown in Algorithm 1.

Algorithm 1 ECMQV Key Derivation for CM
Input: ECC parameters: E, p, G, q. Private keys: KSPr

CM , KEPr
CM . Public keys: KSPu

CH , KEPu
CH

Output: Shared key KSh
CM,CH ∈ E(Fp)

1: m← ⌈ (log2 q)
2
⌉ ▷ [m is the half bit length of q]

2: uA ← (ux mod 2m) + 2m ▷ [ux is the x-coordinate of KEPu
CM ]

3: sA ← (KEPr
CM + uA ·KSPr

CM ) mod q ▷ [Implicit Signature]
4: vA ← (vx mod 2m) + 2m ▷ [vx is the x-coordinate of KEPu

CH ]
5: zA ← sA · vB mod q
6: KSh

CM,CH ←MPM(sA ·KEPu
CH + zA ·KSPu

CH )

It should be noted that two scalar multiplications and a point addition are

needed for a straightforward implementation of the Multiple Point Multiplication

(MPM) operation (line 6 in Algorithm 1). However, Shamir’s method [220]–[223]

allows to compute that with a cost close to one scalar multiplication as shown

in Algorithm 2 and hence speeding up the computation process of the ECMQV

protocol. This optimization is done by executing the elliptic scalar multiplication

operations concurrently, especially with the pre-computed stage (line 1 in Algo-

rithm 2). The identical bits of k and l are scanned from most significant to least

significant bit. The intermediate value (line 2 in Algorithm 2), which is initially
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set to infinity, is doubled for each bit as shown in line 4 in Algorithm 2. If the

location of the scanned bit is (ki = 1, li = 0), (ki = 0, li = 1), or(ki = 1, li = 1),

then P , Q, or P +Q is added to the intermediate value, respectively as shown in

lines 5− 13 in Algorithm 2.

Algorithm 2 Multiple Point Multiplication (MPM)
Input: The points P,Q ∈ E(Fp), two positive m-bit integers (scalars): k =

∑m−1
i=0 2iki, l =

∑m−1
i=0 2ili

where ki, li ∈ {0, 1} and P = KEPu
CH , Q = KSPu

CH , k = sA, l = zA
Output: R = k · P + l ·Q ∈ E(Fp)

1: Z ← P +Q ▷ [Pre-computation Stage]
2: R← O
3: for i← m− 1 to 0 do
4: R← R+R ▷ [Point Doubling]
5: if (ki = 1) and (li = 0) then
6: R← R+ P
7: end if
8: if (ki = 0) and (li = 1) then
9: R← R+Q

10: end if
11: if (ki = 1) and (li = 1) then
12: R← R+ Z
13: end if
14: end for
15: return R

6.3.3 Key Establishment Phase Between BS and CH

This phase is illustrated in Algorithm 3. Each CH generates KSh
BS,CH and encrypts

it using KPSh
BS,CH which is established securely between the BS and CHs during

the initialization phase as shown in lines 2 and 3. In lines 4 − 6, CH sends the

encrypted shared key CKSh
BS,CH along with V (KSh

BS,CH) to BS, where V (KSh
BS,CH) is

the output of hashing CKSh
BS,CH with KPSh

BS,CH using the 256 hash function. Finally,

CH cancels KPSh
BS,CH and a new pre-shared key is generated for the next round of

the protocol to enhance the security of the scheme. It is noteworthy that the

pre-shared key could be considered as a nonce in the proposed scheme in order to

be resistant against replay attacks.
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When the BS receives the data transmitted from CH, the BS calculates

(V (KSh
BS,CH))’ and verifies the matching between the recalculated hash function

and the received one V (KSh
BS,CH). If there is no matching, it rejects the message.

Otherwise, it decrypts CKSh
BS,CH using KPSh

BS,CH to get KSh
BS,CH and saves it as a

shared key between BS and CH as demonstrated in lines 9− 12. The flow chart

of this phase is illustrated in Figure 6.3.

Start Input: KPSh
BS,CH

CH generates KSh
BS,CH

CH computes
CKSh

BS,CH , V (CKSh
BS,CH)

CH sends
CKSh

BS,CH , V (CKSh
BS,CH)

to BS

BS computes
V (CKSh

BS,CH)
′

V ′
?
= V

BS computes
CKSh

BS,CH

Output: KSh
BS,CH Stop

Yes

No

Figure 6.3: Key Establishment (CH-BS) Phase Flow Chart

Doing these steps guarantees establishing a shared key securely where only CH

and BS have access to KSh
BS,CH since it is encrypted by the pre-shared key which

is known only to CH and BS. To verify the CH, the CH generates KSh
BS,CH (as a

nonce), encrypts it using KPSh
BS,CH , and sends the message (encrypted nonce) to the

BS. The BS decrypts the message and hence authenticates CH. To authenticate

BS to CH, as shown in lines 13 − 14, the BS generates a new pre-shared key

(KPSh
BS,CH)

′ to be used for the next round. The new pre-shared key is sent to

CH encrypted using KSh
BS,CH which is known only to BS and CH. Therefore,

(KPSh
BS,CH)

′ can be accessed only by CH.
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Algorithm 3 Key Establishment Between BS and CH
Input: KPSh

BS,CH

Output: KSh
BS,CH received by BS

1: for each CH do
2: Generate KSh

BS,CH

3: Compute CKSh
BS,CH = E(KPSh

BS,CH ,KSh
BS,CH) ▷ [Encrypt KSh

BS,CH using KPSh
BS,CH ]

4: Compute V (KSh
BS,CH) = MAC(KPSh

BS,CH , CKSh
BS,CH)

5: Send (CKSh
BS,CH , V (KSh

BS,CH)) to BS

6: Cancel KPSh
BS,CH

7: end for
8: for each CKSh

BS,CH and V (KSh
BS,CH) received by BS do

9: Compute (V (KSh
BS,CH))′ = MAC(KPSh

BS,CH , CKSh
BS,CH)

10: if ((V (KSh
BS,CH))′ = V (KSh

BS,CH)) then
11: Compute KSh

BS,CH = D(KPSh
BS,CH , CKSh

BS,CH) ▷ [Decrypt CKSh
BS,CH using KPSh

BS,CH ]
12: Keep KSh

BS,CH in database as a shared key.
13: Generate (KPSh

BS,CH)′ ▷ [A new key for the next run]
14: Send E(KSh

BS,CH , (KPSh
BS,CH)′) to CH ▷ [Encrypt (KPSh

BS,CH)′ using KSh
BS,CH ]

15: end if
16: end for

6.3.4 Data Transmission Phase

The details of this phase are described in Algorithm 4. The data m sensed by

the CM is encrypted using KSh
CM,CH which is shared between each CM and its

CH. The CM then sends the encrypted data C(m) along with the resulting hash

output V (m) to the CH as shown in lines 1− 5.

After receiving the encrypted message from its CMs, the CH checks if the

recalculated hash function (V (m))’ matches the received hash function V (m). If

there is a match, it decrypts C(m) using KSh
CM,CH to get m. After gathering the

message from all CMs, the CH aggregates and encrypts the sensed data using

KSh
BS,CH . Finally, the CH sends the encrypted sensed data C(m) along with V (m)

to the BS as demonstrated in lines 6− 14.

Upon receiving C(m) and V (m), the BS verifies (V (m))’ and V (m). If no

match is found, the communication message is ignored. Otherwise, the BS de-
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Figure 6.4: Data Transmission Phase Flow Chart

crypts C(m) using KSh
BS,CH to get m as shown in lines 15− 20. The flow chart of

this phase is highlighted in Figure 6.4.

Algorithm 4 Data Transmission Phase
Input: Sensed data m by CM , KSh

CM,CH and KSh
BS,CH

Output: Received data m by BS

1: for each m sensed by CM do
2: Compute C(m) = E(KSh

CM,CH ,m) ▷ [Encrypt m using KSh
CM,CH ]

3: Compute V (m) = MAC(KSh
CM,CH , C(m))

4: Send (C(m), V (m)) to CH.
5: end for
6: for each C(m) and V (m) received by CH do
7: Compute (V (m))′ = MAC(KSh

CM,CH , C(m))
8: if ((V (m))′ = V (m)) then
9: Compute m = D(KSh

CM,CH , C(m)) ▷ [Decrypt C(m) using KSh
CM,CH ]

10: Compute C(m) = E(KSh
BS,CH ,m) ▷ [Encrypt m using KSh

BS,CH ]
11: Compute V (m) = MAC(KSh

BS,CH , C(m))
12: Send (C(m), V (m)) to BS
13: end if
14: end for
15: for each C(m) and V (m) received by BS do
16: Compute (V (m))’ = MAC(KSh

BS,CH , C(m))
17: if ((V (m))’ = V (m)) then
18: Compute m = D(KSh

BS,CH , C(m)) ▷ [Decrypt C(m) using KSh
BS,CH ]

19: end if
20: end for
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6.4 The Trade-offs of LSDT Scheme

The proposed LSDT scheme combines symmetric and asymmetric protocols to

enhance performance, security, and reduce energy costs. Let’s discuss the trade-

offs in different aspects:

• Security: The symmetric key-based protocol used for authentication be-

tween the BS and CHs may provide efficient authentication but lacks the

strong security guarantees of asymmetric key protocols. Symmetric key

protocols are vulnerable to key distribution issues, and if the key is compro-

mised, it can lead to a complete security breach. On the other hand, the

asymmetric key protocol, ECMQV, used for authentication between CHs

and CMs, offers stronger security due to the use of public-private key pairs.

This trade-off sacrifices some security strength in the BS-CH authentication

for the efficiency and reduced communication overhead.

• Performance: Symmetric key protocols are known for their efficiency and

low processing time since they do not involve complex computations. This

makes them suitable for authentication between the BS and CHs, which

are already burdened with other tasks. On the other hand, the asymmetric

key protocol, ECMQV, requires more computational overhead due to the

involved mathematical operations such as elliptic curve scalar multiplica-

tion. However, the total amount of communication messages required for

ECMQV is reported to be small [184], [185], which helps reduce the overall

communication cost.
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• Resource Utilization: By using symmetric key-based authentication be-

tween the BS and CHs, the proposed scheme reduces the burden on CHs,

which are already overloaded with tasks like message gathering and forward-

ing. This allows them to allocate their limited resources more efficiently.

However, the use of the asymmetric key protocol, ECMQV, for CH-CM

authentication may require additional computational resources on the CM

side, as they need to perform ECMQV computation operations. The scheme

assumes that CMs are capable of handling these operations efficiently. How-

ever, since ECMQV is lightweight [183]–[185], it is not a big burden on CMs

to perform ECMQV computation operations since it is only done once dur-

ing the key establishment phase.

• Energy Efficiency: The use of symmetric key-based authentication be-

tween the BS and CHs is justified based on the assumption that it consumes

less energy compared to asymmetric key protocols. Symmetric key protocols

typically involve simpler operations, requiring less computational effort and

reducing energy consumption. This benefits the energy-constrained CHs. In

addition, the smaller number of CHs compared to CMs helps minimize the

communication cost of the proposed scheme.

In summary, the trade-offs made in the proposed LSDT scheme include sacrific-

ing some security strength in the BS-CH authentication for efficiency and reduced

communication overhead. The scheme leverages the energy efficiency of symmetric

key protocols for BS-CH authentication, while using the stronger security guaran-
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tees of the asymmetric key protocol, ECMQV, for CH-CM authentication. The

trade-offs aim to optimize performance, security, resource utilization, and energy

efficiency based on the specific requirements and constraints of the network.

6.5 LSDT Applications in Wireless Networks

The proposed LSDT scheme has potential applications in various wireless network

scenarios where efficient data transfer, scalability, and energy savings are impor-

tant considerations. Here are some use cases that demonstrate the applicability

of the LSDT scheme:

• IoT Networks: In IoT networks, where a large number of sensors are

deployed to collect data from the environment, LSDT can be beneficial.

The use of cluster heads in LSDT allows for efficient data aggregation and

transmission, reducing the number of direct sensor-to-base station communi-

cations. This helps in conserving energy and improving scalability, making

it suitable for IoT deployments in smart cities, industrial monitoring, and

environmental monitoring.

• Wireless Networks: WSNs consist of densely deployed sensor nodes that

collaboratively monitor environmental conditions. The LSDT scheme can be

applied in WSNs to improve data collection and transmission efficiency. By

utilizing cluster heads, LSDT reduces the energy consumption of individual

sensors and enables scalable network operation. This makes it applicable in
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applications such as habitat monitoring, precision agriculture, and wildlife

tracking.

• Wireless Surveillance Systems: In wireless surveillance systems, LSDT

can enhance the scalability and efficiency of data transmission. By employ-

ing cluster heads, the scheme reduces the burden on individual surveillance

cameras and facilitates aggregated data transfer to the base station. This

can be useful in scenarios like large-scale video surveillance in public areas,

where efficient utilization of bandwidth and energy is crucial.

• Mobile Ad Hoc Networks (MANETs): MANETs are self-configuring

networks of mobile devices without a fixed infrastructure. The LSDT scheme

can be adapted to MANETs to improve their scalability and energy efficiency.

By introducing cluster heads, LSDT can help in organizing the network

into clusters, reducing the overhead of node-to-node communication and

facilitating efficient data transfer. This can be valuable in scenarios such as

disaster response, military operations, and vehicular networks.

• Wireless Sensor-Actuator Networks: In networks where sensor nodes

are interconnected with actuators to enable control and actuation of physical

systems, LSDT can play a role in enhancing the network’s performance. By

utilizing cluster heads, the scheme reduces communication overhead and

energy consumption, allowing efficient coordination between sensors and

actuators. This can be applied in applications like industrial automation,

smart buildings, and healthcare monitoring.
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In summary, the proposed LSDT scheme is versatile and can be applied across

various industries within the WSN-based IoT domains including e-healthcare sys-

tems, smart cities, and critical infrastructure systems like oil and gas supply, and

power grids. The LSDT scheme addresses the crucial aspects of data security and

authentication, which are integral to the seamless integration between IoT devices.

Ensuring the security and integrity of data transmitted between IoT devices is of

paramount importance in industries relying on IoT technology. By implementing

LSDT scheme, organizations across diverse sectors can enhance the protection

of sensitive data, establish secure communication channels, and authenticate the

devices connected to the IoT network. For example, by applying LSDT scheme

in e-healthcare systems, patients can establish secure and trustworthy commu-

nication channels with authorized doctors. Moreover, this scheme ensures the

protection and confidentiality of all information exchanged between the patients

and doctors, enhancing the overall security of the system. In conclusion, the LSDT

scheme finds application in various wireless network scenarios where efficient data

transfer, scalability, and energy savings are critical. Its use cases include IoT

networks, wireless sensor networks, wireless surveillance systems, mobile ad hoc

networks, and wireless sensor-actuator networks. By leveraging the benefits of

cluster-based communication and reducing direct sensor-to-base station transmis-

sions, LSDT offers improvements in performance, scalability, and energy efficiency

in these applications.
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CHAPTER 7

PERFORMANCE AND

SECURITY ANALYSIS

This chapter evaluates the proposed LSDT scheme in terms of communication

cost, computation cost, and security services. In addition, this chapter discusses

the scalability and robustness of the proposed LSDT scheme.

7.1 Performance Analysis

In this section, the performance of LSDT scheme is evaluated in terms of commu-

nication and computation costs. As used by other researchers, The performance

analysis utilizes 160-bit ECC [48]–[53], AES-128, and MAC-SHA [40], [224]–[230].

7.1.1 Communication Cost

The communication cost of the proposed scheme is equivalent to the total size

of the scheme messages [48]–[51], [156], [198]–[201]. To calculate the size of the
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transmitted messages during the scheme’s phases, 160-bit ECC is used, where the

ECC point P = (xP , yP ) ∈ Ep(a, b) is of size (160 + 160) = 320 bits. Further-

more, the sizes of the hash functions, random numbers, and symmetric encryp-

tion/decryption operations are also considered to be 160 bits. Therefore, the total

communication cost (in bits) of the proposed scheme can be expressed as shown

in Equation 7.1, where n is the number of transmitted messages. It is worth men-

tioning that we consider the communication cost for CM , CH, and BS for one

data transmission [48]–[51], [156], [198]–[201].

n∑
i=1

Message(i) (7.1)

During the key establishment phase between CM and CH, the CM sends its

ephemeral public key KEPu
CM which is 160 bits long to the CH. The CH also sends

its ephemeral public key KEPu
CH which is 160 bits long to the CM . Therefor and

as shown in Table 7.1, two messages are exchanged between CM and CH.

During the key establishment phase between CH and BS, the CH sends

the encrypted shared key CKSh
BS,CH along with V (KSh

BS,CH) to the BS; (i.e. the

message size is 160+160 = 320 bits). The BS sends the encrypted new pre-shared

key (KPSh
BS,CH)

′ which is 160 bits long to the CH. These two messages exchanged

between CH and BS are expressed in Table 7.1.

During the data transmission phase, the CM sends the encrypted data C(m)

along with the resulting hash output V (m) to the CH; (i.e. the message size is

160 + 160 = 320 bits). The CH also sends its own C(m) and V (m) to BS (i.e.
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the message size is 160 + 160 = 320 bits). The total communication cost for one

message transmission is 320 + 480 + 640 = 1440 bits as shown in Table 7.1.

Table 7.1: LSDT Communication Cost

Scheme Phase No. of Messages Cost(bits)

Key Establishment (CM,CH) 2 320

Key Establishment (BS,CH) 2 480

Data Transmission 2 640

Total 6 1440

7.1.2 Computation Cost

Computation cost refers to the cost used to calculate the encryption and authen-

tication operations of the scheme. The calculation method for computation cost

involves a number of ECC point multiplications (Tm) and hash function operations

(Th) performed during the scheme’s phases. As reported in the literature [48]–[52],

[204], the computation cost of inexpensive operations (i.e., concatenation, com-

parison, XOR) is ignored. These studies consider only Tm and Th to calculate

the computation cost. They also demonstrated that Tm >> Th which is shown

by [204], [231] to be 7.3529ms for Tm and 0.0004ms for Th. It is noteworthy

that the computation cost for CM , CH, and BS is also computed for one data

transmission [48]–[51], [156], [197]–[201], [204].

During the key establishment phase between CM and CH, as shown in Algo-

rithm 1, CM calculates its ephemeral public key KEPu
CM which takes one Tm. Then,

in Algorithm 2, CM takes another Tm to calculate the shared key KSh
CM,CH . Sim-
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ilarly, CH calculates its ephemeral public key KEPu
CH taking one Tm and another

Tm [216] to calculate the shared key KSh
CM,CH .

During the key establishment phase between CH and BS, as demonstrated in

Algorithm 3, CH calculates V (KSh
BS,CH) taking one Th. Similarly, BS calculates

(V (KSh
BS,CH))

′ taking also one Th.

Table 7.2: LSDT Computation Cost

Scheme Phase CM CH BS Total

Key Establishment (CM,CH) 2Tm 2Tm - 4Tm

Key Establishment (BS,CH) - Th Th 2Th

Data Transmission Th 2Th Th 4Th

Total 2Tm + Th 2Tm + 3Th 2Th 4Tm + 6Th

During the data transmission phase, CM calculates V (m) (i.e., one Th). After

receiving the data from its CMs, the CH recalculates (V (m))′ taking one Th.

After gathering the data from all CMs, CH calculates V (m) taking another Th.

Upon receiving the data, the BS recalculates (V (m))′ taking one Th. Therefore,

the total computation cost for one data transmission is 4Tm + 6Th as shown in

Table 7.2.

7.2 Security Analysis

This section states the security claims that are ensured by the proposed LSDT

and provides the justification for each claim.
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• Claim: LSDT ensures confidentiality.

Justification: The data is encrypted using 160-bit ECC and AES-128.

Even if an attacker is able to crack the secret key and asymmetric key pair

in one round, the attacker cannot benefit from those keys since new keys

are generated every round.

• Claim: LSDT ensures integrity.

Justification: Since nodes send encrypted messages as well as hashed mes-

sages, the receiving nodes can check that the message has not been modi-

fied or altered by verifying the hashed message. It should be noted that the

shared key (i.e., either KSh
BS,CH , KSh

CH,CM) is used for encryption and hashing.

Please refer to Sections 6.3.3 and 6.3.4.

• Claim: LSDT ensures end-to-end mutual authentication.

Justification: As mentioned in Section 6.3.1, both CH and BS have

KPSh
BS,CH . To verify the CH, the CH generates KSh

BS,CH (i.e., a nonce), en-

crypts it using KPSh
BS,CH , and sends the message (encrypted nonce) to the BS.

The BS decrypts the message and hence authenticates CH. CH can au-

thenticate BS in a similar manner. Furthermore, and since LSDT utilizes

ECMQV between CH and its CMs, mutual authentication between CH

and its CMs is ensured since it is inherited from ECMQV [179]–[181].

• Claim: LSDT resists the MITM attack.

Justification: Any attempt to launch an MITM attack is thwarted because

the LSDT scheme achieves end-to-end mutual authentication as described
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above.

• Claim: LSDT resists replay attack.

Justification: During the key establishment phase between BS and CH,

each message includes an encrypted nonce to disable any attempt to per-

form a replay attack. If the attacker re-transmits a message using the same

encrypted nonce, the receiving node can detect the replayed message imme-

diately since a new key is generated in each round.

• Claim: LSDT resists brute force attack.

Justification: Since LSDT uses 160-bit ECC and AES-128, LSDT resists

brute force attacks. This property is inherited from 160 bits ECC and AES-

128 [232]–[234]. The key spaces for searching for the keys in 160-bit ECC

and AES-128 using brute force attacks are 2160 and 2128, respectively [48],

[235]. In addition, the generated keys are used to encrypt/decrypt messages

for only one round. As such, compromising the keys of a single round does

not affect the overall security of the system.

7.3 Scalability and Robustness of LSDT

7.3.1 LSDT Scalability

LSDT is a cluster-based scheme, which is not only more efficient than multi-hop

but more scalable as well. The use of cluster heads reduces the number of sensors

that need to communicate with the base station, which saves energy. Therefore,
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this allows the system to cover large areas with less energy. Another factor that

may affect the scalability is the number of sensors in the network. LSDT uses

ECMQV protocol which is suitable for large-scale sensor networks [184], [185].

In addition, processing time is minimal in symmetric key protocols, therefore,

no need to perform any complex computations [184], [185]. Overall, it is worth

mentioning that the best data transmission scheme will depend on the number of

nodes and the specific nature of the application.

For a given application, with a specified number of nodes, n, the scalability

of the proposed scheme is achieved by dividing the nodes into small clusters.

Each node in the cluster is communicating with the cluster head. The cluster

head is communicating with the base station. However, none of the other nodes

communicates directly with the base station, except through the cluster head.

The following setup for LSDT is proposed. As the number of nodes n increases,

more clusters will be created and the maximum size of the clusters is slightly

increased to accommodate the increasing number of nodes in the scheme. Let n

be the number of nodes; then the number of clusters is set to c = ⌈
√
n⌉, and the

maximum size of the clusters is given by:

max_size =
⌈n
c

⌉

For example, suppose that the scheme has n = 110 nodes. Therefore, the

nodes are divided into c =
⌈√

110
⌉
= 11 clusters. Each cluster has at most

⌈110/11⌉ = 10 nodes, including a cluster head that communicates with all other
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nodes in the cluster and the base station. So, the cluster head is communicating

with at most max_size+ 1 entities at any given time. If the number of nodes is

increased to n = 10000, the scheme will have 100 clusters, with 100 nodes in each

cluster, and so on.

Theorem 7.1 The setup proposed for LSDT allows quadratic scalability of the

number of nodes n in terms of both number of clusters c and their maximum size.

Proof. By construction, we have c = ⌈
√
n⌉, which implies that max_size =

⌈n/c⌉ = ⌈n/⌈
√
n⌉⌉ ≈

√
n. Therefore, the growth complexity of both c and

max_size is Θ(n2). Hence, the number of clusters and their maximum size in-

crease linearly with quadratic growth in the number of nodes.

For example, suppose that we have 10 clusters, with 10 nodes each, we will

have a total of 100 nodes (CMs). Then, suppose we increase the number of

clusters linearly from 10 to 20 and the size of the cluster from 10 to 20, then the

total number of nodes (CMs) will increase quadratically from 100 to 400.

In summary, the proposed LSDT scheme is designed as a cluster-based scheme,

which offers advantages in terms of scalability and efficiency compared to multi-

hop approaches. By introducing CHs, LSDT reduces the number of sensors di-

rectly communicating with the BS, resulting in energy savings and increased scal-

ability. Instead of each sensor directly transmitting data to the BS, they commu-

nicate with the CHs, which then aggregate and transmit the data to the BS. This

hierarchical structure enables the system to cover large areas while maintaining
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efficiency. The proposed setup for LSDT aims to achieve quadratic scalability

of the number of nodes (n) in terms of both number of clusters (c) and their

maximum size. This scalability property suggests that as the network grows, the

performance and efficiency of the scheme can be maintained.

7.3.2 LSDT Robustness

The introduction of CHs in the LSDT scheme can enhance the robustness of the

network. CHs act as intermediaries between the sensors and the BS, aggregating

and forwarding data. This can help in reducing communication overhead and im-

proving network reliability. In case of node failures or communication disruptions,

the CHs can still maintain connectivity with the sensors within their cluster, en-

abling local data aggregation and reducing the impact of individual node failures

on the overall network performance.

7.3.3 Scalability Limitations

While the proposed LSDT scheme aims to achieve scalability benefits, it is impor-

tant to consider the following potential limitations:

• Cluster Size and CH Overhead: As the number of clusters (c) increases,

each cluster may become smaller in size, potentially leading to increased

overhead due to the CHs’ management and communication tasks. This

overhead can affect the overall efficiency and scalability of the system.

• Communication Bottlenecks: Although LSDT reduces the number of
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sensors directly communicating with the BS, the communication between

CHs and the BS can become a potential bottleneck as the network scales.

If the number of CHs is limited and the communication load increases sig-

nificantly, it may lead to congestion or increased latency in transmitting

aggregated data from the CHs to the BS. This can impact the overall scal-

ability and performance of the scheme.

• Dynamic Network Conditions: The proposed LSDT scheme assumes a

static cluster formation, where CHs and clusters are predetermined. How-

ever, in dynamic network scenarios where nodes join or leave the network

frequently, maintaining the predefined clusters and ensuring optimal cluster

formation can be challenging. This can limit the scalability of the scheme,

as the network may require frequent reconfiguration and redistribution of

nodes among clusters to adapt to changing conditions.

In summary, the LSDT scheme offers scalability benefits through the use of

CHs and cluster-based communication. It aims to cover large areas with reduced

energy consumption and achieve quadratic scalability. However, limitations such

as cluster size and CH overhead, communication bottlenecks, and adaptability to

dynamic network conditions need to be considered to ensure the scheme’s scala-

bility and robustness in practical deployment scenarios.
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7.4 Comparative Analysis

This section presents the comparative analysis of LSDT scheme with other relevant

security schemes.

7.4.1 Security Comparative Analysis

Security analysis of some security schemes [48]–[51] has been published in [48]

as shown in Table 7.3. Authors in [48], examined security properties namely,

confidentiality, integrity, and mutual authentication as well as schemes resistance

to the common authentication attacks such as MITM, replay, and brute force

attacks. Table 7.3 was discussed in details in [48] to conclude that some schemes

are vulnerable to attacks and do not achieve some security properties such as data

integrity [48], [50], [51] and mutual authentication [48], [51].

Table 7.3: Comparative Study on Security Services

Property [48] [49] [50] [51]

Confidentiality 3 3 3 3

Integrity 7 3 7 7

Mutual Authentication 7 3 3 7

MITM Attack Resistance 7 3 3 3

Brute Force Attack Resistance 3 7 3 3

Replay Attack Resistance 3 7 3 3
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We were motivated by the work done in [48] to extend Table 7.3 and include

more recently published security schemes as well as our own proposed LSDT

scheme. Table 7.4 shows the comparison of these existing security schemes in

terms of security properties and their resistance to different attacks. Although

other schemes violate some security properties and are vulnerable to some attacks,

it is observed that LSDT ensures security properties and resists different attacks.

Table 7.4: Security Services Comparison

Property LSDT [48] [49] [50] [51] [197] [198] [199] [200] [201] [156] [204]

Confidentiality 3 3 3 3 3 3 3 3 3 3 3 3

Integrity 3 7 3 7 7 3 3 3 3 3 3 3

Mutual Authentication 3 7 3 3 7 3 3 3 3 3 3 3

MITM Attack Resistance 3 7 3 3 3 3 3 3 7 7 3 3

Brute Force Attack Resistance 3 3 7 3 3 3 7 7 7 7 7 7

Replay Attack Resistance 3 3 7 3 3 3 3 3 3 3 3 3

7.4.2 Performance Comparative Analysis

This section compares the performance of LSDT scheme with other relevant

schemes in terms of communication and computation costs. In this section, we

analyze and provide a comprehensive breakdown of communication costs associ-

ated with the existing related schemes to investigate the cost distribution among

their phases as shown in Table 7.5. Upon careful observation, it is noticed that

the proposed LSDT scheme exhibits comparable or lower communication costs

during the key generation phase when compared to [49], [156], [198]–[200], and

demonstrates competitive value in comparison to other schemes. It is also noticed
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that LSDT scheme incurs lower communication cost during the data transmis-

sion phase, which is executed more often compared to the key generation phase,

outperforming other schemes in this regard.

Table 7.5: Comparative Analysis of Communication Costs

Scheme
Key Gen. Data Trans. Total

# Messages # Bits # Messages # Bits # Messages # Bits

[48] 3 480 2 1280 5 1760

[49] 4 2080 4 3680 8 5760

[50] 2 640 3 1760 5 2400

[51] 3 480 2 1760 5 2240

[156] 5 2400 3 2400 8 4800

[197] - - - - - -

[198] 2 800 3 1760 5 2560

[199] 2 1120 2 1440 4 2560

[200] 2 1120 2 960 4 2080

[201] 2 640 3 1120 5 1760

[204] - - - - - -

LSDT 4 800 2 640 6 1440

Furthermore, an in-depth investigation is conducted and a thorough analy-

sis of computation costs associated with the existing related schemes is offered,

aiming to explore how costs are distributed across their stages, as illustrated in

Table 7.6. It is noticed that the proposed LSDT scheme demonstrates compara-
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ble or lower computation costs during the key generation phase when compared

to [156], [197], [199] while it showcases competitive value when compared to other

schemes. Additionally, it is observed that LSDT scheme incurs lower computation

cost during the data transmission phase, which occurs more frequently than the

key generation phase.

Table 7.6: Comparative Analysis of Computation Costs

Scheme
Computation Cost

Key Gen. Data Trans. Total

[48] 3Tm 2Tm + 2Th 5Tm + 2Th

[49] 25Th 4Tm + 31Th 4Tm + 56Th

[50] 2Tm + 5Th 8Tm + 7Th 10Tm + 12Th

[51] 2Tm + 3Th 7Tm + 7Th 9Tm + 10Th

[156] 4Tm + 2Th 7Tm 11Tm + 2Th

[197] 8Tm + 9Th 7Tm + 9Th 15Tm + 18Th

[198] 3Tm + 4Th 8Tm + 9Th 11Tm + 13Th

[199] 6Tm + 2Th 9Tm + 4Th 15Tm + 6Th

[200] Tm 5Tm + 5Th 6Tm + 5Th

[201] 2Tm 4Tm + 4Th 6Tm + 4Th

[204] 2Tm + 3Th 15Tm + 13Th 17Tm + 16Th

LSDT 4Tm + 2Th 4Th 4Tm + 6Th
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CHAPTER 8

PERFORMANCE

EVALUATION

This chapter presents the performance evaluation of the proposed LSDT scheme

in terms of communication and computation costs. We establish the experimen-

tal environment. Then, we execute the experiments, gather the resulting data,

and conduct a comprehensive analysis. Section 8.1 provides detailed information

on the construction of the experimental platform, while section 8.2 outlines the

approach taken in conducting our experiments. Section8.3 discusses the experi-

ment results and compares the performance of LSDT scheme with other relevant

security schemes in terms of communication and computation costs.

8.1 Simulation Environment

In recent years, numerous IoT simulators have emerged. However, due to its

widespread acceptance and popularity as an IoT operating system, we chose to
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utilize Contiki [236] and its built-in Cooja simulator [237]–[239]. This section

first provides a brief overview of the rationale behind selecting Contiki and Cooja.

Then, we summarize the configuration settings and their corresponding values

used throughout our experiments in Table 8.1.

8.1.1 Contiki Operating System

Contiki OS is an adaptable, lightweight, and highly portable operating system

designed specifically for IoT. It serves as a versatile toolbox for organizing complex

wireless systems. Contiki offers an extensive range of features, some of which are

highlighted below:

• Contiki includes Cooja, a built-in emulator that provides hardware-level

flexibility, allowing for versatile testing and analysis.

• Contiki incorporates dynamic and efficient memory management techniques,

allowing it to function effectively with limited memory resources. It is ca-

pable of running on systems with small memory sizes, such as 10Kbytes of

RAM and 30Kbytes of ROM.

• It supports a wide array of platforms including SKY, Wismote, and Z1 motes.

It also caters to diverse microcontrollers such as TI MSP430 family, Atmel

AVR family, and ST STM32W. Additionally, it supports various radios such

as Texas Instruments CC2520, CC2420, and CC1020 .

• It provides support for two types of networking: IP networking and non-IP
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networking. IP networking is enabled by the uIPv4 and uIPv6 stacks, while

non-IP networking is facilitated through the Rime stack.

• Contiki implements the adaptation layer known as 6LoWPAN, which en-

ables seamless operation with uIPv6.

8.1.2 Cooja Simulator

Cooja is a versatile simulator specifically developed for IoT nodes that operate on

Contiki OS. It enables simulations of IoT nodes at different levels, including the

machine code instruction set level, OS level, and network level. At the machine

code instruction set level, Cooja employs MSPSim to emulate the IoT nodes, uti-

lizing compiled Contiki C code tailored to the specific hardware device. On the

other hand, at the OS level, the code of the nodes is directly executed in Contiki C

on the host machine, disregarding the hardware limitations of the physical sensor

nodes. This allows for a more flexible and convenient development environment,

decoupled from the constraints imposed by the actual sensor hardware. Further-

more, at the network level, Cooja utilizes Java to simulate IoT nodes, allowing

for abstract and high-level operations such as packet transmission and reception.

The key features of Cooja can be summarized as follows:

• Cooja simplifies the process of developing and evaluating IoT network pro-

tocols by providing support for both graphical interfaces and command line.

• Simulations are conducted at a hardware level, employing genuine hardware

profiles, which enables the compiled code to be seamlessly uploaded and

111



executed on real platforms. This simulation approach ensures that the code

operates flawlessly and accurately on actual hardware, facilitating reliable

deployment and testing in real-world scenarios.

• By accurately representing the instruction sets of IoT nodes, Cooja facili-

tates precise modeling of their intricate behavior at a granular level. This

capability allows for a detailed and accurate simulation of how the nodes

function, capturing the nuances of their operations with high fidelity.

• Cooja facilitates the evaluation of proposed solutions under realistic condi-

tions by leveraging network models like topology, medium interference, and

radio propagation.

Table 8.1: Simulation Configuration

Parameter Value

Platform Contiki OS v3.0

Simulator Cooja

Network Topology Random

Mote Type Skymote with 10KB RAM and 48KB ROM

Network Layer RPL + uIPv6 + 6LoWPAN

Radio Environment Unit Disk Graph Medium (UDGM)

Transmission Range 50 meters

MAC & PHY IEEE 802.15.4

Time Library rtimer

Cryptographic Algorithms ECC−160, AES−128,MAC−256
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8.2 Experimental Methodology

Throughout our experiments, we employ the Cooja simulator to choose a suitable

radio medium model, such as MRM, DGRM, or UDGM. Additionally, we select

a specific mote type from the available options, including SKY mote, Wismote,

or Z1. We then proceed to select a network topology, such as random positioning

or a uniform 2D-Grid, followed by determining the transmission range for the

populated nodes. It should be noted that all Contiki default settings are used

unless otherwise specified. To measure the computation cost, the rtimer library

of Contiki is used [228], [236]. The experimental process phases are depicted in

Figure 8.1, providing a visual representation of the steps involved in conducting

our experiments.

 Selection of Radio
Medium

Selection of Mote Type 

 Selection of
NetworkTopology 

Selection of
Transmission Range 

Structuring of Nodes

Collection of Results 

Figure 8.1: Experimental Process Approach
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The architecture of our proposed scheme is composed of base station and

number of sensors. The sensors are grouped into clusters in order to reduce the

total power consumption of the network. Each cluster is represented by cluster

head and each sensor is referred to as cluster member. For our experimental

purposes, three clusters are organized, with each cluster consisting of one cluster

head and three cluster members. The network topology is shown in Figure 8.2

where nodes 1− 6 are cluster members, nodes 7 and 8 represent cluster head and

node 9 is a base station.

CM CH BS

Figure 8.2: Network Topology

8.3 Simulation Results and Discussion

The objective of the conducted experiments is to evaluate the performance of

the proposed LSDT scheme. It is worth mentioning that the Skymote platform

is used for conducting these experiments. Each ECC multiplication operation

114



(Tm) takes 2.93s, and the MAC hash function (Th) operation takes 0.06s. The

total computation time for one data transmission is 4(2.93) + 6(0.06) = 12.1s

as shown in Table 8.2. It is observed that during the key establishment phase

between CM and CH, the CM incurs a computation cost of 2Tm = 5.86, indicating

that it involves two Tm operations with a duration of 2.93s each. Similarly, the

CH also incurs a computation cost of 2Tm = 5.86, representing two ECC point

multiplication operations. Both the CM and CH require two Tm operations each

to compute their ephemeral public keys and the shared key between them, as

elaborated in Section 7.1.2. The BS does not contribute to the computation cost

in this phase, as indicated by the ”-”. The total computation cost for this phase

is 4Tm = 11.72. During the key establishment phase between CH and BS, the

CM does not contribute to the computation cost, as indicated by the ”-”. The

CH incurs a computation cost of Th = 0.06, representing one Th operation with a

duration of 0.06s. Similarly, the BS also incurs a computation cost of Th = 0.06,

indicating one hash function operation. The total computation cost for this phase

is 2Th = 0.13. In the data transmission phase, the CM incurs a computation

cost of Th = 0.06, representing one hash function operation. The CH incurs a

computation cost of 2Th = 0.13, indicating two hash function operations. The

BS also incurs a computation cost of Th = 0.06, representing one hash function

operation. The total computation cost for this phase is 4Th = 0.26. Please refer

to Section 7.1.2 which offers a meticulous breakdown and analysis of the cost

components.
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Table 8.2: LSDT Computational Time

Scheme Phase CM CH BS Total

Key Establishment (CM,CH) 5.86 5.86 - 11.72

Key Establishment (BS,CH) - 0.06 0.06 0.13

Data Transmission 0.06 0.13 0.06 0.26

Total 5.92 6.05 0.13 12.1
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Figure 8.3: Communication Cost - Key Establishment Phase

Through careful observation, during the key generation phase, it is noticed

that the proposed LSDT scheme demonstrates communication cost that is either

comparable to or lower than those of [49], [156], [198]–[200]. Furthermore, when

compared to other schemes, the LSDT scheme proves to be highly competitive in

terms of its overall value as shown in Figure 8.3. During the data transmission

phase, which occurs more frequently than the key generation phase, Figure 8.4
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demonstrates that the LSDT scheme incurs significantly lower communication

costs, surpassing the performance of other schemes in this aspect.
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Figure 8.4: Communication Cost - Data Transmission Phase

Notably, the comparison of the total communication costs demonstrates that

LSDT outperforms other related schemes as illustrated in Figure 8.5. This achieve-

ment can be attributed to the effective combination of symmetric keys and the

utilization of the ECMQV asymmetric key agreement protocol. The scheme’s

ability to minimize overhead and optimize data transmission contributes to its su-

periority in terms of communication costs. The analysis provided in Section 7.1.1

offers detailed insights into the optimizations employed by the LSDT scheme to

achieve these superior results.
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Figure 8.5: Total Communication Cost Comparison

Upon thorough analysis, it is observed that the proposed LSDT scheme ex-

hibits computation costs that are either comparable to or lower than those of [156],

[197], [199] during the key generation phase. Simultaneously, it showcases remark-

able value when compared to other schemes as shown in Figure 8.6. Furthermore,

it is worth noting that the LSDT scheme incurs reduced computation costs during

the data transmission phase, which occurs more frequently than the key generation

phase as illustrated in Figure 8.7.
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Figure 8.6: Computation Cost - Key Establishment Phase

Significantly, Figure 8.8 showcases the total comparative analysis of the com-

putation costs, revealing the superior performance of the LSDT scheme. By lever-

aging a well-designed combination of symmetric keys and the ECMQV protocol,

the scheme minimizes computational overhead while maintaining a high level of

security. This efficient utilization of computational resources makes the LSDT

scheme highly suitable for resource-constrained IoT environments. For a com-

prehensive understanding of the computation costs, please refer to Section 7.1.2,

where a detailed breakdown and analysis are provided.

119



0

10

20

30

40

50

C
o

m
p

u
ta

ti
o

n
a
l 

 T
im

e 
(s

)

Scheme

Data Trans.

Figure 8.7: Computation Cost - Data Transmission Phase

In conclusion, the results of the comparison demonstrate that the LSDT

scheme excels in terms of both communication and computation costs when com-

pared to other related security schemes. This observation serves as clear evidence

of the effectiveness and efficiency of the proposed approach compared to exist-

ing security schemes. The results of the comparison show that LSDT is secure,

lightweight, and efficient compared to other related schemes. Therefore, LSDT is

suitable for use in IoT environments with limited resources.
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Figure 8.8: Total Computation Cost Comparison

Furthermore, we analyze the communication and computation costs to inves-

tigate the cost distribution among LSDT components. Table 8.3 shows the com-

parison of the communication cost between LSDT and [48], which has similar

network architecture to LSDT scheme. It is observed that during key generation

phase, LSDT has the same CH communication cost while it has small increased

communication cost on CM and BS as compared to [48]. With this small addi-

tional cost, LSDT provides data integrity, mutual authentication, and resistance

to MITM attack, which are not provided by [48]. It is also noticed that LSDT

has less communication cost than [48] during the data transmission phase, which

is executed more frequently compared to key generation as shown in Figure 8.9.
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Table 8.3: Comparison of Communication Cost

Scheme
Key Gen. Data Trans. Total

CM CH BS CM CH BS CM CH BS

[48] - 480 - 480 800 - 480 1280 -

LSDT 160 480 160 320 320 - 480 800 160
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Figure 8.9: Comparison of Communication Cost

The comparison of the computation cost between LSDT and [48] is shown in

Table 8.4. It is observed that during the key generation phase, LSDT has less

BS computation cost than [48] while LSDT has little increased computation cost

on CM and CH. With this little increase, LSDT provides data integrity, mutual

authentication, and resistance to MITM attack that are not provided by [48]. In

addition, it can be noted that LSDT has less computation cost than [48] during

data transmission phase which is carried out more frequently than other phases
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as illustrated in Figure 8.10.

Table 8.4: Comparison of Computation Cost

Scheme
Key Gen. Data Trans. Total

CM CH BS CM CH BS CM CH BS

[48] - 2Tm Tm Tm Th Tm + Th Tm 2Tm + Th 2Tm + Th

LSDT 2Tm 2Tm + Th Th Th 2Th Th 2Tm + Th 2Tm + 3Th 2Th
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Figure 8.10: Comparison of Computation Cost

To corroborate our analytical findings, our analysis focuses on investigating the

distribution of costs associated with communication and computation for multiple

data transmissions. For our experimental purposes, three clusters are organized,

with each cluster consisting of one cluster head and three cluster members as

shown in Figure 8.2. Table 8.5 presents a comparison of the communication costs

between the LSDT scheme and [48]. Notably, the LSDT scheme demonstrates
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significantly lower communication costs than [48] in both the key generation and

data transmission phases. This performance advantage over [48] is depicted in

Figure 8.11.

Table 8.5: Comparative Communication Cost Analysis

Scheme Key Gen. Data Trans. Total

[48] 1600 4480 6080

LSDT 2880 2560 5440
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Figure 8.11: Comparative Communication Cost Analysis

In addition, Table 8.6 showcases the comparison of computation costs between

LSDT and [48]. It is worth noting that LSDT incurs higher computation costs

during the key generation phase compared to [48]. However, this additional com-

putational overhead of LSDT enables the provision of data integrity, mutual au-

thentication, and resistance to MITM attacks, which are not offered by [48]. Fur-
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thermore, it is noteworthy that LSDT exhibits considerably lower computation

costs than [48] during the data transmission phase which is the most frequently

occurring phase, as illustrated in Figure 8.12.

Table 8.6: Comparative Computation Cost Analysis

Scheme Key Gen. Data Trans. Total

[48] 6Tm + 4Tm 8Tm + 4Th 18Tm + 4Th

LSDT 24Tm + 4Th 12Th + 4Th 24Tm + 20Th
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Figure 8.12: Comparative Computation Cost Analysis
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CHAPTER 9

CONCLUSION AND FUTURE

WORK

The Internet of Things (IoT) has become an integral part of our daily lives, per-

meating various fields ranging from wearable devices in telehealth to large-scale

autonomous systems in transportation and agriculture, to name a few. The cur-

rent trend in IoT security is towards providing lightweight and efficient schemes

to secure data transmission. Ensuring security of IoT applications is a challenge

due to the incapability of considerable proportion of resource-limited IoT devices

to implement proper security schemes. This chapter concludes the work of this

thesis and sketches out outlook on potential future work. In addition, this chapter

lists the outcomes from this thesis.
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9.1 Conclusions

9.1.1 IoT Data Security Survey

IoT has introduced a revolutionary paradigm that unleashes multitude of func-

tionalities and possibilities. Currently, IoT and its extensive range of applications

have become the focal point of numerous research endeavors. While the inherent

characteristics of IoT make it highly adaptable to real-world scenarios, they also

expose it to potential cybersecurity risks. IoT has experienced an unprecedented

number of cyberattacks, which not only affect businesses but also pose potential

risks to human lives. Therefore, it is crucial to establish an all-encompassing

categorization of challenges in the realm of IoT and identify the existing coun-

termeasures at our disposal. In this thesis, an extensive study on data security

attacks, challenges and countermeasures associated with the three data states is

conducted. A taxonomy to classify IoT security attacks is presented in chapter

2. The taxonomy is based on different aspects, namely architecture, location and

access level of the attacks, data damage level, and objects of vulnerability. In

addition, a taxonomy for IoT countermeasures based on the three data states is

highlighted in chapter 3. We also discuss future directions towards IoT data secu-

rity. This survey provides a valuable resource for researchers in both industry and

academia who are dedicated to developing secure IoT systems, enabling them to

gain insights and make informed decisions in their efforts to enhance the security

of IoT systems. The following remarks provide a concise summary encapsulating

the key findings and conclusions derived from this comprehensive survey:
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• Ensuring the security of data at rest holds utmost significance for two com-

pelling reasons. Firstly, the inherent limitations of IoT devices, including

constrained memory capacity, computational power, and bandwidth, pose

obstacles to the direct application of conventional security mechanisms, ren-

dering their implementation without adjustments exceedingly challenging.

Secondly, the absence of well-defined security guidelines and effective miti-

gation techniques for safeguarding data at rest in IoT environments further

compounds the issue.

• Data in transit is highly susceptible to security attacks, making its protec-

tion a critical concern. Particularly in enterprise systems, where confiden-

tial data is often transmitted between IoT devices in plaintext, the need

to safeguard data from unauthorized access and potential threats becomes

paramount. Moreover, the diverse array of communication channels in IoT

environments introduces the challenge of employing multiple communication

protocols and techniques, which can impede the implementation of certain

security solutions.

• It is crucial to acknowledge that no single countermeasure can afford com-

plete protection against cyber attacks. Therefore, adopting a multi-layered

approach to security, regularly updating security measures, and staying in-

formed about emerging threats are fundamental practices to mitigate risks

effectively.
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9.1.2 Lightweight Secure Data Transmission Scheme for

IoT Environments

The use of the IoT is expanding at an unprecedented scale in many critical applica-

tions due to the ability to interconnect and utilize a plethora of wide-range of de-

vices. However, ensuring secure data transmission in IoT environments remains a

significant challenge due to numerous limitations of IoT devices. Traditional cryp-

tographic techniques are no longer appropriate for IoT environments. As such,

designing a lightweight secure data transmission scheme is becoming essential.

In this thesis, the main contribution is introducing LSDT, a lightweight security

scheme that addresses this challenge by providing confidentiality, integrity, and

end-to-end authentication through an effective combination of symmetric keys and

ECMQV in a scalable scheme. We demonstrate the effectiveness and efficiency

of the proposed LSDT scheme through simulation experiments and comparative

analysis with related security schemes. The results indicate that the LSDT scheme

exhibits robust resistance to various security attacks while maintaining the utmost

confidentiality, integrity, and end-to-end mutual authentication. Moreover, the

results of the comparison demonstrate that the LSDT scheme excels in terms of

both communication and computation costs when compared to other related secu-

rity schemes. The scheme’s lightweight nature, combined with its robust security

measures, positions it as a suitable choice for IoT environments with limited re-

sources. The findings presented in this thesis contribute to the advancement of

secure data transmission in IoT applications and highlight the potential of the
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LSDT scheme in addressing the challenges faced in such environments.

9.2 Limitations

While the proposed LSDT scheme appears promising, there are some limitations to

consider. Firstly, the evaluation of the scheme’s performance is conducted within

a simulation environment, which may not accurately reflect real-world conditions.

Additionally, the scheme’s scalability requires further investigation to determine

its feasibility. Scalability is a crucial aspect to consider in IoT environments, as the

number of connected devices and the volume of transmitted data continue to grow

rapidly. It is essential to evaluate whether the LSDT scheme can accommodate

a large-scale deployment without compromising its performance and efficiency.

Furthermore, it is important to study the potential impact of network latency

and packet loss on the effectiveness of the LSDT scheme, as these factors hold

significant importance in IoT environments. By conducting a comprehensive study

on how these issues can affect the scheme’s performance, we can better understand

the practical implications and optimize the scheme accordingly. This analysis

should encompass scenarios where network connectivity is unstable or prone to

disruptions, as well as situations where packets may be lost or delayed during

transmission. Such insights will allow us to develop robust strategies to mitigate

the impact of these challenges and ensure reliable and secure data transmission in

IoT environments.

130



9.3 Future Directions

• Enhancing the trustworthiness of IoT environments by integrating trust-

establishing techniques with the proposed LSDT scheme. By empowering

nodes to determine the level of trust to place in each other, we strive to pro-

mote dependable and stable service-driven IoT systems. Establishing trust

in IoT networks is crucial for fostering secure and reliable communication,

ultimately leading to enhanced IoT performance and user experience.

• It is worth considering the application of innovative techniques such as

blockchain to enhance the security and authentication aspects of the scheme.

Blockchain technology, known for its decentralized and tamper-resistant na-

ture, can provide a robust solution for establishing end-to-end authentica-

tion across all components of the scheme. By leveraging blockchain, the

scheme can ensure trust, integrity, and transparency in data transmission,

mitigating the risks of unauthorized access and data tampering. Further-

more, a thorough comparative analysis against other relevant schemes can

be conducted to provide valuable insights into the efficiency and practicality

of the scheme for data transmission in the IoT environments.

• The proposed scheme could be expanded to include heterogeneous WSNs

with numerous base stations. The new scheme can utilize a hierarchical

framework within each cluster to facilitate data transmission, aiming to

achieve a more uniform distribution of energy consumption among nodes.

By implementing this hierarchical approach, the scheme can effectively de-
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crease energy consumption, leading to an improved network lifetime. Ad-

ditionally, the new scheme’s performance and scalability requires further

investigation to determine whether the scheme can accommodate a large-

scale deployment without compromising its performance and efficiency, as

these factors are crucial aspects to consider in IoT environments.

9.4 Thesis Outcomes

This section presents the publications that have been emanated from this thesis.

• Accepted Journal Article: Al-Hejri, I., Azzedin, F., Almuhammadi, S.,

and Syed, N. F. “Enabling Efficient Data Transmission in Wireless Sen-

sor Networks Based IoT Applications.” Computers, Materials & Continua

(CMC). 2023. To Appear.

• Accepted Journal Article: Al-Hejri, I., Azzedin, F., Almuhammadi, S.,

and Eltoweissy, M. “Lightweight Secure and Scalable Scheme for Data Trans-

mission in the Internet of Things.” Arabian Journal for Science and Engi-

neering (AJSE). 2023. To Appear.

• US Patent Assigned Green Light: Ibraheem Al-Hejri and Farag

Azzedin. “Secure Data Transmission Scheme for Internet of Things.”

KFUPM Reference # 2023-036-TM.

• Published Conference Paper: Azzedin, F., & Al-Hejri, I. “A Layered

Taxonomy of Internet of Things Attacks”. In Proceedings of the 6th Inter-
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national Conference on Future Networks & Distributed Systems. December

15–16, 2022, Tashkent, Uzbekistan. (pp. 631-636).

• Accepted Conference Paper: Azzedin, F., & Al-Hejri, I. “Internet-of-

Things Data Security: Challenges, Countermeasures and Opportunities.”

In Proceedings of the 7th International Conference on Future Networks &

Distributed Systems. December 21-22, 2023. Dubai, UAE.
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