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Malware variants pose a persistent challenge for machine learning classifiers. Ex-
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features. This thesis proposes Machine Learning for Malware Detection Based on
Advanced Feature Engineering (MLMD-AFE), an approach that integrates advanced
feature engineering and optimized ensemble learning models to detect malware vari-
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features for malware detection is introduced. A recent malware dataset is collected
and analyzed to evaluate MLMD-AFE thoroughly. The application of MLMD-AFE to
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showed its effectiveness in reducing the number of features, optimizing the learning
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CHAPTER 1

INTRODUCTION

In the evolving landscape of digital communication, the Internet facilitated seamless
information exchange to support diverse objectives. That evolution made the Inter-
net an indispensable medium for information exchange. The amount of information
collected and used on the Internet has exponentially grown and become a crucial
high-value asset. Unfortunately, the allure value of information assets made them
a compulsive target for cybercriminals exposing computers and networks to various
cyberspace threats. The spectrum of cybercriminal activities, ranging from simple
scam emails to sophisticated advanced malware, dramatically extended. Infiltrating
through the file system, malware might take the form of deceptive files that exploit a
system upon execution. Malware might masquerade as benign files obtained from a
variety of sources, ranging from a public website on the Internet to an attachment in
an email. The number of malware-based attacks that occurred in 2022 is estimated
to be 5.5 billion [2]. Notably, the global landscape is exposed to 1 billion variations
of malware [3]. The number is expected to increase with the continuous development

of variations and signature changes.



Recognizing the substantial risk posed by malware across cyberspace, advanced
malware detection tools and methodologies have emerged. Within the industry, mal-
ware detection primarily relies on antivirus or antimalware software i.e., McAfee [4]
and advanced firewalls i.e., Fortinet [5]. However, the sophistication of advanced mal-
ware coerced researchers to explore alternative detection techniques. Particularly,
machine learning and deep learning-based classification have gained prominence in
malware classification. The utilization of distinctive features extracted from applica-
tions to distinguish between malware and benign software gained ground [6], [7], [8].
Leveraging Deep learning models based on the distinctive features of the software has
been proven to detect unseen malware variants more efficiently compared to tradi-
tional antimalware methods.

Various features have evolved and proved their effectiveness in the detection of
different malware variants. Features such as byte sequence [9], Portable Executable
(PE) images [10], and other file information have been used to detect and classify
malware. Feature extraction from applications for malware detection can be performed
using two approaches: static analysis and dynamic analysis. Static analysis extracts
the features from the application without execution based on the file information,
headers, and source code [11]. Conversely, dynamic analysis obtains the features from
the application by running it within a controlled and sandboxed environment [12].
The extracted features serve as the foundation for constructing a machine learning
model for malware detection.

Despite the development of malware detection machine learning models, the emer-

gence of new variants and advanced obfuscation techniques poses a persistent chal-



lenge. Innovative obfuscation techniques [13] are employed to modify the code while
preserving the malware functionality to elude the existing malware detection mod-
els. Obfuscation techniques are used to conceal the code to evade the detection.
Metamorphic obfuscation, for example, [14] modifies the code itself without encryp-
tion. Whereas polymorphic obfuscation [15] applies encryption and data append-
ing. Obfuscation techniques are used widely for the development of new malware
variants that have emerged recently. Aside from obfuscation, advanced adversarial
techniques are designed explicitly to target and evade deep learning detection mod-
els [16], [17], [18], [19]. These adversarial techniques, such as the FeaGAN [20] method
that combines Generative Adversarial Networks (GANs) with Reinforcement Learn-
ing (RL), proved their effectiveness in bypassing the current deep learning models,
achieving a high success rate in evasion.

In this thesis, Ensemble Learning for Malware Detection Based on Feature Engi-
neering (MLMD-AFE) is proposed as a malware detection and classification approach
that integrates an advanced feature engineering and analysis process with optimized
machine learning models. Initially, a comprehensive review of existing methodologies
utilized in malware detection tailored explicitly for Windows systems is conducted.
Recognizing the need for better distinctive features for the detection of new malware
as the current models are evaded by new variants and evasion techniques, the research
focuses on the application of advanced feature engineering techniques on the feature
vectors extracted from executable malware binaries. The feature engineering step is
crucial for the augmentation and refinement of the features used in the classification

model design. Subsequently, ensemble learning models that optimize the learning



process of the selected features are designed. This optimization is achieved based on
the feature vectors obtained through the MLMD-AFE feature engineering process. To
evaluate MLMD-AFE, a dataset on the most recent malware and benign files available
is constructed, ensuring that MLMD-AFE model is trained on the latest advancements
in malware. Finally, different machine learning models are selected, constructed, and
evaluated based on the advanced feature engineering and analysis outcomes for the

optimization of malware detection.

1.1 Motivation

Malware (Malicious Software) is a broad term used to describe software that exploits
the device to perform malicious actions. It affects the integrity, the confidentiality,
and the functionality of the attacked system. Malware has myriad classes based on its
functionality [21], [22], intention, and target i.e., Viruses [23], Worms [24], Trojans,
and Ransomware [25]. Variants of malware from the same class are further divided
into families [26]. Malware coders exploit obfuscation techniques to develop variants
of their malware to evade detection [27]. A malware that performs system deletion, for
example, can be rewritten in hundreds of variants with different signatures. Malware
variants pose a challenge to the current antimalware solutions as new variants render
them incapable of keeping track of new signatures [28], [29].

Considering malware advancement and the development of new variants, the cur-
rent malware detection methods based on machine learning require further improve-

ments. The selection of a proper set of features that is resilient against evasion methods



deployed by the new malware variants. Refining feature engineering and constructing
a machine learning model requires focusing on the analysis of specific features that
exhibit characteristics intrinsic to the file. Malware is written to attack certain CPU
architectures or operating systems such as Windows or Linux. Windows and Linux
use different binaries for application execution where PE and Executable Linkable
Format (ELF) formats are used, respectively. Features extracted from different for-
mats differ. Thus, the selection of features tailored toward a specific system would
lead to better performance in the detection. In this work, the focus is on the features
that could be extracted from Windows applications since it is the most used operating
system. Furthermore, this research focuses on the use of static PE file features as the
static analysis was proven to be more efficient, safer, and faster in the detection of
malware [30].

The prime challenge for the construction of a resilient machine learning model
for malware detection is the selection of features that resist adversarial modification
attempts. The current approaches in machine learning model construction exhibit
two predominant strategies: rely on a single feature for model construction [31] or
employ a plethora of features that can be extracted from applications without proper
feature engineering and selection [32]. The single-feature-based models have proven to
be vulnerable as adversaries focus on the modification of specific application elements
to evade the model. Conversely, the multi-feature models are susceptible to the noise
generated by the less critical features used in the model construction. The majority
of the existing research focused on the development of advanced deep learning models

while less attention was given to feature engineering [31], [33]. On the other hand,



other researchers focused on feature engineering and did not design a strong detection
and classification model [34], [35]. Constructing a resilient deep learning model capable
of withstanding adversarial attacks demands efforts in both feature engineering and
the construction of the deep learning model. MLMD-AFE proposed in this thesis
will address the limitations within existing methods that make use of all the possible

features and improve their performance.

1.2 Aim and Objectives

The aim of the study is to advance the current malware detection techniques for
executable files within the Windows system. This aim can be achieved by designing
a machine learning classifier that optimizes the learning of the features chosen using
the advanced feature engineering process in MLMD-AFE.

The following are the objectives of our research:

1. Review and critically analyze existing malware detection techniques, the current
features used for malware detection, and the adversarial attacks against the

current methods used in Windows systems available in the literature.

2. Construct a balanced dataset with samples enough for generalization with the
latest advancements in malware that target Windows systems and a set of benign

executables based on Windows 11 executables.

3. Propose an advanced feature engineering approach that includes feature extrac-

tion, feature selection, normalization, and feature analysis that evaluates each



feature deeply to select the most effective features for a given set of features.

4. Evaluate and analyze the selected features based on the effectiveness and com-

putational overhead in the detection of malware on Windows Systems

5. Train and test six machine learning models based on the feature engineering

process results.

6. Achieve a higher detection rate, or at least maintain the same rate, while reduc-
ing the number of features used and the computational overhead of the feature

extraction, feature processing, and model training.

1.3 Contributions

MLMD-AFE is expected to improve the detection of malware executable files in Win-
dows Systems by the integration of efficient feature engineering and machine learning

model design. Overall, the expected contribution from this research is the following:

1. A review of the most recent literature for PE format, Windows malware detec-

tion, and Adversarial attacks against malware detection deep learning models.

2. A balanced PE dataset with the latest advancements in malware that target

Windows systems and a set of benign executables based on Windows 11.

3. An advanced feature engineering and analysis approach that can be used to

perform feature analysis and selection.



4. A set of efficiently engineered features that effectively distinguish malware and
benign executables in Windows systems based on the combined characteristics

of each feature.

5. A machine learning model that optimizes the use of the selected features, detects
malware effectively and is resilient against the latest malware variants released

recently.

The rest of the thesis is organized as follows: Chapter 2 presents the background
required to understand the work conducted in the thesis. Chapter 3 presents the most
recent malware detection methods used in the literature and the evasion techniques
and methods employed by adversaries to evade the detection of Windows-based PE
files. Chapter 4 presents the feature engineering and preprocessing of features within
this thesis. Chapter 5 presents MLMD-AFE, the proposed method, and its technical
specifications for performing feature engineering and analysis, feature selection, and
machine learning model construction in detail. Chapter 6 presents the experimental
evaluation of the designed method, its implementation, its results, and its limita-
tions. Finally, Chapter 7 concludes and summarizes the work done in this thesis and

eventually presents future directions and suggestions.



CHAPTER 2

BACKGROUND

In this chapter, the technical background of the terms and methods used in this thesis
is explained. This chapter aims to establish a common ground to understand the
rest of the thesis thoroughly. First, malware analysis methods are explained. Both
static analysis and dynamic analysis are introduced with examples. Second, this
thesis focuses on the detection of PE malware. Understanding the PE format and the
information included within executable files is essential for understanding this work.

Thus, the PE file format is explained.

2.1 Malware Analysis Methods

Malware analysis is the process of deeply examining the functionality, behavior, at-
tributes, and impact of malware files on the computer or network. The goal of per-
forming malware analysis is to identify the malware characteristics and impact to take
actions that would protect computers and networks. Performing malware analysis can

be done in two main methods: static and dynamic analysis. Malware analysis serves



as the basis for many important tasks such as malware detection based on the static
or dynamic analysis of files.

Malware detection can be achieved either through static or dynamic analysis. Fea-
tures are extracted from the Windows malware files either using static or dynamic
analysis for the detection of malware. In general, Windows files contain information
that can be extracted and used as features for the malware classification problem
such as PE information and headers [36], Application Programming Interfaces (API)
and System calls [37], [38], n-gram bytes [9], Operational Code (OpCode) [39], and
others [40], [41].

Extracted features can be used in raw format to train classifiers, or they can be
analyzed, reduced, reshaped, or presented in a different format such as images to
train different classifiers [42]. Raw features can be transformed into statistical [43],
structural [44], and other forms that combine multiple processed features. In essence,
features processing and transformation’s main goal is to improve the detection and
classification capabilities of malware. Many researchers conducted feature selection
and extraction to build malware classifiers. In the next subsections, static analysis

and dynamic analysis are briefly introduced.

2.1.1 Static Malware Analysis

Static analysis is the process of analyzing the code without executing any instructions.
It can be used to examine the source code, the file information, the file headers and
format information, and any additional information that can be obtained without ex-

ecution [45]. Static analysis can be applied for many purposes such as the detection
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of vulnerabilities, assessing the quality of code, or the identification of certain charac-
teristics that would be used for malware detection. It can be used as a security tool,
performance optimization tool, and quality assurance tool. This work will examine
the application of static analysis for malware files.

Static malware analysis is the process of applying static analysis for malware files to
identify their characteristics, behavior, expected harm, and the best responsive action
for the analyzed malware [46]. In static malware analysis, certain file characteristics
that are obtained without code execution are associated with malware. The analysis
of such characteristics would help in the creation of malware detection models. Some
of the advantages of applying static malware analysis are the ability to scale for a
huge number of malware samples easily, the high level of protection since unknown

code will not be executed, and the early detection of malware [46].

2.1.2 Dynamic Malware Analysis

Unlike static analysis, dynamic analysis involves the execution of a program while
monitoring and examining the behavior and the changes performed by the program to
understand its functionality. Similar to static analysis, dynamic analysis can be used
to find vulnerabilities, detect software errors, and highlight performance issues [47].
In addition, dynamic analysis helps in identifying runtime errors that cannot be easily
detected by static analysis. In some cases, the static analysis of a program would not
show any issues, but the dynamic analysis would show that there is an unexpected
behavior during the run time. This thesis will examine the application of dynamic

analysis for malware detection.
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Dynamic malware analysis is the process of executing a malware sample to monitor
its behavior and the damage it causes to the system. Intuitively, dynamic malware
analysis is performed within an isolated environment where the examined malware
would not cause device corruption or the spread of malware across the network. Dy-
namic malware analysis examines certain characteristics obtained by monitoring the
behavior of the malware or the changes to the system that can distinguish malware
from benign files [48]. One of the advantages of applying dynamic analysis is that
obfuscated and new variants of malware would not bypass the detection as in the case
of static analysis. Unlike static characteristics, the dynamic characteristics of files are

hard to temper as the functionality of the file would change.

2.2 Portable Executable Format

2.2.1 PE Files Overview

The PE file format is the prominent format used for Windows files. It includes the in-
formation needed by the Windows Operating system to understand the requirements
needed for the execution of the file [10]. The PE file format presents many files includ-
ing the Dynamic Link Libraries (DLLs) files, executable Windows files, object files,
and other Windows-based files. DLLs are files that hold codes needed for the execu-
tion of programs in the Windows System. DLLs are called by other programs in order
to support their execution. Generally, the code included in DLLs is frequently used to
support the execution of many programs. Thus, these files include executable codes

that contain instructions for the system operation. It was included in its own format
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to enhance the system performance and reduce memory usage as many programs use
it simultaneously. In addition, DLLs include systems libraries that are essential for
the operating system to work.

Exetuables are programs utilized in Windows. executable files have the .exe file
extension. It includes a code that is transformed into a format ready for execution by
the Windows system. These files are created by compiling source code written using
other high-level programming languages such as C++ or Java. Then, files are stored
in the binary format and are ready for execution. executable files are compiled to
operate in Windows-based systems only; they would not run if were used in another
operating system. The other format, object code, includes machine code and the
metadata from a source code. Object files cannot be directly executed. It requires
additional steps before the execution. Nonetheless, all the described files would share

the need for the PE file headers to provide the system with execution instructions.

2.2.2 PE file Structure

PE format includes a high number of headers arranged in a certain order followed by
additional sections as shown in Figure 2.1. The figure presents the full structure of
the 32-bit PE fike. It starts with the DOS Header, the Common Object File Format
(COFF) header, and then an optional header with additional information. First, the
DOS header is a common header that exists at the beginning of the PE file. The
latest PE specifications by Windows no longer support the DOS header, but it might
be used for backward compatibility [49].

Second, the COFF is a format that existed before the creation of the PE format.
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Figure 2.1: The file structure of the 32-bit PE file. The image is obtained from
Wikipedia Creative Commons [1].
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It was based on the very old computers in the 1970s [50]. This header includes
information needed for understanding the remaining structure of the file. It starts
with a signature that identifies the file type. In this thesis, this signature will always
refer to the PE format. After the signature, the machine type for the execution of the
file is identified. Since the PE format targets Windows, the machine field provides
information about the instruction set architecture (x84, x64, ARM, etc.), not the
operating system.

Other variables include the number of sections, timestamps, pointers to tables,
number of symbol tables, size of the optional header, and the characteristics flag. The
number of sections describes the number of sections related to the PE file, while the
timestamp includes information about the creation or compilation date. The symbol
pointer and table include information related to the variables defined or referenced
within the PE file. The size of the optional header field contains information about the
next header in the PE format. Lastly, the characteristics flag specifies the attributes
of the file. After the COFF header, the PE format contains an optional file header
called the optional header. The optional header includes information that extends
the COFF header. Information about the subsystem, the DLLs imported by the file,
the linker version, and additional supporting fields are found in the optional header
section.

After the PE headers, the PE file format includes the sections of the file. Sections
are part of the PE files that include data or code that can be mapped and executed
using the Windows loader. Many sections can be found in the PE format that are

summarized in Table 2.1. The sections are considered the body of the file which in-
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Table 2.1: Sections within a PE file with the description of the content of each section
and its purpose.
Section | Description

txt Contains executable code that is executed by the file.

.data | Contains initialized global and static variables used by the
executable file.
.bss Contains uninitialized global and static variables.
xsre | Contains resources such as images, strings, and others used
by the file.
.idata | Contains information about the imported functions.
.edata | Contains information about the exported functions.
.reloc | Contains relocation information that can be used to adjust
memory allocation if needed.
.debug | Contains debugging information.

cludes all the instructions, references to both initialized and uninitialized static and
global variables, resources utilized by the executable such as images and strings, infor-
mation about the imported and explored functions, and relocation information. The
relocation information describes how the memory can be adjusted when the file is ex-
ecuted if needed. Lastly, the debug section contains information related to debugging
the executable file.

In summary, the PE format consists of a collection of headers and sections that are
combined to form an executable file that can run on Windows systems. The headers
contain information that guides the operating system for handling the file, while the
sections contain the code and additional data and resources utilized by the file when

executed.
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CHAPTER 3

LITERATURE REVIEW

In this chapter, a review of the malware detection techniques utilized for Windows is
performed. Recent methods were reviewed and critically analyzed. After the detection
models review, the evasion techniques used against the existing detection methods
to evade the detection in the literature are presented. Finally, The strengths and
weaknesses of the current methods are highlighted in a comparison table. Section 3.3
presents the limitations of existing methods and highlights the contribution of this

thesis and its role in addressing the limitations.

3.1 Recent Malware Detection Methods

This section focuses on reviewing the latest malware detection methods available in
the literature. In Section 3.1, the analysis methods that can be utilized for malware de-
tection were described. This section is categorized according to the analysis methods.
First, the static analysis-based malware classifiers are reviewed. The methods that

are executed without running the file are described. Second, the dynamic analysis-
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based features are described. Dynamic analysis-based features focus on the detection
of malware by monitoring the runtime behavior. Additionally, a visualization-based
malware detection section is included. This section utilizes dynamic or static features
for the detection. However, it does not require any domain expertise or deep under-
standing of the malware detection context. The main goal of the review is to identify
the current state-of-the-art features used for malware detection in Windows systems

and identify the limitations within the existing models.

3.1.1 Static Analysis-based Malware Detection

Static features are extracted from the malware executable or binary code without
executing it. As the code would not be executed, static features can be obtained from
the source code and the PE format information in Windows systems. Raw features
obtained can be further processed to make useful features. It includes instruction-
level features like n-grams and OpCode, statistical features such as frequencies and
skewness, Structural features such as Control Flow Graphs (CFGs) or execution paths,
and semantic features such as strands and embedding [51]. Various researchers have
developed methods based on static features for malware classification.

PE format includes several headers with content that can be used as raw features
for malware classification. Several studies utilized PE headers for the extraction and
selection of static features. Rizvi et al. [32] proposed PROUD-MAL that utilizes
an unsupervised malware classification approach based on the executable file format
header information. They parsed the PEs and extracted 35 unique features based on

the Information contained in the PE only. Although their method was effective in the
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detection, the feature selection process based on the attention block did not reveal
feature importance. Their work could be further optimized with a white-box feature
selection technique prior to the application of the attention block technique.

Jurecek and Lorencz [52] utilized the distance metric for the development of an
improved K-Nearest Neighbor (KNN) malware detection model. Their idea is to utilize
the distance metric for selecting the optimal feature set from the PE file metadata.
The features were extracted from the PE headers and sections. After computing
the distance metrics for the features, KNN was utilized for the classification. Their
work has shown good performance in the detection. However, their method lacks the
application of all the possible optimization criteria they specified.

Brown et al. [53] leveraged three major static analysis-based datasets for the appli-
cation of Automated Machine Learning (AutoML) for malware detection. Their focus
was on evaluating and comparing the performance of AutoML with the existing deep
learning methods for malware detection based on static analysis features. AutoML
is an automated machine learning model that optimizes the performance of a model
given a set of features to achieve the highest possible results. Although the results
achieved using AutoML are better, the application of AutoML lacks the analysis and
the deep understanding of the features.

Srastika et al. [35] used the Burota method to reduce and select optimal features
from PE headers. Their work included 27 features selected for the analysis. Burota
feature ranking and selection was applied to the 27 features where only the top 20
features were utilized for obtaining the best performance. The top 20 features were

then used for the evaluation of multi-year datasets, where the performance of the
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proposed method is downgraded with newly released malware variants. Kamboj et
al. [54] focused on the detection of malware files downloaded from the internet by
analyzing static features such as the optional header, the load configuration size, and
other unspecified features. Their work focused on testing various machine learning
models on a set of selected features. Their feature selection and analysis methods are
not described. Only the full number of features and the number of features used in
documented.

Another feature that was used extensively in malware detection is OpCode. Op-
Code presents instructions in the .txt section of the source code of the file. It includes
all the instructions that a program performs when used. Jeon and Moon [33] proposed
OpCode sequences from binary executables as features. They defined a fixed number
of Opcodes with specific lengths from each file. For each OpCode sequence vector,
the used classifier classifies it solely where the sum of classifications is used for the
final classification. They used two classifiers for the classification. An opcode Convo-
lutional autoencoder was used at the OpCode level, while a recurrent neural network
was used for the final classification. Nevertheless, their method can be easily evaded
since a single feature is used. Other recent work that utilized OpCode combined it
with other static features.

Bokolo et al. [39] extracted bytecode frequency from the byte sequences, OpCode
sequences, and section frequency and integrated them as static features for malware
detection. Bag of Words (BoWs) were then utilized to generate a set of 256 features,
where the frequency of occurrence for each feature is counted for all the samples.

Bokolo et al. [39] tested the generated feature vector using eight machine and deep
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learning classifiers. The results in their work were not high compared to other malware
detection models. Moreover, the authors did not perform proper feature selection and
analysis before designing the model.

Park et al. [55] extracted the byte sequences from the raw binaries of PE files inte-
grated with additional file content-based features. Features such as Byte Histograms,
Byte Entropy Histograms, Strings, and others were utilized in addition to the raw
byte sequences. The raw sequences were transformed into wavelets using a novel
wavelet transformation method designed to process and select the proper features.
In essence, the wavelet coefficients, statistical features from the wavelet transforms,
additional statistical features, and the file content-based features were merged into
a large feature vector utilized for general malware detection. Training the extracted
feature vector using machine learning showed its effectiveness in the detection of mal-
ware. However, this method focused on cross-platform detection, achieving lower
results than other Windows-based methods. A customized Windows-based malware

detection would provide better results.

3.1.2 Dynamic Analysis-based Malware Detection

Similar to Static analysis, dynamic analysis can be conducted to extract dynamic
features from the malware. Dynamic features refer to the features obtained from the
malware by observing the application behavior after running it within a controlled
environment [12]. Dynamic features might include registry keys, API calls, system
calls, and other malware traces [51]. Since dynamic features require the execution of

the code, it is more difficult to obtain and apply at a large scale compared to static
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features. Thus, less work was done for malware classification using dynamic features.
Nevertheless, many researchers have used dynamic features for malware detection
recently.

Chen et al. [56] proposed graph-based features where applications are reverse-
engineered, and functions are collected to build a function call graph. On top of the
generated graphs, their method extracts the embedding for each collected function
using the NUM embedding, the Asm2Vec, and Self-Attentive Function Embeddings
(SAFE) forming Function Call Graph (FCG) vectors. Their implementation of FCGs
included all the extracted API calls, including less useful ones as features. Similarly,
Kargarnovin et al. [31] used the presentation of executable files to detect Windows
malware. They extracted API calls and strings from executable files and utilized
the BoWs approach to generate 1000-length feature vectors that contain API calls
and string sentences. They also tested deep learning classifier evasion techniques.
Both Chen et al. [56] and Kargarnovin et al. [31] tested their features using a Graph
Convolution Network (GCN) and did not perform feature analysis or reduction.

Chen et al. [44] used parameter-augmented API call sequences that combine raw
APIT calls with executable embeddings as features for the classification. Their main
focus was the development of CruParamer, a Deep Neural Network (DNN) model that
optimizes the learning of the selected features. They performed ensemble learning by
combining Text-Convolutional Neural Network (CNN) with CruParamer to optimize
the detection. Nevertheless, they used an old dataset without further analysis of
the selected features. Anand et al. [34] performed a complete review and analysis

of API call sequences as features for Windows-based ransomware. They applied four
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different feature reduction techniques including Boruta, Regularized Random Forest
(RRF), Recursive Feature Elimination (RFE), and Genetic Algorithm to analyze and
select optimal API calls as features. Although their analysis is comprehensive, their
work is limited to feature analysis with weak classification and specific malware class
scope.

Amer and Zelinka [57] focused on creating a method that reduced the API call
sequences to generate smaller API features that are more distinctive. The purpose of
their feature generation technique is to reduce the long API call sequences to a much
smaller feature without the additional noise caused by the removed parts. The reduc-
tion method they utilized focused on finding a correlation between the API call se-
quences and the malware sequence. Based on their assumption, Amer and Zelinka [57]
used a word embedding technique that takes the API sequences and generates an em-
bedding model. Essentially, a similarity matrix is generated based on the embedding
models that would be used for creating benign and malicious feature clusters. The
word embedding model was limited due to the need for extensive computational power
to generate the embedding models, train a model, and test the model

Another example of API calls used is the Javaheri et al. [58] method. They ex-
tracted sequences of API and system calls at the kernel level for Windows. Their
focus was on addressing the most recent metamorphic malware generation methods
by deceiving the malware in a sandboxed environment and extracting the features
while it runs. The extracted API calls are then integrated with the API calls within
the PE header to make a full API dataset. Metamorphic malware is generated using

the Genetic Algorithm. The proposed model was tested on DNN, J48, and JRip.
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Nevertheless, their method is difficult to adopt in real and time-efficient scenarios and
its accuracy is not high enough.

Li et al. [59] highlighted that the majority of API calls-based malware detection
models focus on the API names rather than the semantic meaning of API calls based
on the API attributes. They designed a feature generation method that integrates the
API names and arguments while providing a semantic meaning presented in a graph
of API call sequences. Transforming the API sequences into graphs provides semantic
information based on the structural information of each graph. The proposed method
was evaluated using a Graph Neural Network (GNN) model achieving good results.
The limitation of this method is that it requires huge computational power for each
step.

Similar to Li et al. [59], Zhang et al. [60] utilized API call names and arguments
as features for malware detection. The main goal of their research is to apply feature
engineering and learning properly to the extracted API names and arguments for an
optimized detection rate. In the proposed model, the hashing trick method was utilized
to encode the extracted features into a fixed length and unique feature vector for all
the samples. The name of the API call, the category, and its arguments were included
in a long feature vector with 102 features included. The engineered feature vector was
then fed to train multiple CNN models for the generation of highly distinctive features
for malware detection. Then, a Bidirectional Long Short-Term Memory (Bi-LSTM) is
evaluated and compared with existing methods. The major limitation of this method
is that it requires deep analysis of dynamic features that might pose a huge risk in

the case of analyzing unknown malware variants.
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Qiang et al. [61] examined the API calls-based dynamic malware detection methods
and highlighted that API calls are not robust against obfuscation methods. Alterna-
tively, they proposed the development of classifiers based on the control flow traces.
Qiang et al. [61] utilized Intel Processor Trace (IPT) for capturing control flow traces
at low hardware level. The captured packets were decoded, transformed into behav-
ioral byte sequences, and embedded into vectors. The vectors were used to design a
deep learning model that combines CNN and Bi-LSTM while optimizing the learning
process. The major limitation of this approach is that the detection rate on unseen

malware samples is low.

3.1.3 Visualization-based Malware Detection

Visualization-based malware detection relies on static analysis or the transformation
of dynamic features into static features as base features. The base features are then
transformed into visualized representations that would be distinctive for each file.
Visualization-based approaches might perform additional preprocessing techniques on
the features before transforming them into images. However, the general usage of
this type of feature does not include preprocessing. The features are transformed into
images without the need for domain expertise to design the detection model. Under-
standing how to solve image-based problems is sufficient for applying visualization-
based malware detection. For this reason, visualization techniques were separated
from the static and dynamic analysis categories.

Researchers transformed different features into images to perform malware detec-

tion. Shaukat et al. [62] proposed a model that transforms PE file information into
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images within the RGB channel. They utilize transfer learning based only on visual-
ized static features to extract deep features and fine-tune a deep learning model. In
order to generate the images, they transformed the PE files within the dataset to raw
byte binaries. The raw byte binaries were used without any modifications or analysis
to generate the images utilized in their work. Moreover, API call sequences and Op-
Codes were also extracted and utilized to generate the other dimensions of the images
without requiring any analysis or feature engineering. For this reason, Shaukat et
al. [62] transfer learning method contains weakly correlated features that would lead
to weaker model performance as the images would contain a high amount of noise.

Shaukat et al. [63] utilized visualization-based features based on static analysis
to create and optimize a deep learning model for malware detection. Their proposed
solution transformed the PE file into raw byte sequences that are then clustered into
a group of 8 bits. The 8-bit group is then transformed into one pixel with the three-
dimensional RGB image. These images are then used as features by applying a transfer
learning approach based on a customized deep learning model that would compute
new 1-dimensional feature vectors. Thus, the deep learning model is only used for
the extraction of features, not the detection. Finally, the extracted features are fed
into a 1D SVM model that would make the final prediction. This approach has many
limitations. First, the computation of the model requires high power consumption.
Second, although the author claims that the model would not require domain expertise
in security, it requires highly skilled researchers in the application of image-based
problems.

Huang et al. [64] proposed two methods that visualize PE files into images that
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would not require domain expertise. Namely, they proposed static-based and hybrid-
based visualization techniques. For the static visualization, the byte frequency in-
formation was integrated with the application’s general Information. They visualized
the general application’s Information from the PE header within the blue channel, the
byte information frequency within the red channel, and pad the green channel with
zeroes in the RGB spectrum. In their second visualization method, the static visual-
ization approach into one image with a dynamic-based visualization approach. Their
dynamic approach worked by capturing API call sequences from malware by running
them inside a sandboxed environment. Essentially, they applied transfer learning us-
ing the VGG16 network. Their experiment was on a small, unbalanced dataset and
could easily be evaded as it relies on two easy-to-temper features.

Kumar and Jenet [65] designed a method that detects malware based on the textu-
ral features extracted from grey-scale images generated from the malware raw binaries.
Thus, this method fully transforms the malware detection problem into an image-based
problem where descriptors are utilized to extract features. The method utilized three
local descriptors and one global descriptor for the extraction of the textural features.
After textural features extraction, a hybrid model that integrates machine learning
with CNN for training and testing. Their work has shown to be highly effective in
the detection of obfuscated malware. Nevertheless, the features used were weak and
could be easily modified as grey-scale images contain much less information compared

to the other existing features.
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3.2 Malware Evasion Techniques

In this Section, A review of the evasion techniques used against malware detection
methods in the literature is presented. First, the traditional obfuscation techniques are
described. Techniques such as packing, metamorphic obfuscation, and polymorphic
obfuscation are described first. Second, advanced evasion techniques that modify files
to evade the detection of machine learning-based models are presented. The goal of
this section is to present the threats to the current detection methods and highlight
the need for better detection models. Thus, this section provides a summary of some
well-known and the latest evasion techniques. It will not include a deep explanation
of the technical specifications, the implementation requirements, and explanations for
the model operation. Models are listed with only the general technique used with the

results of applying them for malware evasion.

3.2.1 Traditional Obfuscation Methods

Evasion techniques are the techniques used by adversaries to evade the detection of
their malware by the existing security measures. Evasion can be achieved using several
methods that modify the content or headers of the malicious file. One popular evasion
technique is packing. Packing aims to hide the portable executable header information
to avoid detection by static feature-based methods [58]. There are many types of
packers available for use as open-source or commercial products such as Petite [66],
UPX [67], ASPack [68], Yoda [69], Detect It Easy [70], and ExeSealth [71]. Recent

research considered these packers and optimized methods for the detection of similar
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malware [72]. Nevertheless, more advanced techniques have been developed to evade

the detection of current machine and deep learning detection models.

3.2.2 Machine Learning Evasion Techniques

Several studies reviewed the existing methods that focus on Windows malware evasion
techniques. Galloro et al. [73] studied the statistics of the past ten years for malware
evasion techniques evolution and showed that evasive samples are increasing over time.
Moreover, evasive techniques are improving with the advancement of new detection
methods. Ling et al. [74] reviewed the current adversarial attacks against PE files
and the countermeasures that might improve the robustness of malware classifiers.
They highlighted numerous adversarial attacks that target Windows PE detectors.
Demetrio et al. [75] developed three types of attacks against machine learning detectors
for PE files. They named their attacks Full DOS, Extend, and Shift. They combined
the three attacks to manipulate the DOS header in the PE format. Then, the DOS
header is extended with the content in the first section shifted. In their work, they
considered previous attacks and focused on improving the evasion of malware for
the current machine learning-based detectors. Their developed attacks showed their
effectiveness in evading machine learning models.

Li and Li [76] adopted an Improved Reinforcement Learning (IRL)-based approach
to generate adversarial executables that evade machine learning models for malicious
executable file detection. Their method is based on the Deep Q-Network (DQN) and
contains an engine that automatically generates adversarial samples based on a set of

features given to the engine. It adjusts the malicious code to evade detection based on
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the given features. Similarly, Quertier et al. [77] utilized an IRIL-based approach em-
ploying DQN and achieved good evasion results. Lucas et al. [78] proposed a method
that modifies the malicious code with functional instructions that are part of the orig-
inal binary code to evade the detection of DNN and commercial antimalware tools.
Their method proved to be effective in evading many DNN models and antimalware
tools. To et al. [20] proposed FeaGAN, a metamorphic malware creation method based
on the integration of GANs and RL. Their model takes advantage of both the GANs
and RL to design an ensemble learning model for metamorphic malware generation.
Their method showed an almost 100% evasion rate.

Fasci et al. [79] proposed a GANs-based approach that targets visualization-based
malware classifiers. Their proposed method works by the utilization of a substitute
detector, a general generator, and a blackbox detector. The purpose of the blackbox
detector is to mimic the real-world scenario where an executable is provided, trans-
formed into an image, analyzed, and then the prediction is made. On the other hand,
the substitute detector is used to generate labels based on known variants where ad-
ditional information is given. The substitution detector is used to make predictions
based on the images and then update the weights for the generator to create unde-

tectable visualization patterns that evade visualization-based malware detectors.
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Table 3.1: A comparison of recent literature and our work.

Work Year | Dataset type/ | Model Feature Feature Latest ML Evasion
date Analysis | Analysis | Reduction | Variants | Techniques
[56] 2023 | VirusShare v v X X X
(n.d.)
[31] 2023 | VirusShare v X X v v
(n.d.)
[39] 2023 | Microsoft Kag- | v/ X X X X
gle (2015)
[32] 2022 | Honeyd col- | v/ Attention | x X X
lected (2022) Block
55 2022 | binaries (n.d.) X X X X X
44 2022 | Windows ex- | v X X X X
ecution  traces
(2019)
[34] 2022 | PEs (n.d.) X Boruta, v X X
RRF,
RFE,
Genetic
Algorithm
(35] 2022 | PEs (2021) X Boruta v X x
ANOVA
[58] 2021 | PEs (n.d.) X X X v v
[52] 2021 | Windows files () | x RFE v X X
9] 2021 | Microsoft Kag- | x RFE v X X
gle (2015)
Drebin (2014)
[64] 2021 | PEs (2020) X X X X X
[80] 2021 | VirusShare X X X X X
(n.d.)
[33] 2020 | VirusShare v X X X X
(n.d.)
[81] 2020 | NITRSCT X heatmaps | v/ X X
(2019)
(82] 2020 | Microsoft Kag- | x X X x x
gle (2015)
MLMD- | 2024 | PEs (2023) v PCA v v X
AFE
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3.3 Limitations of Existing Malware Detection

Methods

Additional static and dynamic analysis methods were reviewed and found similar to
the methods that were reviewed in this section [83], [84], [85], [86], [82], [87]. Table
3.2 shows a summary of several methods that were reviewed with their proposed
methods, pros, cons, and limitations. In essence, a few deficiencies are noticed within
the current detection models. First, existing static methods were not tested against
the latest malware variants. Many methods reviewed in the previous section were
introduced to evade the detection of machine and deep learning classifiers. Based
on our review, static methods are less effective against new variants [58]. Second,
the majority of the studies that focused on building a good model failed to address
the feature analysis and engineering part. On the contrary, studies that focused on
feature engineering did not perform enough analysis for the selected model. Third,
many methods used old datasets that might not present sufficient evidence for the
ability to detect current malware. As previously mentioned, new malware variants,
obfuscation, and evasion techniques are being developed frequently. Table 3.1 shows
a summary of reviewed methods with comparison characteristics.

This research focuses on addressing the deficiencies in the current literature. First,
the use of a single feature source is addressed by using multiple static feature sources
to make the features resistant to evasion attempts. The selected features are tested
against the latest malware variants available on the web. The use of multiple static fea-

tures would improve the robustness of the generated feature vectors. Second, MLMD-
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AFE aims to perform both advanced feature engineering and the construction of an
optimized model based on the feature engineering process outcomes. Existing work
focused either on feature engineering or model selection and optimization, leading to
average results. Third, a unique most recent malware dataset is constructed to test
MLMD-AFE effectively. The last rows in Table 3.2 and Table 3.1 show the MLMD-

AFE compared to existing work.
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Table 3.2: A summary of the reviewed articles with the base features used, the clas-
sifier(s), pros, cons, contribution, and limitation of each reviewed article.

advanced feature

engineering

Work | Feature | Classifier Pros Cons Contribution Limitations

[56]. API GCN Combined Did not | GCN model using FCG | FCG  built without
Calls, API calls and | consider vectors proper feature analy-
Embed- embeddings adversarial sis.  Obfuscation not
ding samples tested.

(31] API GCN Utilized Robust GCN model based on | Weak feature analysis
Calls, FCGs for | against API calls and strings
Strings semantic appending

meaning attack

[39] ByteCode] Multi ML, | 8 classifiers | Raw features | Comparative study of 8 | Old dataset. No con-
OpCode DNN tested used classifiers tribution to feature se-
Section lection.

(32] PE info FANN Unsupervised Blackbox fea- | Deep unsupervised | Good features cannot
learning, ture selection | learning model | be identified using the
novel feature | method (PROUD-MAL) model
selection

[55] Raw Bi- | XGBoost Multi- Better results | Cross-platform  mal- | Obfuscation not tested.
nary platform, for Windows ware detection Weak Windows results.

novel features

[44] API Text-CNN, | Embedding Raw features | CruParamer as DNN | Old dataset. Obfusca-
Calls, BiLSTM provides given to the | model based on APIse- | tion not tested. Fea-
Embed- semantic model quences tures not optimized.
ding meaning

(34] API RF, GBM, | Complete fea- | Only for ran- | Comprehensive analy- | Weak classifiers analy-
Calls Adaboost, ture analysis somware, low | sis of API calls sis.  Obfuscation not

SVM accuracy tested.
(35] PE info XGBoost, Effective Accuracy Feature selection to en- | Obfuscation not tested.
RF, KNN feature re- | reduced with | hance ML classifiers
duction recent sam-
ples

(58] API DNN, J48, | Evaluation Hard to scale | Method for unpacking | Difficult to apply. Ac-
& Sys | JRip against eva- | with dynamic | and extracting features | curacy not high enough
Calls sion tech- | features

niques

[52] PE info KNN Simple and | Requires a | Malware detection | Obfuscation not tested.
fast long time to | based on PSO

compute

9] n-grams | RF Dataset Susceptible to | Dataset-agnostic mal- | Old Dataset. Obfusca-
bytes indepen- benign code | ware classification tion not tested. Lacks

dent, cross- | insertion analysis.
platform

[64] PE info, | CNN- No expertise | Easily evaded | Transfer learning | Small, unbalanced, old
Bytes VGG16 required with  simple | method based on | dataset. Obfuscation

features VGG16 not tested. Easy to
evade.

(88] Fuzzified | Fuzzy RF, | Novel faster | Low accuracy | Boosted RF classifier | Feature analysis re-
fea- SVM method based on fuzzy PE fea- | quired for distinctive
tures, tures vectors
n-gram

[33] OpCode | CRNN Easy to im- | Single feature | CRNN for Windows | Easy to evade. Obfus-
plement, suf- | use malware detection cation not tested.
ficient for low
power devices

[81] API SVM Short train- | Weak experi- | Incremental malware | Weak analysis. Obfus-
&  Sys ing time ment detection cation not tested.
Calls

(82] FCG, RF Integrates Only tested | RF Classifier using | Old dataset. Obfusca-
Op- two integra- | for malware FCGV and PE-based | tion not tested. Fea-
Code, tion vectors features tures not analyzed.
PE info

MLMD3: PE info, | DNN - - Ensemble Learn- | -

AFE Bytes ing model based on
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CHAPTER 4

FEATURE ENGINEERING AND

ANALYSIS

In this Chapter, the feature engineering and analysis process of MLMD-AFE is de-
scribed. The goal of the feature engineering process is to analyze a set of a huge
number of features and then exclude the unimportant features. First, the feature sets
used in this thesis are described. The reasoning behind its selection and the descrip-
tion and its source are presented. Second, the selected feature sets are described in
detail. Each feature is described with the parameters, the number of features per
set, and the extraction source. Third, the processing steps for each feature set are
described in detail. Fourth, the PCA visualization of the features is presented with
the analysis of the features based on the graphs. The raw feature and the processed
feature are compared. Fifth, the single feature set analysis is performed for each fea-
ture set selected and evaluated for malware detection individually. Finally, the I1G

implementation for the selected features is described.
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4.1 Selected Features

For the purpose of malware detection, the features extracted using the EMBER ex-
tractor are selected for analysis. EMBER [89] is a large-scale dataset that contains
nine features used for the creation of a machine learning model for malware detec-
tion. The dataset was created by collecting rich information from the PE file headers,
sections, and raw binaries. In essence, nine types of features were extracted from
the malware. Four format-agnostic features from the raw binaries including the byte
histogram, the byte-entropy histogram, the strings, and the data directories. More-
over, five parsed features were extracted from the PE file header including general file
information, header information, imported functions, exported functions, and section
information.

This thesis utilizes the EMBER extractor to extract similar features from a newly
constructed dataset. EMBER extractor was chosen for many reasons. First, the
majority of static features described in the literature can be easily extracted using
it. Second, unlike other papers reviewed in Chapter 3, the selected extractor would
extract more than 2,000 features, whereas other researchers utilized much fewer fea-
tures. Thus, the use of a huge number of features that cover the majority of static
analysis-based features is a suitable option for the application of MLMD-AFE. Third,
the EMBER model is considered one of the state-of-the-art models. Nevertheless, the
majority of the features utilized by EMBER can be removed to improve the effective-
ness of the model.

EMBER model was trained using the LightGBM classifier and is considered a
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Table 4.1:  Selected Features, the number of features per feature type, and their

Descriptions
Feature Type # of features | Description
Bytes Histogram 256 A histogram presentation of the bytes
Bytes Entropy 256 A histogram presentation of the bytes entropy
Strings 104 Information about the strings used within the executable
General Information | 10 General Information about the file
Headers Information | 62 File header information
Section Information | 255 Information about each section in the PE file
Imported libraries 1280 Imported DLLs
Exported libraries 128 Exported DLLs
Data Directories 30 Directories presented within the executable file
Total 2381 All the features

state-of-the-art malware classifier. Moreover, recent research has used some feature
types previously utilized by EMBER to detect malware such as byte strings [31],
byte entropy [64], and other features. Although EMBER achieved high results, their
experiment lacked a detailed analysis of the selected features. Further, their work was
conducted in 2018 when less advanced malware was present. MLMD-AFE extends
and analyzes the features used by EMBER to improve the detection of the most
recent malware. EMBER was used to detect unpacked malware with a total of 2381
features. The feature vector they used combined all the feature sets without excluding

any feature.

4.2 Features Overview

The selected features included nine groups of raw features previously used in malware
detection based on the PE file format static information. Figure 4.1 shows a sample of
the extracted features from a benign sample in the JSON format. It includes the Byte

Histogram, the Byte Entropy, stings, general file information, section information,
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headers, imported libraries, exported libraries, and data directories. Also, the SHA256
of the files is included for reference. Each feature within the identified feature sets can
be utilized individually for malware detection. However, the combination of different
feature sets would improve the detection rate.

The following is the description of each of the selected feature sets:

1. Byte Histogram: The byte histogram is the representation of the counts of the
byte values for a given PE file. The Byte Histogram contains 256 integer values
for the count that are considered features. Nonetheless, each integer by itself,
if used solely, would be meaningless since the 256 integers make up the full

histogram.

2. Byte Entropy Histogram: the byte entropy Histogram presents the bytes in
relation to a chosen entropy window that is compared to the values of the bytes.
Similar to the byte histogram, the byte entropy histogram contains 256 features

used in combination as a single feature to preserve its semantic information.

3. Strings: Strings that exist within the PE files are another important feature used
for malware detection. The extracted information related to strings include the
number of stings in the PE file, and average length of the strengths for a given
PE file, the entropy computed across all the strengths, and a histogram that
presents the characters of the strings within the PE file. A total of 104 entries

are used as string features

4. General File Information: The general file information includes file size, the

virtual size, a boolean if the file has debug enabled, the number of exported
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Figure 4.1: An example of the features used in JSON format.
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libraries, the number of imported libraries, a boolean if relocation is enabled, a
boolean if resources are available, a boolean if the file has a signature, a boolean
if the file has TLS enabled, and the number of symbols. This category contains

10 items that are used are features.

. Headers: PE files contain the COFF and an optional header. In this feature
category, the timestamp, targeted machine, and strings present image charac-
teristics are taken from the COFF header, while DLL characteristics, code size,
header sizes, and other information as shown in Figure 4.1. A total of 62 features

are extracted under this category.

. Section Information: The PE file format contains different sections, such as
txt, .data, .rdata, .reloc, .idata, .rsrc, .pdata, .debug, and .bss. The name, size,
entropy value, virtual size, and properties of each section are extracted and used
as features under this category. Adding all the features extracted from all the

sections, 255 features are used from the section information.

. Imported Functions: When the PE file is executed, it imports functions that
are used to support the execution of the file. Some combinations of functions
might be used to perform malicious actions, and thus the imported functions
are crucial for the detection of malware. For the import features, EMBER [89]
uses the hashing trick to find unique library sets with 256 entries, adding it to

1024 entries that capture individual functions to have a total of 1280 features.

. Exported Functions: Export functions include the functions that a given file

would export when executed. It might reveal information about adversarial
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behavior based on the actions performed by the exported functions and libraries.
Thus, exported functions play a major role in malware detection. Similar to the
imported functions, the exported function uses the hash trick but with only 128

entries as features.

9. Data Directories: Data Directories are features introduced in the second version
of EMBER [89]. It contains the size and virtual address of 15 data directo-
ries within the PE file, including the EXPORT TABLE, IMPORT TABLE,
DEBUG, GLOBAL_PRT, and other directories. Further description of each
category can be found in the EMBER dataset [89]. This category contains a

total of 30 features.

Algorithm 1 Normalize Histogram

Require: raw__ file: Array of a histogram (counts)
Ensure: normalized: Normalized array

counts <— np.array(raw__obj, dtype = np.float32)
sum < counts.sum/()

normalized < s

.sum
return normalized

4.3 Features Processing

Since the nature of different categories is different, each feature group was processed
using different processing methods. The byte histogram and the byte entropy his-
togram were normalized using the average value to make the weights of each feature
consistent among all the samples. Algorithm 1 shows the normalization technique

used for the normalization of both feature types. The algorithm takes all the entries
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within the histogram, sums them, and then divides each entry with the sum of all the
entries.

Strings contained some features that did not require normalization and a histogram
that presented the appearance of characters within each string. The characters’ his-
togram was normalized using the average appearance value to make it consistent
among all the samples. It used the same algorithm for the byte histogram and the
byte entropy histogram. The other string features included counts and other numer-
ical statistics about the PE file. No processing steps were applied to these features
since their weights are constant among all the files.

The general file information categories were used as it is without further processing
since the numbers did not require normalization. Features such as file size, file vir-
tual size, debug availability, and counts were added to create a total of 10 numerical
features. The header information contained numerical and categorical features. The
numerical features were extracted from the raw JSON file without applying processing
techniques. Similar to the general file information, this type of information is consis-
tent among all the feils. On the other hand, the categorical features were transformed
for a numerical representation by applying the feature hasher function [90]. The fea-
ture hasher is a function provided by the scikit-learn Python library that transforms
a given string into a corresponding numerical value which can be utilized for machine
learning classifiers. This function is designed specifically to create unique numerical
presentations for strings to avoid misguiding the classifier.

The imported section was divided into two parts: the functions and the libraries

parts. For the library parts, a list of 256 unique library bins was created using the
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hashing trick. The hashing trick, implemented using the feature hasher function, takes
all the libraries used by the sample and generates a unique numerical presentation for
the libraries within the specified number of bins. In the MLMD-AFE case, the number
of selected bins is 256. The functions part of the imported section was processed
similarly to the library part. However, since functions are user-defined and might
occur more frequently, the number of bins specified for the functions is 1024. It was
calculated using the hashing trick with the same procedure followed for the library
part.

The exported section contained only functions with no libraries. Compared to the
imported section, the number of exported functions from PE files in general is much
lower than the imported functions. Thus, only 128 bins were used for the exported
libraries. The calculation of bins and the numerical transformation were done using
the hashing trick similar to the imported functions. Lastly, data directories did not
require any processing steps since each entry in the feature set contains a unique

numerical value that is weighted similarly across all the files.

4.4 Features Visualization

The goal of the visualization step is to visualize each category using PCA transfor-
mation to show the effectiveness of the processing techniques used. The graphs of the
raw features are computed and compared with the graphs of the processed features.
PCA visualization also shows the uniqueness of the combinations of features when

used to detect PE malware without combining it with other features. Before plotting
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the features, Principal Component Analysis (PCA) is applied to each feature category,
including the numerical raw features and all the processed features. PCA transformed
the huge number of features into a smaller number of features with the first features
having much higher weight compared to the last feature. The graphs presented using
the PCA visualization present the first two transformed features that contain the rich
feature information.

Figure 4.2 shows the visualization of the numerical raw features. Out of the nine
features, four were considered numerical as it does not require transforming categories
into numerical formats. The raw representation shows that the majority of the benign
flies have similar byte distribution with a few outliers while the malicious samples vary.
Moreover, it shows that the byte entropy histogram does not differentiate between
malicious and being samples. The string and byte visualization shows that there is a
difference in the identification of malware and benign samples. Nonetheless, the string
visualization shows a higher intersection between the two categories.

Figure 4.3 shows all the features after performing processing. Comparing the
histogram and byte-entropy histogram after processing with the previous figure before
visualization, both have higher variances where malicious samples are more distinctive.
Moreover, strings became more unique after processing which would lead to a higher
detection rate. The general file format was used without performing processing steps,
and thus the visualization is similar.

The other categorical features were analyzed using PCA to test their effectiveness
in the detection of malicious PE files. The headers and imported libraries show a high

difference between the malicious and benign samples. Nonetheless, there is a high
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Figure 4.2: The PCA visualization of the four numerical raw features.

intersection where malicious and benign samples are indistinguishable. On the other
hand, the section, exported libraries, and data directories categories do not show
a unique representation that shows the difference between malicious and malware
samples. Section information does not show any malicious samples on the graph,
meaning that the combinations of features within the section information would lead
to similar features for both benign and malicious samples.

While the PCA visualization implies that some features cannot be used for malware
detection as it does not show uniqueness between malicious and benign samples, these
features might be used as supporting features to improve the performance of other
features. Moreover, some of the features within the categories might be useful but

not the whole set when combined. The visualization shows that byte histograms, byte
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entropy histograms, strings, header information, and imported libraries can achieve
better detection rates compared to the general file information, the section informa-
tion, the exported libraries, and the data directories when used individually.

Based on the PCA visualization analysis, byte histograms and byte entropy his-
tograms are excluded from the selection process. The reason behind excluding them
is that their values are unique enough to work as a standalone feature. Combining
them with other features would result in either lowering the detection rate or not
affecting the detection. Although these two feature sets were excluded, they will be
implemented as an additional experimental evaluation to validate the claim made by
the PCA analysis. The other features are included in the selection phase. Although
some features might have been shown as unuseful based on the PCA visualization,
their values are not presented explicitly. Thus, there might be strong features within
these categories. Further analysis is performed by testing each category using six

models to evaluate all the feature sets’ capability in malware detection.

4.5 Single-Feature Analysis

Each of the feature categories was used to train six machine learning models to evaluate
their effectiveness. five out of the six models were ensemble learning models including
Decision Tree, Random Forest, AdaBoost, Gradient Boosting, and XGBoost. The
reason for choosing ensemble learning models is due to the complexity of the features
used. To confirm that ensemble learning models are better, the Support Vector Ma-

chine (SVM) model was used to show that its performance is not good compared to the
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Figure 4.3: The PCA visualization of all the features after processing.

other selected models. The models were trained using a five-fold (5K) cross-validation
to tune the hyperparameters in each model. Cross-validation was performed to ensure
that the results were not biased toward the training/testing split. The best results
for each model are presented in Table 4.2. The best results presented in this table
were achieved using the XGBoost ensemble learning model. The full result of all the
models for each feature group is presented in Appendix A.

The results show that the majority of feature categories used achieved results close
to 95% with the exception of exported functions. The exported libraries had very low
performance, indicating that the majority of the features within this category are not
useful. The header information achieved the best results with an accuracy of 96.86%

and an Fl-score of 97.87%, indicating that headers might be strong as a standalone
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Table 4.2: The best results of running machine learning models for each feature group.

Feature Accuracy Precision Recall F1-Score
Byte Histogram 96.67 96.71 96.40 96.55
Entropy Histogram | 95.78 96.11 95.12 95.61
Strings 97.02 97.38 96.43 96.90
Headers 97.93 97.80 97.91 97.86
General Information | 95.71 95.64 95.48 95.56
Section Information | 96.80 96.92 96.45 96.68
Imported Libraries | 93.04 93.93 91.52 92.71
Exported Libraries | 69.20 61.22 99.01 75.66
Data Directories 97.63 97.88 97.21 97.54

feature type for malware detection. Since the results of the other features were high,
additional experiments that combine each feature type might lead to an improved
detection rate.

Since ensemble learning performs complex operations that might extremely reduce
the weights of certain features, SVM was used to evaluate the performance of each
category. Table 4.3 shows the results of the SVM model. When using SVM, only
the byte histogram, byte entropy histogram, and imported libraries achieved results
close to 90%. Referring to the PCA visualization in Figure 4.3, the models with
high variance between benign and malicious samples in the visualization achieved the
highest results in SVM. Thus, the byte and byte entropy histograms are better in the
detection of malware when used individually. Moreover, the majority of important
features for the detection are within the Imported libraries category. Since the other
categories achieved high results using the best ensemble model, it indicates that many
significant features were misleading the model when trained on SVM. The analysis and
comparison of the ensemble learning and traditional machine learning implementation

highlights the complexity of the features. Combining the PCA visualization outcomes
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Table 4.3: The results of running the SVM model for each feature group.

Feature Accuracy Precision Recall F1-Score
Byte Histogram 88.89 85.14 93.28 89.03
Entropy Histogram | 89.36 86.23 92.83 89.40
Strings 61.34 71.50 33.43 45.49
Headers 67.72 62.82 81.39 70.90
General Information | 66.17 77.91 41.87 54.42
Section Information | 53.86 82.86 5.27 8.72
Imported Libraries | 92.81 94.28 90.63 92.42
Exported Libraries | 67.95 60.25 99.05 74.93
Data Directories 60.76 93.80 20.17 33.17

with the single feature analysis, the current feature set, excluding the byte histogram
and entropy byte histogram, is considered complex and requires ensemble learning

with optimized parameters to achieve a high detection rate.

4.6 Information Gain Implementation

IG is implemented using the final feature sets specified by the PCA visualization
and the single feature analysis findings. The selected feature sets are processed and
aggregated to form a large inclusive feature vector. IG is implemented on the full
feature vector to rank and sort the features based on their distinctive value for the
given malware detection problem. After ranking the features, thresholds are set each
time to select a different number of features. Each time the feature number is reduced,
evaluation is performed using the new smaller feature set. The process is repeated for

the values presented in table 4.4.
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Table 4.4: Threshold values and their associated number of features for each IG
implementation.

Threshold | Number of Features
1.0 2,381
0.8 1,904
0.5 1,190
0.3 714
0.2 476
0.1 238

0.08 190
0.05 119
0.03 71
0.01 23

50



CHAPTER 5

MLMD-AFE SPECIFICATIONS

This section describes the proposed MLMD-AFE methodology specifications and how
it can be applied to optimize the detection rate and performance in malware detection.
First, a general overview of MLMD-AFE is presented that describes the three main
phases and the steps within each phase. Then, a detailed description of each phase

and the technical details behind the selection of each component are presented.

5.1 MLMD-AFE Overview

This research proposes MLMD-AFE that machine learning models based on a feature
engineering and analysis process on features extracted from PE files. The review in
Chapter 3 showed that static features are more efficient and easier to scale when work-
ing on malware detection problems. Thus, MLMD-AFE will utilize static analysis-
based features for the purpose of enhancing the detection performance. To overcome
the limitations in the literature where a single feature source is used, MLMD-AFE

will use features from multiple parts of the file to extract feature sets that are difficult
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Figure 5.1: An overview of the three main phases in MLMD-AFE method.

to temper. Indeed, EMBER [89] features will be used as base features. Section 4.1
described the features provided by EMBER in detail. EMBER features consist of nine
different types of features that were proven to be effective in the detection of malware.
The features are extracted from the byte code and the PE headers for Windows PE
files. MLMD-AFE method aims to apply advanced feature engineering on the selected
features, that were interpreted as highly effective in malware detection by the research
community, to make more resilient feature vectors based on the latest malware in the
wild. MLMD-AFE aims to reduce the high number of the selected features by analyz-
ing the quality of the features to make the model capable of detecting recent malware
variants effectively.

Figure 5.1 illustrates the main phases of the MLMD-AFE approach. Initially,
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MLMD-AFE employs a PE feature extractor to extract the feature sets from the PE
dataset. The extracted features are preprocessed and prepared for further analysis.
Subsequently, feature engineering and reduction are applied to yield an optimized
feature set capable of accurate malware detection. Based on the feature engineering
outcomes, some features are eliminated while others are reduced. The PCA algorithm
will be implemented to perform dimensionality reduction for the feature and further
analyze them. Subsequently, the IG algorithm for feature ranking and selection will
be implemented to rank the features based on importance. The algorithm has been
effective in the selection of features. Based on the analysis, the best feature set is
chosen and analyzed for validation. Finally, distinctive features are selected and used
to construct advanced machine learning models. Each machine learning is finetuned
and optimized according to the selected features to maximize the detection rate while
maintaining reasonable computational overhead.

The detailed steps for MLMD-AFE are subdivided into three main phases as fol-

lows:

1. Feature Extraction and Preprocessing

2. Feature Analysis and Engineering

3. Machine Learning Model Selection and Optimization

In Phase 1, a PE feature extractor is used to extract the nine feature types from
the PE dataset. The EMBER extractor based on the LIEF project is utilized for the

extraction of the features. The extracted features are then preprocessed and prepared
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for further quantitative analysis. Missing information, corrupted files, and mislabeled
files are removed during this phase. In Phase 2, each feature type is critically analyzed
solely in the context of malware detection and classification. Each feature type is
further visualized using the PCA algorithm. Based on the visualization and analysis,
the distinctive feature types are selected and used in building the model. In Phase 3,
machine learning models are designed while considering making it effective in grasping

the final feature set while optimizing the results by fine-tuning the hyperparameters.

5.2 Feature Extraction and Preprocessing

The EMBER extractor [91] is used to extract features from PE files from the bi-
nary code and the PE headers. MLMD-AFE uses EMBER code with LIEF [92]
version 0.10.0. Since EMBER was released earlier based on an older version of LIEF,
a library used to instrument PE format, our extracted features might differ from the
original EMBER database. The original EMBER data used LIEF version 0.9.0 while
ours uses 0.10.0. The EMBER extractor targets PE headers and the binary code of
executable files to extract nine feature sets.

After feature extraction, feature preprocessing is performed on each feature set
based on the nature of the features, the complexity of the features, the best approach
to interpret the feature, and the best practices for preprocessing features. For in-
stance, the first two categories of features contain histograms. Histograms might
weigh differently across different files based on their size. Normalization is applied in

the preprocessing step to ensure that each bin of the histogram is weighted equally
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across all the PE files. On the other hand, categorical variables are transformed into
numerical vectors that comparably present them to utilize their use in machine learn-
ing model construction. The detailed feature preprocessing steps are presented in
Chapter 4, the feature engineering chapter. Chapter 4 included a summary of the
number of features contained within each category and the total number of features

extracted and preprocessed using EMBER.

5.3 Features Engineering and Analysis

The selected feature sets are analyzed deeply using advanced techniques to perform
the feature selection and implementation effectively. The goal of this phase is to
remove the features that might downgrade the performance of MLMD-AFE and reduce
the number of features to minimize the computational overhead while preserving the
performance of the model. The removal of less critical features would improve the
performance of the model by reducing the highly correlated features fed to the machine
learning model. Different techniques are utilized to optimize the feature selection
process. For instance, PCA is used to visualize the correction of each feature group
in terms of the specified categories. Then, each feature is analyzed individually to
analyze its complexity. Lastly, IG is used to rank the final features and achieve the
optimized feature set.

Feature Engineering and Analysis processes can be summarized in three main

steps:

1. PCA Visualization
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2. Single-Feature set Analysis

3. IG Ranking and Selection

Before building the main machine learning detection model, each feature is an-
alyzed as a standalone feature. This step would help us understand the limitations
of each feature and how MLMD-AFE can overcome them by combining multiple fea-
tures based on complexity and correlation. First, each feature type is isolated and
analyzed in the context of malware detection and classification. The correlation of the
feature and its significance to the detection of malware is further explored to decide
if it is critical for the detection process. Feature types are visualized using the PCA
algorithm to highlight the correlations or differences between the two classes. Subse-
quently, different combinations of feature types are then used for the analysis after
ranking them using IG. All the possible combinations of feature types will be tested
and analyzed while optimizing a neural network model learning for all the combina-
tions to efficiently select the proper set of features and neural network model. The

next subsections describe each step in detail.

5.3.1 PCA Visualization

PCA visualization involves the visualization of transformed features into 2D plots
that can help in analyzing the quality of feature sets. This step includes six main
steps. Figure 5.2 shows the overall process followed in the PCA visualization step.
It contains the six essential processes and the feature exclusion list as output. First,

each feature set is transformed using PCA dimensionality reduction approach into
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Figure 5.2: The process followed by the PCA visualization step in feature engineering
and analysis.

a smaller set that preserves the high-quality aspects of each feature. Second, the
transformation is applied for both the raw and processed features to assess the pre-
processing effectiveness. Only the numerical raw features are transformed using PCA
since categorical features require preprocessing prior to the transformation. Second,
the first two entries of the PCA transformations are selected for the analysis. Third,
the two representative features are visualized using a 2D plot. The 2D plot contains
the features based on the labels for the purpose of distinguishing and analyzing how
different categories are presented. Fifth, graphs are visually analyzed and interpreted.
If a graph shows that features are clearly separated linearly, simple machine learning
models might be sufficient for the detection. Conversely, ensemble learning or deep
learning models are required to match the complexity of the features.

Finally, the quality of each feature in the detection is assessed based on the vi-

sualization. Features that contain huge and complex variances are effective in the
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detection better when used without combining them with other features. On the
other hand, features that contain minor or small differences are effective in the de-
tection of malware when combined with other features. Lastly, features that show
no differences are not good in the detection. It might contain a very small number
of useful features, but overall, the feature category is considered ineffective. Based
on the PCA visualization and analysis, a list of excluded features is created. The
excluded features are the features that were found to be unnecessary or ineffective

when combined with the other feature sets.

5.3.2 Single-Feature set Analysis

The Single feature set analysis step involves the analysis of each feature set individually
to understand the feature quality and complexity. This is done by training different
models with different complexities using each feature set individually. First, the fea-
ture sets are separated to create nine feature vectors per file that would be used for the
training. Second, the 5-K fold cross-validation and training are performed to measure
the detection rate for each feature set. Two different types of machine learning mod-
els are used, namely, traditional machine learning and ensemble learning algorithms.
The ensemble learning models involve additional steps for learning the features while
excluding some features. Traditional machine learning models would learn and detect
based on all the features without applying further steps. Thus, comparing the results
of applying ensemble learning and traditional machine learning reveals the complexity
of the features.

Third, feature assessment is performed based on the results of the cross-validation

38



Feature Set
Separation
-, A
" ¢ A

Cross-Validation

Testing
-, | | A
Ensemble Machine Simple Machine
Learning Learning
¥
~ ™,

Feature Azzessment

Features Complexity
Information

Figure 5.3: The single feature set analysis process with each step, the machine learning
models used for cross-validation, and the feature complicity information as output.

testing step. In essence, the single feature analysis step provides MLMD-AFE with
information related to the complexity of each feature set. The complexity of each
feature set is further used in the final feature set selection and the machine learning
model selection phases. Figure 5.3 summarized the process followed during the single
feature analysis step. As shown, the main goal of this step is to measure the complexity

of each feature set.
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Figure 5.4: An overview of the three main phases in MLMD-AFE method.

5.3.3 1IG Ranking and Selection

Based on the analysis performed in the previous two steps, a final feature set is selected
that excludes unnecessary and low-quality feature sets. The Final feature list is fed to
the IG algorithm for feature ranking and selection. IG is a feature selection method
that ranks the features based on the amount of information provided by a feature that
makes it distinctive when performing the detection. In other words, IG helps in the
selection of features that contain more information that is helpful in the detection.
Thus, the higher the feature rank, the higher the correlation between the feature and
the category detection.

IG is utilized by MLMD-AFE to rank the features and select the top features
for the detection of malware, aiming to improve the performance of the detection by
removing the less unique features and keeping the more distinctive features. From the
feature sets, feature sets that contain semantic meaning when combined with other
features in the group are excluded from the selection process. The byte histogram
and the byte entropy histogram are an example of an excluded feature set from the
IG feature selection process. As described in Section 4.2, the 256 features in both the
byte entropy and the byte histograms present the distribution as a histogram. Using

part of the histogram while removing others would violate the semantic meaning of
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the features and would lead to meaningless features. Thus, IG feature selection is
performed on final categories that preserve the semantic meaning of features.

After the selection of ranking features, features are combined and indexed to ana-
lyze the results after ranking and reducing the number of features. Finally, features are
reduced and evaluated varying from 100% to 1% of the original number of features the
detection accuracy and other evaluation metrics are computed for performance mea-
surement. The goal is to identify the percentage of features that optimize the results.
Also, the point where the performance of the model is downgraded is identified.

After the selection of critical and distinctive features, the final feature set is used as
input for the selected machine learning model. In essence, the feature engineering and
analysis phase will contain three main outcomes: the excluded features list, the feature
complexity information, and the final ranking of the features. The feature complexity
information is used in the machine learning model selection and construction phase.
Choosing the proper model for the training is crucial to improving the detection rate
while minimizing the computational overhead. The final ranking of the features is
also utilized by the selected machine learning models. As described in the IG section,

different percentages of the features are utilized and the performance is reported.

n n k
|Dv| |Div| |Dv|
G(D; f) = —Zpi log, pi + Z D] Z mlog2 D)~ Zwi log, w; (5.1)
i=1 i=1

ve{0,1} i=1

Equation 5.1 shows the mathematical notation used by IG for the calculation of
the ranking value for each feature. Given a dataset D with n classes and given feature

f, the IG calculates the information gain (G) values based on the equation. After the
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calculation, the values of IG are sorted in descending order for the ease of thresholding

in the training and testing process.

5.4 Machine Learning Model Selection

The feature engineering and analysis phase shows that the feature sets utilized in the
MLMD-AFE method are complex and would require ensemble learning models. Thus,
MLMD-AFE utilizes five different ensemble learning models where the performance
of each model is fine-tuned and optimized based on the feature sets obtained from the
feature engineering and analysis phase. With the five ensemble learning models, an
additional traditional machine learning model is added. The reason behind adding
this model is to show that ensemble learning best fits the complexity of features
compared to the traditional model. The selected ensemble models are Decision Tree,
Random Forest, AdaBoost, Gradient Boosting, and XGBoost. In addition, SVM is
added for the experiments. Although these models are considered ensemble learning
models as they are trained based on smaller models that are aggregated, they are still
considered machine learning models as no aggregation of two models is performed.
However, these models are marked as ensemble learning in this thesis to differentiate
their behavior from other models.

The reason behind choosing different ensemble learning models is to evaluate the
performance of the defined feature engineering and analysis procedure and test its
application to various models rather than limiting the evaluation to a single classifier.

Moreover, enhanced versions of the same classifiers were utilized to evaluate how
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complex ensemble learning models are better in the detection based on MLMD-AFE’s

feature engineering and analysis phase.

5.4.1 Decision Tree

Decision Trees are a type of supervised machine learning model that can be utilized
for classification problems [10]. A decision tree model works by creating a tree that
splits into branches and nodes that would lead to making a decision and classifying a
given entry based on the tree structure [10]. The tree starts with the root node and
then splits into branches based on the variables and their weight in the classification
problem. At each branch, nodes exist with a query about the value of a given variable.
Based on the presented value, the node would make a choice of which branch to follow
at each step. Each node is connected to a child and a parent node. The chain starts
from the root node until the leaf node is reached, where the results based on the
variable combinations are presented.

As the tree structure implies, not all the variables are used in the construction
of the decision tree model. The model will design the tree based on the underlying
correlation of variables within the given malware detection problem. Thus, decision

trees are considered an advanced type of machine learning.

5.4.2 Random Forest

Random Forest is a supervised machine learning algorithm used in classification prob-
lems. The random forest classifier combines multiple predictions from many smaller
decision trees. It aggregates the results of the decision trees, takes the average, and
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makes the prediction [93]. Since this model creates many small decision trees and
combines them, it can achieve better results in large-scare settings compared to the
single decision tree.

Random Forest Classifier works by specifying the number of decision trees within
the model. Other parameters such as the maximum depth can be specified to make
more resilient trees [94]. For instance, the maximum depth will customize the max-
imum number of nodes that can be split before reaching the leaf node that was de-

scribed in the decision tree subsection 5.4.1.

5.4.3 AdaBoost

Adaboost is another supervised learning model that works by creating a large model
based on all the given features. Then, the model is re-trained multiple times based
on the results achieved from the full model training [95]. In each round, the model
changes the weights of the misclassified samples and learns again to optimize the
learning process.

Adaboost works by training many models called weak learners. The weak learners
are trained to get an accuracy that is slightly higher than when the prediction is
guessed randomly [96]. The assumption is that the creation of a meta-model from
the sum of predictions of the weak learners would result in a higher detection rate.
Thus, the AdaBoost model will change the weights of the features that misguided the

classifier and include only weak learners that meet the specified condition.
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5.4.4 Gradient Boosting

Gradient Boosting works similarly to the Adaboost model. It functions by combining
the results obtained by many weak learners with results higher than random guessing.
The weak learners are combined to create a strong learner that achieves better results
in the prediction [97]. Gradient Boosting works by mapping the prediction values of a
given dataset entry to the associated feature value while minimizing the loss function
of the prediction.

In basic terms, Gradient Boosting works by solving an optimization problem that
minimizes the loss based on the mapping of the prediction value to the given fea-
ture. In order to perform the estimation, ensemble models such as a decision tree are
utilized [98]. The optimization problem is solved using the weak learners and then
summed iteratively to construct the final model. The limit where the model would

stop iterating is specified when implemented.

5.4.5 XGBoost

eXtreme Gradient Boosting (XGBoost) is another supervised ensemble learning model
based on decision trees and the gradient boosting model. Unlike Gradient Boosting,
XGBoost only uses decision trees as its base classifier for solving the optimization
problem [99]. Similar to Gradient Boosting, the goal of the algorithm is to map the
prediction to the associated features while minimizing the loss function. Nevertheless,
the XGBoost algorithm contains an additional regularization parameter to reduce the

step size when working on the optimization problem.
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XGBoost reduced the complexity of applying the optimization when using the
Gradient Boosting model. It uses a shorter decision tree structure that would result
in much shorter training time and less computational overhead [100]. XGBoost model
also introduced randomization to the selection of the features to reduce overfitting. Its
main goal, compared to gradient boosting, is to achieve better results while reducing

the model complexity.

54.6 SVM

SVM is a traditional, supervised machine learning model that aims to solve complex
data classification problems. SVM fits a given dataset within a mathematical equation
where the prediction is the output of the equation [101]. Within the default imple-
mentation, SVM fits the features using a linear equation (y=xm+b). Nonetheless,
nonlinear versions are available to fit more complex feature structures with multiple
classes.

Unlike ensemble learning models, SVM is much simpler and uses all the features
to fit the model linearly. It is expected not to have high results using it, but it was
added for validation purposes. Based on the complexity of the features within the
malware detection problem, SVM is expected to behave abnormally as it cannot fit
the complex intersections between the features.

In MLMD-AFE, the hyperparameters of all the models were fine-tuned based on
the information obtained from the feature engineering and analysis phase. The number
of features used, the ranking procedure, and the model complexity information were

used to select the appropriate parameters for each model. The modifications were
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done for the main parameters related to the model structure itself. Other parameters

that include a high level of customization were not utilized.
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CHAPTER 6

EVALUATION AND

DISCUSSION

6.1 MLMD-AFE Dataset

Malware variants are deployed frequently to evade existing detection techniques. The
evolution of new malware and obfuscation techniques poses a challenge to the collec-
tion of the most recent malware samples. We explored the existing datasets within the
literature and found that they are outdated, not publicly available, unbalanced, or do
not match the format required for MLMD-AFE. Furthermore, the publicly available
datasets are small or focused on specific malware classes. Due to these constraints,
a comprehensive study and review of existing malware resources is performed for the
construction of a dataset. The goal is to construct a balanced and up-to-date collec-
tion of executable malware and benign files for the evaluation of MLMD-AFE. The
process for dataset construction is presented in Figure 6.1.

The first step in the dataset construction is to obtain flies from open-source web-
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Figure 6.1: The steps performed for the MLMD-AFE dataset collection and validation.
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sites, malware databases, and Windows ISO files. Files were collected from many
malware sources that are publicly available for research purposes. Malware samples
were mainly collected from Virus-Share [102] and Malware-Bazaar [103]. Both are
popular malware-hosting websites that are updated daily with emerging and revisited
malware samples, including new variants of old malware samples and new malware
types. These websites contain various formats and types of malware. From both web-
sites, malware files were collected for a span of 35 days starting from 15 December
2023 until 18 January 2024. All the files that were released during that period were
collected and stored as part of the dataset construction process. After obtaining the
files, PE files were filtered out and the remaining files were removed. Files that have
the wrong extension or were marked as PE but aren’t were excluded.

The benign samples were collected from Windows 11 and Windows 10 ISO images.
It included distinctive PE files that were not copies and variations of the same file.
More benign samples will be collected from trusted websites such as CNET [104]
and legitimate websites that contain new executable files for Windows-based systems.
Next, the collected PE files are filtered and verified using VirusTotal Manualy [105].
Each PE file was uploaded to the VirusTotal website and analyzed manually to ensure
proper classification of samples in the constructed dataset. The data of the first
submission, the number of detection engines that classified the sample as malicious,
and the format of the malware were analyzed prior to the inclusion of a malware
sample.

The first submission data was used instead of the creation date as the creation

date can be modified or based on an older variant. For instance, a few samples with
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Figure 6.2: A sample VirusTotal results of a malicious PE sample.

the year 2082 were found during the analysis. Moreover, malware samples that were
identified by the majority, where 50% of the engines marked it, as malicious were
included. Samples with less score were analyzed manually based on the data included
in VirusTotal [105] to confirm if the file is malware. Figure 6.2.

The total number of newly collected samples was 4,232 released in the last quarter
of 2023 and the first month of 2024. An additional 1,039 samples that were reused but
not released in 2023 were added to include a diverse set of malware samples. A total
of 5,271 malware PE files were collected and will be used. The benign PE samples
collected from Windows 11, Windows 11, and benign websites are 5,635. It included
PE files released at different periods. In essence, the dataset size is 10,907 with 5,635

benign and 5,271 malicious samples.
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6.2 Evaluation Measures

The well-known metrics used for the measurement of deep learning models are used
in our experiments. We compute metrics including Precision, Recall, F1-Score, and
Accuracy for the designed model. The aforementioned models are calculated using four
standard measures: True Positive (TP), True Negative (TN), False Positive (FP), and

False Negative (FN). The formula for each metric are as follows:

Accuracy = TP & ?;i?ﬁ TP (6.1)
Precision = TPT—jE)FP (6.2)
Recall = % (6.3)
Fl—9 Precision - Recall (6.4)

" Precision + Recall

The accuracy is the ratio of the number of correctly identified samples over the
total number of samples. Accuracy is considered the most straightforward evaluation
metric that is used widely. Precision focuses on measuring the percentage of the
correctly identified samples from all the positive predictions. Thus, precision focuses
on the sensitivity to the false positive of the model. The lower the false positive,

the higher the precision. A high precision value indicates that the model is likely to
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identify positive samples correctly. On the other hand, recall, also known as sensitivity,
focuses on the number of correctly identified proportional to the total number of actual
positive instances within the samples. It is used to evaluate the model’s ability to
detect all the positive instances in the samples. A high recall value indicates that the
model is able to capture actual positive instances efficiently. The F1 score combines
the recall and precision scores to provide a number that is used to balance between
precision and recall scores. In essence, the F1 score relies on the combined values of
precision and recall. When its value is 1, both the precision and recall are 1. When
its value is close to 0, the precision and recall would have a low value.

Aside from the performance metrics The computational overhead of MLMD-AFE
is calculated before and after applying the feature engineering process. The feature
engineering process changes the time taken and the resources required at different
stages. (1) The feature extraction time, (2) the features processing time, and (3) the
model training time are measured and compared to show the effectiveness of MLMD-
AFE. The feature extraction time is the time required to extract all the features used
within the model. After applying the feature engineering and analysis phase, the
number of features is reduced where a few sets are excluded, leading to a shorter
extraction time. Similarly, the processing time is reduced as the features are less than
the original implementation.

The training time would also change for two reasons. First, the number of features
used during the training phase is reduced. The ensemble learning models will work
on a much smaller number of features, leading to improved performance. Second, the

optimization of the selected models based on the feature engineering and analysis find-
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ings led to improved performance. Thus, the time for each step is measured after the
implementation of MLMD-AFE and then compared with the baseline implementation

for the features used prior to applying any feature engineering techniques.

6.3 Experiment Setup

The evaluation will be conducted in a Windows 11 operating system with 11th Gen
Intel i7-11800H CPU with 8 cores. The experiment will be conducted without the use
of the GPU to evaluate the computational overhead of the CPU only. The training,
testing, and visualization steps were performed using the Windows 11 operating sys-
tem to use the full CPU power. The dataset collection, feature extraction, and feature
processing were performed within an isolated virtual machine since Windows malware
files were used and might corrupt the original device.

Dataset collection was performed within a virtual machine running Kali Linux
2023.3 version. The hosting application is VMware Workstation PRO version 17.0.0.
The isolated virtual machine was assigned 4 CPU cores and 4 Gigabytes of RAM.
the dataset was collected manually within the virtual machine. For the extraction
of features, the EMBER extractor was installed inside the virtual machine. Since
EMBER requires a customized environment, a virtual environment was created using
Anaconda version 23.7.4. Python 3.7 was installed within the virtual environment
since it is required to run the EMBER code using LIEF version 0.10.0. The customized
environment was used only for feature extraction and processing. Once these steps are

finished, JSON and NUMPY files are downloaded to the hosting Windows machine
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for full CPU utilization. The work on the Windows system was conducted in a virtual
environment using Anaconda 23.3.1 and Python 3.10.0. All the libraries used were

with the latest version on the installed Anaconda and Python versions.

6.4 Training, Validation, and Testing

The training of the selected features is performed using six models. Five ensemble
models were utilized for improved detection while one machine learning model was
used for performance comparison. 5-k fold cross-validation is performed to tune the
model and compute the results without bias. In the 5-k cross-validation evaluation,
the dataset is divided into five folds. Then, the training and testing are performed five
times. At each time, four folds are assigned as a training set while the remaining one
fold is used for testing. The results from running the cross-validation are reported for
each fold. The advantage of applying the 5-K cross-validation is to avoid overfitting
and data biases. After running the 5-K fold cross-validation, the average results are
computed and reported for all the performance metrics specified in Section 6.2. The

average values are used for the evaluation of MLMD-AFE.

6.5 Baseline Results

The original EMBER [89] implementation and evaluation were done using a feature
vector that combines all the nine feature categories. To measure the effectiveness of
the MLMD-AFE method, the results and computational overhead of the full model are

computed using the AMLMD-FE dataset introduced in this paper. Although the origi-
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Table 6.1: The baseline results of training the six models on all the extracted features.

Model Accuracy Precision Recall F1-Score
Decision Tree 97.50 97.80 97.00 97.40
Random Forest 98.47 98.50 98.33 98.41
Adaboost 98.10 97.94 98.14 98.04
Gradient Boosting | 98.41 98.46 98.25 98.36
SVM 67.74 62.82 81.54  70.96
XGBoost 99.06 99.15 98.90 99.02

nal implementation of EMBER utilized the Gradient Boosting Decision Tree (GBDT),
the baseline implementation uses the same ensemble learning models used for MLMD-
AFE evaluation for fair and direct comparison. Table 6.1 presents the results using
all the features to train the six models chosen in this work. The highest results were
achieved using the XGBoost model. A comparison between the performance of all
the models will be conducted after performing feature selection and reduction using

MLMD-AFE for the generalization of the feature engineering process.

6.6 Performance Evaluation

The accuracy, precision, recall, and F1 score of each model are computed using differ-
ent numbers of features. The features were ranked using IG and reduced the number
of used features to find the best combination of features to improve the performance
of the malware detection model. For instance, the results when 80% of the features
were used are computed and analyzed. The number of features at each iteration was
as defined in Section 4.6. The results at each iteration are calculated and plotted
using the final feature set specified by the feature engineering and analysis phase in

the MLMD-AFE method. Figure 6.3 shows the results of the model after performing
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Table 6.2: The best results achieved when 20% of the features are used.

Model

Accuracy

Precision

Recall

F1-Score

Decision Tree
Random Forest

Adaboost

SVM
XGBoost

Gradient Boosting

97.89
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98.21
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67.78
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98.37
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Figure 6.3: The results of applying IG using the six machine learning models with
different percentages of features used at each time.

feature selection. The percentage of features is reduced each time varying from 100%
of the features to 0.01% of the features to find the optimal point where the results are
optimized. This figure only shows the results using the selection features excluding the
byte histogram and the byte entropy histogram. The full detailed numbers for each

iteration are available in Appendix B, while the best results at 20% of the features is

The highest results were achieved after excluding these two categories. The re-

7

duced model was able to achieve an accuracy of 90.09% and an Fl-score of 99.06%




Table 6.3: The number of features per feature set after the final feature selection
phase.

Feature Type # of features
Bytes Histogram 0

Bytes Entropy 0

Strings 102

General Information | 7
Headers Information | 28
Section Information | 36
Imported libraries 174
Exported libraries 3
Data Directories 23
Total 373

after reducing 80% of the features, compared to the baseline that achieved 90.07% and
99.02% accuracy and Fl-score, respectively. The baseline implementation included
2,381 features from the nine feature set categories, while the MLMD-AFE implemen-
tation included only 373 features as presented in Table 6.3. The final evaluation of
the features and their numbers validates that the implemented MLMD-AFE’s fea-
ture engineering and analysis phase successfully reduced the number of features while
maintaining the performance of the model in malware detection.

The analysis of the complexity of the features in the feature engineering and anal-
ysis phase indicated that the traditional machine learning models would behave ab-
normally when applied to such a complex set of features. In Figure 6.3, the SVM
model achieved almost constant results for all four performance measures. Although
the scores were not exactly the same, the behavior of the model using the selected fea-
tures is due to the inability to fit a linear model on the complex final features. Thus,
the selection of ensemble learning models was essential to achieve a high detection

rate.
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In the evaluation, the byte histogram and entropy byte histogram were excluded
from the final feature set during the feature engineering and analysis phase. For
validation purposes, additional experiments were done using different combinations of
features including all the feature sets. Our experiments show that the results after
excluding the byte histogram and the entropy byte histogram are better. Appendix C
shows the results of computing the six models using the other combinations of features.
Four different experiments were conducted. The features are tested in four settings:
(1) the selection features after IG, (2) the selection features after IG combined with
the byte histogram, (3) the selection features after IG combined with the byte entropy
histogram, and (4) the selection features after IG combined with the byte and byte
entropy histograms. The first setting is presented in this chapter as the best-achieved

results while the other features are in Appendix C.

6.7 Computational Overhead Evaluation

The time required for running the extraction phase, the processing phase, and the
training and testing phases were measured for the baseline and the final model after
choosing the best number of features. Table 6.4 shows the time taken by the baseline
model at each step and the time taken by the model using 20% of the features. It
also shows the difference in the computational time required to complete each step
and the total time required by each model to complete the full process, starting from
the extraction phase until the end of the testing phase.

Based on the measured time, the implemented method, MLMD-AFE, managed
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to reduce the time required for the extraction phase by 24.75% from the original
time taken by the baseline features. Moreover, the time required for processing the
extracted features was reduced by 5%. For each implemented model, the time re-
quired for the training and testing was reduced significantly. Gradient boosting is the
most computationally expensive model that was utilized by MLMD-AFE. The orig-
inal implementation required 135.99 seconds to complete the training which would
be multiplied by five for the 5-K cross-validation implementation. After applying
MLMD-AFE, Gradient boosting required only 25.88 seconds to train and test the
model based on the selected reduced features set. In essence, about 81% of the time
and computational resources required for running the gradient boosting were reduced
after the implementation of MLMD-AFE’s feature engineering and ensemble learning
model optimization process.

Out of the six selected models, the XGBoost model outperformed the other models
in the detection accuracy, precision, recall, and F1-score. XGBoost originally did not
require as high computational power as other ensemble learning models. However, the
time required for training was reduced significantly from 4.36 seconds to 1.21 seconds,
which preserves 72.25% of the computational resources and the time required for the
training. Moreover, for the overall process, starting from the feature extraction phase
until the final prediction results, the time and the computational power required for

the best model, XGBoost, were reduced by 24.75% from the baseline implementation.
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Table 6.4: The Computational time required for the baseline
MLMD-AFE implementation, and the saved computational

implementation, the
time after applying

MLMD-AFE.
Training & | Total
Implementation | Model Extraction (s) | Processing (s) | Testing (s) | Time (s)
Decision Tree 5.84 2122.54
Random Forest 7.60 2114.3
o Gradient Boosting 135.99 2242.69
Baseline Adaboost 2,096.15 10.55 48,92 9215562
SVM 84.45 2191.15
XGBoost 4.36 2111.06
Decision Tree 1.09 1588.50
Random Forest 3.16 1590.57
Gradient Boosting 25.88 1613.29
MLMD-AFE Adaboost 1577.43 9.98 0.63 1597 04
SVM 15.56 1602.97
XGBoost 1.21 1588.62
Decision Tree 4.75 524.04
Random Forest 4.44 523.73
Computational | Gradient Boosting 110.11 629.40
Difference Adaboost b18.72 0.57 39.29 558.58
SVM 68.89 588.18
XGBoost 3.15 522.44

6.8 Discussion

The implementation of MLMD-AFE showed that the high number of features that
were previously utilized by one of the state-of-the-art malware detection models, EM-
BER [89], were effective but computationally expensive. MLMD-AFE showed that
the baseline features extracted by EMBER could be reduced by 80% while maintain-
ing the same accuracy, precision, recall, and F1-score. The evaluation in this paper
included six models in order to measure the effectiveness of the feature engineering
and analysis process over multiple models for generalization purposes.

Based on the findings, MLMD-AFE are capable of reducing huge feature sets into
much smaller feature sets while maintaining the same results. The implementation

of MLMD-AFE over multiple models that were optimized based on the feature en-
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gineering and analysis phase showed that MLMD-AFE is capable of improving the
performance of any model and is not bound to a specific model. In this thesis, ad-
ditional steps were taken to customize MLMD-AFE for the malware detection and
classification problem. In essence, MLMD-AFE can be applied to solve general fea-
ture selection and reduction problems within any field, but it requires customization

to fit within the model context.

6.9 MLMD-AFE Limitations

Although the proposed approach, MLMD-AFE, achieved good results in reducing the
number of features while maintaining the detection rate, it still has many limitations.
this section discusses the limitations and weaknesses of MLMD-AFE. The following
are the major limitations of this work:

Principal Component Analysis Limitation: During the feature engineering
process, PCA visualization was utilized to understand the complexity of each feature
category. The use of PCA helped in understanding the features’ complexity using the
given features. However, the visualization of features might not work in some cases.
For instance, the visualization of the exported libraries in this thesis did not clarify
whether the features are good to use in complex models. Thus, PCA effectiveness
depends on the nature of the features and could not be applied in some cases where
the features cannot be visualized clearly or have too close values.

Information Gain Limitation: IG was utilized for ranking the selected features.

In the process, byte histograms and byte entropy histograms were excluded. The
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reason behind excluding them is their semantic meaning where all the features within
the category work as one feature. Thus, IG can be utilized to rank the features based
on their importance only when the features are not related and do not have shared
semantic value. For instance, ranking the pixels in an image as features would not
be an effective solution since all the pixels are used to make the images. Nonetheless,
corners might be chosen to make the features unrelated to the position and other
parts. Similarly, the IG ranking step in MLMD-AFE can be applied only when the
features are unrelated to the other close features.

EMBER Extractor Limitation: EMBER extractor allowed this work to deeply
analyze a huge set of features and apply the proposed approach. Although the EM-
BER extractor can extract 2,371 features, these features can be extended using other
features in the literature. This thesis focused on the application of the advanced
feature engineering method and evaluating the proposed method. Thus, additional
features can be added to perform a comprehensive feature selection of existing static

features.

6.10 General Limitations

This section highlights the general limitations of the methods designed for malware
detection using machine learning. Although these issues are general, they are still not
addressed properly by MLMD-AFE.

Limitation to Windows-based files: MLMD-AFE implementation focused on

the detection of malware in Windows-based systems. The features utilized were ex-
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tracted from the PE format and the raw binaries. The application of MLMD-AFE into
other operating systems requires the selection of other features and re-implementing
them.

Static features-based model: MLMD-AFE utilized static analysis-based fea-
tures for the detection of malware. Although static features are efficient and better
for large-scale settings, new techniques that aim to evade static approaches are being
developed. The use of static features only would make this model exposed in the
future. The integration of dynamic analysis-based features with the current features
would improve the performance of MLMD-AFE.

Machine Learning Evasion: The robustness of machine learning models cannot
be proved unless it was tested against advanced obfuscation and evasion techniques.
MLMD-AFE was only tested against the most recent malware variants. It was not
tested against evasion techniques designed to evade machine learning specifically. This
work did not test evasion techniques since their implementation is not publicly avail-

able and designing them is out of the scope.
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CHAPTER 7

CONCLUSION AND FUTURE

WORK

7.1 Conclusion

This thesis focuses on the integration of advanced feature engineering and analysis
techniques with ensemble learning models. It aims to improve the performance of
existing malware detection methods by applying advanced feature engineering and
analysis. Subsequently, ensemble learning models are designed and optimized accord-
ing to the findings of the feature engineering and analysis. A comprehensive review
of the existing malware detection methods and features used in the literature uti-
lized explicitly for Windows systems was performed. Based on the current literature
limitations, the focus of the proposed method, MLMD-AFE, is on the application of
advanced feature engineering techniques on feature vectors extracted from raw mal-
ware binaries. Features will be selected and refined to construct an ensemble learning

model that optimizes the learning process based on the feature complexity and require-
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ments. The extracted features will be analyzed using MLMD-AFE feature engineering
process and evaluated prior to the model selection and optimization.

MLMD-AFE design included three main phases. Namely, the feature extraction
and processing phase, the feature engineering and analysis phase, and the model
selection and optimization phase. In the feature extraction and processing phase,
a feature extractor is utilized to extract the features from the PE files. EMBER
feature extractor was selected to perform the extraction. EMBER extractor extracted
nine feature sets that can be utilized individually to detect malware. The extracted
features are then processed according to the semantic value of the feature, the type
of the feature, and best practices for the feature processing. Each feature set was
processed individually based on the requirements.

In the second phase, feature engineering and analysis are performed. Features were
first visualized using the PCA transformation to transform the most useful information
in the whole feature set into the first two transformed features. Second, each feature
set was analyzed and evaluated individually using five ensemble learning models and
one traditional machine learning model. Lastly, IG was utilized to rank the selected
features according to the findings of the previous steps.

In the last phase, ensemble learning models were selected based on the feature
complexity identified in the feature engineering and analysis phase. The ensemble
learning model parameters were tuned based on the feature complexity and require-
ments. First, a baseline model is computed by evaluating the ensemble learning mod-
els. Second, the IG ranking was set using different threshold values to evaluate the

effectiveness of reduced selected values.
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The evaluation of the proposed method was performed on a newly constructed
dataset with the latest advances in malware variants. The dataset was collected be-
tween December 2023 and January 2024. All the collected PE files were analyzed and
verified manually before the evaluation. Essentially, MLMD-AFE managed to reduce
the number of features by 80% compared to the baseline model that was implemented
previously by EMBER. Moreover, the computational power and time of MLMD-AFE
was reduced significantly. For the best ensemble learning model, XGBoost, 72.25%
of the computational power required to train the baseline model were preserved us-
ing MLMD-AFE. Overall, the time and computational power required for the feature

extraction, processing, and model training were reduced by 25.75%.

7.2 Future Work

The effectiveness of MLMD-AFE in the feature selection and reduction for malware
detection allows further utilization where more advanced problems are addressed. In
this thesis, only the most recent variants were addressed but not the latest research
findings for obfuscation techniques that evade malware detection. Moreover, the scope
of the work included Windows PE files while excluding many malware types. With
the advancement of malware that attacks various operating systems, MLMD-AFE
can be utilized to address some of these challenges. In this section, future work and
implementation that extends the work in this thesis is presented.

Malware Family Classification: The implementation of MLMD-AFE focused

on addressing the detection of malware, meaning it would only classify the file as
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either malicious or benign. In real-world scenarios, malware can take various forms.
Each malware type has different characteristics and methods for taking action after
the detection. Although MLMD-AFE was implemented for the detection only, future
work would include the application of MLMD-AFE for the classification of malware
families.

Hybrid Feature Sources: The scope of this thesis included the application of
MLMD-AFE to a set of high number of features to select features, reduce features, and
optimize a model based on the findings. Thus, features were obtained only from static
analysis. Although MLMD-AFE was effective in the detection of malware, it was not
tested against all the obfuscation scenarios that target static analysis. The integration
of other features, such as API calls features obtained using dynamic analysis, can be
tested in addition to the current feature set for improved robustness.

Obfucation and Evasion Techniques Robustness: MLMD-AFE is shown
to be effective in the detection of the most recent malware variants with the latest
techniques. However, new methods are designed and tailored specifically to target
malware detection models. This paper did not include testing these methods on
the designed model. Future work would include applying advanced obfuscation and
evasion techniques to the AMLMD-FE dataset to evaluate its robustness against such
attacks. Additionally, the inclusion of new feature sources such as dynamic analysis-
based features would be tested to improve the detection of obfuscated malware.

Applying MLMD-AFE to Different Domains: Although this work was tai-
lored and designed specifically to address malware detection based on static analysis,

the feature engineering and analysis process can be applied to any domain in machine
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learning. In future work, MLMD-AFE can be tested in other security problems to
improve the performance of the existing models. For instance, MLMD-AFE can be
applied on Internet of Things (IoT)’s networks where huge amounts of traffic that
include features are available. MLMD-AFE would be used to evaluate and analyze

the traffic and then design an optimized detection model based on the analysis.

89



APPENDIX A

FULL RESULTS OF EACH

FEATURE CATEGORY

This Appendix presents the full results for running the analysis of each feature set as
identified in section 4.5. The best results for each feature set were documented in the
feature engineering and analysis part. Moreover, the SVM results for each feature set
were also documented. Thus, this section only includes the full experiment followed
to achieve the results reported in Chapter 6. The Tables below present the six models
evaluated for each feature set. Decision Tree, Random Forest, AdaBoost, Gradient

Boosting, SVM, and XGBoost were utilized for the nine feature categories.

Table A.1: The results of running the six machine learning models for byte histogram.

Model Accuracy Precision Recall F1-Score
Decision Tree 92.64 91.65 93.26 92.45
Random Forest 96.26 96.81 95.41  96.10
Adaboost 92.51 92.26 92.24  92.25
Gradient Boosting | 94.25 94.03 94.08 94.05
SVM 88.89 85.14 93.28  89.03
XGBoost 96.67 96.71 96.40 96.55
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Table A.2: The results of running the six machine learning models for byte entropy
histogram.

Model Accuracy Precision Recall F1-Score
Decision Tree 91.98 92.05 91.31 91.67
Random Forest 94.60 96.10 9258 94.31
Adaboost 90.89 91.01 90.04 90.52
Gradient Boosting | 93.07 93.95 91.56 92.74
SVM 89.36 86.23 92.83  89.40
XGBoost 95.78 96.11 95.12 95.61

Table A.3: The results of running the six machine learning models for the strings.

Model Accuracy Precision Recall F1-Score
Decision Tree 93.01 93.11 91.37 92.74
Random Forest 96.27 97.41 94.80  96.09
Adaboost 92.74 92.28 92.75 92.51
Gradient Boosting | 94.45 94.80 93.66  94.22
SVM 61.34 71.50 33.43  45.49
XGBoost 97.02 97.38 96.43 96.90

Table A.4: The results of running the six machine learning models for general file
information.

Model Accuracy Precision Recall F1-Score
Decision Tree 94.93 94.78 94.74  94.76
Random Forest 95.72 95.62 95.52  95.57
Adaboost 94.00 94.28 93.27  93.76
Gradient Boosting | 94.92 95.04 94.42  94.73
SVM 66.17 77.91 41.87  54.42
XGBoost 95.71 95.64 95.48 95.56

Table A.5: The results of running the six machine learning models for the headers.

Model Accuracy Precision Recall F1-Score
Decision Tree 97.30 97.41 97.00  97.20
Random Forest 97.94 98.13 97.59 97.86
Adaboost 94.61 93.81 95.12  94.46
Gradient Boosting | 96.22 96.02 96.17  96.09
SVM 67.72 62.82 81.39  70.90
XGBoost 97.93 97.80 97.91 97.86
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Table A.6: The results of running the six machine learning models for section infor-
mation.

Model Accuracy Precision Recall F1-Score
Decision Tree 94.57 95.81 92.87  94.30
Random Forest 97.03 97.25 96.59  96.92
Adaboost 92.55 92.89 91.61 92.24
Gradient Boosting | 93.38 93.11 93.21 93.16
SVM 53.86 82.86 5.27 8.72
XGBoost 96.80 96.92 96.45 96.68

Table A.7: The results of running the six machine learning models for imported li-
braries.

Model Accuracy Precision Recall F1-Score
Decision Tree 90.68 91.32 89.22  90.25
Random Forest 93.22 94.54 91.25 92.87
Adaboost 90.61 91.44 88.90 90.15
Gradient Boosting | 90.69 91.96 88.48  90.18
SVM 92.81 94.28 90.63  92.42
XGBoost 93.04 93.93 91.52 92.71

Table A.8: The results of running the six machine learning models for exported li-
braries.

Model Accuracy Precision Recall F1-Score
Decision Tree 65.34 58.28 99.60  73.53
Random Forest 70.10 61.96 98.88  76.18
Adaboost 67.68 60.02 99.22  74.80
Gradient Boosting | 67.40 59.82 99.24  74.64
SVM 67.95 60.25 99.05 74.93
XGBoost 69.20 61.22 99.01 75.66

Table A.9: The results of running the six machine learning models for data directories.

Model Accuracy Precision Recall F1-Score
Decision Tree 96.45 96.45 96.22 96.34
Random Forest 97.45 97.87 96.83 97.35
Adaboost 94.40 97.73 93.63 94.17
Gradient Boosting | 95.83 95.59 95.79  95.69
SVM 60.76 93.80 20.17  33.17
XGBoost 97.63 97.88 97.21 97.54
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APPENDIX B

NUMERICAL RESULTS FOR

THE IMPLEMENTATION OF

THE FINAL SELECTED

FEATURES

Chapter 6 presented graphs plotting each model’s results. The accuracy, precision,
recall, and F1 scores were plotted for different thresholds. This Appendix presents
the numerical results for the graphs shown in Chapter 6. The tables below present
the performance metrics for each model with the various tested thresholds. The 1.0

threshold was omitted as it was replaced with the baseline results for each model.
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Table B.1: The numerical values for the accuracy, precision, recall, and F1-score of
applying the decision tree model to evaluate the various IG thresholds for the final

features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 97.84 | 97.58 | 97.68 | 97.89 | 97.43 | 97.56 | 96.98 | 96.75 | 96.99
Prediction | 97.82 | 97.46 | 97.72 | 97.95 | 97.58 | 97.77 | 96.82 | 96.80 | 97.02
Recall 97.70 | 97.53 | 97.48 | 97.69 | 97.10 | 97.17 | 96.95 | 96.47 | 96.76
F'1-score 97.76 | 97.50 | 97.60 | 97.82 | 97.34 | 97.47 | 96.88 | 96.64 | 96.88

Table B.2: The numerical values for the accuracy, precision, recall, and F1-score of
applying the random forest model to evaluate the various IG thresholds for the final

features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.70 | 98.73 | 98.84 | 98.82 | 98.61 | 98.62 | 98.42 | 98.32 | 98.38
Precision | 98.86 | 98.88 | 99.03 | 98.97 | 98.71 | 98.76 | 98.46 | 98.42 | 98.35
Recall 98.44 | 98.50 | 98.56 | 98.58 | 98.41 | 98.37 | 98.27 | 98.10 | 98.29
F'l-score | 98.65 | 98.69 | 98.79 | 98.77 | 98.56 | 98.57 | 98.37 | 98.26 | 98.32

Table B.3: The numerical values for the accuracy, precision, recall, and Fl-score
of applying the Adaboost model to evaluate the various IG thresholds for the final

features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.21 | 98.31 | 98.18 | 98.21 | 98.07 | 97.95 | 97.38 | 97.16 | 97.00
Precision | 97.98 | 98.18 | 98.09 | 98.09 | 97.83 | 97.73 | 97.13 | 96.90 | 96.70
Recall 98.33 | 98.33 | 98.16 | 98.22 | 98.18 | 98.03 | 97.46 | 97.23 | 97.12
F'l-score | 98.15 | 98.26 | 98.12 | 98.15 | 98.00 | 97.88 | 97.29 | 97.06 | 96.91

Table B.4: The numerical values for the accuracy, precision, recall, and F1l-score of
applying the gradient boosting model to evaluate the various IG thresholds for the

final features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.42 | 98.44 | 98.38 | 98.34 | 98.34 | 98.17 | 97.96 | 97.48 | 97.19
Precision | 98.43 | 98.37 | 98.30 | 98.37 | 98.15 | 98.17 | 97.64 | 97.29 | 97.06
Recall 98.31 | 98.41 | 98.35 | 98.20 | 98.43 | 98.43 | 98.14 | 97.50 | 97.14
Fl-score | 98.37 | 98.39 | 98.32 | 98.28 | 98.29 | 98.30 | 97.89 | 97.39 | 97.10

Table B.5: The numerical values for the accuracy, precision, recall, and F1l-score of
applying the SVM model to evaluate the various IG thresholds for the final features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 67.74 | 67.74 | 67.78 | 67.78 | 67.78 | 67.79 | 67.78 | 67.78 | 67.86
Precision | 62.82 | 62.82 | 62.86 | 62.86 | 62.86 | 62.87 | 62.86 | 62.86 | 62.97
Recall 81.54 | 81.54 | 81.52 | 81.52 | 81.52 | 81.52 | 81.52 | 81.50 | 81.39
Fl-score | 70.96 | 70.96 | 70.98 | 70.98 | 70.98 | 70.98 | 70.98 | 70.97 | 71.00
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Table B.6: The numerical values for the accuracy, precision, recall, and F1l-score
of applying the XGBoost model to evaluate the various IG thresholds for the final

features.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 99.06 | 99.09 | 99.07 | 99.09 | 98.98 | 98.92 | 98.79 | 98.61 | 98.42
Precision | 99.07 | 99.13 | 99.07 | 99.09 | 99.00 | 98.88 | 98.75 | 98.74 | 98.52
Recall 98.98 | 98.99 | 99.01 | 99.03 | 98.90 | 98.88 | 98.75 | 98.37 | 98.22
Fl-score | 99.02 | 99.06 | 99.04 | 99.06 | 98.95 | 98.88 | 98.75 | 98.56 | 98.37
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APPENDIX C

RESULTS INCLUDING BYTE

AND BYTE ENTROPY

HISTOGRAMS

This Appendix includes the additional experiments performed by including the byte
histogram and byte entropy histogram in the feature selection process. Three experi-
ments are presented: (1) the experiments using IG feature ranking and selection with
the byte histogram, (2) the experiments using IG feature ranking and selection with
the byte entropy histogram, and (2) the experiments using IG feature ranking and

selection with the byte histogram and the byte entropy histogram.

C.1 Byte Histogram Inclusion

This section shows the results of the evaluation of the features with the byte histogram

feature set included. Figure C.1 shows the results of the experiments. Comparing
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Figure C.1: The results of applying IG using the six machine learning models with
different percentages of features used at each time including the byte histogram.
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Table C.1: The numerical values for the accuracy, precision, recall, and F1l-score of
applying the decision tree model to evaluate the various IG thresholds for the features

with byte histogram.

Model 0.8 0.5

0.3

0.2 0.1 0.08

0.05 | 0.03 | 0.01

Accuracy | 97.52 | 97.51 | 97.44 | 97.39 | 97.18 | 97.19 | 96.63 | 96.10 | 96.14
Precision | 97.62 | 97.71 | 97.69 | 97.69 | 97.70 | 97.73 | 97.03 | 96.71 | 96.44
Recall 97.23 | 97.12 | 97.00 | 96.89 | 96.43 | 96.41 | 95.98 | 95.18 | 95.54
Fl-score | 97.42 | 9741 | 97.34 | 97.28 | 97.06 | 97.07 | 96.50 | 95.94 | 95.99

these results with the results in Figure 6.3, the results were better after the exclusion

of the byte histogram feature set from the experiment. Tables C.1 until C.6 shows the

numerical results for the presented graphs.

C.2 Byte Entropy Histogram Inclusion

This section shows the results of the evaluation of the features with the byte entropy

histogram feature set included. Figure C.2 shows the results of the experiments.
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Table C.2: The numerical values for the accuracy, precision, recall, and F1l-score of
applying the random forest model to evaluate the various IG thresholds for the features
with byte histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 98.51 | 98.43 | 98.50 | 98.54 | 98.32 | 98.41 | 98.11 | 97.96 | 97.71
Precision | 98.52 | 98.52 | 98.57 | 98.59 | 98.39 | 98.52 | 98.14 | 98.13 | 97.94
Recall 98.39 | 98.24 | 98.31 | 98.39 | 98.14 | 98.20 | 97.95 | 97.63 | 97.31
Fl-score | 98.45 | 98.38 | 98.44 | 98.49 | 98.26 | 98.36 | 98.04 | 97.88 | 97.62

Table C.3: The numerical values for the accuracy, precision, recall, and F1-score of
applying the Adaboost model to evaluate the various IG thresholds for the features
with byte histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 98.40 | 98.29 | 98.38 | 98.20 | 97.98 | 97.97 | 97.58 | 97.22 | 97.18
Precision | 98.21 | 98.22 | 98.31 | 97.98 | 97.81 | 97.75 | 97.53 | 97.07 | 96.90
Recall 98.48 | 98.25 | 98.33 | 98.31 | 98.03 | 98.06 | 97.46 | 97.19 | 97.27
Fl-score | 98.34 | 98.24 | 98.32 | 98.14 | 97.92 | 97.91 | 97.49 | 97.13 | 97.08

Table C.4: The numerical values for the accuracy, precision, recall, and F1-score of
applying the gradient boosting model to evaluate the various IG thresholds for the
features with byte histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 98.39 | 98.41 | 98.31 | 98.28 | 98.17 | 98.17 | 97.80 | 97.63 | 97.39
Precision | 98.46 | 98.37 | 98.27 | 98.35 | 98.07 | 98.07 | 97.53 | 97.45 | 97.42
Recall 98.20 | 98.35 | 98.24 | 98.08 | 98.14 | 98.14 | 97.93 | 97.65 | 97.17
Fl-score | 98.33 | 98.36 | 98.25 | 98.21 | 98.10 | 98.10 | 97.73 | 97.55 | 97.29

Table C.5: The numerical values for the accuracy, precision, recall, and F1-score of
applying the SVM model to evaluate the various IG thresholds for the features with
byte histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 67.74 | 67.74 | 67.78 | 67.78 | 67.78 | 67.78 | 67.78 | 67.72 | 67.71
Precision | 62.82 | 62.82 | 62.86 | 62.86 | 62.86 | 62.86 | 62.86 | 62.82 | 62.81
Recall 81.54 | 81.54 | 81.52 | 81.52 | 81.52 | 81.52 | 81.52 | 81.39 | 81.39
Fl-score | 70.96 | 70.96 | 70.98 | 70.98 | 70.98 | 70.98 | 70.98 | 70.90 | 70.90
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Table C.6: The numerical values for the accuracy, precision, recall, and F1-score of
applying the XGBoost model to evaluate the various IG thresholds for the features

with byte histogram.
Model 0.8 0.5 0.3 0.2 0.1 | 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 99.03 | 99.04 | 99.06 | 98.98 | 98.84 | 98.93 | 98.67 | 98.47 | 98.42
Precision | 99.09 | 99.09 | 99.13 | 99.11 | 98.86 | 98.88 | 98.62 | 98.52 | 98.24
Recall 98.90 | 98.92 | 98.92 | 98.79 | 98.73 | 98.90 | 98.63 | 98.31 | 98.50
Fl-score | 98.99 | 99.00 | 99.02 | 98.95 | 98.79 | 98.89 | 98.62 | 98.41 | 98.37

Figure C.2: The results of applying IG using the six machine learning models with dif-
ferent percentages of features used at each time including the byte entropy histogram.
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Comparing these results with the results in Figure 6.3, the results were better after
the exclusion of the byte entropy histogram feature set from the experiment. Tables

C.7 until C.12 shows the numerical results for the presented graphs.
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Table C.7: The numerical values for the accuracy, precision, recall, and F1l-score of
applying the decision tree model to evaluate the various IG thresholds for the features

with byte entropy histogram.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 97.42 | 97.32 | 97.44 | 97.55 | 97.12 | 97.08 | 96.56 | 96.24 | 96.34
Precision | 97.46 | 97.36 | 97.64 | 97.63 | 97.66 | 97.62 | 96.77 | 96.56 | 96.17
Recall 97.21 | 97.10 | 97.06 | 97.31 | 96.36 | 96.32 | 96.09 | 95.64 | 96.26
Fl-score | 97.33 | 97.23 | 97.34 | 97.46 | 97.00 | 96.96 | 96.43 | 96.09 | 96.21

Table C.8: The numerical values for the accuracy, precision, recall, and F1-score of
applying the random forest model to evaluate the various IG thresholds for the features
with byte entropy histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 98.62 | 98.57 | 98.47 | 98.69 | 98.45 | 98.38 | 98.13 | 98.07 | 97.85
Precision | 98.78 | 98.62 | 98.63 | 98.84 | 98.50 | 98.53 | 98.28 | 98.36 | 98.02
Recall 98.37 | 98.62 | 98.20 | 98.44 | 98.29 | 98.10 | 97.84 | 97.65 | 97.51
Fl-score | 98.57 | 98.52 | 98.41 | 98.64 | 98.40 | 98.32 | 98.06 | 98.00 | 97.76

Table C.9: The numerical values for the accuracy, precision, recall, and F1-score of
applying the Adaboost model to evaluate the various IG thresholds for the features
with byte entropy histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 98.16 | 98.07 | 98.07 | 98.03 | 97.95 | 97.94 | 97.41 | 97.08 | 96.84
Precision | 98.05 | 97.99 | 97.97 | 98.12 | 97.97 | 97.77 | 97.18 | 97.04 | 96.60
Recall 98.14 | 98.01 | 98.05 | 97.80 | 97.78 | 97.97 | 97.48 | 96.93 | 96.87
Fl-score | 98.09 | 98.00 | 98.01 | 97.96 | 97.87 | 97.87 | 97.33 | 96.98 | 96.73

Table C.10: The numerical values for the accuracy, precision, recall, and F1-score of
applying the gradient boosting model to evaluate the various IG thresholds for the

features with byte entropy histogram.
Model 0.8 0.5 0.3 0.2 0.1 | 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.40 | 98.39 | 98.35 | 98.35 | 98.33 | 98.33 | 97.87 | 97.52 | 97.27
Precision | 98.43 | 98.35 | 98.33 | 98.33 | 98.28 | 98.22 | 97.65 | 97.32 | 97.39
Recall 98.25 | 98.31 | 98.25 | 98.25 | 98.27 | 98.33 | 97.95 | 97.57 | 96.95
Fl-score | 98.34 | 98.33 | 98.29 | 98.29 | 98.27 | 98.27 | 97.80 | 97.44 | 97.17
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Table C.11: The numerical values for the accuracy, precision, recall, and F1-score of
applying the SVM model to evaluate the various IG thresholds for the features with
byte entropy histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 67.74 | 67.74 | 67.78 | 67.78 | 67.78 | 67.78 | 67.78 | 67.72 | 67.71
Precision | 62.82 | 62.82 | 62.86 | 62.86 | 62.86 | 62.86 | 62.86 | 62.82 | 62.81
Recall 81.54 | 81.54 | 81.52 | 81.52 | 81.52 | 81.52 | 81.52 | 81.39 | 81.39
F'l-score | 70.96 | 70.96 | 70.98 | 70.98 | 70.98 | 70.98 | 70.98 | 70.90 | 70.90

Table C.12: The numerical values for the accuracy, precision, recall, and F1-score of
applying the XGBoost model to evaluate the various IG thresholds for the features
with byte entropy histogram.

Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01
Accuracy | 99.03 | 99.04 | 99.07 | 98.99 | 98.94 | 98.96 | 98.71 | 98.56 | 98.39
Precision | 99.16 | 99.15 | 99.16 | 99.01 | 98.98 | 99.01 | 98.69 | 98.72 | 98.35
Recall 08.82 | 98.86 | 98.92 | 98.90 | 98.82 | 98.84 | 98.63 | 98.29 | 98.31
Fl-score | 98.99 | 99.00 | 99.04 | 98.96 | 98.90 | 98.93 | 98.66 | 98.51 | 98.33

C.3 Byte Histogram and Byte Entropy Histogram

Inclusion

This section shows the results of the evaluation of the features with the byte histogram
and the byte entropy histogram feature sets included. Figure C.3 shows the results of
the experiments. Comparing these results with the results in Figure 6.3, the results
were better after the exclusion of the byte histogram and the byte entropy histogram
feature sets from the experiment. Tables C.13 until C.18 shows the numerical results

for the presented graphs.
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Figure C.3: The results of applying IG using the six machine learning models with
different percentages of features used at each time including the byte and byte entropy
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Table C.13: The numerical values for the accuracy, precision, recall, and F1-score of
applying the decision tree model to evaluate the various IG thresholds for the features

with byte histogram and byte entropy histogram.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 97.30 | 97.30 | 97.19 | 97.27 | 96.75 | 96.87 | 96.26 | 95.86 | 95.79
Precision | 97.40 | 97.43 | 97.39 | 97.65 | 97.42 | 97.56 | 96.72 | 96.34 | 96.06
Recall 97.02 | 96.96 | 96.77 | 96.68 | 95.83 | 95.94 | 95.50 | 95.05 | 95.20
Fl-score | 97.21 | 97.20 | 97.08 | 97.16 | 96.61 | 96.74 | 96.10 | 95.68 | 95.62

Table C.14: The numerical values for the accuracy, precision, recall, and F1-score
of applying the random forest model to evaluate the various IG thresholds for the

features with byte histogram and byte entropy histogram.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.30 | 98.43 | 98.39 | 98.34 | 98.24 | 98.23 | 98.08 | 97.90 | 97.62
Precision | 98.42 | 98.52 | 98.55 | 98.40 | 98.35 | 98.29 | 98.17 | 98.13 | 97.79
Recall 98.06 | 98.24 | 98.10 | 98.16 | 98.01 | 98.05 | 97.86 | 97.51 | 97.27
Fl-score | 98.24 | 98.38 | 98.33 | 98.28 | 98.18 | 98.17 | 98.01 | 97.82 | 97.53
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Table C.15: The numerical values for the accuracy, precision, recall, and F1-score of
applying the Adaboost model to evaluate the various IG thresholds for the features

with byte histogram and byte entropy histogram.
Model 0.8 0.5 0.3 0.2 0.1 0.08 | 0.05 | 0.03 | 0.01

Accuracy | 98.09 | 98.12 | 98.07 | 98.08 | 98.06 | 97.96 | 97.52 | 97.15 | 97.20
Precision | 97.90 | 97.89 | 97.81 | 97.85 | 97.95 | 97.84 | 97.31 | 97.03 | 96.94
Recall 98.16 | 98.24 | 98.20 | 98.20 | 98.03 | 97.95 | 97.55 | 97.08 | 97.29
F'l-score | 98.03 | 98.06 | 98.00 | 98.02 | 97.99 | 97.90 | 97.43 | 97.05 | 97.11

Table C.16: The numerical values for the accuracy, precision, recall, and F1-score of
applying the gradient boosting model to evaluate the various IG thresholds for the

features with byte histogram and byte entropy histogram.
Model 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 0.05

Accuracy | 98.40 | 98.33 | 98.36 | 98.18 | 98.18 | 98.22 | 97.75 | 97.55 | 97.35
Precision | 98.48 | 98.26 | 98.33 | 98.20 | 98.18 | 98.12 | 97.38 | 97.46 | 97.34
Recall 98.22 | 98.29 | 98.27 | 98.05 | 98.06 | 98.20 | 97.99 | 97.48 | 97.17
F'l-score | 98.35 | 98.27 | 98.30 | 98.12 | 98.12 | 98.16 | 97.68 | 97.47 | 97.26

Table C.17: The numerical values for the accuracy, precision, recall, and F1-score of
applying SVM model to evaluate the various IG thresholds for the features with byte
histogram and byte entropy histogram.

Model 08 [ 07 [ 06 [ 05 [ 04 [ 03 | 02 [ 0.1 [ 0.05 ]
Accuracy 67.73 | 67.78 | 67.78 | 67.78 | 67.78 | 67.78 | 67.77 | 67.72 [ 67.70

Precision 62.81 | 62.86 | 62.86 | 62.86 | 62.86 | 62.86 | 62.85 | 62.82 [ 62.80
Recall 81.54 [ 81.52 | 81.52 | 81.52 | 81.52 | 81.52 | 81.50 | 81.39 | 81.39
Fl-score 70.95 | 70.98 [ 70.98 | 70.98 | 70.98 | 70.98 [ 70.97 | 70.90 | 70.89

Table C.18: The numerical values for the accuracy, precision, recall, and F1-score of
applying the XGBoost model to evaluate the various IG thresholds for the features
with byte histogram and byte entropy histogram.

Model 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 0.05
Accuracy | 98.97 | 98.99 | 99.09 | 98.99 | 98.94 | 98.86 | 98.61 | 98.50 | 98.42
Precision | 99.03 | 99.05 | 99.18 | 99.05 | 98.90 | 98.84 | 98.61 | 98.54 | 98.35
Recall 98.84 | 98.86 | 98.94 | 98.86 | 98.90 | 98.80 | 98.50 | 98.35 | 98.39
F'l-score | 98.94 | 98.96 | 99.06 | 98.96 | 98.90 | 98.82 | 98.56 | 98.44 | 98.37
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