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In contrast to traditional regression algorithms, we harness the power of advanced
machine learning techniques, including Linear Regression, Polynomial Regression, De-
cision Tree Regressor, K-Nearest Neighbors Regressor, Gradient Boosting Regressor,
Radius Neighbors Regressor, Bayesian Ridge Regressor, Random Forest Regressor,
and Elastic Net Regression. However, what sets this research apart is the integration
of Deep Learning and Graph Neural Networks architecture. These sophisticated mod-
els undergo rigorous training and validation, showcasing their remarkable capabilities
in predicting node significance while simultaneously minimizing restoration costs and
maximizing infrastructure network resilience.

To assess model performance, we employ a comprehensive suite of evaluation
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metrics such as Mean Squared Error (MSE), R-squared, Root Mean Squared Error
(RMSE), and Mean Absolute Error (MAE). Notably, the Decision Tree Regressor,
KNN Regressor, and Random Forest Regressor consistently outshine their counter-
parts, delivering the lowest MSE and RMSE scores.

This research holds significant practical implications, as it unveils the potential
of our models for real-time node assessment, optimal resource allocation, risk mitiga-
tion, and emergency response planning within the complex fabric of Interdependent
Infrastructure Networks. Our interdisciplinary approach underscores the importance
of collaboration between infrastructure experts and data scientists, emphasizing ethi-
cal considerations and model refinement for responsible predictive modeling in critical
infrastructure management.

This study represents a pioneering effort in advancing node significance predic-
tion within Interdependent Infrastructure Networks. It provides indispensable tools
for infrastructure operators and resilience planners, highlighting the pivotal role of
data-driven decision support in safeguarding the functionality of Interdependent In-
frastructure Networks and ensuring the well-being of modern society. By seamlessly
integrating Machine Learning, Deep Learning, and Graph Neural Networks, this re-
search pushes the boundaries of predictive modeling, paving the way for resilient and
reliable infrastructure networks in an ever-changing world. Interdependent Infrastruc-
ture Networks are the backbone of modern societies, vital for the delivery of essential
services. This research centers on predicting the significance of nodes within these
networks, which are crucial components of contemporary civilization. To enhance in-

frastructure resilience and reliability, this study leverages a combination of machine
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learning models, deep learning models, and graph neural networks in a novel approach.
Our methodology explores developing and evaluating predictive models, primarily fo-
cusing on enhancing multi-objective resource allocation.

In contrast to traditional regression algorithms, we harness the power of advanced
machine learning techniques, including Linear Regression, Polynomial Regression, De-
cision Tree Regressor, K-Nearest Neighbors Regressor, Gradient Boosting Regressor,
Radius Neighbors Regressor, Bayesian Ridge Regressor, Random Forest Regressor,
and Elastic Net Regression. However, what sets this research apart is the integration
of Deep Learning and Graph Neural Networks architecture. These sophisticated mod-
els undergo rigorous training and validation, showcasing their remarkable capabilities
in predicting node significance while simultaneously minimizing restoration costs and
mazimizing infrastructure network resilience.

To assess model performance, we employ a comprehensive suite of evaluation
metrics such as Mean Squared Error (MSE), R-squared, Root Mean Squared Error
(RMSE), and Mean Absolute Error (MAE). Notably, the Decision Tree Regressor,
KNN Regressor, and Random Forest Regressor consistently outshine their counter-
parts, delivering the lowest MSE and RMSE scores.

This research holds significant practical implications, as it unveils the potential of
our models for real-time node assessment, optimal resource allocation, risk mitiga-
tion, and emergency response planning within the complex fabric of Interdependent
Infrastructure Networks. QOur interdisciplinary approach underscores the importance
of collaboration between infrastructure experts and data scientists, emphasizing ethi-

cal considerations and model refinement for responsible predictive modeling in critical

XVviil



infrastructure management.

This study represents a pioneering effort in advancing node significance predic-
tion within Interdependent Infrastructure Networks. It provides indispensable tools
for infrastructure operators and resilience planners, highlighting the pivotal role of
data-driven decision support in safequarding the functionality of Interdependent In-
frastructure Networks and ensuring the well-being of modern society. By seamlessly
integrating Machine Learning, Deep Learning, and Graph Neural Networks, this re-
search pushes the boundaries of predictive modeling, paving the way for resilient and

reliable infrastructure networks in an ever-changing world.
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CHAPTER 1

INTRODUCTION

1.1 Preface

Interdependent Infrastructure Networks, often abbreviated as IIN, represent a funda-
mental aspect of the contemporary urban landscape. These networks encapsulate the
intricate dependencies that underlie the functioning of modern infrastructure systems.
In this age of heightened complexity, where numerous services are deeply interwoven,
the performance of one network is often contingent upon the seamless operation of
another. Within the sphere of critical infrastructure, the term ”critical infrastruc-
ture networks” encapsulates a diverse array of Interdependent systems and processes,
primarily in private ownership. These networks function synergistically, collectively
producing and delivering vital goods and services that constitute the lifeblood of
modern societies. Essential components of contemporary urban existence, and criti-
cal infrastructure networks encompass electric power, water distribution, natural gas,
transportation, telecommunications systems, and more. These networks form the

backbone of society, serving as the cornerstone upon which the daily functioning of



cities and nations is built [3]. In recognition of their critical role, this research en-
deavors to enhance our understanding of their interdependencies, vulnerabilities, and
strategies for resilient restoration.

The recognition and comprehension of these interdependencies become essential
when assessing the resilience and reliability of critical infrastructure components.
While these interconnections bolster the efficiency and capabilities of infrastructure
services during normal operations, they can magnify vulnerabilities during periods of
disruption. A malfunction in one network can trigger a domino effect, initiating a
chain reaction of failures that can have far-reaching societal consequences.

Given the complex and Interdependent nature of 1IN, the process of restoring
functionality following disruptions is far from straightforward. The determination
of the most efficient sequence and methodology for restoration assumes paramount
significance, as it directly influences resource allocation and the mitigation of societal
consequences. This research endeavors to harness the potential of machine learning
(ML) techniques to predict the optimal restoration sequence. Employing a range of
ML algorithms, including Linear Regression, Polynomial Regression, Decision Tree
(DT) Regressor, KNN Regressor, Gradient Boosting Regressor, Radius Neighbors
Regressor, Random Forest Regressor, and Elastic Net Regression, this study aims
to pioneer a novel approach to infrastructure restoration. By marrying cutting-edge
technological innovation with the imperatives of infrastructure resilience, this research

seeks to make a substantial contribution to the field.



1.2 Problem Statement

The modern urban landscape is underpinned by a complex web of IIN, where the
functionality of one network depends intimately not only on the physical performance
of another but also on digital, operational, and policy-based interactions. This intri-
cate interdependence is a hallmark of contemporary society, where essential services,
such as electricity, telecommunications, water supply, natural gas, transportation, and
more, are deeply intertwined. While these interconnections optimize the efficiency of
infrastructure services under normal circumstances, they simultaneously amplify the
vulnerability of these systems during disruptions, creating a pressing problem.

The problem lies in the need to comprehensively understand, model, and manage
these dependencies within IIN to ensure their resilience and reliable operation. The
consequences of disruptions within these networks can have far-reaching impacts, from
service outages and resource misallocation to societal and economic consequences. The
challenge is to develop effective strategies for infrastructure restoration that consider
the complex, non-linear interdependencies present within IIN.

Current approaches to infrastructure restoration often lack the sophistication and
adaptability required to address the multifaceted nature of IIN. As some traditional
methods follow linear progression, assuming that the restoration of individual com-
ponents can be isolated from the larger network context. However, this simplification
overlooks the intricate cascade effects that disruptions can trigger within Interdepen-
dent networks.

Furthermore, while ML techniques have shown promise in various domains, their



full potential in addressing the intricate challenges of IIN has yet to be realized.
Some existing research in this field primarily focuses on specific networks in isolation,
neglecting the holistic, multi-objective restoration problem presented by interdepen-
dencies across networks.

Hence, the central problem addressed in this research is how to leverage advanced
ML techniques, including DL models and GNN, to predict the most effective sequence
and methodology for restoring functionality within IIN. By doing so, this study aims
to optimize resource allocation, minimize restoration costs, and maximize infrastruc-
ture network resilience, providing a comprehensive solution to a pressing problem in

contemporary infrastructure management.

1.3 The Hypothesis

The application of advanced ML techniques, including DL models and GNN, can
significantly enhance the prediction accuracy of optimal restoration sequences within

IIN. By leveraging these techniques, it is hypothesized that the research will:

1.3.1 Minimize Restoration Costs

Advanced ML models will enable the identification of restoration sequences that min-
imize resource allocation costs by minimizing the unmet demand cost during the

restoration process while ensuring the efficient recovery of infrastructure networks.



1.3.2 Maximize Infrastructure Network Resilience

The incorporation of DL and GNN will lead to the identification of restoration se-
quences that maximize the overall resilience of IIN by considering complex interde-

pendencies and cascading effects.

1.3.3 Optimize Resource Allocation

The models will offer insights into the most efficient allocation of resources during the

restoration process, ensuring the timely recovery of critical services within IIN.

1.3.4 Provide a Holistic Solution

The research will contribute to a comprehensive, multi-objective approach to infras-
tructure restoration, addressing the intricate challenges posed by interdependencies

across diverse IIN.

1.3.5 Advance Predictive Modeling in Infrastructure Man-
agement

By harnessing the potential of ML techniques, this research aims to advance the field
of predictive modeling in critical infrastructure management, providing valuable tools
for infrastructure operators and resilience planners.

The testing and validation of these hypotheses through rigorous experimentation
and analysis will form the core of this research, with the ultimate goal of significantly

enhancing the resilience and reliability of IIN in the face of disruptions and challenges.



1.4 Research Objectives

The primary objective of this research is to develop an innovative framework for multi-
objective resource allocation in IIN that leverages advanced ML and DL techniques.

To achieve this overarching goal, the following specific research objectives have been

defined:

1.4.1 Develop a Comprehensive Model

To create a robust predictive model that captures the intricate interdependencies
among [IN, integrating DL, and GNN to account for the complex network topologies

and dependencies.

1.4.2 Predict Optimal Restoration Sequences

Employ advanced ML algorithms to predict optimal restoration sequences for IIN
during and following disruptions. These sequences should aim to minimize restoration

costs while maximizing infrastructure network resilience.

1.4.3 Consider Multi-Objective Optimization

Investigate and incorporate multi-objective optimization techniques that take into ac-
count the competing goals of cost minimization and resilience maximization, providing

a holistic approach to restoration.



1.4.4 FEvaluate Model Performance

Conduct rigorous testing and validation of the developed models using synthetic data
and case studies from diverse 1IN to assess prediction accuracy, model generalization,

and scalability.

1.4.5 Optimize Resource Allocation

Determine the most efficient allocation of resources, such as manpower, equipment,
and materials, during the restoration process based on the predicted optimal se-

quences.

1.4.6 Provide Decision Support

Develop a decision support system that translates model predictions into action-
able insights for infrastructure operators and resilience planners, facilitating informed

decision-making during disruptions.

1.4.7 Highlight Ethical Considerations

Address ethical considerations related to data privacy, security, and responsible pre-

dictive modeling in the context of critical infrastructure management.

1.4.8 Contribute to Academic Knowledge

Contribute to the academic discourse by advancing the field of predictive modeling in

infrastructure resilience and management, and disseminate research findings through



publications in reputable journals and conferences.

1.4.9 Promote Interdisciplinary Collaboration

Encourage interdisciplinary collaboration between infrastructure experts and data sci-
entists to foster a holistic understanding of the challenges and opportunities presented

by TIN.

1.4.10 Facilitate Practical Implementation

Provide practical tools and insights that can be applied by stakeholders in the fields of
infrastructure operations, emergency response planning, and infrastructure resilience,
ultimately enhancing the reliability and robustness of IIN.

These research objectives collectively form the foundation for this study, aiming to
address the pressing challenges posed by the interdependencies within Interdependent
Infrastructure Networks and contribute to the advancement of predictive modeling and

resource allocation strategies in the domain of critical infrastructure management.

1.5 Thesis Outline

The structure of this thesis is organized into several key chapters, each contributing
to a comprehensive exploration of the research topic, "Deep Learning-Based Multi-
Objective Resource Allocation for Interdependent Infrastructure Network Resilience.”
The following sections provide a concise overview of each chapter’s content and ob-

jectives:



BYWME 1. Chapter 1: Introduction

e Provides an introduction to the research problem and its significance.

o Presents the research objectives and hypotheses.

o Offers a brief outline of the subsequent chapters.

2. Chapter 2: Literature Review

e Surveys the existing literature related to IIN, resilience, and resource allo-

cation.

e Discusses previous studies on ML, DL, and GNN applications in infras-

tructure management.

¢ Reviews relevant theoretical frameworks and models.

3. Chapter 3: Machine Learning Techniques

e Details the application of various ML algorithms, including Linear Regres-
sion, Polynomial Regression, Decision Tree Regressor, K-Nearest Neighbors
Regressor, Gradient Boosting Regressor, Radius Neighbors Regressor, and

Elastic Net Regression.

o Explains how these techniques contribute to the prediction of optimal

restoration sequences.

e Describes the evaluation metrics and criteria used to assess the performance

of machine learning-based restoration models.

4. Chapter 4: Deep Learning Techniques



» Explores the use of DL models, such as DNN in predicting optimal restora-

tion sequences within IIN.

o Discusses the advantages and limitations of DL approaches in addressing

the complexities of Interdependent networks.
o Presents the evaluation results and analysis of deep learning-based restora-
tion sequences.
5. Chapter 5: Graph Neural Network Techniques
o Focuses on the application of GNN in predicting optimal restoration se-
quences and resource allocation strategies.

o Explores how GNN leverages the graph structure of IIN to enhance pre-

diction accuracy.
o Provides an in-depth analysis of the outcomes and implications of GNN-
based restoration models.
6. Chapter 6: Discussion
o Engages in a comprehensive discussion of the research findings, drawing
insights from ML, DL, and GNN techniques.

« Highlights the practical implications of the study’s results for infrastructure

operators and resilience planners.

o Examines the ethical considerations related to predictive modeling in crit-

ical infrastructure management.

10



7. Chapter 7: Conclusion and Future Directions

e Summarizes the key findings and their contributions to the field.
« Restates the significance of the research objectives and hypotheses.

o Offers recommendations for future research and practice in the realm of

IIN resilience and resource allocation.

8. Appendices

o Provides supplementary materials, including technical details, additional

experimental data, and code samples.

9. References

o Lists all the sources and references used in the thesis, following a standard-

ized citation format.
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CHAPTER 2

BACKGROUND AND

LITERATURE REVIEW

2.1 Interdependent Infrastructure Networks

In the domain of restoration planning, the term “critical infrastructure networks” en-
compasses a broad spectrum of Interdependent systems and processes, predominantly
owned by people and incorporated processes. These networks function in a synergistic
manner, collectively producing and disseminating a continuous stream of vital goods
and services that serve as the lifeblood of contemporary societies [3]. Integral to the
functionality of modern societies, these critical infrastructure networks include elec-
tric power, water distribution, natural gas, transportation, and telecommunications
systems, among others.

Traditionally, efforts in the field of critical infrastructure planning have mainly
revolved around prevention and protection measures to safeguard against potential

disruptions. However, the landscape of infrastructure planning has evolved over time
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to encompass a broader perspective that extends to the capacity of infrastructure
networks to withstand disruptions and recover promptly when faced with unforeseen
challenges. The encompassing term for this capacity is "resilience” [4], a definition
widely embraced by scholars and practitioners alike [5], [6], [1].

The study of critical infrastructure networks under the influence of disruptive
events has witnessed significant maturation over the past thirty years. This evolution
has been marked by a focus on identifying topological descriptors, e.g., [7], [8], [9],
[10]. Simultaneously, researchers have proposed various methods and algorithms for
the restoration of critical infrastructure networks after disruptive incidents. These
approaches include determining the set of disrupted network components that require
restoration to maximize network performance, assigning these components to work
crews, establishing the sequence for their restoration, or pursuing integrated strategies,
for example[11], [12], [13], [14].

Crucially, contemporary infrastructure networks are increasingly characterized by
interdependence, where the functionality of one infrastructure network is relying on
another in intricate ways. Interdependence manifests as a bidirectional relationship
between two infrastructure networks, wherein the state of each network significantly
influences or correlates with the state of the other [15]. Such interdependencies span
various categories, including physical, cyber, geographical, and logical interdependen-
cies. Physical interdependencies involve the exchange of outputs and inputs between
networks, while cyber interdependencies rely on information transmission through
information infrastructure. Geographical interdependencies result from shared lo-

cal disruptive events, whereas logical interdependencies encompass all other forms of
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interconnection.|[15]

The intricate interdependencies among various infrastructure networks introduce a
critical challenge: disruptions occurring within one infrastructure network can initiate
a chain reaction of cascading disruptions across Interdependent networks. As a re-
sult, these interdependent networks exhibit heightened vulnerability to a spectrum of
disruptive events, ranging from spontaneous component failures and deliberate malev-
olent attacks to unforeseen natural disasters [16]. The ripple effect of these disruptions
across interdependent networks can culminate in the incapacitation of one or more
networks, amplifying the complexity of the subsequent restoration efforts faced by
decision-makers. This interplay of interdependencies underscores the pressing need
for comprehensive strategies and methodologies to enhance the resilience and pre-

paredness of infrastructure networks in the face of multifaceted challenges.[17], [18],

[19], [20], [21], [22]

2.2 Machine Learning Based Techniques

The exploration of ML techniques in the context of network reliability and resilience
has remained relatively limited. Prior research has made noteworthy contributions
in this area. For instance, [23], [24], [25] employed support vector machines, decision
trees, and clustering techniques to assess the reliability of network structures. Their
approach involved simulating various network disruptions, calculating the source-sink
flow within the network post-disruption, and characterizing the network’s performance

in binary terms, considering whether it met specific demand levels at the sink node.
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Additionally, they utilized link capacity characteristics as predictive factors to ascer-
tain the network’s binary performance, which in turn reflected its reliability.

The critical nature of infrastructure networks has been addressed by Jeddi et.
al, [26] and the challenges in decision-making for their resilience. As these networks
are characterized by interdependencies, multiple decision-makers, and uncertain in-
formation sharing, the authors propose an adaptive ML algorithm to incorporate
predictions of other decision-makers’ actions into the restoration planning process of
interdependent networks. Similarly, Singh et. al, [27] discuss the challenges posed by
ultra-dense 5G and 6G wireless networks and the need for efficient network manage-
ment and rapid service recovery in such environments. They highlight the difficulty
of maximizing service recovery due to the lack of real-time KPI information during
outages, leading to manual evaluation. To address this, the authors propose an in-
telligent proactive network recovery management scheme using DL. Their approach
introduces a utilization-based ranking of wireless nodes, significantly reducing service
downtime and enabling swift recovery. By predicting network KPI based on actual
wireless data, their method achieves an impressive 54% improvement in service outage
mitigation.

Nabian et. al, [28] conveyed the need for an efficient evaluation of the reliability
of the infrastructure system in the context of natural disasters. They introduce a
DL framework designed to accelerate infrastructure system reliability analysis. The
framework comprises two DNN surrogates: one for accelerating the determination of
network connectivity and the other that replaces various components within the anal-

ysis process. Through a simulation-based study of a California transportation network
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under extreme earthquake scenarios, the authors demonstrate the effectiveness of their
approach in significantly accelerating two-terminal reliability analysis with high pre-
diction accuracy. Karim et. al, [29] tackle the challenges of post-fault restoration
in modern power systems, which are prone to instability due to their operation at
design limits. Traditional online methods struggle to identify events accurately in the
stochastic post-fault scenario. They propose the use of feature selection in conjunction
with ML to enhance decision-making for restoring multi-machine networks that be-
come isolated due to faults. This method contributes to more precise decision-making
in post-fault restoration processes.

Similarly, Talebiyan et. al, [30] contributed to the field by employing predictive
models focusing on anticipating how decision makers, particularly utility operators,
would respond to disruptions within interdependent decentralized networks. Their
work centered on predicting network performance under various disruption scenarios.
Our research extends the literature by implementing ML techniques for the prediction
of the significance of the network nodes. We take into account both the disruptive
event’s characteristics and the capacity attributes of the network. In particular, to our
knowledge, there is no prior study that comprehensively addresses the prediction of
node significance while considering both the characteristics of disruption and network
capacity.

Critical Infrastructure Systems or Interdependent Infrastructure Networks IIN
play an indispensable role in our contemporary world by facilitating essential ser-
vices and promoting human interactions. Such systems range from electrical power

grids to telecommunication setups and natural gas delivery mechanisms, underpin-
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ning the economic vitality of nations. It is for this reason that numerous countries
prioritize the consistent functionality of these systems and take measures to ensure
their uninterrupted operation [31], [32].

The recent technological evolution, particularly in the realm of information tech-
nology, has led to a heightened Interdependentness among IINs. This has given rise
to what can be termed as Interdependent Critical Infrastructure Systems [33], [34].
While ICISs exhibit the capacity to handle more complex challenges, their intertwined
nature presents potential vulnerabilities. The interdependency between various sys-
tems introduces the risk of cascading failures. Specifically, a malfunction in one part
of the system can trigger a domino effect, wherein dependent parts across different
layers experience failures. This Interdependent collapse can be magnified across the
entire Network of Networks, illustrating the magnitude of potential disruptions [35],
136], [37], [38].

Notably, research has indicated that the interplay between networks might di-
minish their overall robustness, in comparison to when they operate independently
[39]. For example, a singular malfunction within an electricity node could instigate
a chain reaction of failures, resulting in a breakdown of both the power grid and its
allied communication network. A real-world manifestation of this scenario was evi-
dent during the 2003 Italian Blackout [40]. Consequently, there is an evident need
for advanced mathematical methodologies that can elucidate the dynamics of network
interdependencies and the associated vulnerabilities.

The realm of percolation theory has been instrumental in advancing our under-

standing of interdependent networks, specifically focusing on the intricate relationship
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between power and communication systems. An influential contribution in this do-
main was made by Buldyrev [41], who formulated a framework that delves deep into
the mechanics of cascading failures, highlighting key transition points. Subsequent
research further enriched this area by extending the nuances of percolation theory to
explore diverse facets of IIN. These studies encompassed aspects like partial coupling
[42], degree associations [43], inter-affinities [44], modular designs [45], and strategic
protective measures [46].

Simultaneously, other scholars approached the intricate web of ICISs through the
lens of game theory [47]. Their research not only decoded the inherent structures and
interdependencies but also proffered innovative strategies to bolster system resilience
(48], [49], [22].

The academic discourse then took a pivot from merely understanding structural ro-
bustness to examining functional robustness within ICISs. Rosato et. al, [50] elegantly
merged the DC power flow model with the TCP/IP network paradigm, introducing
functional metrics tailored to assess ICIS robustness. Dong Hoon and his team [51] et.
al, embarked on a mission to comprehend the ripple effect of failures across two types
of interdependent networks, particularly emphasizing the role of the coupling coeffi-
cient in this propagation mechanism. Further research elucidated the ramifications
of a power grid failure on hydraulic networks, highlighting the significant influence
of correlation intensity and capacity coefficients on the functional susceptibility of
Interdependent systems [52].

The integrity of real systems, while paramount, can be challenging to maintain

given the inevitability of certain disasters. As such, the spotlight has recently been
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on the system’s ability not only to resist and adapt to various disasters but also its
capability to bounce back post-damage. In this context, the concept of "resilience”
within IIN has gained prominence. Resilience is typically characterized as the system’s
aptitude to endure and rebound from both internal and external adversities [53].

In the pursuit of understanding resilience, scholars have presented various metrics
and analytical models [54], [55], [56], [57]. A wide spectrum of research initiatives can
be noted in this domain. To highlight a few: the evaluation of resilience and con-
trasting strategies in the face of natural disasters [58]; the nexus between community
robustness and resilience optimization using memory optimization techniques [59];
resilience evaluation grounded on the system’s structural vulnerability function [60];
the juxtaposition of actual performance against expected outcomes in predefined fault
conditions for resilience quantification [61]; the dual objective of enhancing resilience
by minimizing both the temporal and financial burden of restoration tasks [62]; a
comprehensive framework for gauging resilience amid varying seismic risks, factoring
in both direct and ancillary repercussions [63]; resilience estimation techniques that
marry system robustness with the inclinations of decision-makers [64]; the economic
dimensions of resilience, with an emphasis on recovery expenditures [65]; a targeted
analysis of resilience within the context of smart grids [66]; and advanced method-
ologies employing Bayesian networks [67] and the Copula function [68] for resilience
assessment.

From the aforementioned discussion, it is evident that recent research trends have
bifurcated, with some scholars delving into cascading failures to probe structural and

functional robustness, while others predominantly concentrate on the post-disaster
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recovery trajectory. Notably, there exists a gap, as comprehensive studies integrating
both these facets are scant. Addressing this lacuna, the present paper endeavors to
present a pioneering approach to resilience analysis. By harmoniously amalgamating
fault propagation scrutiny with disaster recovery evaluation, this method seeks to
bolster system resilience from multifarious angles.

In the initial forays into multi-dimensional graph analysis, the focus was primarily
on community detection and clustering. Berlingerio et. al, [69] provided seminal in-
sights into "multi-dimensional communities,” introducing innovative metrics to refine
the definition of density within such graphs. Subsequently, Papalexakis et. al, [70]
developed algorithms designed to detect clusters across the multiple dimensions of a
graph, laying the groundwork for multidimensional graph analysis.

As the field progressed, there emerged a special class of Graph Convolutional Net-
works or GCNs tailored for the complexities of multi-dimensional graphs. In this
vein, [71] proposed a model that generates separate embeddings for each node within
different dimensions, conceptualizing these embeddings as projections from a gener-
alized representational space. They designed a GCNs aggregation mechanism that
integrates the interactions among nodes within the same dimension as well as across
different dimensions for a single node. In a complementary approach, [72] streamlined
the multi-dimensional graph into a single-dimensional framework using a two-pronged
technique. Their method first synthesized the various views through subspace anal-
ysis and then refined the network via manifold learning, subsequently applying a
GCNs to the resulting simplified graph for further learning and analysis. In a sim-

ilar context, [73] focused their efforts on extending node embedding algorithms to
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the multi-dimensional graph setting, broadening the scope of node-centric analysis in
these intricate networks.

The progression of these methodologies not only demonstrates the field’s adapt-
ability but also its commitment to evolving alongside the increasing complexity of
data structures. The movement from single-dimensional to multi-dimensional graph
analysis is indicative of a broader trend in data science and machine learning — a trend
towards more nuanced, comprehensive models capable of capturing the rich tapestry
of relationships that define our digital and social ecosystems.

In this study, we consider the analysis of infrastructure networks that encompass
multiple source and demand nodes, reflecting the common structure of real-world
infrastructure systems. Recent literature has proposed several methodologies to assess
resilience in such networks [74]. These methods include quantifying resilience through
metrics such as the normalized shaded area under the performance function curve [75],
employing topological measures [76], or considering the ratio between the probability
of failure and recovery [77]. However, this paper adopts infrastructure networks with
a resilience paradigm rooted in network performance [1], as depicted in Figure 2.1 and
elaborated in previous works [78], [79], [80], [81], [82].

Figure 2.1 provides a visual representation of two fundamental dimensions of re-
silience: vulnerability and recoverability. Vulnerability in the context of a network
pertains to the extent of damage incurred by the network when subjected to a disrup-
tive event [83]. Conversely, recoverability signifies the swiftness with which a network

rebounds to a predefined level of performance following a disruptive incident [84].
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Figure 2.1: Network performance during state transitions prior to, during, and after
a disruptive event [1]
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CHAPTER 3

MACHINE LEARNING BASED

APPROACH

3.1 Data Generation and Preprocessing

In this study, a mathematical model inspired by [16] had been used as a fundamental
tool for data generation. The model serves as the basis for simulating restoration
scenarios, as it takes into account both the enhancement of network resilience and the
minimization of restoration costs. A data set that captures a wide range of restoration
tasks, resource allocations, and associated costs, under varying disruption scenarios,
had been systematically generated.

The study conducted by [16] is centered on the complicated problem of restoring
IIN following a disruptive event while considering various scenarios of disruption.
To address this challenge comprehensively, the authors put forth a multi-objective

optimization model grounded in the principles of resilience-driven decision-making.
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This model is formulated as a MIP framework, which serves the dual objectives of
maximizing the resilience of the Interdependent infrastructure network system and
minimizing the costs associated with the restoration process. These costs include
various aspects, including flow, disruption, and restoration costs, providing a holistic
perspective on the restoration problem.

One distinctive feature of our MIP restoration model is its consideration of tem-
poral and resource constraints. The model offers a set of prioritized restoration tasks,
facilitating the allocation and scheduling of available work crews. This allocation
process is carried out with a keen awareness of the physical interdependencies that
exist between infrastructure networks. The overarching goal is two-fold: to maximize
the resilience of 1IN while minimizing the overall cost incurred during the restoration
process.

Although cost minimization is a common objective in restoration models within
the literature, the distinguishing characteristic of the model used in this study lies in
its emphasis on enhancing the resilience of the system of IIN. This entails restoring
disrupted components to a level that ensures the system’s performance aligns closely
with its pre-disruption state, all while minimizing the associated costs encompass-
ing flow, restoration, and disruption. The central focus of this restoration model is
to increase the resilience of Interdependent infrastructure networks to a predefined
threshold, thus optimizing the balance between resilience enhancement and cost re-
duction. Consequently, the model may not necessarily advocate for the restoration
of all disrupted components, particularly those that do not significantly contribute to

the overall system’s resilience.
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In this research, we address the challenge of obtaining data from the real infras-
tructure network, a common issue in research [85], [86]. To illustrate the effectiveness
of our ML models, we use fictional interdependent infrastructure networks as shown
in Figure 3.1. These synthetic networks are generated using an extended algorithm
for proximal topology, which was initially introduced by [87] and further developed
by [88]. The network generation process comprises two main phases: (i) the cre-
ation of individual networks and (ii) the establishment of interdependencies across
these networks [89], [52]. Although fictional, these networks serve as a valuable proxy
for real-world infrastructure networks, allowing us to develop and showcase our ML

models effectively.
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Table 3.1: Infrastructure Networks

Nodes .
Network Supply Demand Total Links
Power 5 20 25 28
Water 5 20 25 31

As summarized in Table 3.1, the networks used in the study have different key
characteristics. Two types of networks, namely the Power and Water networks, are
analyzed. In terms of nodes, both networks consist of a total of 25 nodes. Among
these, 5 nodes serve as supply points, while the remaining 20 nodes represent demand
locations. These networks exhibit a complex interconnection pattern. The Power
network comprises 28 links, while the Water network is composed of 31 links and 18
interdependent links. Although the number of nodes is the same for all the networks
utilized in this study, the number of links may be slightly different from one network
to another. These nodes and links configurations are essential for understanding the
structure and interdependencies of the infrastructure networks under investigation.

In the data generation process, we have employed seven essential predictors that
collectively encompass the significant attributes characterizing nodes within infras-
tructure networks. These predictors offer a comprehensive representation of node
characteristics, covering spatial information, resource supply and demand, cost con-
siderations, and resilience status. To begin with, the initial two predictors capture
the spatial aspect of the nodes through their X and Y coordinates, providing valuable
geographical information on the distribution of the nodes. Additionally, we incorpo-

rate predictors reflecting the nodes’ supply and demand quantities, shedding light on
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resource flow dynamics within the network. Furthermore, our model integrates two
key cost-related predictors: the restoration cost and the unmet demand cost. These
factors are crucial in evaluating the economic implications of disruptions at different
nodes of the network. Additionally, a binary feature is included that indicates the
status of node disruption (1 for disrupted, 0 for intact). Finally, the target variable
in our model quantifies the overall significance of each node within the infrastruc-
ture network. This comprehensive set of predictors empowers our ML approach to
thoroughly assess node attributes, contributing to a more profound understanding of
network resilience and restoration dynamics.

In our study, we carefully select specific parameters and distributions to ensure
that our ML models provide valuable representations of real-world infrastructure net-
works. These choices, made without loss of generality, aim to capture the essential
characteristics of such networks. For instance, we consider supply quantities asso-
ciated with each supply node, assuming a uniform distribution within the range of
2000 to 3000. This range reflects the variability commonly observed in real-world
infrastructure networks. In addition, we model demand quantities using a Gaussian
distribution with a mean of 100 and a standard deviation of 200. This distribution ac-
counts for the inherent uncertainty and demand fluctuations encountered in practical
scenarios.

To simulate restoration cost values, we adopt a uniform distribution spanning from
20 to 50. This choice aligns with established research findings and serves as a basis
for our analysis, as documented in [16]. Simultaneously, we maintain a constant cost

of unmet demand, fixed at 60, to provide a stable reference point for our analysis.
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Furthermore, our approach incorporates a binary disruption predictor, which allows
us to distinguish between two primary disruption scenarios. In the first scenario,
termed random disruption, nodes experience disruptions in a randomly selected man-
ner, mirroring the unpredictability of real-world events. On the contrary, the second
scenario, known as spatial disruption, involves the simultaneous disruption of nodes
located in close geographic proximity, which is a common occurrence in actual in-
frastructure networks. To ensure the robustness and reliability of our ML models,
we conduct repeated iterations of mathematical model solving. This process involves
approximately 1300 runs and is implemented using the Gurobi optimization library
in Python [90]. These iterations are undertaken to enhance the effectiveness of our
ML approaches and contribute to the development of resilient restoration strategies

tailored to real-world infrastructure networks.

3.2 Model Training and Validation

This section delves into the meticulous process of training and validating various
regression models to ascertain their ability to predict the importance of nodes within
IIN as shown in Figure 3.2. The primary objective is to discern the most proficient

regression model that can provide precise and reliable predictions.

3.2.1 Linear Regression

The formal study of linear regression models constitutes a foundational aspect of sta-

tistical learning theory and is frequently deployed in predictive analysis. The premise
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of a linear regression model is to forecast an outcome based on the additive relation-
ship between independent variables. The forecast or prediction (¢) is generated by
calculating the weighted sum of the input features, plus a constant known as the bias
term (6y), which is critical to adjust the model output independent of input values.
The generalized prediction formula for a linear regression, as delineated, can be

mathematically represented as follows:

'3):90—{—911'1—{—921'2—{— —I—in'n (31)

Where, 7 is the forecasted value, n represents the total number of input features,
x; denotes the value of the " feature (i=1, 2, ..., n), and 6; signifies the i* model
parameter, which comprises both the bias term and the weights for each feature.

For computational efficiency, this equation is often expressed in a compact vector-

ized format:

g=nhe(z)=0- 2 (3.2)

In this vectorized representation, # stands for the parameter vector, including the
bias term and feature weights, while = represents the feature vector, extending from
xo to x,, with xg conventionally set to 1 to accommodate the bias term in the dot
product operation. The vector # and the feature vector x undergo a dot product
operation.

When these vectors are treated as column matrices, the prediction equates to a

single-cell matrix resulting from the matrix multiplication of 7 and z, where 07 is
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the transpose of 6, effectively converting it from a column vector to a row vector.
Moving beyond model representation to model training, the objective is to adjust
the parameters (6) such that the model optimally fits the training data. The quality
of fit is typically quantified by the Root Mean Square Error (RMSE), a prevalent
metric in regression analysis. However, for optimization purposes, the Mean Squared
Error (MSE) is preferred due to its computational simplicity while yielding equivalent

optimization results. The MSE is defined as follows:

m

MSE(9) = — > (070 — )? (3.3)

Where, m indicates the number of instances in the training dataset, and 6" x; and
y; correspond to the predicted and actual values for the ¥ instance, respectively. It
is imperative to note that minimizing MSE is synonymous with minimizing RMSE
since the function that achieves the minimal value for MSE also achieves the minimal
value for the square root of MSE, which is the RMSE.

Consequently, the training process for a linear regression model involves finding
the parameter set () that results in the lowest MSE for the given training data.
This process of optimization is a critical step in ensuring that the model reflects the
underlying data distribution with the highest possible accuracy. [91]. Algorithm 1

illustrates the training procedure of the linear regression.
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Algorithm 1 Linear Regression Learning Algorithm

Require: Training dataset D = {(z®,y@)}m,
Ensure: Learned model parameters
: Initialize 6 with random values or zeros
repeat
Calculate the hypothesis hy(z) = 07
Calculate the loss J(6) = 55 S (ho(2¥) — y¥)?
Update § < 6 — a2.J (6)

until convergence criterion is met =0

3.2.2 Polynomial regression

Polynomial regression extends the linear regression framework to accommodate the
non-linear relationships between the dependent and independent variables. Tradi-
tional linear regression models are inherently limited to linear associations. However,
the complex and multifaceted nature of many real-world phenomena often necessitates
a polynomial approach to better capture the dynamics at play.

The introduction of polynomial terms into the regression equation allows for the
modeling of a curved relationship within the linear modeling paradigm. This process
entails the generation of new features derived from the existing ones by raising them
to various powers, hence the name polynomial regression.

A key advantage of polynomial regression is its capability to uncover the interac-
tions between multiple features. It achieves this by incorporating not just the powers
of individual features but also the interaction terms up to a specified degree. For
example, given two features, a and b, and a polynomial degree of three, the enhanced

3

feature set would include a2, a3, b?, and b?, along with interaction terms such as ab,

a?b, and ab?.

This enhancement is represented combinatorially by the formula:
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(n+d)!

d'n! (3.4)

where n denotes the original number of features and d is the degree of the poly-
nomial. The factorial expression indicates the number of features generated through
this polynomial expansion, emphasizing an exponential increase with respect to the
polynomial degree.

Despite the potency of polynomial regression in capturing complex relationships,
one must heed the potential for a combinatorial increase in feature space. This surge
escalates both the computational burden and the susceptibility to overfitting, where
the model becomes a reflection of the noise rather than the signal within the data.
Consequently, the judicious application of polynomial regression is contingent upon
a balanced choice of polynomial degree and rigorous validation strategies to ensure
robust model generalization. Additionally, regularization may be employed to miti-
gate overfitting by imposing penalties on higher-order terms, thereby constraining the

model’s complexity. [91]

3.2.3 Decision trees

DT are a class of ML algorithms that stand out for their versatility and interpretabil-
ity. They can be applied across a diverse array of tasks including classification, regres-
sion, and multi-output prediction problems. Recognized for their powerful capacity
to model complex datasets, decision trees serve as the foundational building blocks of

Random Forests, which rank among the most potent algorithms in the field of machine
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learning today.

One of the significant advantages of DT is the minimal data preparation they
require. Unlike many other algorithms that necessitate normalization or scaling of
features, decision trees can be applied to raw datasets with little to no preprocessing,
simplifying the workflow and reducing the potential for introduction of bias that can
occur during data transformation.

The effectiveness of a DTs in classification tasks can be quantified through the
Gini impurity measure. Gini impurity is an indication of node purity, where a score of
zero reflects that a node contains instances of a single class. This purity metric helps
to optimize the DTs during the training process by providing a clear criterion for the
selection and prioritization of splits in the data. For instance, in a DTs classifying
different types of Iris flowers, a node that perfectly classifies 'Iris setosa’ would have
a Gini score of 0, denoting pure classification.

The Gini impurity for a node ¢ is calculated with the equation:

Gi=1- szQk (3:5)
k=1

Where p; . is the proportion of class k instances within the ¢th node. This mathe-
matical representation succinctly encapsulates the weighted likelihood of classification
missteps and aids in the tree’s development to minimize such errors.

A distinguishing characteristic of DTs is their straightforward interpretability. The
logic of a DT’s classification process can be transparently viewed and understood,

earning them the label of 'white box” models. This contrasts with more opaque ’black
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box’ models like Random Forests and neural networks, whose internal workings and
logic are not as easily discerned. Although these models may exhibit high accuracy
and predictive capability, delineating the exact reasoning behind specific predictions
is often challenging. For example, when a neural network determines the presence of a
person in an image, the rationale it uses—whether recognizing facial features or other
contextual cues—is not readily apparent. On the other hand, DTs as explained in
Algorithm 2 convey decision-making through an understandable series of rules. This
clarity makes them particularly useful in scenarios where interpretability is paramount,
such as medical diagnoses, credit scoring, or legal decision-making, where they can be

manually applied for verification or in simple use cases like flower species classification.

[91]

Algorithm 2 Decision Tree Regression Learning Algorithm

Require: Training dataset D, Maximum depth d,,,,, Minimum split size s,,;,
Ensure: Decision tree regression model T’
1: Let node N represent the entire dataset D
2: Define a function Split(N,d) that attempts to split node N using the best split
criterion based on mean squared error reduction BuildTree/V, d
if d =d,,0x OR size of N < s,,;, then
Mark N as a leaf and set prediction to mean outcome in N
else
Split(N,d)
for each child node C' of N do
BuildTree(C,d + 1)
end for
10: end if
11: BuildTree(N,0) =0
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3.2.4 KNN Regression

The k-nearest neighbor KNN classifier represents a shift from the machine learning
models previously discussed, distinguishing itself as a non-parametric, instance-based
learning algorithm. Unlike its counterparts, the KNN classifier is recognized as a lazy
learner, a term that reflects its operational mechanism. This mechanism does not
involve learning a generalizable discriminative function but rather retains the dataset,
using it as a reference framework for making future classifications.

KNN’s process can be outlined in three procedural steps: (1) selection of the quan-
tity 'k’ which denotes the number of nearest data points to consider and choosing an
appropriate distance metric to measure proximity; (2) locating the 'k’ closest neigh-
bors to the new data point; and (3) assigning a class label based on the majority class
present in this localized subset. This methodology underscores the KNN’s real-time
adaptation to newly acquired data, which is both a strength and a limitation.

The broader context of ML models includes parametric and non-parametric mod-
els. Parametric models, exemplified by algorithms like the perceptron, logistic regres-
sion, and linear SVM, infer parameters from training data to formulate a predictive
function, independent of the training data thereafter. Conversely, non-parametric
models, including DT and kernel SVM, adjust their complexity with the volume of
training data, a trait evident in their inability to be summarized by a finite parameter
set.

The categorization of KNN as a subtype of non-parametric models under instance-

based learning emphasizes its distinctive attribute of memorization over learning
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through abstraction. In lazy learning, specifically, the efficiency of memorizing comes
at no cost during the training phase. However, the computation required to classify
new instances escalates with the dataset’s size, which may present challenges in terms
of processing speed and storage capacity, particularly for large datasets.

Efficient querying in large datasets may be facilitated by advanced data structures
such as k-d trees and ball trees, which can ameliorate computational burdens. Nev-
ertheless, the KNN classifier remains effective for small to medium-sized datasets, as
shown in various applications. For instance, in the pharmaceutical industry, KNN
methods have been used to predict the dynamic properties of G-protein-coupled re-
ceptor (GPCR) inhibitors, underscoring its utility in high-stakes research. Moreover,
KNN models have also been incorporated into language processing to optimize per-
formance, demonstrating their relevance in cutting-edge computational linguistics.

In practice, while KNN’s as illustrated in Algorithm 3 demand for computational
resources grows with dataset size, its capacity for robust, flexible learning without
the need for pre-training adjustments makes it a viable tool for addressing a range
of practical problems, as evidenced by recent scholarly work in pharmacology and

machine learning. [92]

Algorithm 3 K-Nearest Neighbors (KNN) Regression Learning Algorithm

Require: Training dataset D = {(z®,y®)}™  Number of neighbors k
Ensure: KNN regression model
1: for each test instance z do
2:  Find the k nearest neighbors in D to x
3:  Calculate the predicted output for x as the average of the output values of its
k neighbors
4: end for=0

37



3.2.5 Random Forests Regression

Ensemble methods are a class of algorithms that have become exceedingly prevalent
in ML for their remarkable ability to deliver robust and high-performing classification
models, particularly noted for their resistance to overfitting. These methods combine
the strengths of various models to enhance performance and reduce the likelihood
of an algorithm becoming too closely fit to the peculiarities of the training data.
This section will focus on one ensemble technique in particular, the random forest
algorithm.

The random forest algorithm is an extension of the DT regressor and operates
on the principle of generating a ’forest’ of trees where each tree is constructed using
a random subset of data and features. The fundamental hypothesis underpinning
random forests is that a collection of weak learners (individual decision trees) can be
integrated to form a strong learner. Each tree in the forest is allowed to grow to its full
depth, which results in high complexity and variance for individual trees. However,
by averaging their predictions, the ensemble diminishes the individual trees’ tendency
to overfit, thereby yielding a more reliable and generalizable model.

Random forests scale well with large datasets and diverse problem sets, making
them a versatile tool in the machine learning toolkit. They are particularly user-
friendly because they require very few parameters to be set by the user, with the
number of trees in the forest and the number of features considered at each split
being the primary considerations. The robustness of random forests arises from their

intrinsic design, which ensures that the diversity among the individual trees—achieved
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through randomization—contributes to a collective decision-making process that is less
prone to model the noise in the training data.

Moreover, random forests have an inherent measure of feature importance, given
that they can indicate which features contribute most significantly to the predictive
power of the model. This characteristic not only provides insight into the functioning
of the model but also into the nature of the problem being solved.

The convergence of multiple DTs as illustrated in Algorithm 4 in a random forest
leads to a consensus approach that mitigates the errors of individual trees and em-
phasizes common patterns, improving the predictive accuracy of unseen data. This
method has been applied successfully in a wide array of domains, including but not
limited to, bioinformatics, market analysis, and environmental modeling, where the
benefits of its strong predictive capabilities and resilience to overfitting are critically

important. [92]

Algorithm 4 Random Forests Regression Learning Algorithm

Require: Training dataset D, Number of trees T, Maximum depth d,,,,, Minimum
split size Siin
Ensure: Random forest regression model RF
1: fort=1to T do

2:  Sample a subset of D with replacement to create a new dataset D;

3:  Train a decision tree T} using D; with maximum depth d,,4, and minimum split
Size Sin

4:  Add T, to the random forest RF

5: end for=0
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3.3 Model Selection and Hyperparameter Tuning

In the process of developing our predictive models, we have taken a meticulous ap-
proach to model selection and hyperparameter tuning employing grid search tech-
niques combined with cross-validation to optimize the efficacy of these models as
illustrated in Figure 3.7. To ensure a comprehensive evaluation of various regression
techniques within the context of our study, we have incorporated a diverse range of
regression models, each possessing distinct characteristics and capabilities. For each
regression model, an array of hyperparameters has been thoroughly examined to iden-
tify the configuration that minimizes the mean squared error on our dataset. This
approach ensures that each model is fine-tuned to offer the highest predictive accuracy
attainable.

The ensemble of regression models employed includes linear regression, polyno-

mial regression, decision tree regression, k-nearest neighbor regression, gradient boost
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regression, radius neighbor regression, Bayesian Ridge regression, random forest re-
gression, and elastic net regression. By incorporating this diverse set of models, our
objective is to thoroughly assess their performance and identify the most suitable can-
didate for our predictive tasks. This systematic exploration of regression techniques
enhances the robustness and effectiveness of our ML approaches in predicting the

importance of interdependent network nodes.

Table 3.2: Regression Models Hyperparameters

Model Hyperparameter Values

Linear Regression __fit_intercept [True, False]
__n_jobs [None]
__positive [False]

Polynomial Regression | __degree 2, 3, 4]
__fit_intercept [True False]
__positive [False]

Decision Tree __max_depth [None, 10, 20, 30]
__min_samples_split | [2, 5, 10]

KNN __n_neighbors 3, 5, 7]
__weights ['uniform’; ’distance’]

Gradient Boosting __n_estimators [10, 15, 20]
__learning rate 0. 01 0.05, 0.1]
__max_depth 13, 5, 7]

Radius Neighbors __radius 1. O 2 0, 3.0]
__weights [unlform’ "distance’]

Bayesian Ridge _ n_iter (100, 300, 500]
__alpha_1 [1e-6, 1e-7, le-§]
__alpha 2 [1e-6, 1e-7, le-§]

Random Forest _ n_estimators [10, 20, 30]
__max_depth [None, 10, 20, 30]
__min_samples_split | [2, 5, 10]

Elastic Net ~_alpha 0.001, 0.01, 0.1, 1, 10, 100]
_ 11 ratio (0.1, 0.5, 09]
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3.4 Cross-Validation and Training Efficiency

The expensive cross-validation process plays a pivotal role in assessing the generaliza-
tion performance of the models. A K-fold cross-validation strategy has been adopted
as shown in Table 3.2, where K is set to 10, thereby dividing the dataset into ten
distinct subsets or "folds.” Each fold is alternately employed as both a validation set
and an integral part of the training set. This procedure is iterated ten times, ensuring
that each fold assumes the role of a validation set exactly once. The results from these
iterations are then amalgamated and averaged to yield a robust estimate of the model
performance.

To accelerate the training process and optimize memory usage, a prudent batch-
based training approach has been used. This approach strategically divides the dataset
into smaller, manageable batches, deviating from the conventional method of training
on the entire dataset at once. The benefits are twofold: maximize the utilization of
available computational resources and ensure efficient execution of grid search and

cross-validation procedures.

3.5 Model Training Time

An essential facet of model evaluation is related to the time taken for model training.
This metric holds particular significance in real-world applications where computa-
tional efficiency is a crucial concern. The training times for each model have been

meticulously recorded and are presented in minutes. These empirical data serve as a
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valuable criterion for assessing the computational efficiency of the models, helping to

judiciously select models for practical implementation.

3.6 Evaluation Metrics

In this section, a comprehensive evaluation of the trained regression models is carried
out, using a variety of evaluation metrics. These metrics serve as the yardstick for
gauging the models’ proficiency in predicting the significance of nodes within Inter-
dependent Infrastructure Networks. The evaluation metrics encompass the following

key parameters:

3.6.1 Mean Squared Error

MSE, or Mean Squared Error, serves as a key metric to quantify the average squared
difference between predicted values and actual observations. It provides an overarching
assessment of the quality of a model’s predictions, with lower MSE values signifying
superior performance. For each model, we report the average MSE scores, providing

a holistic view of their predictive capabilities.

3.6.2 Root Mean Squared Error

RMSE, or Root Mean Squared Error, represents the square root of MSE and offers a

measure of the average prediction error in units congruent with the target variable.
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This metric is invaluable for understanding the magnitude of errors generated by the
model. Our analysis includes the average RMSE scores for each model, providing

clarity on the degree of prediction precision.

3.6.3 R-Squared

The R? metric functions as an indicator of the efficiency with which a model elucidates
the variance present in the target variable. It quantifies the proportion of variance
in the dependent variable that can be foreseen from the independent variables. R?
values range from 0 to 1, with higher values indicative of a better fit. Our reporting
includes the average R? scores for each model, giving insight into their capacity to

capture underlying patterns.

3.6.4 Mean Absolute Error

MAE, or Mean Absolute Error, measures the average absolute discrepancy between
predicted values and actual observations. This metric offers a robust evaluation of
prediction accuracy. For each model, we provide details on the average MAE scores,

allowing a comprehensive evaluation of their predictive capabilities.
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CHAPTER 4

DEEP LEARNING BASED

APPROACH

4.1 Introduction

In this section, we utilized a mathematical framework developed by [16] for data gen-
eration. This model acts as a foundational platform for emulating recovery situations,
considering both the improvement of network resilience and the reduction in recovery
expenses. We methodically produced a dataset encompassing diverse recovery activi-
ties, resource distributions, and related costs under different disruption circumstances.

In this model, we consider a set of IIN, each identified as A, spanning a series
of time intervals defined as T' = {1,...,7}. Each network, denoted as a within A,
comprises a series of nodes, referred to as M?, and a network of links, referred to as P°.
We also identify subsets of nodes within each network: supply nodes M? C M* and

demand/consumption nodes M§ C M®. The elements affected by disruptions in each
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network a of A are designated as M'* for nodes and P’* for links. The supply amount
at node 7 in M¢ within network a from A is denoted by gf, following a Gaussian
distribution with specified mean and standard deviation, and assumed constant over
time. The unmet demand at node ¢ in MJ of network a from A during time interval
t in T is represented as hy,. The cumulative unmet demand across all demand nodes
in network a from A after recovery during time interval ¢ in 7" is ), M3 hg,. In this
model, A}, symbolizes the extent to which network demand remains unmet, in contrast
to g¢, which represents a consistent performance goal.

The economic aspect of network restoration involves assessing costs related to
returning nodes and links to operational status. For a node 7 in M'® and a link (¢, )
in P’ for a network a in A, restoration costs are denoted as rng; for nodes and ri;,
for links, where t is a time interval in 7". The cost per unit of flow through link (7, j)
in network a is ¢j;, and the cost for unmet demand at node 7 is ug. The total system
cost, combining restoration, flow, and unmet demand costs, is expressed using binary

decision variables vf' for nodes and wg; for links, and a non-negative variable ji, for

flow through a link during a time period t.

SIS s+ DT bl + > gt + > ubh (4.1)

a€A teT \ieM'a (i,j)€P’e (i,j)ePe €M

[16]

In discussing the operational resilience and restoration of complex networked sys-
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tems, it is essential to establish a framework that allows for systematic analysis and
efficient management of resources. Within this context, the concept of restoration
duration is crucial. It refers to the time required to return a node or link in a network
to its functional state after a disruption. This can be mathematically represented for
a given node within a subset of nodes M'® and a link (7, j) within a subset of links

k

P’ across various networks indexed by k, using the notation dn; for nodes and dlfj

for links.

a

The capacity of each link (¢,7) in network a, denoted as i+, 1s essential for un-

derstanding network constraints. Binary decision variables dj; (for nodes) and e,
(for links) represent the operational status of network components over discrete time
periods. Where a value of 1 indicates functionality, while 0 indicates a failure or
non-operational state.

To address the allocation of restoration efforts, binary decision variables [fj" for
nodes and m{}; for links are introduced. These variables are used to schedule restora-
tion tasks for work crews, denoted by r, who are equipped with the necessary expertise
and tools to manage specific networks. The scheduling variable [{/ equals 1 if the node
is being restored by crew r at time period ¢, with a similar interpretation for mgj; con-
cerning links.

Furthermore, the Interdependentness of different networks is acknowledged
through the interdependence variable =, which identifies the physical dependency

between nodes across different networks, capturing the essence of network interde-

pendency in operational functionality. This variable enhances our understanding of
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the cascading effects of network failures and the prioritization of restoration efforts.
Through such modeling, stakeholders can better strategize the restoration process,
ensuring a streamlined and effective recovery post-disruption. This analytical ap-
proach underscores the importance of preparedness and adaptive capacity in network
infrastructure management.

The modeling endeavor is bound by a series of constraint groups: (a) flow reg-
ulation constraints within each network, (b) restoration timeframe constraints, (c)
inter-network dependency constraints, (d) logical constraints correlating network flow
with restoration activities, and (e) constraints that define the decision variables. De-
tailed explications and formulations for each group of constraints type are presented
in the ensuing segments.

A. Network flow conservation Constraints: the constraints (3)-(6), ensuring the
maintenance of flow at various node types within each infrastructure network.For
the maintenance of flow within each network, several constraints are applied. These
include:

Yo o<l VieM!, acA teTl (4.2)
(i,7)EP®

Equation (4.3) ensures the sum of flows on links emanating from supply nodes does

not exceed the supply limit.

b= > =0, Vie M*\(M{UMY), acA, teT  (43)

(i.j)epe (Jr)epe

Equation (4.4) assures that the flow is conserved at intermediary nodes within each
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network.

Yo dfuthi=gl, VieMj, acA teT (4.4)
(§,i)epPe

Here, the balance of supply and demand at destination nodes is maintained, con-

sidering the unmet demand. This constraint assures that the flow is conserved at

intermediary nodes within each network.

Y ifathi=gf, VieMj, acA teT (4.5)
(4,0)epe

Here, the balance of supply and demand at destination nodes is maintained, consid-

ering the unmet demand.

B. Restoration Timeframe and Assignment Constraints: Restoration tasks are

governed by a set of constraints ensuring timely and orderly execution. These include:

V=) DI, VieM®acA (4.6)

reRe teT

wly =33 "mf, V(ij) € P acA (4.7)

reRe teT
These equations determine the restoration status of nodes and links based on the

completion of assigned tasks by respective crews.

C. Inter-Network Dependency Constraints: The functionality of nodes in Interde-
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pendent networks is linked by the following constraint:

de —d% <0, Y((i,a),(i,a)) €E,teT (4.8)

This ensures the operational dependency between nodes across different networks.

D. Logical Constraints Linking Network Flow and Restoration: The model includes
constraints that correlate the capacity and restoration status of network components

with the permissible flow:

Jie — fodiy <0, V(i,j) e P'ie M a€ AjteT (4.9)
g — fel <0, V(i,j) € P ac AteT (4.10)

These constraints dictate that the flow through any connection is dependent on the
capacity and restoration status of nodes and links.

E. Decision-Making Variables and Associated Constraints:

Non-Negativity and Binary Nature of Decision Variables: The model imposes cer-
tain restrictions on the decision variables to ensure their practical applicability within

the network’s operational framework. These include:

hiy >0, Vie M acAteT (4.11)

This constraint mandates that the unmet demand (slack variable) at each node must

51



be non-negative, reflecting the absence of negative demand scenarios.

J5 >0, Y(i,j)EPa€AteT (4.12)

It ensures that the flow through each link in the network is non-negative, prohibiting

reverse or negative flow values.

vf,wi; € {0,1}, Vie M*,(i,j) € P*a € A (4.13)

dg,el, € {0,1}, Yie M (i,j) € P, ac A, teT (4.14)

it Cijt

These constraints define the binary nature of the restoration status variables for nodes

and links, indicating whether a component is restored (1) or not (0).

1,mit €{0,1}, Vie M* (i,j) € P*,ac A;teT,r € R* (4.15)

ijt

The scheduling variables for restoration tasks by work crews are also binary, showing
whether a specific task is scheduled (1) or not (0). The Deep Learning Model that has

been developed to predict the nodes significance is discused in the following section.

4.2 Artificial Neural Networks

Neural networks are a pivotal computational model in modern ML, especially noted
for their proficiency in handling a wide array of data-driven tasks. In the context

of supervised learning, where labeled datasets are employed, these networks excel in
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discerning the intricate structure within high-dimensional data. They achieve this by
approximating a function that maps input variables to output labels, often leveraging
their inherent capability to model nonlinear relationships.

The architecture of a neural network is devised to simulate the processing at-
tributes of biological neurons. Each artificial neuron within the network conducts a
weighted sum of inputs, applies a nonlinear function (commonly an activation func-
tion), and produces an output that serves as an input for subsequent layers. This
process is not static but evolves through a method known as ’training,” where the
optimal weights of the network are iteratively adjusted based on the feedback from
the error in output predictions.

The training process of neural networks hinges on optimization algorithms, with
gradient descent and its variants being among the most utilized. By iteratively mini-
mizing a loss function—a metric that quantifies the error between the predicted and
actual values—neural networks refine their weights to improve prediction accuracy.
The versatility of neural networks is further underscored by their ability to generalize
from the learned data to new, unseen datasets, a feature that is fundamental to their
widespread application.

A neural network’s ability to capture nonlinearity is pivotal to its success across
various domains such as image recognition, natural language processing, and predic-
tive analytics. This nonlinearity, which allows for the modeling of complex and multi-
faceted patterns in data, is typically instantiated through multiple layers, giving rise
to the term ’deep learning. DNN, with their profound layering, have demonstrated

remarkable performance improvements over traditional machine learning approaches.
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The expansion of computational resources and the availability of large labeled
datasets have catalyzed the rapid advancement of neural networks. Their growing so-
phistication allows for the tackling of increasingly complex tasks, offering a testament
to the transformative power of neural networks in leveraging the latent knowledge
embedded in data. As research progresses, the quest continues for novel neural net-
work architectures and training methodologies that can further enhance their mapping
efficiency from input spaces to desired output forms.

In the quest for advanced computational models capable of optimizing recovery
strategies within complex systems, our study utilizes the Mixed Integer Programming
(MIP) model presented in [80] as a fundamental point of departure. Recognizing the
limitations imposed by the exhaustive computational demands of MIP, particularly
when applied to scenarios of high dimensionality, we engage DNN to streamline the
process. Our research employs a simulator that generates data reflective of the sys-
tem’s dynamics, which is then used to train the DNN model, aiming to encapsulate
the spatio-temporal characteristics inherent in the system’s operations.

Our DNN model as shown in Figure 4.1 and illustrated in Algorithm 5 is struc-
tured around a feed-forward design, a choice motivated by the architectural simplicity
and proven efficiency of such designs in capturing linear and nonlinear relationships.
Training is executed via backpropagation, an algorithm standard for its effectiveness
in error correction throughout the network, thereby optimizing the model’s perfor-
mance iteratively. The operational premise of our model is the transformation of
system functionality states into a predictive framework for assessing the network’s

response to disruptions. This is achieved through the input layer, where we utilize an
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8-dimensional vector encoding specific node attributes. These attributes encompass
a range of characteristics, including X and Y coordinates, supply/demand capacity,
degree of connectivity, disruption status, restoration cost, and restoration duration.
Each dimension of this vector encapsulates essential information about the immediate
state and characteristics of the network’s nodes.

The size and composition of the input layer are thoughtfully designed to align
with the system’s scope under examination. It comprises 8 neurons, each correspond-
ing to one of the dimensions in the feature vector, allowing for the comprehensive
representation of node attributes.

Our primary innovation revolves around the transformation of this multi-
dimensional feature vector into a predictive signal that elucidates the priority and
significance of each node’s repair or restoration requirements. This conversion process
plays a pivotal role in establishing the sequence of actions during recovery efforts, en-

suring that resources are judiciously allocated to nodes of higher strategic importance.

[ Network Topology H Disruption Scenarios H Optimization Model

OXOX®,
QOO0

Figure 4.1: DNN Model Development
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Algorithm 5 Deep Learning Model Learning Algorithm

Require: Training dataset D, Number of epochs E, Learning rate «, Batch size B,
Network architecture N

Ensure: Deep learning model DL

: Initialize weights and biases for the network architecture N

: fore=1to F do

Shuffle the dataset D

for each batch b in D of size B do
Perform forward propagation on b using N to compute the output
Calculate loss between the predicted output and the actual labels
Perform backpropagation to compute gradients of the loss with respect to
weights and biases
Update weights and biases using gradients and learning rate «

end for

10:  Optionally evaluate the model on a validation set and adjust hyperparameters

if necessary
11: end for
12: Return the trained model DL =0

IAERCUEE A R ey
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CHAPTER 5

GEOMETRIC DEEP LEARNING

BASED APPROACH

Graphs, as an integral data structure, play a vital role in representing objects (nodes)
and their connections (edges), finding application in a wide range of fields from social
sciences to natural sciences. The advent of ML has further elevated the importance
of graphs, especially in complex domains such as social networks [93], [94], physical
systems [95], [96], protein-protein interactions [97], and the construction of knowledge
graphs [98]. The breadth of these applications underscores the adaptability and ex-
pressive power inherent in graph structures, making them indispensable in modern
research and analysis.

Graphs are particularly significant in the realm of ML due to their non-Euclidean
nature. Unlike traditional data structures, they offer a unique set of challenges and
opportunities for researchers. Analytical techniques in this domain often focus on

node classification, link prediction, and clustering. These methods are essential for
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unraveling the intricate relationships and hidden patterns within the graph structure,
thereby providing insights into the underlying data.

Within the sphere of DL, Graph Neural Networks or GNN have been a trans-
formative development. GNNs are designed specifically to operate within the graph
domain, differentiating them from conventional neural network architectures. Their
direct engagement with graph structures allows for a more nuanced understanding
and processing of the relationships between nodes and edges. This attribute of GNNs
has led to their widespread adoption and acclaim, particularly due to their robust per-
formance and high degree of interpretability. They have become a preferred method
for graph analysis, leveraging the power of DL to extract meaningful insights from
complex graph data.

The growing interest and application of GNNs signal a significant shift in the land-
scape of ML. It highlights the trend towards developing and implementing algorithms
that are tailored to specific data structures, such as graphs. This tailored approach
allows for more detailed and effective analysis, opening up new avenues for innovation
and discovery in various fields of research. By leveraging the unique properties of
graphs, GNNs facilitate a deeper understanding of data, contributing significantly to
advancements in both theoretical and applied research domains.

This evolution of ML, with a focus on specialized techniques like GNN; illustrates
the ongoing pursuit of more sophisticated and efficient analytical tools. As researchers
continue to explore the capabilities of GNNs and other graph-based methods, we
can expect to see further advancements and novel applications in areas ranging from

network analysis to computational biology, demonstrating the pervasive and growing
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impact of graph-based analysis in the scientific community.

5.1 CONVOLUTIONAL NEURAL NETWORKS

Graph Neural Networks derive their foundational concept from Convolutional Neural
Networks CNNs, a pivotal development in the evolution of deep learning. CNNs,
excel in extracting and integrating multi-scale localized spatial features, contributing
significantly to advancements across various ML domains. This success is largely
attributed to key aspects of CNNs, such as local connections, shared weights, and
multi-layer architectures. These elements are particularly relevant in the context of
graph analysis, offering solutions to challenges inherent in this field.

Graphs epitomize locally connected structures, making the principles of local con-
nection in CNNs especially pertinent. Shared weights, a concept crucial in CNNs, also
find relevance in graph domain problems, offering computational efficiency over tradi-
tional spectral graph theory approaches. Furthermore, the multi-layer structure, vital
for handling hierarchical patterns, proves beneficial in capturing features of varying
scales within graph data.

Despite these similarities, a fundamental challenge arises when attempting to adapt
CNNs to graph data. CNNs are intrinsically designed for regular Euclidean data, such
as 2D images or 1D text sequences, both of which can be perceived as graph instances.
However, the irregular, non-Euclidean nature of graphs complicates the direct applica-
tion of CNN methodologies. The primary difficulty lies in defining localized convolu-

tional filters and pooling operators for graphs, which are straightforward in Euclidean
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domains. This barrier hinders the transformation of CNN approaches from Euclidean
to non-Euclidean domains, necessitating innovative adaptations to leverage CNN-like
techniques in graph analysis.

The quest to generalize CNNs to graph structures is not merely a theoretical en-
deavor but a practical necessity, given the vast potential applications of graphs in
various scientific and technological fields. This challenge has spurred significant re-
search efforts, aiming to reconcile the disparities between Euclidean and non-Euclidean
data structures and to harness the power of CNNs in the expansive and complex world
of graph data. The development of GNNs represents a critical step in this direction,
embodying an attempt to bridge the gap between these two domains and unlock the

capabilities of deep learning in graph-based analyses.

5.2 MULTI-DIMENSIONAL GRAPHS

Within the realm of graph theory and its applications, there has been a traditional
predilection for the analysis of binary edge graphs. Such graphs presuppose a binary
relationship between nodes — a straightforward yes-or-no, connected-or-not scenario.
However, this binary perspective is a simplification that often fails to encapsulate
the multifaceted nature of real-world networks. In more complex scenarios, nodes
manifest multiple, diverse types of relationships, forging what is referred to as a "multi-
dimensional graph” or, in other terminologies, a multi-view graph or a multi-graph.
These networks are characterized by nodes connected by various types of relationships,

each representing different interaction dynamics within the network.
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An illustrative example of multi-dimensional graph complexity as illustrated in Fig-
ure 5.1 can be found in the online ecosystem of the video-sharing platform YouTube.
Here, user interactions are multifarious and cannot be sufficiently represented by a

single, uniform type of connection. Instead, interactions span across various dimen-

” N Y

sions — including but not limited to "subscription,” “sharing,” and "commenting” —
each constituting a distinct form of relational engagement, as delineated by [71]. The
non-independent nature of these relationship types indicates that models traditionally

employed for single-dimensional graph analysis might not provide an optimal solution

when applied to multi-dimensional structures.
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Figure 5.1: GNN multi-dimensional graph|[2]



5.3 NETWORK EMBEDDING

Another key motivation for the development of GNNs stems from the field of graph
embedding. This technique, as outlined by researchers like [99], [100], [101], [93]
and others involves representing graph nodes, edges, or subgraphs as low-dimensional
vectors. Traditional ML approaches in graph analysis have typically depended on
manually crafted features, but this method often proves to be rigid and costly.

The concept of graph embedding draws inspiration from the success of represen-
tation learning, particularly evident in the field of word embedding, as demonstrated
by [102]. An early and significant advancement in graph embedding was DeepWalk
[103], which applied the SkipGram model, initially used in word embedding, to random
walks generated on graphs. This approach laid the groundwork for subsequent meth-
ods like node2vec [104], LINE [105], and TADW [106], all of which marked significant

progress in the field.
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Despite these advancements, Hamilton et. al, [107] identified two major limitations
in these initial graph embedding techniques. Firstly, the absence of shared parameters
between nodes in the encoding process led to computational inefficiencies. This issue
arises because the number of parameters needed increases linearly with the number
of nodes, making the process less scalable. Secondly, these direct embedding methods
demonstrated a lack of generalization capability. They were not equipped to handle
dynamic graphs or to be generalized to new, unseen graph structures. This limitation
severely restricted their applicability in dynamic and evolving graph scenarios, which
are common in real-world applications.

These challenges highlighted the need for more advanced methods in graph repre-
sentation, paving the way for the evolution of GNNs. The development of GNNs aimed
to address these drawbacks by introducing more efficient and adaptable approaches
to graph analysis, capable of handling dynamic changes and generalizing across var-
ious graph structures. This progression in graph embedding and analysis represents
a significant stride in machine learning, particularly in the context of complex and

large-scale graph data, where traditional methods fall short.

5.4 Methodology

This section illustrates the methodology employed in developing a GNN model, specif-
ically tailored for enhancing the operational resilience of critical infrastructure systems
by predicting each node’s significance in the network. The increasing complexity and

Interdependency of such systems in contemporary society necessitate robust and intel-
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ligent methods to forecast and mitigate disruptions. To this end, this research employs
state-of-the-art artificial intelligence techniques, focusing on the application of GNNs

for infrastructure robustness and recovery post-disruption.

5.4.1 Model Architecture

The GNN model, is architecturally designed as a subclass of nn.Module within the
PyTorch framework. This architecture facilitates the incorporation of both graph
convolutional and linear layers to process graph-structured data effectively. The model

is structured to include:

1. Graph Convolutional Layers: Four GCN layers are implemented, gradu-
ally increasing in neuron count (512, 1024, 512, and hidden_ dim). These lay-
ers are integral for capturing the complex, non-linear relationships inherent in
graph-structured data. Each layer aims to refine the feature representation pro-
gressively, ensuring a comprehensive understanding of the graph’s topology and

node interactions.

2. Linear Layers: Following the GCN layers, four linear layers are introduced
(hidden_ dim to 1024, 1024 to 2048, 2048 to 512, and 512 to output_ dim).
These layers serve to further process the features extracted by the GCN layers,
facilitating the transition from high-dimensional representations to the desired

output dimension.

3. Activation Functions: The Rectified Linear Unit (ReLU) activation function
is employed following each layer, introducing non-linearity and enhancing the
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model’s learning capability.

4. Device Allocation: The model is configured to operate on a CUDA-enabled
device, leveraging GPU acceleration to handle the substantial computational

requirements efficiently.
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5.5 Graph Neural Network Model Workflow

Figure 5.2 delineates a systematic representation of the development workflow for a
GNN model, encapsulating the journey from the input graph to the model’s final

output and emphasizing the architectural and functional constituents of the GNN.

1. Graph Structure Identification: The initial phase of the workflow involves
discerning the graph’s structural configuration, recognizing nodes and edges
which are central to the graph’s representation and form the foundation for

ensuing analysis within the GNN.

2. Graph Type and Scale Specification: Subsequent to the structure iden-
tification, the graph’s type and scale are specified, including its directionality,
weighted nature, and the extent of its complexity. This specification is pivotal
as it dictates the configuration of the GNN layers and the overarching model

architecture.
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3. Model Construction Using Computational Modules: The construction

of the GNN model is executed using a variety of computational modules:

Sampling Operator: Responsible for the selection of a node or edge subset,

enabling efficient management of large-scale graphs.

o Convolutional/Recurrent Operator: These operators apply convolutions or
recurrent transformations to graph data, aiding in feature extraction and

information propagation.

o Pooling Operator: Aggregates information, contributing to dimensionality

reduction and scale invariance.

o Skip Connection: Mitigates the vanishing gradient problem by providing

an alternative gradient pathway during backpropagation.

4. Output Generation: The model processes the input and generates outputs,

which include:

e Node Embedding: Vector representations of graph nodes, reflecting their

properties and interrelations.

o FEdge Embedding: Vector representations of edges, denoting the nodes’ in-

terconnections.

o Graph Embedding: A comprehensive vector representation of the entire

graph, encapsulating its overarching structure and characteristics.

5. Loss Function Design: The final step is the formulation of a loss function con-
gruent with the training setting (supervised, semi-supervised, or unsupervised)
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and the task (node-level, edge-level, or graph-level). The loss function measures
the discrepancy between the predicted output and the true labels, steering the

model parameter optimization during the training phase.

This structured approach is quintessential for the development of GNN models,
ensuring a cohesive progression from raw graph data to a machine learning-compatible
format. The meticulous design and implementation of each stage are critical to the
model’s success in various tasks such as node classification, link prediction, or graph
classification, thus contributing significantly to the domain of graph-based machine

learning.

5.5.1 Model Implementation

Utilizing PyTorch for model implementation offers several advantages, including dy-
namic computation graphs and efficient memory usage, which are crucial for processing
large-scale graph data. The model’s implementation includes:
Initialization: Parameters for input, hidden, and output dimensions are defined,
followed by the allocation of the model to a CUDA device for optimized computation.
Optimizer: The Adam optimizer is employed for updating network weights, se-
lected for its efficiency in handling large datasets and its adaptive learning rate capa-

bilities.

5.5.2 Training Procedure

The training of the GNN model encompasses several steps:
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1. Data Preparation and Loading: Our Dataset has been prepared and loaded

using PyTorch’s Dataloader. The batch size is set to 128, balancing computa-

tional efficiency and memory constraints.

Loss Function: A MSE criterion is adopted for quantifying the discrepancy

between predicted values and actual labels, a standard choice for regression

problems.

Epoch-based Training: The model undergoes training across 1000 epochs.

Each epoch involves:

(a)

(f)

Forward propagation of input data through the model: MSE loss compu-

tation and gradient calculation via backward propagation.
Optimization step to adjust the model’s weights.

Collection and storage of predictions and actual labels for metric evalua-

tion.

Metric Evaluation: Besides MSE, additional performance metrics such as
RMSE, R2 score, and MAE are computed at each epoch. These metrics
offer a comprehensive evaluation of the model’s predictive accuracy and

generalization capability.

GPU Memory Management: To optimize GPU memory utilization and
prevent potential memory overflow, torch.cuda.empty cache() is invoked

after each training batch.

Performance Visualization To assess the model’s training performance ef-
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fectively, a visualization of the training metrics is implemented using Mat-
plotlib. This visualization includes line plots of MSE, RMSE, R2 score, and
MAE against the number of epochs. Such graphical representations pro-
vide an intuitive understanding of the model’s learning trajectory, enabling

the identification of trends and convergence behaviors.

5.5.3 Significance of the Methodology

This methodology leverages the advanced capabilities of GNNs; offering a novel ap-
proach to enhance the resilience of critical infrastructure systems. By adapting and
customizing state-of-the-art machine learning techniques, this research provides a
blueprint for future applications in infrastructure analysis and resilience enhancement.
The comprehensive and meticulous training process, coupled with the detailed evalua-
tion of model performance, ensures the reliability and robustness of the proposed GNN

model in addressing real-world challenges in infrastructure systems management.
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CHAPTER 6

DISCUSSION

6.1 Machine Learning Based Approaches

To advance the prediction of the significance of the nodes within IINs; we conducted
an extensive evaluation of various regression models. This investigation aimed to
shed light on the applicability and performance of these models in this specialized
domain, with the goal of providing valuable insights and guidance to practitioners

and researchers alike.

6.1.1 Performance of Individual ML Models

This subsection delves into the performance of individual ML regression models as
summarized in Figure 6.6 and Table 6.1, evaluating their effectiveness in predicting
node significance within infrastructure networks. We meticulously assess each model
based on critical metrics like MSE, R2 scores, RMSE, and MAE, to determine their

accuracy and ability to capture the complexities of the data, thereby informing the
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optimal choice for infrastructure network analysis and restoration.

6.1.2 Linear Regression

Our initial evaluation revealed that the Linear Regression model, characterized by its
efficiency with a training time of 0.65 minutes, displayed moderate performance across
various metrics. Notably, it yielded competitive MSE scores, indicating its proficiency
in minimizing prediction errors. Furthermore, the model demonstrated an average
R2 score, which signifies its ability to capture variations within network data. The
RMSE scores remained within reasonable limits, further validating their suitability.

Similarly, the MAE metrics were consistent with acceptable performance levels.
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6.1.3 Polynomial Regression

Despite its relatively longer training duration of 1.98 minutes, the Polynomial Re-
gression model demonstrates promise in predicting node significance within interde-
pendent infrastructure networks. This is evident from the competitive MSE scores it
achieves, which indicates its effectiveness in minimizing prediction errors. Although
the model presents an average R2 score, indicative of its potential to elucidate vari-
ations in network data, it does so while effectively modeling intricate relationships
within the dataset. Furthermore, RMSE scores remain reasonable, reinforcing the
model’s capacity to capture the underlying dynamics of interdependent infrastruc-
ture networks. Maintaining competitive MAE scores underscores the reliability of
the model in offering precise predictions. Overall, the Polynomial Regression model
showcases potential in predicting node significance, making it a viable choice for in-

frastructure network restoration tasks.
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6.1.4 Decision Tree Regressor

The decision tree regression model, despite its longer training period of 2.42 minutes,
emerged as a strong performer in our evaluation. It consistently achieved the lowest
MSE scores, demonstrating a high degree of precision in predicting the significance of
nodes. Remarkably high R2 scores were observed, indicating the model’s proficiency
in capturing intricate network relationships. The RMSE metric echoed these findings,
providing further validation of its prediction accuracy. Impressively low MAE scores
further substantiated the model’s reliability for node significance prediction within

these complex networks.
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6.1.5 KNN Regressor

The KNN Regressor model presents a compelling performance profile, characterized by
competitive MSE scores and commendable R2 scores. This balanced performance un-
derscores its ability to provide accurate predictions within the context of infrastructure
network node significance. Furthermore, the RMSE results reiterate its predictive ca-
pabilities by highlighting the model’s ability to closely approximate the actual values.
The model also maintains competitive MAE scores, further solidifying its effectiveness

in capturing the underlying relationships in the data-set.
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6.1.6 Gradient Boosting Regressor

The Gradient Boosting Regressor model, while demonstrating its predictive prowess,
exhibits a trade-off in terms of training time. With a relatively longer training du-
ration of 8.68 minutes, this model manages to achieve an average MSE score. This
suggests its proficiency in predicting the significance of nodes within infrastructure net-
works. However, the model’s R2 scores are comparatively lower, indicating potential
challenges in capturing intricate network relationships. RMSE and other evaluation
metrics align with these observations, albeit with relatively higher MAE scores. These
findings suggest that the Gradient Boosting Regressor excels in predictive accuracy

but might require further optimization to enhance its efficiency.
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Figure 6.5: Training Time



6.1.7 Radius Neighbors Regressor

The Radius Neighbors Regressor model displays a competent performance profile,
characterized by average MSE scores and a notable capability to capture data vari-
ance. This proficiency is evident from its R2 scores, which indicate its ability to
explain variations in the dataset. The RMSE and Explained Variance results validate
these findings and establish the model’s competitive edge. At the same time, the
Radius Neighbors Regressor maintains competitive MAE scores, further affirming its
reliability in capturing the essential aspects of the importance of the infrastructure

network node.
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6.1.8 Bayesian Ridge Regressor

The Bayesian Ridge Regressor, evaluated along with other regression models, showed a
moderate performance profile. It achieved an MSE score of 0.622, indicating its ability
to estimate the significance of nodes within the infrastructure network. However,
with an R2 score of 0.318, the model exhibited some limitations in capturing dataset
variability compared to its counterparts. In terms of prediction precision, the Bayesian
Ridge Regressor demonstrated RMSE and MAE scores of 0.789 and 0.413, respectively,
implying reasonable predictive capabilities. Moreover, its training time of 6.11 minutes

was within an acceptable range for the task complexity.

6.1.9 Random Forest Regressor

Remarkably, the Random Forest Regressor stands out as the top-performing model

among the evaluated regressors. Despite a longer training period, this model achieves
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the lowest MSE and the highest R2 scores, showcasing its exceptional predictive capa-
bilities. These results highlight its efficacy in accurately determining node significance
within infrastructure networks. The RMSE outcomes align with these findings, further
solidifying the model’s accuracy. Notably, the Random Forest Regressor maintains

impressively low MAE scores, underscoring its reliability and precision.

6.1.10 Elastic Net Regression Model

The Elastic Net Regression model consistently exhibits competitive MSE scores across
its predictions, emphasizing its reliability in predicting node significance within the
context of infrastructure networks. The RMSE values further endorse the model’s
precision in approximating actual values, highlighting its predictive capabilities. Al-
though the model maintains an average R2 score, suggesting its ability to capture
data variance, it consistently yields competitive MAE scores. These observations col-
lectively indicate that the Elastic Net Regression model provides reliable and accurate
predictions while balancing the trade-offs between prediction error and model com-

plexity.

6.1.11 Comparative Analysis

The regression models evaluated encompassed a diverse range, each characterized by
distinct training times, computational requirements, and predictive capabilities. Our

analysis commences with a summary of the key findings and discussions surrounding
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each model’s performance, as illustrated in Table 6.1.
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Table 6.1: Regression Models Performance Metrics and Training Time

Model MSE R2 RMSE MAE Minutes
Linear Regression 0.656 0.341 0.810 0.426 0.84
Polynomial Regression 0.641 0.356 0.801 0.423 2.57
DT Regressor 0.128 0.872 0.357 0.086 3.28
KNN Regressor 0.201 0.799 0.448 0.176 2.07
Gradient Boosting 0.869 0.126 0.932 0.699 9.20
Radius Neighbors 0.677 0.320 0.822 0.476 2.13
Bayesian Ridge 0.183 0.816 0.427 0.121 3.15
Random Forest 0.090 0.909 0.300 0.102  21.30
Elastic Net 0.676 0.321 0.822 0.453 4.02




6.1.12 Key Findings and Implications

In the evaluation of various machine learning regression models to predict the signif-
icance of nodes within interdependent infrastructure networks, several key findings
have emerged.

Firstly, the Decision Tree Regressor model has consistently proven to be a standout
performer in terms of predictive accuracy. It consistently achieved the lowest MSE
scores, indicating a high degree of precision in predicting node significance. The model
also exhibited remarkably high R2 scores, underscoring its ability to capture intricate
relationships within network data. Impressively low MAE scores further substantiated
the model’s reliability for node significance prediction. These findings have significant
implications for decision-makers looking to enhance the resilience and efficiency of
interdependent infrastructure networks.

Furthermore, the random forest regression model showcased exceptional perfor-
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mance, boasting the lowest MSE and highest R2 scores, despite a longer training
duration. This highlights the potential of ensemble methods, such as random forests,
for predictive modeling within complex and interdependent systems. Decision-makers
can consider leveraging ensemble techniques to achieve superior predictive accuracy
when faced with challenging infrastructure network restoration tasks.

Lastly, our study underscores the importance of model selection based on specific
task requirements. Whether the priority is accuracy, interpretability, or computational
efficiency, our findings offer valuable insights to inform decision-makers’ choices. The
decision of which regression model to employ should be guided by the desired balance
between predictive performance and practical considerations.

Overall, the key findings of our evaluation provide a solid foundation for informed
decision-making in the context of restoring the infrastructure network and improv-
ing resilience. These findings contribute to the growing body of knowledge aimed
at optimizing the management of interdependent infrastructure systems for a more

sustainable and resilient future.

6.2 Deep Learning Based Approaches

The empirical evaluation of the proposed Deep Neural Network model is critical.
The analysis presented in this section juxtaposes the performance of the proposed
DNN model against traditional regression models, namely Linear and Polynomial

regressions.
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6.2.1 Model Performance Analysis

1. Coefficient of Determination (R?): The proposed DNN model exhibits a
robust predictive capacity with an R? score of 0.823, indicating that the model
can explain approximately 82.3% of the variance in the target variable. This is
substantially higher than the Linear and Polynomial Regressors, which demon-
strate R? scores of 0.319 and 0.338, respectively. The inferior R? values of the
Linear and Polynomial models signify a weaker fit to the data, which may be
indicative of their limited capacity to capture complex, nonlinear relationships
inherent in critical infrastructure datasets. Figure 6.3 and Figure 6.7 illustrate
the R? of different models in terms of their ability to explain the variance in the

target variable.
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2. RMSE and MSE: The proposed DNN model outperforms its counterparts with
lower RMSE and MSE scores of 0.425 and 0.181, respectively. These metrics are
critical, as they represent the average magnitude of the errors in the predictions,
with lower values indicating better predictive performance. In contrast, the Lin-
ear and Polynomial Regressors report higher errors (RMSE scores of 0.789 and
0.779, and MSE scores of 0.622 and 0.607, respectively), which could potentially
lead to less reliable predictions for post-disruption restoration planning. Figure
6.1, Figure 6.4, Figure 6.8, and Figure 6.9 illustrate the RMSE of the different

models.
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Figure 6.9: MSE Comparison (less is better)



3. Mean Absolute Error (M AE): The proposed DNN model maintains a lead-
ing performance with an MAE score of 0.268 as illustrated in Figure 6.2 and
Figure 6.10. This is in stark contrast to the Linear and Polynomial Regressors,
which have MAE scores of 0.414 and 0.412, respectively. The MAE is particu-
larly insightful as it provides a clear measure of the average prediction error in
the same units as the predicted value, emphasizing the practical superiority of

the proposed DNN model.
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Figure 6.10: MAE Comparison (less is better)



6.2.2 Computational Efficiency Analysis

Training Time: The training time of the proposed DNN model as illustrated in
Figure 6.5 and Figure 6.11 stands at 3.16 minutes, which is longer than the Linear
Regressor (0.84 minutes) but shorter than the Polynomial Regressor (2.57 minutes).
The extended training time for the DNN model is justified by its significantly improved
predictive performance. The trade-off between training time and prediction accuracy
is often a consideration in model selection; however, in critical infrastructure contexts
where predictive accuracy is paramount for resilience and restoration, the DNN'’s

longer training time is deemed acceptable.
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Figure 6.11: Training Time (less is better)
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6.3 Geometric Deep Learning Based Approaches

In the process of developing a robust GNN model, utilizing the PyTorch framework,
the model is initialized with predetermined input, hidden, and output dimensions,
and is subsequently allocated to a CUDA device to capitalize on GPU acceleration
capabilities.

The optimizer employed is the Adam optimizer, renowned for its adaptive learning
rate features, which contribute to the efficient convergence of the model. The training
loop is executed over 1000 epochs, a substantial number that reflects the intent to
deeply train the model. Within each epoch, the model undergoes a sequence of forward
and backward passes where the MSE loss is computed to quantify the prediction error.
This loss not only guides the weight updates but also serves as the primary metric for

evaluating the model’s performance.

In addition to MSE (Figure 6.15), other metrics such as RMSE (Figure 6.13), R2
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(Figure 6.16), and MAE (Figure 6.14) are calculated. RMSE provides insight into the
standard deviation of the prediction errors, R2 indicates the proportion of variance in
the dependent variable that is predictable from the independent variables, and MAE
offers a linear score that summarizes the average magnitude of the errors in a set of

predictions.
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The visualization of these metrics, as shown in the provided figures, presents a
nuanced understanding of the model’s learning curve across epochs. Figures 6.13
- 6.18 indicate fluctuating levels of MSE, RMSE, and MAE, suggesting variability
in the model’s learning process, while the R2 score reveals the model’s explanatory
power, which appears to stabilize over time. Such visual feedback is indispensable for
debugging and refining the model to ensure its robustness and reliability in application.

The trends depicted in the figure suggest the model experiences certain epochs with
higher error, potentially due to the complexity of the data or learning rate adjustments.
Over time, the model appears to achieve a decrease in loss and an increase in R2 score,
signaling an improvement in its ability to predict and generalize from the training data.
These insights, drawn from the plotted metrics, guide further fine-tuning of the model
to achieve optimal performance, a testament to the iterative and empirical nature of
machine learning model development.

During the final phases of the training process, the GNN showcased a commendable

convergence towards optimal predictive performance. As evidenced by the progression
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of epochs, the model’s MSE demonstrated consistent improvement, indicative of the
model’s refined predictive capabilities. For instance, the MSE observed a decrement
from 0.1689 at the 909th epoch to a slight reduction to 0.1622 at the 910th epoch,
suggesting an upward trajectory in prediction accuracy.

Complementing the MSE, the RMSE, which offers insights into the prediction er-
rors’ standard deviation, also reflected this positive trend. With an RMSE of 0.4110
at the 909th epoch, decreasing slightly to 0.4028 at the 910th epoch, the model un-
derscored its precision in estimating the target variable.

The R? score, which quantifies the fraction of the variance in the dependent vari-
able that is predictable from the independent variables, consistently registered high,
with values above 0.9990. This implies that the model could account for almost all
the variance in the target variable, denoting a high degree of model fit.

The MAE, a metric that averages the absolute discrepancies between predicted and
actual values, mirrored this downward trajectory, showcasing a continuous enhance-
ment in the model’s accuracy. As training neared completion, the MAE diminished
significantly, reflecting the model’s heightened precision in forecasting outcomes.

Despite the overall positive trend, the training process was not devoid of variability.
For instance, a considerable increase in MSE to 15.8088 during the 922nd epoch
indicated moments of elevated prediction error, which could be attributed to complex
data patterns or an adaptive learning rate during training. However, this was followed
by a steady recovery in model performance, culminating in an MSE of 1.4764 and
RMSE of 1.2151 by the final epoch, epoch 1000.

The dataset’s fluctuations are a natural aspect of the training process and are
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instrumental in fine-tuning the model’s parameters for robust generalization. The
consistent enhancement of accuracy and reduction in error rates as training advanced
reinforces the model’s architecture and learning algorithm’s effectiveness in discerning
and predicting intricate patterns within the dataset. These results are not only a
testament to the model’s learning proficiency but also to its potential applicability in

real-world scenarios where precision and reliability are paramount.
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CHAPTER 7

RECOMMENDATIONS AND

CONCLUSION

7.1 Recommendations for Practical Implementa-
tion

Successful training and evaluation of regression models to predict the significance of
nodes in IINs provide valuable insights into potential practical implementations. These
recommendations aim to guide the application of these models in real-world scenarios,
leveraging their predictive capabilities to enhance decision-making processes in critical

infrastructure management and resilience planning.
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7.1.1 Real-time Node Significance Assessment

An immediate avenue for practical implementation involves real-time assessment of
the significance of the node within the IINs. Training regression models, particularly
those that demonstrate superior predictive performance, can be used to continuously
assess the significance of the nodes. This real-time assessment can serve as an early
warning system, alerting infrastructure managers to nodes that may be vulnerable or
crucial to network functionality. Rapid response strategies can be devised based on

these assessments, improving the overall resilience of the infrastructure.

7.1.2 Optimal Resource Allocation

In the face of budget constraints and limited resources, the predictive capabilities of
the models can help optimize resource allocation. Decision-makers can utilize the node
significance predictions to prioritize infrastructure maintenance, upgrades, or fortifi-
cation efforts. By focusing resources on nodes deemed highly significant or vulnerable,
infrastructure managers can maximize the network’s resilience while operating within

resource constraints.

7.1.3 Risk Mitigation Strategies

The models can also inform the development of tailored risk mitigation strategies.
Infrastructure operators can use the predictions to identify critical nodes that, if dis-

rupted, may lead to cascading failures. Armed with this knowledge, they can proac-
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tively implement mitigation measures such as redundancy, diversification, or targeted

hardening of specific nodes to minimize the potential impact of disruptions.

7.1.4 Emergency Response Planning

During crisis situations, such as natural disasters or cyberattacks, the rapid identifi-
cation of critical nodes becomes paramount. The trained models can be integrated
into emergency response systems to provide real-time assessments of node signifi-
cance. This information can guide emergency responders and facilitate more informed

decision-making on resource allocation and response prioritization.

7.1.5 Continual Model Refinement

To ensure that the models remain accurate and reliable in the evolving landscape of
infrastructure, a continuous refinement strategy must be established. This involves
regularly updating the training dataset with new data reflecting changes in the infras-
tructure network. Additionally, an ongoing evaluation of model performance against
real-world outcomes is crucial to identify any deviations and re-calibrate the models

as needed.

7.1.6 Interdisciplinary Collaboration

Effective practical implementation requires interdisciplinary collaboration between ex-

perts in infrastructure management, data science, and resilience planning. Close col-
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laboration will facilitate the seamless integration of predictive models into existing
infrastructure management systems and decision-making processes. Regular commu-
nication and knowledge sharing among these domains will ensure that the models

align with the specific needs and objectives of infrastructure operators.

7.1.7 Ethical Considerations

Finally, the ethical implications of the use of predictive models in the management
of critical infrastructure should not be overlooked. Transparent and responsible data
handling practices, as well as ethical considerations related to privacy and bias, must
be an integral part of any practical implementation. Adherence to ethical guidelines
ensures that the benefits of using predictive models are realized without compromising
societal values or individual rights.

These practical recommendations provide a comprehensive framework for lever-
aging regression models in the management and resilience planning of IINs while

upholding ethical and responsible practices.

7.2 Conclusion

This study represents a comprehensive investigation into the prediction of node sig-
nificance within the intricate domain of IINs. This research area holds significant rel-
evance for real-world applications, considering its critical role in shaping resilient and

efficient infrastructure management practices. The primary objective of the study was
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to perform an extensive evaluation of various regression models, each distinguished by
its training duration and predictive performance characteristics. The culmination of
this investigation yields valuable insights and guidance that resonate with researchers,
practitioners, and decision-makers operating within this intricate and Interdependent
landscape.

The research journey embarked with a meticulous examination of each regression
model’s performance, encompassing a diverse array of performance metrics. These
metrics comprised MSE, R2, RMSE, and MAE. In particular, the outcome of this
analysis revealed the distinct strengths and limitations inherent to each model, thereby
furnishing a nuanced understanding of their respective applicability within the spe-

cialized domain of IINs.

7.3 Future Directions

This study represents a foundational exploration of regression models for the predic-
tion of the importance of the node in IINs. However, the field itself is marked by
constant evolution, offering several avenues for future research and development.

Future investigations could delve into the integration of additional features, such
as temporal dynamics and external factors, to increase predictive precision. Incor-
poration of these variables may further refine the models, making them more adept
at capturing the nuanced changes and challenges that emerge within these complex
networks.

Furthermore, the realm of ML offers an array of methodologies beyond regression
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that hold substantial potential. DL techniques and graph-based models, for instance,
present exciting possibilities for gaining deeper insights and advancing predictive ca-

pabilities within the context of IINs.
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APPENDIX A

MATHEMATICAL MODEL

Model assumptions

The proposed optimization model for the restoration of interdependent infrastructure
networks is underpinned by several key assumptions and considerations, which serve
as foundational pillars for the development and application of this model. These

essential facets include:

e Infrastructure Network Components: Each infrastructure network com-
prises a collection of components, denoting nodes and links. These components
are susceptible to various forms of disruptions, such as manmade accidents, de-
liberate attacks, or natural disasters. However, it is important to note that
cascading disruptions are not within the scope of this model and are a subject

of potential future investigation.

o Disruption States: Components within each infrastructure network are char-

acterized as either fully disrupted or entirely undisrupted following a disruptive
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incident. The model does not account for partial disruptions or components

operating at reduced capacity.

Variable Restoration Durations: The restoration process for disrupted com-
ponents is marked by variability in the time required for recovery. Unlike models
with fixed restoration durations, this model accommodates the possibility that

different components may necessitate varying periods for restoration.

Functional Component Restoration: A fundamental premise of the model
is that a disrupted component within an infrastructure network remains non-
operational until it undergoes complete restoration. Partial recovery, where a

component resumes limited functionality, is not considered in this context.

Capacity and Flow Parameters: Within each infrastructure network, supply
nodes, demand nodes, and links possess predefined attributes. These include
known supply capacities for supply nodes, demand specifications for demand
nodes, and flow capacities for links. These parameters play a pivotal role in

shaping the model’s optimization outcomes.

Fixed Flow Costs: The model operates with the assumption that the cost
associated with the flow through each link within an infrastructure network is
both known and fixed. This deterministic view of flow costs informs the decision-

making process during restoration efforts.

Interdependence Across Networks: The model takes into account the phys-

ical interdependence that exists among different infrastructure networks. This
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means that for a dependent node within an infrastructure network to regain
functionality, it is contingent upon the operational status of specific node(s)

from another interconnected infrastructure network.

e Resource Availability: The number of available work crews allocated for the
restoration of disrupted components in each infrastructure network is a known
quantity. Importantly, this allocation of infrastructure-specific resources can
vary from one network to another, reflecting the diverse nature of restoration

requirements.

» Single Component Restoration: Each work crew operating within an infras-
tructure network is capable of restoring only one disrupted component at any
given time. The model adheres to a non-preemptive recovery process, meaning
that a work crew cannot transition to another component until the restoration

of the previous one is successfully completed.

These foundational assumptions and considerations collectively underpin the pro-
posed optimization model, providing a structured framework for addressing the intri-
cate challenges associated with the restoration of interdependent infrastructure net-
works. By embracing these assumptions, the model offers a systematic approach to

decision-making in the context of infrastructure resilience and restoration planning.
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Notation

Notation - Basic Network Structure and Elements

Notation Description
T The set of available time periods.

v The set of interdependent nodes.

R The set of available work crews.

N The set of nodes.

N, The set of source nodes.

Ny The set of demand nodes.

L The set of links.

Notation - Disruption and Restoration

Notation Description

K The set of disrupted nodes.

L The set of disrupted links.

dn; Signifies the restoration duration of node 1.

dl;; Restoration duration of link (i,j) € L'

2 A variable indicating whether or not node i € N’ is to be re-
stored.

Yij A variable indicating whether or not link (i,7) € L is to be

restored.
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Notation - Operational and Cost Variables

Notation Description

S, Total slacks at demand nodes before disruption.

Sy Total slacks at demand nodes after disruption.

Cij Represents the cost of flow through link (7, ) € L.

Sit A variable indicating the amount of unmet demand at node i €
N, during time period t € T

Tijt A variable representing the flow through link (i,j) € L during

Q¢

'
Vit

f Tt

flije

Pit

time period t € T.

Represents the amount of supply at node i € N .

A variable indicating whether or not node i € N is operational
at time period t € T.

Signifies the capacity of link (i,j) € L .

A variable indicating whether or not link (7, j) € L is operational
at time period t € T.

A variable indicating whether or not node ¢ € N is restored by
work crew r € R during time period t € T'.

Represents the cost of restoration for node ¢ € N’ during time
period t € T'.

Denotes the cost of restoration for link (i,j) € L' during time
period t € T

Signifies the cost of unmet demand in node ¢ € N, during time

period t € T
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Objective Functions

The research at hand encompasses two primary objectives: a resilience objective and a
cost objective, each crucial in assessing the efficiency and effectiveness of the restora-
tion process within a system of interdependent networks. These objectives serve as
key guiding principles in decision-making and optimization efforts.

Firstly, the resilience objective, stands as a cornerstone in the restoration strategy.
It is designed to maximize the overall resilience of the interdependent network system
throughout the restoration time horizon. Resilience, in this context, signifies the
system’s ability to absorb disturbances, adapt to changing conditions, and ultimately
maintain its functionality. By emphasizing resilience, the model seeks to ensure that
the network can withstand disruptions, promptly recover from them, and continue to
provide essential services.

Conversely, the cost objective introduces a pragmatic dimension to the restoration
process. This objective is centered on the minimization of the total cost incurred
during the restoration efforts. This cost is a composite metric, encompassing vari-
ous components such as flow cost, restoration cost, and disruption cost, specifically,
the cost associated with unmet demand. In essence, the cost objective aims to opti-
mize resource allocation and decision-making to achieve restoration with the utmost
economic efficiency.

These two objectives, resilience and cost, reflect the intricate balance that must
be maintained when dealing with the restoration of interdependent networks. While

resilience ensures the network’s robustness in the face of disruptions, cost-efficiency
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guarantees that resources are utilized judiciously, ultimately contributing to the overall
sustainability and functionality of the interconnected infrastructure. By integrating
these objectives into the decision-making process, stakeholders can work towards an
optimal equilibrium between system resilience and cost-effectiveness, thus enhancing

the system’s overall performance and reliability.

Resilience objective:

o [ (Sd ~ 2w, )] (A1)

Cost objective:

mlnz Z fnztzz + Z flz]tym + Z C’ij’bjt + Z DitSit (AQ)

teT iEN (i,9)€eL (3,5)€L 1€ENg
Constraints
> iy <b, VieN teT (A.3)
(i,5)€L
Z xijt — Z xjit = O, Vi c N\{NS,Nd},t eT (A4)
(4,9)€L (j)eL
Z Tjit + Syt = b;,, Vie Nd,t eT (A5)
(j)eL
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Tije — Uij <0, V(i,j)e L,t €T

IZZ%Q, Vi e N’

reR teT

Z Z Ojts )e L

reR teT
min{7,t+dn;—1} min{¢,t+dl;; —1}
> Z %pLZ Z 0, <1, VreRtel
i€EN’ (¢,5)eL’

t
B <D 3 44, VieN teT

reR l=1

awt<225m, (i,j) e L';teT

reR I=1

dn;—1

3 Bu=0, VieN
t=1

dlij—1

Z a0 =0, V(i,j)elL
t=1

dn;—1

SN =0, vienN

reR t=1
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