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Affine formation maneuver control of leader-follower multi-agent systems is a new
research field that is yet to be fully explored. In this approach, only the leaders have
information about the formation maneuvers. The affine formation maneuvers of the
followers is uniquely determined by the position of the leaders. Several formation
maneuvers such as translation, rotation, scaling, shearing, and collinearity can be
realized simultaneously with the aid of stress matrices and the principles of affine
transformation. Multi-agent systems are interacting via a cyber-physical framework
where information transmission is facilitated to maintain the target formation and
avoid collisions. This wireless interaction exposes the multi-agent cyber-physical sys-

tems to malicious cyber-attacks. These attacks mostly target the systems’ sensors,

XVi



actuators, or communication channels, which may lead to the deterioration of the ac-
quired formation, and consequently lead to the failure of the entire system. Therefore,
guaranteeing the security and performance of multi-agent cyber-physical systems dur-
ing affine formation maneuvers is critical. This thesis proposes appropriate control
and learning based on artificial Intelligence to counter the threats imposed by cyber-
attacks.

The first issue investigated in this thesis is the reinforcement learning-based control
strateqy for second-order continuous-time multi-agent systems subjected to actuator
cyber-attacks during affine formation maneuvers. In this case, a long-term perfor-
mance index is created to track the multi-agent systems’ tracking faults using a leader-
follower structure. To approximate the ideal solution, which is challenging to find for
systems vulnerable to cyber-attacks during time-varying maneuvers, a critical neural
network is used. The distributed control protocol is obtained, and the long-term per-
formance index is minimized, using an actor neural network strengthened with critic
signals. The actor-critic neural networks calculate unknown dynamics and the severity
of attacks on the multi-agent systems’ actuators. The Nussbaum functions are applied
to address this issue since attacks can result in a loss of control direction.

The second issue investigates the fast finite-time reinforcement learning-based control
method for secure affine formation maneuvers of second-order nonlinear multi-agent
systems subjected to sensor deception attacks and backlash-like hysteresis. The common
assumptions that the input gains are known, the slope of the backlash-like hysteresis
is bounded by known constants, and the time-varying gains induced by the deception

attacks are bounded by known constants are eliminated. Through the theory of finite-
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time convergence and fast terminal sliding mode surface, the actor-critic reinforcement
learning architecture is employed to steer the followers to the target formation ma-
neuvers, counter the sensor deception attacks, and tackle the actuator backlash-like
hysteresis without any prior knowledge about them.

The third issue is the design of an optimized secure backstepping control with pre-
scribed performance for affine formation maneuver of nonlinear MAS with unknown
deception attacks and actuator faults. The control objective, in this case, is to ensure
that the leader-follower maneuvers are resilient in the event of deception attacks and
actuator faults. Moreover, prescribed performance functions are deployed to make sure
the tracking errors are within a predefined set during the attacks. The optimal back-
stepping control laws are obtained from the solution of the Hamilton-Jacobi-Bellman
equation. Nonetheless, the solution to the equation is difficult to obtain due to the
nonlinearity of the multi-agent systems, and the deception attacks. This problem is
tackled by employing a reinforcement learning approach using the identifier-actor-critic
architecture.

The fourth issue aims to study the secure and safe leader-follower affine formation ma-
neuver of a group of quadrotors under external disturbances, sensor deception attacks,
and actuator injection attacks. To ensure the safe operation of the quadrotors con-
sidering their physical limitations, their dynamic states are constrained within a safe
region of operation. To ensure that the safety constraints are not violated, a barrier
Lyapunov function is employed. Then, the collective maneuvering of the quadrotors
and their resilience against cyber-attacks are guaranteed using a new distributed sliding

mode control and reinforcement learning.
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The fifth issue is the anti-attack affine formation maneuver control of nonlinear multi-
agent systems subjected to adversarial disturbances. Here, an artificial neural network
is employed as an intelligent framework to detect, estimate, and mitigate harmful
cyber-attacks. Then, a nonlinear control technique based on the variable structure is
utilized to achieve a resilient leader-follower collective formation maneuvering despite
the attacks. The proposed control algorithm is applied to a system of multiple quadro-
tor UAVs. The quadrotors maintained their collective formation maneuvering in the
presence of adversarial disturbances.

The sizth issue proposes using the zero-sum differential game algorithm to address
the affine formation maneuver control problem of a second-order multi-agent system
subjected to actuator attacks. In this scheme, the distrusted optimal control policy and
the actuator attack signals are treated as two opposing teams. The leader-follower dis-
tributed optimal control policies and the cyber-attack attenuation policies are derived
from the Nash equilibrium solution of the Hamilton-Jacobi-Isaac (HJI) equation. The
solution of the HJI equation is estimated with the aid of the critic neural network.
The weights of the critic system are learned online based on the adaptive dynamic

programming (ADP) scheme.
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CHAPTER 1

INTRODUCTION

This chapter provides the main introduction of the thesis. The introduction consists
of the background and motivation of the work, the important contributions, and the

outline of the thesis.

1.1 Background

1.1.1 Multi-agent cyber-physical systems

Cyber-physical systems are multi-layer systems that integrate computations and phys-
ical components such as actuators, controllers, and sensors with communication net-
works [1]. Recently, cyber-physical systems have witnessed a remarkable growth in
research interest as a result of their broad applications in several fields including elec-
trical power generation and distribution, future smart grids, public health systems,
transportation networks, water/gas distribution networks, and manufacturing plants
2].

Multi-agent systems as a vital category of cyber-physical systems have received



immense attention in the past years for the coordination of agents interacting together
to jointly execute complex tasks that are difficult for a single agent to accomplish [3].
The agents could be of any kind, including drones, satellite clusters, robotic arms,
sensor networks, vehicles, and so on. In multi-agent cyber-physical systems, each
agent is provided with a sensor, local control unit, and communication devices to
share information with neighboring agents over a wireless network to collaborate in
a distributed manner and realize a common goal without the need for a centralized

command. As a result, the following benefits are achieved [4], [5]:

1. Low cost of installation: The control functions are localized with remote moni-

toring and supervision thereby minimizing cost and improving reliability.

2. Scalability: The system can be easily expanded just by connecting more agents,

control units, and 1/O modules

3. System redundancy: In case of failure of an element in the distributed control
system, the redundancy ensures that the system’s operation continues and only

the affected element is interrupted.

4. System security: The Distributed Control framework provides a secured system
that enables effective control performance at various levels of the cyber-physical

System.

From the physical point of view, multi-agent systems are broadly classified into ho-
mogeneous multi-agent systems and heterogeneous multi-agent systems [6], [7]. Agents

having identical dynamics or physical forms are referred to as homogeneous. On the



other hand, agents having different dynamics or physical forms are called heteroge-

neous.

1.1.2 Multi-agent formation control:

Multi-agent formation control is inspired by natural behaviors such as a pack of wolves,
bee colonies, bird migration, colonies of ants, and a school of fish where various for-
mations are formed to enhance survivability, adaptation to environmental changes,
efficiency in executing tasks, and defense against predators [8], [9]. Formation con-
trol is a coordinated control of a collaborative group of mobile agents (i.e. satellites,
autonomous vehicles) to follow specified trajectories while maintaining the prescribed
geometric shapes and distances between neighboring agents. Furthermore, formation
control assists in preventing inter-agent collision and collision with obstacles [10].

Over the years, numerous formation control problems for multi-agent systems have
been investigated. These problems are broadly classified into formation shape control
problems and formation maneuver control problems [11]. formation shape control
is the fundamental formation control problem and aims to drive networked agents
to configure into a prescribed geometric shape [12]. Meanwhile, formation maneuver
control improves the flexibility of the coordinated behavior of the agents. The achieved
formation of the agents is set in motion in space according to a specified trajectory
[13].

Moreover, formation control problems can be classified according to the method
used to attain the predefined formation pattern as bearing-based, distance-based,

displacement-based, and position-based.



» Bearing-based formation [14], [15]: In this approach, the mobile agents are re-
quired to maintain predefined relative bearings between them but the inter-agent
distances are flexible. The flexibility in the distances enables the scaling of the
formation. The agents that converge to the reference formation through the

bearing-based technique can have scaling and translation formation maneuvers.

« position-based formation [16]: The agents determine their absolute positions
with respect to a global coordinate system. The reference formation is described
by the reference positions of the agents. The agents control their respective
positions to converge to the reference formation. The resulting formation can

only realize time-varying formation translation maneuvers.

« Distance-based formation [17], [18]: Here, each agent detects the relative po-
sitions of its neighbors in reference to its local coordinate system. The local
coordinate systems of the agents don’t have to be in a common orientation.
The reference formation is defined in terms of the inter-agent distances. The
reference formation is obtained by controlling the reference distances among
the neighboring agents. Formations formed from the distance-based scheme can

maneuver in rotation and translation.

« Displacement-based formation [16], [19]: The agents detect the relative posi-
tions of their neighbors in reference to a global coordinate system. However, the
agents are not required to know their absolute position with respect to the global
coordinate system. The agents actively control the displacements and form the

target formation from the target displacements in reference to a global coordi-



nate system. Formations formed from the bearing-based scheme can maneuver

in scaling and translation.

It is worth noting that the aforementioned formation shape control strategies can-
not be used to obtain rotation, scaling, and translation maneuvers simultaneously. In
addition, the strategies cannot achieve formation collinearity and shearing maneuvers.
To tackle these limitations, affine formation control methods have been deployed in

recent years [20], [21].

1.1.3 Multi-agent affine Formation Control

The affine formation control technique uses the properties of the stress matrix and
the principle of affine transformation to track any time-varying desired formation that
corresponds to an affine transformation of a constant nominal configuration [20], [21].
The stress matrix can be regarded as a generalized form of the Laplacian matrix
and the weight of its edges can be negative, positive, or zero. Affine transformation
is a geometric transformation that includes collinearity, rotation, scaling, shear, and
translation. The benefit of the stress matrix is that it is invariant to any affine trans-
formation applied to a nominal formation. This makes it an essential tool for affine
formation control. The affine formation control provides more degree of maneuver-

ability to a group of mobile agents.



1.1.4 Security challenge of multi-agent cyber-physical sys-
tems

The advances in technology make it possible for the cooperative operations of multi-
agent cyber-physical systems with the aid of networked control systems. However,
communication networks are exposed to security risks from malignant cyber-attacks
[22]. These attacks may compromise data transmission among the actuators, con-
trollers, and sensors. Consequently, the attacks can cause physical damage, loss of
stability, and loss of production [23]. In essence, the malicious attacks on networked
systems are of three types: deception attacks also called false data injection attacks,

denial of service attacks, and replay attacks.

» Deception attacks [24], [25]: This is a type of cyber-attack in which data integrity
is compromised; that is, adversaries trick network nodes into acquiring corrupted
data. This type of attack can be tackled using a technique similar to the fault-

tolerant approach, in which the fake data is treated as a fault signal.

 Denial of service attacks [26], [27]: This attack disrupts data transmission by
feeding a large volume of unwanted signals to communication channels to prevent
agents from communicating with their neighbors, which may lead to the failure

of the control system due to the absence of real-time signals.

» Replay attacks [28], [29]: This attack is carried out by fraudulently delaying or
repeating valid sensor data transmission over a communication network. The

adversarial attackers do not need any knowledge of the developed control policy



or predictor to initiate it, and it can be addressed using counters or time-stamps

in the transmitted messages.

Thus, it is imperative to ensure the security and resilience of the multi-agent
cyber-physical systems. Recently, artificial intelligence-based techniques have been

employed to attenuate the negative effects of harmful cyber-attacks [30].

1.1.5 Artificial intelligence in multi-agent cyber-physical sys-

tems

Artificial intelligence also referred to as machine intelligence, is a set of computer pro-
grams that simulate human cognitive abilities. Artificial intelligence algorithms are
generally built to perform communication, learning, manipulating machinery, mov-
ing objects, perception, planning, processing, and reasoning [31]. Multi-agent cyber-
physical systems are feasible; thus, the integration of artificial intelligence and multi-
agent cyber-physical systems is also feasible [32]. This has the potential to improve
the resilience and efficiency of cyber-physical systems. Artificial intelligence algo-
rithms can detect malicious cyber threats and take appropriate action to neutralize
the threats. Various control, detection, estimation, and mitigation approaches based
on artificial intelligence have been proposed in the literature to protect the integrity

of cyber-physical systems [32], [33], [34], [35].



1.2 Motivation

In recent years, we have witnessed the growth of autonomous systems that use em-
bedded computers and communication networks to make autonomous decisions [36].
The technological advancement of autonomous systems has paved the way for var-
ious emerging autonomous technologies. One of those technologies, the distributed
affine formation of cooperative multi-agent cyber-physical systems is the focus of this
research. This technology provides efficient, fast, reliable, and versatile cooperation
of multi-agent cyber-physical systems. Nonetheless, in practical applications, com-
pletely distributed multi-agent affine formations are prone to issues associated with
communication networks and physical elements.

Modern multi-agent cyber-physical systems are built with Bluetooth, smart actua-
tors, smart sensors, Wi-Fi, and wireless gateways allowing them to interact with each
other, and the external world. However, the interactions are susceptible to challenges
such as limited communication bandwidth, switching topologies, communication de-
lay, and malicious cyber-attacks.

Moreover, from the physical point of view, the multi-agent systems are exposed
to challenges such as environmental disturbances and uncertainties, heterogeneous
dynamics arising from agents possessing different state orders and modes of motion,
lack of model information in real systems, faults, and unstructured nonlinearities (such
as deadzone, backlash, hysteresis, and saturation), etc.

Multiple challenges from the cyber and physical layers endanger the efficiency, re-

silience, robustness, and stability of the multi-agent affine formations. Furthermore,



it is difficult to have prior information about the type or magnitude of the challenges
threatening the integrity of the multi-agent affine formations. Thus, designing a dis-
tributed affine formation control protocol for multi-agent cyber-physical systems to
handle adverse circumstances, and maintain the reliability, resilience, and safety of
the entire system is significant. Moreover, incorporating learning algorithms into the
control protocol will make it model-free. This implies that the controller can de-
tect, estimate, and counter any adversarial threat to the system without any prior

knowledge about them.

1.3 Objectives of the Thesis

The aim of this research is to provide an effective distributed leader-follower affine
formation maneuver control strategy for collaborative multi-agent cyber-physical sys-
tems to make significant contributions compared to existing techniques. Specifically,

the core objectives of the research are outlined as follows:

1. To study the fault-tolerant control issues for leader-follower affine formation
maneuver of faulty multi-agent systems interacting over an undirected graph

topology.

2. To investigate the problems of leader-follower multi-agent systems subjected to

malicious cyber-attacks in the midst of affine formation maneuvering.

3. Integration of artificial intelligence-based learning mechanisms into the affine

formation control protocol to detect, estimate, and counter any unexpected



adverse condition.

1.4 Thesis Structure and Contributions

This section presents a description of the content of each chapter. Furthermore, this
section provides the journal and conference papers published or unpublished that are

used in the thesis.

o Chapter 2 introduces the notations used in the thesis, together with a brief

description of graph theory and affine formation.

o Chapter 3 presents the existing literature on the recently reported affine forma-

tion maneuver control methods.

o Chapter 4 presents a reinforcement learning-based control scheme for second-
order continuous-time multi-agent systems subjected to external disturbances
and actuator cyber-attacks during AFMs. A long-term performance index is
designed to aid the realization of the distributed leader-follower affine formation
control protocol. A critic neural network is used to obtain the approximate solu-
tion of the long-term performance index which is difficult to obtain, especially for
nonlinear systems subjected to cyber-attacks. An actor neural network is used
to obtain the distributed control policy capable of achieving the leader-follower
affine formation maneuvers and mitigating cyber-attacks. The Nussbaum func-
tions are applied to address this issue since attacks can result in a loss of control

direction. The stability of the closed-loop system has been emphasized with
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the use of a Lyapunov candidate function. The performance of the suggested

strategy is then supported by a numerical simulation.

Chapter 5 presents the leader-follower affine formation maneuver (AFM) prob-
lem for uncertain nonlinear multi-agent systems, in which some complex and
challenging issues, such as unknown external disturbances, unknown input
backlash-like hysteresis, and sensor deception attacks are addressed with the
aid of the actor-critic learning control based on neural networks. The main
control objective is to steer the group of followers to track the maneuvers of
the group of leaders within a finite time. The control protocol is built using
a distributed fast terminal sliding mode surface equipped with a reaching law
to facilitate finite-time convergence. The actor neural network is handed the
responsibility of estimating the uncertain nonlinear dynamics, unknown input
backlash-like hysteresis, and deception attack signals and compensating them
through the control protocol. Meanwhile, the critic neural network evaluates
the operation of the control protocol. Lyapunov stability theorem is deployed
to prove that the closed-loop system is bounded in the vicinity of zero in finite
time. Simulation results are provided to demonstrate the effectiveness of the

proposed control scheme.

Chapter 6 studies the design of a novel prescribed-performance controller for
fault-tolerant secure optimized backstepping control using reinforcement learn-
ing for affine formation maneuvering of second-order nonlinear multi-agent sys-

tems under sensor deception attacks and actuator faults. The control objective

11



is to ensure that the leader-follower maneuvers are resilient in the event of de-
ception attacks and actuator faults. Linear transformation matrices are used to
obtain various formation maneuvers such as translation, rotation, scaling, shear-
ing, and collinearity simultaneously. Whenever the desired formation maneuver
changes, the dynamic motion of the agents undergoes new transient states before
converging to the new formation maneuver. In order to constrain the transient
states of the formation tracking errors to a predefined small set whenever desired
formation maneuver changes, a modified prescribed performance function with
finite settling time is introduced. The optimal backstepping control laws are ob-
tained from the approximate solution of the Hamilton-Jacobi-Bellman equation
using reinforcement learning under the identifier-actor-critic neural networks.
The resulting control algorithm is simple and does not require complex compu-
tations. Lyapunov candidate functions have been used to prove the boundedness
of the closed-loop system. Simulation results have shown that the proposed con-
troller can achieve various leader-follower affine formation maneuvers regardless

of the sensor deception attacks and actuator faults.

In chapter 7, an actor-critic learning scheme for safe leader-follower affine for-
mation maneuver control of networked quadrotors is studied, in the face of
external disturbances, sensor deception attacks, and injection attacks on the
actuators. The followers aim to track the formation maneuvers such as scal-
ing, shearing, translation, and rotation decided by the leaders. Motivated by

increasing safety and performance requirements during formation maneuvering,

12



the dynamic states of the quadrotors are constrained within the prescribed safety
region. To guarantee that the safety constraints are not violated, a barrier Lya-
punov function is put in place. Then, a distributed sliding mode control with
actor-critic learning is formulated to facilitate accurate leader-follower affine for-
mation maneuvers and reject malicious cyber-attack signals. The input gains
that arose due to the attacks might corrupt the control direction. The Nuss-
baum gain function is coupled to the controller to tackle this problem. The
actor system is responsible for estimating the uncertain dynamics together with
the malicious attack signals while the critic network evaluates the control perfor-
mance through the estimated long-term performance index. The overall stability
of the closed-loop system has been proven to be uniformly ultimately bounded
using the Lyapunov stability theorem. Finally, simulation results demonstrate

the capability of the presented control method.

In Chapter 8, a distributed control law with a neural network is designed to
achieve leader-follower affine formation maneuver (AFM) of multi-agent systems
(MASs) with adversarial disturbances. The leaders determine the desired collec-
tive formation maneuvering such as scaling, shearing, translation, and rotation.
The distributed controller ensures that the followers are tracking the maneu-
vers of the leaders at all times despite the disturbances. The disturbances are
approximated and compensated with the aid of neural networks. A Lyapunov
candidate function is used to highlight that the closed-loop system is uniformly

ultimately bounded. Finally, in order to validate the proposed control method,

13



it is applied to a multi-agent system of quadrotors. The simulation results have
shown that the proposed control protocol is able to maintain the collective affine

formation maneuvers.

o In chapter 9 the affine formation maneuver (AFM) control problem using the
zero-sum differential game is studied for a second-order multi-agent system
(MAS) against actuator cyber-attacks. First and foremost, the distributed con-
trol signals and the cyber-injected attack signals are viewed as two competing
teams. Then, the leader-follower tracking error system is established where the
followers aim to track the AFMs of the leaders. The leader-follower distributed
optimal control policies and the cyber-attack attenuation policies are derived
from the Nash equilibrium solution of the Hamilton-Jacobi-Isaac (HJI) equation.
The solution of the HJI equation is estimated with the aid of the critic neural
network. The weights of the critic system are learned online based on the adap-
tive dynamic programming (ADP) scheme. The uniformly ultimately bounded
stability of the closed-loop system under the formulated zero-sum differential
game control strategy has been proven by the Lyapunov stability theorem. A
simulation example illustrates that the presented control method can attenuate

actuator cyber-attacks and maintain the AFMs of the agents.
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CHAPTER 2

PRELIMINARIES

2.1 Notations

This thesis utilizes the standard notations commonly used in the literature. For
instance, R, R", and R™ ™ represent real numbers, n — dimensional real vector,
and (n x m) — dimensional real matrix, respectively. We use [,, and 1y to denote
(n x n) — dimensional identity matrix and N — dimensional vector of ones, respec-
tively. The symbol ||.|| is used to denote the Frobenius norm. The symbol & denotes

the Kronecker product.

2.2 Graph Theory

The interaction among the agents in the cyber layer is modeled by an undirected graph
G =V, &, A) with N nodes, where V = {vy,...,vy} is the set of nodes, € CV x V is
the set of edges, A = [ay] is the adjacency matrix with weights a; = 1 if (v;, vj) € E

and a; = 0 if (v, vj) ¢ E. The laplacian matrix L = [lj] of the graph G is given
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by lj = —ay, ¢ # 7 and I = Z;.V:l’#i a;, ¢ # j. The set of neighbors of node 7 is

represented by NV; = {j € V : (i,j) € £} [37].

2.3 Formation Graph

The configuration of the N agents in n — dimensional Euclidean space is define by
q=[q¢ & ... ¢§]7 € R with ¢; € R". The formation of the agents, denoted
by (G, q), is the interaction graph along with the corresponding configuration of the
agents [16].

Considering that this thesis is interested in leader-follower affine formation con-
trol, the set of vertices of the formation V can be partitioned into leaders’ subset

Vi ={1,---, N}, and followers’ subset Vy = V\V, = {N;+ 1, N, +2--- | N}. Conse-

quently, the configuration of agents can be partitioned as ¢ = [¢/ q?]T, where
a=[a o an)" €R™ (2.1)

2.4 Affine Formation Transformation

The target planar shape that the agents are required to form and keep is represented

by the constant configuration v = [vf vy ... v§|" = [v] v}]" € R™ under a nominal
formation (G, v). The nominal formation (G, v) can be affinely transformed into a new
time-varying formation (G, q(t)) with the aid of linear transformation matrices. The

affine transformation of v is calculated as follows [21]:
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Figure 2.1: Various affine transformations of a nominal configuration.

q(t) = [In @ A(t)]Jv + 1y @ b(t) (2.3)

Similarly, for each agent, the affine transformation of v; € R™ is thus:

qi(t) = A(t)vi + b(t) (2.4)

where b(t) € R" stands for the translation maneuver of the formation, A(t) € R™? can
be manipulated to achieve the rotation, scaling, and shearing maneuvers of the whole
formation with respect to v. Fig. 2.1 illustrates several formation shape maneuvers

of the agents.

2.4.1 Stress matrix

The stress matrix of the formation (G, q) is a set of scalar weights {w;; }; j)ce assigned
to each edge such that w;; = w;; € R [8]. The stress matrix Q2 € RV can be defined
as [21]:

0, i#3,(,5) ¢ €

—Wij, Z%.ﬁ(%])eg




A stress matrix is said to be equilibrium stress when:

Z wij(qj — QZ) = O, 7 - V (25)
JEN;

Equation (2.5) can be transformed to a matrix as:
Q®1,)g=0 (2.6)

The stress matrix {2 can be partitioned as

_ Qu Quy Qu QZf
N=0®I, = ® I, = . (2.7)

Qpu Qyy Qn Qg

where Qll c Rananl7 fo c Rananf and Qfl c Rananf

Definition 2.1 [21] Affine span : For a given set of points {¢;}}*, € R", the affine

span (S) of these points is defines as:
N n
S:{Zaiqi:aie]Rforalliand Zaizl}. (2.8)
i=1 =1

The affine transformations of v are contained in the image of v defined as follows:

A)={qeR™ :qg=(Iy® A)v + 1y @ b}. (2.9)

Definition 2.2 [38] Affine localizability : If the target position of the followers q; can
be uniquely calculated from the position of the leaders q; for any q = [qf ¢/]" € A(v),

then the nominal formation (G,v) is affinely localizable by q;.
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Assumption 2.1 [39] For the design of the formation maneuver control, the following

assumptions are essential.

1. The formation graph (G,v) is universally rigid.

2. For motion in an n—dimensional space, the number of leaders must be selected

such that Ny =n+ 1 to affinely span the entire n—dimensional space.
3. The nominal configuration v is affinely spanned in R™.
4. The equilibrium stress matriz ) is semi-definite such that rank() = N —n—1.

5. The position g5 is affinely localizable by q;.

Considering Definition 2.2 and Assumption 2.1, for any g = [q? 1" e Av), g

can be uniquely calculated from ¢; as follows:

5 = — (7 @ L) (2.10)
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CHAPTER 3

LITERATURE REVIEW

This chapter gives a review of the exiting affine formation maneuver control methods

reported in the literature.

3.1 Existing Literature on affine formation maneu-

ver control

The first result of affine formation control using the properties of the stress matrices
and the principles of affine transformation was reported in [20]. The authors discovered
sufficient and necessary conditions to steer the agents to acquire the affine formation
over directed and undirected communication graphs. Then, Shiyu [21] modified the
technique in [20] and developed a new and generalized approach that not only steers
the agents to the target formation but also maneuvers the whole formation. In this
scheme, the agents are divided into two groups; the leaders and the followers. The

affine transformation of the followers is uniquely obtained from the coordinates of the
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leaders. Here, only the leaders have access to the target formation. A distributed
control policy makes the followers track the maneuvers of the leaders and ensures the
global stability of the whole formation.

In the past years, the work in [21] has inspired several publications on affine for-

mation maneuver control. These are summarized as follows:

3.1.1 Affine formation maneuver control of MASs described
by integrator dynamic equations

The authors in [38], [39], designed an affine formation algorithm for linear systems
governed by triple integrator dynamic equations in both continuous-time and sampled-
data modes. To improve the convergence of the followers to the affine positions lo-
calized by the leaders, a prescribed convergence time function is integrated into the
distributed controller for single-integrator agents [40], [41], [42]. In [43], the problem
affine formation control of single-integrator systems considering the optimal topology
design has been studied. In [44], an affine formation maneuver control of double-
integrator MASs with external disturbances. In [45], a linear matrix inequalities-
based control law is implemented for a MAS described by double-integrator models.
In [46], the affine formation maneuver control problem of double-integrator MASs
with prescribed convergence time has been studied. the authors studied the potential
of affine formation maneuver control for application in inspecting transmission lines.
In [47], An adaptive component is added to the controller to estimate and suppress

external disturbances. In [48], an improved affine formation maneuver controller for
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second-order integrator MASs is designed using the acceleration history. In [49], a
proportional-integral (PI) controller is used to achieve the affine formation maneuver
of high-order-integrator MASs with time-varying communication delays. In [50], the
authors investigated the affine formation maneuver of high-order MASs using a two-
layered approach. In this approach, the agents are divided into three categories; the
first leader, the second leader category, and the followers. The first leader will deter-
mine the type of FM while the second leader group will retain the desired positions
relative to the first leader using distributed adaptive finite-time control. Then, a dis-
tributed proportional-derivative (PD) controller with adaptive gains is used to move
the followers to the target formation determined by the first leader. Motivated by [50],
Fang et al. [51] investigated the FM control of chain integrator MASs connected by a
directed graph. Here, proportional controllers and proportional-derivative controllers
were developed for the leaders to guarantee global convergence of the leaders to the
desired trajectories. Similarly, proportional controllers and proportional derivative
controllers were designed for followers to guarantee global convergence of the follow-
ers to the desired maneuvers of the leaders. In [52], an improved affine formation
maneuver control was designed for second-order integrator systems considering the
acceleration history. The parameters of the control protocol are derived on the basis
of the neutral differential equations. In [53], an enhanced affine formation maneuver
control of multi-vehicle systems was presented by using a historical velocity command.
The authors presented experimental results to support the theoretical results. The
authors in [54] studied the stability analysis of a second-order leader-follower multi-

agent system with multiple time delays. In [55], a distributed Kalman filter was used
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to estimate the states of single-integrator agents which were used to design the affine
formation controller. In [56], a distributed output feedback affine formation maneuver
control of leader-follower single-integrator multi-agent systems has been presented.
[57], a new leader-follower distributed control technique was proposed for agents de-
scribed with single-integrator dynamics to realize time-varying maneuvers. In [58], the
affine formation maneuver control of chain integrator systems in both two-dimensional

and three-dimensional spaces is studied.

3.1.2 Affine formation maneuver control of MASs described
by general linear dynamic equations

A network of integrators is a special form of a linear system whose coefficients are unity
and cannot represent physical systems. An alternative solution to this issue is to use a
general linear system whose coefficients are not unity and can be modified to represent
any physical system. In [59], the authors investigated the distributed affine formation
maneuver control problem of general linear MASs with dynamic coupling gains and
dynamic uncertainties. Then, robust adaptive control protocols have been presented
to take care of the gains and uncertainties of the dynamic coupling. In [60], [61], an
optimal control strategy has been presented for affine formation maneuver control of
general linear multi-agent systems. In [62], a linear quadratic regulator strategy is
used to guide followers to acquire the desired geometric shape and the maneuvers of
the leaders. The proposed method in [63] utilized an output feedback control to steer

networked high-order chain integrator dynamic agents to achieve several formation
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shapes and maneuvers. In [64], event-triggered affine formation maneuver control of
linear MASs. In [65], an inverse optimal control protocol is designed to minimize the
fuel consumption of the followers during convergence to the FM target localized by
the leaders. In [66], the followers with discrete-time general linear dynamics are com-
municating over a discrete-time directed graph. Then, an event-triggered mechanism
is added to the affine formation maneuver controller whose gains are estimated on-
line. In [67], a system of heterogeneous linear systems is controlled such that various

leader-follower affine formations are obtained in the presence of external disturbances.

3.1.3 Affine formation maneuver control of MASs described
by nonlinear dynamic equations

In [68], the authors investigated the affine formation maneuver control of uncertain
second-order nonlinear MASs. The nonlinearities of the agents were parametrized
and adaptive laws were used to estimate the uncertain parameters. Moreover,
proportional-integral controllers are employed to guarantee that the followers attain
the required formation of the leaders. In addition, the gains of the controllers are
adjusted online for smooth maneuvers. In [69], a sliding manifold-like variable is intro-
duced to formulate a distributed affine formation maneuver control of marine surface
vehicles. To guarantee the localization of the cooperation, a time-varying constraint
is designed to monitor the attitude and position simultaneously. In [70], the affine
formation controller is integrated with estimators to estimate the target maneuvers

of the leaders. In [71], a distributed sliding mode control approach is used to realize
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the affine transformation maneuver of collaborative autonomous surface vehicles. The
authors incorporated an event-triggered data transmission mechanism to lessen the
communication period among the agents. In [72], an adaptive local tracking controller
is implemented for affine transformation maneuver of collaborative underactuated sur-
face vessels. The complex nonlinear dynamics of the vessels together with the external
disturbances are estimated with the aid of neural networks. Then, a distributed event-
triggered observer is used to estimate the local reference state of each follower-vessel
instead of the global states of the leaders. In [73], an adaptive distributed back-
stepping control triggered by events of underactuated surface vessels subjected to
external disturbances has been presented. In [74], the adaptive affine formation con-
trol of satellites under parametric uncertainties and external disturbances has been
presented. In [75], robust distributed control of heterogeneous autonomous surface
vehicles with external perturbations is studied for transformations of the affine forma-
tion of the leader-follower. In [76], the affine transformation maneuver of unmanned
surface vessels is studied considering the rigidity theorem. In [77], three-dimensional
control for affine formation of underactuated quadrotors has been investigated. The
authors in [78], [79] studied the layered affine formation control of nonlinear systems
to achieve several formation transformations. In [80], the affine formation control of
unmanned aerial vehicles with asymmetrical velocity constraints is studied. In [81],
prescribed-time affine formation control of unmanned aerial vehicles is introduced. In
[82], an affine formation control of a system of underactuated nonholonomic agents is

introduced.
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3.2 Research gaps

So far, the affine formation maneuver control of multi-agent systems has not been
fully explored. All in all, there are a lot of control problems that have not yet been

investigated with respect to affine formation maneuvers, such as:

1. The problem of malicious cyber-attacks on the agents during formation maneu-

vering has not been studied.

2. Even though, MASs are susceptible to faults, no literature has reported the

fault-tolerant control of MASs in affine-transformation maneuver.

3. Artificial intelligence-based techniques (such as deep learning, reinforcement
learning, and data-driven approaches) are yet to be deployed for application

in affine formation maneuvers of MASs.

4. Prescribe performance control has been widely applied to various dynamic sys-
tems, but is yet to be used to achieve affine formation maneuvering with preas-

signed performance.
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3.3 Proposed control problem

Considering the areas that have not been investigated with respect to the affine for-
mation maneuver of MASs based on stress matrix and the principles of affine trans-
formations, this research proposes learning-based control schemes using artificial in-
telligence to achieve affine formation maneuvers of leader-follower MASs subjected
to cyber-attacks and faults. The learning-based algorithms enable the controllers to
estimate the magnitude of the cyber-attacks and faults and then take appropriate
action to mitigate them. Moreover, the controllers become model-free as they require
no information about the systems’ dynamics.

To the best of our knowledge, the proposed control problem has not been addressed

in the literature.
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CHAPTER 4

REINFORCEMENT LEARNING-BASED CONTROL STRATEGY FOR
MULTI-AGENT SYSTEMS SUBJECTED TO ACTUATOR

CYBERATTACKS DURING AFFINE FORMATION MANEUVERS

This chapter provides the reinforcement learning-based control strategy for second-
order continuous-time multi-agent systems (MASs) subjected to actuator cyberattacks
during affine formation maneuvers. In this case, a long-term performance index is
created to track the MASs tracking faults using a leader-follower structure. In order
to approximate the ideal solution, which is challenging to find for systems vulnerable
to cyberattacks during time-varying maneuvers, a critical neural network is used.
The distributed control protocol is obtained, and the long-term performance index
is minimized, using an actor neural network strengthened with critic signals. The
actor-critic neural networks calculate unknown dynamics and the severity of attacks
on the MAS actuators. The Nussbaum functions are applied to address this issue
since attacks can result in a loss of control direction. The stability of the closed-loop
system has been emphasized with the use of a Lyapunov candidate function. The

performance of the suggested strategy is then supported by a numerical simulation.
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4.1 Introduction

MASSs are increasingly connected to wireless networks where information transmission
is facilitated for remote supervision and control. As such, they are prone to malicious
cyber attacks such as deception attacks, denial of service attacks, false data injection,
integrity attacks, malware attacks, replay attacks, and so on [83]. These attacks
mostly inject misleading signals into the systems’ sensors, actuators, or communication
channels, which may lead to the deterioration of the performance of the systems [84].
There exist several control strategies for detecting and mitigating various cyber attacks
to secure the consensus of MASs [85], [86], [87], [88], [89] or to secure the geometrical
formation acquired by the agents [90], [91], [92], [93], [94], [95], [96], [97]. However,
a secure control against cyber attacks is yet to be investigated with respect to AFM
of MAS. A false data injection attack on the actuators of the leaders or the followers
will lead to loss of collective maneuver and the agents may collide. Therefore, how to
secure the leaders as well as the followers so that collective formation maneuvering is
maintained in adversarial environments is an interesting area to explore.

As an intelligent technique, a reinforcement learning (RL) scheme has been
widely employed for solving optimal adaptive control problems by minimizing a pre-
scribed cost function to maximize a reward received from the environment [98]. For
continuous-time systems, integral RL is utilized to compute the solution of the opti-
mal adaptive control problem using the actor-critic framework. Considering the fact
that it is difficult to obtain the solution of the optimal adaptive control problem of

continuous-time systems using RL, neural networks are commonly used to compute
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the approximate solution. Approximate RL-based control has been applied to sev-
eral classes of single agent systems [99], [100], [101], [102], [103], MAS[104], [105],
[106], [107]. Recently, approximate RL is employed for formation acquisition control
of MASs [108], [109], [110], [111], [112]. The problem of AFM control of MASs using
approximate RL deserves to be investigated and related work is not reported yet.

In the existing RL control articles, the AFM control problem of MASs has not
been studied yet, let alone simultaneous consideration of malicious cyber attack cases.
Motivated by this observation, this article proposes an RL scheme using the actor-critic
framework to achieve the AFM control of general nonlinear MASs in an adversarial
environment. Due to the difficulties in obtaining the optimal solution of the long-
term performance function for the AFM of MASs with actuator cyber attacks, critic
neural network is used to obtain the approximate solution. The critic evaluates the
control performance and sends the reinforcement signals to the actor. Then, the
actor applies the control signals to the actuators of the agents based on the critic
evaluation. Here, two actor networks are used: one for estimating the uncertain
nonlinear dynamics of the agents, and the other for estimating the actuator attacks.
The attacks on the actuator may alter the control direction of the distributed control
protocols. This problem is addressed by using the Nussbaum functions to estimate the
control direction. To the authors’ best knowledge, the proposed control problem has
not been investigated by anyone yet. This chapter differs from existing AFM control

methods as follows:

1. Unlike the leader-follower AFM control approaches in [68], [21], an RL control
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based on actor-critic neural networks is proposed to achieve the AFM of the

leader-follower MAS in adversarial environments.

2. The existing AFM control protocols will fail to maintain the leader-follower
AFM when subjected to cyber attacks on the actuators. Here, this problem
is tackled by using the actor neural network to learn and counter the actuator

attacks.

3. In [68], the authors considered a class of second-order uncertain nonlinear MAS
that can be expressed in the linear-in-the-parameter form, and adaptive laws
were used to estimate the uncertain parameters. However, in this study, the
uncertain nonlinear MAS doesn’t need to be linear-in-the-parameter form since
an action neural network is used to approximate it. Moreover, the action neural
network which receives reinforced signals from the critic neural network enhances

the learning and optimization of the system.

4. The loss of control direction as a result of the actuator attack is tackled using

the Nussbaum function.

4.2 Problem formulation

4.2.1 Dynamic models of the agents

Consider second-order nonlinear multi-agent systems consisting of N; leaders and Ny =

N — N followers. The nonlinear dynamics of the N; followers can be described as:
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gi = v;

where ¢; € R? and v; € R? denote the position and velocity of the ith agent, u¢(t) € R?
is the compromised actuator output of agent i, fi(q;,v;) € R? is a smooth nonlinear
function, ¢;(g;,v;) € RY, Vy = {N;+1, N, +2,...,N;+ N;} is the group of followers.

The trajectories of the N; leaders are given by:

q; = A(t)?"i + b(t), 1€V (4.2)

where V, = {1,2,...,N;} is the group of the leaders. The position of the leaders

@ =gl @ ---qx,)" is known in advance and various maneuvers can be obtained by

manipulating A(t) and b(t).

4.2.2 Neural network approximations

Owing to the function approximation property of the radial basis function neural net-
work (RBFNN), it has been widely deployed to estimate unknown nonlinear functions.

The estimation of continuous nonlinear function with RBFNN is expressed as:

Com = WIU(X) + €(X) (4.3)

where W = [w; wy...w,]T € R™ is the ideal with vector with m number of

neurons, €(X) is the function estimation error satisfying [|e(X)| < € V(X) =

33



(U, (X) Uy(X)... ¥, (X)]T is the Gaussian basis function vector and W;(X) is

X-e)(X—c)\
\Ifi(X):exp(—( &l C)), i=1,2,...,m (4.4)
where ¢; is the center of the receptive field, 7; is the width of the Gaussian function.

4.2.3 Actuator attacks

The malignant cyber attacks considered here are the false data injection attacks into
the actuator. These attacks could corrupt the control command of the ith follower.

The actuator attacks can be modelled as a state-dependent function as follows:

ug(t) = gi(gi, vi)ui(t) + 6i(t, qi, vi) (4.5)

where uf(t) is the corrupted actuator output, w;(t) is the control signal, 6;(¢, g;, v;) is
the time-varying state-dependent injected attack, g;(¢;,v;) is a state-dependent un-
known gain causing loss of effectiveness of the actuator as a result of the attack.

The system (4.1) under the actuator attacks (4.5) is rewritten in the following

form:

qi = U;

(4.6)
U = filqi,vi) + gi(qi, vi)ui(t) + 8;(t, qi, vi) + @i, vi)

Assumption 4.1 [9] The unknown diagonal matriz g;(g;,v;) € R>? resulting from
the false data injection satisfies g, < M(9:(qi,v:)) < Aalgi(qs, vi) < 0o, with g, being a
constant lower bound of g;(¢;,v;), and A\ and Ay are the Eigen values of g;(q;, v;).
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Assumption 4.2 [115] The disturbance vector g; is unknown and satisfies ||p:|| < ps,

with p; being an unknown constant.

Remark 4.1 The false data injection model in [114], [115], [116] is of the form

¢ =wu; +0;, i.e g = 1. This article extends the results to the situation where the

u
unknown gain g; is bounded, which can accurately highlight the severity of the attacks

on the actuator.

Remark 4.2 Assumption 4.1 is widely used in the literature to simplify the complezity
of the control law [9], [10]. Instead of formulating a complex algorithm to estimate
the unknown g;(q;,v;), using its known upper bound in the control law simplifies the
control design process. Assumption 4.2 is a standard and common assumption in the
robust control literature [113], [117]. This assumption is necessary because unbounded
disturbances will grow and make the state trajectories of a system explode, i.e. approach

infinity.

Definition 4.1 [118] Any continuous function N(f5) : R — R is a Nussbaum func-

tion if it satisfies the following properties:

hm sup— / N(B)dp = +o0 (4.7)
eli_{(r)lo mfg/o N(B)dp = —c0 (4.8)

For example, the functions 3*cos(f) and B*sin(B) are Nussbaum functions. In

this work, we choose B3*cos(f3).
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Lemma 4.1 Let 3(t) be a smooth function on [0, ts), L(t) be non-negative smooth

function, and N(B) be a smooth Nussbaum function. If the following inequality is valid

L(t) < ag+ e / [9()N(B) + 1)8emdr (4.9)

where ag > 0, a; > 0 are constants, g(.) is a time-varying function, then, L(t), 5(t),

and f(f g(YN(B)Bdr must be bounded on [0, t/]

4.3 Control design

The target positions of the followers relative to the leaders can be expressed as:

q;(t) = _<Q;f19fl ® Ia)q.- (4.10)

The control objective of the followers under the actuator attacks is thus:

lim (q4(t) — g5 (1)) = (4.11)
Jim (g (t) + (1 @ Ig)q) = 0 (4.12)

Define the following error variables for the followers:

N N
&i :szj(%—%)%—AZwij(vi—vj), i € Vs (4.13)
Jj=1 j=1

Let e; = Zjvzl w;j(g; — q;). Therefore, one has § = e; + Aé;, i € Vy. Taking the

time-derivatives of &;, @ € Vy, one can gets:
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=¢s+ MOy ((a,0) + 9(g, v)u(t) + (¢, q,0)

+¢(q,v) +(Que Id)i}z} (4.14)

]T —

_ T T T T T T T _
where & = [gNerl 5N1+1---5N1+Nf y Ef [eNlH 6N1+1--'6N1+Nf]a o=

T T T T T T T T T T

T T 1. T T T T
5Nl+Nf] y P = [S0N1+1 PN+2 - SONZ+Nf]

4.3.1 Critic design

A binary utility function p(&;(t)), which is the current system performance index is

set as [103]:

0 if &(t)* < th,
p(&i(t) = VE et —T,1) (4.15)
1 if &(t)? > th,

where th, > 0 is a designed threshold. p(&;(t)) = 0 indicates acceptable tracking
accuracy whereas p(;(t)) = 1 indicates unacceptable tracking performance.

The long-term performance index is described by:

1) = [ 0™ ple(m)in (4.16)

where a € (0, 1) is a constant that discounts the future cost, and 7 is a small integral

reinforcement interval, p(¢) = [p(En41)" P(Ens2)” - p(Enen,)T]T. TE & is within the
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allowable threshold, then the control objective is realized and I(¢) will not increase.
However, if &(t) is outside the allowable threshold, then the controller should be
fine-tuned to make ey, é;, and I(t) smaller.

From (4.16), the continuous time Bellman error equation can be constructed as:

uwwvzlma”f”mammw

-7

—ntt—7

a0+ [ ol

a7 (I(1) + o) (4.17)

where p, = ftiT o p(&(m))dr is the cost value for [t — 7,1), p. = lpl ol .. Doy,

with

po= [ pleim)an (1.18)
0 if &(t)* < ¢,

- (4.19)
m(a —1) if&(t)? > ¢,

Therefore, 0 < p., < 7(av — 1) /In(«).
Given that I(t) contains the future information of the system with actuator attacks,

it is difficult to obtain its solution. A critic RBFNN is introduced to approximate it.

I(t) = W We(Xe(t)) + e X)) (4.20)
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The real-time approximation of I(¢) is thus:

A

1(t) = W0 (X.(t) (4.21)

Similar to (4.21), real-time approximation of I(t — 7) is:

I(t—7)=WIv (X (t— 7)) (4.22)

From (4.21) and (4.22), the temporal difference error is defined as:

eczf(t)—af(t—7)+pc

A

WIAV.(t) + p.

[

= WIAU(t) + p. + WIAD, (1) (4.23)

where W, = W, — W, is the weight error for critic RBENN | AW, (t) = [U,(X,(t)) —

aV.(X.(t —7))]. Define the objective function O, as:
O, = —e.e. (4.24)

The aim is to find W, that will minimize (4.24). Using the gradient-decent algo-

rithm, the weight update law is designed as follows:

—

— T —
W, = 7AW, (¢) [WCTA\I/C(t) n pc] — O W, (4.25)

where 7. = diag{Vey, .1 Ven, 1o - - Ven, +Nf} is a positive definite diagonal matrix, 6, > 0
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is a small constant.

4.3.2 Actor design

Due to the fact that the continuous-time nonlinear model (4.6) is uncertain, accurate
information about f(g,v) is unavailable. Furthermore, the false data §(t, ¢, v) injected
into the actuators of the followers is unknown. Then, f(q,v) is approximate with

RBFNN as follows:

Fg,0) = War" Va1 (Xa1) + €a1(Xar) (4.26)

The time-varying state-dependent attack (¢, q,v) is approximated by the action

RBFNN as follows:

5(t7 q, U) = WaZT\I]aZ(XcQ) + €a2(Xa2) (427)

The real-time approximation of f(gq,v) and d(q,v) are given as:

Flg,v) = WHT 1 (Xa1) (4.28)
0(t,q,v) = WEW,9(Xa2) (4.29)

In the actor network, it is desired that ¢y and ¢y track ¢} and ¢} with reasonable

accuracy, and minimize [ (t) to the required cost value I; = 0. The actor error is
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defined as:
Car =& +1(t) — Iy =& + W, 0.) (4.30)

The actor objective function is set as:

1
On = 5651%1 (4.31)

According to the gradient-decent algorithm, (4.31) can be minimized by

—~

_ T —~
War = Ya1 Va1 (Xar) [5 + W(;T“I’c(Xc)] — O Wa (4.32)

where 7v,; = diag{fyalNl 11 Val, g - - - Yaly, +Nf} is a positive definite diagonal matrix,

0.1 > 0 is a small constant. Similarly, the weight update law for /Wag is

o~

— T —~
W = YVa(Xa) [+ WIOAX)| — b2r oo (4.33)

where 742 = diag{Ya2y, ;1 Vazn,1s - - - Ya2u, +Nf} is a positive definite diagonal matrix,
0, > 0 is a small constant.

The RL-based control laws for the nonlinear MAS (4.6) subjected to actuator
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attacks are proposed as follows:

u= K¢+ gflwﬂ\l’al(x’ﬂ) + gilWag\Ija2<Xa2)]
— 2_1(();}}9]01 X Id)i)l
u=N(B)u

B = Ag?[Kff + I/Vajiqjal (Xal) + W(Z;\IlaQ(XaQ)] (4-34)

Remark 4.3 The essence of the Nussbaum gain N(B) in (4.34) is to determine the

control direction that is lost as a result of the actuator attacks.

Theorem 4.1 Consider the second-order nonlinear MAS (4.1) with actuator attacks
(4.5). If assumptions (1-4) are satisfied, given the critic neural network (4.20) and
actor neural networks (4.26) and (4.27), then the control law (4.34) with neural network
update laws (4.32), (4.27) and (4.25) guarantees that all the closed-loop error signals
are semiglobally uniformly ultimately bounded and the leader-follower AFM can be

achieved. Moreover, the closed-loop error signals are trapped within a compact set

defined as follows:

2 (g—f + D3 + L(O))
/\min(fo)_l

S1= 4 s | llesll < (4:35)

S, = {éf ( [ \/2 (% + D3 + L(O))} (4.36)
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3\

_ 2 (B2 + Dy + L(0))
S; = a1l < — (4.37)
)\min(ﬁ)/al )
Vg
I 2 (B2 + Dy + L(0)) s
S1= 1 Waa | [Weall < . 4.38
Amin(rya;)
. 2 (% LDyt L(O)) )
o )\mzn(’ycil) '
Proof. A candidate Lyapunov function is constructed as
ale,+ 2 (W
L= 6 foef_'_ é ffgf_'_ 5 (Walryal Wfll)
A Ao (=1 i
2 (WanyaQ Wa2> 2 (WCT'P}/C 1WC>

where

1 Lora-1

Ly = 5e5Qpres + 58 Qs
A A

Ly (Waﬂal Wa1> <Wa27a2 Wa2>
Ac

Ly =5 (WIh:'W.)
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It follows that:

i TO-1; TA-1¢
L= efo}ef + & Q¢

TO-1, TO-1,
=epShpply + & gy

+ AF{ (£(a.v) + glq. v)u(t) + 3(t.q.v) + p(q.v)

+ (@ Qn @ L)inf + 6 - B

= e?Q;}éf + (ef + Aéf)TQ;;éf + A&f g(q, v)u(t)

+ Af{ (@, 0) + 0t 4, 0) + olg,0) +d'} + 8

— AGF K&y + WE W0 (Xa) + WEa(Xoo)|
= e?Q;}éf + (ef + Aéf) fo <€f + — A Z—f>
+Ag(q,v)N(B)B + 8 — AL} T (Xar)
_Angaj; a2(Xa2) — AG K& + AES G
+ AL (g, v) + AL (€ar + €an)
= AT — AT — 1 eF ey

¥ agler + AT Qe + Ady) +[N(B) + 113
— AGFWEA 1 (Xa1) — AFWHAY (X ,0)

+A&f (g, v) + Alfear + A e
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Ly = A (WhitWar) + A (Wi W
= A (Whrt W) + A (W W
= O AWE W,y — 0 AW LW,
+ ATWIAT 1 (Xar) + AT WEAY 5(Xo2)
+ AW AT (X)) [ AT(X,)]"

+ AWLAD (X)) [V AT, (X,)]" (4.42)

. _ 1
L1+L2:A§? Af?K&f fofef
1 _ .
+ 128 Q& + IN(B) + 118 + Agf (g, v)
+ AT ew + AFens

- ealAWaji [Wal + Wal] - 9a2AWag [WaQ + Wa2]

+ AWLAY 1 (Xat) [We + W TAV(X)]"
+ AWELAW (X o) [We + W TAW(X,)]"
—(A/\mm(K) —2A — %ﬁgﬁ)l
= TR = i S2y7) e P
(% % - e ) [
~a (% ) el
QLLE ; MchAHchz +[NB) + 1B+ D, (4.43)

where ||.|| is the Frobenius norm, ||[AW|| < u1, [[AWusl| < po, |AV|| < pey [[Wa, || <

=2
A&

3 N A2 2 k2
Wa1, ”Wa2H g Wq2, HWCH < We, €qal < €al, €a2 < €a2; Da = + % + A”;’” + % +
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! 6—5 2 CAHwCH2 + %”walw + %Hwa2’|27 wal; wa27 wc; Nl; M27 ,u(27 €aly and E(1,2 are

bound constants. Then, the derivative of L3 with respect to time gives:

Ly =A. (WCT 7;1Wc) = A, (WCT 7;1/1/170>
—~ Py T
= — AT AW() [WTAW(1) + p
— 0 AWV,
—~ —~ T
= — AVTA (1) [WTAW(1) + W AR() + pe]
— 9 ANWVW, — 0AWTW,
< =M 0+ AT IV - (Wl Aw.@)]?

AR pel + Ol Well } AT

< — 0N W) + De||We|

D2

1 —~
< {0+ AL 2 = S I + =

where D. = —A(wepi + pieptp, + Oew,e), with ||pe|| < pp..

respect to time is thus:
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The derivative of L with



)‘min(fo)il
AQ

_ +M2
AV = 5 min (@) e P

6, —
—A (—1 - % - muz) W |1*

0, —~
—A(—f—@—quHWMP

L < _<A)\mm<K) —2A -

2 2

1 c c s
= (bt gt — = I

2

+[N(ﬂ)+1]B+Da+%

< —DiL+ [N(B) + 18+ Dy (4.45)

where Dy = D, + %,

. -1

A2
Cmtmyy Lo
9 A>7 A)‘mm(fo) )
Oa Oa
A(Tl—%—/hﬁ@) A (72—%—#1,“2) )
1
(88t At = 5 = At 0oy ) ) (4.46)

To guarantee that D; > 0, the parameters A., A, 0,1, 0,2, 0., and the matrix K
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are selected such that the following conditions are satisfied:

Ae>0;, A>0; 0,0 >0; 0,0>0; 6.>0

)‘min(fo)_l M1+ 2
Mnin (K) = 20 = 2 B A) >0

VRS

eal 451
0 >0
9 5 M2
6a2 &
2

—_— - = = >0
5 Ml,uz)

7~ N /7 N -~/

1 C C
AceﬁAcug_TWA) -0

Having D; > 0 will guarantee the convergence of the closed-loop tracking errors

into the compact sets (4.35)-(4.39).

By multiplying both sides of (4.46) by e P! it can be rewritten as follows:
eP1'L < —Dy LDt + [N(B) + 1]5ePt + DyePr! (4.47)

The inequality (4.47) further yields:

%(GD”L@)) < [N(B) + 1]pePt! + Dye™! (4.48)
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Computing the integral of (4.48) over [0,t), we get:
D
L(t) < =2 + L(0)e P!
D,

+ e Pt / t[N (B) + 1] BePrdy (4.49)
0

Based on Lemma 4.1, §(t), fOt[N(ﬂ) + 1]56D“da and and L(t) are bounded. It
follows that all the closed-loop error signals, &, Wal, Wag and WC are bounded. Let

Ds be the upper-bound of e~ 1t fot [N(B) + 1]5eP 1 de, then (4.49) can be simplified as:

D
L(t) < 52+ L(0)e ™ + Dy
1

D
< 2 4 Dy + L(0) (4.50)
D

From the Lyapunov function (4.40) and the inequality (4.50), it can be obtain

that:
lesll < \/%Q”)l (% +D; + L(O)) (4.51)
1641 < \/2 <1D7? +Ds + L(O)) (4.52)
W || < \/ﬁ (% + D5 + L(O)) (4.53)
Wl < |52 (2404 20 w31



—~ 2 D,
[Well < \/m (51 +Ds3 + L(O)) (4.55)

From (4.46), it can be seen that D; can be manipulated by varying the parameters
Ac, A, 041, 042, 0., and the matrix K. Therefore, the tracking errors &, Wal, Wag and
Wc can be made arbitrarily small by carefully adjusting the parameters A., A, 6,1,
042, 0., and the matrix K to increase D;. Large enough D; makes the ratio Dy/D;

smaller and subsequently reduces the error signals (4.51)-(4.55). |

Remark 4.4 The problem of AFM control of MAS has been studied in [21]-[68]. How-
ever, the authors did not consider the possibility of cyber-attacks on the MAS. These
attacks can disrupt the exchange of information among the agents and subsequently
leads to the collapse of the MAS. In this article, for the first time, the secured AFM
control of MAS is investigated. The distributed control laws (4.34) for the MAS (4.6)

have attack estimation and suppression mechanisms via the actor RBFNN contrary to

[21]-[68].

Remark 4.5 In contrast to [21]-[68], the distributed control laws (4.34) are formu-
lated to minimize the long-term performance index (4.16) using the actor-critic RL

architecture.

Remark 4.6 The authors in [68] proposed an AFM control of uncertain second-order
nonlinear MAS similar to this article. Nonetheless, the MAS in [68] belongs to the
class of nonlinear systems that can be expressed in linear-in-the-parameter form. The

uncertain parameters were estimated using adaptive laws. In contrast, the nonlinear
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Figure 4.1: The nominal formation showing the inter-agents communications.

MAS in this paper is not required to be in the linear-in-the-parameter form since actor

RBFENN are employed to estimate them as shown in (4.34).

4.4 Simulation results

This section presents a numerical simulation to demonstrate the validity of the actor-
critic RL scheme for achieving the AFM control of the leader-follower MAS subjected
to actuator attacks. The MAS under this study consists of three leaders and four
followers. The nominal formation of the agents is depicted in Fig. 4.1. The nominal
configuration of the agents is given in (4.56), where ry = [6 0], ro = [3 3], r3 = [3 — 3],
ry =1[03], 75 =[0 — 3], r¢ = [—3 3] and r; = [-3 — 3|. Using the method presented
in [49], the matrix of the stresses among the agents is computed as (4.57).

T

r=ri ry ry vy vy T T3 (4-56)
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(02741 02741 02741 —0.1370 —01370 0 0
02741 —0.6852 0 05482 0 0 —0.1370
02741 0 —0.6852 0 05482 —01370 0
Q= | 01370 05482 0 —0.7537 0.0685 0.2741 0 (4.57)
~01370 0 05482 0.0685 —0.7537 0 0.2741
0 0 —01370 02741 0  —02741 0.1370
0 01370 0 0 02741 0370 —0.2741]

The nonlinear dynamic equations of the four followers are given as:
¢ =
g5 + 2vc08(qin) vy () wi1(qi1, vi1)
U; = + + (4.58)
Gy + 20i2c08(qin) Va2 U Pia(qiz, Viz)
where ;1(¢i1, vi1) = 0.22041c08(0.7¢;1t), wia(qiz, vi2) = 0.43v;2c08(2¢40t).

The MAS encountered two false data injection attacks on the actuators of the
followers. The first attack targeted the actuator of the fourth follower for 40s <
t < 80s, whereas the second attack targeted the actuator of the first follower for
210s < t < 240s. The comprised actuators of the fourth and the first followers as
a result of the attacks are expressed as uj;, = (1.2 4+ 0.45c08(q1)uq; — 62cos(207t),
ufy = (1.2 + 0.45c08(qua)uge — 62sin(207t), u$; = (1.2 + 0.45sin(q11 )usr + 62cos(207t),
and u§, = (1.2 + 0.45sin(q12)u12 + 62cos(207t),

The initial positions of the agents are set as r1(0) = [6 0]7, ro(0) = [3 3|7, r3(0) =
3 —3]T, r4(0) = [1 47, r5(0) = [0 — 2]T, re(0) = [—4 4T, r7(0) = [-5 — 4]T.
The integral reinforcement interval is set as 7 = 0.2, The gains of the controllers are
carefully chosen as, A =2, K = 251. The parameters of the critic neural network are

set as 7. = 0.27, . = 0.1, the width of the Gaussian function 1. = 3, the center of
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the receptive field ¢, is chosen between —2, —1.5, —1,...,2, number of hidden nodes
is chosen as 10, the initial critic weight vector is selected as W,, = [0,0,...,0]Z. The
parameters of the actor neural network are set as v, = 61I, 7,2 = 61, 6, = 0.1,
0.2 = 0.1, the width of the Gaussian function 7, = 3, 1,1 = 3, the center of the
receptive field ¢, and ¢, are chosen between —1, —0.5, ..., 2, number of hidden nodes
for the first and second actor neural networks are chosen as 30 and 15, respectively,
the initial actor weight vectors are selected as Wy, = [0.2,0.2,...,0.2]7 and W, =
0.2,0.2,...,0.2]T.

It is worth noting that the AFM control method presented in [68] did not take into
account the impact of cyber-attacks on the MAS. In order to demonstrate the failure
of the AFM control approach proposed in [68] in the event of false-data injection
attacks, it is applied to the MAS (4.1). Fig. 4.2 depicts the distorted trajectories
of the followers ¢4 and ¢; for 40s < t < 80s and 210s < ¢ < 240s, respectively as a
result of the attacks on their actuators. In practical applications, the attacks will lead
to the collision of the followers. Therefore, the AFM control approach proposed in
[68] is not suitable for application in adversarial environments. As shown in Fig. 4.3,
the trajectories of the agents are smooth because the proposed control technique is
able to detect and mitigate the attacks on the actuators of the followers unlike [68].
The AFM tracking errors of the followers under the proposed scheme are depicted in
Fig. 4.4. The responses of the RL-based distributed control protocols that mitigate
the actuator attacks and maintain the AFM of the leader-follower system MAS is
depicted in Fig. 4.5. The evolution of the norm-2 of the RBFNN weight vectors of

the two actors and the critic networks is presented in Fig. 4.6, Fig. 4.7, and Fig.
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Figure 4.2: Effects of attacks on the trajectories of the leader-follower MAS under the
control input proposed in (Zhi and Chen 2021).

4.8, respectively. It can be observed that the weights are automatically adjusted to
adapt to the new collective maneuvers of the agents. In order, to show the accuracy
of the RBFNN in approximating the unknown function f(gq,v), the approximation
errors (f(q,v) — flaq, v)) are presented in Fig. 4.9. It can be observed that the
approximation errors vary between -0.04 and 0.04 during the steady states. Fig. 4.10
shows the collective maneuvering of the formation of the agents such as translation,

collinearity, scaling, shearing, and rotation.
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Figure 4.3: The trajectories of the leader-follower MAS under the attack mitigation
control protocol (4.34).
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Figure 4.4: The AFM tracking errors between the followers and the leaders under the
proposed scheme.
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Figure 4.6: The update of the actor weights for the RBFNN approximation of f(q,v).
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Figure 4.7: The update of the actor weights for the RBFNN approximation of (g, v).
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CHAPTER 5

SECURE REINFORCEMENT LEARNING-BASED FINITE-TIME
AFFINE FORMATION MANEUVER CONTROL OF MULTI-AGENT
SYSTEMS SUBJECTED TO DECEPTION ATTACKS AND

BACKLASH-LIKE HYSTERESIS

This chapter provides a leader-follower affine formation maneuver (AFM) problem
for uncertain nonlinear multi-agent systems, in which some complex and challenging
issues, such as unknown external disturbances, unknown input backlash-like hysteresis,
and sensor deception attacks are addressed with the aid of the actor-critic learning
control based on neural networks. The main control objective is to steer the group
of followers to track the maneuvers of the group of leaders within a finite time. The
control protocol is built using a distributed fast terminal sliding mode surface equipped
with a reaching law to facilitate finite-time convergence. The actor neural network is
handed the responsibility of estimating the uncertain nonlinear dynamics, unknown
input backlash-like hysteresis, and deception attack signals and compensating them
through the control protocol. Meanwhile, the critic neural network evaluates the
operation of the control protocol. Lyapunov stability theorem is deployed to prove

that the closed-loop system is bounded in the vicinity of zero n finite time. Simulation
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results are provided to demonstrate the effectiveness of the proposed control scheme.

5.1 Introduction

In real-world cyber-physical systems, the exchange of information between mobile
agents during formation maneuvering and the networked control systems is exposed
to malicious cyber-attacks. Cyber-attacks unleashed by rivals are commonly perpe-
trated in three ways: deception attacks [119], denial of service attacks [120], and
replay attacks [121]. The aim of the attackers is to obliterate the integrity of the
transmitted information, and ultimately degrade the formation control performance.
Therefore, it is crucial to investigate the resilient formation control problems in the
presence of cyber-attacks. In this article, we are concerned with deception attacks.
Resilient formation control against deception attacks has been proposed for a group
of quadrotor unmanned aerial vehicles [122], [123], [124], and swarm of mobile robots
(28], [125], [126]. The fact that these resilient formation control techniques mainly
focus on time-varying formation tracking of a single leader or virtual leader with mul-
tiple followers, we are motivated to investigate the resilient AFM control of multiple
leaders with multiple followers such that the resulting formation can undergo several
affine maneuvers at the same time.

The presence of nonstructured nonlinearities (such as saturation, deadzone, and
backslash-like hysteresis) can potentially degrade the control performance of a dy-
namic system. Backslash-like hysteresis is widely present in the actuators of mechani-
cal systems and tackling it requires urgent attention. Several studies have successfully

addressed this problem [127], [128]. However, in the existing literature on AFM con-
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trol, the negative effects of backslash-like hysteresis have not been studied.

So far, the existing AFM control problems are based on asymptotic convergence,
that is, the followers converge to the maneuvers of the followers as the time approaches
infinity. Nonetheless, in practical application, especially in adversarial environments,
a short finite time is required to mitigate the cyber-attacks launched on the agents.
Thus, finite-time AFM control deserves special attention. The authors in [129] pro-
vided a comprehensive overview of the applications and advantages of finite-time con-
trol methods.

Considering the foregoing discussion, this chapter presents finite-time AFM control
of nonlinear multi-agent systems subjected to deception attacks and backslash-like

hysteresis.

1. Contrary to existing AFM control methods which are mainly proportional-
integral, proportional-derivative, or proportional-integral-derivative with
asymptotic stability, a distributed fast terminal sliding-mode-like control is for-
mulated so that reaching laws can be invoked to enhance the robustness and
guarantee finite-time stability. Thus, the control approach developed in this
chapter can speed up the convergence rate of the leader-follower formation ma-

neuvering.

2. Different from the usual AFM control of MASs, the considered nonlinear
MAS model encountered external disturbances, sensor deception attacks, input
backlash-like hysteresis, and unknown input gains. No doubt, these problems

add difficulties to the control design.
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3. The actor-critic reinforcement learning is used to estimate the uncertain non-
linear dynamics, unknown input backlash-like hysteresis, and deception attack

signals and compensate them through the distributed control law.

5.2 Problem Formulation

5.2.1 Dynamic models of the agents

This article considers leader-follower networked systems comprising N agents, where
N of the agents are the leaders while Ny = N — NN of the agents are the followers.

The motions of the agents are modeled by the following nonlinear equations:

Gi + Ci (¢i, ¢i) + Hi(q:) = Bi(mi) + Tas (5.1)

where ¢; € R™ is the position vector of the ith agent, 7; € R™ control torque, 74 €
R™ is the external disturbance, C;(g;,¢;) € R™ ™ is a vector of nonlinear functions,

H;(¢;) € R"*" is a diagonal matrix. e.

5.2.2 Backlash-like Hysteresis

The backlash-like hysteresis is modeled with a first-order differential equation as fol-

lows:

dBZ (Tz) d’T

dt

d
[coii — Bi(mi)] + Cgid_z (5.2)

= C1;
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where ¢y; € R™" ¢y € R™™ and c¢3; € R™™™ are positive-definite constant diagonal

matrices. The solution of the differential equation (5.2) yields:

B; (1) = coimi + 0 (Ti) (5.3)
ai (Tz) = (BOZ —_ CQiTOi) e_cli(Ti—TOi)Sgn(h)

+ ey / | (cai — o) evifi senlF)dB; (5.4)

TOq
where By; and 7y; are the initial values of B; and 7;, respectively.

Assumption 5.1 Given that the constant matrices ci;, co; and cz; are unknown and

bounded, it follows that the function 0; (1;) is unknown and bounded.

5.2.3 Sensor Attack model

The deceptive data injected into to sensors of cyber-physical systems tend to corrupt
the measured state signals. The sensor attack signals are modeled state-dependent

variables as:

G = qi +@i(t)qg = mi(t)q (5.5)

where ¢; € R"™ is the contaminated state signal, w;(f) € R™™ is an unknown time-
varying attack weight, w;(t)g; is the state-dependent malicious signal, m; = (1 +

ZUZ(t)) € R,

Remark 5.1 In the cyber transmission of data for feedback control, the state signals
measured by the sensors are susceptible to attacks from adversaries. When the sensors
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are injected with harmful signals, the corrupted state variables §; will be utilized for

control design because the healthy state variables q; are no longer available.

For the purpose of control design, the Euler-Langrange system (5.1) will be con-

verted to the compromised form. The time-derivative of (5.5) gives:

Gi = Tidi + Tidi (5.6)
Gi = i + 27 + Tidi (5.7)

Substituting ¢; = %, Gi = = [CL - 7%2-;’;—2], (5.1) and (5.3) into (5.7) gives:

G = Wz& + 22 |:qu - Wz%] — 7Ci (G, @)

i e
— miH;(q;) + micoiTi + mi0; + TiTy; (5.8)
The compromised dynamics of an ith agent is thus:

G = F; + Gi; (5.9)
where

F, = 77,% + QE [(L — Wzg} — m;Cj ((jia;Qi)

—miHi(q;) + m0; + miTai

G; = micy;

Lemma 5.1 [130] For any variable y, an arbitrary constant h, 0 < ~v < 1, and
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0 < p <1, the following relationship is satisfied:

-0 44, h
— +— 5.10
1+7y 1+~ (5.10)

—yy+h)' <—

- Ity R(1— o)/ \ 117
where h =R+ (1—(#)1/“*7)) * <1(—(15)w) '

Lemma 5.2 [131] For any real number a; > 0, az > 0, 0 < v < 1, a Lyapunov
candidate function of finite-time stability satisfies L + a1 L + as LY < 0, with a settling

time given by Ts <ty + [m] In |:a1L1—W(t0)+a2}

az

5.3 Control design

This section presents a secure reinforcement learning-based control law 7; to address
to achieve a secure leader-follower AFM for the MAS (5.9) under sensor deception

attacks, backlash-like hysteresis, and unknown input gains. It is desired that:

Gr — q;(t) = = ® L)g; as t — T (5.11)

where T is a finite settling time.
The distributed fast terminal sliding mode surfaces of the AFM tracking errors of

the followers with respect to the leaders are given by:
N N
G = Zwij(qZ' —qj) + Azwij(fﬁ = qj)
j=1 j=1

N
by .
+p ) wiyld —g)7, i € Vs (5.12)
j=1
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where A > 0 and p > 0 are design constants, b; > 0 and by, > 0 are selected such that

O<b1<1andb2:%

bo by

Let 2z = D00y wig(d — d)s 4 = Y50y wig@ — 4y), and 2" = 300 wis(ds — ;)™
Equation (5.12) can be rewritten as:

b

G =2+ Az + p2t, i€V (5.13)

The compact form of z; and Z; are given as [21]:

25 = Qppds + Qud = Qpp(ds — q7) (5.14)
Zl = . N _ 5 w2
2t = (Qppdr + Qud) ™ = (Qp(ds — a)™ (5.15)
25 = QppQr + Qudi = Qpp(dr — d7) (5.16)
where zp = [28 41 2R41 - - ij\jfl—i-Nf}T? and ¢j = _(Q;}Qﬂ ® 1) qf

The compact form of (5.13) is thus:

ba

éf :Zf—FAZf—i-pZ}TI (5.17)

The derivative of (5.17) with respect to time gives:

. RV =
Cr :Mff{F +GT — q}} + Az + pb—2 diag{z} ;' (5.18)
1
F = [FJEZ-H sz;l” . FK;HNf]T, T = [7']7\;[+1 7']7\;[+2 . .TﬁﬁNf]T, G =

diag{G,lj\}l#»l G,ZJ\}FFQ cee GNl+Nf}7
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5.3.1 Critic design

To assess the tracking performance of the AFM control of the agents, a long-term

performance measure is given as:

(1) = / T (C(0))do (5.19)

T
where T (t) = [T]Tvl 1 Yhgo - Thy Nf] is the long term performance measure, § €
(0,1) is the discount factor, 4 > 0 is the integral reinforcement interval, b({) =
D(Cni+1)" b(Cnr2)” - - b(Cnvign,)T]T is the binary utility function expressed as:

0 if Gi(t)* < hy
b(Gi(t)) = Veelt—T,1) (5.20)

1 if G(t)? > hy

where h; > 0 is a prescribed threshold. When the AFM tracking error (; is within
the prescribed threshold, b((;(t)) = 0; otherwise, b(¢;(t)) = 1. tracking performance.
The function (5.20) is widely employed for reinforcement learning in the discrete-time
domain [132], [133].

To derive the continuous-time Bellman error, the relationship between Y(¢) and

T(t — J) can be expressed as:

— 9+

T(t - 6) = /iﬁ =y (9))dd

=50+ [ 5 e

2371 (T(t) + be) (5.21)
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where b, = ftt_éﬁwb@(ﬂ))dﬂ is the cost value for [t — 4,t), b, =

T T T T :
D Vs UL, 1T with

b, = /t : B=5Eb(C(9))dv (5.22)

0 if G;(6)* <hy
- (5.23)

m(B—1) iG> h

Due to the fact that (5.19) encompasses the future system information, it is hard to
get the solution at the current time. To do away with such difficulty, a critic RBFNN

is deployed to approximate it introduced to approximate it.

T(t) = V."0.(Yo(t)) + ec(Yelt)) (5.24)

The estimate of T(¢) and T(t — &) learnt by the critic are described by:

T(t) = VTO.(Yu(t)) (5.25)
T(t = 6) = VIO,(Y.lt - 5)) (5.26)

The temporal difference error is calculated as follows:

A

E,=T(t)— BY(t—0) +b.
= VIAO(t) + b,

= VIAO(t) + b, + VIAO,(t) (5.27)

where V, = V, — V, is the estimation error, AO.(t) = [O.(Yi(t)) — BO(Ye(t — 6))].
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Consider the following cost function:
I.=-E'FE, (5.28)

To minimize (5.28), the gradient-decent technique is adopted which yields:

~ ~
c

Iy N T
Ve=—aA0(t) VCTA@C(t) + bc] —nea.V, — nea VY (5.29)

where a. = diag{acy, ,

Oleypa - - - acNﬁNf} > 0 is the matrix of the learning rates,

ne > 0 is a small parameter, v € (0,1). The terms —ncaclA/C — ncac‘A/C’Y are added to

(5.29) to improve its robustness and eliminate the need to guarantee the persistence

excitation condition [134]

5.3.2 Actor design

It is not possible to design a controller for the system (5.18) since the functions F
and G are not available. Therefore, the actor neural networks will be utilized to

approximate them as follows:

F =V 041 (Ya1) + €a1(Ya1) (5.30)
G = Va2 Ou2(Ya2) + €a2(Ya2) (5.31)

The estimation of F' and G learned by the two actor neural networks are thus:

F=Vr0,(Y,) (5.32)
G =V50um (V) (5.33)
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It is required that the actor network ensures that ¢y tracks ¢; with acceptable
accuracy, and minimize T(t) to the target cost value T4 = 0. The error in the actor

network is expressed as:
Ea = (+T(t) = Ya= ¢+ VIO(Y.) (5.34)

The actor cost function is defined as follows:

1
Ial - §EC,{1Ea1 (535)

By using the gradient-decent approach, the weight update law that minimizes

(5.35) is calculated as:

A ~ T ~ ~
Val - Clfal@al (}/;Ll) Cf + V::T@c(Y::)] - nalaal‘/al - 77a10la1Va71 (536)
where o, = diag{aalNl+1 Qaly,is - - O‘alzvlwf} > 0 is the matrix of learning rates,
Ne1 > 0 is a small parameter. The term —nalaal\zﬂ is included in (5.36) to enhance
its robustness.

Following the same procedure for designing (5.36), the weight update law for 17(12

is established as:

A~

~ T ~ ~
Va2 = aa2@a2(}/¢12) CfT + ‘/CT@C()/C)] - 77(1204@2%2 - 77(1204(12‘/;2 (537)

where gy = diag{aagNl 1 Qazy, s - - - Cazy, +Nf} > (0 is the matrix of the learning rates,
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Na2 > 0 is a small parameter.
Equation (5.18) can be rewritten as follows:
: - = A - . by . . 21
g :Mff{F—GT+GT—qf} +Azf+pb—1 diag{zs} 2/ (5.38)
where Gr = G7 — G7 is the neural network approximation error.

Evaluating (5.38) gives:

Mf_fléf =V10u(Ya) — XZLEQQQ(Y(ZQ)T O — i
-+ {€a1<Ya1> + GQQ(YG2)7—} + AMf—fl 5

b

by .. . -1 51
+ pb—i diag{zs} M} z; (5.39)

where Vag = VCLQ — Va2 is the weight estimation error.

The equivalent control command is designed as follows:

b

~ _ 22 _q
—VI0, (V) — pg—f diag{z,} J\/[f_f1 2

al

(5.40)

The reaching control command is included in the equivalent control command to

augment the leader-follower performance as follows:
1
T =Teq — 5[K1<f + K> sgn” ((y)] (5.41)

where K, Ky € R™*N  are constant diagonal matrices, sgn?((;) =

diag{SgHV(CNzﬂ) sgn”(Cnp42) - - -SgHV(CNwN,-)}a sgn”(Cr) = sgn(Cr)|¢rl, v € (0,1).
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By substituting (5.41) into (5.39), we have:

M} = =Vi0u(Yar) = ViiOus(Yao) T — K1y

— Ko sgn(C)IGs 1 + {en(Var) + eaalYao) } (5.42)

where V,; = Vi, — V, is the weight estimation error [T
T T T
[ l™ [Cmal™ - [y ]

Theorem 5.1 If Assumptions (1-4) are satisfied, given the critic neural network
(5.24) and actor neural networks (5.30) and (5.31), then the control law (5.41) with
neural network update laws (5.36), (5.31) and (5.29) guarantees that all the closed-
loop error signals are semiglobally uniformly ultimately bounded and the leader-follower
AFM can be achieved. Moreover, the closed-loop error signals are trapped within a

compact set defined as follows:

zmnd B (20) P (720) L e
Vol < i \/ o () \/muz) (c25) " o
Vel i \/ o () \/muz) (e) o

2

Vel < min \/ mam<ic>—1(<1—95>gl>’\/max&c)—l (i) | oo

Proof. Select the following Lyapunov candidate function:
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1 - 1 /-r -

Ufer qo N Ao fop g
g (Vo Vaa) + 5 (Vo 'V2)

A+ Lo+ Ly
where

L op—
Ly = §CJ?Mffle

1/~ - 1 /-~ -
Ly = 5 <Vaz£a;11%1> +3 (V(fga;zl‘/w)
A N
1o ()

One can obtain that:

Ll = C?Mffléf
= —(J K¢ — (T I sgn(Cp) ¢ = TV a1 (Yar)

- C;{‘N/GTQA@ﬂ(Yﬂ)T + C?EM(Yal) + CJTEaz(Yaz)T

Ly = (‘7504;11‘211) + (‘7(12@;21‘7@2)
= (ViogiVa) + (VAo V)
= _nalvaji‘/}al - 77a2‘~/a€‘7a2 - 77a1‘7a]11‘//\:171 - naz‘ZTz‘A/;é
+ (FVEAOM (Yar) + (F V5 AO(Yar)
+ V[ AOu (Yar) [‘/}(ZTA@C<Y;):|T

+ V5O (Yar) [V A, (Y.)]
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Ly+ Ly = =Cf KiGr — Cf Ko sgn(¢p) ¢ = ¢ ViiOar (Yar)
- C}FV@EA@ﬂ(Yaz)T + C}F%l + <?€a2
— 1 Vi [Var + Via] — N2V Vi + Vaol

- nal‘z:q[%l + V] — naz%[% + Vaol?

+ VEAOL (Ya) [V + Vo] 20.(Y)]
+ VEAG(Yar) [[Ve + VT AO(Y.)]" (5.50)
Considering Lemma 5.1, one has:
T Y 1 =001 Var
—_yr v, V' < ——= +y . _Val 51
YEURY, -0 Vao
_aVTVa Va’y<_— ut P .52
Na2 a,2[ 2 + 2] >~ 1+7V;2 "‘1_'_7 (55)
where
‘_/ B V1+V N V(ﬁ 14+ N %1(1 - Q)l/(1+«,) 1+
al = Va1 1 — (1 _ Q)l/(1+'y) 1 — (1 _ 9)1/1”
V= Vi 4 Va2 o + Vo (1 — o)/ (+7) Ty
a2 = Vg 1—(1— Q)l/(l—i-'y) 1—(1— Q)1/1+7

Substituting the inequalities (5.51) and (5.52) into (5.50) gives:
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K1+ Ko

Ly Ly < = (Anin(E1) = = 2) G = Amin ()G

Nal K1 l—o s
(T R Vol = na ( v, 2)
( 9 9 /€1f<62> H 1” Ui 11—1—7 H 1H
1ty
Na2 K2 ) =02 1—p ( ¥ 2) 2
J— _— — — ‘/(-1 - a Va
( 5 5 K1Kg H 2” Ui 21—1—7 H 2”
K1Ke + Kake = 19
THVCH + 9, (5.53)

where ||.|| is the Frobenius norm, ||AOu || < k1, [|ABw|| < k2, [|AB]| < ke, ||Vay |l <

- > =2 =2
Val, Hva2H S Va2, H‘/CH S Ve, €al S Eah €a2 S g(127 Qa = Ki}y + Kffy + 5(171 + GCLTQ +

%vg + %1@31 + %21}22, with v,1, Ve2, Ve, K1, K2, Ke, €41, and €,0 being bound
constants.

The time-derivative of L3 yields:

Ly =A (VP V) = A (VDo V)
GO A CXORR A
— ATV, = AV
—— AVTA0,(1) [VTAGL(1) + V26,1 + b

- ncAc‘N/cT‘Z: - ncAcf/cT‘/c - ncAcf/cT[‘Z: + ‘/c]7 (554>

Based on Lemma 5.1, we get:

N 1—0~ V.
_VCT[VC + V] < __Qvlﬂ <

5.95
14~ ¢ 1+~ ( )
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where

1+
V=V Ve (Ve =g
c— Ve 1— (1 _ Q)l/(lJr'y) 1 — (1 _ Q)l/lJr'y

Combining (5.54) with (5.55) yields:

Ly <= A me+ 11801 PITLI? = { Va1 20.(0)]?
m

1Al + el Vo F ANV = mee (I70F) * + Ve

1+~

< —nAl Vel + QellVell = mete (V) * + Ve

1 ~
< —{ncAc + A AOL - 5 IVl

1+7 [/ 2
V. Q7
C c — 556
—medeq o () + 5+ 5 (5.56)
where Q. = —A.(vek? + Kekp, + Neve), with ||be]] < Ky, .

Finally, the time-derivative of L is achieved as follows:

_/114—/12
2

a K ~ 1-—
— (77 - - = - “1“‘2) [Varll? = T (||Va1|| )
1+y

a. K 1 ¥
- (E — 2 /<o1f<é2) ||V;12||2 - 7]a21 ¥ (HVa2H2) 2

_ Kike + Iiglﬁ}c) HVHZ
C

- 2) G 1% = Aman(B2) I

Ly

1
2 2

1—p ~ 9\ 2 V. Q2
neheqs (I97) 4 55+ 5 (5.57)

The parameters A, > 0, A > 0, 19,7 > 0, 1,2 > 0, 1. > 0, and the matrices K; > 0,
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Ky > 0 are chosen such that the following inequalities are valid:

(Amm(m) itk 2) >0

2
1 (& C

Equation (5.57) can be simplified as:

L<—-QiL— QL% +Qs

where

2

2<@—ﬂ—/€/€> 2<@—@—/€/€>
2 2 172 ), 9 9 172 ),

1 K1Ke + Kake
2 (Ao + A2 — 5 — Dt T Flte
(77+ Fe =5 5 )}

0, = min{Z(Amm(Kl) _ e 2),

. -0 1—o
= min< 2 in(K2), 2001m——, 2040Me——,
< { (B2). 20ameq s 2aneq

7

(5.58)



Further one can achieve:

L<—pQiL —(1—p)QiL— QL% + O (5.59)

or

L<—QL—(1— QL™ —pQyL™> + Q4 (5.60)

where 0 < p < 1. If L > (1_%%, then (5.59) yields:

1

L<—pQiL— QL= (5.61)
Similarly, if L% > (I_Q%, then (5.60) gives:
L<-QiL—puQL™> (5.62)

By using Lemma 5.2, the Lyapunov function L will decrease in finite time and

converge into the following region:

| Q; 9  \™
Lgmm{u—mgf () } >0

Therefore, within the finite settling time T}, all the error signals in the closed-loop

system converge to the following regions:
. Q3 ) \/ ( Q3 ) e
<min{ |2 (—2——), (/2 —2— 5.64
E ¢ (2e) V2 (s (5.6
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Vol < min \/ o (- er) \/max&l)—l (a —Q§>Qz>liw o)
Vo] < min \/ o (e \/maX(/\Qaz)_l (=) | o0

Vo) < min \/ o (e) \/max&c)—l (5 —Q;j)Q?)HQW >0

Remark 5.2 Based on the definition of Q1, Qo and Qs, the regions of convergence
(5.64)-(5.67) can be made sufficiently small by selecting appropriate controller param-

eters Ae, A, N1, Na2, Ne > 0, and the matrices Ky and K.

5.4 Simulation Results

This section provides a simulation example to validate the performance of the Secure
Formation Maneuver Control protocol developed. The nonlinear dynamic model of

an ith agent is given by:

Gi + Ci (¢i, &) + Hi(qi) = Bi(mi) + Tas (5.68)
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where

' @i + 2 cos(qin)dan
Ci (4, 4:) =
4% + 24i2 cos(qiz)di
1 4 0.5cos(gi1) 0
Hi(q:) =
0 1 + 0.5c0s(g2)
sin(t)
Tdi =
cos(t)

The sensor deception attack is given by:

G = g + wi(t)g; = mi(t)q (5.69)

where

2cos(2t g;1) 0
mt)=1+w(t) =1+

0 3cos(2t gi2)

The MAS under this study consists of three leaders and four followers. The nominal
(target) formation of the agents is shown in Fig. 5.1. It consists of seven agents
of which the agents marked 1,2 and 3 are the leaders while the remaining are the
followers. From Fig. 5.1, it can be seen that the nominal configuration of the seven
agents is v; = [6 0], vy = [33], v3=[3 — 3], v4 =1[03],v5 =[0 — 3], vg = [-3 3]
and v; = [-3 — 3]. Adopting the approach discussed in [49], the stresses matrix is

calculated as:
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Figure 5.1: The nominal formation graph of the agents.
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(02741 02741 02741 —0.1370 —01370 0 0
02741 —0.6852 0 05482 0 0 —0.1370
02741 0 —0.6852 0 05482 —01370 0
Q= | 01370 05482 0 —0.7537 0.0685 0.2741 0 (5.70)
~01370 0 05482 0.0685 —0.7537 0 0.2741
0 0 —01370 02741 0  —02741 0.1370
0 01370 0 0 02741 0370 —0.2741]

The initial positions of the seven agents are given by ¢;(0) = [6 0]7, ¢2(0) = [3 3],
g3(0) = [3 = 3]", qa(0) = [L 4", g5(0) = [0 —2]", g5(0) = [-4 4], ¢7(0) = [-5 —4]".
The integral reinforcement interval is selected as 7 = 0.1, The controller gains are
selected as, A =20, p=2,b; =0.8, by = 1.44, v = 0.5, K1 = 25], and K, = 8I. The
actor neural network parameters are chosen as 7,1 = 7,2 = 0.2, a,1 = aue = 0.001,
the center w,; and w,s are selected between 1,0.5,...,5, the width of the Gaussian
basis function 7,; = 1,1 = 1, number of nodes in the hidden layer is set as 5, the
initial weights vector of the actor networks are chosen as W,;, = [0.1,0.1,...,0.1]7
and Wy, = [0.1,0.1,...,0.1]7. The critic neural network parameters are chosen as
n. = 0.5, a. = 0.001, the width of the Gaussian basis function 7. = 1, the center of
the receptive field c. is chosen between 1,0.5,...,5, number of nodes in the hidden
layer is as 5, the initial weight vector of the critic network is selected as W, =
[0.1,0.1,...,0.1] .

The simulation results are presented in Fig. 5.2-5.7. The reinforcement learning-
based finite-time fast terminal sliding mode control protocols capable of mitigating

the sensor deception attacks and the actuator backlash-like hysteresis are depicted in

Fig. 5.2. The tracking errors of the leader-follower MAS are depicted in Fig. 5.3. The
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Figure 5.2: The finite-time secure control protocols
evolution of the norm-2 of the weight vectors of the actor neural network for estimating
F and G are presented in Fig. 5.4 and Fig. 5.5, respectively. The evolution of the
norm-2 of the weight vectors of the critic neural network is shown in Fig. 5.6. The
various leader-follower AFMs of the MAS under deception attacks and backlash-like
hysteresis are shown in Fig. 5.7. It can be seen that the adversaries could not degrade

the formation of the agents due to the effectiveness of the proposed control strategy.
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Figure 5.3: The tracking errors of the followers.
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Figure 5.4: The norm-2 of weight vector of the actor neural network for estimating F'.
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Figure 5.6: The norm-2 of weight vector of the critic neural network.
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Figure 5.7: Various AFMs of the leader-follower MAS
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CHAPTER 6

SECURE FAULT-TOLERANT REINFORCEMENT
LEARNING-BASED PRESCRIBED PERFORMANCE AFFINE
FORMATION MANEUVER CONTROL OF MULTI-AGENT

SYSTEMS WITH SENSOR DECEPTION ATTACK

This chapter investigates the design of a novel prescribed-performance controller
for fault-tolerant secure optimized backstepping control using reinforcement learning
for affine formation maneuvering of second-order nonlinear multi-agent systems un-
der sensor deception attacks and actuator faults. The control objective is to ensure
that the leader-follower maneuvers are resilient in the event of deception attacks and
actuator faults. Linear transformation matrices are used to obtain various formation
maneuvers such as translation, rotation, scaling, shearing, and collinearity simulta-
neously. Whenever the desired formation maneuver changes, the dynamic motion
of the agents undergo new transient states before converging to the new formation
maneuver. In order to constrain the transient states of the formation tracking er-
rors to a predefined small set whenever the desired formation maneuver changes, a
modified prescribed performance function with finite settling time is introduced. The

optimal backstepping control laws are obtained from the approximate solution of the
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Hamilton-Jacobi-Bellman equation using reinforcement learning under the identifier-
actor-critic neural networks. The resulting control algorithm is simple and does not
require complex computations. Lyapunov candidate functions have been used to prove
the boundedness of the closed-loop system. Simulation results have shown that the
proposed controller can achieve various leader-follower affine formation maneuvers

regardless of the sensor deception attacks and actuator faults.

6.1 Introduction

The utilization of wireless communication networks amongst agents offers multi-agent
systems a particular edge in terms of simplicity, design cost, and efficiency [135].
Nevertheless, these advantages come at the expense of exposing the cyber-physical
system to harmful cyber-attacks such as deception attacks [136], denial of service
attacks [137], and random attacks [138]. The malicious signals injected by adversaries
into the sensors and actuators of cyber-physical systems can deteriorate the desired
formation pattern of the multi-agent systems and eventually destabilize them [139].
Therefore, secure and reliable control of multi-agent systems to track the desired
formation geometry requires urgent attention. As of now, a series of results have
been presented on the formation control of multi-agent systems subjected to denial
of service attacks [140], [27], [141], [142], [143] but the dangers of deception attacks
on the agent’s formation received little attention [144]. Thus, this chapter considers
affine formation maneuver control of multi-agent systems under deception attacks.
In addition to cyber-attacks, faults in the actuators of mobile agents can also

deteriorate control performance or even lead to instability of the system [145]. Ad-
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ditionally, in the context of the formation acquisition control of multi-agent systems,
the actuator faults in one agent can spread over nearby agents via the communication
network and impair the functionality of the entire system. Consequently, efforts have
been made to address this problem through fault-tolerant control such that the forma-
tion acquired by the agents is not affected by faults [146], [147]. Yet, no prior research
has addressed fault-tolerant control in the framework of affine formation maneuvering
of multi-agent systems.

In practice, the formation control systems are required to meet certain performance
specifications in transient and steady states [18]. The prescribed performance func-
tions have been successfully employed to achieve these performance requirements by
constraining the formation tracking errors to converge within a predefined small set.
Various formation control problems of multi-agent systems with prescribed tracking er-
ror performances have been reported in the literature [18], [148], [149], [150]. Nonethe-
less, the prescribed performance control for affine formation maneuver of multi-agent
systems is yet to be reported.

Another requirement for formation control is fulfilling control objectives with min-
imum energy consumption, which can be obtained by building a value function com-
prising formation tracking errors and control laws [151], [152]. The optimal control
laws are derived from the solution of the Hamilton—Jacobi-Bellman equation. Nev-
ertheless, due to the inherent nonlinearity of the Hamilton—Jacobi—Bellman equation,
it is difficult to obtain its solution in practice. This problem is usually tackled using
neural networks or fuzzy logic systems to compute the approximate solution of the

equation via reinforcement learning actor-critic framework. The authors in [153], [154]
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deployed reinforcement learning-based optimal control to stir nonlinear agents to track
the reference formation geometry. However, the schemes in [153], [154] have some im-
perfections such as requiring complex algorithms to update the reinforcement learning,
persistence excitation must be guaranteed, and the dynamics of the multi-agent sys-
tems must be available. In order to relax these conditions, a simplified reinforcement
learning optimized nonlinear control based on a simple negative gradient approach has
been proposed to solve the tracking problem of strict-feedback nonlinear systems [155],
[156], [157], [158], [159], multi-agents consensus problems [160], and formation control
problems [161], [162]. All in all, there are a few results about optimal formation con-
trol problems based on reinforcement learning. How to formulate an optimal control
method using reinforcement learning for leader-follower affine formation maneuvering
of nonlinear multi-agent systems is significant, which motivates this chapter.
Inspired by the foregoing discussion, this chapter is focused on the affine forma-
tion maneuver control of nonlinear multi-agent systems with prescribed performance
subjected to actuator faults and deception attacks. By utilizing the prescribed perfor-
mance function, an optimized backstepping control coupled with simplified reinforce-
ment learning on identifier-actor-critic architecture is proposed to realize the resilient
leader-follower collective affine formation maneuvering in the event of deception at-
tacks and ensure the tracking errors are confined within a predefined region. To the
best of our knowledge, this problem has not been addressed. The major contributions

of this chapter are summarized as follows:

1. The published results about affine formation maneuver control of multiagent
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systems [163], [21], [39], [51], [164], [44], [49], [50], [59], [45], [66], [165] have not
addressed the problems of deception attacks or actuator faults but this article

takes into account these issues.

2. Even though the affine formation maneuvering of nonlinear multi-agent sys-
tems has been studied in [163] using an adaptive proportional-integral-like con-
troller, our work proposes performance-constrained optimized backstepping con-
trol with a simple reinforcement learning technique that not only guarantees
leader-follower affine formation maneuvering but also resilient to deception at-

tacks and actuator faults.

3. From comparison 3), it is clear that the optimized backstepping control in this
article aims to solve a more challenging and rare problem, unlike in [161], [162],

[155], [156], [157], [158], [159], [160].

4. Compared with [18], [148], [149], [150], a new prescribed performance function
is presented, which can reset to confine the new transient states of the tracking
errors within a prespecified set in finite time whenever the reference formation

maneuver Changes .

6.2 Problem Formulation

Assumption 6.1 [49] Let p' = [¢}" q;"]" be the vector of the target formation maneu-
vers of the agents, with q; = [qi" ¢5" ... q§|" and qy = [N 1 dNyya - - qf,;Jer]T. In this

article, it is assumed that the leaders have obtained the desired formation maneuvers
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i.e g = q; and u; = uy. Therefore, the control design for the leaders will be ignored.
The control aim is now to realize qf — q} as t — Ty, with T, being a finite-time

settling time.

6.2.1 Dynamic models of the agents

The leader-follower MAS under consideration consists of N; leaders and Ny followers.

The leaders are governed by the following dynamic equations:

qi = U;

(6.1)
Di:ui, i:1,2,...,Nl

where ¢; € R?, v; € R? and u; € R?, i = 1,2..., N, represent the positions, velocities,
and control inputs of the leaders, respectively.
The followers are described by second-order nonlinear dynamic equations as fol-

lows:
(
¢ =
Ui = gi(qi, vi)U; + hi(qi, vi) + V(1)
(6.2)

g =aq+xi(t,q)

@izvi“—Xi(ta’Ui)a i:Nl+1,...,Nl+Nf

\

where ¢; € R? and v; € R? represent the positions and velocities of the agents, re-
spective, ¢; € R? and 9; € R? are the positions and velocities of the agents under

deception attacks, x;(¢,q;) and x;(t,v;) are state-dependent deception attacks sat-
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isfying x;(t,¢;) = wgq; and x;(t,v;) = w,,v;, with w,, and w,, are time-varying and
unknown, u; € R?, 4; € R? represent the faulty actuator, h;(q;, v;) € R? is an unknown
continuous nonlinear function, g; € R?*? is a diagonal matrix of unknown input gains,

¥;(t) € R? are the external disturbances.

Remark 6.1 As a result of the deception attack on the sensors, the original state
signals q; and v; are not available for control design. Therefore, the corrupted signals
from the sensors ¢; = (1 + wy,)q; and v; = (1 4+ w,,)v; will be utilized for the feedback

control design.

Assumption 6.2 [139] For the deception attack coefficients A, = (1 + w,,) and
Ay, = (T +wy,), 1+w, #0 and 1+ w,, # 0 throughout the duration of the attack.

This assumption means that the system will remain controllable during the attack.

Let Ay, = (1 4+ w,,) and A, = (1 + w,,). Then,

, i=N+1,...,N + Ny (6.3)

T_JZ' = Avivi
The model of the actuator fault 4, is described as [145]:
where u; € R? is the control signal of each agent, and §; = [0;1, d;2]” € R? is the vector
of bias fault, m; = diag{m;, ms»} € R**? is a diagonal matrix of control effectiveness

factors, and 0 < my;1, myz < 1 [145].
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Considering (6.3) and (6.4), (6.2) can be expressed as follows:

;

G = N, AL 4 Mg AL

+ Ay A o, i=N+1,...,N + N
\

Let’s define
a5 = [N Qvivn - Qupen,)
Uf = [T}],]\}l-i-l ,D],I\}l-i-Q e 17]7\}1+Nf]T
Ap = diag{AquH A(INZ+2 - 'A(INH»Nf}
A, = diaug;{Ale+1 szvl+2 .. .AleJer}
m = diag{my, 11 My42 .- - MNN, )

g = diag{gn, 11 gn+2 - - - NN, )
The global form of (6.5) is thus:
Gr = Ay tup + AgA gy
(6.6)

or = Aymgu + A0 + Ayh + A0 + Ay A oy
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Define the following error variables for the followers:
N
EZ:Zw”(ql—qJ), Z:Nl+1,,Nl+Nf (67)
j=1

where w;; is the stress weight as defined in (2.4.1).

and the compact form of (6.7) is given by [21]:

€f=Qﬁ%+Qﬂ%Zﬁﬁhr—PﬂﬁQﬂ®MMJ

:@Jw—@} (6.8)
where ef = [ef 5 ...e}, |7, and ¢} = (=005 @ [5)q as in (2.10).

6.2.2 Neural network approximations

In this paper, the smooth and continuous nonlinear functions derived from the design

of the proposed control strategy are approximated with radial basis function neural

networks (RBFNNs) as follows:

Zi= W (X)) + e(X)) (6.9)

where W; = [wy wys .. .wim]T € R™ is the weight vector, m is the number of nodes,
€;(X;) is the RBFNN reconstruction error, error satisfying ||€;(X;)|| < &, ®:(X;) =

[@;1(X;) Pia(X5) ... @i (X5)]T is the vector of basis function with:

_HXi — 1|

D1 (X5) :exp( 5 ) , k=1,2,....m (6.10)
T2k
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where 7y, is the receptive center of the Gaussian function, 7y is the Gaussian function

width.

6.2.3 Finite Time Prescribed Performance Function

The specified performance is attained by confining each leader-follower tracking error

g, t=N;+1,..., N+ Ny within the following preassigned boundary.
—0;Gi(t) <& < 6:Gi(t) (6.11)

where §, > 0 and §; are design constants, (;(t) : R* — R* is the prescribed perfor-

mance function characterized as a positive, smooth, and decreasing function.

Definition 6.1 [166] A smooth function (;(t) : RT — R™ is said to be a finite time
prescribed performance function if it is characterized by a) ¢;(t) > 0; b) G(t) < 0; ¢)

limy s, Gi(t) = Gis > 0; and d) For any t > ts, Gi(t) = Gis-
The finite time prescribed performance function proposed in this study is defined
by (6.12):

;

Ci(]? t= tn

Cl(t> - (CZO — Cis)exp <%s_tn)> + Cisy 0<t-— ln < Ts

Gis) t—t, > T,
\

t=N+1,...,N,+ Ny (6.12)
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where (;o > 0, (;s > 0, and x; > 0 are appropriately selected constants, T is the
preassigned finite settling time, and ¢, is the time at which the agents undergo new
transient states due to the change in target formation maneuver.

The inequality (6.11) can be transformed into an equality form using the following

error transformation:

e;=T (Z—) (6.13)

where e; is the transformed error, I'(.) is a smooth function and T' : (—§;,9;) —

(—00,00). The transformation function I'(.) is expressed as:
r (5—> ==& (6.14)
Gi 2 i~

The time derivative of the transformed error yields

€ = i(éi_%5i> Z‘:]\/vl‘i‘L---?N'l"i‘jvf (6'15)

1 or';
Ci O(ei/Ci) "

where h; =

To better demonstrate the important features of the proposed performance func-
tion, a simple example is presented in Fig. 6.1. This figure shows a state trajectory
g; tracking a target trajectory ¢. with sudden change in amplitudes at ¢, = 4 s and
t, = 8 s. The trajectory ¢; experienced new transient states at the time t =1t, =4 s
and t =t, = 8 s. It is required that ¢; settles at T, seconds after every new transient
state. The finite time performance function (6.12) is able reset and constrained the

new transient states of the tracking error e; whenever the amplitude of the target
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trajectory changes.

o Initially, t = ¢, = 0 and (;(0) = (o = 6. It is expected that as t grows, (;(t)

converges to ;s = 0.3 at t =T = 0.5 s. Then, (;(t) = (s for t > T.

o When there is a sudden decrease in the target trajectory at t = ¢, = 4 s,
t —t, = 0 and the finite time performance function reset to (;(0) = ;o to confine
the new transient state within the predefined range. As t grows (i.e t —4 > 0),
the finite time performance function decays and settles at t — 4 = 0.5 s. For

t—42>05s, G(t) = G,

e On the other hand, when the target trajectory suddenly increases at t = ¢, = 8 s,
t —t, = 0. At this moment, the finite time performance function reset such that
¢;(0) = G and begins decaying for t — 8 > 0 until ¢ — 8 = 0.5 s where it settles

at (;(t) = (5. Subsequently, for t — 8 > 0.5 s, (;(t) = (is.

Remark 6.2 Various performance functions that differ from (6.12) have been devel-
oped in the literature including (6.16) [150], (6.17) [167], (6.18) [168], (6.19) [169],

(6.20) [170], (6.21) [171], and (6.22) [172], and (6.23) [166]

Gilt) = (Gio — Giso) €' + Cino (6.16)
Gi(t) = Go eXp(i) + Gico (6.17)
Gi(t) = coth(kit + Kiz) — 1+ Gico (6.18)
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Figure 6.1: A simple example showing the performance of the proposed performance
function.

;

(Ci() - Czs) exp (%) + Ci& t < Ts
G(t) = (6.19)

<i87 t Z Ts
\

;

Goexp (ri (1= 725 ) ) i+ Gor t < T

G(t) = @; = Leos (_t> +1 (6.20)

<i57 t Z Ts
\

(6.21)
Gis: t> T,
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;

(6o - )

Gl) =4 x exp (1 — tan <ﬁ>> + Gisy < T (6.22)

Cisa t Z Ts
\

(

(CiO - Czs) (1 - TLS>KZ + Cim t < Ts
Gi(t) = (6.23)

Cisv t Z Ts
\

Remark 6.3 It is obvious that (6.16),(6.17), and (6.18) cannot converge to the pre-
defined steady-state within a specified finite time while (6.19),(6.20),(6.21),(6.22), and
(6.23) can converge within a specified settling time. However, (6.19),(6.20),(6.21), and
(6.22) have the problem of singularity at t = Ty. Moreover, the term (1 — Tis) mn
(6.23) is a first-order approximation of the Taylor-series expansion of exrp (—Tis> =
1 — &+ 1/2%—?2 — 1/67% + 1/24% + ..., and therefore (6.23) is less accurate. The
essential drawback of (6.16)-(6.23) is that when there is an abrupt change in the ref-
erence signal they cannot reset to accommodate the new transient state of the tracking
errors. Moreover, they cannot be employed for application in affine formation maneu-
vering of multi-agent systems where the dynamics of the mobile agents undergo new
transient states before converging to the new formation maneuver. This motivates us
to formulate a modified prescribed performance function that can reset at any time to

accommodate the new transient states of the tracking errors, and then converge to the

steady-state in a prescribed finite time.

Fig. 6.2 depicts the limitation of (6.16)-(6.23) when there is a sudden change
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Figure 6.2: A simple example showing the performance of existing performance func-
tions.

in the target trajectory. It can be seen that the trajectory ¢; becomes unstable at
t =t, = 4 s because the existing performance functions cannot reset to take care
of the new transient state of the tracking error. Therefore, the existing performance
functions cannot be used in applications where the agents undergo multiple transient

states.

6.3 Control design

This section proposes a reinforcement learning-based optimized secure backstepping
control for nonlinear leader-follower multi-agent systems with deception attacks and
actuator faults to be resilient and realize various affine formation maneuvers. The main
aim of the proposed controller is to guarantee that the closed-loop system is bounded

despite the actuator and the deceptive state signals injected by cyber-attackers.
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Lets define:

er=lef e5 . ..e%f]T

(s = diag{¢1/C1 G/ G- -Gy /v, }

hf = dlag{hl hg ce th}
The global form of (6.15) is given by:

e =hy(ep — Crey)

= hpQyy (Aqulvf + AN tap — d}) — Crhyey (6.24)

According to the backstepping approach, v,y will be treated as the intermediate
control input. Let oy be the virtual control. Then, define the error zy = vy — oy, and

its time-derivative is calculated as:

Zp =05 — Qg

= Aymgu + Aygd + Ayh 4+ Ayd + AyA vy — 6y (6.25)

For the purpose of designing the proposed control scheme, the error dynamics

(6.24) and (6.25) are transformed as follows [173], [174]:

er = T(qr,vp, Ny Ay) + vy

= T(qy, v5, Ay Ao) + 25 + (6.26)
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Zf :F(qf,vf,Aq,Av,u)—i—u—df (627)

where T(qf,vf,Aq,Av) = thff(Aqul’Uf + Aququ - q}) - thf&?f — Uy and

F(qr,vf, Ay, Ay, u) = Aymgu + Aygd + Ayh + A0 + AUAglvf — .

Remark 6.4 By transforming (6.24) and (6.25) into (6.26) and (6.27), respectively,
the problems of the unknown control coefficients are avoided. So, there is no need to
use the Nussbaum gain function [135]. Moreover, the common assumption that the
unknown input gain matriz g or the unknown control effectiveness matriz m is bounded
by known upper bounds has been relaxed. The unknown functions Y(qr, vy, Ay, Ay) and

F(qs,vf, Ny, Ay, w) will be approzimated with the aid of neural networks.

A performance index function associated with ey and ay is defined as follows:

e = | (e (n). ag(r)dr (6.29)

where rf(ef, af) = e?e §t+ offfpa # is the cost function. The optimal performance index

I*(ey) associated with the optimal virtual controller o} is given by:

1(es) = min ([ rotest. gt

afGH

:/t (efer + o af)dr (6.29)

where II is the set of admissible control inputs. From (6.29), the following HJB
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equation can be derived:

or* orr .
Hp(efvafv 8_6;> =rs(ep, ap) + a_el;ef = e?ef
or*
+ o o + ﬁ(Zf +ap+7T— q}) =0 (6.30)
f

where % is the gradient of I; along e;. Suppose the solution of (6.30) ex-

ists and is unique, the optimal control policy o} can be achieved by computing
« 0L *
8Hp(ef,af, ﬁ)/@af =0

1015 (eg)

af - 2 8ef

(6.31)

oI

Considering (6.30) and (6.31), it is clear that Be

is required to obtain the solution
of (6.30). Nevertheless, due to the unknown deception attack signals and strong
nonlinearities, it is impossible to solve (6.30). To achieve the control objective, RL
actor-critic framework is employed to obtain the approximate solution online.

*

. . ) . or
By using some mathematical manipulations, ﬁ can be expressed as follows:

ol (ey)
1 =2K 27 + I° 6.32
aef 1€f + + p ( )
oI (e
where IS = —2Ke; — 2T + %ff).
Inserting (6.32) into (6.31) gives:
* 1 0
= —Kpey =T — 51" (6.33)

Since the continuous functions T and [ g are unknown, RBFNNs are employed to
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approximate them in the following form:

T = Wi oy (Xy) + ex(Xy) (6.34)

1) = Wil ®, (Xy,) + er,(X1,) (6.35)

where Wy and W} are the ideal weights, ®y(Xy) and @, (X7,) are the vectors basis
functions, and ey(Xy) and €;,(X7,) are the RBFNN approximation errors.
Substituting (6.34) and (6.35) into (6.32) and (6.33), respectively yields:

a1y (ey)
86]0

= 2K e; + 2W5 &y (Xy)

+WiTe (X0,) + 6 (6.36)

af = —Kpep — Wi Oy (Xy)

1
— §W;;T<I>Iq (X1,) + € (6.37)

where €, = ex(Xy) + €7, (X, )-
The optimal control input (6.37) cannot be used because of the unknown weights
W5 and Wy . The identifier RBFNN is used to estimate the unknown deceptive signals

as:

T = WEdy(Xy) (6.38)

where Wy is the weight of the identifier, and T is the output of the identifier. The

RBFEFNN weight of the identifier W{ is updated online by:
Wy =T, (@T(Xr)ef - anT) (6.39)
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where I, is a positive-definite matrix and o, > 0 is a small constant.
To obtain the usable optimized controller, the actor, critic, and identifier frame-

work is developed:

~

Ol (ef)

5l = 2Kies + 2 Oy (Xy) + WDy, (X, (6.40)
f
~ 1.+
& = —Kpep — Wil @ (Xy) — §W;qT<I>Iq (X1,) (6.41)
8fq(ef) . . afq(ef) Tr% Trx . oy
where e, 18 the estimate of e, W and W, are the estimates of the critic and

actor weights, respectively.
Adding (6.40) and (6.41) into (6.30), the approximated HJB equation is derived

as:

—Kyep — Wil &y (Xy)
—IWTd, (Xy,)

—Kyep — WiT 0y (X7)

— W TP, (Xy,)
2K es + 2Wi Oy (Xy)
+ WD, (X,)

Zf—i-T

X | —Kyep — Wil dy(Xy) (6.42)

—%W;j@lq (X1,)

107



The Bellman’s residual error H,, is expressed as:

. ) ., or
H, :Hp<6f7afaa_€§) _Hp<6f7af78_€f) (6.43)
Considering (6.30), (6.43) becomes:
. )
i, = Hp(ef,af, a—ej) (6.44)

With regards to (6.42), it is desired that & realizes lffp =H, <€f, ag, %) — 0.

If H)(es,a%, 9L _ ensued, the following also hold:
p\Cfr Oy Oey
~x Ol
OpH, <3f’ ap ﬂ) 1

T = 5@3;<1>Iq(Waq ~W,,)=0 (6.45)

To derive the weight updating laws for Waq and ch to guarantee (6.45), a positive

definite function .S, is defined as:
Sp = (Wa, — W, )T (Wa, — We,) (6.46)

Clearly, S, = 0 is equivalent to (6.45). Noting that 095, /8Waq = —05, /6’ch =

2 (Waq— ch>, the time-derivative of .S, gives

Uy 05y, L IS0y O,
dt w7 owr owzr
S, _r . . .
- 7z o oy, (ko (W, = We, ) + kW)
__k 8igq ] O, ais*q <0 (6.47)
2 OWE W,
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The RBFNN weight of the critic is updated as follows:

W,, = —7e, 1,11, (6.48)

where 7., > 0 is a constant.

The RBFNN weight of the actor is updated as follows:

W,, =— o @, (’yap (Wa,, — W) + ’ychcp> (6.49)

where 7,, > 0 is a constant.
Using the approximate optimal controller (6.41), the error dynamics (6.26) can be

rewritten as:

ér=z+a;+ 7T (6.50)

A Lyapunov candidate function is selected for the es-subsystem as:

1 1.~ ~
Ll = §€?€f + QW%F(;lWT

QU R
+ §W§;WCP + 5Wg;wap (6.51)

where Wy = Wy — Wy, W,, = W,, — W;, and W,, = W, — W} are the RBFNN
weight errors for the identifier, actor, and critic networks, respectively.
Differentiating L; with respect to time and considering (6.39), (6.48), and (6.49),

one gets:
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Ll =cf (Zf —+ OAéjc + T) + W% ((I)gef - UpWT>
— ’YCPWCI;(I)%;(DL}WCP

o Wicbchlq <’Yap <Wap B WCP) + PYCPWCP>

Inserting (6.34) and (6.41) into (6.52), one gets:

. 1.
Ly =¢; (—erf — §W3;<I>Iq (X1,)

—Wg@T(XT) “+ ey + Zf)

+ WL (OFey = ol ) = 7, WL 4,11,

- Wg;q)zq)lq <7ap <Wap o WCP) + fYCpWCp>

Equation (6.53) can be re-expressed as follows:

. 1 A
L1 = — epref + Efe€Y + €rzf — §€?W3;(I)[q

— UPW%WT — 7ch£®£thff®Iqup
— W] 1y,

X (vap (W - W> + 7W>

By utilizing Young’s inequality, we have:

1 1

e?er < 56?6]‘ + 565@
1 1
e?zf < §e?ef + 52?27
1 Tyi/T < 1 T 1. T@T@ T
_§efWaq®Iq ~ Zefef + ZW(Z‘Z Iq Ianq
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Substituting the Young’s inequality (6.55) into (6.54) gives:

Ll = — Gf(Kp - 125)€f - UPW%WT
- ’YCPWS;(I)%;(I)L]WCP - %pWi(I)};(I)IqW%
+ (lyap - fyac)W(Zyé,};@IqWCp

1 1 1
+ Wa, 21,21, Wa, + Sever + 521 2

(6.56)

Noting that Wy = Wy — W{E,Wap = Wap — Wy, and ch = ch — Wi, the

following facts are valid:

. 1oors 1. 1
WEWy = 5W{WT + 5W{WT - §W§TW§;

~ ~ 1 ~ ~ 1 - ~
TxT T xT T xT
W] @1, We, = SWIO] @1, W, + SWI] &y, W,
1 * *
B 5 IPT(I)};(I)I‘ZWIP
WIOT b, W, = 20T ) Wi + 2T 0T B, W,
ap = Iq Iq ap_§ ap = Iq Iq ap+§ ap = Iq Ig ¥V ap

1

Wi, 01,20, W,
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Combining (6.57)-(6.59) with (6.56) yields:

Ll = — 6f<Kp - 125)€f - _WT W’r

- %WT ST D, W, —

LWL 1, W,
+ (lay = Yo Wi O @1, W, — 22 WL QT 01,1,

Yap LY 2 ;

+ <% + %) W;PTq)zq)IqW;p

1
+ %W;TW{; + =

1
T T
5 €TET + 3714

According to Young’s inequality, the following relationship is valid

- A 1 -~ -
Wa, @1, 21,We, = S Wo, &1, @1, W,

+ WT<I>£® 1

Cp

then

Ly = —ep(K, —1.25)e; — —W Wy
Voo (i, T T F ’ch T & T
- W] @1, W, — WLO] @1, W,
Yap \ 13/ T T :
J— ’ch — 7 chéqu)[qwcp

a 1 T T

+ (72 %P) WL &, Wi

Op ccreTerrs 1
+ ?pWTTWY + 5656‘1‘ + §Z?Zf
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The parameters K),,v.,, and 7,, are selected such that:

1 a
Ky > 1.25,%, > 5,7, > Y, > 721’ (6.63)
Therefore, based on the selected parameters, (6.62) becomes:
i = T i TR Teo virT®T & . 1R
1= — ef(Kp — 2)6f — ?WT W‘r — 7W0p®1q¢[qwcp
_ DT T g, i, 22T, 4D (6.64
7 ap ~ Iq I ap ézf Zf 1 : )

where Dy = (%32 + 52) Wil T @ Wi + W3 Wi + Lefer, which satisfies Dy < Dy
and D; > 0 is a constant.

After designing the optimized virtual control o, the next step is designing the
actual control u. Equation (6.27) can be rewritten with the approximate virtual

controller ol} as follows:

ip=F+u—a} (6.65)

A performance index function associated with z; and u is defined as follows:

L(z) = /t (e (7), u(r))dr (6.66)

where 7,(z5, u) = 2} zy + u"u is the cost function. Let u* be the optimal control and
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the corresponding optimal performance index I(zy)* is constructed as:

I*(2;) = min ( /t (), u(T))dT)

u€ell

= / (2 25 + uTu’)dr (6.67)
¢

where II is the set of admissible control inputs. The HJB equation associated with

(6.67) is given by:

L 0L oI}
Hv<zf,u ’8zf> =ry(2zf,u") + 8zfz
orx
= Ty F 6.68
= z; 2+ uu +8zf( +u— f> (6.68)

Following the same procedure as step 1, solving 0H, (zf, u*, gg ) JOou* = 0 gives:
R )

oI
=+ is expressed as follows:

To realize the control objective, the term o2

oI (zy)
8zf

=2C e+ 2K,zp + 2F + I° 6.70
f f v

where [3 = —2C,e; — 2K,z — 2F + alg_ijf)_

Inserting (6.70) into (6.69) gives:

1
u = —Cyep — Kpzp — F — 5]3 (6.71)

The unknown continuous functions F' and I can be approximated by RBFNNs as
follows:
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F=Wirop(Xp) + er(Xr) (6.72)

[SIW;;T(I)IH(XIU)—FGIH(XIU) (673)

where Wi and W; are the ideal weights, ®»(Xp) and ®;,(X7,) are the vectors basis
functions, and e€p(Xr) and €;,(X7,) are the RBFNN approximation errors.

Inserting (6.72) and (6.73) into (6.70) and (6.71), respectively gives:

oI (2y)
8zf

=20,¢e5 + 2K 27 + 2W;i & p(Xp)

+ WL (Xy,) + e (6.74)

ut = —Chey — Kyzp — W}TQJF(XF)

1. 1
— §WIUT<I>IU (X1,) + 5 (6.75)

where €, = 2ep(Xr) + €1, (X1,).
The optimal control law (6.75) is unavailable since the weights W and W7 are un-
known. To obtain a usable optimized control, an RL architecture using the identifier,

critic, and actor networks is constructed as:

F=WEop(Xp) (6.76)
I .
0 éizf ) _ 20, e5 + 2K, 2 + 2W O p(Xp)
f

+ Wy, (X1, (6.77)
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= —C’vef - KvZf - W;;T(I)F(XF)

1
2

Wal'd,, (X;,) (6.78)
where WF, W:,, and W;ﬂ are the estimates of the identifier, critic, and actor weights,

respectively, F and Mg—gf) are the estimates of F' and %, respectively.

The RBFNN weights of the identifier, critic, and actor are updated by the following

update laws:

We =T, (@F(XF)zf . O—UWF> (6.79)
W, = =70, 5 1,1V, (6.80)
Wa, == @f s, (7, (Wa, = We, ) + 70,000, (6.81)

where I, is a positive-definite matrix, ~,, > 0 and 7., > 0 are design constants, and
0, > 0 is a small constant.

A Lyapunov candidate function is selected for the z,-subsystem as:

1 o~ -~
+ QWTWCU + WL W, (6.82)

where Wr = Wi — Wi, W,, = W,, — W}, and W,, = W,, — W} are the RBFNN
weight errors for the identifier, actor, and critic networks, respectively.

Taking the time derivative of Ly and using (6.79), (6.80), and (6.81), one has:

116



Ly =

LQ = Ll + z? (F +a* — d’}) + VT/E <<I>}T;zf - O'UWF>
— ’}/CHWCIQ(I)E(I)[UWCU

- Wg;@g:,@Iv (P)/a'u (Wav - ch) + P)/C’UWC’U)

Inserting (6.76) and (6.78) into (6.83), one gets:

1.+
Ly +2zp| — Cpep — Kyzp — §W3;<I>IU (X1,)

~ WEQR(Xp) + e — &3] + Wi (9F2; — 0,V
— Yeo Wg;@i (I)[U Wcu

- W(;Z;(bﬂ(plv (’ya'u (Wav - WC’U) + ,yc’UWC’U>

Evaluating (6.84) yields:

Ly =Ly — 2;Che; — 2K, zf~|—zfeF zf&}
1 N - R
— 5% W, @1, — o, WEWE — 4, WEOT &, W,

- Wg;é};q)lv <7av (Wav - W%) + VCUWCU>

From Young’s inequality, we get:

1 1
zfeF §zf zZr+ = 5

. 1
T ~* AxT A x
—zpQy < §Zfo + 2af ay

6;6}7

1 1
—sz'vef < §Z?Cv2f + §€?Cv€f

1 g 1 1. A
— W, < Zz]?zf + ZW@@};@LJW%
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Substituting the Young’s inequality (6.86) into (6.85) yields:

Ly <L)+ %ejfc,,ef — 2p(K, — Cy/2 — 1.75) 2
— o WEWE — v, WEOT &1, W,
— Y, WEoT &, W,
+ (Yaw = Vo) Wi OF @1, W,

1. . 1 1o,
+ ZW@@?U@IUW% + 56;@@ + §afTaf

(6.87)

Using We =Wp — W, Wav = Wav — Wy, and ch = ch — Wy, the following

facts are valid:

R S PO |
WiWp = SWEWe + SWEWe — Wil Wi

~ A 1~ ~ 1.+ a
wrel o, w,, = ng o O W, + §W§ o7 05 W,

1

5 wWirel &, W
~ ~ 1.~ ~ 1., A
WEel o, W,, = §W§; 7 O W,, + §W,3; 7 O, W,,

1
— Wi 21,2, Wy,

Combining (6.88)-(6.90) with (6.87) yields:
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Ly <L) + ie?Cvef — zp(K, — C,/2 — 1.75) 2y

— SWEWe — S W] @1, W,
T T oT @, W,
- 2 ay = Iy I Ay

+ (’ya'u - WGC)WZ,¢£®IUWCU

WL 01, W,

a 1 T T

+ (77 + 72> WiToT & Wi

(oS | sy
+ ?WFTWF + §e£ep + §oszaf (6.91)

Based on Young’s inequality, one gets.

- " 1 ~ -
Wrel o, W, = §W3; O] O W,

1.+ ~
b SWIaE B0, (6.92)

By utilizing (6.92), we get:
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LQ S - efthff(Kp — Cv/2 — 125)€f
N %ng}p,q%, - %W{WT

_ %Wi@};q)[qwap — Z;‘cp (K, — Cy,/2 —1.75) z;

— W] 0 W, — W] 0] @, W,
Ov 3 I ay T T
= ZWEWe = (7, — 232 WIof @y, i,

Ya, LY oror i
— —— | W o, & W,
< 2 4) ay Iy Iv v
+ (% + 72) WiToT & Wi
Ov T * 1 T 1 A KT A% ~

The parameters C,,, K, 7.,, and v,, are selected such that

C,>25K,>C, K,—C, > 3.5,

L T
/YCLU 2 ) ’yav rYCv 2

Therefore, based on the selected parameters, (6.93) becomes:

Ly < —el(K, — Cy/2 — 1.25)es — %Wgcb};cb,qmp

- T - I

; Wl aT &, W,

— 2T (K, — Cyf2 — 1.75) 2z — %WEWF

W] 01, W, —

75” W T & W,, + D, (6.94)

where Dy = (2% + L) W;T0T &7 Wi + Wi Wi + Leher + 143575 + Dy, which
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satisfies Dy < Dy, and Dy > 0 is a constant.

The inequality (6.94) can be rewritten as:

7 min 0 T 117 7, minyy T
Ly < —\'efes — ngrv Wy — %Alq wrIw.,

ryt
_ h)\mZ"VNVTVNV . )\mzn T, Ov WTwalW
2 14 ap '’ ap Iy zf <f 9 \maz Fto F
r;t
T NP WIW,, — P, 4+ D 6.95
- 2 Iy Cy Cy 2 Iy Ay Ay + 2 ( . )

where A" is the minimum eigen value of (K, — C,/2 — 1.25), A7 is the minimum
. m/[/n . . . . T
Eigen value of (K, — C,/2 — 1.75), Aj"™ is the minimum eigen value of @7 hp€s;®;,,
A7"™ is the minimum eigen value of ®F ®;,, A7 is the maximum eigen value of T,
p

and A" is the maximum eigen value of T'; 1
v

From (6.95), one can obtain:

Ly < —DsLy + D, (6.96)

where Dy = min{2A}"", (0,/ )\?p_ai”), (Yep AT™)5 (Ve AT™),

2AT, (00 ATET), (Ve ALy (Ve AT -

Theorem 6.1 Consider the second-order nonlinear multi-agent system (6.6) with un-
known nonlinear dynamics under deception attacks and actuator faults. By using
the prescribed performance function (6.16), the error dynamics (6.24) and (6.25),
the reinforcement learning-based optimized virtual controller (6.41) and the optimized
overall controller (6.78) with identifier update laws (6.39),(6.79), critics update laws

(6.48),(6.80), and actors update laws (6.49),(6.81), then the tracking errors in the
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closed-loop system are bounded and the leader-follower affine formation maneuvers

are realized.

Proof.

Integrating both sides of (6.96) gives:

La(t) < e P Ly(0) + (6.97)

S|P
I
=)

For all t > T, the inequality (6.97) shows that all the error signals ey, 2y, W,
WGU,W%, VNVCU, WT, and Wy are semi-globally bounded in finite settling time within

a compact set defined by {Ls (%) : || L2(t)] < o}

Remark 6.5 It is obvious that increasing Ds or decreasing Do in (6.97) will aid in
reducing Do /D5 and subsequently makes the compact set smaller. This means that one
may select the parameter Ds large enough to make ey, 2y, V~Vap, Wav,ch, ch, VNVT,

and Wg sufficiently small.

Remark 6.6 Compared to the recent work of affine formation maneuver control of
linear multi-agent systems [56], this article considers the issue of affine formation
maneuver control of nonlinear multi-agent systems with preassigned performance. In
addition, our proposed technique is able to counter deception attacks and actuator

faults.

Remark 6.7 In [135], the authors used multiple adaptive laws to estimate the up-

per bounds of the attack signals A,,, A, ANy, AyAY, and AviA;il. Howewver,

qi~ v q; 7
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Figure 6.3: The leader-follower nominal formation topology.

the attack signals are usually time-varying and adaptive laws can only estimate con-
stants. In this work, by transforming the multi-agent system to the form in (6.22) and
(6.23), we used neural networks to approzimate the lumped functions Y(qf,ve, Ay, Ay)
and F(qp,ve, Ay, Ay, u) which have taken care of the time-varying attack signals and

uncertain dynamics.

6.4 Simulation results

This section provides a numerical example to show the efficacy of the proposed method.
The simulations are carried out on MATLAB/Simulink. The multi-agent system in
this study consists of three leaders (N, = 3) and four followers (N; = 4) interacting
over the nominal formation topology depicted in Fig. 6.3. The agents numbered
1,2, and 3 are the leaders while the remaining agents numbered 4,5,6 and 7 are the
followers. The nominal configurations of the seven agents are ¢; = [4 0], g2 = [2 1],

3=12—-1,q=[01],¢s=[0 —1], gs = [-2 1] and ¢ = [-2 — 1], and ¢ = [¢], ¢} ]",
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where g = [¢{ ,¢3,¢5]" and q; = [q{ . 43 . 05 . 47 ]"-
The target formation maneuvers of the leaders are described by the trajectories in
(6.98). Various maneuvers of the leaders’ nominal configurations can be obtained by

manipulating A(t) and b(t).

qt)=At)q+bt), i=1,...,N (6.98)

As par Assumption 6.1, ¢; = ¢;.
The motion of the followers is described by the following second-order nonlinear

multi-agent systems.

hi gin O Ui ;1 (t)
0; = + + (6.99)
hia 0 giz| |2 D;o(t)

’i:Nl+1,...,Nl+Nf
with

= +' (6.100)

where hi; = 2¢7 + vi1c08(qi1), hiz = 2q5 + vi2c08(¢i2), g = sin(2vi1), gio = sin(2v;),
;1 (t) = 0.12sin(t), and P;(t) = 0.11 cos(t), the loss of effectiveness faults are given
by mi1 = 0.9, m;; = 0.8, the bias faults are given by d;; = 0.1sin(2t)exp(—0.67t),
di2 = 0.1cos(2t) exp(—0.02t).
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The compromised sensor signals of the followers are given as:

L =N+l N+ N

U; = Avi V;

where A, = 1 — cos?(t) and A,, = 1 + sin(—3.46t).

The prescribed performance function is designed as:

(

\

2, t=t,
(2 — 0.2)exp (#) 102, 0<t—t, <1

0.2, t—t, > 1

(6.101)

where G0y = 2, Gioo = 0.2 k; =4, T, = 1 5, and ¢, = 10,12,17,23,29,31,and 33 s.

Whenever t = t,,, the prescribed performance function reset to (;(t) = 2.

The stress matrix is computed using the approach in [21] as follows:

—0.2878  0.7194 0 —0.5756 0 0 0.1439
—0.2878 0 0.7194 0 —0.5756  0.1439 0
Q — | 0.1439 —0.5756 0 0.7914 —-0.0719 —0.2878 0
0.1439 0 —0.5756 —0.0719 0.7914 0 —0.2878
0 0 0.1439 —0.2878 0 0.2878  —0.1439
0 0.1439 0 0 —0.2878 —0.1439 0.2878 ]

0.2878 —0.2878 —0.2878 0.1439  0.1439 0 0

A Gaussian function is chosen as the activation function of the radial basis function

neural network. Each of the identifier, actor, and critic neural networks contains five

nodes.

The centers of the identifier, actor, and critic neural networks are equally

spaced within [—3 3], [=5 5], and [—5 5], respectively. The widths of the identifier,
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actor, and critic neural networks are 1.5, 2.5, and 2.5, respectively.

The initial weights of the identifier, actor, and critic neural networks are chosen
as Wir(0) = 0.1551 & Wip(0) = 0.15x1, Wi, (0) = 0.2551 & Wiy, (0) = 0.25,1, and
WiCP(O) = 0.15x1 & Wi, (0) = 0.151, respectively. The initial positions of the leaders
and the followers are set as ¢;(0) = [4 0]7, ¢(0) = [2 1]T and ¢3(0) = [2 — 1]7.
q4(0) = [0.5 1.5]T, ¢5(0) = [0.5 — 0.5]7, ¢6(0) = [-1.75 0.75]7, ¢;(0) = [-2 — 2.4],
respectively, with ¢(0) = [¢1(0)", ¢(0)7,...,q7(0)T]" = [¢(0)" q;(0)T]".

The parameters of the optimized virtual and real controllers are given as K, =
308xs, Cy = 228x8, K, = 4lgyg, I'ry = I'r = 2348, 0, = 0, = 0.3, V4, = Va, = 0.5,
Yep = Ve, = 0.8

The simulation results are illustrated in. The reinforcement learning-based opti-
mized virtual and actual control protocols of the followers are given in Fig. 6.5 and
Fig. 6.6, respectively. These control laws protect the trajectories of the agents against
the severity of deception attacks and actuator faults. The protected time-varying
trajectories of the leader-follower multi-agent system are depicted in Fig. 6.6. The
affine formation maneuvering tracking errors together with the proposed finite time
preassigned performance function is presented in Fig. 6.7. It can be observed that
whenever the leader-follower formation maneuver is transformed, the system experi-
enced new transient states. With the aid of the proposed performance function, the
new transient states of the tracking errors are contained within the required range,
and they reached their steady states within the stipulated settling time. As shown in
Fig. 6.8, affine formation maneuvers of the followers and the leaders are smooth and

resilient to malicious deception attacks and actuator faults due to the utilization of
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Figure 6.4: Optimized virtual control protocols of the four followers.

our control strategy.

To demonstrate the benefit of the proposed faulty-tolerant anti-attack affine for-
mation control strategy, the affine formation maneuver control scheme developed in
[163] is implemented on (6.6). The control approach in [163] was not designed to han-
dle adversarial attacks or actuator faults. As a result, the impacts of the deception
attacks and actuator faults manifested as shown in Fig. 6.9. The followers could not
track the maneuvers of the leaders. Moreover, the followers collide with one another

and could not maintain the target formation shape as shown in Fig. 6.10.
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follower affine formation maneuvering.

Figure 6.8: Various leader-
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Figure 6.10:  Various leader-follower affine formation maneuvering with control
method in (Zhi et al. 2021).
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CHAPTER 7

SAFETY-GUARANTEED SECURE REINFORCEMENT
LEARNING-BASED AFFINE FORMATION MANEUVER CONTROL

OF QUADROTORS IN ADVERSARIAL ENVIRONMENTS

In this chapter, an actor-critic learning scheme is studied for safe leader-follower
affine formation maneuver control of networked quadrotors in the face of external
disturbances, sensor deception attacks, and injection attacks on actuators. The fol-
lowers aim to follow the formation maneuvers, such as scaling, shearing, translation,
and rotation, decided by the leaders. Motivated by increasing safety and performance
requirements during formation maneuvering, the dynamic states of the quadrotors are
constrained within the prescribed safety region. To ensure that the safety constraints
are not violated, a barrier Lyapunov function is put in place. Then, a distributed
sliding mode control with actor-critic learning is formulated to facilitate accurate
leader-follower affine formation maneuvers and reject malicious cyber-attack signals.
The input gains that arise from attacks might corrupt the control direction. The
Nussbaum gain function is coupled to the controller to tackle this problem. The actor
system is responsible for estimating the uncertain dynamics together with the mali-

cious attack signals while the critic network evaluates the control performance through
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the estimated long-term performance index. The overall stability of the closed-loop
system has been proven to be uniformly ultimately bounded using the Lyapunov
stability theorem. Finally, the simulation results demonstrate the capability of the

presented control method.

7.1 Introduction

In order to realize the required formation shape, a group of quadrotors requires in-
formation exchange among neighboring quadrotors through a wireless communication
network. As a result, the quadrotors are exposed to cyber-attacks such as denial of
service attacks, deception attacks, replay attacks, and false data injection attacks.
Several efforts have been made to secure the communication networks of multiple
quadrotors against harmful cyber-attacks. For instance, the authors in [142] proposed
a singular perturbation approach to realize the formation control of quadrotors sub-
jected to denial of service attacks. The authors in [175] focused on event-triggered
formation control of a group of quadrotors subjected to denial of service attacks. In
[122], the security formation control problem of multiple quadrotors facing deception
attacks was investigated. By considering false data injection attacks in the actuators,
the resilient control issue of a fleet of quadrotor UAVs has been solved in [176]. Nev-
ertheless, At this moment, publications on multiple quadrotor systems under cyber-
attacks are few. Moreover, no study has been reported on the formation control of
quadrotors under multiple types of cyber-attacks.

Even though the above control schemes can guarantee the acquisition of the de-

sired formation shape and stability of the quadrotors, the safety formation maneuver
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within a constrained working space is overlooked. Therefore, the motion (vertical and
horizontal displacements) of the quadrotors should be limited according to a defined
safety range to improve their reliability, health, and life span. When the safety bound-
ary is exceeded, the formation control performance of the system may be degraded,
which can lead to operation failure. The barrier Lyapunov functions are commonly
employed to prevent the violation of the dynamic states’ constraints in control design
[177]. In [177], barrier functions are utilized in the backstepping controller design to
ensure safe formation acquisition of quadrotors while all constraints are satisfied. In
[178], a barrier Lyapunov function is coupled with a prescribed performance function
for time-varying leader-follower formation control of quadrotors. In [179], a barrier
Lyapunov function together with a disturbance observer-based backstepping control
strategy is employed to achieve leader-follower formation of quadrotors. Up to now,
the formation control of quadrotors considering safety constraints is not being fully
investigated.

The reinforcement learning algorithm, as a burning research area, is an effective
intelligent approach capable of learning control policies without knowledge about the
system’s dynamics. The actor-critic architecture is widely deployed to solve rein-
forcement learning control problems [180]. Recently, the application of reinforcement
learning in the formation control of multiple quadrotors is gradually attracting re-
searchers [180], [181], [182], [183], [184]. The reinforcement learning method was used
to learn the formation control protocol for a group of quadrotors with actuator faults
in [180], [181]. The leader-follower formation tracking problem is addressed in [182] us-

ing optimal control technique through reinforcement learning. In [183], a distributed
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leader-follower formation control based on reinforcement learning is developed for
heterogeneous rotorcrafts. In [184], a reinforcement learning leader-follower optimal
formation control of quadrotor swarm with switching communication graph is studied.
Despite various publications on the reinforcement learning-based formation control of
multiple quadrotors, to the best of our knowledge, the reinforcement learning-based
distributed sliding mode formation control problem for multiple quadrotors with safety
constraints and multiple types of cyber-attacks have not been studied yet.

The process of acquiring the target formation shape in [185]-[184] can be broadly
classified as a bearing, distance, or relative-position approach. Each of the approaches
has its own merits and shortcomings. For example, through the bearing approach,
the quadrotors can accomplish scaling and translation formation maneuvers. On the
other hand, the distance approach can realize formation translation and rotation ma-
neuvers. Meanwhile, the formation shape described by the relative-position strategy
can achieve a translation maneuver. In order to accomplish formation scaling, trans-
lation, and rotation simultaneously, affine formation maneuver control strategy based
on stress matrix and affine transformation theory has been developed for multi-agent
systems described by time-delayed linear dynamic equations [63], second-order inte-
grator dynamic equations [21], [47], [186], triple-integrator dynamic equations [39],
high-order linear dynamic equations [49], [56], and second-order nonlinear systems
[163]. Designing formation maneuver control for multiple quadrotors using the stress
matrix and affine transformation theory will give more freedom of maneuverability to
the quadrotors. Therefore, affine formation maneuver control of networked quadrotors

needs urgent attention.

137



In view of the foregoing discussion, this article aims to investigate the leader-
follower affine formation maneuver control of networked quadrotors subjected to ex-
ternal disturbances, sensor deception attacks, and actuator injection attacks. By
considering the safety and physical limitations of the quadrotors, their dynamic states
are constrained to operate within a safe workspace. To prevent violation of the safety
constraints, a barrier Lyapunov function is involved to guarantee the safety of the sys-
tem. Then, the actor-critic learning-based distributed sliding mode control technique
is designed to aid the leader-follower formation maneuvers of the quadrotors within
the prescribed workspace while mitigating cyber-attacks. The key contributions of

this chapter are summarized as follows:

1. By utilizing the properties of affine transformation and stress matrices, various
collective affine formation maneuvers of the networked quadrotors such as scal-
ing, translation, rotation, shearing, and collinearity can be accomplished con-
trary to [185]-[184]. Moreover, the quadrotors in this work have more freedom

of maneuverability.

2. Safety-guaranteed leader-follower affine formation maneuver control problem of
multiple quadrotors under sensor deception attacks and actuator injection at-

tacks is addressed for the first time.

3. Compared with the works in [175], [122], [176] where the problem of input gains
induced by the attack signals was not considered, this article addressed this
problem by integrating the Nussbaum function into the proposed controller. As
such, the proposed controller doe not require any prior information about the
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signs of the input gains induced by the attack signals.

4. Contrary to [180], [181], [182], [183], [184] where the learning-based controllers
are in the form linear quadratic regulators, this paper proposed a distributed

sliding mode control approach equipped with learning mechanism.

The remaining sections of this chapter are organized as follows: The preliminaries
and the problem formulation are given in Section 7.2, the proposed control strategy

is developed in Section 7.3, the simulation results are presented in Section 7.4.

7.2 Problem Formulation

7.2.1 Quadrotor Dynamic Model

The quadrotor is a six-degrees-of-freedom system with four control inputs. The de-
tailed principle of the operation of quadrotors can be read in [187]. Assuming that
the quadrotor framework is rigid and symmetric, and the center of gravity coincides
with the body-frame origin, the dynamic equations of the displacement and rotation

of the quadrotor are as follows [187]:
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(bi :I_ _(Iy — Iz)z/zzé’z — algzﬁ? — I,,QQz + ZUQZ] + Am‘ (71)
b = (1 = L) — 0a? + 1,06 + zu&} + Ay (7.2)
g L
1 . )
Vi =7 _(Ix —1,)0:0; — a3¢¢2 + lU4z} + Ay (7.3)
T __dati + (cos ¢; sin 0; cos; + sin ¢; sin wl)&—i— JAN (7.4)
m
i __ 95Yi + (cos ¢; sin 0; sin; — sin ¢; cos 1/11)%-1- Ay (7.5)
m m
% __d6% + (cos ¢; cos (91-)E 9 + A, (7.6)
m m

where x, y, and z denote the position of the quadrotors in the earth frame, #, ¢, and
¢ represent the roll, yaw, and pitch angles, respectively, Ay, Agi, Ayi, Agiy Ay, and
A, stand for the unknown time-varying external disturbances, [ is the length from
the center of each actuator to the center of mass, I, is the propeller inertia, I, I,
I, are the moment of inertia along the x, y, and z axes, respectively, g represents the
gravitational acceleration, ay, as, as, a4, as, and ag stand for the drag coefficients, uy;,
Uoj, Us;, and uy; denote the control inputs.

The three-degree of freedom translational equations of the N quadrotors are given

by [188], [189], [142]

m

. asy;

i = — i+ Ay 7.8
Y m T+ Uy + Ay (7.8)
ZZ = — a6zi —|— uzi + Azi (79)

m
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where

Ug; =(coSs ¢ sin 0; cosh; + sin ¢; sin ;) X
m

uy; =(cos ¢; sin 0; sin1h; — sin ¢; cos 1/’i)j

u .
U =(cos ¢; cos 92-)j _9
m m

Assuming that the quadrotors are flying at the same altitude, the translational

equations of the quadrotors in two-dimensional space can be written as [190], [191]:

G = Tiai @) +ui + A (7.10)

where ¢; = [z; yi]T € R?, w; = [ugi uy)? € R Yilgi, ¢) = [~ — %]T € R%

m

Ai - [Am Ayi]T € RQ.

Remark 7.1 The dynamic states of the quadrotors in (7.10) are constrained in the

following compact sets:

|£Uz’ Kei
|g:| = < (7.11)

where ke; > 0 is a constant. The compact set (7.11) specifies the region of safety

operation of the quadrotors.

Assumption 7.1 Let q be the target position of each quadrotor. It is assumed that

q! is bounded as
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47| = < (7.12)
and its 1st and 2nd derivatives are bounded as follows:
, | ) IT; Kei
|¢:| = < (7.13)
) | %) Iy Kei
Gi| = < (7.14)
|3 I Fei

where II; > 0, I, > 0 and I} > 0 are constants,

The two-dimension translational equations of the quadrotors in the face of cyber-

attacks are given as:

Gi = Yi(qi, ¢;) + u; + A,
G = q; +6:(t, q) (7.15)

w; = hyu; + }_l’i(tu ¢, i)

Ve

where §; € R? is the vector of the compromised states, %; € R? is the vector of
the compromised control inputs, d;(,q;) € R? is the vector of the deception attack
signals, h; = [hy; Byi]T € R? is the vector of time-varying injected attack signals, and
h; = diag{h,; hy;} € R2*?

The deception attack signals can be described by state-dependent function as

0i(t,q;) = ri(t)q; since they are mimicking the state variables, where k;(t) € R**?
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is a time-varying weight. Thus, the quadrotor states corrupted by the deception at-

tacks are given as:

4 = g + ki(t) ¢ = i(t)q (7.16)

where ¢;(t) = (1 + k;(t))

Remark 7.2 As a result of the attack, the actual state variables q; are no longer
available. therefore, the contaminated state variables ¢; will be utilised for control

design.

From (7.16), we have:

G = Pigi + 0idi (7.17)

G = $iti + 204 + i (7.18)

Noting that ¢; = % and ¢; = % [cjz — gbi%} and (7.15), (7.18) becomes:

o G P L i
¢ = Pi— +2— {%‘ - %a}

+ 0iTi + @iAi + pihyu; + @b (7.19)
The quadrotor systems under the cyber-attacks could be expressed as:

G = Ti + giug (7.20)
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where T; = Qbi% + 2% [Cjz - Sbi%} + @Y + @iAi 4 @ihy, and g; = @b,
Remark 7.3 The N quadrotors in (7.20) can be partitioned into two groups: the N,
leaders and Ny = (N — N,) followers.

Let ¢ and ¢y be the vectors of the N; leaders and N followers, respectively. Then:

G=1d & - -av)" (7.21)

v

The configuration of the N quadrotors which consists of their positions in two-

dimensional space under cyber-attacks is thus:

i=[ gl =1 & - " eR?Y (7.23)

Remark 7.4 [t is essential to design a control law that can maintain the healthy
states of the quadrotors within the safety constraints (7.11) even in the presence of

cyber-attacks.

Assumption 7.2 [192], [49] It is assumed that the N; leader quadrotors are already
controlled to acquire the desired formation maneuvers. In this sense, the control

procedure for the leader quadrotors will not be discussed.

Definition 7.1 [1953] Given a continuous function H(s) : R — R that satisfies:

limy o0 SUpT fot N(¢)ds = 400
(7.24)

limy mf% fg N(g)ds = —o0
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then H(s) : R — R is a Nussbaum function. Many functions satisfy the condition in

(7.24), for instance, ¢2cos(s), 5 cos(1/2 <) and ¢2sin(<).

Lemma 7.1 Define the smooth functions L(t) and ¢(t) over the range [0, ty) with

L(t) > 0, H(s) is a smooth Nussbaum function. The following inequality holds:

L) <7+ e / O + 1t (7.25)

where 1 > 0, 19 > 0 are constants, g(.) is a time-varying function, then, L(t), <(t),

and fotg(.)N(g)g'dt are bounded over [0, ty).

7.2.2 Radial Basis Function Neural Network

Radial basis function neural networks are commonly employed to approximate any

smooth and continuous unknown term as:

T =W'e(x) +e(x) (7.26)

where y is the input vector, W = [w; ws ... w;]T € R¥ is the weight vector, k number
of nodes in the hidden layer, ¢(x) is the approximation error and ||e(y)| < € with
g >0, O(x) = [01(x) O2(x)-..O(x)]" represent the basis function vector with

entries ©;(x) given by

©;(x) = exp (—”(X;—me> ., i=1,2,...k (7.27)

)

where zi; and B, denote the center and width of the Gaussian function, respectively.
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7.2.3 Barrier Function

A barrier function is widely employed to guarantee the safety of dynamic systems [194].
The barrier function tends to infinity when it reaches the barriers of the specified safety
constraints, but never violates the constraints [195]. This property is utilized to design

control laws that keep dynamic systems within the safety barriers.

Lemma 7.2 [195] Suppose a Lyapunov candidate function L(z) complying L(z) —
o0 as |z| —> ¢, is deployed to ensure that the state-variables boundaries are not

transgressed. Let the Lyapunov candidate function be chosen as follows:

1 2
L(z) = §log ¢

s (7.28)

where ¢ is the constraint on z. It can be proven that L is positive definite and

continuous within the set |z| < ¢. The control policy is developed to meet L<o.

Lemma 7.3 [196] For any constant ¢ > 0 and z € R meeting |z| < ¢, one get

c? 22

logc2 — < (7.29)

22 c2 — 2

7.3 Control Design

The main objective here is to develop an intelligent learning control method to ensure
the safe formation maneuver of a system of quadrotors and shield them against harmful
cyber-attacks. Considering Assumption 7.2 that the leader quadrotors are already

controlled, only the control of the followers will be discussed. The distributed sliding
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mode surface of the followers’ affine formation maneuver tracking errors is designed

as:

j=1 7j=1
N t
+T0) si(G— @) + FQ/ si;(Z; — E;)dt (7.30)
j=1 0

where I'y > 0, T’y > 0 are constant diagonal matrices, the function Z;(¢) is design as:

N N
Ez(t) = [Z Sij tanh“ (quz — (\jj) + Z Sz’j tanh‘2 (dz — ij)] (73].)
j=1

J=1

where 1 < 11 < 2, and 15 > 11

The compact form of (7.30) can be expressed as:
— . t
G =iy — ap) = 2(0) + Tuzg +Ta [ g (7.32)
0

where zp = Q¢ ((jf — q;‘i), q; = —(Q;;Qfl(g[g) ¢ and ¢} = —(Q;;Qﬂéblg) {i represent
the target formation of the followers and its first-order derivative, respectively, and

=, — [:T =T =T ]T
._4f — _:Nl+1 ‘_‘Nl"'—l .. ‘._‘Nl"’_Nf

The main objective here is to achieve:

tim (i () — (1)) = 0 (7.33)

t—o00
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Differentiating (7.32) with respect to time gives:

(= Qyy (c'jf — éj}) + T2+ ToZy

= Qs (Ty +ppup — G +TiQ5p ¢ + ToQ7 1 Ey) (7.34)

— T T T T _ T T T T

T T T T
[uNl+1 /U/Nl+2 e uNl+Nf]

From (7.30), we know that ¢; = [(,; (,i]”. Then, define a barrier Lyapunov function

for the tracking error system (7.34) as follows:

Nl—i-Nf 02 02
—_ 01 xi yi
Ll_fo‘Z 5(024_@."’_02'_ 2') (7.35)
i=N,+1 xi xi yi yi

where c;; > 0 and ¢,; > 0 are chosen to make sure that the states’ constraints are
not violated. From Remark 1 7.1 and Assumption 7.1, we set c¢,; = ko — II; and
Cyi = ke — 11,

Differentiating L, with respect to time gives:
Nl+Nf

Ll _ Q;} Z szCm + 2§yigyi2 )

2 _ 2 _
i=N;+1 Cei Cm Cyi & Yyl

Ni+Ny C )

— Q_l sz Cyi o

B f . Ciifcii C?ﬂ‘*Cfn' ;
=N+l Cyz‘
N+Ny

~_4 T

=Q; > 0f¢ (7.36)

’Lle-‘rl

T
where O; = { Cai Cyi } :

2 2 2 2
Cziiczi cyiicyi
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Equation (7.36) can be rewritten as:
Ly = 03 Q55¢s

= 0; (Tf +opup — @5+ Qg2 + F2Q}}Ef> (7.37)

The control protocol for the quadrotors with loss of direction as a result of the

actuator attack can be designed as:

B . Tf"'r?,gf‘f‘%Of‘l'FlQ;}Zf
uf - (pf - -
+F2§2]7J}Ef — Q;}q‘;;
up = N(cs)uy
T4 3¢+ 20, +11Q71 2
¢ = OF o 1 (7.38)
+F2Q;;Ef — Q;}q‘;

where I'3 is a constant positive definite diagonal matrix.

Remark 7.5 the control input uy suffered from loss of direction as a result of the

attack gain @y. The Nussbaum function N(sy) is employed to tackle this problem. The

control input uy s the corrected signal.

Remark 7.6 The control protocol (7.38) cannot be applied to the quadrotors directly
because of the loss of control direction and the unknown vector Tf. Therefore, the
design of actor-critic reinforcement learning scheme that will make (7.38) useful and

meet the control objectives will be explained later.
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7.3.1 Critic design

The critic network is designed to assess the performance of the present control action
and produce punishment /reward signals for adaptive learning. The critic network is

designed using the neural network. Define a long-term cost function as:
J(t) = / e & A(7)dr (7.39)
t

T

where J = [J{ 1SR4 Jien, )T, @ > 0 is a constant used to discount the future

cost, A(t) is the current cost function expressed as:

A(t) = Q¢ + uj Ruy (7.40)

where () and R are constant positive definite matrices.
The long-term cost function (7.39) contains future system information coupled
with the compromised variables, so the solution is difficult to calculate. Thus, the

critic neural network will be deployed to approximate .J as
J=W,"0, (x.) + e. (7.41)

The critic neural network estimate of J is given by:

~

J=Wre, (x.) (7.42)

where W, is the weight estimate of W..
The continuous-time temporal difference error is obtained as:
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where V stands for the gradient operator.

Define the temporal difference error objective function as:

1
Ec:_ T c
2QCQ

The weight update rule of the critic network is derived as follows:

X 0E.

do.
Wc = —O0caryr
7w,

oW,

= _Uch<t)

OIA(E) — (1/a)J(t) + J(t)]

- _O_CQC(t) 8W

= _Ucch(t)

= —o. (A(t) + W, B) B

where o, > 0 is the learning rate, § = —% + VO,.x..

Design a Lyapunov function L, for the critic network as:
Le= W, W

Using (7.46) and (7.47), one gets:
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Lo = WIW, = WIW,

= —o WE (At + WEB) B (7.48)

At the end of the reinforcement learning, the weight update law (7.46) will mini-

mize the objective function (7.45) such that o, — 0 and é — J. It follows that:

O, e :
A(t) = W, =5 + =~ VIx,
[0 (6%
@C C .
=W, T2 45 (W70, (xe) + 20) Xe
(0 (6%

where €, = €. + VecXe, ||€cll < €cmax, with > 0 being the upper-bound.

Putting (7.49) into (7.48), one achieves:
L.=—o W} (Wc@c + ec> g

= _UcﬁTﬁWCTWc - UchTecﬁ

T
< —MWEWC i ﬁefec
2 2
T
A A P (7.50)

7.3.2 Actor design

The information about the lumped function Y, is unavailable due to the existence
of cyber-attacks, unknown external disturbances, and uncertain dynamics. The actor

neural network is deployed to approximate T as follows:
T;=W,"0.(xa) + ¢a (7.51)
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The actor network’s estimation of Ty is thus:

A

Tf = W.BOa (Xa) (7.52)

The current weight estimation error of the actor network is:

T, =WrS, (aim) (7.53)

where Wa =Wy — Wa.
Let J; = 0 be the desired cos-to-go in the actor network. The error between J and

Jd is:

=J—Ji=J (7.54)

The total of the errors in the actor system is expressed as:

~ A

0a =T+ K,J (7.55)

where K, is a diagonal gain matrix. The weight update law of the actor network is:

A oF,
W, =—0,— (7.56)
oW,
where g, > 0 is the learning rate,
1
E.= 7 . a
5 Y

OB OB 000y (3,4 k,)e
oW, 004 OY; OW, A
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The fact that T ¢ is unknown, the weight update law is rewritten as:

A

Wa = =0, (W0 (xa) + Kud ) O,

Select a candidate Lyapunov function for the actor network as follows:

The time-derivative of L, yields:

Ly = =070, (WSO, (xa) + Ko J)

Considering that J = W, 70, (x.) + WO, (x.), we get:

<2 (w,me,) w,e +2(WT@)TVVT@

Inserting (7.60) into (7.59), one has:

Lo =~ 070, (W,76, (xa) ~ W16, (xa) + Ko

N - 2
== 0, W, 00,704 (Xa) + 0a | Wal| 10all*

- aaWaT@aKaj

5 - 2
S - UQWE@QWQT@CL (Xa) + Uﬂ« Wa H@CLH2

2 o, ~
07 + % KT8, )

IA
|
ISIICISIENIN

W,

- 2 o

| 10l + 22 e e
W,

2
2
16al
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(7.58)

(7.59)

(7.60)
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+oulc B (117 0. + W,

2
||@cu2)

2
5 2  Oq 2 2
Wa ||®a|| + E ||WaH ||@a||

:—O’a

2
+‘7aK;FKa W. ||66||2+0aK;FKaHW0H2||66H2

Using the actor estimation in (7.52), (7.38) becomes:

W20, (xa) + Ts(s + 105 + 1105 12y

up = @y ) )
+FQQ;}Ef — Q;}éj}i
up = N(Ss)iy
o Wid0a (xa) + Tags + 504
0
Sf f

N—1 N—1—= N)—1 %
Ty 2y + Dol Sy — Q4 G

Equation (7.37) can be evaluated as follows:
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Ly =O0F( =< — <+ OF o uy

Wg (@aXa> + Eq — q* + Flﬂilz'f

n O? f If
+T505 1y

= ¢+ prN(Sp)sy

i OT Wg (@aXa> + Eaq — Q; + Flﬁf}zf
f
+050; 15
o WX, (Xa) + sy + 105
— Y

+00Q 25 4+ Do B — Q515
1 ~
= —OfTs(s — 50705 + Of W04 (xa) b

+ OFeq + [rN(sp) + 1J¢s

Consider the following Young’s inequalities:

wO?Of i 535(1
2 2w

O?ga <

w0707  WTe,er'w,
_|_
2 2w

_O?Wg@a (Xa) <

where o > ( is a constant

Using the inequalities above, (7.64) gives:

. 1
iy < —0TTag; + 070, (w - -) "

2 2w

T
N €, €a
2w

+ [0 N(sp) + 1]r
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For w = %, we have:
Ni+Ny 2 2
7 xi yi
Ly < —Anin(T'3) E (CQ 2 + = 5 )
i=N,+1 Tt xl Yi Yi

W20l [leall? :
N 1 7.68
+ o + 5 + [0 N(sp) + 1]ss (7.68)

Theorem 7.1 For the system of full states’ constrained quadrotors, (7.20) facing
multiple threats from deception and injection cyber-attacks, under Assumptions 7.1 and
7.2, by designing the safety-guaranteed secure reinforcement learning control law (7.63)
together with critic learning (7.46) and actor learning (7.57), the scheme can ensure
that (a) the negative effects of the cyber-attacks are diminished; (b) the state constraints
are not violated and the quadrotors maintain operation within the safety boundary; (c)
the tracking errors in the closed-loop system are bounded within a compact set; and

(d) the leader-follower affine formation maneuver of the quadrotors is realized.

Proof. Choose a Lyapunov function candidate as follows:

L=L+L,+ L, (7.69)

where Ly, L., and L, are defined in (7.35), (7.47), and (7.58), respectively.

By differentiating L with respect to time, we have:
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N1+Nf

. 2
L S _)\mzn(r?)) Z (CQo jZCQ‘

’L'=Nl+1

~ 1
I, el (0 - 5 )

~ Oc
— Wl (S8 = oullKalPlee]?)

2.
yr
+ = 2)
ce. — (4.
y y

2 2 Oq 2 2
+ al [ Ka|* [WelI” [|O + 5 [IWall™ 1Ol

H €emax|” + o

I a||

Based on Lemma 7.3, one can gets:

2

2

+ [0 N(p) + 1]<s

Tl

C>.
2 2 — A2
Coi — Cxi C

T

C

2
Yt

&

Log[ 5

Coi

2
yi :|<
Yt

Equation (7.70) can be simplified as:

where

2

Yl

2
Yl

L <L+ hy+ [ppN(sp) + 1)¢;

2Amin(L'3), 2H@aH2 (Ua -

hi = min

2)

2(%1811° — oal| Kal*|©c]1?)

hy = gl Kl [Wel* €] + 2

g,
+ 5 ll€c.maxll” +

lal?
2w
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and

1 >0
Og — =—
2w

Oc
(21812 = all KalPl©c]1?) > 0

Integrating (7.73) over the interval [0 ¢] leads to:

t
L) < %+ L(0)e Mt 4 et / IN(S) + 1]ce™dr (7.74)
1 0

Selecting hs as the upper-bound of e~ fOt[N(g) + 1]¢em™dr, we achieve:

L(t) < = + L(0)e ™" + hy (7.75)

Based on the inequality above, the tracking error signals will in the end remain in

the compact sets defined by:

hai ) )
[ Gasll < C:m'\/l e G (7.76)
hai ) ,
6l < ey 1 — 2 (et ) 777
—_~ h2
[Wall < \/2 (h_1 + hs + L(O)) (7.78)
— ho
[Wel < \/2 (h_l + hy + L(O)) (7.79)
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Figure 7.1: The nominal formation of the quadrotors.

7.4 Simulation results

In this section, simulations are given to highlight the validity of the developed control
method.

The parameters of the quadrotor model are obtained from [187]. The nominal for-
mation of the quadrotors is depicted in Fig. 7.1. The formation group comprises three
leaders (N; = 3) and four followers (Ny = 4). The quadrotors tagged (1,2, &3) and
(4,5,6&7) represent the groups of leaders and followers, respectively, with correspond-
ing nominal positions given as n; = [1 0], o = [0.5 0.5], n3 = [0.5 — 0.5], n, = [0 0.5],
ns = [0 —0.5], g = [—0.5 0.5] and n; = [-0.5 — 0.5 and n = [p{,n3,...,n¥]T. The

stress matrix  is computed according to the procedure detailed in [39]:

Qi f

2
I

(7.80)
Qfl fo

where
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0.1370 —0.5482 0
) 0.1370 0 —0.5482
Qﬂ—
0 0 0.1370
0 0.1370 0
0.1370  0.1370 0 0
Qup =| —0.5482 0 0  0.1370
0 —0.5482 0.1370 0
0.7538 —0.0685 —0.2741 0
) —0.0685 0.7538 0 —0.2741
Qpp =
—0.2741 0 0.2741 —0.1370
0 —0.2741 —0.1370 0.2741
02742 —0.2741 —0.2741
Qu=| —02741 0.6853 0 :
—0.2741 0 0.6853

The initial positions of the quadrotors are set as ¢;(0) = [1 0], ¢2(0) = [0.5 1],
3:(0) = [05 — 0.75], qu(0) = [0 0.75], g5(0) = [0 — 0.75], ¢5(0) = [—0.75 1.5] and
q7(0) = [-0.75 — 1.25] and ¢(0) = [¢1(0)T, g2(0)T, ..., q7(0)T]T. To enforce safety for
the group of the quadrotors, the motion of each quadrotor is constrained in the safety
region such that |z;| < kg and |y;| < ke, with k,; = 15. It follows that the tracking
errors are also constrained as |(y;| < ¢z and |(yi| < ¢y, With ¢;; = ¢ = 2 to avoid

violation of the safety region.
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The sensor deception attacks are modeled as ¢; = (14 cos(t)), the actuator injec-
tion attacks are modeled as m; = sin(q;(t)g;(t)).

The controller gains are chosen as Iy = diag{15,15,...,15}, Ty =
diag{2,2,...,2}, I's = diag{10,10,...,10}, ¢; = 1.5, and 1 = 2.1. The param-
eters in the cost function R = diag{5,5,...,5}, @ = diag{10,10,...,10} and the
discount factor & = 0.2. The reinforcement learning parameters are given as: 5 nodes
are considered in both actor and critic neural networks; the learning rates of the actor
and critic neural networks are o, = 1.5 and o, = 0.01, respectively; the centers of the
Gaussian functions of both actor and critic networks are selected between —0.5 and
0.5, while and the width of both functions are set as 0.25; the initial weights of the
actor and critic networks are selected as W;(0) = W4 (0) = [0.5,0.5,...,0.5]7.

Through the developed control protocols, the simulation results can be obtained
as shown in Figs. 7.2-7.7. Fig. 7.2 illustrates the leader-follower time-varying trajec-
tories of the quadrotors under sensor deception attacks and actuator injection attacks.
It can be seen that the proposed learning-based controller is able to keep the quadro-
tors within the safety region despite the cyber-attacks. Moreover, the leader-follower
tracking errors did not violate the prescribed constraints as presented in Fig. 7.3. The
responses of the actor-critic learning-based control protocols that aid the realization
of the aforementioned control performance are depicted in Fig. 7.4. The evolution
of the norm-2 of the weight vectors of the actor and critic networks are depicted in
Fig. 7.6 and Fig. 7.7. The affine formation maneuvers of the leader-follower multiple-

quadrotor system are shown in Fig. 7.7.

162



o
$ 10 :
E e
= —
p o c “‘\"‘\_
5 1st Leader 2nd Leader 3rd Leader
% 1st Follower 2nd Follower 3rd Follower
o -1 4th Follower ko -k_e
o 1 I 1 1

I I I I

0 5 10 15 20
Time (seconds)
I

o
5 10 ﬁ
=
i=
m 0 =
5 1st Leader 2nd Leader 3rd Leader
%r_—:n 15t Follower 2nd Follower 3rd Follower
o -1 4th Follower ko ko ]
n— I I I I

I I I I

1] 5 10 15 20

Figure 7.2: Leader-follower Time-varying positions trajectories.

Time (seconds)

N—

Errors in x-axis
[=]

ra

=]

N—

Errors in y-axis
=]
3

f

=]

x4 {_xB c
L %5 [T -C_x
— :
5 10 15 20
Time (seconds)
' ' (4 {6 cy
[ LT =C_ Y
B A | r\ l\
v I IIr r T g
5 10 15 20

Time (seconds)

Figure 7.3: Tracking errors of the followers.
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CHAPTER 8

NEURAL NETWORK-BASED CONTROL FOR AFFINE
FORMATION MANEUVER OF MULTI-AGENT SYSTEMS WITH

EXTERNAL DISTURBANCES

This chapter proposes a distributed control law with a neural network to achieve
leader-follower affine formation maneuver (AFM) of multi-agent systems (MASs) sub-
jected to adversarial disturbances. The leaders determine the desired collective forma-
tion maneuvering such as scaling, shearing, translation, and rotation. The distributed
controller ensures that the followers are tracking the maneuvers of the leaders at all
times despite the disturbances. The disturbances are approximated and compensated
with the aid of neural networks. A Lyapunov candidate function is used to highlight
that the closed-loop system is uniformly ultimately bounded. Finally, in order to
validate the proposed control method, it is applied to a multi-agent system of quadro-
tors. The simulation results have shown that the proposed control protocol is able to

maintain the collective formation maneuver.
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8.1 Introduction

In this chapter, an artificial neural network-based distributed control approach is pro-
posed for a second-order MAS in the presence of adversarial disturbances. Unlike [68],
[197] where adaptive laws were used to estimate uncertain parameters or constant dis-
turbances, a neural network is used to estimate and mitigate adversarial disturbances
to guarantee resilient leader-follower affine formation maneuvering. The bounded sta-

bility of the closed-loop system is guaranteed using a Lyapunov candidate function.

8.2 Problem formulation

This paper considers a multi-agent system consisting of N agents such that the first
N, agents represent the leaders while the remaining Ny = N — N; agents represent the

followers. The dynamic equations of each follower are given by:

Gi = uy,
(8.1)

l'bl':Ui—Fdi, ?;EVf,

where ¢; € R” is the position of each agent, u; € R" is the velocity of each agent,

v; € R™ is the control protocol of each agent, and d; € R"™ represents the adversarial

disturbances.

For the N agents, we can obtain the following vectors: w = [qlT, e ,qﬁ]T =
(7, qﬂT e R and u = [ul,--- ’u%]T = [ulT,uﬂT € RN, respectively.

Assuming that the desired position trajectories of the leaders ¢ = [qu, cee, q}k\/ﬂ ’

are known in advance, then, based on definition 1, the desired position trajectories of
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the followers ¢ = [gAl 4, - ,q}“VT]T can be calculated as:

a7 == Qi g (8.2)
The tracking errors of the positions and velocities of the followers are thus:

o = 4r — 47 = a5 + Q0 ¢ (8.3)

Eup = Up — U} :uf—l—QJ?;Qﬂ u; (8.4)

The main objective of this work is to design v such that e, (t), €, (f) — 0 as

t — o0.

8.2.1 Neural network

Due to the universal approximation property of neural networks, they are widely
utilized to approximate any continuous and smooth nonlinear function (6(X)) as

follows[198]:

O(X) = WTII(X) + 6(X) (8.5)

where W is the weight vector of the neural networks, II(X) is the vector of the basis
functions, and §(X) is the approximation error satisfying ||0(X)|| < 6, where § is
the upper-bound. In this article, the neural networks will be used to estimate and

suppress the adversarial disturbances hampering the performance of the MAS.
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8.3 Control design

In this section, a leader-follower distributed control protocol is designed to achieve
€q;(t), €u,(t) — 0 despite the adversarial disturbances. The adversarial disturbances
are approximated and compensated using neural networks. This will guarantee the
convergence of the followers to the desired formation maneuvers established by the

leaders. The distributed control protocol is designed as follows:

1 .
v = —— > wijlky (¢ — q5) + ku (wi — u;) — 1]
(673
JEN;
—d; (8.6)
d; = WId,(X) (8.7)
Wi =0 (o; ® I,) ®;(X)e,, (8.8)

where a; = Zje/\& wij, 0 >0, k; > 0 and k,, > 0 are design constants, d is the estimate
of d, VAVZ is the estimate of W;.

The disturbance approximation error d; is given by:

di:

&
|
S0
!
=

S
=
=
+
g
=

|
=

S
=
=

=Wl (X) + 6;(X) (8.9)

where W, = W; — W, is the weight estimation error. Substituting (8.6), (8.7), (8.8)

and (8.9) into (8.1) yields:
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qi = U

. 1 .
i = —— > wij kg (@ — 45) + ku (w; — wy) — i)
bt jEN;

+ WD, (X) + 6:(X) (8.10)

Multiplying c; = >\ wi; on both sides of (8.10) gives:

D i (s —ig) = > wij (kg (g0 = 45) — ko (u; — ;)]

JEN; JEN;

+aWED(X) + a;0i(X) (8.11)
Equation (8.11) can be transformed to matrix form as follows:

Qppiy + Quiy =
— kg (Qrar + Quai) — ku (Qrus + Quuy)
+ (@ LYWTO(X) + (o @ I,)e(X)
= — koQyy (a5 + Q7 Qnay)
— kuQys (ur + Q5 Qpuy)

+ (@@ LYW ®(X) + (o ® I,)6(X) (8.12)

Considering (8.3) and (8.4), (8.12) becomes:

follf + Qfﬂl? = —k'qufé‘qf — kqufé‘uf

(@@ LYWT®(X) + (o ® I,)6(X) (8.13)
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Equation (8.13) can be rewritten as:

iLf = — kqf-:qf — kuguf — Q;}Qfluf

+Q7H (a @ L) WT(X) + Q7 } (a © L,) §(X) (8.14)
From (8.4), one gets:

Eu, =lf + Q;}Qfm;*
= — kgeq, — kutu, + QU (@ @ I,) WTd(X)

+ Ot (a® 1) 8(X) (8.15)

Theorem 8.1 Suppose the MAS (8.1) satisfies the conditions of affine localizability
detailed in [21]. If the distributed control protocol is designed as (8.6), with disturbance
estimator (8.7) and neural network update law (8.8), then the closed-loop system is

uniformly-ultimately bounded and the followers can successfully track the maneuvers

determined by the leaders.

Proof.

A positive definite function is selected as follows:

1 4= 1 4= | R
L= Engﬁffsuf + §ag;§szaqf + %WTW (8.16)
The derivative of L with respect to time gives: I

171



. _ o= 1 2~
L :€Zfof€Uf + €Z;fo€qf + EWTW

_ _ 1 = ~
T . T T
:5quff5uf + €quff€qf — ;W W

Evaluating (8.17) yields:

L=c¢

+(a®1,) 6(X)) + é?Zfof&'qf - 55f (a® L) WITd(X)

= — kuEZfofguf + ng (Oé & In) 5(X)
By using the Frobenius norm, (8.18) becomes:

< —lew, Il (Fudmin (@5 leu | = 79)
where 7 = || (¢ ® I,,) ||. It is obvious that L < 0 provided that
kuAmin (Qr )€, | =10 >0

or

5 (= Quegy — Rfpszy + (0@ L) WTO(X)

(8.17)

(8.18)

(8.19)

(8.20)

(8.21)

Hence, L < 0 is satisfied outside the compact set l|€u, || < be. Therefore, similar to

[199], the closed-loop system is uniformly ultimately bounded. Choosing large enough
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Figure 8.1: Undirected communication graph showing inter-agent communication.
k., makes b, smaller and thus reduces the impact of the neural network approximation

error in the closed-loop system.

8.4 Simulation results

This section presents a simulation example in order to show the effective performance
of the neural network-based distributed controller. Here, seven quadrotors subjected
to disturbances are considered as the agents. The nonlinear dynamic models of the

quadrotors are described by the following equations [200]:

T

z; :<C¢i‘9910¢i + S¢szz)Eh + dxz (8'22>

. Tli

Yi :<C¢i59iswi - Sfisicdji)% + dyi (8'23)

. T

fi= =g+ (CoCo) 2 4, (8.24)

. (L — I, . Ts;

0; =¢i¢z‘g + Jpdio /I, + = + do, (8.26)
Iyi [yi

C (L —1,) Ty

i :¢i9i(11—y1) + 1_4 + dy, (8.27)
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where x;,y;, and z describe the positions of the quadrotors with respect to the inertial
reference frame, ¢;, 6;, and 1; are the Euler angles representing the roll, pitch, and
yaw of the quadrotor orientation, respectively, I,., I,,, and I,, are the moments of
inertia of the quadrotors, w; = —wi; + wo; — ws3; + wy; is the net speed of the rotors,
dy,, dy,, d,, dy,, dp, and dy, are the adversarial disturbances, T';, Ts;, T5; and T}, are
the control signals.

The dynamic equations describing the 2-D motion of the quadrotors can be ex-

tracted as follows [191], [190]:

1 € Vf (8.28)
Ui = Uy, + dyi
where
Ty
Va, = (C,90,Cp, + S4,80,) —

Let ¢; = [2; yi)", wi = [z yi]", v; = [va, vy,]" and d; = [d,, dy,]", then

qi = U;

i€V (8.29)
l'LZ' =v; + dl
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where

0.5z;c05(0.33 * 1)
d; = (8.30)

0.81y;sin(0.91¢)

It should be noted that the positions, as well as the velocities of the leaders, are
known in advance. The communication topology of the quadrotors together with their
corresponding nominal positions is depicted in Fig. 8.1. The nominal positions of the
quadrotors are 51 = [2 0], sa =[1 1], s3=[1 —1], s4, =[01], s5 =[0 —1], s¢ = [—1 1]
and s; = [-1 — 1] and s = [sT,s2,...,st]T. The quadrotors labeled 1, 2, and 3 are
the leaders while the rest are the followers. The stress matrix of the communication

topology is calculated as [39]:

Q. f

2
|

(8.31)
Qfl fo

where
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The gains of the proposed controller are set as k, = 10, k, =

activation function is given by

—0.2741

0.6853

0

—0.0685

0.7538

0

—0.2741

—0.5482

0

0

0.1370

0.1370

0

—0.5482

—0.2741 |
0 )
0.6853
—0.2741 0
0 —0.2741
0.2741 —0.1370
—0.1370  0.2741
O -
—0.5482
0.1370
0
0 0 _
0 0.1370
0.1370 0

1

T lte X

16, o = 0.5, The

(8.32)

the input vector is set chosen as X = [y, , €4,,]", the number of nodes of the hidden

layer is set as 5, the initial condition of each neural network weight is set as 0.01.

The two-dimensional affine formation maneuvers of the seven quadrotors is pre-
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x (m)

Figure 8.2: Two-dimensional affine formation maneuvering of the seven quadrotors.

sented in Fig. 8.2. It can be seen that the followers are tracking the trajectories of the
leaders during translation, rotation, and scaling depending on the obstacle. There-
fore, the proposed control method is able to suppress the effects of the adversarial
disturbances and ensures the leader-follower affine formation maneuvers.

It is worth noting that the proposed control method in this paper is limited to

second-order MASs in two-dimension but can be extended to three-dimension.
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CHAPTER 9

CRITIC LEARNING-BASED ZERO-SUM DIFFERENTIAL GAME
FOR AFFINE FORMATION MANEUVER OF MULTI-AGENT

SYSTEMS WITH ACTUATOR ATTACKS

In this chapter, the affine formation maneuver (AFM) control problem using the
zero-sum differential game is studied for a second-order multi-agent system (MAS)
against actuator cyber-attacks. First and foremost, the distributed control signals
and the cyber-injected attack signals are viewed as two competing teams. Then, the
leader-follower tracking error system is established where the followers aim to track the
AFMs of the leaders. The leader-follower distributed optimal control policies and the
cyber-attack attenuation policies are derived from the Nash equilibrium solution of the
Hamilton-Jacobi-Isaac (HJI) equation. The solution of the HJI equation is estimated
with the aid of the critic neural network. The weights of the critic system are learned
online based on the adaptive dynamic programming (ADP) scheme. The uniformly
ultimately bounded stability of the closed-loop system under the formulated zero-sum
differential game control strategy has been proven by the Lyapunov stability theorem.
A simulation example illustrates that the presented control method can attenuate

actuator cyber-attacks and maintain the AFMs of the agents.
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9.1 Introduction

In practice, each agent in networked systems has limited fuel or energy, such as robot
power, vehicle gasoline, and so on. In many engineering applications, reaching the
target formation while using the least amount of energy is essential. As a result,
optimal formation control is of great feasible and economic importance. In [65], an
inverse optimality tool is used to calculate the optimal control policy to minimize the
fuel consumption of the followers for cost-effective affine formation following. In [60],
a linear quadratic regulator approach (LQR) scheme is developed to drive the agents
to procure the target formation. In [201], a fully distributed optimal AFM control
is designed for uncertain linear dynamic followers to track the stationary formation
transformations of the leaders. The authors in [43] proposed a mixed integer semi-
definite programming algorithm to minimize the communication cost and maximize
the convergence speed of single-integrator leader-follower affine formation shape con-
trol. Regarding the low volume of reported results on optimal affine formation control,
it is safe to say that the area is still open for more investigation.

The inter-agent interaction over communication networks exposed them to cyber-
attacks from adversaries [202]. These attacks including replay attacks, injection at-
tacks, and denial-of-service attacks may cause the failure of the AFM control systems
and eventual collapse of the system [83], [203]. Therefore, protecting systems against
cyber-attacks through effective control design is an interesting research topic and is
garnering enormous attention. In some cases, the adversaries tend to sabotage the

control systems by injecting false data into the actuators of the systems. Therefore,
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securing the actuators against false data injection attacks should be of utmost impor-
tance [204]. So far, secure formation shape control of MASs against actuator attacks
has been investigated [205], [206], [176], but the secure AFM control of MASs against
actuator attacks received little attention [207]. Therefore, more attention should be
given to protection against actuator attacks.

Though, the research results [205], [206], [176] simultaneously guaranteed forma-
tion control and attenuation of actuator attacks, the optimality of the system per-
formance and cost-effective control were not considered. To address multi-objective
optimization control problems, the zero-sum differential game is critical. In optimal
control applications, there are normally two opposing players and the total reward of
the game is zero in sum. The solution of the zero-sum differential game is derived from
the Hamilton-Jacobi-Isaac (HJI) equation. Nevertheless, the analytical solution of the
Hamilton-Jacobi-Isaac equation is difficult to obtain especially for complex networked
systems. In order to tackle this difficulty, the solution of the HJI is approximated
with the critic network. Adaptive dynamic programming (ADP) is introduced to es-
timate the weights of the critic network through policy iteration [208], value iteration
[209], [210], or neural network estimation [211]. In [211], the zero-sum differential
game theory is proposed for a microgrid system to mitigate disturbance and achieve
optimal load frequency control. Gao et al. [212] proposed a robust adaptive optimal
sliding mode control to guide a missile system with external disturbances. In [213]
the authors studied the pursuers-evader control via the zero-sum differential game. In
[214], the problem of optimal fault-tolerant control of discrete-time nonlinear systems

is studied. The application of zero-sum differential game theory for secure control of
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cyber-physical systems is studied in [215], [216], [217].

Nonetheless, in the framework of zero-sum differential game theory, there is very
little literature on the security control of a single cyber-physical system subjected to
false data injection attacks. Moreover, how to extend this to AFM control of multiple
cyber-physical systems interacting over an undirected graph network is the motivation
of this work.

Inspired by the foregoing discussion, this chapter introduces a zero-sum differential
game for anti-attack optimal distributed AFM control of second-order leader-follower
MASs facing actuator cyber-attacks. In this chapter, the distributed AFM control
signals and the false data injection signals are treated as two opposing players. A
single critic network is used to obtain the approximate optimal AFM control policy
and the worst-case attack policy through the approximate solution of the HJI equa-
tion. Then, the ADP is employed to learn the weights of the critic network in real
time. The proposed anti-attack control strategy can diminish the effects of the ac-
tuator attacks, and ensure the Leader-follower AFM of the compromised MAS with
asymptotic stability. Finally, the contribution of this chapter is summarized in the

following points.

1. To the best of our knowledge, this is the first time zero-sum differential game
theory has been employed for optimal AFM control of MASs under false data

injection attacks on the actuators.

2. In contrast to the optimal affine formation shape control in [65], [60], [201], [43]

where the leaders are at rest, the leaders in this article are non-stationary can
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achieve different maneuvers under the proposed optimal AFM control policy,

which is more applicable in practice, especially in environments with obstacles.

3. Different from [207], [69], [43] where the controller gains are fixed, intelligent
critic learning is used to learn the optimal control laws in real-time. This allows
the control laws to adapt and adjust in response to various maneuvers and

actuator attacks.

4. Contrary to [207] where two action networks and a critic network were used for
accomplishing the control objectives, in this paper, a lone critic network is used
to attain the control objectives. Thus, the proposed control approach is simpler

and easy to apply to real-world multi-agent systems.

5. The critic network in [207] is constructed using a binary-based cost function
which can induce a chattering effect as a result of switching between ”0” and
”17. On the contrary, this article uses a continuous quadratic cost function

coupled with the HJI equation to actualize the optimal control policy.

This chapter is organized as follows: The problem statement and preliminaries are
provided in Section 9.2. The secure control technique is designed in Section 9.3. The

validity of the proposed control protocol is demonstrated in Section 9.4.
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9.2 Problem formulation

9.2.1 Dynamics of the agents

A group of N mobile agents in two-dimensional space is considered in this study.

Define two sets of integers S; = {1,2,...,N;} and Sy = {N;+1,N;+2,..., N} as the

leaders’ subset and followers’ subset, respectively.

The dynamics of the leaders are defined as follows:

gi = v;

@i:ui, iGSl

(9.1)

where ¢; € R", v; € R™ and u; € R” represent the position, velocity and control input

of i¢th leader.

Expressing (9.1) in global form gives [15]:

Q=
@l:ul
— [T T T1T — [T ,T T1T —_ [, T ,,T 71T
where gy =g 3 - qn )", v =1[vy vy o]t w =y vy uy

The dynamics of the ith follower with compromised actuators is given by:
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where ¢; € R", v; € R™ and u; € R" represent the position, velocity and compromised
input of ith follower.

The comprised actuator as a result of the cyber-attack is modeled as follows [218]:

where u; € R" is the uncorrupted control input, and A;(¢,¢;(t),v;(t)) € R denotes

the injected attack.

The compromised follower system under the malicious actuator attack is given by:

gi = v;

0 = i + At (), vit), i €Sy (9.5)

The global form of (9.5) is thus:

qr = vs
i)f:ltf—{-Af (96)
Where qf = [q%rFl q%r%l ce q],l\;l+Nf]T7 Uf = [’U],l\}rkl ’U]j\}H*l ce Ulj\}rFNf]T’ Uf =

T T T T _ T T T T
[UNl+1 Un,41 - 'uNl+Nf] , Ay = [ANZ—H ANl+2 e ANl—i-Nf]

Assumption 9.1 [49], [{7] Let q] be the required position of the leaders and ] be

the control protocol required to achieve the desired formation of the leaders. In this
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article, we assume that q = q and w; = uj for all t. Therefore, the control objective

is now to realize g5 = q} as t — oo in the presence of compromised actuators.

Remark 9.1 Due to the existence of cyber-attacks on the actuators of (9.3), the
control protocol cannot be applied directly. The main aim of this article is to develop
a secure distributed control capable of tolerating cyber-attacks, and driving the agents

to the desired formation maneuver.

9.3 Control Design

This section introduces a zero-sum differential game through ADP to design a secure
optimal control strategy for the AFM of the leaders (9.2) and followers (9.6). As
mentioned in Assumption 9.1, the control of the leaders (9.2) will not be discussed.
The control objective is to guarantee that the system (9.6) under contingencies can
successfully track the AFM of the leaders. The AFM tracking errors of the followers

are defined by:

& = Z hij(gi —q;) 1€V (9.7)

Expressing (9.7) into compact form gives:

&= Qppar +Qpar = Qs (ar + (Hyp Hp ® 1) @)

= Qs (a5 — q7) (9:8)

where & = [E8, 41 ENpgr - - .fﬁlJer]T, and ¢} = —(Hf_lefl ® I,) q.
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To derive the error dynamics, (9.8) is differentiated with respect to time, and using

(9.6) yields:

&= (45— ) =&

(9.9)
o = Qg (up + A — Gf)
Let 6y = Ay — g, then, (9.9) can be rewritten as follows:
éIAf—FBfoUf—l—Cfo(Sf (910)
where £ = [¢] £T]7 € R*Nr*2Ns,
A: ONfXNf [NfXNf ’ B:O: ONfXNf
ONfXNf ONfXNf INfXNf
Define an infinite horizon cost function as follows:
J = /0 (gTQg +uy Ruy — ,ﬁafdf)dt (9.11)

where Q = QT and R = R” are design matrices, u > 0 is the attenuation factor.
The zero-sum game issue aims to obtain a feedback control policy uy such that

the closed-loop system is asymptotically stable and its norm-2 is not greater than u.

/ (€7 Q& + uf Ruy) dt < p° / ¥ 5dt (9.12)
0 0

We want to find a saddle point solution (u},é}i), that satisfies the condition of
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Nash equilibrium

J (£(0),u},65) < J(£(0),u},65) < J(£(0),uy,65) (9.13)

which is the typical zero-sum game. For the feedback admissible control pair u}(§(?))

and d7(£())*, the optimal value function is given by:

V(&) = J (£(0), u}, 67) (9.14)

When (9.14) is finite and continuously differentiable, the following relation is ob-

tained:

0 =¢"QE +uf Ruy — 11676y

+ (TV() (A€ + BQygup + Cy15) (9.15)
with V' (0) = 0. The Hamiltonian function is thus:

+ (VV() (A€ + BQypuy + Cy50y) (9.16)

where V is the gradient operator and VV*(§) = 9V*(€)/0€.
The optimal value function V*(&) ensures that the Hamilton-Jacobi-Isaac equation
(HLJ) min, maxs, F'(§,uy, dr, VV*(£)) = 0 holds.

The stationary conditions for deriving the optimal control policy and the worst-
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case disturbance policy are expressed as:

ng; =0
(9.17)
which implies that

1 _

ui(€) = —§R‘1BTQHVV*(§) (9.18)
* 1 ® *
07(&) = TMCTfoVV () (9.19)
Substituting (9.18) and (9.19) into HJI equation yields
R™! ~7 =
0= Q¢+ VVTAL - —=VV BBIQ,Qpy VIV
1 =

+ vV eCT QL Qv (9.20)

4

Remark 9.2 The zero-sum game needs the solution of the HIJ equation (9.20) to
obtain the optimal control policy (9.18) and the worst-case disturbance policy (9.19).
Howewver, the HJI equation is nonlinear PDE in terms V*, and its analytical solution
s hard to compute. To tackle this problem, ADP and the learning ability of the critic

neural network will be introduced in the subsequent section.

9.3.1 Approximate solution of the HJI Equation Using Critic
Learning Mechanism

This section presents an ADP to estimate the optimal solution of the HJI equation
using the critic neural network. Then, the critic learning mechanism is employed to
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estimate the weights of the critic network.
By utilizing the universal approximation property of the neural networks, the

optimal value function can be approximated as follows:

V(&) = U (W7 + 0.(€) (9.21)

where ¥.(§) € R™ is the activation function, W € R™ is the ideal neural network
weight, m is the number of neurons in the hidden layer, and o.(€) is the approximation
error.

The critic neural network is used to estimate the weights of (9.21) as:

V(€) = vl (W, (9.22)

where W, is the estimate of w;.

The gradients of (9.21) and (9.22) are expressed as:

VV*(€) = VU, (W, + Vo(¢) (9.23)
vV (&) = Vol (W, (9.24)

Incorporating (9.24) into (9.18) and (9.19) yields:

u'(€) = —g BB (VU (W + Vou(©)) (9.25)

536 = 53C7 0 (VU (OW? + Vo)) (9.26)
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Including the critic neural estimate into (9.25) and (9.26) gives:

(€)= — 5 R~ BT0; VUL (O, (927
3(6) = 57070 VUL O, (9.28)

where @ and 4 are the estimate of u 7, 0y and Wc(i), respectively.
Applying the neural network approximation (9.21) to the HJI equation (9.16) leads

to:

F(é, uf,éf, Wc*) = fTQ§ + U?Ru}v — IMQ(S?(SJI

+ (VQﬂzﬂ(f)W:) (Af + BfoUf -+ Cfo5f> = €cH (929)

where ey = —(Vo.)” (Af + BQgpup +C fo5f)

The estimate of the HJI equation (9.29) is given by:

+ (VUL (W) (A + BOypus + CQppép) 2 e, (9.30)
The estimation error of the HJI equation is derived as:

F(&, up,07, W) — F(E iy, 07, We) = (VI (§)WL)

X (AE—FBfoUf—Q—Cfo(Sf) = €. — €. (931)

where Wc =Wr - WC is the critic weight estimation error.
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Then,

e = (VUL (W) (A€ + BOypus + Oy ) + o (9.32)

To derive the critic-weight update law, we introduce the following objective func-

tion:
E.= —e. e, (9.33)

To train the critic neural network to learn the weight W, that will minimize (9.33),
the gradient descent algorithm is applied, which gives:

= 0 OE.
Wc - _f}/c(l + 9T9)2 aWc

= TR (9TWC +€7Q¢ + il Rity — ,ﬁSJTSf) (9.34)

where v, > 0 is the learning rate, the term (1 + 6760)? is used for normalization,

0 = (V) (A€ + B iy + O b,

The dynamics of the critic weight estimation error is derived as follows:

e 0 OE,
We= RN
— 0
= —7.6,0TW, + %e—led{ (9.35)
2
where
0 __ Oy =1+6T0>1
T a+eTe) P =
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9.3.2 Stability analysis of the closed-loop system

This section presents Lyapunov stability theory to demonstrate the stability analysis
of the system (9.10) under the zero-sum game-based secure affine formation maneuver

control.

Theorem 9.1 Consider the leaders’ subsystem (9.2), followers’ subsystem (9.6), and
the followers’ tracking error system (9.10). Then, using the estimated control policy
(9.27), the estimated worst-case disturbance policy (9.28), critic weights” update law
(9.34), and the approzimate value function (9.22), it is guaranteed that the closed-
loop tracking errors are uniformly ultimately bounded, and various affine formation

maneuvers can be attained by the agents.
Proof. Select a Lyapunov function of the form:

1
L=V +5WIW.

2 L+ Ly (9.36)

where L; 2 V*(€), and Ly = %WEWC I

Differentiating L; with respect to time leads to:

b= 2

= (V)" (A€ + BOyiy + 0043

= (VV(&)" Ag + (VV*(&)" BQystip + (VV*(€))" CQy405 (9.37)
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Note that(9.18), (9.19) and (9.20) yield:

(VV*(€)" BQyp = —2Ru’

(VV*()" Qs = 21°6}

(VV*()" A = —67Q€ — uf Ruj + *6}7 5

— (VV*(©)" BQypuj — (VV*(E) CQpy6;

= —£"Q¢ — uj" Ruj + pi?03" 65

+ %R_l (VV(€)" BBTQ Q2 (VV*(€))
1

gz (VV(©) €700, (VV(0))

Inserting (9.38), (9.39) and (9.40) into (9.37), one has:

Ly = —€7Q¢ — wT Ruj + p*6776%5 — 2uiT Rity + 226578

N | —

+

1

24

2

R (VV*(€)" BBTQL Qpp (VV(E))

(VV(©)" CTCQY,Qyp (VVF(E))

Utilizing (9.27) and (9.28), we can derive the following relations:

u

(&)

1 _ —
= —53‘1BTfoW? W +u” —u*
1 _ —
="+ 5R—lBTQ VU (EW,

+ SRTBT (Vo.()
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(9.39)

(9.40)

(9.41)
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~

1 - —~
6(§) = TMCTfovwf(&)WC +0* — o
« 1 - —~
= 0" = 5 5O U Ve (W,

- Q%LZOTQH (Vou(©)) (9.43)

—

where Wc =W.,—-W,

Using (9.42) and (9.43), one gets:

u’}TRﬂ = u}TRu’JZ

+ LR (VeI W) BBTOLS,, (Ve ©W,)

4
bR (VUOW,) BBy (Vo (6)) (9.44)

5375 = 6575

1 o N
= g (VeL@W)" T Oag 0y (Ul W)

a 4%4 (Vol (©W;)" €O Qs (Vo () (9.45)

From (9.44) and (9.45), it follows that:
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Ly = —£"Q¢ — 3u" Ruj + 312037 6*

- SR (TUT W) BETR] Sy (VUT (W)

1 N _
- o (VW) TR0y (VUL OTF;)

bR (VT QW:) BB 0, (VT (€W;)

1

e (VUL OWD) €Oy 0y (VUL (W)

+ %IRI (VoI (©W;)" BBTQT,Qyy (Vou(€))

1

At (VoL (©W2)" 7O 05 (Voul6)) (9.46)

Further evaluating (9.46) leads to:

Ly =—€£"Q¢
- %R‘l (Yol (&)Ws)" BBTOT,Qyy (WCT (S)Wc>
_ 2%2 (VeI W) CTeal, 0y (VUT (W)

TR (VT ©W) BBTOL0, (VeI (EOW)

0

1 (VOLOW?) CTORf 0y (Vi W)

+ TR (VW) BB 04 (Vou(©))

1

e (Vor (©W)" CTCT,Qy4 (Vou(&)) (9.47)
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By utilizing the norm-2, (9.47) reduces to:

Ly < = Muin(Q) Il = wal W IWell = ol W W]

* * /{/ * *
Rl W2 = R + WG, — o WG
Ce C
< AunlQ) IE7 = (1 + o) W] [T
* |2 ,i3
—%+MW%H+C—— )@ur\ (90.48)
Cope 2Cy

where £1 = FAmin (R7) Amin () GBCL Ko = gimdmim (Ur) GG ws = 4h1, ha =
s, |1BI? < G, ICN? < @, and [VY (O < ¢, and [Voe(&)]| < G, with (g, e,
Cye, and (,, being positive constants.

Noting that k1 = 2k3 and kg = 2/5ky4, and according to Young’s inequality, we

have:

G+ k)W I = = (26 2 ) 1021 )
W

I +(2/€; + n) el (9.49)

- 5} 2

(\]

By inserting the inequality in (9.49) into (9.48), we get:

. NCQ 9 2 w12
zas—amAQan+ﬂEﬂ—+(%g+—m)JLii
2 5 2
. K
—%m+mW%W+<j- C)@c o (9.50)
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Differentiating Lo with respect to time gives:

Ly = W”Wf

. . W7o
= — WT0,6TW, + 7, 51QH
2

1 —~ 1
S - (’YC - 5) <921||WC||2 + §VC2C9226€H
where [|0]* < ¢, and [lecr /62> < (G, .-
The time-derivative of L is thus:
L - Ll -+ LQ

2 1 1 2
< i@ 161" = (1= 5 = 757 ) G +0

where

W* 2
O = (2%3—1-5/%) | 2” +— CQQECH

(ks R (5 - )cgcuw*n

Given that the following inequalities hold:

1 1
O>O, )\mm(Q)>0 ,(”70—5—?021>>0

and

€1 > (@)
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Figure 9.1: Target formation depicting the communication pattern and positions of
the seven agents.

or

1> \/0/ (%-3-57) (9.55)

then, L < 0.Thus, the closed-loop signals including & and /T/IV/C are uniformly ultimately

bounded.

9.4 Simulation results

This section presents numerical examples to verify the proposed secure distributed
control laws.

The constant nominal formation (G, <) consisting of seven agents is depicted in
Fig. 9.1. From this figure, the subset of the leaders and the followers are S; = {1, 2,3}
and Sy = {4,5,6,7}, respectively. The nominal position of each agent is given by

G =2 O]T, G =1 1]T, G =1 — 1]T, G =10 l]T, G =10 — 1]T, G =[—1 1]T, and
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. T e A
o =[-1 =17, with ¢ = [gf, oI of oF T o, §7T] . The equilibrium stress matrix 2

is computed based on the linear inequality matrix detailed in [21], Proposition 2, as:

_ Qll Qlf
q_ (9.56)
Qfl fo
where
0.2742 —0.2741 —0.2741
Qu=| —02741 0.6853 0 ,
—0.2741 0 0.6853
0.1370  0.1370 0 0
Qup =| —0.5482 0 0  0.1370
0 —0.5482 0.1370 0
0.1370 —0.5482 0
B 0.1370 0 —0.5482
Qfl—
0 0 0.1370
0 0.1370 0

0.7538 —0.0685 —0.2741 0
B —0.0685 0.7538 0 —0.2741
Qpp =
—0.2741 0 0.2741 —0.1370
0 —0.2741 —0.1370 0.2741
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Let the actuator attack signals be d;(t, pi,v;) = [2cos(¢?t), 2sin(vt)]T. It is as-
sumed that the attackers targeted the actuators of agent-4 and agent-6 for a period
of 20 s <t <30 s. Weset Q = 10/g«s, R = 201,x4, ¢ = 5, the basis functions and

the weight vectors are chosen as:

W = [wﬂ-, wQTi, wg;]T e RO*! (9.58)
with
g0
Vb = € R2x6 (9.59)
0o ¢ &

Then the critic learning-based optimal control policy and the worst-case cyber-

injection attack policy associated with each follower are given by:

- AT
T
T L0
1 0 .
ﬁi = —§Hin;1 Z; 11); Wci7 (RS Sf (960)
1
0 &
- 1T
T
T L0
A 1 1 O z .
1
0 &
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Figure 9.2: Evolution of the norm-2 of the Weights of the critic networks of the agents.
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Figure 9.3: The attack-tolerant optimal control policies.
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Figure 9.4: The tracking errors of the followers.

Figure (9.2) depicts the evolution of the weights of the critic networks of the
followers. The critic weights are learned online according to the type of formation
maneuver. The distributed optimal control policies that guarantee the AFM of the
agents are shown in Fig. 9.3. The control laws resulted in the bounded tracking errors
presented in Fig. 9.4. From Figs. 9.3 and 9.4, it can be seen that the actuator attacks
on agent-4 and agent-6 resulted in some fluctuations which are very close to zero for
20 s <t <30 s. The AFMs of the followers and the leaders are shown in Fig. 9.5.
This figure indicates that the proposed control method successfully attenuates the
harmful effects of the actuator cyber-attacks on the leader-follower AFMs.

To highlight the merit of the proposed secure control method, the control approach
developed in [68] is applied to the leaders’ subsystem (9.2) and followers’ subsystem
(9.6). The simulation result is shown in Fig. 9.6. It can be observed that for the
attack period 20 s < ¢t < 30 s, the formation of the agents in [68] is distorted. This is

because the control method in [68] cannot counter the actuator cyber-attacks.
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Figure 9.5: The affine transformations of the leader-follower nominal formation of the
seven agents.
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Figure 9.6: The affine formation maneuvers of the seven agents under the control
approach in (Zhi et al. 2021).
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Figure 9.7: The tracking errors of the followers under the AFM control strategy
proposed in (El-Ferik et al 2023).

To further demonstrate the advantage of the proposed secure AFM control, its
tracking accuracy is compared with the recently published attack-tolerant AFM con-
trol discussed in [207]. This controller is capable of giving the same result as in Fig.
9.5. However, as shown in Fig. 9.7, the magnitudes of the tracking errors are bigger
than in Fig. 9.4. The reason for this is that in [207], the authors used many approxi-
mations, including two action networks, a critic network, and the Nussbaum function.
On the other hand, in this work, only the critic network is used. Therefore, the errors
are smaller as depicted in Fig. 9.4. To highlight this fact, the mean-squared tracking

errors of the proposed control technique and those in [207] are presented in Table 9.1
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Table 9.1: Comparison of the mean-squared tracking errors of the proposed control
technique and that in (El-Ferik et al 2023).

AFM tracking errors Proposed control Control in (El-Ferik et al 2023)

£ 0.0007 0.0550
&1 0.0039 0.0509
£o1 0.0014 0.0913
En 0.0036 0.0770
€10 0.0083 0.0806
£5o 0.0052 0.0622
€62 0.0047 0.0801
Ero 0.0014 0.0611
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CHAPTER 10

CONCLUSIONS AND FUTURE

WORK

This chapter provides a summary of the problems addressed in this thesis as well as

the possible extension of the thesis in the future.

10.1 Conclusions

This thesis studied a series of control problems of secure affine formation maneuvers
of multi-agent cyber-physical systems under cyber-attacks using learning mechanisms
based on artificial intelligence. In practical cyber-physical systems, the exact system
models are not available. Moreover, the magnitudes of external disturbances and
cyber-attack signals that deteriorate the performance of cyber-physical systems are
difficult to know in advance. With the aid of the learning mechanisms, the magnitudes
of external disturbances and cyber-attack signals can be estimated and compensated

through control policies.
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In Chapter 4, the anti-attack leader-follower affine formation maneuver control of
second-order multi-agent systems with actuator cyber-attacks has been studied. A
reinforcement learning control algorithm based on actor-critic structure was used to
ensure secure collective maneuvers of the agents. The Nussbaum functions are used
to estimate the sign of the control laws since attacks can lead to a loss of control
direction. A simulation example was given to demonstrate the effectiveness of the

proposed control scheme.

In Chapter 5, to achieve attack mitigation and leader-follower tracking in finite
time, the technique in Chapter 4 is extended. Here, a finite-time convergence theory
and distributed fast terminal sliding mode control are used for affine formation
maneuver control of nonlinear multi-agent systems subjected to sensor deception
attacks and backlash-like hysteresis. The agents’ nonlinearities, deception attacks,
and backlash-like hysteresis are addressed via actor-critic reinforcement learning. A
numerical simulation is provided to highlight the feasibility of the suggested control

approach.

In Chapter 6, a prescribed performance function was used to predefine the settling
time, and transient and steady states of the agents subjected to sensor deception
attacks and actuator faults. The secure affine formation maneuvers of the agents were
realized using an optimized secure backstepping control with prescribed performance.
Then, a reinforcement learning approach based on the identifier-actor-critic architec-

ture is employed to address the issue of the unknown dynamics, deception attacks,
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and faults. The simulation results are presented to validate the control scheme.

In Chapter 7, the resilient and safe leader-follower affine formation maneuver
of a group of quadrotors under external disturbances, sensor deception attacks,
and actuator injection attacks is presented. Considering the physical limitations of
quadrotors, their dynamic states were constrained within a safety boundary, and a
barrier Lyapunov function was used to prevent the quadrotors from breaching the
constraints. The unknown adversaries confronting the quadrotors were neutralized
using a reinforcement learning scheme and a new distributed sliding mode control.

Simulation results demonstrate the efficacy of the designed resilient control protocol.

In Chapter 8, the resilient affine formation maneuver control of nonlinear
multi-agent systems with adversarial disturbances was provided. Here, an artificial
neural network is employed as an intelligent framework to detect, estimate, and
mitigate harmful adversarial disturbances. Then, a nonlinear control technique
based on the variable structure was utilized to achieve a resilient leader-follower
collective formation maneuvering despite the disturbances. The proposed con-
trol algorithm was applied to a system of multiple quadrotor UAVs. Simulation

results have been provided to highlight the advantage of the resilient control approach.

In Chapter 9, the affine formation maneuver control problem of a second-order
multi-agent system under actuator attacks was investigated. the distrusted optimal

control policy and the actuator attack signals are treated as two opposing teams.
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Then, a zero-sum differential game algorithm which was solved through the Nash
equilibrium solution of the HJI was employed to derive the distributed optimal control
policies and the cyber-attack attenuation policies. The solution of the HJI equation
was estimated with the aid of the critic neural network. The weights of the critic sys-
tem are learned online based on the ADP scheme. Numerical examples were provided

to validate the performance of the proposed control method.

10.2 Future Works

Affine formation maneuver control is still at an early stage compared to order for-
mation control methods (such as bearing-based, distance-based, and position-based).
Considering that the wireless communication among the agents to maintain the target
affine formation maneuvers exposed them to cyber-attacks, this thesis proposed re-
silient learning-based control techniques to secure the agents. There are still problems

to investigate in the future such as:

e In the modeling of practical multi-agent cyber-physical systems, the unmodeled
parts are usually neglected. However, this may deteriorate the control perfor-
mance and subsequently cause the failure of the system. In order to apply the
affine formation maneuver control to practical systems, the unmodeled dynam-
ics should be taken into account. Simultaneous consideration of unmodeled
dynamics and cyber-attacks in designing affine formation maneuver control for

multi-agent systems is significant.

o It is always desired to design coordinated control laws with limited communica-
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tion resources. Even though event-triggered control has been reported for affine
formation maneuver control to minimize communication frequency and energy
[64], [72], it has not been used together with learning algorithms to counter

cyber-attacks during affine formation maneuvers.

In this thesis and existing affine formation maneuver control in the literature,
it is assumed that the maneuvers are known in advance (i.e the path of the
agents and the positions of obstacles along the path are known). Nonethe-
less, in practice, the obstacles can be dynamic, and unexpected obstructions
might occur along the path. As a result, the agents tracking the predefined
maneuvers cannot autonomously avoid the dynamic obstacles and unexpected
obstructions. Therefore, a potential field function should be combined with
affine formation maneuver control theory as a novel approach so that the agents
can autonomously avoid obstacles. This will eliminate the common assumption

that the maneuvers are known in advance.

In this thesis and existing literature on affine formation maneuver control, for
any n—dimensional space, the number of leaders must be at least n+1 to satisfy
the condition of affine localizability. This condition is too strict and has ruled
out the application of affine formation maneuver control in situations where
the number of leaders is less than n + 1. Thus, how to design affine formation
maneuver control with one leader or less than n + 1 leaders is an interesting

research direction.
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