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Organizations constantly strive to protect their assets from outsider attacks by 

implementing various security controls, such as data encryption algorithms, intrusion 

detection software, firewalls, and antivirus programs. Unfortunately, attackers strike not 

only from outside the organization but also from within. Such internal threats are called 

insider threats, and the people responsible for them are insider threatens or insider threat 

agents. Insider threats pose greater risks and can result in greater losses for organizations 

than outsider attacks. Thus, every organization should be vigilant regarding such 

attackers to protect its valuable resources from harm. Finding solutions to protect 

organizations from such attacks is critical. Despite the importance of this topic, little 

research has been conducted to provide solutions to mitigate insider threats. Therefore, 

this study aims to develop an organizational readiness model to assess an organization’s 

readiness for insider threats. To identify the best practices, we conducted a multivocal 

literature review and grouped these practices into different knowledge and sub-

knowledge areas of insider threats for organizations. The insider threat readiness model 

was developed using identified 70 best practices, 14 sub-knowledge areas, 4 knowledge 

areas, 5 readiness levels, and an assessment method. This model was evaluated at two 
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levels—academic and real-world environments. The evaluation results show that the 

proposed model can identify the readiness levels for insider threats in the industry. 
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 ملخص الرسالة

 
 

 عزه عبدالرحيم الغامدي :الاسم الكامل
 

 نموذج لقياس استعداد المنظومات للهجوم الداخلي :عنوان الرسالة

 

 هندسة البرمجيات التخصص:
 

 2023نوفمبر  :تاريخ الدرجة العلمية
 

تسعى المؤسسات باستمرار إلى حماية أصولها من الهجمات الخارجية من خلال تنفيذ ضوابط أمنية 

متنوعة، مثل خوارزميات تشفير البيانات، وبرامج كشف التسلل، والجدران النارية، وبرامج مكافحة 

لسوء الحظ، المهاجمون لا يهاجمون فقط من خارج المنظمة ولكن أيضًا من  الفيروسات. 

تسمى هذه الهجمات بالهجمات الداخلية أو التهديدات الداخلية، ويكون الأشخاص المسؤولون  اخل. الد

تشكل هجمات المطلعين مخاطر أكبر ويمكن  عنها مهاجمين من الداخل أو وكلاء تهديد من الداخل. 

تكون  وبالتالي، يجب أن أن تؤدي إلى خسائر أكبر للمؤسسات مقارنة بهجمات الأطراف الخارجية. 

إن إيجاد حلول  كل منظمة يقظة فيما يتعلق بمثل هؤلاء المهاجمين لحماية مواردها القيمة من الأذى. 

على الرغم من أهمية هذا الموضوع، تم  لحماية المؤسسات من مثل هذه الهجمات أمر بالغ الأهمية. 

لك، تهدف هذه الدراسة إلى لذ إجراء القليل من الأبحاث لتوفير حلول للتخفيف من الهجمات الداخلية. 

لتحديد أفضل  تطوير نموذج استعداد تنظيمي لتقييم استعداد المنظمة لهجمات من الداخل. 

الممارسات، أجرينا مراجعة الأدبيات متعددة البؤر وقمنا بتجميعها في ممارسات مختلفة ومعرفة 

ذج قراءة الهجوم من الداخل تم تطوير نمو مجالات المعرفة الفرعية للهجمات الداخلية للمؤسسات. 

 خمس ,14عددها  والفرعية 4عددها باستخدام أفضل الممارسات ومجالات المعرفة الرئيسية 

بيئة أكاديمية وعالم  -تم تقييم هذا النموذج على مستويين  مستويات الاستعداد, وأداة التقييم. 
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تويات الاستعداد للتهديدات الداخلية تظهر نتائج التقييم أن النموذج المقترح يمكنه تحديد مس حقيقي. 

 في الصناعة
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CHAPTER 1 

INTRODUCTION 

1 Employees are an essential resource for any organization. They are trusted and 

granted various privileges to access organizations’ assets; such as files, data, systems, 

networks, and databases. However, organizations should be aware of attacks initiated 

by them because insider threats result in more significant damage to the organizations 

compared to outsider attacks. Therefore, this research conducts different empirical 

studies and proposes a readiness model targeting an organization’s readiness against 

the insider threat. 

2 This chapter will introduce the study by providing an overview and the context, 

followed by the problem statement and motivation, the thesis objective and research 

questions (RQs), the methodology, the thesis’s contribution, and finally, the thesis’s 

structure. 

 

1.1 Overview 

Information has now become the most valuable asset for organizations. Globally 

renowned companies, military organizations, and governments spend large amounts 

annually to protect their information against cyberattacks [1]. Typically, attackers take 

advantage of global events to deceive users; for example, during the COVID-19 
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pandemic, 50% of coronavirus-related domains installed malware on users’ systems [2]. 

Because of the pandemic, several organizations have employees working outside the 

office, thereby increasing the likelihood of occurrence of various attacks [2]. Several 

standardized security approaches are used to protect data from outsider attacks (e.g., 

firewalls and data encryption); however, these methods have proven insufficient to 

protect data from modern, sophisticated insider threats [3], [4]. Insider threats are posed 

by those who have authorized right to use to an information technology (IT) system [5], 

[6]. Such attacks cause more significant harm and risk for the organization than outsider 

attacks [7]. Further, such attacks are made directly by employees or contractors already 

familiar with the organization’s structure and information [8]. Insider threats are of two 

types: unintentional threats by insiders that compromise an organization’s security and 

intentional threats by insiders who use their rights to attack the organization’s security 

[9]. 

Furthermore, computer emergency response teams (CERTs)—which monitor insider 

threats in organizations—have identified the following four types of insider threats: 

1. Fraud: Financial services are targeted, wherein the insider intentionally accesses 

bank information, steals credit card data, or even changes data [10]. 

2. IT sabotage: Performed by employees with access to an organization’s assets, 

such as databases, and network administrators [10], [11]. 

3. Insider threat of intellectual property (IP): Committed by employees who are 

aware of an organization’s valuable IP , such as engineers and journalists [10]; the 

valuable IP could be source code, business plans, or trade secrets [10], [12]. 
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4. Espionage: Stealing confidential information from the information source without 

the source’s awareness [10], [11]. 

Insider threats are more common than outsider attacks in organizations [13], and the 

attackers can access and harm an organization’s assets, including its file servers, 

databases, network and active directory, and cloud applications and infrastructure [13]. 

Furthermore, the cost of an insider threats is difficult to determine because it affects 

financial costs and the organization’s reputation, and it also causes a loss of customer 

loyalty [13]. Consequently, most companies are hesitant to share incident information 

due of legal or lawsuit issues in the community [14]. Organizations strive to avoid insider 

threats by implementing various IT solutions, such as data encryption algorithms, data 

loss prevention, data leakage tools, endpoint security, and prediction and detection 

methods, and by monitoring users’ behavior, access, and technical controls and time 

frame [12], [13]. However, a “capability gap” exists in assessing the efficacy of insider 

threat prediction and detection methods [14] because data breaches caused by insider 

threats are undetectable by standard organizational security measures, such as firewalls 

and antivirus software [14]. Further, compared to outsider attacks, insider threats require 

less time and effort to penetrate the organization’s system layers because the insiders 

have knowledge of organizations’ critical assets and have more privileges and authorized 

access to the information [15], [16]. Additionally, several organizations are still 

unprepared to deal with the significant damage caused by such attacks [17]. Regrettably, 

the field of insider threats is not thoroughly understood [18]. For the worse, the 

limitations of existing insider threat detection solutions remain unexplored [18]. 

Therefore, a new urgent model to assess an organization’s readiness for an insider threats 
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is needed to help organizations assess and improve their readiness for insider threats [18]. 

Moreover, the model can aid organizations in gaining valuable insights and a promising 

future in the domain. 

Hence, this study aims to develop a readiness model for organizations to measure their 

susceptibility to insider threats. The model was inspired by the literature and was created 

by conducting several empirical studies and a multivocal literature review (MLR). 

Additionally, an assessment tool to measure organizational readiness was developed. A 

case study approach was used to evaluate the readiness model in real-world scenarios. 

Finally, an automated tool was implemented to ease the use of the model. 

 

1.2 Problem Statement 

The threats of insiders are the same as those of outsiders; however, organizations have 

overlooked the employment of efficient countermeasures to tackle the risks posed by 

insiders [19], [20]. Moreover, although the industry has dedicated technical solutions to 

confront the dangers of insider threats, they are not sufficient to address the holistic view 

of the problem [19]. Besides, the advancement of technology (i.e., mobile computing), 

outsourcing, and home working has supported the occurrence of insider incidents [19]. 

Mobile devices are considered a source of data leakage and loss due to their portability 

and efficiency [19]. Outsourcing has also made confidential data vulnerable to be 

breached and controlled by a third party [19]. Lastly, organizations should pay attention 

to remote access requests and technologies used by home access employees [19]. The 
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insider threats problem is complex because it is a mix of social, behavioral, and 

technological elements that interrelate in sophisticated ways [21]. 

Insider risks are related to security breaches that can cause enormous harm, such as 

damage to an organization’s reputation, IP theft, customer data loss, insider sabotage, or 

business reputational damage [19], [22]. Furthermore, insiders’ malicious actions can 

result in financial loss, forcing businesses/organizations to close down [19]. Moreover, 

disgruntled employees can use their knowledge of systems and policies to harm their 

companies’ information systems (ISs) [19]. In 2017, CERT reported that 1 in 5 

cybercrimes come from insiders [23]. These crimes include fraud, secret stealing, system 

sabotage, and espionage [23]. In the year after, insider threats represented slightly more 

than half of threats to organizations (53%) [18]. 

People’s attitudes toward engaging in cybersecurity misbehavior are positively 

influenced by personal norms in this area, and this has a major impact on people’s ability 

to reduce internal threats (RIT) [24]. Situational preventive elements such as raising the 

effort and danger, cutting down on rewards, and eliminating justifications can 

significantly affect people’s attitudes toward misbehavior, whereas lowering 

provocations has no such impact [25]. Additionally, social connection elements that 

include adherence to organizational measures and standards, participation in information 

security activities, and adherence to personal norms have a substantial impact on attitudes 

regarding inappropriate behavior [25]. 

Upon reviewing the literature, we discovered an absence of empirical studies on insider 

threats or that guide organizations to mitigate this risk [17]. Furthermore, the 
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investigation into insider threats is still in its early stages, requiring time and effort to 

provide the organization with robust solutions and best practices, considering that 89% of 

organizations believe they are at least vulnerable to insider threats [17], [26]. Moreover, 

organizational solutions to insider threats are limited, and these solutions do not 

categorize organizational resources, which could aid in quickly identifying best practices 

to mitigate the damage [14], [27]. 

Furthermore, one of the most important aspects of internal threat defense is 

organizational readiness [28]. Most studies have concentrated on the 

technological/theoretical aspects of insider threats rather than the practical aspects. 

Despite the importance of practical solutions to mitigate insider threats, research in this 

area is scant. Methods and approaches developed so far have not been beneficial to 

employees or organizational management in the software industry. Several studies have 

been conducted to discuss the best practices for dealing with insider threats [14], [26], 

[27], [29], [30], [31], [32], [33], [34], [35], [36]; however, these studies are dispersed, and 

significant effort is required to map different knowledge areas of insider threats. 

Several insider threat programs have been initiated for organizations to reduce the 

catastrophic impact of insider threats by applying different best practices. For example, 

the proposed insider threat program in [37] has identified ten steps to achieve insider 

threat program mastery. However, these programs are unable to measure organizations’ 

readiness for an attack, which leads to the necessity to build a model for organizations to 

help in specifying their readiness level. Furthermore, some security principles have 

shown their efficiency to protect against insider threats in organizations, such as 

separation of duties (SoD) [38]. It is based on the distribution of critical duties among 
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different persons or departments to manage risks of fraud or interception [38]. Another 

security concept is called least privileges, which means providing the minimum 

access/network required to individuals to complete their needed functions [23]. The 

granted permissions are usually managed by the management system itself [23]. The last 

principle is called two-person control or dual control, which involves two separate 

persons approving sensitive business tasks [23]. However, these principles cannot work 

alone against insider threats because the problem enfolds the human aspect as well as the 

technology aspect. 

Further, the previous approaches/studies have several drawbacks. To name a few, some 

organizations have invested millions of dollars in building a robust IT infrastructure to 

protect their systems and data from outsider attacks [22]. This approach, however, does 

not help save the organization from insider violations [22]. In particular, the harm posed 

by insiders increases risk, necessitating that organizations investigate more effective 

approaches to confront the challenges raised by insiders. Furthermore, reliance on a 

technological approach is insufficient to mitigate the consequences of insider threats [22] 

because insider threats are a complex issue with a behavioral aspect. Therefore, 

organizations are advised to emphasize the importance of psychological and behavioral 

approaches for effective incident detection and control. Generally, companies issue 

policies and procedures to this end; however, they are not properly applied/followed by 

employees to meet their business demands [22]. 
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1.3 Objective 

This research aims to achieve the following objectives: 

OB1: Explore the essential knowledge areas and sub-knowledge areas of the insider 

threats domain by investigating the best practices for each knowledge area. Then, refine 

these practices. 

OB2: Build a readiness model based on the findings from OB1. 

OB3: Design a measurement tool to assess an organization’s readiness for an insider 

threats. 

OB4: Identify necessary steps for the deployment of the readiness model. 

OB5: Conduct case studies to evaluate the readiness model. 

OB6: Develop a tool based on the findings from OB2 to OB5. 

Through the abovementioned objectives, this study answers the following research 

questions: 

1. RQ1: What are the best practices for insider threats that help organizations 

against the risk of such threats? 

The first research question investigates the main best practices to prevent or mitigate 

insider threats. This research question prompts other inquiries, such as what the 

possible/suitable sources to address this research are and, in case no dataset that 
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comprises such practices is available, how a model should be carried out to collect such 

practices. 

2. RQ2: What are the different knowledge areas for best practices in dealing with 

insider threats? 

To the best of our knowledge, no available insider threats readiness model contains 

security best practices collected through MLR activities. So, the practices that will be 

used to build our model should be collected from both formal and grey literature. RQ2 

explores how to collect practices and then investigate knowledge areas, and what possible 

protocol will be used to assemble these practices. 

3. RQ3: How can we build a practical readiness model for insider threats? 

This research question looks into a key element in the proposed model for protecting 

against insider threats: how the model should be designed. The proposed model's design 

should identify the flow of input processes and output results that clearly show insider 

threats. 

4. RQ4: What are the necessary steps for the deployment of the readiness model? 

RQ4 examines the necessary steps that are important to deploy our model within 

organizations. Moreover, the determination of the deployment steps process will help 

organizations to escalate the use of our model, then increase the awareness level towards 

secure environments. 

5. RQ5: Is the developed readiness model robust in terms of measuring an 

organization’s readiness for insider threats? 



10 

 

RQ5 explores the quality of the proposed model for insider threats prevention and 

discusses how the proposed model will be evaluated, including what criteria are utilized 

for evaluation and how accurate the model is. 

 

1.4 Motivation 

The motivation behind conducting this work is to help many IT organizations increase 

their awareness level of the critical risk initiated by insider threats; as well, business 

owners, software engineers, and researchers can all benefit from reading this Ph.D. thesis 

[39] because some organizations might face this attack without advanced knowledge 

about the significant damage caused by insider threats. Despite the major costs associated 

with an insider incident—for instance, less than 50% productivity for the organization, a 

$500,000 average out-of-court settlement, more than 20–40% employee turnover 

following an incident—and the strong value of a plan for actively working to cope with 

this threat, many organizations have no formal insider threat program in place [36]. 

Unfortunately, insider threat solutions are overlooked by most security professionals [40]. 

Besides, organizations confront insider threats more than outsider ones—approximately 

twice as many [40]. Thus, the tool developed based on the readiness model will assist 

companies to measure their level of maturity and healthiness toward this attack. The tool 

will be published publicly to make the tool available to all organizations. 

Due to the sophistication of the problem, our study has implemented a hybrid approach 

that combines the technical and behavioral best practices in the insider threat readiness 

model inspired by [5], [22], which suggested mixing the technical and non-technical 
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measures in the insider threat prediction/detection model. According to the E-Crime 

Watch Survey conducted by CERT in 2007, insiders (34%) are nearly equal to outsiders 

(37%) in causing harm [22]. Besides, several studies have shed light on the importance of 

providing suitable training and workshops to organization staff. For instance, the work in 

[41] focused on the necessity of offering effective training, workshop, and games to 

increase staff awareness and education about insider threats’ danger, which will help 

organizations to mitigate the consequences of such threats. In addition, the training 

should be provided to all kinds of employees, including managers and higher staff, as 

some of them are unaware of the significant impact of these threats, to ensure the 

coverage of information that will assist to develop proactive approaches against insider 

threats [41], [42]. 

 

1.5 Research Methodology 

Our research methodology consists of the following eight phases, associated with 

different research methods: 

- Problem Identification: Problems within the software industry were identified through 

several approaches. Our literature review aided in developing research problems; 

identifying gaps; and designing the research objectives, RQs, and expected study 

contributions. 

- MLR: An MLR was used to collect indicators from the industry and literature about best 

practices in the insider threat domain. This evidence-based approach ensured the 
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comprehensiveness and dependability of the collected data. In Chapter 5, RQ1 and RQ2 

are solved based on the results of the MLR. 

- Construction of the Model: Based on the findings of Phase 2, a readiness model was 

created. The practices identified through the MLR were divided into several groups of 

knowledge areas/sub-knowledge areas and used to develop a secure readiness model 

against insider threats (SRMaIT). The SRMaIT framework follows the structure of 

capability maturity model integration (CMMI) v2.0 [43], which there are four major 

categories: Doing, Managing, Enabling, and Improving. Each of these knowledge areas is 

associated with a set of practices. 

- Model Development: A metric to evaluate the proposed model was designed. This will 

help researchers and practitioners investigate the characteristics of the proposed model 

[44]. When evaluating the model empirically through case studies, these metrics were 

used to measure a set of quality attributes, such as usability and applicability. Chapter 6 

addresses RQ3 and explains the development steps of Phases 3 and 4. 

- Model Deployment: The necessary steps were identified for the deployment of the 

readiness model inspired by the results of the previous phases. It will help organizations 

escalate the usage of the readiness model. To investigate the steps, experts’ opinions were 

utilized by performing interviews. Expert opinion is an flexible and effective method for 

examining and evaluating feedback on items or study results [45], [46], besides clarifying 

problems that are relevant to a particular topic [45], [46]. It is usually achieved by 

selecting experts who have domain knowledge and years of experience [45], [46]. Their 

opinion and judgment have been acknowledged in some research fields, as well as some 
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knowledge areas that are still immature [45], [46]. Meanwhile, interviews are a famous 

technique to collect qualitative data [47]. Chapter 7 presents the results of interviews that 

tackle our RQ4. 

- Model Evaluation (by Academia): Three professors evaluated the model in an academic 

context. Such first evaluations of the candidate model in an academic setting can provide 

immediate, relevant input and highlight obvious problems that can then be rectified 

before the candidate model is evaluated in the industry. After the refinement of the 

solution based on the findings in the academic context, the next step was to conduct an 

evaluation within the software industry. 

- Model Evaluation (by Industry): The case study is an empirical research that 

investigates a current occurrence in its real-life environment, especially when the limits 

and context are uncertain [47]. A case study with three organizations was conducted as 

part of the final stage to assess the learnability and applicability of the SRMaIT. This step 

aided in identifying hidden concerns and closing the gap between academia and industry. 

Further, the case study was important for identifying areas where the developed model 

falls short. This can aid in planning and decision-making. Chapter 8 addresses RQ5 by 

examining the details of the evaluation. 

- Tool Implementation: The software tool for the model and metrics was developed using 

one of the programming environments. The tool will be utilized to serve organizations to 

measure their health and awareness of insider threats quickly and simply. Chapter 9 

presents the tool’s development. The research methodology is depicted in Fig. 1. 
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Fig. 1. Research methodology. 

 

1.6 Contribution 

This study builds a readiness model for organizations to measure their preparedness for 

insider threats. Initially, an MLR was conducted to investigate the best practices of 

dealing with insider threats, which were mapped to different knowledge areas of the 

domain. Our primary contributions are as follows: 

1. MLR. In this first phase, 70 out of 150 practices were collected from the leading 

academic and non-academic sources. The practices have been passed through 

three stages of review to be unique and hold only one thought. 

2. Development of a readiness model using the findings from the MLR. The model 

depicts the main knowledge areas of the domain and the best practices for each 

knowledge area. The categorization of practices among the four knowledge areas 

and 14 sub-knowledge areas was based on the understanding of the field. In 
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addition, the practices were distributed among five different levels of readiness 

based on domain experts’ opinions. 

3. Development of assessment metrics for the readiness model to assess the practices 

for each knowledge area. The practice status can be one of five states, and 

calculating the practice status values of each readiness level helps to measure an 

organization’s readiness level. 

4. Identification of the necessary steps for the implementation of the readiness 

model. This step will help organizations adopt the readiness model. In order to 

deploy our model successfully within organizations, ten interviews have been 

conducted with domain experts to extract the fundamentals of the successful 

adoption of our model with organizational leadership. 

5. Conducted evaluation in academia. Before evaluating our model within the 

industry, the model was evaluated by three academic researchers. They assessed 

the model and provided feedback to modify our model to make it more robust for 

the industry evaluation. 

6. Case studies within organizations. These were conducted to evaluate the model’s 

usability and applicability. This approach proved useful to assess model criteria 

such as learnability and applicability within organizations. Three different 

organizations participated in the evaluation, each of which has its own business 

field, so the evaluation results vary based on the organization’s commitment to 

security policies and procedures. 
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7. Development of a tool to implement the readiness model and metrics. It was 

inspired by one of the national assessment tools. It was designed using the Excel 

framework to be more familiar to the organization’s staff. The tool can calculate 

readiness levels and display graphs of the organization’s assessment results. 

 

1.7 Thesis Structure 

The thesis report structure is based on the foregoing chapters, which are schematically 

represented in the following figure. The figure displays the organization of the chapters in 

relation to the treatment of the crucial research questions. 
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CHAPTER 2 

BACKGROUND 

2.1 Overview 

This chapter highlights the importance of the thesis’s aspects and their correlation. We 

start with cybersecurity. After that, we describe the classic security system 

characteristics, followed by maturity models and their role in measuring cybersecurity 

processes and practices. Then, we briefly describe the metrics for measurement. 

 

2.2 Cybersecurity 

Some studies state that there is an overlap between insider threats and cyberattacks [14]. 

Cybersecurity is the defense of computer data, systems, and networks against 

cyberattacks. Organizations must be aware of the significance of cybersecurity and the 

huge losses that can occur in case of an attack. Security requirements such as 

confidentiality, integrity, and availability (CIA) are important for IT organizations to 

consider to protect their valuable assets, such as data [48]. Additionally, there are three 

main assets for every IT organization: information assets, software (SW) assets, and 

hardware (HW) assets [49]. Information assets are the most important among companies’ 

assets, as they include database information and the organization’s files and information. 

SW assets, on the other hand, encompass operating systems (OS), programs, and mobile 
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applications. The last asset is HW assets, which involve computers, mobile devices, 

network devices, and communication channels that belong to the organization’s staff 

[49]. Furthermore, the field of cybersecurity includes ten domains [48], [49]: 

 

2.2.1 Access Control 

Protecting an organization’s resources from unauthorized access and controlling access to 

an organization’s assets are fundamentals in cybersecurity [50], [51]. Access control is 

the process of accepting or rejecting a request to access an organization’s network to gain 

specific information or services [50], [51]. The term “access control” is different from 

authorization and authentication [50], [51]. Access control is concerned with the skill to 

reach, read, or modify the organization’s resources [50], [51]. Authorization, on the other 

hand, refers to the rights or privileges provided to a user to utilize a resource. [50], [51]. 

Lastly, authentication is the process of identifying a user via the use of various 

authentication techniques such as username and password. [50], [51]. 

 

2.2.2 Software Development Security 

This is the process of integrating software security principles through the software 

development life cycle (SDLC) stages and the underlying infrastructure (source code 

review, penetration testing) which will ensure the SW’s quality [52]. Moreover, there has 

been an increase in research in this field. Integrating security into SW development has 

become an exciting research area due to its necessity and promising research outcomes. 
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Several publications have focused on implementing security within different stages of 

SDLC, such as security requirements [44], security design [53], and security SW 

deployment challenges [54]. The following figure summarizes the main activities of each 

phase for the security SW development [55]. 

 

 

Fig. 3. Security activities of each software development phase [55]. 

 

2.2.3 Business Continuity and Disaster Recovery Planning 

This domain concentrates on business rather than problems with data access or 

authorization [56], [51]. It has two sub-domains: business continuity planning (BCP) and 

disaster recovery planning (DRP) [56], [51]. BCP guarantees that the organization’s 

business continues even after a disaster happens [56], [51]. However, DRP is mainly 

focused on how to resume organizational business after a major interruption [56], [51]. 
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Both consider the importance of protecting an organization’s critical assets from being 

influenced by such disasters [56], [51]. 

 

2.2.4 Cryptography 

This is the process of protecting stored or transmitted data from being known by 

unauthorized users [57]. This can be ensured by using encryption that transforms plain 

text from the sender’s side into ciphertext on the receiver’s side using an encryption 

algorithm and key [57]. The reverse process of that is called decryption [57]. Moreover, 

there are two types of keys: symmetric and asymmetric [57]. With a symmetric key, both 

sender and receiver use the same key [57]. The data encryption standard (DES) is an 

example of an encryption algorithm that utilizes the symmetric system [57]. With an 

asymmetric key, there are two keys: the public key used for encryption and the private 

key used for decryption [57]. RSA (Rivest–Shamir–Adleman) is an example of an 

encryption algorithm that utilizes an asymmetric system [57]. 

 

2.2.5 Information Security and Risk Management 

This domain mainly focuses on developing standards, policies, and guidelines for 

organizations to ensure the security requirements of ISs are met [58]. It also includes 

organizational structure, risk management, and raising the importance of security training 

[58]. 
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2.2.6 Laws, Investigation, and Ethics 

This domain concentrates on ethics and laws associated with cybersecurity crimes [59]. It 

also focuses on the basics of criminal investigations that help government sectors, such as 

police stations, in case of crime occurrence [59]. 

 

2.2.7 Operations Security 

This topic focuses on identifying critical data and implementing specific procedures to 

reduce or eliminate the danger of an attack on ISs [60]. 

 

2.2.8 Physical and Environmental Security 

This domain focuses on securing the physical environment that affects the security 

principles of the organization’s IS [61]. It inspects the physical environment and 

infrastructure around the IS against physical threats, such as emergencies, electric power 

issues, natural disasters, etc. [61]. 
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2.2.9 Security Architecture and Design 

This domain focuses on securing the HW, SW, and OS of an organization [62]. It 

encompasses several areas, such as distributed environment security issues, the 

evaluation criteria, and security models that ensure the organization’s security policies 

[62]. 

 

2.2.10 Telecommunications and Network Security 

This domain is regarded as the most extensive and comprehensive domain of 

cybersecurity [1]. It addresses the issues of securing transmitted information over public 

and private networks [1]. It covers the transmission formats, transport methods, and 

structures of communication networks [1]. It also includes protecting transmitted data, 

detection and correction of transmission errors, network attacks, intrusion detection and 

response, and network protocols [1]. The Open System Interconnect (OSI) model is a 

basic field in this domain, and it consists of seven layers that show how much the 

application is communicated over the network [1]. 

 

2.3 Classic System Security Characteristics 

To be secure, any IS has to fulfill the three security requirements called CIA and the 

following other characteristics [63]: 
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2.3.1 Confidentiality 

Confidentiality entails protecting your data/information against unauthorized access or 

users [64], [65]. Nowadays, organizations should reassess their “trusted” and “untrusted” 

environments [66]. Hence, confidentiality helps to ensure the secrecy of the user’s 

information as well as maintain the information’s privacy and only display it to intended 

users [64], [65]. Malware, intruders, and social engineering are examples of 

confidentiality threats [67]. However, encryption and decryption mechanisms can be used 

to ensure confidentiality [65]. 

 

2.3.2 Integrity 

Integrity entails ensuring data correction and completeness [67]. The information is 

modified only by authorized people, and others cannot change it [64], [65]. Integrity 

protection approaches can be classified into preventive and detective mechanisms [67]. 

Additionally, the hash function mechanism can be adapted to detect changes [65]. 

 

2.3.3 Availability 

Availability is related to the access of data/information by authorized users at the right 

time, not during downtime [64], [65]. Therefore, it is concerned with who will reach the 

data and when [64]. Attacks against property’s availability are called denial of service 

(DoS) attacks [67]. Disasters affect availability as well [67]. Moreover, load balancing, 
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replication, regular and reliable backups, and recovery planning can all help to ensure 

availability [65], [68]. Any of the aforementioned characteristics can be violated by 

insider or outsider attacks. However, insider threats are the riskiest for an organization 

because these attackers are trusted by the organization and have knowledge of the 

organization’s structure and policies. Thus, they can access the organization’s systems 

and computers and cause damage [5], [69], [70]. 

 

2.3.4 Authentication, Authorization, and Accountability 

These are called AAA. Authentication is the process of validating the end-user’s identity 

to grant network access [71]. It depends on a combination of a valid username and a valid 

password or biometric data (e.g., fingerprint). The server verifies the credentials provided 

by the user to other credentials stored in a database [72]. If they match, the user is 

permitted network access; otherwise, network access is refused. [72]. Following 

authentication, the authorization process occurs. It is the rights and services assigned to 

users based on their privileges [71]. Simply, it determines what types of activities and 

resources are permitted for the user [72]. Accountability provides a methodology to 

collect information on end-users’ resource consumption [71]. It counts the resources used 

by the user during access. It comprises the amount of system time as well as the amount 

of data used [72]. These procedures are required for efficient network management and 

security. 
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2.3.5 Non-repudiation 

This entails giving confirmation of the origin and integrity of data that can be confirmed 

at any moment by a third party [73], [74]. For example, if the sender sends a message 

with a digital signature, this verifies that the sender is the one holding this signature. With 

the digital signature, the sender cannot later deny that the email was sent from their email 

account [75]. The concept is vital because it can help to reduce malicious 

actions/activities on the network launched by insiders [75]. 

 

2.4 Capability Maturity Model Integration (CMMI) 

Maturity models are widely used for process improvement [76]. This is because the weak 

points of the evaluated process can be reached, and new modifications can be introduced 

[76]. In addition, [76] proposed three types of maturity model evaluations as follows: 

1- Type 1: The authors of the suggested maturity model conduct a type 1 evaluation 

[76]. 

2- Type 2: The authors of the suggested maturity model conduct a type 2 evaluation as 

well as domain experts who know the process that is intended to be enhanced [76]. 

3- Type 3: As the maturity model is used in a real-world scenario, a type 3 evaluation is 

carried out through actual process enhancement tasks [76]. 

To elaborate, CMMI is a process enhancement maturity model to advance products and 

facilities that was established by the Software Engineering Institute (SEI) [77]. The 

crucial aim of the model is to allow organizations to enhance their development 
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processes and provide highly qualified products [78]. Besides, it has been utilized to 

evaluate the organization’s capabilities against best practices, improve processes and 

capabilities, and satisfy customer requirements [78]. Originally, the model was built for 

the United States (U.S.) Department of Defense to assess the excellence and competence 

of their software vendors [53]. However, the model was expanded to include other 

organizational industries to evaluate and enhance their procedures and capabilities. 

Furthermore, it has been used as a procedure improvement model by over 5000 firms 

worldwide [53], [79]. 

CMMI delivers a collection of worldwide best practices that assist organizations in 

improving their proficiencies [53]. To elaborate, it contains best practices that cover 

preservation and development actions that contain the product life cycle from origin until 

distribution and maintenance [77]. In addition, all CMMI models show ability levels in 

their content and design [77]. These levels help organizations to enhance their processes 

[53]. Besides, each CMMI level entails a general aim and its associated general practices 

[77]. The levels are listed below [77]: 

 Level_0 Incomplete: An Incomplete process is one that is either not achieved or is 

incompletely achieved [77]. 

 Level_1 Performed: A performed process is a process that fulfills particular 

objectives of the process area (PA) [77]. 

 Level_2 Managed: A managed process is one that has been achieved and has the 

basic structure in place to supply the process [77]. 

 Level_3 Defined: A defined process is a coping process that is adapted from the 

organization's set of standard processes using the tailoring rules of the 
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organization and contributes work products, procedures, and other process 

improvement information to the organizational process possessions [77]. 

 Level_4 Quantitatively Managed: A quantitatively managed process is well-

defined and is measured using mathematical and some measurable methods [77]. 

 Level_5 Optimizing: An optimizing process is a quantitatively controlled process 

that is improved by understanding of the shared reasons for variance inherent in 

the process. Fig. 4 shows the CMMI maturity levels [77]. 

 

Fig. 4. CMMI maturity levels [80]. 

 

The SEI released the current version of CMMI, CMMI v2.0, in 2018 [53]. It includes 

three views that can be tailored to precise enhancement requirements for any business 

atmosphere [53]: 

 CMMI development: It consists of a set of best practices that enable businesses to 

advance their competence to produce products that match user expectations [53]. 

In addition, these practices reduce the product development life cycle’s duration 

and cost [53]. 
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 CMMI services: It includes a set of best practices that enable companies to 

improve their ability to provide high-quality services that fulfill user and 

corporate expectations in an organized manner while also lowering service costs 

and time [53]. 

 CMMI supplier management: It consists of a group of best practices that assist 

organizations to assess their competency to classify suppliers and sellers 

efficiently [53]. This view ensures the supply chain effectiveness, the 

development and product demands, and danger reduction [53]. 

Additionally, CMMI v2.0 is built in four major classes, each of which is a logical 

collection of important capability areas (CA), as follows [53]: 

 Doing: It is concerned with developing high-quality products [53]. 

 Managing: It concerns managing the development of products [53]. 

 Enabling: It concerns supporting the development of products [53]. In CMMI 

v2.0, the safety and security components are more concentrated than in v1.3 [81]. 

 Improving: It is concerned with performance enhancement [53]. 

Fig. 5 views the CMMI v2.0 construction [53]. According to the structure, CMMI v2.0 

contains 25 practice areas (PAs) that are divided into 12 CAs [53]. 

 



30 

 

 

Fig. 5. Classes and capability areas of CMMI V2.0 [53]. 

 

2.5 Metrics for Measurement 

Valid and reliable measurement tools have been established in [82]. The tools assess 

users’ experiences with public primary health care (PHC) amenities in Greece because 

the public PHC system in Greece is not fully established [82]. The study followed a 

mixed-methods approach to implement the tools [82]. To illustrate, the methodology 

consists of three steps [82]: 

1. A literature review facilitated the establishment of a theoretical background [82]. 

In addition, seven variables were identified: continuity, accessibility, 

comprehensiveness of care, coordination of care, medical care quality, facility, 

and health professional care quality [82]. 

2. A qualitative study was used to develop the 22 tool items and build the face 

validity [82]. Some of these items are: “The opening hours are convenient for 

me,” “The facility is close to where I am living or working,” “It is easy to make 

an appointment,” “The doctor asks me about my medical history,” and “The 
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doctor is polite to me” [82]. In addition, two patient focus groups were involved: 

one group visited health centers, while the other group visited public hospital 

outpatient clinics [82]. 

3. A quantitative analysis was utilized to develop the structural validity and 

approximate the internal consistency of the instruments [82]. In addition, 733 

PHC service users/patients were interviewed between August and October of 

2017 [82]. 

These tools have shown their usefulness in screening the differences between different 

kinds of public PHC amenities and different populations [82]. Besides, the tools could be 

utilized to guide other researchers to study relationships between independent variables 

and user experiences. Fig. 6 depicts all procedures involved in developing and evaluating 

tools for undertaking periodic user testing [82]. 
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Fig. 6. procedures involved in developing and evaluating tools for undertaking periodic user testing [82]. 

 

Moreover, [83] implemented a performance measurement tool based on bibliometric 

indicators, such as the number of papers, the average of relative citations, statistics on 

patents, academic promotions, and peer ratings. As the bibliometric indicators are cost-

effective, objective, and reliable to measure and manage outputs of peer-reviewed 
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research, they are thought to play an important role in research evaluation [83]. 

Furthermore, bibliometric indicators were used to count scientific outputs (for example, 

long-term results), as well as statistical analysis of indicators [83]. The developed 

instrument was used as a case study inside the assessment framework of the research 

founded by the National Cancer Institute of Canada (NCIC) [83]. In a practice-driven 

research evaluation field, the study demonstrated the efficiency and capability of 

bibliometric indicators to solve three important assessment questions [83]: 

Q1: Has the NCIC peer-review process chosen exceptional Canadian cancer researchers? 

Q2: Have NCIC grants helped supported researchers improve their scientific 

performance? 

Q3: How do NCIC-funded researchers compare to those financed by the National Cancer 

Institute in the United States? Fig. 7 shows the logic model of the NCIC research awards 

and the associated evaluation steps. 
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Fig. 7. Logic model of the NCIC research awards and the associated evaluation steps [83]. 

 

In addition, the Motorola assessment tool [84] is the measurement tool used in the 

security requirements engineering readiness model (SRERM) [44], CMMI [79], software 

outsourcing vendors’ readiness model (SOVRM) [85], [86], and software outsourcing 

partnership model (SOPM) [85] publications. As shown in Fig. 8, it is utilized to evaluate 

the practices for each of the proposed models. This tool requires three calculation 

dimensions [84]: 

1. Approach: This aspect emphasizes the management aid and the organization’s 

obligations connecting to its practices [84]. 

2. Deployment: This dimension emphasizes the inclusiveness and steadiness of 

practice arrangement and distribution [84]. 

3. Results: This dimension emphasizes the encouraging consequences of the project 

affect scale [84]. 
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For each dimension, a value of 0, 2, 4, 6, 8, or 10 should be selected, which can be 

specified by referring to the conditions. Here is how to use the Motorola assessment tool 

[84]: 

1. For each practice, compute the full score of the three dimensions, then divide the 

total by three to calculate the average and round to the next whole number [84]. 

2. Repeat step 1 for the entire practice in one class [84]. 

3. Add the average of each practice and divide it by the total number of practices in 

each class [84]. 

4. Repeat step 4 to obtain the average for each level [84]. If the level's average score 

is less than 7, it is called weak; otherwise, it is deemed strong [84]. 
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Fig. 8. Motorola measurement tool [44]. 

 

Hence, in this thesis, we will develop measurement method that will help us to assess 

every practice for each knowledge area of the insider threat domain. The developed 

method was inspired by the Motorola measurement tool. This is because Motorola has 

been utilized to evaluate best practices for secure software/cybersecurity 

readiness/maturity model publications. 
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2.6 Summary 

This chapter gives context for the research by introducing cybersecurity and presenting 

the traditional system security attributes of confidentiality, integrity, and availability. 

CMMI and its components were explained in detail, as our model has been designed 

based on the structure of CMMI. At the end of the chapter, some metrics used for 

measurement were highlighted. 
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CHAPTER 3 

LITERATURE REVIEW 

 

3.1 Overview 

This chapter lists and explains the related work found in the literature, including the 

cybersecurity standards, frameworks, and readiness models, in addition to the other 

surveys and literature reviews related to our topic. Finally, we identify the research gap 

that we intend to fill. 

 

3.2 Definitions 

Before we move to the definitions of insider and insider threat, we will outline some 

acceptable cases/scenarios of authorized access as follows [5]: 

 A recently terminated employee whose system privileges have not yet been 

canceled. 

 A software programmer who develops the organization’s systems/SW and knows 

how to access the systems/SW. 

 A “masquerader” who discovers a computer that has already logged onto by an 

authenticated user and uses it without his/her consent. 
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 A “janitor” who has privileged physical access. 

Regardless of the different scenarios, insiders share one or more of the following 

characteristics [5]: 

 Access to the system, which must be maintained to be further distinguished by 

whether or not access is authenticated or authorized, and logical or physical. 

 Ability to present the organization to outsiders. This attribute is a legal foundation 

for the definition of insider threats. 

 Knowledge about the systems, policies, and organization. 

 Trust by the organization, authorizing an individual. It can also come as 

dependability and assurance. 

“Countering Insider Threats,” a cross-disciplinary workshop conducted in 2008, 

determined that “an insider is a person that has been legitimately empowered with the 

right to access, represent, or decide about one or more assets of the organization’s 

structure” [5]. 

The definition of insider threat mostly depends on the definition of insider. It is defined 

as follows: “an insider threat is [posed by] an individual with privileges who misuses 

them or whose access results in misuse” [5]. Others have defined insider threats based on 

the characteristics of people (knowledge, motivation), organizations (policies, assets), 

systems (vulnerabilities), and society (ethics, laws) [5]. Furthermore, insiders can be 

defined as a source that pairs the resource itself and access privileges [5]. 
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Besides, there is a real insider, who is defined as a person who works in an organization 

in a high position, is highly trusted, and can do major harm that is hard for the 

organization to deal with [5]. 

 

3.3 Motivations behind Insider Threats 

Performing an insider threat is very dangerous and requires the insiders to think and 

decide before performing such an action [31], [87], [88]. To elaborate, there are four 

main motivations behind insider threats: money, ideology, coercion, and ego [31], [87], 

[88]. 

1- Money is the main reason for many insider threats, as insiders seek money for 

personal gain [31], [87], [88]. In addition, financial services firms are among the most 

frequent targets for insider threats; such firms include banks, shops, sponsored 

entities, insurance companies, etc. [31]. 

2- Ideology can take several forms of motivation, such as political motivation or 

fanatical convictions [31], [87], [88]. 

3- Coercion can be in the form of passive insiders, as the attacker is unaware or forced 

to do the harm [31], [87], [88]. 

4- Ego includes both personal and psychological motivations [31], [87], [88]. Personal 

motivations could resemble anger or revenge, whereas psychological motivations 

involve mental instability [31], [87], [88]. Other motivations include gratification, 

challenge, and a sense of entitlement [42]. 

 



41 

 

3.4 Insider Threats’ Factors and Features 

Based on a study focused on insider threats’ factors and features, the source of insider 

threats can be one of the following [89]: 

1- Human factor: It is defined as an abnormal behavior conducted by humans that 

causes an insider threat action [89]. The threat occurs for an employee or contractor’s 

self-satisfaction, where s/he uses her/his access to obtain sensitive data of the 

organization [89]. Trusting employees is the main challenge that most organizations 

face [89]. Moreover, the key features of this factor are disgruntlement, anger, 

emotional sensibility, self-promotion, and socially mean character [89]. An 

organization’s management encounters difficulty in tackling such a human threat 

[89]. Besides, a human’s drive to perform a dangerous action is based on three 

conditions: motivation, opportunity, and capability [90]. 

2- Systems factor: Systems themselves contain information and records that insiders 

strive to attack to launch the threat [89]. The highlighted features of system factors 

are server operation, false injection attacks, electrical power systems, vulnerability of 

defense devices, disruptions of sensors, system failures or errors, physical faults 

through smart grid technology, and so forth [89]. 

3- Machine factor: This factor also plays a significant role in insider threats [89]. 

Choosing recent devices with the latest security characteristics might help to reduce 

the harm caused by insider threats [89]. Several studies have been conducted and 

show different approaches, frameworks, taxonomies, etc. to reduce the major damage 

of the insider threats resulting from these factors [91], [92], [93]. 
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3.5 Insider Threat Issues 

Research on insider threats has issues. The issues can be data, psychology, monitoring 

and privacy, detecting insider threats, or technology [15]. Below is a description of each: 

1- Data: There are some limitations to obtaining correct data on insider threats for 

several reasons. These could be privacy matters that prevent sharing because of 

policy, morale, law, etc. Some organizations that had insider threats have not shared 

data with other organizations; however, having unclear definitions of insider threats 

and imprecise policy of what is allowable versus unallowable insider behavior is what 

causes data limitations and thus prevents researchers from addressing several 

problems of insider threats [15], [26]. 

2- Psychology: Most organizations hire employees depending on certain criteria, e.g., 

academic qualifications. However, these criteria are insufficient, as some employees 

are qualified but are insiders who carry out acts of misconduct. Furthermore, there is 

a strong relationship between insider threats and human traits [66]. Psychological 

screening/examination is very useful in this context and would be beneficial before an 

employee is hired [15]. Another measure is to have the job interview done in more 

than one session to better evaluate the potential employee [15]. Also, the interviewer 

should test whether the employee is fit for the job and some other factors, such as 

his/her past malicious activities, using some interviewing skills [15]. 

3- Monitoring and privacy: Privacy and human rights are always issues in different 

contexts. Some companies choose to not monitor their employees to not affect their 
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reputation [15]. Other companies choose the opposite, and they monitor their 

employees’ emails, accounts and profiles, and communications [15]. However, they 

are not free to monitor their employees completely, as there are some restrictions 

imposed by international courts and laws and regulations [15]. 

4- Detecting insider threats: Detection of insider threats, either by humans or by 

technical methods, is one of the hardest issues that an organization might face 

because insiders have access and privileges that allow them to perform destructive 

actions [15]. However, intrusion detection systems (IDSs) are utilized to help 

organizations notice malicious actions and behaviors performed by users [15]. There 

is a debate on whether or not IDSs make employees hesitate to damage their 

organizations’ assets [15]. The answer is still unidentified [15]. 

5- Technology: Outsider attacks are usually prevented from accessing organization 

resources, such as data, systems, etc., using firewalls, data encryption, and access 

control mechanisms [15]. But how are insiders attacks banned from access when they 

are performed by authorized users who can access the resources? [15]. OS, access 

control, and audit logs can deliver little support to detect an insider threat [15]. The 

difficulty goes back to the basic element of the attack, which is the human, not the 

technology [15]. This puts more burdens on the technology side to provide solutions 

capable of overcoming this limitation [15]. 
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3.6 Insider Threats’ Impact and Recommendations 

Insider threats are carried out by employees or contractors, who could be current or 

terminated, male or female, or permanent or temporary contracts [29], [66]. Insiders hold 

various positions, such as database or network administrators, programmers, managers, 

engineers, executives, etc., which makes sabotage the most common feature of incidents 

by insiders [66], [29]. Insider threats have a catastrophic impact on business. These 

impacts include shutting down communications, deleting system records, altering 

passwords, and destroying critical assets [29], [66]. In addition, there are other major 

harms to financial assets caused by insiders, such as stealing credit cards, accessing bank 

accounts, falsifying checks and assets, and robbing the treasury of money and property 

[29]. 

From a different perspective, businesses are recommended to follow some restrictions to 

mitigate the harm of an attack [66]. For example, a company may limit access to critical 

assets to those who are trusted by the business owner and gather information for remote 

logins, such as date/time, Internet protocol (IP) address, and account name [66], in 

addition to screening the reasons that cause remote logins to fail [66]. Furthermore, 

financial firms, which are the most frequent targets of threats, are suggested to consider 

some of the best practices to enhance the performance of their insider threat response and 

recovery plans [31]. The main practices are to establish and review dedicated insider 

threat management policies, ensure that top management accept and provide the right 

attention to insider threat management, award the necessary awareness and training 
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programs to staff, strengthen the role of education, involve lessons learned for plans, etc. 

[31]. 

Additionally, all nations are suggested to follow the best practices that have been 

produced by CERT after analyzing more than 700 case studies in the U.S. [32], [33], 

[94]. CERT has provided 19 best practices to avoid, detect, and respond to risk from 

insider threats that can be used as an educational guide for every business [32], [33], [94]. 

Some of the practices are to report and impose rules and controls, cope with and 

anticipate harmful matters within the workplace, know your valuable assets, apply least 

privilege and SoD, implement a comprehensive employee termination mechanism, as 

well as regular security training for all employees, and be vigilant regarding social media 

[32], [33], [94]. In another study, CERT mapped 16 proposed guidelines to their 

international organization for standards (ISO) 27002 controls for insider threats 

management [95]. To illustrate, tracking and protecting the physical environment 

guideline belongs to the physical environment security ISO27002 control, introducing 

periodic security awareness training for all workers is mapped to the human resources 

security ISO27002 control, and so forth [95]. The work in [96] shed light on the 

importance of information security policies to reduce insider threats caused by 

employees, including computer use, clean desk, employee monitoring, security awareness 

training policies, passwords, and rewards and recognition. 
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3.7 Types of Insider Profiles 

Insiders can be classified into four classes based on their job profiles [22]. The first group 

is pure insiders, organization employees who have access privileges (i.e., keys, login, 

access cards) to do daily tasks. However, they are malicious employees [22]. The second 

group is insider associates; they are contractors and third-party personnel with 

limited/restricted authorized access. Guards, suppliers, and cleaners are examples of 

insider associates [22]. The third category of insider is insider affiliates, who are friends 

or spouses of employees without privileged access [22]. However, they can use an 

employee’s credentials and gain access, then do harm [22]. Outside associates are the 

final group; they are untrustworthy outsiders [22]. They may gain access to the 

organization through social engineering activities or open-access wireless networks [22]. 

Fig. 9 describes the categorization of threat agents. 

 

 

Fig. 9. Categorizing insiders [22]. 
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Another work developed a consistent insider threats classification model based on a 

systematic review of prior work [97]. The study conducted a thematic review of the 

literature on the various categories of insider threats to deliver a consistent terminology 

of insiders [97]. In addition, their classification was based on an individual’s motive, 

intent, and action. The study demonstrated that there are four typologies of insiders: 1) 

accidental insiders have no intent and motivate to violate the organization’s security 

policies; 2) negligent (ignorant) insiders are purposefully non-compliant, but their goals 

are not malicious, and the attack usually happens due to the misuse of their privileges; 3) 

mischievous insiders are aware of harm and intentionally do it without malice; and 4) 

malicious insiders are carrying out attacks to self-benefit or cause damage. Fig. 10 

demonstrates the typologies of insiders along with the characteristics of each type [97]. 

Furthermore, the proposed classification will help organizations to enhance their 

cybersecurity approaches and best practices [97]. Besides, the knowledge of each type of 

insider can increase the organization’s awareness that employees can transition between 

kinds over time [97]. 
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Fig. 10. Typology of insiders [97]. 

 

3.8 Insider Threat Classification 

A comprehensive survey of literature by [18] presented a taxonomy of up-to-date insider 

types and profiling, levels, access, motivation, and methods for insider threat detection 

(Fig. 11). These methods include machine learning (ML) techniques, analyzed behaviors, 

datasets, and evaluation metrics [18]. The main contributions of this survey were, first, 

that it reviewed the literature on insider threats from a variety of standpoints and focused 

on statistical, theoretical, and technical features of insider threats. Secondly, it 

investigated and analyzed several insider threat occurrences and provided statistical data 

on insiders [18]. The study also examined certain real-world insider threat case studies in 

order to give statistical data on insiders [18]. Besides, the challenges faced by researchers 

were highlighted, such as collusion attacks and the complexity of detection, which is 

costly and time-consuming. As well, some recommendations were also discussed to 
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reduce obstacles, i.e., adopting hybrid solutions, using log management, and considering 

the human aspect [18]. Regardless, the study did not emphasize the best practices which 

might assist organizations to prevent or mitigate insider risk. In addition, the study 

focused on the perspective of the literature while neglecting the industry perspective. 

 

 

Fig. 11. Classifications of insider threats [18]. 

 

Furthermore, insider threats can be classified and presented from multiple aspects/views, 

such as types, motivations, and indicators, which help to understand the phenomenon and 

then produce effective approaches that tackle the risk efficiently. The proposed insider 

threats taxonomy in [16] is based on a review of past studies, and it consists of the 

following seven main components: 1) detection techniques can be categorized into the 
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detection method, data source, function, analysis interval, and structure; 2) insider 

methods: an insider can use several methods to conduct threats, such as spoofing, 

scanning, etc.; 3) insider profiles are classified into four types based on their level of 

access privilege; 4) seven types and actions of insider threats are named in the next 

figure; 5) insider threat indicators are five main indicators defining cues that an insider 

threat is imminent; 6) motivations can be any of 12 categories mentioned in the following 

figure; and 7) the insider has authorized intentional or unintentional physical or network 

access [16]. The developed classification is expected to advantage future researchers to 

produce new methods and tools to predict such threats. As the study aimed to in future 

work to explore more into insider risks and the utilization of log files [16]. 

 

 

Fig. 12. Taxonomy of insider threats [16]. 
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Moreover, the novel approach implemented by [16] predicted the risk of insider threats 

using a Bayesian network (BN). Based on the impact of the insider incident on the 

organization's information security, they classified insider risks into seven elements [98]. 

The seven elements were fraud, IT sabotage, IP theft, cloud computing insider, social 

engineering, unintentional insider threats incident, and insider national security [98]. In 

addition, they classified the mitigation approaches into two classes: technical and non-

technical [98]. Fig. 13 summarizes the two classes’ approaches, benefits, and limitations 

[98]. Regardless, none of the aforementioned categorizations have discussed a 

classification/taxonomy of best practices against insider threats that might be adopted to 

prevent or mitigate the danger of such threats. As a result, it is mandatory to implement a 

taxonomy of insider threats best practices to assist organizations to measure their health 

and maturity against insider threats. The preceding studies have made significant 

contributions and useful guides for academic researchers and organizational practitioners, 

but they do not truly fill the gap because they are only focused on detection mechanisms, 

whereas we classified insider threat best practices using a hybrid classification approach 

to cover all relevant knowledge areas of insider threat best practices. 
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Fig. 13. Summary of approaches to insider threats [98]. 

 

3.9 Frameworks for Understanding and Predicting Insider Threats 

There is little progress in dealing with building frameworks for insider threats [17]. 

Regardless, the presence of such models has helped organizations to quantify attack 

prediction [17]. For example, [17] developed a framework for understanding, predicting, 

and detecting insider threats using knowledge experience, as well as reviewing previous 

studies. The framework highlights important directions of insider threats, such as types of 

insider threats and symptoms, including meaningful errors, preparatory and verbal 

behaviors, personality traits, and correlated usage patterns [17]. The proposed framework 

utilized these important directions, as well as a combination of IDSs to discover insider 

threats [17]. These systems were anomaly-based IDSs (AIDSs), network IDSs (NIDSs), 

network node IDSs (NNIDSs), distributed IDSs (DIDSs), and host-based IDSs (HIDSs) 

[17]. Their framework showed a successful consequence for the detection of insider 

threats [17]. 
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Furthermore, there is no systematic approach to prevent data leakage and sabotage; 

however, a human behavioral model to anticipate insider threats was proposed in [21]. 

The study integrated different data sources into the model from the cybersecurity field 

and inferred other psychological factors which cause a malicious attack to occur [21]. 

The sources of data can be human resources (HR) information, performance review 

information, and security information [21]. Additionally, the model was inspired by the 

neocortex called Columnar Hierarchical Autoassociative Memory Processing In 

Ontological Networks (CHAMPION) [21]. As a result, the developed model helped to 

detect insider threat indicators before or shortly after the insider malicious deed [21]. The 

success of the model has come after integrating different disciplines into it which assist in 

detecting then analyzing the threat proactively. 

Moreover, according to [99], the insider is a type of human error that should be dealt with 

at the very top of any defined taxonomy. Thus, they classified human error as including 

both insider and user errors [99]. They used the Center for Chemical Process Safety’s 

definition of human error for this purpose [99]. Any human action that exceeds a control 

limit specified by the OS is termed a human error [99]. Their understanding is significant, 

since it clarifies this complex problem into unintentional, intentional, and malicious 

(UIM) categories [99]. Additionally, it enables the use of knowledge gained from sectors 

that have developed effective programs and a long history of utilizing human aspects 

[99]. Finally, this understanding makes it possible to understand whether a human 

mistake was the cause of failures occurred at the organization’s management level, 

design level, or technical expert level [99]. 
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The work presented in [29] highlighted the required components for an insider threat 

inspection and reduction program. Besides, an insider threat program has the following 

nine key characteristics: authority, policy, prevention, collection, personnel review, 

analysis attribution, threat awareness, investigations, and incident response [29]. As well, 

the study outlined 21 best practices that were recommended to be in the model program 

used for insider threat mitigation [29]. Some of the best practices were to understand the 

business context, apply continuous monitoring, focus on cyber observables, announce 

integration guidance to managerial elements, perform “reactive” and “proactive” 

responses, use historical insider suitcases to raise new pointers, bind actions and 

attribution data with start and end times, construct solid attribution for all actions, store 

gathered data for future recovery, collect and merge distinct data sources, etc. [29]. 

From an enterprise-level perspective, [27] provided an architecture solution to predict 

threats. The solution combined data from different sources [27]. The Attribute-Based 

Group Access Control (ABGAC) model was utilized for the framework development 

[27]. Besides, the framework prioritized the organization’s assets based on business 

values, in addition psychological signs and linguistic sophistication analysis are used to 

predict insider threats [27]. They applied the framework as a multi-layered analysis 

process, beginning with data and progressing to observations, indications, and behaviors 

[27]. The framework might be represented as a knowledge base for the semantics of 

insider behavior and characteristics, specific organizational elements influencing 

motivation, a broad set of indicators influencing intentions and actions, and heuristic 

models of attacker conduct [27]. The study findings showed that HR personnel was the 

riskiest resource for organizations due to the high access capabilities they own [27]. 
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Different work used the grounded theory technique for a rigorous literature survey and 

provided a classification of insider threats [26]. They developed a structural taxonomy 

that contributes to an orthogonal grouping of cases based on what, where, when, who, 

why, and how (5W1H) questions, as well as highlighting public datasets available to test 

new detection/prediction methods [26]. Besides, some case studies, framework models, 

and solutions were also reviewed [26]. The developed taxonomy combined two 

taxonomies: an unintentional insider threats taxonomy and a MIT taxonomy [26]. The 

provided solutions were based on four views: general view, for instance, the 12 best 

practices generated by CERT and common sense guides; managerial and high-level view, 

for example, rules, measures, HR, education and awareness training, monitoring and 

analysis of incidents view including antivirus, log analysis tools, and intrusion detection 

systems; and lastly, standards view, such as ISO 27001 and ISO 27002 [26], [33]. 

However, these were conceptual practices and not detailed. 

 ML has also contributed to minimizing harm by insiders. For instance, [100] developed 

an ML model based on bio-inspired computing. The model aimed to help governments 

detect malicious insiders and reduce the damage [100]. It was created by modifying an 

existing unsupervised learning algorithm. The study also implemented swarm intelligence 

algorithms that show good performance on feature selection optimization [100]. A further 

study developed behavioral characteristics based on historical data using the deep feature 

synthesis technique [101]. They created 69,738 features for every user, and as a 

dimensionality reduction technique, they employed principal components analysis (PCA)  

[101]. After that, they used cutting-edge ML algorithms, including anomaly detection and 

classification models, to find insider threats [101]. The anomaly detection model had an 
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accuracy of 91%. The CERT insider threats dataset, a publicly available insider threat 

dataset, was employed in the experiment  [101]. In order to lessen the impact of the 

imbalanced dataset, they examined the effectiveness of the balancing strategy dataset 

called “SMOTE” [101]. According to the findings, it improves recall and accuracy at the 

expense of precision [101]. Among all other ML models, the feature extraction technique 

and the support vector machine (SVM) model showed exceptional results, with the 

classification model achieving 100% accuracy [101]. For MIT detection, it suggested a 

brand-new double-layer architecture [102]. Sampling, transformation, and data 

integration are included in the first layer [102]. In the sample system, an effective 

sampling strategy was used to depreciate the class imbalance problem (CIP) among eight 

sampling strategies [102]. Nearmiss2 (NM-2) works well and is often considered to be 

the best sampling methodology based on SVM performance [102]. In the second layer, 

NM-2 sampled data is employed in an aberrant MIT detection model that employs a 

number of anomaly detection algorithms, and performance measures are used to evaluate 

the model's efficacy [102]. The primary goal was to use prior research to validate the CIP 

solution for anomaly detection approaches [102]. Recall and f-score were 100% and 

78.72%, respectively, for the proposed double-layer design utilizing NM-2 and one-class 

SVM [102]. It did, however, have an 82.46% accuracy and an acceptable MIT detection 

rate [102]. 

Finally, [14] developed a taxonomy and classified the detection techniques of insider 

threats based on the strategy used for detection. The study discovered that using decoys 

and honeypots, scenario- and anomaly-based approaches, and role-based access control 

were the most effective applied techniques [14]. Meanwhile, [35] designed a structured 
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methodology that mapped insider threats to security controls of ISO/International 

Electrotechnical Commission (IEC) 27002:2013 to minimize insider threats. Lastly, [103] 

suggested a decentralized e-government platform with built-in threat detection features. 

The encryption, in particular, realized the privacy and security of the envisaged e-

government system [103]. The blockchain offered immutable validating techniques 

[103]. The use of an artificial immune system efficiently protected the integrity of the 

blockchain by reducing the internal and outside dangers connected with blockchain 

transactions [103]. By using the Ethereum Visualizations of Interactive, Blockchain, 

Extended Simulations (eVIBES) simulator and two publicly available datasets, the 

proposed e-government system was validated and assessed [103]. The experimental 

findings demonstrated the effectiveness of the suggested framework in that it could 

reduce internal and external threats in e-government systems while also protecting data 

privacy [103]. 

To sum up, many academics have investigated insider threats and presented various 

strategies (based on signatures, deep learning, and ML—image-based, for example) to 

mitigate or detect these kinds of dangers [20], [104]. They consider the insider threat to 

be a problem with anomaly detection [105]. Although these techniques are highly 

effective at detecting threats, they have a poor ability to identify threats and do not stop 

malevolent insiders [105]. 
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3.10 Readiness Models in Software Security 

Readiness and maturity models have been implemented in several studies related to 

cybersecurity, as well as software security. This is because security is one of the most 

significant software quality characteristics. The work in [44] developed the SRERM. 

Initially, the model performed a systematic mapping study (SMS) to recognize the 

security requirement categories and the best practices to build the model [44]. Two case 

studies were performed to measure the model in real-life environments [44]. The case 

study results demonstrated the SRERM's capacity to specify the level of readiness of 

security requirements engineering (SRE) in the software industry [44]. 

Moreover, the developed capability maturity model (DF-C²M²) in [106] has enabled 

companies to assess the maturity of their digital forensics competencies and find 

roadmaps for enhancing them in agreement with industry or government expectations and 

needs. The model was designed based on interviews and consultations with experts in the 

digital forensics domain [106]. As a result, the developed model had six levels from 0, 

being the least, to 5, being the most mature digital forensic capability [106]. Furthermore, 

the created model was evaluated by using it to assess the digital forensics capability 

maturity of a laboratory in a law enforcement agency [106]. 

In addition, [107] presented an ISO 27001-based information security maturity model for 

software developers. This is due to the fact that ISO 27001 is currently the primary 

reference in security techniques information [107]. Besides, domain experts evaluated the 

model, which was then utilized to determine the maturity level of select Brazilian 
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businesses [107]. The outcomes of the evaluation showed that businesses could use the 

model to deploy security information processes [107]. 

Furthermore, [108] viewed a maturity model implemented in the software industry. To 

elaborate, in 2009, the Open Web Application Security Project (OWASP) proposed a 

non-commercial maturity model named the Open Software Assurance Maturity Model 

(OpenSAMM) [108]. The maturity level assessment was based on 12 software security 

practices that were grouped into four business functions: governance, construction, 

verification, and deployment [108]. Besides, the practices were developed based on 

software security experience [108]. Additionally, this model showed its flexibility and 

effectiveness in application to different business sizes at different levels using any 

development approach [108]. 

Besides, the proposed maturity model in [53] shed light on the importance of developing 

a model to enhance the way of designing secure products in software development 

organizations. The maturity model was based on the MLR findings that extracted eight 

knowledge areas and 65 best practices to develop a secure software design maturity 

model (SSDMM) [53]. The SSDMM was designed to help organizations to assess and 

enhance their software design security practices [53]. The CMMI v2.0 structure was 

utilized to build the model, and it was assessed by conducting case studies in practical 

workplaces [53]. The case studies’ findings showed that the SSDMM was beneficial in 

evaluating an organization’s level of readiness for secure software design [53]. 

Lastly, [109] presented the Building Security in Maturity Model (BSIMM). Initially, the 

model was created based on real-world data from large enterprises regarding the activities 
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that were associated with their SDLC [109]. In addition, the model consisted of 12 

practices that encompass four business areas: governance, intelligence, secondary 

standards dosimetry laboratories (SSDL) touchpoints, and deployment [109]. It allowed 

organizations to measure their software security initiatives and compare themselves with 

other businesses [109]. 

In summary, no maturity model has been developed to assess organizations’ readiness for 

insider threats. One master's thesis in 2022 developed an MLR study about cybersecurity 

maturity/readiness models [110]. The study revealed 43 models, and none of them 

touched on the topic of insider threats and helped to fill in our gap in the following 

section [110]. 

 

3.11 Research Gap 

Insider threats are costly, challenging to identify, and regrettably growing. Despite much 

research, current methods were insufficient [104]. Moreover, the scientific literature on 

the insider threats problem was not yet mature, and the boundaries and description of this 

threat were ambiguous [16], [18]. Thus, the maturity of the scientific papers was low 

compared with the grey literature, which made the need to gain solutions in this field 

urgent [18]. In general, there was a lack of studies on insider threat best practices in 

organizations [19]. However, the amount of studies that look at the best practices for 

dealing with insider threats is a good place to start, even if they are of little use in 

producing useful results that can help organizations reduce the frequency and severity of 

insider threats. Reviewing the published approaches in the scientific studies, there was no 
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complete and effective approach to insider threats [21]. This is because of the ambiguity 

of this domain of cybersecurity incidents. In addition, in their quest for complete security, 

many people have overlooked the importance of organizational readiness [28]. 

Regardless, a few studies have argued for the need to implement a layer of defenses 

against insiders, including policies, procedures, and technical solutions [111]. 

Nevertheless, the technical solutions are not always sufficient to overcome the problem 

[22], [112]. Human factors are acknowledged as vital contributors to cybersecurity 

incidents [112]. 

Companies were more concerned about unintentional insider threat data leak breaches 

than purposeful data breaches, according to the Insider Threat Spotlight 2015 Report by 

Partners 2015 [99]. Their worries, though, are unlikely to result in meaningful 

modifications to cyber initiatives [99]. Moreover, limited publications have focused on 

insider threat incidents in companies; however, they have neglected any methods that 

might be used to detect these threats [113]. In addition, they overlooked how to assess 

these threats despite its necessity [22]. On the contrary, other work has presented insider 

threat prediction and detection algorithms by conducting a systematic survey of 37 

studies, yet it excluded theoretical studies [114]. Our model has a holistic view, starting 

from mapping the practices synthesized from an MLR study among different levels of 

readiness, then assessing the practices’ application to show where the organization’s 

readiness level stands, and finally assessing the usability of the tool, which is inspired by 

a national cybersecurity tool. This mapping of the practices into different knowledge 

areas and sub-knowledge areas is vital to realize which of the organization’s units are 

most affected by the insider threat’s consequences [16]. Furthermore, the combination of 
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literature and industry practices will aid academics and practitioners in obtaining 

feedback from academia and industry on building tools to be evaluated, perhaps leading 

to increased acceptance and adaptation of relevant tools to real-world situations [18]. 

 

3.12 Summary 

The domain of insider threats was addressed in this chapter. A variety of ways for 

minimizing or forecasting insider threats have been explored. Cybersecurity activities 

have been going on for well over two decades. However, companies involved in 

cybersecurity are still facing many problems due to complicated communication and 

coordination issues, the absence of reliable infrastructure for insiders, and the lack of 

insider threat best real-world practices. In addition, different risks have also been 

identified for such threats. Despite the relevance of these issues, little empirical study on 

insider threat real-world practices in general, and various aspects of organizational 

preparation in particular, have been conducted. This research is likely to provide useful 

insight into knowledge areas' perceptions of their organizations' readiness. 
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`CHAPTER 4 

RESEARCH METHODOLOGY 

 

4.1 Overview 

This chapter explains the research approach used to develop a readiness model for insider 

threats in organizations. In order to accomplish the objective, three main phases were 

performed. First, we conducted an MLR for insider threats to find the related best 

practices. Second, we classified the obtained practices into different knowledge areas and 

sub-knowledge areas. Then, we developed the readiness model, along with its assessment 

method, followed by deploying the model. Third and finally, we evaluated the model, and 

then we implemented the tool (see Fig. 14). 
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Fig. 14. Methodology. 

 

4.2 Multivocal Literature Review Process 

Evidence-based software engineering (EbSE) is a popular area which primarily uses 

MLR for studies. In terms of planning, execution, and reporting, MLR follows the same 

procedure as a systematic literature review (SLR) for what is known as formal literature 

(FL). However, MLR also contains practitioners’ thoughts that are available via search 

engines, web pages, videos, and blogs, besides scientific publications, known as gray 

literature (GL) [115]. The full display of our MLR results appears in Chapter 5. The 

following subsections describe the followed MLR protocol. 

 

Evaluate the Model, Tool Development 

- Academic evaluation - Industrial evaluation 
- Design and implement the 
tool 

Develop and Deploy SRMaIT based on the Collected Evidence 

- Categorize practices and 
design SRMaIT structure 

- Develop readiness levels and 
the assessment method 

- Identify the neccesary steps 
to deploy the model 

Identify Research Questions and Conduct an MLR 

- Specify the RQs - Develop the MLR protocol 
- Implement the MLR protocol 
& perform the analysis 
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4.2.1 Research Goal and Questions  

The primary goal of this research is to develop an SRMaIT for organizations. Therefore, 

the following research questions were developed for MLR purposes. 

RQ1: What are the best practices for insider threats that help organizations against the 

risk of such threats? 

RQ2: Based on the gathered practices, what are the different knowledge areas for best 

practices in dealing with insider threats? 

 

4.2.2 Search Strategy 

The first step in conducting an MLR is retrieving and selecting appropriate sources for 

review. This includes defining a search strategy as well as criteria for source 

inclusion/exclusion and quality assessment. At this stage, we designed ways to find 

relevant sources. The first step was to generate search terms by examining the keywords 

of the research questions from the four perspectives listed below: 

1. Population: insider threats 

2. Intervention: existing readiness models or practices for insider threats 

3. Outcome of relevance: readiness models, guidelines, practices, checklists, or 

recommendations for insider threat prevention or mitigation 

4. Experimental design: SLR, theoretical and empirical studies, case studies, 

standards, white papers, expert opinions, and observations  
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We discovered topic-related synonyms for the keywords. Boolean operators were used to 

combine these synonyms. We built our search strings for the study in both formal and 

gray literature after searching with different combinations of these keywords. We 

performed a trial search on the CiteSeerX digital library to validate the search terms using 

the following search string: 

-FL: (Best OR favorite OR top) AND (Practices OR recommendations OR guidelines OR 

checklist) AND (Insider OR internal OR sworn confidant OR authority OR privileged 

knowledge holder) AND (Attacks OR threats OR offensive OR violation) AND 

(Prevention OR Mitigation) 

-GL: Prevention or mitigation of insider threats best practices for organizations 

The following digital libraries were searched using the search string: 

• Google (http://www.google.com), for GL only 

• ACM Digital Library (http://dl.acm.org) 

• Springer Link (http://link.springer.com) 

• IEEE Xplore (http://ieeexplore.ieee.org) 

• Science Direct (http://www.sciencedirect.com) 

• John Wiley Online Library (http://onlinelibrary.wiley.com/) 

 

4.2.3 Inclusion/Exclusion Criteria 

According to Guideline 9 of the MLR guidelines, inclusion and exclusion criteria can be 

combined or overlapped with integrated quality assessment [115]. This method can assist 

http://www.google.com/
http://dl.acm.org/
http://link.springer.com/
http://ieeexplore.ieee.org/
http://www.sciencedirect.com/
http://onlinelibrary.wiley.com/
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in excluding sources based on suitable selection criteria [115]. Our inclusion and 

exclusion criteria ensured that only relevant sources were chosen for further examination. 

Sources relevant to insider threat readiness models, sources that propose insider threat 

practices, peer-reviewed sources, standards, journal and conference papers, white papers, 

textbooks, and reports published by reputable organizations were included. Meanwhile, 

the following were excluded: non-English or inaccessible sources, and duplicate sources. 

 

4.2.4 Quality Assessment Criteria 

The sources used in the final evaluation were evaluated for quality to verify that they 

were reliable and unbiased. The criteria described in Tables I and II were used to evaluate 

GL and FL sources. 

 

TABLE I: QUALITY ASSESSMENT CRITERIA FOR GRAY LITERATURE [115] 

Criteria Yes (1)  No (0) 

Q1: Is the source from a trustworthy 

organization? 

  

Q2: Does the source have a particular goal?   

Q3: Is the source's methodology clear?   

Q4: Is there a specific date for the source?   

Q5: Does the source provide a novel contribution?   

Q6: Are the practices described?   
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Total   

 

TABLE 1: QUALITY ASSESSMENT CRITERIA FOR FORMAL LITERATURE [115] 

 Criteria Yes (1) No (0) 

Q1: Is there a motivation behind the study?   

Q2: Is the study based on research work?   

Q3: Does the paper have a clear goal?   

Q4: Does the paper include a methodology section?   

Q5: Does the research contain any empirical 

evaluation? 

  

Q6: Are the findings of the research discussed?   

Q7: Are the limitations of the study fully stated?   

Q8: Are the practices described?   

Total   

 

4.2.5 Source Selection 

The sources were chosen in three stages based on the previously specified criteria. The 

initial set of relevant sources was gathered in the first stage by reviewing the titles and 

abstracts discovered in the search results. In the second stage, appropriate sources were 

chosen by reading the complete text of the previously chosen sources. The sources that 

met the inclusion criteria and passed the quality evaluation were nominated for review in 

the final stage. Based on the MLR guidelines, a source is selected if its score is greater 

than or equal to 50% in the quality assessment for both types of assessments. 
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4.2.6 Data Extraction and Synthesis 

The sources selected throughout the final selection process were reviewed in order to 

collect the information needed to answer our second research question. The "coding 

technique" was used in qualitative analysis to synthesize the data and discover practices 

connected insider threats which aim to prevent or mitigate the risk [116] [117]. The full 

explanation of our MLR protocol appears in Appendix A. 

 

4.3 Model Development and Deployment 

In this stage, our third and fourth research questions are answered, as follows: 

 

4.3.1 Assessment Framework Development 

RQ3: How can we build a practical readiness model for insider threats? 

The MLR practices were divided into several groups of knowledge areas and used to 

construct the SRMaIT. The SRMaIT framework structure is based on the CMMI v2.0 

structure and consists of main knowledge areas as well as sub-knowledge areas, as well 

as various security practices, readiness levels, and assessment methods. All the steps of 

the model’s development are shown in detail in Chapter 6. 
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4.3.2. Expert Interviews 

RQ4: What are the necessary steps for the implementation of the readiness model? 

The interview is a famous technique to elicit qualitative data. It involves at least one 

researcher talking to at least one respondent. There are three types of interviews: 

structured, semi-structured, and unstructured [47]. Interviews are usually utilized to meet 

experts in the domain. A set of IT professionals were met to explore the essential steps to 

successfully deploy our model within an organization. The full information of the model 

deployment steps are shown in detail in Chapter 7. 

 

4.4 Model Evaluation 

This phase was designed to address our last research question: 

RQ5: Is the developed readiness model robust in terms of measuring an organization’s 

readiness for insider threats? 

 

4.4.1 Experts’ Opinions 

Experts’ opinions are presented as a significant validation method. The relative cost-

effectiveness of this strategy when compared to other data collection methods is one of its 

advantages. It is a time-saving strategy that is useful in formative evaluation when 

deciding whether or not to implement a course of action. When experts are well chosen, 
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their perspectives add to the validation's credibility. Expert opinions can be used to 

evaluate project goals and methods that need to be validated early in the process. There 

are five primary stages in a systematic approach for using expert opinions: 1) identifying 

the object; 2) selecting experts; 3) posing questions to experts; 4) gathering expert 

responses; and 5) combining opinions [118], [119], [120]. 

 

4.4.2 Conducting a Case Study 

A case study is an empirical investigation into a contemporary phenomenon within its 

real-life environment, particularly when the limits and context are unclear. In the final 

stage of our research methodology, a case study in three organizations was conducted to 

assess/evaluate the SRMaIT’s usability and applicability in the real-world setting. This 

step will help to identify hidden concerns and close the gap between academia and 

industry. Besides, the case study is important to show areas where the developed model 

has any deficits. This will help with planning and decision-making. All information 

needed about the model validation and case study evaluation results is in Chapter 8. 

 

4.4.2.1 Sources of evidence 

To increase the case study’s credibility and reduce the bias, the study has used multiple 

sources of evidence as follows: 

 Questionnaire 
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The questionnaire is the basic source of evidence in the performed case study because 

it is important to involve more than one stakeholder’s perspective. The questionnaire 

questions were used to perform the post–case study questionnaire to assess our 

model’s usability and learnability. 

 Documents and archival records 

These provide valuable objective information that complements the sources of 

subjective data. They can be handbooks, security policies, and reports on security 

breaches [121]. 

 Direct observation 

This is a valuable source of evidence for the case study and usability study that 

complements both the questionnaire and the tool development [121]. It can show, for 

example, how security practices are applied against insider threats. 

 

4.4.3 Tool Development 

For better usability, we developed an Excel file to use the tool. It is a self-contained tool 

where assessors can fill out the practice assessment in an Excel sheet. It simulates the five 

readiness levels of the model. In addition, it informs the assessors about the assessment 

results graphically and in detail. Chapter 9 will display the details of the tool 

development process. 
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4.5 Summary 

In this chapter, I explained how data was collected and analyzed using both qualitative 

and quantitative research methodologies. I described why various research approaches 

were used and how they helped to contextualize the data. In this research project, an 

MLR, interview responses, experts’ opinions, and a questionnaire survey were used for 

the data collection. I also discussed how representative the data is of the general 

population. Because each method has related assumptions, using it necessitates 

understanding of the data. I do not claim that the approaches chosen are the only ones 

appropriate for the inquiry. However, I stated that these procedures were used correctly in 

this research endeavor. 
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CHAPTER 5 

MLR RESULTS 

5.1 Overview 

This chapter outlines the MLR study's findings that were conducted to determine insider 

threat security best practices. Firstly, we display a summary of the MLR search results 

alongside brief information on the sources that were chosen. As a result of the MLR data 

synthesis, we present the discovered list of practices. After that, the validation process of 

the obtained practices is presented. 

 

5.2 Summary of MLR Search Results 

As previously stated in Section 4.2.5, source selection was carried out in three phases of 

review (Fig. 15). The total number of sources obtained from all digital libraries during the 

first review is 862. Out of these sources, 134 of these sources passed the second review, 

while 46 passed the final review. 
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Fig. 15. Multivocal literature review source results. 

 

Figs. 16 and 17 show the distribution of the publication types for the chosen sources for 

both kinds of literature. Most of these sources are from the GL, including blogs, websites, 

technical reports, and guidelines. This proves the importance of conducting an MLR 

study in this field. 

 

# 5572 

# 5505 

# 1000 
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Fig. 16. GL sources types. 

 

 

Fig. 17. FL sources types. 
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Fig. 18 shows the distribution of sources in the FL and GL over time. GL has shown 

greater focus on insider threat practices than FL. However, the number of studies in FL 

has increased. Appendix B shows the final list of selected publications during the MLR. 

The manual search was adopted for the publications in 2022, and 2023. 

 

 

Fig. 18. Annual number of sources in FL and GL. 

 

5.3 Insider Threat Security Best Practices and Knowledge Areas 

As a result of the MLR extraction phase, the author performed data synthesis and 

generated a list of 150 practices were first found from the MLR data. It was derived from 

a review of all the practices collected across the three stages. Firstly, some practices were 

merged, and those that were redundant, ambiguous, or vague were removed. The advisor 

also revised this stage’s outcomes. Secondly, the Motorola measurement tool was used as 

a theoretical validation approach to validate the second stage results. It has been used as a 

standard to measure and validate the implementation of specific practice activities. This 
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measurement tool has been widely used to evaluate the practices for each proposed model 

in several published studies [47], [122], [123]. There were many strong reasons to adopt 

Motorola's instrument for theoretical validation. It is an adaptable normative instrument 

that has been developed and tested effectively at Motorola and has a limited number of 

activities. This instrument assesses an organization’s current CMMI state and indicates 

areas that need attention and development [124]. The advisor revised this stage. Finally, 

to reduce any potential bias from the author and advisor and strengthen the validity of the 

determined work, one expert from academia thoroughly reviewed each practice. More 

explanation regarding the second and third stages of review will appear in Section 5.4. 

Table III shows the number of practices in each of the three review stages. 

 

TABLE III: REVIEW OF THE PRACTICES 

First review 

Action: Removing redundant, ambiguous, and vague practices 

No. of practices: 150 

Second review 

Action: Applying Motorola measurement to validate the practices 

No. of practices: 100 

Third review 

Action: Two professional experts’ opinions 

No. of practices: 70 
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With the help of a detailed study of the data, concepts were named, classified, and 

codified using a grounded theory–based coding scheme [125] and thematic analysis 

[117]. We reviewed the literature and conceptualized the underlying security best 

practices using this method [117], [125]. The descriptive statistical approach was used to 

analyze the practices. Similarly, we developed preliminary codes for the practices to 

define and address RQ2. 

Thematic analysis criteria for qualitative data provided by [126] were used in a 

systematic manner to examine, arrange, and generate themes across the retrieved data. To 

generate the core themes of extracted practices, the following thematic data analysis 

stages were done in accordance with the specified RQ2: 

1. Familiarization using data: The writer thoroughly studied the source papers and took 

careful notes on all the practices. 

2. Creating the first codes: The preliminary codes created from the retrieved data were 

used to outline the study themes. 

3. Themes search: The codes defined in the preceding phase were examined and 

contained bigger themes. 

4. Themes review: Based on mutual debate and understanding, the authors investigated 

the themes to divide, drop, and combine them. 

5. Defining and naming themes: The identified themes were given specific names. 

6. Report production: This process entailed refining the developed themes and their 

associated qualities (Fig. 19). 
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Fig. 19. Thematic analysis process. 

 

Thus, we identified, categorized, and organized the connected practices into four broad 

groups. To illustrate, based on the context in which those practices were explored in the 

primary studies, the practices were grouped and named. Following a study and validation 

of the four knowledge areas’ best practices, the relevant practices were organized into 14 

sub-knowledge areas based on our personal experience in the area and the nature of the 

practices to answer RQ1, then RQ2 accordingly [125]. 
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Fig. 20 shows the schematic representation of the categorization of practices. Table IV 

provides the definitions relevant to our context for each knowledge area and its related 

sub-knowledge areas obtained from reliable computer sources mapped with its potential 

threats. Additionally, the security practices show the state of the art and state of practice 

in the area of insider threats. We distributed and applied these practices to construct our 

readiness model. In addition, this categorization supported the process of mapping every 

practice to the corresponding level of readiness, as will be presented in the next chapter. 

 

 

Fig. 20. Schematic representation of categorization of practices. 

 

TABLE IV: DEFINITION OF INSIDER THREAT PRACTICES’ KNOWLEDGE AREAS AND SUB-KNOWLEDGE AREAS 

Knowledge 

Area 

Definition & Possible 

Threats (PT) 

Sub-

knowledge 

Area 

Definition 
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1- Compliance 

The state of being in 

accordance with 

established guidelines or 

specifications, or the 

process of becoming so 

[126]. 

PT [127] [128]: Third-

Party Exposure, Lower 

productivity and frequent 

clashes with 

employees/stakeholders to 

more subtle measures, 

such as proof of sudden 

expensive lifestyle 

changes or persons living 

over their means. Other 

threats that may be 

observed include 

inconsistent attendance, 

mood swings, substance 

misuse concerns, and 

working unusual hours. 

Individuals who breach 

organizational IT and data 

management policies are 

another common threats. 

1- Behavior 

An employee’s reaction 

to different circumstances 

that arise in the course of 

an organization’s day-to-

day affairs. Employees 

must act appropriately at 

work to garner others' 

appreciation and respect 

and preserve a healthy 

work culture [129]. 

2- Culture 

The set of expectations, 

values, and procedures 

that govern and inform 

all team members' 

behavior [130]. 

3- Stakeholder 

A party that has an 

interest in a company and 

can either affect or be 

affected by the business 

[131]. 

2- Top 

Management 

A group of persons who 

guide and control an 

organization at the highest 

level. This knowledge 

area is in charge of 

developing policies, 

plans, and strategic goals 

[132]. 

PT [128]: Social 

Engineering, Insufficient 

Preparation for Cyber 

Incidents, Poor Response 

4- Policies 

Business policies are the 

rules that an organization 

establishes to govern its 

actions. They define the 

boundaries within which 

decisions must be made. 

Business policy also 

addresses the acquisition 

of resources required to 

achieve business 

objectives [132]. 

5- Programs Having an organization 
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to Cyber Incidents, 

Software 

Misconfigurations, Poor 

Training & Lack of 

Education Leading to 

Employee Errors, 

Unsecured Smart and 

Mobile Devices. 

program means all 

members have specific 

roles and responsibilities 

within the program [133]. 

6- Business 

assets 

A company's valuable 

assets. There are 

numerous types of 

business assets. They can 

be actual, tangible assets 

like cars, real estate, 

computers, contracts, and 

money, or intangible 

items like IP [134]. 

3- HR 

A department in charge of 

handling the employee 

life cycle (i.e., recruiting, 

hiring, onboarding, 

training, and terminating 

personnel) as well as 

employee benefits 

administration [135]. 

PT [136]: Insider 

exploited protocol race 

condition to make his 

losing bets look like 

winners, Insider hid poor 

job performance to keep 

job and salary bonuses. 

7- Pre-

employment 

Occurring or undertaken 

before or in preparation 

for employment [137]. 

8- During 

employment 

During the employee's 

job period under a 

working agreement 

[138]. 

9- Post-

employment 

The one-year period 

beginning on the date the 

employee's employment 

with the employer was 

terminated [139]. 

4- Technical 

It involves the sorts of 

machines, systems, and 

data/information that are 

used in industry, 

transport, and 

communications [140]. 

PT [141] [128]: Disable 

system logs, Corrupt data, 

10- 

Systems/SW 

SW is a generic term for 

any computer code. 

The term “system” is 

often used to denote the 

complexity of the SW 

that is commonly used by 

organizations [142]. 

11- Network The techniques, methods, 
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View confidential data, 

Add not required services, 

Improper configuration, 

Improper user 

management, Elevate 

users’ privileges, Install 

vulnerable supporting 

SW, Install vulnerable 

secure services, Use of 

defective HW, Transfer 

confidential files, Access 

to crypto keys, Putting 

Trojan horses, Disabling 

protection of components, 

Altering audit trails and 

logs, Poor Network 

Security, Lack of 

Authentication Processes, 

Ransomware. 

Management  and tools required to 

properly operate, 

administer, and maintain 

networks [143]. 

12- Account 

Management 

A user with the user 

management role has the 

ability to create and 

remove user accounts, 

alteration of user 

passwords, modify roles 

assigned to other users, 

and enable/disable the 

physical access 

prerequisite for the 

default user account 

[144]. 

13- HW 

HW refers to the 

computer’s tangible 

components, including its 

internal pieces and 

connected external 

devices [145]. 

14- Data 

Data is information that 

has been transformed into 

an efficient form for 

movement or processing 

[146]. 

 

5.4 Insider Threat Best Practices’ Validation Process and Expert 

Opinions 

The theoretical validation approach using Motorola metrics has been utilized as a 

benchmark to measure and validate the implementation of a particular practice activity. 
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As mentioned in Section 2.4, this measurement tool has been widely used in several 

published studies to evaluate the practices for each of the proposed models [44], [85], 

[43]. 

For this study, the author performed the role of a company manager, and she went 

through all the practices and provided scores based on her best knowledge. This helped to 

validate and clarify some practices for the organization, such as: 

 Providing an Employment Assistance Program (EAP) that reveals personal 

problems, financial and mental issues, and histories for all candidates; 

 Applying continuous monitoring that targets a specific person based upon certain 

initial criteria; 

 Capturing employees/customers’ feedback on services provided to them using 

customer satisfaction devices; and 

 Enabling surveillance using cameras in entrances, parking, and meeting and 

technical rooms. 

Example of Validation scores: 

The validation scores of the one knowledge area (HR) of the insider threats practices after 

utilizing Motorola measurement appear in Table V. 

 

TABLE V: EXAMPLE OF HR SECURITY BEST PRACTICES EVALUATION 

No. Practice 

Name 

Approach 

0,2,4,6,8,10 

Deployment 

0,2,4,6,8,10 

Results 

0,2,4,6,8,10 

Average 
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1. 

Perform 

personnel 

screening for 

persons, 

including 

reference and 

credit checks, 

background 

checks, and 

physical/drug 

testing. 

8 8 8 8 

2. 

Provide an 

Employment 

Assistance 

Program 

(EAP) that 

reveals 

personal 

problems, 

financial and 

mental issues, 

and history for 

all candidates. 

4 4 4 4 

3. 

Include insider 

threat 

awareness in 

periodic 

security 

training for all 

employees. 

0 0 0 0 

4. 

Use phishing 

and 

ransomware 

simulations to 

monitor 

awareness and 

understanding 

of cyber threat 

2 2 2 2 
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risks. 

5. 

Maintain staff 

values and 

attitudes’ 

alignment with 

organizational 

mission and 

ethics by 

including 

ethical 

behaviors in 

promotion 

criteria. 

10 10 10 10 

6. 

Develop a 

comprehensive 

employee 

termination 

procedure. 

6 6 6 6 

Average score total (add all scores in the Average column) 30 

Final score= Total average score / number of practices (6)  5 (weak) 

 

In addition, the practices were further reviewed by an expert from academia. He is an 

associate professor in a computer information systems department and a certified 

software quality engineer from the American Society of Quality. His research interests 

include information systems management, software engineering, and digital business 

transformation. He is an associate editor and member of several international journals. 

The author met the expert to revise every practice with minor modifications, such as 

renaming the “IT” knowledge area to “Technical,” the “Behavior” knowledge area to 

“Compliance,” etc. At the end of the review, the expert provided critical input on the 

MLR results' best practices. Besides, he had a positive response and opinion on the 
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practice list. He also suggested that the extracted practices be used in the industry to gain 

additional protection against insider threats. 

 

5.5 Summary 

To conclude this chapter, after synthesizing the practices extracted from the FL and GL, 

there were some similarities between the practices investigated by both types of 

literature. Table VI summarizes the number of obtained threats and practices from the 

two types of literature. 

 

TABLE VI: NUMBER OF INSIDER THREAT SECURITY THREATS AND BEST PRACTICES OBTAINED FROM THE GL 

AND FL SOURCES 

Security Best Practices 

Category:  Compliance MANG. HR Technical 

Number of threats: 7 6 2 18 

Number of practices: 
GL FL GL FL GL FL GL FL 

7 2 16 2 3 3 31 6 

Total 70 
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CHAPTER 6 

SECURITY READINESS MODEL AGAINST INSIDER 

THREATS 

 

6.1 Overview 

Although IT has many benefits for businesses, information security is still a major 

priority in the industry. Users pose a serious risk to information assets, whether they do it 

knowingly or accidentally. The reasons for information security incidents in 

organizations are a lack of awareness, ignorance, carelessness, apathy, disobedience, 

resistance, and malice. As a result, insider threats have caught the interest of several 

experts in this area. This chapter includes the completion of the readiness model to help 

organizations, based on the results mentioned in Chapter 5. 

Our model is used to measure organizations’ susceptibility to insider threats. By 

combining all-encompassing contextual analysis with statistical and best practices, which 

correlate entities, organizational perspectives, and users, an organizational solution 

emerged [147]. Additionally, an assessment method to measure organizational readiness 

was developed. Therefore, a new model to assess an organization’s readiness for an 

insider threat can aid organizations in gaining valuable insights and a promising future in 

the domain. Thus, this chapter targets our RQ3. 
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6.2 SRMaIT Development Process 

The SRMaIT is designed to help organizations quantify their readiness for insider threat 

activities. Fig. 21 depicts the SRMaIT development process flow. The readiness model 

was developed using best practices that were collected in the performed MLR study. In 

addition, it is influenced by other readiness models that investigate concepts, such as 

SRERM [44], SOVRM, SOPM [148], [85], and the software process improvement 

readiness model (SPIRM) [149]. The study has utilized some parts of these studies, 

including the measuring level idea and collecting suggestions from the participants. 

However, the SRMaIT is different in the assessment tool and the levels of content. While 

the above models used critical success factors (CSFs) or security requirement categories 

(SRCs), this study instead utilizes the best practices. Lastly, SRMaIT's preliminary 

structure has three dimensions: practices, knowledge areas/sub-knowledge areas, and 

levels. After that, the model was deployed and then assessed by academia, and by 

industry via case studies in a real-world environment, as will be explained in the next 

chapters. 
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Fig. 21. SRMaIT development process flow. 

 

6.3 The Dimensions of the SRMaIT 

Our model has two dimensions: 1) readiness and 2) assessment. Under the readiness 

dimension are the levels and best practices, whereas under the assessment dimension are 

our assessment method and calculation results. The following figure shows the 

conceptual level of the model’s dimensions. 

 

 

Fig. 22. SRMaIT dimensions. 
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6.3.1 Readiness Dimension 

As explained in Section 5.2, The SRMaIT knowledge areas are classified into four high-

level groups called Compliance, Top Management, HR, and Technical. Each area has 

sub-knowledge areas associated with several security best practices. Table VII shows the 

taxonomy of the insider threat security best practices. The taxonomy shows the number 

of best practices for every sub-knowledge area under each affected organizational view. 

 

TABLE VII: TAXONOMY OF INSIDER THREAT SECURITY BEST PRACTICES 

Affected organization departments/views 

1. Compliance  2. Top Management  3. HR  4. Technical  

1.1 [Behavior, 2] 2.1 [Policies, 6] 3.1 [Pre-

employment, 2] 

4.1 [SW/systems, 

17] 

1.2 [Culture, 5] 2.2 [Programs, 9] 3.2 [During-

employment, 3] 

4.2 [Access 

control/network 

management, 7] 

1.3 [Stakeholders, 2] 2.3 [Business 

Assets, 3] 

3.3 [Post-

employment, 1] 

4.3 [Account 

management, 5] 

4.4 [HW, 3] 

4.5 [Data, 5] 

 

6.3.1.1 Levels of SRMaIT 

The SRMaIT levels represent an organization’s readiness to implement best practices for 

insider threat security. Table VIII presents the preliminary levels of the SRMaIT and the 

number of security best practices assigned to each level. The names of the levels were 
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decided after a discussion with an internal team of three academic experts [45]. To show 

the motivation of each readiness level, the author added the focus column to the table 

[44]. 

Further, the practices were classified into levels based on the primary purpose of each 

level and its prerequisite. For instance, the basic level must include the practices that are 

prerequisites to complement the practices at the emerging level. Furthermore, the author 

performed the process of mapping the practices through the different levels based on her 

understanding. Moreover, the practice mapping across the levels was reviewed/validated 

by an internal panel of four experts (three from academia and one from industry) for its 

robustness before launching the readiness model into the real world via the case study. 

Additionally, the components of the readiness model should apply to any type of 

organization that strives to mitigate insider threats to achieve the optimal level of 

readiness. Most readiness levels comprise a mixture of knowledge and sub-knowledge 

areas’ best practices, as shown in Fig. 23. 

 

TABLE VIII: PRELIMINARY LEVELS OF THE SRMAIT 

No. 
ITPM 

Level 
Focus (Compliance, MANG., HR, Technical) Total 

1 Initial 

It contains the primary practices expected to be accomplished 

by organizations striving to achieve the original security goals 

of CIA. 

16 

2 Basic 
It includes the supplementary practices to the previous level 

with the appearance of the culture and program practices. 
18 

3 Emergi
At this level, attention has been given to top management 

programs and SW/systems practices. Further, pre- and post-
20 
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ng employment and data practices emerge. 

4 Matured 

This level focuses on increasing the maturity to understand 

insider threats’ motivations by establishing insider threat teams 

and procedures. 

11 

5 
Optimiz

ed 

This level covers sophisticated practices which require 

intelligent technical solutions to adopt. 
5 

Total: 70 

 

 

Fig. 23. SRMaIT structure readiness levels’ sub-knowledge areas. 
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6.3.2 Assessment Dimension 

6.3.2.1 Assessment Method 

In this study, the developed assessment method is a tailored assessment version based 

on merged and customized standards, i.e., SCAMPI that used to evaluate the practices 

for each readiness level to allocate the level of an assessed organization [150], [151]. 

In terms of the application of the practices within an organization, the method has 

five statuses: 

 The first status is when a practice is fully applied in the organization (√) 86% to 

100%. At least one direct and one indirect evidence of successfully accomplishing 

the practice, demonstrating complete completion of the evaluated practice. 

Furthermore, no serious weaknesses exist in the setting [151]. The value +1 is 

assigned corresponding to the practice in the matrix table. 

 The second status is when the practice is fully applied in the organization but it 

needs minor improvement (+)  51% to 85%. At least one direct and one indirect 

indication of conveniently finishing the practice. However, weaknesses can be 

identified, affecting the practice's execution [151]. The value +0.75 is assigned 

corresponding to the practice in the matrix table. 

 The third status is when the practice is half applied in the organization (√) 16% to 

50%. At least one direct or indirect proof of conveniently finishing the practice. 

However, some parts of achievement may be unpredictable due to at least one 

identified weakness [151]. The value +0.5 is assigned corresponding to the 

practice in the matrix table. 
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 The fourth status is when the practice is fully applied in the organization but it 

needs major improvement (++) 0% to 15%. The absence of evidence of adopting 

the examined practice, as well as the likelihood of existing practice-related 

weaknesses [151]. The value +0.25 is assigned corresponding to the practice in the 

matrix table. 

 The final status is when the procedure is not applicable (it is not available/does not 

exist) in the organization. The value of 0 in the matrix table is assigned to the 

practice. To illustrate, the status characteristics were reviewed using the expert 

judgment of three academic security/measurement experts [45]. Moreover, the 

assigned value scale has been validated empirically using the judgment of five 

security/measurement experts by developing a short survey that asks about the 

most suitable scale among three options. 

o Direct Measure: Direct proof of functional performance of the assessed 

practice [110], [151]. For example, the practice is accomplished and 

documented in the measured project, there is a documented system or 

procedure that supports the practice, or there is any other proof related to 

the practice that exists and is measurable by the assessor [110]. 

o Indirect Measure: An indirect affirmation exists to confirm the 

accomplishment of the assessed practice [110], [151]. For example, an 

alternative option is being used instead of the practice, or there is any other 

proof by which the assessor may judge the practice [110]. 

o Weakness: A highlighted danger could alter the practice value regardless of 

the measured practice accomplishment [110], [151]. For example, 
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vulnerability that diminishes the value of the established practice, a high 

cost of applying the practice in terms of money or performance, a lack of 

documentation, or existing documentation that is not well implemented. 

Table IX provides the characteristics/definition of each application status (rating 

options). 

 

TABLE IX: CHARACTERISTICS/DEFINITION OF APPLICATION STATUS (RATING OPTION) 

Application 

Status: 

By Range 
By Presenting Evidence 

√ Practice is fully 

applied 

86%-100% 1+ direct and 1+ indirect and 0 

weakness 

+ Practice needs 

minor improvement 

51%-85% 1+ direct and 1+ indirect and 

1+ weakness 

√ Practice is half 

applied 

16%-50% (1+ direct or 1+ indirect) and 

1+ weakness 

++ Practice needs 

major improvement 

0-15% 0 direct and 0 indirect and 0+ 

weakness 

× Practice is not 

applicable 

- - 

 

6.3.2.2 Calculation Results 

 

 According to the Motorola assessment, the threshold value of each level is the 

number of practices for each level multiplied by 70%. However, organizations are 

free to set a suitable percentage for their calculation scale. 
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 To illustrate, the equation is X = (n)*70%, where n equals the number of practices 

in each level. 

 If the total result of the computed practices is equal to or larger than these values 

under each level (threshold), it means the organization has received a “Pass” (P) 

for this level and can move to assessment for the next level. Otherwise, it would 

have received “Not Passing” (NP) at this level. 

 However, the following are two special cases: If the total score of Level 1 is less 

than its threshold, then the organization stays in Level 1 (Initial). If the total score 

of Level 5 is greater than its threshold, then the organization stays in Level 5 

(Optimized). Furthermore, if a company passes a certain level; however they did 

not apply some practices, they will get ‘pass with a deficiency’ as a kind of 

warning. Table X depicts the assessment method matrix. An example is provided 

in Table XI. 

 

TABLE X: ASSESSMENT METHOD MATRIX 

Status: 
√ Practice is 

fully applied 

 Practice needs 

improvement 

√ Practice is half 

applied 

× Practice is 

not applicable 
Total Result 

Value: (+1) 
(+0.75) || 

(+0.25)  
(+0.5) (0) 

Security Best Practices /70 P|NP 

L1 Initial /16 ○ ○ ○ ○ 

□   ≥ 11.2     P 

 

Otherwise NP 

L2 Basic /18 ○ ○ ○ ○ □   ≥ 12.6     P 
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Otherwise NP 

L3 Emerging /20 ○ ○ ○ ○ 

□     ≥ 14      P 

 

Otherwise NP 

L4 Matured /11 ○ ○ ○ 
○ 

□     ≥ 7.7     P 

 

Otherwise NP 

L5 Optimized /5 ○ ○ ○ ○ 

□   ≥ 3.5       P 

 

Otherwise NP 

 

TABLE XI: EXAMPLE OF THE ASSESSMENT EVALUATION FOR LEVEL 5 

Practice name 

Gained value 

 

1 0.75 0.5 0.25 0 

1. Detect account compromise using Skyhigh 

networks or machine learning, etc. 
√     

2. Detect privileged access abuse using zero 

trust approach, etc. 
√     

3. Employ network traffic intelligence (NTI) 

to identify and block suspicious activities 

throughout the network. 

 √ 
 

  

4. Employ data loss prevention (DLP) or 

data leakage tools (DLT) to ensure that 

sensitive data is not lost, misused, or 

accessed by unauthorized users. 

 √ 

 

  

5. Collect disparate data sources using a data 

cleansing process or deep learning 

techniques. 

  
 

√  

Total: 3.75 > 3.5 ‘P’ 
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6.4 Summary 

In conclusion, we have compared the SRMaIT with CMMI and the integrated 

management model (IMM). First of all, CMMI and the IMM were discussed, and then 

the SRMaIT was compared with these models (Fig. 24). In addition, I also discussed the 

critical issues which have not been addressed in CMMI and the IMM. “In the appraisal of 

software process improvement (SPI) models, e.g., CMMI, the software process maturity 

of the organizations is assessed. No attention, however, has been paid to assess the SPI 

implementation maturity of the organizations” [152]. 

The primary goal of CMMI is to analyze an organization's capabilities by examining how 

well processes are established and maintained. CMMI depicts the growth of a software 

process from an immature to a disciplined, optimized, and mature process. 

CMMI's maturity tiers are as follows: Initial, Managed, Defined, Quantitatively 

Managed, and Optimizing. Each maturity level labels a particular stage of an 

organization's maturity. Level 1 relates to the least mature state, while Level 5 

corresponds to the most mature state. Furthermore, it includes a total of 25 PAs. These 

PAs have been divided into five maturation categories. Furthermore, different aims (both 

specific and generic) are specified under each PA. Various practices are identified for 

each goal. To meet the standards for a specific maturity level, an organization must 

fulfill the goals of the PAs for that level as well as all lower levels. The practices assist an 

organization in understanding how to achieve maturity goals and provide as examples of 

actions to be taken when implementing the SPI program.  
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“The SPI implementation maturity would be best viewed in terms of CSFs rather than 

PAs. This is because the implementation of SPI programs requires real-life experiences 

where one learns from mistakes and continuously improves the implementation process. 

CSFs are often identified after the successful completion of certain activities. Hence these 

factors are near-to real-life experiences” [152]. 

The primary goal of the IMM is to assist organizations in assessing and improving their 

SPI implementation maturity. This paradigm is built on CSFs and critical barriers (CBs) 

and is based on CMMI [150]. It offers four maturity stages for SPI implementation: 

initial, aware, defined, and optimizing. CSFs and CBs differ according on maturity 

degree. Various practices have been identified under each factor (CSFs and CBs). 

In this research project, an SRMaIT has been built to help organizations in measuring 

their readiness against insider threat activities. The model is based on the findings of the 

MLR investigation that has been carried out. 
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Fig. 24. Structures of the IMM, CMMI V2.0, and SRMaIT. 

 

These five SRMaIT readiness levels are adequate for organizations’ readiness because 

these readiness levels are produced from CMMI and IMM perspectives and by using best 

practices that were collected from the MLR findings. It is not uncommon for the SRMaIT 

model to have fewer levels than the CMMI model. For example, Sommerville et al. [151] 

developed a requirements engineering process maturity model based on the CMM, with 

three levels of maturity. Besides, the implementation maturity model proposed by Niazi 

et al. [149] includes four levels of software process improvement implementation 

maturity. 

Unlike the IMM, SRMaIT readiness levels do not contain CSFs and CBs. Instead, the 

readiness levels involve different knowledge areas and sub-knowledge areas. These 

knowledge areas and sub-knowledge areas were synthesized from the MLR outcomes as 

discussed in Chapter 5. The CMMI PAs are divided into four categories: process 

management, project management, engineering, and support [153]. Similarly, the 

numerous CSFs and CBs in the IMM have been classified into three categories: aware, 

defined, and optimizing [152]. I have adapted this approach and classified the practices 

into five readiness levels, i.e., “Initial,” “Basic,” “Emerging,” “Matured,” and 

“Optimized.” The obvious coherence between the specified practices serves as the 

foundation for this classification. Besides, this classification process has been evaluated 

through case studies (Chapter 8). In addition, to increase confidence in the classification 

process, another researcher (the supervisor) was asked to review the practice 
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categorization. The outcomes were compared to past outcomes, and no discrepancies 

were discovered. 

Overall, there are a few critical issues that have not been addressed by CMMI and the 

IMM, such as intellectual property rights, knowledge of culture, appropriate 

infrastructure, and efficient relationship management. These critical issues have been 

addressed in the SRMaIT by creating a list of practices for each of these issues, and when 

organizations implement those practices, they will be at a good readiness level against 

insider threats. 
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CHAPTER 7 

INSIDER THREAT READINESS MODEL DEPLOYMENT 

STEPS WITHIN ORGANIZATIONS 

 

7.1 Overview 

 

To achieve our fourth contribution, which is identifying the necessary steps to deploy the 

readiness model effectively within organizations, we interviewed ten cybersecurity 

experts to explore the required steps because searching the literature was not sufficient to 

discover the essential steps for our proposed model adoption. The final outcomes were 

identified according to the results of the analyzed interview responses, the inspiration of 

literature review findings, and the effect of some cybersecurity standards. The following 

figure shows the flow of tasks utilized to accomplish this chapter’s objective. 
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Fig. 25. Identification of necessary steps in the development process. 

 

7.2 Interview Plan and Design 

In this section, the main questions of the interviews are designed to fill the gap. 

Therefore, by answering the questions, our targeted RQ4 will be addressed accordingly. 

 

7.2.1 Interview Questions 

This part provides a holistic view of the interview structure and expected answers to 

address the targeted objective. The interview consists of three parts. Each part discusses a 

different goal. The first part’s questions are related to personal questions that reveal the 

expert’s years of experience and knowledge. Meanwhile, the second part of the interview 

targets the necessary steps to deploy/adopt the SRMaIT within organizations, which will 

help them to utilize our model efficiently. Finally, the last part allows the representatives 

to add any comments or suggestions from their perspectives. The questions were 

validated by the advisor of the thesis. Appendix H shows the interview questions. 
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7.2.2 Sample 

The sampling technique used was snowballing. It is classified as a non-random or 

convenience sampling strategy because it is based on who is convenient for a researcher 

to contact [124]. In snowball sampling, the researcher contacts a small number of people 

who fit the criteria for a study [124]. Following the completion of the study, each 

participant recruits another subject who meets the same requirements [47]. The minimum 

criteria were an academic background in the cybersecurity field and five years’ 

experience in a security position [154]. This sampling technique provides results that are 

hard to generalize, and the data collection procedure is slow in comparison to other 

sampling techniques because this sampling method relies on each participant to propose 

others [124]. However, the snowballing technique can study hard-to-reach groups [124]. 

Our sample started with one expert, and we ended up with ten cybersecurity experts who 

have various academic backgrounds and belong to different IT companies [45]. 

 

7.2.3 Interview Setup 

Because of the international COVID-19 epidemic, all interviews were performed online 

via the Microsoft (MS) Teams platform and over cell phone conversations. Several 

arrangements were made with the participants to reserve their preferred time slots. The 

interview duration varied between 40 and 100 minutes. Notes were taken on the 

participants’ responses. 
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7.3 Results 

7.3.1 Participants’ Profiles 

Older people were more wary of cybersecurity risks, whereas younger people (those 

under 30) were more familiar with these threats [155]. The results indicated that out of 

ten respondents, there were 80% (n = 8) males and 20% (n = 2) females. The average age 

was 35 years, and the respondents had an average of 10 years of experience. The study 

also revealed a distribution of individuals with varying degrees of education including 

bachelor’s degrees (n = 4), master’s degrees (n = 4), and Ph.Ds. (n = 2). It also showed 

that 80% (n = 8) were currently employed in Riyadh. One participant was employed in 

Dhahran and another one in the Middle East. Higher-educated individuals are more 

knowledgeable about cybersecurity issues. In relation to this study, it should be 

emphasized that the majority of the participants had advanced degrees, suggesting that 

they were well aware of insider cybersecurity vulnerabilities [24]. Appendix I provides 

the participants’ information. 

 

7.3.2 Interviews’ Analysis and Results 

As discussed earlier, we broadly mirrored four stages of reflexive thematic analysis: data 

familiarization, first code development, theme production and review, and theme 

definition and naming [133]. The NVivo software suite was used to code the interviews. 

The major coding strategy was open coding, with interview parts receiving preliminary 
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codes that reflected interviewee reflections and discourse on salient subjects related to 

our RQ4 [133]. We progressed from inductive first-order codes to second-order themes 

by frequent comparison and contemplation on the probable links  until no new substantial 

observations or linkages emerged [133]. The author individually evaluated, confirmed or 

negotiated the resulting coding in the interpretation and assignment to categories and 

larger themes. This recursive action was carried out after each interview transcript coding 

and then again after coding completion [133]. Reflections and comparisons from each 

interviewee's field notes and memos created during data collection in the early phases of 

analysis strengthened the process even further [133]. 

We organize our theme findings into two broad headings: what are the essential steps to 

deploy our model efficiently within organizations, and what pushes organizations to 

approve the model quickly? 

For the first heading, the model should be aligned with some international standards such 

as ISO, the National Institute of Standards and Technology (NIST), etc., as these 

standards are trusted by cybersecurity professionals and utilized by the largest 

information security institutes. The following steps show how the model can be adopted 

within organizations effectively based on the interview findings and mapped to different 

types of leadership in organizations (Fig. 26): 

A. For high leadership: 

1- Get the business owners and top management’s support and buy-in to train all 

employees in the organization on the insider threat types, goals, significant impacts, 
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techniques, and solutions. The training will be provided after the approval of the 

organization’s chief information security officer (CISO). 

B. For intermediate leadership: 

2- Educate the supervisors and managers regarding the significance of this kind of threat 

and its consequences and impacts on a regular basis. 

3- Allocate sufficient budget to apply at least 93% of the practices to reach the matured 

level (by applying 65 practices) of readiness against insider threats. Directors of critical 

departments enroll to specify a needed financial plan. 

4- Build a dedicated insider threat team consisting of specialists in the four different 

knowledge areas. The team defines the processes that shall follow/respond upon the 

occurrence of an insider incident. 

C. For operational leadership: 

5- Handle the internal challenges such as internal communication challenges among 

employees’ departments within an organization (handling change management 

challenges). 

6- An existing toolkit will simplify the implementation of the model. The toolkit can be 

delivered by the organization’s IT staff. 
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Fig. 26. The steps to adopt the SRMaIT within organizations. 

 

For the second heading, the interviews revealed what pushes organizations to approve the 

model from the followings three different perspectives/methods: 

1-Personal/individual perspective: The organization applies the practices to reward its 

employees who follow/apply them correctly. 

2-Organizational perspective: Governments and large companies grant more financial 

benefits to organizations that apply the model. 

3-Governmental perspective: The government enforces the model, such as National 

Cybersecurity Authority (NCA) policies and controls in the Kingdom of Saudi Arabia 

(KSA). 

High Leadership 

 

 

•Train all employees in the 
organization on insider 
threats. 

Intermediate Leadership 

 

 

•Educate the supervisors 
and managers regarding 
the significance of this 
kind of threat. 

•Allocate sufficient budget 
to apply at least 93% of 
the practices. 

•  Build a dedicated insider 
threat team. 

Operational Leadership 

 

 

•Handle change 
management challenges. 

 

•Develop a toolkit. 
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Fig. 27. The three perspectives to approve the SRMaIT within organizations. 

 

The above-mentioned responses have been validated via expert opinion. Expert opinion is 

a flexible and effective technique to review and evaluate product or study outcomes [45], 

[46]. It is often carried out by selecting specialists with domain knowledge and years of 

experience [45], [46]. The interviews’ outcomes were shown to a panel of five experts 

from the cybersecurity industry to obtain their opinions about the results of the interviews 

[45]. They agreed on the efficiency and variety of the responses. 

 

What pushes 
organizations 
to approve 
the SRMaIT 

Indivisual 
Perspective 

Organizational 
Perspective 

Governmental 
Perspective 
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7.4 Literature Review Findings 

There are ten steps to achieve insider threat program mastery [156], [157]: 

1. Gain executive sponsorship and support at the highest levels of an organization, 

including the chief executive officer’s (CEO’s) buy-in. 

2. Identify stakeholders by establishing a steering committee of main stakeholders, such 

as the CEO, the chief risk officer, legal, and HR. Other stakeholders include internal 

auditors and business owners. 

3. Classify data according to risk. Besides, establish acceptable use and access policies. 

4. Group users based on the risk posed by different users due to their ability to access 

sensitive data and systems. 

5. Define policies that show acceptable and unacceptable behavior/actions within the 

workplace. 

6. Create rules of engagement about how the insider team monitors activities, and how 

the team investigates suspected malicious users. 

7. Build a dedicated team that focuses on insider threats with a mission and goals. The 

team can report to the CEO and HR. 

8. Establish consistent processes for insider threat operations. The processes should be 

consistent and stable. 

9. Train employees on the insider threat program and communicate with them to refresh 

the training. Educate managers and business owners about the risk of insider threats 

and their role to facilitate the process. 
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10. Implement monitoring technology to assist the established policies and the insider 

threats team. Technology plays a significant role to address insider threat detection 

and mitigation. 

 

Furthermore, a different study developed an insider threats mitigation program (ITMP) 

process for international engagement through five pillars as follows [158]: 

1. Education: Insider awareness education—the threat is real! 

2. Initiation: Help establish leadership, management, roles/responsibilities 

3. Implementation: Workshops on specific components, tools, resources 

4. Evaluation: Threat/vulnerability/asset/risk assessments tools & aids 

5. Improvement: Engagement in improving tools, incorporating lessons learned 

 

In addition, the strategies for dealing with insider threats in various forms that target 

different organizational subsystems, are as follows [111]: 

1. Building collaborative information systems (CISs). 

2. Awareness and provisioning training. 

3. Creating honeypot technologies such as honeynets and honeytokens. 

4. It is effective to assess potential dangers offered by individuals by incorporating 

technological and behavioral activities. 

5. To detect malicious behavior, a mix of corporate business processes and the 

human aspect is required. 
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6. A weighted combination of personality, abilities, training and skills, dynamic 

emotions and attitudes, sociotechnical indicators, and culture can predict 

individual and organizational unwanted and negative effect behaviors. 

 

It is clear that the outcomes from the interview responses and literature have more 

similarities than differences, which helps to make our results more confident, robust, and 

reliable. We have presented 16 necessary steps identified through academia and industry. 

Among these, six common steps were identified that are generally considered critical 

steps in organizations because they were cited in both datasets: “Gain executive 

sponsorship and support,” “Identify stakeholders by establishing a steering committee of 

main stakeholders,” “Build a dedicated team that focuses on insider threats,” “Define 

policies that show acceptable and unacceptable behavior/actions,” “Train employees on 

the insider threat program,” and “Implement monitoring technology to assist the 

established policies.” The findings indicate that organizations should prioritize these 

common strategies to improve their readiness for insider threat circumstances. 

 

7.5 Illustrative/Inspirational Example 

Essential cybersecurity controls (ECCs) were developed by the NCA [159]. The controls 

are governed by and implemented by the laws of the KSA to maintain and support 

cybersecurity in the kingdom [159]. The authority also aims to protect critical 

infrastructures, national security, top-priority sectors, and governmental services and 
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practices [159]. Besides, the NCA is mandated and responsible for fulfilling the need to 

monitor all government organizations’ compliance to aid the role of cybersecurity [159]. 

Thus, the developed ECCs are utilized to meet the minimum cybersecurity requirements 

for all national organizations to minimize the internal and external cybersecurity risks 

[159]. 

Moreover, 50% of our collection practices are aligned with the authority’s controls. To 

illustrate, the ECCs have five main cybersecurity domains (Fig. 28), 29 cybersecurity 

subdomains (16 of the subdomains are matched to our knowledge areas/sub-knowledge 

areas, highlighted in Fig. 29), and 114 cybersecurity controls. The cybersecurity controls 

are connected to national and international law and regularity requirements [159]. In 

addition, it maintains the CIA of organization information assets, with consideration of 

the cybersecurity pillars: people, process, and technology [159]. Fig. 30 shows the 

meaning of the control codes. 
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Fig. 28. ECC main domains [159]. 

 

 

Fig. 29: ECC subdomains [159]. 
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Fig. 30. Control coding scheme [159]. 

 

Appendix J shows the 35 practices aligned with the associated cybersecurity control 

numbers. Hence, there is a need to cover the rest of the insider threat prevention or 

mitigation best practices by applying our model to ensure the achievement and 

completeness of results against a threat. Especially, the ECCs do not specify the values of 

the controls’ applications for organizations and their readiness, which leads to 

subjectivity among assessors. 

 

7.6 Summary 

This chapter presented the essential steps to deploy the SRMaIT within organizations. 

These steps were similar between the literature findings and industry outcomes. The 

chapter concluded with the ECCs and how our model is a vital part of them. 
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CHAPTER 8 

MODEL EVALUATION 

 

8.1 Overview 

The purpose of this chapter is to answer our RQ5: Is the developed readiness model 

robust in terms of measuring an organization’s readiness for insider threats? The 

evaluation of the model was performed by academia and industry. 

 

8.2 Evaluation of SRMaIT in an Academic Setting 

Three professors who have long experience in software engineering and secure software 

systems evaluated the SRMaIT in an academic setting [45]. They were recruited using the 

quota sampling method. Quota sampling is a non-probability sampling method that 

involves selecting a fixed quantity or proportion of units at random. They were given 

thorough training in and presentation of the SRMaIT and asked to provide feedback on its 

structure. A list of questions was provided to each expert for them to effectively evaluate 

the structure of the SRMaIT. The first three questions in the table were agreed upon by 

all three experts. However, for Question 4, two experts disagreed that “security practices 

are well distributed among the four knowledge areas.” They identified the following 

concerns and proposed solutions. The practice “Enable surveillance using advanced 
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infrastructure at entrances, parking, and meeting and data center rooms” was initially 

assigned to the Technical knowledge area. However, the experts proposed assigning it to 

the Compliance knowledge area. Meanwhile, the practice “Establish physical security in 

the work environment that ensures protection from physical actions and events” was 

initially assigned to the Compliance knowledge area. The experts proposed assigning it to 

the Top Management knowledge area. Lastly, the practice “Know and protect critical 

assets (both physical and intellectual)” was initially assigned to the Technical knowledge 

area. The experts proposed assigning it to the Top Management knowledge area. All their 

changes are reflected in the final lists of knowledge areas and practices. For Question 5, 

all experts agreed that the measurement component is comprehensive and appropriate. 

Table XII displays the evaluation results. 

 

TABLE XII: SRMAIT EVALUATION IN ACADEMIA 

SRMaIT Structure Agree Disagree Undecided 

 N % N % N % 

1. Each SRMaIT knowledge area is self-

explanatory, and no additional clarification is 

needed for adequate utilization. 

3 100% 0 0 0 0 

2. Each SRMaIT knowledge area is feasible and 

suitable for measuring readiness against insider 

threats. 

3 100% 0 0 0 0 

3. SRMaIT can be utilized to detect weaknesses 

in organizations. 

3 100% 0 0 0 0 

4. The security practices are well distributed 

among the four knowledge areas. 

1 33.34% 2 66.67% 0 0 



120 

 

5. The measurement component is complete 

and suitable to measure readiness to deal with 

insider threats. 

3 100% 0 0 0 0 

 

8.3 Empirical Evaluation 

To empirically evaluate the SRMaIT, three separate case studies were undertaken in 

Companies A, B, and C [45], which have cybersecurity units/departments. They were 

selected as they supplied detailed descriptions of their current situations/activities against 

insider threats and agreed to make the case study findings public. The organizations were 

identified through the snowballing technique, in which each company 

recruited/recommended another company [47]. To participate in the case studies, 

organizations were sent an invitation letter (Appendix F). In addition, the participant of 

each company was chosen based on his/her background and experience in the 

cybersecurity domain. The minimum criteria were an academic background in the 

cybersecurity field and five years’ experience in a security position [45]. Consequently, 

only three companies agreed to participate in the case studies. 

Moreover, the SRMaIT evaluation step is critical for assessing and improving the 

SRMaIT’s applicability in real-world organizations. The organizations were chosen for 

the evaluation stage after determining their ability and knowledge to complete a 

questionnaire in the SRMaIT to obtain feedback and assess the model’s quality [44], [53]. 

Their suggestions were used to improve the objects’ weaknesses. Furthermore, it was 

agreed to keep the organizations’ affiliations private. Consequently, real-life case studies 

were required because they display the practicality and usability/learnability of the 
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SRMaIT, emphasize areas where the SRMaIT needs enhancement, and show the 

suitability of the SRMaIT in a real-world environment. The details of these case studies 

are discussed in this chapter, and the outcomes are presented. 

 

8.3.1 Evaluation Criteria 

The following criteria were identified to evaluate the SRMaIT. The criteria defined for 

SRMaIT development were the fundamental motivation for selecting these criteria for 

SRMaIT evaluation. The literature [123], [152], [160] and consideration of the 

technology acceptance model (TAM) [122], [161] provided motivation for developing 

these criteria. Finally, the following criteria are adequate for SRMaIT evaluation since 

they may be used to assess the product's effectiveness and quality while also assisting in 

finding areas of deficiency. 

1. Ease of learning: Examined by how easily the SRMaIT can be interpreted and 

understood by participants. 

2. User satisfaction: Evaluation of user satisfaction based on the SRMaIT results. The 

model should be employed without any conflicts or obstacles in reaching the insider 

threat domain's aims. 

3. SRMaIT structure: Identifying gaps in the SRMaIT structure, verifying the distribution 

of practices across its five levels, and demonstrating how to improve the structure. 
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8.3.2 Limitations of Case Studies 

The findings of this chapter resulted from the conducted case studies. As they were three 

independent case studies, the generalization of the results might lead to trouble or 

inaccurate answers. Thus, the following are the limitations of the case studies: 

 The representatives’ feedback was assessed qualitatively because the nature of the 

data was qualitative. 

 A good relationship was established with the three companies’ representatives. 

Perhaps the participants provided only positive feedback about the SRMaIT. 

 Each case study involves one person, who may not represent the population of the 

involved company. 

 A company’s readiness is measured using only the developed 

measurement/assessment method. 

 The sample of this study is limited to Saudi companies. 

 One of the case studies was accomplished online with a lack of details and flexibility 

linked to face-to-face interviews. 

 

8.3.3 Case Study Process 

Initially, a face-to-face/phone call discussion was held with all candidates who received 

the invitation letter (10 companies). In the discussion, an explanation of the case study’s 

purpose and the SRMaIT was provided. 
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For those who agreed to participate in the case study (3 companies), an independently 

verbal and documented (through a handbook) training session regarding the SRMaIT 

practices and levels and its assessment process was delivered. For the case study, only 

one member from each company participated, who was a key person in insider threats 

management in his company. Each company’s representative should have spent at least 

five years at his company [54]. After the provided training, the member went through the 

model and assessed his company’s readiness level without any help or hint from the 

researcher. 

At the end of each case study, a questionnaire was distributed through a feedback session. 

It included the participant’s consent form, and it consisted of two sections. Section 1 

contained the demographics. Section 2 asked the participant to assess the model in terms 

of its structure, ease of use/learning, and user satisfaction. The feedback session was 

conducted informally, and the questionnaire was completed on the spot. In addition, the 

case study protocol and the documents were designed and reviewed by the supervisor to 

conduct in-depth data collection and analysis. They are shown in Appendices C and D, 

respectively. Appendix E shows the questionnaire’s sections. 

 

8.3.4 Evaluation Analysis 

The case study evaluation was performed with well-established and growing 

organizations. The questionnaire findings will be examined in terms of the obtained 

score, feedback information, and participant development suggestions. Moreover, the 

feedback section of the questionnaire was utilized to depict the satisfaction and 
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improvement suggestions raised by the organization to potentially modify the models. 

Due to the qualitative nature of the data, the questionnaire was examined qualitatively 

using the content analysis method (CAM) [85]. CAM [85] detects the presence of 

specific words, ideas, or concepts in qualitative data (i.e., text). Researchers can use it to 

quantify and study the existence, meanings, and links between specific words, themes, or 

concepts [85]. 

 

8.3.5 Results 

The findings of the conducted case studies are explained as follows: 

 

8.3.5.1 Company A 

This government agency is concerned with KSA internal and external security. It was 

founded around 1960 and provides services and information to the various state agencies 

in the KSA to help them achieve their objectives. Through advanced work programs, the 

entity contributes to local and international security and stability and develops qualified 

human competencies that serve public interest. 

It has three main branches, located in Riyadh, Mecca, and Taif. More than 10,000 people 

work for the company as a whole. Furthermore, the entity intends to expand its IT 

services, particularly in the fields of cybersecurity and information security, by working 

with the NCA to obtain approved licenses such as essential cybersecurity controls, as 

many meetings and agreements with the authority occurred before the COVID-19 
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pandemic. The company’s major accomplishments are contributing to protecting the 

security of the kingdom, developing the practical capabilities of several sectors of the 

state, disclosing and negating some aggressive schemes, and developing special programs 

for security agencies. 

 

8.3.5.1.1 Assessment results at Company A 

We used our assessment method developed in this research to assess Company A’s 

readiness level. According to the implemented assessment matrix, if an assessed 

organization’s total score for a specific level is equal to or higher than its threshold, the 

organization has passed this level and can proceed to measure the upper level. The 

organization’s participant used the SRMaIT to assess his organization’s readiness. Table 

XIII summarizes Company A’s evaluation results. 

 

TABLE XIII: IMPLEMENTATION SCORES FOR EACH PRACTICE WITHIN COMPANY A 

Practice Name Gained Value: 

1 0.75 || 

0.5 

0.25 0 

1. Follow “If you see something, say something.” √    

2. Establish a process to control 3rd-party access by 

enabling access control mechanisms and monitoring 

capabilities. 

  √  

3. Establish physical security in the work environment that 

ensures protection from physical actions and events. 

√    

4. Organizational units have documented policies and 

control mechanisms. 

 √ || 0   

5. Access attempts by all employees/contractors and 

customers are audited, monitored, and recorded. 

√    
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6. Protect critical assets (both physical and intellectual). √    

7. Include insider threat awareness in periodic security 

trainings for all employees. 

   √ 

8. Use phishing and ransomware simulations to monitor 

awareness and understanding of cyber threat risk 

readiness. 

   √ 

9. Use licensed and latest software and antivirus programs. √    

10. Avoid access to intranet during holidays or outside office 

hours, except under authorization from a higher-ranking 

person. 

√    

11. Issue rules of remote-working cybersecurity best 

practices and mobile device security best practices. 

   √ 

12. Issue rules of behavior to all users and display 

information banners on all systems. 

 √ || 0   

13. Prevent employees from sharing/exchanging passwords.   √  

14. Implement a policy for creating passwords. √    

15. Establish network access rules to limit the use of 

personal devices and the sharing of information outside 

of your corporate network. 

 √ || 0   

16. Keep technical rooms locked, allowing access only in the 

presence of staff of the same grade or higher. 

√    

Total: 10.75 < 11.2 “NP” 

 

The key points of this assessment are as follows. Based on the results in Table XIII, 

Company A is at SRMaIT Level 1 “Initial” because its total score is less than the 

threshold for the first level. Nevertheless, the company has demonstrated its suitability 

for reaching the optimized level, as the assessment results were slightly lower than the 

thresholds for all readiness levels. On analyzing the assessment method results, we found 

that the Technical knowledge area’s practices were the most widely applied compared 

with other knowledge areas’ practices. In contrast, the practices of the Top Management 

knowledge area were the least followed in Company A. Organization A’s participant was 

a system administrator with 7 years of experience. He confirmed the learnability, 
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usability, and user satisfaction of the readiness model structure. The participant praised 

the readiness model and emphasized the importance of implementing it for all 

governmental and private institutions, with the goal of lowering the readiness-level 

thresholds to 50% rather than 70%. 

 

8.3.5.2 Company B 

Company B is one of the world’s largest oil-producing companies, with numerous 

production lines and branches. Furthermore, the company was a trailblazer in the region, 

launching numerous engineering, industrial, and humanitarian projects and contributing 

to various local and international initiatives, in addition to caring for young people 

through development and awareness programs. All this was accomplished by astute and 

ambitious management. Notably, the company has numerous executive departments and 

divisions. It attracts hundreds of young men and women with scientific expertise and 

pioneering experiences each year and trains them to become leaders in their fields. 

In addition to its interests in various forms of energy, the IT Department occupies a 

sizable portion of its interests and efforts, as the department’s projects to protect 

employee data from any threat or theft amount to millions of dollars annually. 

Furthermore, the company has held numerous conferences and technical seminars to raise 

community awareness regarding the dangers of cyberattacks in their various forms. 

 

8.3.5.2.1 Assessment results at Company B 
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The assessment method developed in this work was used to assess Company B’s 

readiness level. The organization’s participant used the SRMaIT and assessed the 

readiness of his organization. Table XIV summarizes the evaluation results for Company 

B. 

 

TABLE XIV: IMPLEMENTATION SCORES FOR EACH PRACTICE WITHIN COMPANY B 

Practice Name Gained Value: 

1 0.75 

|| 0.5  

0.25 0 

1. Detect account compromise using Skyhigh networks, 

or machine learning, etc. 

 √ || 0 

 

  

2. Detect privileged access abuse using zero trust 

approach. 

  √ 

 

 

3. Employ network traffic intelligence (NTI) to identify 

and block suspicious activities throughout the 

network. 

√ 

 

   

4. Employ data loss prevention (DLP)/data leakage tools 

(DLT) to ensure that sensitive data is not lost, 

misused, or accessed by unauthorized users. 

√ 

 

   

5. Collect disparate data sources using data cleansing 

process, or deep learning techniques. 

   √ 

 

Total:  3<5 ‘NP’ 

 

The following are the key points of this evaluation. The company had successfully 

implemented 65 practices. It passed all four levels of readiness. However, when reaching 

the optimized level, it yielded a value less than the threshold. Thus, its level of readiness 

is matured. Based on the assessment results, the organization’s management has tried to 
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maintain positive relationships with its employees and stakeholders. They were also 

aware of the significance of HR positions in addition to consistently promoting a better 

working environment, vital behavior, and a supportive culture. The participant had 6 

years of experience as a system analyst. He commented positively on the usability and 

utility of the developed readiness model and assessment method. He was pleased with his 

organization’s level of readiness because of the organization’s allocation of a significant 

budget and sufficient time/efforts to hire and train qualified people and build a strong IT 

infrastructure. This is because they believe in the importance of IT and cybersecurity in 

raising future-ready generations. 

 

8.3.5.3 Company C 

The participant from Company C was a senior information security consultant with 14 

years of experience. Company C provides reliable security solutions and products. The 

company’s headquarters and main branches are in the U.S.; additionally, the company 

has multiple branches in the Middle East, including in the KSA. The company has 

collaborations and services in various industries, including healthcare, financial services, 

higher education, government, retail, cloud, and industrial control systems. It also 

provides forensics and investigation solutions and analysis tools such as network 

forensics, malware analysis, and endpoint forensics. 

The organization believes that traditional IT solutions are insufficient to protect against 

cybersecurity threats/attacks, so it employs a novel innovation cycle. According to our 

observations, the company’s ownership of the threat research center resulted in it 

receiving the highest score among other companies and reaching the optimized level. The 
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center used technical details about threats and tools and techniques used by company 

analysts. Furthermore, the company is certified by international information security 

standards and industry compliance, including ISO 27001, NIST, Cyber Essentials Plus, 

and others. 

 

8.3.5.3.1 Assessment results at Company C 

The assessment method developed in this work was used to assess Company C’s 

readiness level. The organization’s participant used the SRMaIT to assess his 

organization’s readiness. Table XV summarizes the evaluation results for Company C. 

 

TABLE XV: IMPLEMENTATION SCORES FOR EACH PRACTICE WITHIN COMPANY C 

Practice Name Gained Value: 

1 0.75 

|| 

0.5 

0.25 0 

1. Detect account compromise using Skyhigh networks, or 

machine learning, etc.  

√    

2. Detect privileged access abuse using zero trust approach.  √    

3. Employ network traffic intelligence (NTI) to identify and 

block suspicious activities throughout the network.  

√    

4. Employ data loss prevention (DLP)/data leakage tools (DLT) 

to ensure that sensitive data is not lost, misused, or accessed 

by unauthorized users. 

√    

5. Collect disparate data sources using data cleansing process, 

or deep learning techniques. 

√    

Total: 5 > 3.5 ‘P’ 
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The key points of this assessment are as follows. The expert evaluated the company’s 

headquarters, which are located in the K.S.A, although he works at a different branch of 

the organization. The participant agreed on the model’s usability and learnability and the 

assessment method. Furthermore, he discovered that the practices were comprehensive in 

terms of their diversity and clarity for most organizations. Building the model inspired by 

the structure of CMMI v2.0 aided in the assessment of the practices. This was because 

some organizations used security controls mandated by their governments that were not 

based on CMMI. These organizations have demonstrated their inability to assess their 

readiness/maturity despite security threats. He also confirmed that when organizations 

apply the practices carefully and precisely, the threats posed by insider threats are 

gradually reduced. 

 

8.3.5.4 Feedback sessions 

A questionnaire was distributed to the company representatives to get their feedback on 

the readiness model in terms of learnability, user satisfaction, and model structure. Many 

questions were used to depict the feedback. The general impressions for the three case 

studies of different components within the SRMaIT were very positive, and the 

participants agreed with the assessment results. Further, Tables XVI–XVIII present the 

questionnaire results for the three companies for each of the three targeted aspects. 

 

TABLE XVI: FEEDBACK RESULTS (EASE OF LEARNING) OF COMPANIES A, B, AND C 

Ease of Learning 
Organizations’ Perception (n = 3) 

Positive (+ve) Negative (−ve) Neutral (N) 
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SA A SA+A SD D NS 

The SRMaIT knowledge areas are 

very simple. 
3 

  

Nil 

A little knowledge of insider 

threats is needed to learn how to 

use the SRMaIT. 

2 1 

 

It is easy to understand the security 

best practices designed for each 

insider threat knowledge area. 

2 1 

 

It is easy to use the assessment 

method. 
3 

  

It is easy to utilize the SRMaIT to 

evaluate organizations’ readiness to 

deal with insider threats. 

3 

  

It is easy to comprehend the 

distribution of security best 

practices among different readiness 

levels. 

2 1 

 

Some training needs to be provided 

to use the SRMaIT. 

 2    1 

Note: SA: Strongly Agree; A: Agree; SD: Strongly Disagree; D: Disagree; NS: Not Sure 

 

TABLE XVII: FEEDBACK RESULTS (USER SATISFACTION) OF COMPANIES A, B, AND C 

User Satisfaction 

Organizations’ Perception (n = 3) 

Positive (+ve) Negative (−ve) 
Neutra

l (N) 

SA A SA+ SD D NS 

The SRMaIT is a general model and 

can be applied to most organizations. 
2 1 

 
Nil 
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Each individual practice is 

understandable and unambiguous. 
2 1 

 

Using the SRMaIT would aid in 

identifying the strong and weak areas 

of an organization with regard to 

insider threat activities. 

1 2 

 

Using the SRMaIT would enhance our 

processes for dealing with insider 

threats. 

 

3 

 

If the SRMaIT were available for my 

work, I expect that I would use it on a 

regular basis in the future. 

2 1 

 

I am satisfied and agree with the 

readiness issues identified by the 

SRMaIT. 

2 1 

 

It is significant to implement the 

SRMaIT as an automated software 

tool to facilitate insider threat security 

best practices areas in assessing an 

organization’s readiness.  

2 1 

 

The SRMaIT is self-contained. 2     1 

The SRMaIT is a useful readiness 

model for measuring insider threat 

readiness. 

3 

  

Nil 

The assessment method is beneficial. 2 1  

Note: SA: Strongly Agree; A: Agree; SD: Strongly Disagree; D: Disagree; NS: Not Sure 

 

TABLE XVIII: FEEDBACK RESULTS (STRUCTURE OF THE SRMAIT) OF COMPANIES A, B, AND C 

Structure of the SRMaIT 
Organizations’ Perception (n = 3) 

Positive (+ve) Negative (− Neutral 
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ve) (N) 

SA A SA+A SD D NS 

All the SRMaIT components are self-

explanatory and require no additional 

clarification to be used. 

1 2  

Nil 

The SRMaIT components are practical 

and applicable in the insider threats 

business markets. 

1 2  

The SRMaIT can be used successfully 

to identify insider threat readiness 

issues to increase organizational 

readiness for dealing with insider 

threats. 

2 1  

The distribution of security best 

practices among different readiness 

levels is convenient. 

2 1  

The five readiness levels of SRMaIT 

are valuable. 
2 1  

Note: SA: Strongly Agree; A: Agree; SD: Strongly Disagree; D: Disagree; NS: Not Sure 

 

The participants were also asked to respond to open-ended questions about their general 

thoughts and comments on the readiness model and the assessment method. The overall 

response was positive, implying that the SRMaIT could be adopted as a standard (Table 

XIX). Appendix G has the assessment results of the three case studies. It also contains the 

participants’ demographic information. 

 

TABLE XIX: FEEDBACK RESULTS (OPEN-ENDED QUESTIONS) OF COMPANIES A, B, AND C 
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Open-Ended 

Questions 

Organizations’ Perception (n = 3)  

Company 

A 

Compan

y B 

Company 

C 

Average 

Response 

Are there any 

modifications or 

improvements to the 

SRMaIT that you 

suggest? 

No N/A - Positive 

Are there any new 

components/levels or 

practices that you suggest 

adding to the SRMaIT in 

the future? Please justify. 

No N/A - 
Very 

positive 

Please comment on the 

distribution of security 

best practices across 

different insider threat 

readiness levels. 

Nothing N/A - 
Very 

positive 

Please comment on the 

usability of SRMaIT in 

terms of the time it takes 

users to evaluate the 

organization’s readiness. 

Nothing 

“SRMaI

T is very 

useful, and 

it takes less 

than an 

hour to 

evaluate 

the 

organizatio

n’s 

readiness.” 

- 
Very 

positive 

From your experience 

with the measurement/ 

metrics, which of the 

following scales is most 

suitable among the other 

options? 

0, 0.25, 

0.5, 0.75, 1 

0, 0.25, 

0.5, 0.75, 1 

0, 0.25, 0.5, 

0.75, 1 

Very 

positive 
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0, 0.25, 0.5, 0.75, 1 

0, 0.3, 0.7, 1 

Other 

Please provide notes 

relating to the assessment 

method. 

“Nothing, 

thanks.” 
N/A - - 

 

8.4 Summary 

In this thesis, the SRMaIT has been evaluated through three case studies at three different 

organizations. The SRMaIT performed remarkably well in these evaluations. However, 

the development of a complete software solution that can be utilized to aid practitioners' 

assessment of companies' readiness was considered important by the participants for 

insider threats activities. It was advised that this tool be capable of capturing assessment 

findings, detecting weak and strong levels, and creating various assessment reports. I 

have considered this suggestion and will develop a tool for the SRMaIT in the next 

chapter. 

The SRMaIT, like any other model or standard, is a dynamic model that has been 

amended and modified in response to comments and input from the three case studies. 

Based on its use in the cybersecurity field, I believe I will be able to produce a more 

refined version of the SRMaIT in the future. 
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CHAPTER 9 

SRMAIT TOOL 

 

9.1 Overview 

The developed tool has been implemented using Microsoft Excel. The selection of the 

tool environment was agreed upon after interviewing a set of ten IT experts [154]. They 

declared the greater familiarity, usability, and cheapness of using Excel compared to 

mobile applications or web pages. All of them acknowledged the complexity of web 

pages regarding registration, connection, and saving/retrieving data from/to databases. In 

addition, they were used to utilizing Excel to develop evaluation forms or fill out 

assessments required by high authorities or governments. Furthermore, some 

international standards have developed their assessment tools using Excel, such as the 

NIST capability maturity model, the self-assessment tool for security operations centers 

(SOC-CMM), NCA-ECC, etc. 

 

9.2 Tool Development 

Due to the following reasons [162], we have taken advantage of the MS Excel functions: 

text and numeric data are, but are not necessarily acceptable graphics or videos. A 

spreadsheet is generally our best bet because we have a small amount of data and want to 
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use formulas. A spreadsheet is simple to distribute; we can send a link, share it on the 

cloud, or even print it. The interface design of the tool has been inspired by the 

assessment and compliance tool provided by the NCA in 2018. It has been widely used 

by most national organizations to assess their awareness regarding ECCs. Our assessment 

file is protected with a password for security purposes, and a company’s assessor can fill 

in the required cells with the inability to override cells. Appendix K shows screenshots of 

the tool. 

The workbook consists of 14 sheets. The first half of the file is static and requires the user 

to fill in some information about the organization and the organization’s representative. 

This information could be the name, address, sector, location, or entity’s logo. It also 

shows instructions and the evaluation procedures. On the other hand, the second half of 

the file is dynamic and contains all the calculations, programming, and the cells’ binding 

with different values and colors. In this part, the employee is asked to evaluate all 

practices’ application for all levels and then preview the practice evaluation before going 

to the last page showing the result of the assessment. Table XX shows the description of 

each sheet in the tool. 

 

TABLE XX: TOOL DESCRIPTION 

Sheet 

No. 

Sheet Name Description  

1 Main This is the main sheet of the tool, which the assessment 

starts from by clicking the start button. It has the issue 

number and issue year. 

2 List of Contents It shows the contents of the file as hyperlinks to the 
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associated sheets. In addition, the four direction buttons 

are located at the top of the sheet (Main, Contents List, 

Next, Previous). 

3 Record the 

Assessment Tool 

This sheet shows the record of the tool that shows the 

date, state, version number, and representative’s name. 

4 Evaluation 

Procedures and 

Measures 

This sheet shows the evaluation procedures for 

assessing the practices against insider threats in terms of 

two kinds of activities: must be done, and as needed. 

5 Instructions This sheet shows the tool manual for the user and briefly 

describes each sheet separately. It also shows the 

manner of submission by the user. 

6 Entity’s Logo It allows the entity’s representative to upload its logo in 

the specified space of the sheet. 

7 Basic Information 

about the Entity 

On this sheet, an organization’s representatives are 

responsible for filling in the required information about 

the entity and themselves. 

8 Level 1 “Initial” This sheet lists all practices that lie in level 1. The user 

is asked to evaluate each practice and select one choice 

from the dropdown menu. Every choice is binding with 

a value that varies between [0, 1] and appears in a 

specific color based on the application of the practice. 

9 Level 2 “Basic” This sheet lists all practices that lie in level 2. The user 

is asked to evaluate each practice and select one choice 

from the dropdown menu. Every choice is binding with 

a value that varies between [0, 1] and appears in a 

specific color based on the application of the practice. 

10 Level 3 

“Emerging” 

This sheet lists all practices that lie in level 3. The user 

is asked to evaluate each practice and select one choice 

from the dropdown menu. Every choice is binding with 

a value that varies between [0, 1] and appears in a 

specific color based on the application of the practice. 

11 Level 4 

“Matured” 

This sheet lists all practices that lie in level 4. The user 

is asked to evaluate each practice and select one choice 

from the dropdown menu. Every choice is binding with 
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a value that varies between [0, 1] and appears in a 

specific color based on the application of the practice. 

12 Level 5 

“Optimized” 

This sheet lists all practices that lie in level 5. The user 

is asked to evaluate each practice and select one choice 

from the dropdown menu. Every choice is binding with 

a value that varies between [0, 1] and appears in a 

specific color based on the application of the practice. 

13 Preview On this sheet, the user can review all the practices 

evaluated before displaying the results on the last sheet. 

In addition, s/he can edit the evaluation by double-

clicking on the cell; it will take him/her to the sheet that 

the practice lies in and then change its evaluation. 

14 Summary of 

Evaluation 

Results 

On the last sheet, the user can know which levels the 

entity has passed and which it has not. In addition, the 

sheet displays the practice evaluation for each level in a 

graphical mode using pie charts. 

 

9.3 Tool Evaluation 

The evaluation of the tool was conducted through a usability test with two novice users 

(who had no experience in assessing a readiness model) [163] [45]. The utilized sampling 

technique was quota, where the selection of participants was based on convenience [47], 

and the age range between 30 and 60 was included. They were given the developed tool 

with an explanation of its purpose and the model’s objectives. The usability test’s 

questions were grouped into four parts: screening questions, pre-test questions, in-test 

questions, and post-test questions. 
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9.3.1 Usability Test Settings 

The consent form was distributed to participants to gain their consent before conducting 

the usability study. The study’s estimated duration was 30 minutes per participant. 

Besides, to assess the tool’s usability, an interview was conducted with each participant 

separately after conducting the usability study. The study was carried out separately for 

each participant in a quiet room according to his convenience at his workplace. The test 

moderator was near the participants to observe their behavior, provide hints, and 

document the interview responses. The first assessment took place on 22 October 2022, 

while the second assessment was conducted on 29 October 2022. 

 

9.3.2 Task Selection and Usability Measures 

The participants were given several activities to perform to measure the SRMaIT’s tool 

usability. The participants were given the following four tasks: 1) explore the tool, 

including the number of sheets; 2) test the four direction buttons; 3) fill out the practices 

across the five levels; and 4) send the file to the specified email address. 

 

9.3.3 Data Collection 

The data was collected by measuring the time it took the participants to accomplish the 

tasks, as well as observation of their behavior and facial expressions during the usability 
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test. Besides, the participants were interviewed after performing the tasks. The 

participants were asked three questions about their experience using the tool interface. 

 

9.3.4 Results 

This part provides the usability test results or the task evaluation in terms of the 

performance, as well as observing the user’s emotions during the test, and presents an 

analysis of the interview results. 

 

9.3.4.1 Task evaluation 

Table XXI shows the time taken by each participant to accomplish each task in seconds. 

TABLE XXI: TIME PER TASK 

 Task 1 Task 2  Task 3 Task 4 

Participant 1 30 sec. 20 sec. 17 min. 30 sec. 

Participant 2 25 sec. 35 sec. 18 min. 45 sec. 

 

9.3.4.2 Observing users’ emotions during the test 

This part demonstrates the participants’ observed emotions during the test. The 

participants went through different types of emotions, such as happy, confused, lost, 

frustrated, under pressure, and angry. 

Participants’ emotions are presented below in detail for every task during the test: 
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• Task 1: The participants were happy and found it easy to count the number of sheets. 

• Task 2: The participants were comfortable and confident, specifically due to the 

simplicity of the task. 

• Task 3: The participants felt lost and confused, since the obstacle was to fill out the 

form for their organizations. 

• Task 4: The participants felt at ease, especially because they had to send the filled form 

to the specified electronic mail address. 

 

9.3.4.3 Post-test questions 

After the usability study was conducted, each participant was asked three questions to 

assess their experience while using the SRMaIT tool. CAM was used to analyze the 

participant’s responses [47]. The participants’ answers to each question are analyzed as 

follows: 

• Q1: How was your experience using the SRMaIT tool? 

Both participants agreed about the simplicity and clarity of the SRMaIT tool interface 

and that most of the model’s functionality was easy to find. 

• Q2: Would you consider using a security model that is supported by this tool? Why? 

Participant 1 said he would not use the readiness model because of the tool’s complex 

interface and its incapability of supporting the Arabic language. Regardless, Participant 2 
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agreed to use the tool. He justified his response as it would be easy to use the tool after 

using it for some time 

• Q3: Rate your experience after using the SRMaIT tool out of 10, where 1 is not very 

satisfied and 10 is very satisfied, and explain why. 

Participant 1 rated the interface usability with a rating ranging from 5 to 7 for multiple 

reasons. For example, the interface degrades the tool’s capabilities, lacks language 

support (other than English), and provides basic security model functionality compared to 

other readiness models, e.g., NIST. Meanwhile, Participant 2, gave a high rating (7 out of 

10) to the application’s interface. The participant explained his ranking was because it 

was his first time using the tool, but it would get easier with time. Besides, it was 

convenient for the readiness model to provide the necessary awareness. 

 

9.3.4.4 Threats to validity 

The usability study is subjected to several threats to validity: 

 Construct validity: The study was conducted in separate sessions for each 

participant, not in a lab room where the environment was controlled. Hence, there 

is a possibility that both participants did not receive the same settings while 

performing the usability test. This might affect the usability results of the 

application. However, we mitigated this threat by providing similar guidelines and 

instructions for both sessions. 
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 Internal validity: The first participant answered in Arabic, and then his responses 

were translated into English. Hence, the translation might have affected the 

original meaning of the text. In addition, the second participant was a user of 

Excel. Thereby, his judgment might be biased due to the influence of his 

experience using the environment. 

 External validity: The study was performed on a small set of participants. 

Therefore, the study results cannot be generalized. 

 

9.4 Summary 

This chapter targeted the development and evaluation of the SRMaIT tool interface. The 

tool was evaluated by conducting a usability study. The study was carried out on 7 days 

with a total of two participants. They were given specific tasks to perform and three 

interview questions to answer after completing the test. 

As a result of the analysis, the study participants agreed on the simplicity of the tool and 

highlighted the importance of interface design being more usable and clearer. Finally, the 

users’ overall satisfaction level was above 6 out of 10. 
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CHAPTER 10 

CONCLUSION AND FUTURE WORK 

 

10.1 Overview 

This chapter summarizes the results obtained in the thesis about SRMaIT readiness and 

offers conclusions and prospects for future related research that could be conducted. 

 

10.2 Key Contributions to Knowledge 

This thesis contributes to practice by presenting the SRMaIT as a model to help 

cybersecurity organizations assess their readiness. This will offer practitioners a body of 

knowledge to aid in designing and implementing successful cybersecurity programs. The 

SRMaIT will bring together and advance previous work on frameworks and models for 

insider threats. This thesis represents the first attempt in the cybersecurity community to 

provide a complete model of organizational readiness. The SRMaIT was evaluated using 

three case studies to ensure that it is not only theoretically sound but also practically 

beneficial in gauging organizations' preparation for insider assaults. The findings also 

demonstrated that the SRMaIT is a valuable model with the ability to help cybersecurity 

practitioners create effective insider threat readiness efforts. This thesis also contributes 

methodologically. To discover best practices, an MLR, a novel research approach, was 
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applied. This is due to the lack of a systematic literature evaluation on insider threat 

practices in general, as well as the identification of practices that have a substantial 

influence on companies. This is demonstrated by the MLR results based on the research 

method, in which I found no article demonstrating an MLR process. These findings 

support the uniqueness of the research strategy in this subject. An examination of the 

insider threat literature via MLR, combined with interviews, led to the creation of the 

SRMaIT. The SRMaIT development process was completely transparent, and I openly 

demonstrated how the SRMaIT was created, produced, implemented, and evaluated.  

This constructs a methodological contribution by giving a methodological methodology 

that other researchers might follow to develop alternative models. 

 

10.3 Summary of Research Methodology 

In this thesis, I took a scientific approach, combining qualitative and quantitative research 

approaches. To create a tangible SRMaIT, several empirical data sources were used, such 

as MLR to identify practices, interviews, and a case study technique for SRMaIT 

evaluation. The empirical examination of the research issues led to the creation of the 

SRMaIT. The following figure summarizes the research methodology. 
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Fig. 31. Methodology summary. 

 

10.3.1 An Examination of Literature through MLR 

This thesis began with a survey of the literature to identify optimum security procedures. 

I utilized an MLR as the major approach for data collection since it is a planned and 

methodical strategy for locating, examining, and interpreting published source papers and 

websites for exploring a certain study issue. Systematic reviews differ from ordinary 

literature searches in that they are meticulously planned and carried out. They are 

designed to be independently replicable and thus have a higher level of scientific 

significance than typical literature surveys. A multivocal review can deliver a higher 

level of validity in its findings than any of the prior research evaluated in the systematic 

review by locating, analyzing, and summarizing all relevant data on a certain study 

subject.  
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10.3.2 Empirical Validation and Evaluation 

To validate the conclusions of the MLR and to define practices, an interview was 

conducted in cybersecurity academia to obtain the interviewee’s opinion. Since the aim 

of the interview was to increase an understanding of organizations’ readiness and 

awareness of best practices that have a positive or negative influence on the main 

organizational views, I needed to gather data from a broad range of cybersecurity 

specialists involved in cybersecurity activities. In total, ten specialists participated in the 

interview, and the outcomes collected from the interview accompanied the findings of the 

MLR process. 

To assess the helpfulness of the SRMaIT, three separate case studies were conducted at 

three distinct companies. The case study approach was used because this approach is said 

to be dominant for assessment and can offer adequate information in the real industry 

environment. The case study also delivers useful information for issue resolution, 

evaluation, and strategy. Since the SRMaIT is more appropriate to a real-world software 

industry scenario, the case study research method is thought to be a more applicable 

method for this situation. The members at the three businesses showed satisfaction with 

the SRMaIT concerning structure and its best practices, ease of learning, and user 

satisfaction. The participants’ responses were indeed very positive and encouraging. 

Regarding the research work, I also received the following remark from a senior 

cybersecurity engineer industry practitioner in the cybersecurity community.  

“I just read your handbook. It was well structured! ,and easy to follow, in my opinion, -

Ibrahim.” 
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10.3.3 Critique of Methodology 

In this research, MLR was used for the investigation of security best practices. I mined 

data from a set of 46 publications. With the growing number of papers on insider threats, 

the MLR process may have missed out on some important studies. However, like other 

investigators of MLR, this was not a systematic oversight. 

The interviews identified the necessary steps for adopting the insider threat readiness 

model. These extracted steps have not been verified directly. This may mean that what 

experts say about steps may not necessarily be the crucial steps for insider threat 

readiness. Furthermore, experts’ insights may not be accurate. 

In the evaluation of the SRMaIT model, the small number of reviewers (three professors) 

may raise questions about the trustworthiness of the results. While the case studies offer 

appreciated perceptions into the application of SRMaIT in different organizations and the 

feedback from employees, it is important to acknowledge that the number of case studies 

is restricted. Therefore, the generalizability of the results to other types of organizations 

in real-life situations is uncertain. Further studies with a larger sample size are needed to 

assess the effectiveness of the SRMaIT model in practice. 
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10.3.4 Limitations 

The results of the MLR that were used to develop the SRMaIT have a few limitations. 

Subjective opinions existed when selecting primary publications and extracting data. This 

is because some primary publications lacked sufficient clarity, discussion, and 

contributions. We mitigated this limitation by enlisting the help of the advisor to review 

the primary studies, conduct an iterative selection process, and extract the data widely. 

Another limitation of this study is that it only retrieved studies from five electronic 

research databases. Some relevant studies excluded from this study may exist in further 

research electronic databases. Furthermore, studies published since the initiation of this 

research may have been ignored. Nonetheless, we trust our findings cover most of the 

relevant available literature. Furthermore, the generality of the model makes it flexible to 

accommodate different business types. However, this generality may not cover the core 

goals of some businesses. Finally, a case study was conducted to assess the proposed 

model using three companies with different features with external validity. As a result, 

applying the findings regarding the SRMaIT to other companies requires careful 

consideration. 

 

10.4 Research Implications 

From a practical standpoint, our research sheds light on the importance of insider threat 

best practices, particularly from the standpoint of software organization. By doing so, we 

could provide valuable insight for one SA organization to use in their future 
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cybersecurity efforts. Our study’s findings indicate various implications for both 

academic and industry contexts. 

First, the insider threat problem is complicated because it involves the interplay of social, 

behavioral, and technical factors. Our findings suggest that organizations should follow a 

set of sequential deployment steps to adopt our model accurately. The steps are divided 

into two levels of enforcement—by the organization and by the government. Identifying 

this could assist organizations, including our case companies, in their future endeavors, 

such as raising employee awareness and reducing insider threat incidents as much as 

possible. Furthermore, business owners/top management should ensure that cybersecurity 

is a core division in their organizations and that all applicable security best practices are 

followed; thus, insider threat security best practices should be implemented to maintain a 

high level of preparedness against this harm. 

Our study has several implications for academia in terms of organizations seeking to 

improve their level of readiness. First, SE is a field that encompasses both practitioner- 

and application-oriented processes. Hence, including GL in SE research is preferred and 

valuable to cover more insights from both academia and industry. Our model has been 

developed according to the literature based on an MLR. Having the GL within SE 

research is optimal for providing a holistic overview for specific SE research. Second, the 

proposed readiness model has given domain researchers numerous insights into the 

significance of the research contributions and study findings. Finally, the multiple 

iterations of reviewing the collected security best practices impacted the quality of the 

outcomes, so future researchers should follow a similar methodology to obtain accurate 

and successful results. 
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10.5 Reflection on Research 

I am very much persuaded that research is all about finding something one does not 

know. It has become known to me that using research techniques and procedures can lead 

to finding out something one does not know. I learned the entire research process: 

research plan and design, data sampling and collection, and data analysis and reporting. I 

learned deeply how to conduct an MLR to investigate a particular research question in the 

relevant literature. It seemed obvious to me that research is a cyclic process of 

interpretation the available information, asking questions to get tacit knowledge, research 

and so on. The study process made it clear that the scholar does not know the right 

answers but is one who strives to seek the right research questions. I learned that an 

investigator assesses data as well as sources and methods critically to get valid and 

reliable outputs. I learned that a scientist struggles to find clarifications, connections, 

comparisons, defenses, forecasts, generalizations, and concepts. I also learned from my 

supervisors that a Ph.D. is the start of a research career and an individual can achieve and 

excel in anything if s/he is goal-oriented, determined, and works sincerely and 

dedicatedly. In addition, the development of SRMaIT is the first brick I placed in my 

research career, and I will add more bricks in the future to make the entire building. 
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10.6 Concluding Remarks 

The SRMaIT provided in this thesis improves knowledge of the model development 

process and evaluation approach for determining an organization's preparedness. The 

SRMaIT addresses implementation challenges by employing a clear and robust model-

building technique that is uncommon in insider threat literature and models. So far, no 

systematic and strategic method to assisting organizations in the creation of operative 

insider threat preparation activities has been discovered. 

My contribution to knowledge is the creation of the SRMaIT, which assists organizations 

in determining their readiness for security operations. 

 

10.7 Future Work 

In this section, I designate possible future work related to the research obtainable in this 

thesis. To further explore the measures and controls for the practices that will ease the 

application of the practices for organizations, further investigation of the literature and 

application of case studies are needed. This has led me to a new research question: “What 

are the suitable/effective measures/controls for each practice”?  

Another area of future work is to further examine the new research question, “To what 

extent does ‘efficient response plan team’ play a vital role in SRMaIT organizations’ 

readiness?” Moreover, it may also be possible to develop a cut-down version of the 

SRMaIT for organizations that are already cybersecurity incidents certified. 
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Appendix 

A. MULTIVOCAL LITERATURE REVIEW PROTOCOL 

1. Background 

A multivocal literature review is one of the methods to build a literature review. It is a 

study on papers that are selected from specific databases based on a set of conditions and 

criteria (inclusion and exclusion). After that, the selected papers will undergo an 

assessment quality measurement to ensure they serve the study’s research question. Our 

first research question focuses on studying the main best practices of the insider threat 

domain. 

The first objective in implementing this multivocal literature review is to focus on 

studying the latest scientific papers that have extracted the best practices related to insider 

threat prevention or mitigation. Then, based on the MLR findings, the main knowledge 

areas of the insider threat field can be specified. 

 

2. Research Questions 

The work detailed in this publication was prompted by one research question: 

RQ1: What are the best practices for insider threats that help organizations against 

the risk of such threats? 

2.1 Constructing search term 

The information below will assist us in creating a search term that is relevant to our 

research questions. 

 Population: insider threats. 

 Intervention: existing readiness practices or models for insider threats. 

 Outcome of relevance: readiness models, guidelines, practices, checklists, or 

recommendations for insider threats prevention and mitigation. 

 Experimental design: SLR, empirical and theoretical studies, case studies, 

standards, opinions and observations, and white papers. 

 

3. Search Strategy 

3.1 Trial search 

On the CiteSeerX digital library, a sample search was performed using the following 

search query. 
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(Best OR favorite OR top) AND (Practices OR recommendations OR guidelines OR 

checklist) AND (Insider) AND (Attacks OR threats OR offensive OR violation). 

The papers found using this search string will be used as a starting point for developing 

and validating the main search terms.  

3.2 Identifying search terms 

For the creation of search phrases, the four search strategies listed below were used. 

a. Derive the main words from the research question by identifying the population, 

intervention, and result.  

b. Look for alternative spellings and synonyms for these key phrases. 

c. Double-check the keywords in any relevant document. 

d. If the database enables it, use Boolean operators for conjunction, utilizing the 

"OR" operator to concatenate alternate spellings and synonyms and "AND" to 

concatenate primary terms.  

3.3 Resources to be searched 

 Google (http://www.google.com), for GL only. 

 ACM Digital Library (http://dl.acm.org) 

 Springer Link (http://link.springer.com) 

 IEEE Xplore (http://ieeexplore.ieee.org) 

 Science Direct (http://www.sciencedirect.com) 

 John Wiley Online Library (http://onlinelibrary.wiley.com 

 

3.4 Search constraints and validation 

We don’t include any date boundaries because we are searching for all publications 

related to our research. An earlier search was conducted using a set of main search terms 

(Best OR favourite OR top) AND (Practices OR recommendations OR guidelines OR 

checklist) AND (Insider) AND (Attacks OR threats OR offensive OR violation), and we 

found certain relevant studies on the CiteSeerX digital library. These pertinent studies 

will aid in the validation of the search string. 

3.5 Search result management 

The primary source references were electronically saved on an external hard disk.  

4. Publication Selection 

This step presents the inclusion criteria, the exclusion criteria, and the selection of 

primary sources so that only those publications in the search results are chosen which 

are relevant to the research question. We will only consider papers relating to insider 

http://www.google.com)/
http://dl.acm.org/
http://link.springer.com/
http://ieeexplore.ieee.org/
http://www.sciencedirect.com/
http://onlinelibrary.wiley.com/
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threat prevention and mitigation best practices. Papers relating to insider threat 

detection or response will not be considered. 

4.1 Inclusion criteria 

 Sources which are relevant to insider threat readiness models 

 Sources which focus on/propose insider threat prevention or mitigation practices 

 Peer-reviewed sources 

 Conference papers and journal, standards, white papers and textbooks, and reports 

published by reputable organizations 

 

4.2 Exclusion criteria 

 Sources that are not written in English or are not fully accessible 

 Duplicate sources 

 

4.3 Selecting primary sources 

The title, keywords, and abstract will be reviewed before selecting primary sources. 

By revising the full text of the studies, the primary sources identified in the early 

selection process will be evaluated against the aforementioned inclusion/exclusion 

criteria. 

The sources will be given to the secondary reviewer, who will decide whether or not 

to include a specific primary study. 

The record of each primary source's inclusion/exclusion decision shall be carefully 

kept. This will assist determine whether the primary source was included in the final 

selection.  

Researcher Responsible: Azzah AlGhamdi 

5. Publication Quality Assessment 

Following the final selection of research, the quality measurement is carried out. 

During the data extraction process, the quality of the investigations is reviewed 

concurrently. The following questions are included on the quality checklist: 

 Is it clear how the practices for insider threats were identified in the formal 

literature? 

 Is it clear how the practices for insider threats were identified in the grey 

literature? 

Each of the above questions will be marked as “YES,” “NO,” or “N.A.” 

A select fraction will be scored by the supervisor (a secondary reviewer). 

6. Data Extraction Strategy 
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6.1 Primary study data 

The study's goal is to collect data (best practices) focused on answering the review's 

research question. Each publishing will yield the following information: 

 Publication information (title, authors, journal/conference title, etc.). 

 Information relevant to the research question. 

 Background information, insider threat prevention or mitigation best practices. 

The following information must be entered into the data extraction form: 

 Date of review 

 Title 

 Authors 

 Database name 

 Journal name 

 Reference 

 Database 

 Methodology (survey, report, interview, case study, etc.) 

 Sample population 

 Prevention or mitigation insider threats best practices 

 Publication quality description 

 Year 

 

6.2 Data extraction process 

The review will be carried out by a single researcher who will also be in charge of 

data extraction. If there is a problem with the data extraction, a secondary reviewer 

will be contacted for assistance. 

The inter-rater reliability test will be performed following the data extraction process. 

The secondary reviewer will select a few papers at random from the list of 

publications already chosen by the first reviewer. The data will be extracted 

independently by the secondary reviewer from the randomly selected publications. 

The results will then be compared to the primary reviewer's results. 

6.3 Data storage 

The aggregated data for each publication will be saved on a local drive as a Microsoft 

Word document. 

7. Data Synthesis 

Since there is only one research question, the synthesis will be done by designing 

tables in which any background information will be placed in one table and data 

identifying insider threat practices will be placed in other tables, e.g., depending on 

practice categories (top management, compliance, HR, IT). 

8. Validation of the Review Protocol 
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The reviewer received a preliminary draft protocol and proposed some minor 

adjustments. It was updated once the supervisor reviewed it. 

9. Potential Conflict of Interest 

Not known. 

10. Review Timetable 

Task  Date  

The protocol begins 15-04-2021 

Submission of the protocol for review  05-05-2021 

Protocol completion  20-05-2021 

Search completion 30-06-2021 

Primary study selection completion 20-07-2021 

Data extraction completed 20-08-2021 

Synthesis of data completed  05-09-2021 

Report on review completion 15-09-2021 

 

11. Divergences 

Any deviations from the protocol that occur during the study will be documented in a 

new appendix to this thesis. 
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C. CASE STUDY PROTOCOL FOR SRMaIT  

1. Introduction to the Research Project 

1.1 Aims and objectives 

A review of the insider threat literature conducted by MLR revealed the need for the 

development of a model to assist businesses in assessing their preparation for insider 

threats and their effects. The goal of this research project is to experimentally 

investigate the primary knowledge/sub-knowledge areas as well as best practices for 

preventing or mitigating the harm caused by insider threats. The MLR findings have 

been carefully synthesized and reviewed to build a readiness model consisting of five 

readiness levels which help organizations to measure their readiness level against 

insider threats. 

 This study intends to bridge the gap between academics and industry in terms of 

insider threats by making the model accessible to software engineering researchers 

and cybersecurity experts.  

Research question 

Our case study approach aims to address the following research question: 

RQ: Is the developed readiness model robust in terms of measuring an organization’s 

readiness for insider threats? 

1.2 Stages in SRMaIT development 

The model development and structure have been explained in Section 6.2. There were 

five main stages of model development; the first stage was to set criteria for its 

success. The motivation for selecting these criteria was based on the literature and 

thorough consideration of the TAM (as explained in Section 8.2). Hence, the selected 

criteria were ease of learning, user satisfaction, and the structure of the SRMaIT. Data 

collection and analysis were in the second stage through developing the MLR study 

in order to gather the security best practices against insider threats to organizations. 

The MLR provides a greater level of validity in its results, and its protocol has been 

developed by the author and reviewed by the supervisor. The next stage was 

rationalization and formulating of the results to identify the knowledge/sub-

knowledge areas. The readiness model was actually implemented in the fourth stage 

based on CMMI and inspired by different scientific publications. Besides, the 

evaluation of the model was performed in the last stage via three case studies. 

2. SRMaIT Evaluation via Case Studies 

The evaluation of the SRMaIT will take the form of a case study. The case study 

approach has proven powerful to provide useful real-world information for problem-

solving and significant insights for strategy and evaluation. In addition, this approach 

is very helpful to determine the SRMaIT's strengths and weaknesses. 
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Three organizations have participated with us in the case study evaluation stage. 

These companies were identified via the snowballing technique. At the end of the 

evaluation, the practitioners were asked to fill in a questionnaire to get their feedback 

on the model in terms of the three evaluation criteria. The case study process has been 

described in Section 8.3. 

3. Analysis 

As for the case study, we will provide the analysis of the following data: 

 The readiness level that resulted from the assessment of each company 

 The total score and the result, whether it passed or did not pass for a certain 

level for each organization 

 The feedback session data on whether the model was learnable and satisfied 

the user, and on the structure of the model 

 

4. Reporting 

The target audiences of the study are any types of organizations that seek an optimal 

readiness level against threats, practitioners, and researchers. 

 The extracted information will assist organizations in assessing their strengths and 

weaknesses in terms of developing, executing, and evaluating suitable plans and 

techniques to help them with their regular activities against insider threats. The study 

findings will be published in a thesis, conferences, and journal papers linked to 

challenges of confidentiality and maintaining secrecy for individuals and 

organizations. Besides, the information collected from the questionnaire during the 

feedback session will help to decide whether SRMaIT needs any modifications. 

5. Schedule 

Here is the case study timetable; there is no significant issue if any of the tasks take 

longer than intended. 

No. Task Duration 

1 Planning One Week 

2 Development of Protocol  One Month 

3 Evaluation/Implementation of Protocol One Month 

4 Analysis of Data  Two Weeks 

5 Reporting  Two Weeks 

 

6. KFUPM Ethics Requirements 

7. Potential conflict of interest 

Not known. 
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8. Divergences 

In case of any divergence from the protocol that may occur during the study, we will 

write down any change in a new appendix to this document. 

9. Protocol Reviews/Validation 

The protocol was firstly revised by my supervisor on 24-11-2021, and a few 

modifications were suggested. It was submitted for review to Reviewer 1 on 2-12-

2021 and to Reviewer 2 on 15-12-2021 for post-review. 
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D. SUMMARY DOCUMENT FOR CASE STUDIES’ 

ASSESSMENT PROCESS 

1. Introduction to SRMaIT 

I created a readiness methodology to assess organizations' preparation for insider 

threats. The approach will assist businesses in assessing their strengths and 

weaknesses in establishing, implementing, and evaluating appropriate plans and 

strategies to support their everyday operations against insider threats.  

 The SRMaIT's structure was developed around three primary dimensions:  

 Readiness levels 

 Knowledge areas/sub-knowledge areas 

 Application through practices 

There are five readiness levels, as shown in the following table. These readiness 

levels contain different practices, which belong to different knowledge areas and 

sub-knowledge areas and will help to guide the implementation of each readiness 

level. 
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2. Case Study 

The case study approach was chosen to evaluate the SRMaIT because it is regarded as 

an excellent assessment instrument capable of providing important real-world 

information. Three case studies will be carried out in which the SRMaIT will be used 

to analyze its impact on enterprises. 

2.1 Your role 

You will be responsible for testing the SRMaIT's learnability, user satisfaction, and 

structure. You will be required to utilize the developed assessment procedure to 

complete the assessment in the following table (as explained in Section 6.4). Mrs. 

Azzah AlGhamdi will provide you with sufficient training and documents to measure 

your organization’s readiness against insider threats. 

Status:  √ Practice is 

fully practiced  

Practice needs 

improvement  

√ Practice is 

partially 

practiced 

× Practice is 

not practiced 

Total Result 

Value: (+1) (+0.75) || (+0.5) (+0.25) (0) 

Security Best Practices /70 P|NP 

L1 Initial /16 ○ ○ ○ ○    □   ≥ 11.2     P 

No. ITP

M 

Level 

Focus (COMPLIANCE, MANG., HR, TECHNICAL) Total 

1 Initial  It contains the primary practices that are expected to be 

accomplished by organizations that are striving to achieve 

original security goals (CIA). 

16 

2 Basic It involves supplementary practices to the previous level 

with an appearance of the culture’s and program’s practices. 

18 

3 Emerg

ing 

In this level, more attention has been given to the top 

management programs and SW/systems practices, besides 

the emergence of pre- and post-employment and data 

practices. 

20 

4 Matur

ed 

This level has increasing maturity to understand insider 

threats’ motivations by establishing insider threat teams and 

procedures. 

11 

5 Optim

ized  

This level covers the sophisticated practices that need 

technical intelligence solutions to adopt. 

5 

Total: 70 
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Otherwise NP 

L2 Basic /18 ○ ○ ○ ○      □   ≥ 12.6     P 

 

Otherwise NP 

L3 Emerging /20 ○ ○ ○ ○    □     ≥ 14      P 

 

Otherwise NP 

L4 Matured /11 ○ ○ ○ ○      □     ≥ 7.7     P 

 

Otherwise NP 

L5 Optimized /5 ○ ○ ○ ○    □   ≥ 3.5       P 

 

Otherwise NP 
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E. POST–CASE STUDY QUESTIONNAIRE 

CONSENT FORM 

Title of Project: Secure Readiness Model against Insider Threats (SRMaIT) 

Name of Principal Investigator: Mrs. Azzah AlGhamdi 

Please tick box 

1 I understand that any information gathered about me throughout this study 

will be anonymized before being submitted for publication. 
 

2 
I realize that authorized employees may see portions of any of my data 

given if they are relevant to my participation in the research. I give these 

people permission. 

 

3 
I accept to participate in this study on a purely voluntary basis and that I 

may withdraw at any moment, for any reason. 
 

4 I accept to be contacted about potential future research initiatives.  

 

SECTION ONE: Demographics 

Participant’s Details: 

Full Name (optional)       Job Title/Position       

Experience (in years) 

Your experience in protection 

against insider threats in 

current/previous 

organizations. 

 

      

Company Name & Address       

Telephone No (optional)       Fax No (optional)       

Email Address       

Date       

SECTION TWO: Feedback on SRMaIT Evaluation 

Please copy this checklist icon to your answer (√) 

Question Very High Natural Low Very Low 
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High 

1. How do you rate your knowledge 

of insider threats? 

     

2. How do you rate your practical 

experience of insider threats? 

     

 

I. Ease of Learning 
 

Q1–7 are 

already 

displayed in 

Ch8 

Q8. 

 

Question Very 

Confident 

Confident Little 

Confident 

Not 

Confident 

at all 

Not 

Sure 

How certain are you of the 

ratings you've given in this 

section? 

     

 

II. User Satisfaction 
 

Q9–18 are 

already 

displayed in 

Ch8 

Q19. 

Question Very 

Confident 

Confident Little 

Confident 

Not 

Confident 

at all 

Not 

Sure 

How certain are you of the 

ratings you've given in this 

section? 

     

 

III. Structure of SRMaIT 
 

Q20–24 are 

already 

displayed in 

Ch8 

Q25. 

Question Very 

Confident 

Confident Little 

Confident 

Not 

Confident 

at all 

Not 

Sure 

How certain are you of the 

ratings you've given in this 

section? 
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IV. General 
SRMaIT: 

26. Do you have any suggestions for changes or improvements to the SRMaIT? 

27. Are there any new components, levels, or practices you would want to see 

included in the SRMaIT in the future? Please explain. 

28. Please share any feedback on how security best practices are distributed across 

various levels of insider threat readiness. 

29. Please provide any feedback on the usability of SRMaIT in terms of the time it 

takes users to assess the organization's readiness. 

Assessment Method: 

30. From your experience with the measurement/metrics, which of the following 

scales is most suitable among the other options? 

Where: the first value in the options means the practice is not practiced; the second 

value in the options means the practice is partially applied; the third value in the 

options means the practice is fully applied, however, the organization needs to (little || 

much) improve the practice; and the last value in the options means the practice is 

fully applied by the organization. 

0, 0.25, 0.5, 0.75, 1 

0, 0.33, 0.5, 0.85, 1 

Other 

31. Please provide any notes relating to the assessment method. 
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F. A LETTER OF INVITATION FOR PARTICIPANTS 

(FOR CASE STUDY) 

Dear Sir/Madam, 

We would like to invite you to participate in the research task “Security Readiness Model 

against Insider Threats” (SRMaIT) being conducted by Mrs. Azzah AlGhamdi, School of 

Information and Computer Science, KFUPM, KSA, for the purpose of her doctorate 

degree (Ph.D.). 

The goal of this research is to create an SRMaIT that will help businesses evaluate their 

strengths and weaknesses when it comes to planning, implementing, and monitoring 

appropriate strategies to support their security actions against insider threats. To that end, 

we'd like to undertake a case study to assess the SRMaIT's strengths and drawbacks. We 

will send you copies of the necessary papers and documents as soon as the results are 

available. We hope that these findings will aid you in developing appropriate criteria for 

your organization. 

All data acquired in the case studies is solely for research purposes. Such information 

will be available only to the current project team. Such information will be preserved 

with the strictest privacy standards, and any publication resulting from this study will 

offer data in aggregate form so that any individual or organizations respondents 

participating in the research cannot be recognized. Before the case studies, we will email 

you the necessary documents. We will also email you the case study data for your 

permission before they are used in the research. You may withdraw your involvement in 

this initiative at any moment. Furthermore, only the supervisory team and Mrs. 

AlGhamdi will have access to the data from the case studies. 

Your participation in this study is completely voluntary. If you have any questions 

concerning the research, please contact Azzah AlGhamdi at +966 53 846 8251 or email 

g201901610@kfupm.edu.sa or her supervisor, Dr. Mahmood Niazi, at +966 53 628 5395 

or email mkniazi@kfupm.edu.sa. 

We would appreciate it if you could accept to take part in this study. To do so, please 

respond to this letter with your availability or phone number in order to schedule a time 

for the case study. Prior to the case study, we will email you information on the SRMaIT. 

Yours sincerely 

Azzah AlGhamdi 

Ph.D. Candidate, 

Dr. Mahmood Niazi 

Supervisor, 

mailto:g201901610@kfupm.edu.sa
mailto:mkniazi@kfupm.edu.sa
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School of Information and Computer Science, 

KFUPM, 

KSA. 

School of Information and Computer Science, 

KFUPM, 

KSA. 
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G. CASE STUDIES’ ASSESSMENT AT COMPANIES A, B, 

AND C  

I. Company A 

 

1- Initial Level Security Best Practices of the Readiness Model 

 

Practice Name Sub-knowledge 

Area 

Knowledge 

Area 

Gained Value: 

1 0.75 

|| 

0.5 

0.25 0 

1. Follow “If you see something, 

say something.” 

Behavior  Compliance  √    

2. Establish a process to control 

3rd-party access by enabling 

access control mechanisms 

and monitoring capabilities.  

Stakeholder  Compliance   √  

3. Establish physical security in 

the work environment that 

ensures protection from 

physical actions and events.  

Policies  Top Management  √    

4. Organizational units have 

documented policies and 

control mechanisms.  

Policies  Top Management   √ || 

0 

  

5. Access attempts by all 

employees/contractors and 

customers are audited, 

monitored, and recorded.  

Policies  Top Management  √    

6. Protect critical assets (both 

physical and intellectual).  

Business Assets  Top Management √    

7. Include insider threat 

awareness in periodic security 

trainings for all employees. 

During 

Employment 

HR    √ 

8. Use phishing and ransomware 

simulations to monitor 

awareness and understanding 

of cyber threat risk readiness.  

During 

Employment 

HR    √ 

9. Use licensed and latest 

software and antivirus 

programs.  

SW/Systems Technical  √    
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2- Basic Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Adopt positive incentives (e.g., 

coupons, sales, freebies, 

discounts, and rewards) to align 

the workforce with the 

organizational goals. 

Culture  Compliance   √  

2. Capture employees/customers’ 

feedback on services provided to 

them using customer satisfaction 

devices.  

Culture Compliance    √ 

3. Enable surveillance using 

advanced infrastructure at 

entrances, parking, and meeting 

Culture Compliance  √|| 

0 

  

10. Avoid access to intranet 

during holidays or outside 

office hours, except under 

authorization from a higher-

ranking person.  

SW/Systems Technical  √    

11. Issue rules of remote-working 

cybersecurity best practices 

and mobile device security 

best practices.  

SW/Systems Technical     √ 

12. Issue rules of behavior to all 

users and display information 

banners on all systems.  

SW/Systems Technical   √ || 

0 

  

13. Prevent employees from 

sharing/exchanging 

passwords.  

Account 

Management 

Technical   √  

14. Implement a policy for 

creating passwords.  

Account 

Management 

Technical √    

15. Establish network access rules 

to limit the use of personal 

devices and the sharing of 

information outside of your 

corporate network.  

Network 

Management  

Technical  √ || 

0 

  

16. Keep technical rooms locked, 

allowing access only in the 

presence of staff of the same 

grade or higher.  

HW Technical √    

Total:  10.75 < 11.2 NP 
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and data center rooms. 

4. Identify users with multiple 

organizational roles for enhanced 

monitoring of access behavior.  

Stakeholder  Compliance   √  

5. Create processes to investigate 

and remediate non-critical 

violations with policy, automatic 

or guided course correction.  

Policies  Top management  √ || 

0  
  

6. Consider threats from insiders 

and business partners in 

enterprise-wide risk assessments.  

Programs Top management  √|| 

0 

  

7. Create an insider threat control 

checklist (by lower-level 

managers). 

Programs Top management    √ 

8. Ensure access to all of the 

organization’s critical assets that 

are attributed to an individual 

employee.  

Business assets Top management   √  

9. Maintain staff values and 

attitudes’ alignment with 

organizational mission and ethics 

by including ethical behaviors in 

promotion criteria. 

During employment HR    √ 

10. Enforce separation of duties and 

least privilege.  

SW/Systems Technical   √  

11. Implement secure backup, 

archiving, and recovery 

processes.  

SW/Systems Technical  √|| 

0 

  

12. Log, monitor, and audit 

employee online actions/social 

media engagement. 

SW/Systems Technical   √  

13. System administrators and 

privileged users shall have at 

least 2 years of work experience. 

SW/Systems Technical  √|| 

0 

  

14. Properly handle private 

information (e.g., a person’s 

home telephone number or 

personal email address, 

documents’ copyrights) that is 

instrumental for insider threat 

audit.  

SW/Systems Technical   √  

15. Purge dormant and orphan 

accounts. 

Account Management Technical √    

16. Monitor and control remote 

access from all endpoints.  

Network Management Technical  √|| 

0 

  

17. Stop access when credentials are 

lost, stolen, or compromised.  

Network Management Technical √    

18. IT manager carefully reviews and 

analyzes requests for additional 

Network Management Technical  √||   



205 

 

network or system access.  0 

Total: 8.5 < 12.6 NP 

 

3- Emerging Level Security Best Practices of the Readiness Model 

Practice Name Sub-

knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Enable user profiling to identify 

risky actors and respond 

promptly to suspicious behavior.  

Behavior  Compliance   √|| 

0 

  

2. Perform continuous surveillance 

of suspected individuals based 

on initial lead. 

Culture  Compliance   √|| 

0 

  

3. Enhance communication 

between management and 

employees. 

Culture  Compliance     √ 

4. Reporting process of insider 

incidents is in place across all 

organizational units. 

Policies  Top Management  √|| 

0 

  

5. Conduct insider threat persona 

analysis. 

Programs Top Management   √  

6. Coordinate IT, security, and HR 

to establish organizational 

security resources.  

Programs Top Management   √  

7. Use historic insider cases to 

develop new indicators from 

community partners that have 

shared investigations with 

intelligence sources.  

Programs Top Management   √  

8. Identify assets at risk. Business Assets  Top Management  √|| 

0 

  

9. Perform personnel screening for 

potential employees by reference 

and credit checks, background 

checks, and physical/drug 

testing. 

Pre-employment  HR √    

10. Develop a comprehensive 

employee termination procedure 

(e.g., deactivating computer 

access). 

Post-

employment  

HR √    

11. Use a log correlation engine or 

security information and event 

management system (SIEM) to 

SW/Systems Technical √    
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log user activities. 

12. Use intrusion detection systems 

(IDSs). / Use Honeypot 

technologies.  

SW/Systems Technical √    

13. Prevent logic bombs from 

execution by performing regular 

OS updates.  

SW/Systems Technical √    

14. Protect against malicious code 

using anti-spyware tools/secure 

coding standards. 

SW/Systems Technical √    

15. Employ biometric technology 

for access control. 

SW/Systems Technical    √ 

16. Build a central information hub 

for the collection, integration, 

analysis, and storage of data for 

later retrieval. 

SW/Systems Technical  √|| 

0 

  

17. Implement two-factor 

authentication.  

Accounts 

Management 

Technical    √ 

18. Implement data and system 

access controls so employees 

only have access to the needed 

information/infrastructure. 

Network 

Management 

Technical   √  

19. Recycle old hardware and 

documentation properly. 

HW Technical   √  

20. Stop data exfiltration by 

blocking unauthorized 

communication channels. 

Data Technical  √|| 

0 

  

Total: 11.75 < 14 NP 

 

4- Matured Level Security Best Practices of the Readiness Model 

Practice Name Sub-

knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 

0.5 

0.25 0 

1. Structure management and tasks 

that minimize insider stress and 

mistakes. 

Policies  Top Management   √  

2. Develop formalized insider threat 

policies and procedures that 

define the types, risks, and 

motivations of insider threats 

posing a danger to the 

organization.  

Programs  Top Management    √  
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3. Develop an insider incident 

response plan that helps the 

organization to achieve business 

continuity. 

Programs  Top Management    √  

4. Establish a threat management 

team for the assessment, 

response, and management of 

potential threats to security.  

Programs  Top Management    √  

5. Think through and anticipate 

“typical” investigations to 

understand hidden intentions. 

Programs Top Management   √  

6. Provide an Employment 

Assistance Program (EAP) that 

reveals personal problems, 

financial and mental issues, and 

history for all job candidates. 

Pre-employment HR √    

7. Perform IT forensic analysis in 

the event of any IT security 

breach. 

SW/Systems Technical   √  

8. Employ user behavior analytics 

(UBA) to track, collect, and 

assess user data and activities 

using monitoring systems.  

SW/Systems Technical  √|| 

0 

  

9. Establish a mechanism to 

periodically do threat analysis of 

IT infrastructure. 

HW Technical  √|| 

0 

  

10. Establish a data classification 

and handling policy. 

Data Technical  √|| 

0 

  

11. Establish firm “bring your own 

device” (BYOD) permissions 

and rules on how data is used, 

shared, and stored. 

Data  Technical    √ 

Total: 4.75 < 7.7 NP 

 

5- Optimized Level Security Best Practices of Readiness Model. 

Practice Name Sub-

knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75|| 

0.5 

0.25 0 

1. Detect account compromise 

using Skyhigh networks/ 

machine learning etc. 

Account 

Management  

Technical   √  

2. Detect privileged access 

abuse using zero trust 

approach. 

Networks 

Management 

Technical   √  



208 

 

3. Employ network traffic 

intelligence (NTI) to 

identify and block 

suspicious activities 

throughout the network.  

Networks 

Management 

Technical  √|| 0   

4. Employ data loss prevention 

(DLP)/data leakage tools 

(DLT) to ensure that 

sensitive data is not lost, 

misused, or accessed by 

unauthorized users. 

Data  Technical  √|| 

0 

  

5. Collect disparate data 

sources using data cleansing 

process or deep learning 

techniques. 

Data Technical  √|| 

0 

  

Total: 2.75 < 3.5 NP 

 

II. Company B 

 

1- Initial Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge 

Area 

Gained Value: 

1 0.75

|| 

0.5 

0.25 0 

1. Follow “If you see something, 

say something,” which makes 

employees’ behavior subject to 

self-censorship before the 

organization’s control. 

Behavior  Compliance  √     

2. Establish a process to control 

3rd-party access by enabling 

access control mechanisms and 

monitoring capabilities.  

Stakeholder  Compliance √ 

 

   

3. Establish physical security in 

the work environment that 

ensures the protection of 

personnel, hardware, software, 

networks and data from 

physical actions and events.  

Policies  Top Management  √ 

 

   

4. Organizational units have 

documented policies and 

control mechanisms.  

Policies  Top Management  √ 
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5. Access attempts by all 

employees/contractors and 

customers are audited, 

monitored, and recorded.  

Policies  Top Management  √ 

 

   

6. Protect critical assets (both 

physical and intellectual).  

Business Assets  Top Management √ 

 

   

7. Include insider threat awareness 

in periodic security trainings for 

all employees (e.g., showing 

awareness types and 

incorporating malicious and 

unintentional insider threat 

awareness into periodic security 

training for all employees).  

During Employment HR √ 

 

   

8. Use phishing and ransomware 

simulations to monitor 

awareness and understanding of 

cyber threat risk readiness.  

During Employment HR √ 

 

   

9. Use licensed and latest software 

and antivirus programs.  

SW/Systems Technical  √ 

 

   

10. Avoid access to intranet during 

holidays or outside office 

hours, except under 

authorization from a higher-

ranking person.  

SW/Systems Technical  √ 

 

   

11. Issue rules of remote-working 

cybersecurity best practices and 

mobile device security best 

practices. 

SW/Systems Technical  √ 

 

   

12. Issue rules of behavior to all 

users and display information 

banners on all systems. 

SW/Systems Technical  √ 

 

   

13. Prevent employees from 

sharing/exchanging passwords.  

Account 

Management 

Technical √ 

 

   

14. Implement a policy for creating 

passwords. 

Account 

Management 

Technical √ 

 

   

15. Establish network access rules 

to limit the use of personal 

devices and the sharing of 

information outside of your 

corporate network.  

Network 

Management  

Technical √ 
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2- Basic Level Security Best Practices of the Readiness Model 

Practice Name Sub-

knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75|

| 0.5 

0.25 0 

1. Adopt positive incentives (e.g., 

coupons, sales, freebies, 

discounts, and rewards) to align 

the workforce with the 

organizational goals. 

Culture  Compliance √     

2. Capture employees/customers’ 

feedback on services provided 

to them using customer 

satisfaction devices.  

Culture Compliance √ 

 

   

3. Enable surveillance using 

advanced infrastructure at 

entrances, parking, and meeting 

and data center rooms. 

Culture Compliance √ 

 

   

4. Identify users with multiple 

organizational roles for 

enhanced monitoring of access 

behavior.  

Stakeholder  Compliance √ 

 

   

5. Create processes to investigate 

and remediate non-critical 

violations with policy, 

automatic or guided course 

correction. 

Policies  Top management √ 

 

   

6. Consider threats from insiders 

and business partners in 

enterprise-wide risk 

assessments. 

Programs Top management √ 

 

   

7. Create an insider threat control 

checklist (by lower-level 

managers). 

Programs Top management √    

16. Keep technical rooms locked, 

allowing access only in the 

presence of staff of the same 

grade or higher, and under 

authorization from a higher-

ranking person.  

HW Technical √ 

 

   

Total:  16 > 11.2 P 



211 

 

 

8. Ensure access to all of the 

organization’s critical assets 

that are attributed to an 

individual employee.  

Business 

assets 

Top management √ 

 

   

9. Maintain staff values and 

attitudes’ alignment with 

organizational mission and 

ethics by including ethical 

behaviors in promotion criteria. 

During 

employment 

HR √ 

 

   

10. Enforce separation of duties and 

least privilege.  

SW/Systems Technical √ 

 

   

11. Implement secure backup, 

archiving, and recovery 

processes.  

SW/Systems Technical √ 

 

   

12. Log, monitor, and audit 

employee online actions/social 

media engagement. 

SW/Systems Technical √ 

 

   

13. System administrators and 

privileged users shall have at 

least 2 years of work 

experience. 

SW/Systems Technical √ 

 

   

14. Properly handle private 

information (e.g., a person’s 

home telephone number or 

personal email address, 

documents’ copyrights) that is 

instrumental for insider threat 

audit. C 

SW/Systems Technical √ 

 

   

15. Purge dormant and orphan 

accounts. 

Account 

Management 

Technical √     

16. Monitor and control remote 

access from all endpoints.  

Network 

Management 

Technical √ 

 

   

17. Stop access when credentials 

are lost, stolen, or 

compromised.  

Network 

Management 

Technical √ 

 

   

18. IT manager carefully reviews 

and analyzes requests for 

additional network or system 

access.  

Network 

Management 

Technical √ 

 

   

Total: 18 > 12.6 P 



212 

 

 

3- Emerging Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Enable user profiling to 

identify risky actors and 

respond promptly to 

suspicious behavior.  

Behavior  Compliance  √ 

 

   

2. Perform continuous 

surveillance of suspected 

individuals based on initial 

lead. 

Culture  Compliance  √ 

 

   

3. Enhance communication 

between management and 

employees. 

Culture  Compliance  √ 

 

   

4. Reporting process of insider 

incidents is in place across all 

organizational units. 

Policies  Top Management √ 

 

   

5. Conduct insider threat persona 

analysis. 

Programs Top Management √ 

 

   

6. Coordinate IT, Security, and 

HR to establish organizational 

security resources.  

Programs Top Management √ 

 

   

7. Use historic insider cases to 

develop new indicators from 

community partners that have 

shared investigations with 

intelligence sources.  

Programs Top Management √ 

 

   

8. Identify assets at risk. Business Assets  Top Management √     

9. Perform personnel screening 

for potential employees by 

reference and credit checks, 

background checks, and 

physical/drug testing. 

Pre-employment  HR √ 

 

   

10. Develop a comprehensive 

employee termination 

procedure (e.g., deactivating 

computer access). 

Post-employment  HR √ 
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11. Use a log correlation engine or 

security information and event 

management system (SIEM) to 

log user activities.  

SW/Systems Technical √ 

 

   

12. Use intrusion detection 

systems (IDSs). / Use 

Honeypot technologies.  

SW/Systems Technical √ 

 

   

13. Prevent logic bombs from 

execution by performing 

regular OS updates. 

SW/Systems Technical √ 

 

   

14. Protect against malicious code 

using anti-spyware 

tools/secure coding standards. 

SW/Systems Technical √ 

 

   

15. Employ biometric technology 

for access control. 

SW/Systems Technical √ 

 

   

16. Build a central information 

hub for the collection, 

integration, analysis, and 

storage of data for later 

retrieval. 

SW/Systems Technical √ 

 

   

17. Implement two-factor 

authentication. 

Accounts 

Management 

Technical √ 

 

   

18. Implement data and system 

access controls so employees 

only have access to the needed 

information/infrastructure. 

Network 

Management 

Technical √ 

 

   

19. Recycle old hardware and 

documentation properly. 

HW Technical √ 

 

   

20. Stop data exfiltration by 

blocking unauthorized 

communication channels. 

Data Technical √ 

 

   

Total: 20 > 14 P 

 

4- Matured Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75  0.25 0 
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|| 

0.5 

1. Structure management and 

tasks that minimize insider 

stress and mistakes. 

Policies  Top Management  √|| 

0 

 

  

2. Develop formalized insider 

threat policies and 

procedures that define the 

types, risks, and motivations 

of insider threats posing a 

danger to the organization.  

Programs  Top Management  √     

3. Develop an insider incident 

response plan that helps the 

organization to achieve 

business continuity. 

Programs  Top Management  √ 

 

   

4. Establish a threat 

management team for the 

assessment, response, and 

management of potential 

threats to security.  

Programs  Top Management  √ 

 

   

5. Think through and anticipate 

“typical” investigations to 

understand hidden 

intentions. 

Programs Top Management  √ || 

0 

 

  

6. Provide an Employment 

Assistance Program (EAP) 

that reveals personal 

problems, financial and 

mental issues, and history 

for all job candidates.  

Pre-employment HR  √ || 

0 

 

  

7. Perform IT forensic analysis 

in the event of any IT 

security breach. 

SW/Systems Technical √ 

 

   

8. Employ user behavior 

analytics (UBA) to track, 

collect, and assess user data 

and activities using 

monitoring systems.  

SW/Systems Technical  √|| 

0 

 

  

9. Establish a mechanism to 

periodically do threat 

analysis of IT infrastructure.  

HW Technical √ 

 

   

10. Establish a data 

classification and handling 

policy. 

Data Technical √    
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11. Establish firm “bring your 

own device” (BYOD) 

permissions and rules on 

how data is used, shared, and 

stored.  

Data  Technical  √ || 

0 

 

  

Total: 9.75 > 7.7 P 

 

5- Optimized Level Security Best Practices of Readiness Model. 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 

0.5 

0.25 0 

1. Detect account 

compromise using 

Skyhigh networks/ 

machine learning etc.  

Account 

Management  

Technical  √|| 

0 

 

  

2. Detect privileged access 

abuse using zero trust 

approach.  

Networks 

Management 

Technical   √ 

 

 

3. Employ network traffic 

intelligence (NTI) to 

identify and block 

suspicious activities 

throughout the network.  

Networks 

Management 

Technical √  

 

   

4. Employ data loss 

prevention (DLP)/data 

leakage tools (DLT) to 

ensure that sensitive data 

is not lost, misused, or 

accessed by unauthorized 

users. 

Data  Technical √  

 

   

5. Collect disparate data 

sources using data 

cleansing process or deep 

learning techniques. 

Data Technical    √ 

 

Total: 3 < 3.5 NP 

 

III. Company C 

 



216 

 

1-Initial Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge 

Area 

Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Follow “If you see something, 

say something,” which makes 

employees’ behavior subject to 

self-censorship before the 

organization’s control. 

Behavior  Compliance  √    

2. Establish a process to control 

3rd-party access by enabling 

access control mechanisms and 

monitoring capabilities.  

Stakeholder  Compliance √    

3. Establish physical security in 

the work environment that 

ensures the protection of 

personnel, hardware, software, 

networks and data from 

physical actions and events.  

Policies  Top 

Management  

√    

4. Organizational units have 

documented policies and 

control mechanisms.  

Policies  Top 

Management  

√    

5. Access attempts by all 

employees/contractors and 

customers are audited, 

monitored, and recorded.  

Policies  Top 

Management  

√    

6. Protect critical assets (both 

physical and intellectual).  

Business Assets  Top 

Management 

√    

7. Include insider threat awareness 

in periodic security trainings for 

all employees (e.g., showing 

awareness types and 

incorporating malicious and 

unintentional insider threat 

awareness into periodic security 

training for all employees).  

During 

Employment 

HR √    

8. Use phishing and ransomware 

simulations to monitor 

awareness and understanding of 

cyber threat risk readiness.  

During 

Employment 

HR √    

9. Use licensed and latest software 

and antivirus programs.  

SW/Systems Technical      

10. Avoid access to intranet during 

holidays or outside office 

hours, except under 

authorization from a higher-

SW/Systems Technical   √|| 

0 
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ranking person.  

11. Issue rules of remote-working 

cybersecurity best practices and 

mobile device security best 

practices.  

SW/Systems Technical  √    

12. Issue rules of behavior to all 

users and display information 

banners on all systems.  

SW/Systems Technical  √    

13. Prevent employees from 

sharing/exchanging passwords.  

Account 

Management 

Technical √    

14. Implement a policy for creating 

passwords.  

Account 

Management 

Technical √    

15. Establish network access rules 

to limit the use of personal 

devices and the sharing of 

information outside of your 

corporate network.  

Network 

Management  

Technical √    

16. Keep technical rooms locked, 

allowing access only in the 

presence of staff of the same 

grade or higher, and under 

authorization from a higher-

ranking person.  

HW Technical √    

Total:  15.75 > 11.2 P 

 

2- Basic Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge 

Area 

Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Adopt positive incentives (e.g., 

coupons, sales, freebies, 

discounts, and rewards) to align 

the workforce with the 

organizational goals. 

Culture  Compliance  √ || 

0 

  

2. Capture employees/customers’ 

feedback on services provided to 

them using customer satisfaction 

devices.  

Culture Compliance √    

3. Enable surveillance using 

advanced infrastructure at 

entrances, parking, and meeting 

and data center rooms. 

Culture Compliance √    
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4. Identify users with multiple 

organizational roles for enhanced 

monitoring of access behavior.  

Stakeholder  Compliance √    

5. Create processes to investigate 

and remediate non-critical 

violations with policy, automatic 

or guided course correction.  

Policies  Top management √    

6. Consider threats from insiders and 

business partners in enterprise-

wide risk assessments.  

Programs Top management √    

7. Create an insider threat control 

checklist (by lower-level 

managers). 

Programs Top management √    

8. Ensure access to all of the 

organization’s critical assets that 

are attributed to an individual 

employee.  

Business assets Top management √    

9. Maintain staff values and 

attitudes’ alignment with 

organizational mission and ethics 

by including ethical behaviors in 

promotion criteria. 

During employment HR √    

10. Enforce separation of duties and 

least privilege.  

SW/Systems Technical √    

11. Implement secure backup, 

archiving, and recovery processes.  

SW/Systems Technical √    

12. Log, monitor, and audit employee 

online actions/social media 

engagement. 

SW/Systems Technical √    

13. System administrators and 

privileged users shall have at least 

2 years of work experience. 

SW/Systems Technical √    

14. Properly handle private 

information (e.g., a person’s home 

telephone number or personal 

email address, documents’ 

copyrights) that is instrumental 

for insider threat audit.  

SW/Systems Technical √    

15. Purge dormant and orphan 

accounts. 

Account Management Technical √    

16. Monitor and control remote 

access from all endpoints.  

Network 

Management 

Technical √    

17. Stop access when credentials are 

lost, stolen, or compromised.  

Network 

Management 

Technical √    

18. IT manager carefully reviews and 

analyzes requests for additional 

network or system access.  

Network 

Management 

Technical √    
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Total: 17.75 > 12.6 P 

 

3- Emerging Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 0.5 

0.25 0 

1. Enable user profiling to 

identify risky actors and 

respond promptly to 

suspicious behavior.  

Behaviour  Compliance  √    

2. Perform continuous 

surveillance of suspected 

individuals based on initial 

lead. 

Culture  Compliance  √    

3. Enhance communication 

between management and 

employees. 

Culture  Compliance  √    

4. Reporting process of insider 

incidents is in place across 

all organizational units. 

Policies  Top Management √    

5. Conduct insider threat 

persona analysis. 

Programs Top Management √    

6. Coordinate IT, Security, and 

HR to establish 

organizational security 

resources.  

Programs Top Management √    

7. Use historic insider cases to 

develop new indicators from 

community partners that 

have shared investigations 

with intelligence sources.  

Programs Top Management √    

8. Identify assets at risk. Business Assets  Top Management √    

9. Perform personnel screening 

for potential employees by 

reference and credit checks, 

background checks, and 

physical/drug testing. 

Pre-employment  HR √    

10. Develop a comprehensive 

employee termination 

procedure (e.g., deactivating 

computer access). 

Post-employment  HR √    

11. Use a log correlation engine 

or security information and 

event management system 

SW/Systems Technical √    
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(SIEM) to log user activities.  

12. Use intrusion detection 

systems (IDSs). / Use 

Honeypot technologies.  

SW/Systems Technical √    

13. Prevent logic bombs from 

execution by performing 

regular OS updates.  

SW/Systems Technical √    

14. Protect against malicious 

code using anti-spyware 

tools/secure coding 

standards. 

SW/Systems Technical √    

15. Employ biometric 

technology for access 

control. 

SW/Systems Technical √    

16. Build a central information 

hub for the collection, 

integration, analysis, and 

storage of data for later 

retrieval. 

SW/Systems Technical √    

17. Implement two-factor 

authentication.  

Accounts 

Management 

Technical √    

18. Implement data and system 

access controls so 

employees only have access 

to the needed 

information/infrastructure. 

Network 

Management 

Technical √    

19. Recycle old hardware and 

documentation properly. 

HW Technical √    

20. Stop data exfiltration by 

blocking unauthorized 

communication channels. 

Data Technical √    

Total:  20 > 14 P 

 

4- Matured Level Security Best Practices of the Readiness Model 

Practice Name Sub-knowledge 

Area 

Knowledge Area Gained Value: 

1 0.75 

|| 

0.5 

0.25 0 

1. Structure management and 

tasks that minimize insider 

stress and mistakes. 

Policies  Top Management √    

2. Develop formalized insider 

threat policies and 

procedures that define the 

Programs  Top Management  √    
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types, risks, and motivations 

of insider threats posing a 

danger to the organization.  

3. Develop an insider incident 

response plan that helps the 

organization to achieve 

business continuity. 

Programs  Top Management  √    

4. Establish a threat 

management team for the 

assessment, response, and 

management of potential 

threats to security.  

Programs  Top Management  √    

5. Think through and anticipate 

“typical” investigations to 

understand hidden 

intentions. 

Programs Top Management √    

6. Provide an Employment 

Assistance Program (EAP) 

that reveals personal 

problems, financial and 

mental issues, and history 

for all job candidates.  

Pre-employment HR √    

7. Perform IT forensic analysis 

in the event of any IT 

security breach. 

SW/Systems Technical √    

8. Employ user behavior 

analytics (UBA) to track, 

collect, and assess user data 

and activities using 

monitoring systems.  

SW/Systems Technical √    

9. Establish a mechanism to 

periodically do threat 

analysis of IT infrastructure.  

HW Technical √    

10. Establish a data 

classification and handling 

policy.  

Data Technical √    

11. Establish firm “bring your 

own device” (BYOD) 

permissions and rules on 

how data is used, shared, 

and stored.  

Data  Technical √    

Total: 11 > 7.7 P 

 

5- Optimized Level Security Best Practices of Readiness Model. 

Practice Name Sub-knowledge Knowledge Area Gained Value: 
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Area 1 0.75 

|| 

0.5 

0.25 0 

1. Detect account compromise 

using Skyhigh networks/ 

machine learning etc.  

Account 

Management  

Technical √    

2. Detect privileged access abuse 

using zero trust approach.  

Networks 

Management 

Technical √    

3. Employ network traffic 

intelligence (NTI) to identify 

and block suspicious activities 

throughout the network.  

Networks 

Management 

Technical √    

4. Employ data loss prevention 

(DLP)/data leakage tools 

(DLT) to ensure that sensitive 

data is not lost, misused, or 

accessed by unauthorized 

users. 

Data  Technical √    

5. Collect disparate data sources 

using data cleansing process or 

deep learning techniques. 

Data Technical √    

Total: 5 > 3.5 P 

 

 

IV. Demographic Data of the Feedback Session Participants 

 

The participants’ demographic data are shown in the below table. The table shows the 

participant’s job title and years of experience for each of the three companies. 

 

Serial 

No. 
Company Name & Address Job Title/Position 

Experience (in 

years) in 

cybersecurity-

relevant jobs 

1 A (Riyadh, Saudi Arabia) System Administrator  7 

2 B (Dhahran, Saudi Arabia) System Analyst  6 

3 
C (Riyadh, Saudi Arabia; 

USA) 

Senior Security 

Consultant 
14 
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H.  INTERVIEW QUESTIONS 

Interview parts 

 

Personal 

 Kindly tell me your name. 

 What are your current position and your previous working experience? 

Body 

 From your point of view, what are the necessary steps to deploy the readiness 

model efficiently? 

 Do you think that most organizations are aware of these steps? If not, will these 

steps help them to implement the readiness model successfully? 

 What are the main perspectives on the successful deployment of the model? 

General 

 Do you have any general comments or suggestions you may add? 
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I. DEMOGRAPHIC DATA OF INTERVIEW 

PARTICIPANTS 

ID Job Title/Position Gender 
Experience 

(in years) 

Address (country 

currently employed) 

1 Security Operations 

Centre Director 

Male 10 Riyadh, KSA 

2 Senior Security 

Consultant  

Male 20 Middle East 

3 Information Security 

Expert 

Male 10 Dhahran, KSA 

4 Senior Cybersecurity 

Consultant  

Male 8 Riyadh, KSA 

5 Cryptography 

Specialist  

Male 10 Riyadh/Dhahran, KSA 

6 Cybersecurity 

Consultant, governance, 

risk, and compliance  

Male 15 Riyadh, KSA 

7 Security Consulting 

Manager 

Male 7 Riyadh/Khobar, KSA 

8 Cybersecurity 

Consultant 

Female  12 Riyadh, KSA 

9 Criminal Justice and 

Digital Forensic Expert 

Female 6 Riyadh, KSA 

10 Cybersecurity 

Intelligent Director  

Male  8 Riyadh, KSA 
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J. PRACTICES ALIGNED WITH THE ASSOCIATED ECC 

NUMBERS 

No

. 

Security Practice of SRMaIT 

The 

Associated 

Control 

Number in 

ECC [164] 

1.  Enable surveillance using advanced infrastructure at entrances, 

parking, and meeting and data center rooms.  

2-14-3 

 

2.  Enhance communication between management and employees. 4-1-2-2 

3.  Establish physical security in the work environment that ensures the 

protection of personnel, hardware, software, networks and data from 

physical actions and events.  

2-14-1/ 

2-14-2/ 

2-14-3/ 

2-14-4  

4.  Organizational units have documented policies and control 

mechanisms.  

1-3-1 

5.  Reporting process of insider incidents is in place across all 

organizational units.  

2-13-3-3 

6.  Create processes to investigate and remediate non-critical violations 

with policy, automatic or guided course correction.  

1-6-2-1/ 

2-10-3-3 

7.  Develop formalized insider threat policies and procedures that define 

the types, risks, and motivations of insider threats posing a danger to 

the organization.  

1-1-1 

8.  Develop an insider incident response plan that helps the organization 

to achieve business continuity. 

3-1-3/ 

2-13-3-1 
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9.  Consider threats from insiders and business partners in enterprise-

wide risk assessments.  
4-1-3-1 

10.  Conduct insider threat persona analysis.  1-4-1 

11.  Establish a threat management team for the assessment, response, and 

management of potential threats to security. 

1-2-3 

12.  Create an insider threat control checklist (by lower-level managers). 1-2-1 

13.  Coordinate IT, Security, and HR to establish organizational security 

resources.  

1-3-3 

14.  Use historic insider cases to develop new indicators from community 

partners that have shared investigations with intelligence sources. 

2-13-3-4/ 

2-13-3-5 

15.  Know and protect critical assets. 2-1-1 

16.  Identify assets at risk.  1-5-1 

17.  Perform personnel screening for potential employees by reference 

and credit checks, background checks, and physical/drug testing.  

1-9-3-2 

18.  Provide an Employment Assistance Program (EAP) that reveals 

personal problems, financial and mental issues, and history for all job 

candidates.  

1-9-3-2 

19.  Include insider threat awareness in periodic security trainings for all 

employees.  

1-9-4-1/ 

1-10-1 

20.  Use phishing and ransomware simulations to monitor awareness and 

understanding of cyber threat risk readiness.  

1-9-4-1/ 

1-10-3-1 

21.  Use phishing and ransomware simulations to monitor awareness and 

understanding of cyber threat risk readiness.  

1-9-4-1/ 

1-10-3-1 

22.  Develop a comprehensive employee termination procedure. 1-9-5 

23.  Use licensed and latest software and antivirus programs.  1-6-3-2/ 

2-3-3-1 

24.  Enforce separation of duties and least privilege.  2-2-3-3 

25.  Use a log correlation engine or security information and event 

management system (SIEM) to log user activities.  

2-12-3-3 
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26.  Implement secure backup, archiving, and recovery processes.  2-4-3-3/ 

2-9-3 

27.  Use intrusion detection systems (IDSs). / Use Honeypot technologies. 2-5-3-6 

28.  Build a central information hub for the collection, integration, 

analysis, and storage of data for later retrieval.  

2-3-3-4 

29.  Protect against malicious code using tools/secure coding standards.  1-6-3-1/ 

2-3-3-1 

30.  Properly handle private information that is instrumental for insider 

threat audit.  

2-7-3-3 

31.  Implement two-factor authentication.  2-2-3-2/ 

2-15-3-5 

32.  Implement data and system access controls so employees only have 

access to the needed information/infrastructure.  

2-2-3-4 

33.  IT manager carefully reviews and analyzes requests for additional 

network or system access.  

2-2-3-5 

34.  Establish a data classification and handling policy. 4-2-3-1/ 

2-1-5/ 

2-7-3-2 

35.  Establish firm “bring your own device” (BYOD) permissions and 

rules on how data is used, shared, and stored.  

2-6-3 
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K. SCREENSHOTS OF SRMaIT TOOL 

 

Fig. 1. Main sheet. 
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Fig. 2. List of contents sheet. 

 

Fig. 3. Record the assessment sheet. 
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Fig. 4. Form sheet. 

 

Fig. 5. Evaluation sheet. 
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Fig. 6. Preview sheet.

 

Fig. 7. Summary sheet. 
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