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Preserving the confidentiality of multimedia data remains a critical concern within

the cybersecurity domain, growing in significance with the continuous evolution of

multimedia applications. This thesis delves into the realm of chaotic image ciphers as

a probable solution to this pressing problem. Previous research has explored chaotic

image encryption in various transformation domains, such as spatial, Discrete Fourier

Transform (DFT), and Wavelet Transform. Despite the favorable confusion properties

of the frequency-based cryptosystems, they exhibit deficiencies in diffusion character-

istics and susceptibility to some statistical tests, rendering them susceptible to various

attacks.In response to these challenges, this thesis introduces two innovative solutions.

The first work presents an enhanced block cipher image cryptosystem, incorporating the

concept of bit reversal, a 2D chaotic baker map, and DFT. Experimental results demon-
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strate the superiority of this enhancement across various quality metrics, including the

achievement of uniform histograms in the two modes of operations and enhanced re-

sistance against differential attacks. The second work introduces a dual-domain image

cryptosystem, merging the wavelet and spatial domains, along with a novel diffusion

process in the wavelet domain. This addresses the issue of weak resilience against

statistical, analytical, and differential attacks. Remarkably, the proposed diffusion

process operates efficiently. The suggested operation requires only 1/16 of the plain

image pixels in the wavelet domain. Furthermore, this cryptosystem resolves the bell-

shaped histogram problem associated with frequency-based cryptosystems, as substanti-

ated through comprehensive performance metrics in simulation results. Additionally,

a novel key-dependent chaotic variable generator, which facilitates the generation of

essential initial conditions and control parameters for an enhanced chaotic map, is

introduced. The simulation results evaluate the proposed dual-domain cryptosystem

against state-of-the-art methods, consistently demonstrating its superiority across a

spectrum of performance metrics. These findings underscore the effectiveness and re-

silience of the suggested approach in strengthening the secrecy and confidentiality of

multimedia data.
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الرسالة ملخص

يس محمود يس محمود الاسم:

التحويلات على بناءً الفوضوي الصور تشفير كربت: ترانسفورم الدراسة: عنوان

الكهربائية الهندسة التخصص:

2023 , نوفمبر العلمية: الدرجة تاريخ

المتعددة التطبيقات تطور استمرار مع اهٔميتها وتتزايد المعلومات، امٔان مجال ضمن الاهمية غاية في قضية تظل الوسائط المتعددة البيانات سرية حماية

التشفير باستكشاف السابقة الابٔحاث قامت الملحة. المشكلة لهذه محتملاً كحلاً للصور الفوضوي التشفير عالم في الرسالة هذه تتعمق الوسائط.

الخصائص من الرغم على الموجات. وتحويل المتقطع فورييه وتحويل المكاني المجال مثل التحولية، المجالات من متنوعة مجموعة في للصور الفوضوي

يجعلها مما الإحصائية، الاختبارات بعض في وتفشل التوزيعية الخصائص في عيوبًا تظهر انٔها الٕا التردد، على القائمة التشفير لانٔظمة المواتية الإرباكية

الكتل، تشفير بنظام معزز صور تشفير نظام الاؤل العمل يقدم مبتكرين. حلين الرسالة هذه تقدم التحديات، هذه على ردًا المتنوعة. للهجمات عرضة

مقاييس عبر التحسين هذا تفوق التجريبية النتائج تظهر المتقطع. فورييه وتحويل الابٔعاد، ثنائي الفوضوي بيكر نظام البت، عكس مفهوم يتضمن حيث

المجال، ثنائي صور تشفير نظام يقدم الثاني العمل التفاضلية. الهجمات ضد مقاومته وزيادة موحدة تكرارية توزيعات تحقيق ذلك في بما متنوعة، جودة

على الضعيفة القدرة مشكلة النظام هذا يعالج الموجات. مجال في جديدة انتشار عملية مع المكاني، والمجال الموجات مجالي بين يجمع حيث

الصورة بكسل من فقط 16 /1 على بكفاءة تعمل المقترحة الانتشار عملية انٔ الملحوظ ومن والتفاضلية. والتحليلية الإحصائية الهجمات ضد التحمل

القائمة التشفير بانٔظمة المتعلق جرس شكل على الذي التكراري التوزيع مشكلة النظام هذا يحل ذلك، الٕى بالإضافة الموجات. مجال في الاصٔلية

على يعتمد فوضوي متغير مُولِّد تقديم تم ذلك، الٕى بالإضافة المحاكاة. نتائج في الشاملة الادٔاء مقاييس خلال من تاكٔيده يتم كما التردد، على

مجالي في المقترح الثنائي النظام بمقارنة البحث نتائج تقوم محسن. فوضوي انظام التحكم ومعلمات الضرورية الابتدائية الظروف انٕشاء ر يُيسِّ المفتاح

xix



النهج ومرونة فعالية النتائج هذه تؤُكد الادٔاء. مقاييس من متنوعة مجموعة عبر تفوقه بثبات تظهر حيث الموجودة، الطرق باحٔدث والمكاني الموجات

الوسائط. المتعددة البيانات وسرية امٔان تعزيز في المقترح
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CHAPTER 1

INTRODUCTION

1.1 Preface

The process of transforming an image into a code to prevent unauthorized access or

change of the image is called image encryption. Image encryption is important because

images include sensitive information that must be secured, such as personal identity,

medical records, and surveillance footage [4].

One of the key reasons why image encryption is vital is to safeguard people’s

privacy. A medical image, for example, may include important information about

a patient’s health, and if it is not securely encrypted, it may slip into the hands

of someone who should not have access to it. This might result in major privacy

violations and potential harm to the individual.

Image integrity protection is another important aspect of image encryption which

ensures that the image has not been tampered with or changed in any way and that

the image is generated by the original or intended source. This is especially important

in the case of surveillance footage, which must be validated [5].
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Image encryption is critical for preserving image transmission security. It secures

pictures during transmission by encrypting them so that anybody intercepting them

cannot understand the content or make any meaning of it [6].

Another significant advantage of image encryption is that it allows the usage of

cloud storage for photos to be kept on servers that are accessible from anywhere in

the globe. This, however, raises the possibility of illegal access to these data. Image

encryption can assist in safeguarding photographs saved in the cloud, making the

unauthorized parties considerably more difficult for them to access [4].

Images can be ciphered by various approaches, e.g., symmetric-key and

asymmetric-key ciphering. An asymmetric-key cipher employs 2 different keys for

the ciphering and deciphering processes, whereas symmetric-key encryption employs

the same key for both processes. Both forms of encryption have advantages and

downsides, and which one to employ will be determined by the application’s unique

requirements [2].

Chaotic maps [6], also known as chaotic dynamical systems, can be considered a

way to be utilized for both forms of image encryption. These maps are distinguished

by their sensitive dependency on starting conditions, often called the butterfly effect.

In this effect, a minor disturbance in early conditions can result in drastically different

long-term results. Because of its unpredictability, chaotic maps are an effective tool for

image encryption, allowing for secure communication by making it harder to decrypt

the ciphered image by an attacker.
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1.2 Problem Statement

Chaotic image encryption has been investigated in the literature using different trans-

formation domains, such as spatial, Discrete Fourier Transform (DFT), wavelet trans-

form, etc. Although frequency-based cryptosystems demonstrate favorable confusion

properties, they introduce poor diffusion properties, fail in terms of some statistical

characteristics, and exhibit non-uniform histograms. Therefore, they are vulnerable

to many attacks.

This work studies such cryptosystems, solves the aforementioned problems, im-

proves these systems, and introduces a novel dual-domain cipher.

1.3 Research Objectives

Although many transform-based chaotic image cryptosystems have been introduced

in the literature; many of these ciphers lack a good merge between the properties

of these transformations and the encryption requirements in terms of obscuring the

relationship between ciphered image and key (which is called confusion [7]) and the

spread of the impact of one symbol of the plain image over various ciphered image

symbols to hide the statistical properties of the plain-image (which is called diffusion

[7]).

In this thesis, we investigate the use of some of these transformation methods

in terms of chaotic image encryption. We can summarize this thesis’s objectives as

follows:
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• Study the use of different transformations on chaotic image encryption.

• Explore and develop a transform-based chaotic image cryptosystem.

• Assess the developed transform-based chaotic image cryptosystem on the fol-

lowing aspects:

– Statistical Analysis.

– Encryption quality metrics.

• Examine and test the developed transform-based chaotic image cryptosystem

resistance to various attack scenarios.

1.4 Organization of the Thesis

The thesis structure can be illustrated as follows:

• Chapter 2: introduces a concise illustration of the employed transformation

domains, chaotic maps, and basic cryptography concepts; thereby laying the

groundwork for a comprehensive comprehension of the forthcoming chapters.

• Chapter 3: presents a survey of various works introduced in the literature.

This Chapter will focus on the perspective of performing the image encryption

process in different transformation domains.

• Chapter 4: presents an enhanced block cipher image cryptosystem with several

modes of operation based on the concept of bit reversal using the 2D chaotic

4



Baker map and DFT. This chapter also introduces a description of the simu-

lation results of the proposed cryptosystem and evaluates them with different

performance metrics.

• Chapter 5: introduces a novel dual-domain (wavelet and spatial domains, re-

spectively) chaotic image cryptosystem suitable for cybersecurity applications.

The simulation findings of this cryptosystem are presented, which are assessed

by various performance metrics.

• Chapter 6: provides final conclusions on the presented work in this thesis fol-

lowed by some recommended research points to be pursued by future researchers

in this domain.
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CHAPTER 2

BACKGROUND

2.1 Preface

The upcoming sections provide a concise illustration of the employed transformation

domains, utilized chaotic maps, and basic cryptography concepts; thereby laying the

groundwork for a comprehensive comprehension of the forthcoming chapters.

2.2 Transformation Domain

2.2.1 Two-Dimensional Discrete Fourier Transform

The DFT is an effective tool for analyzing and manipulating frequency-domain in-

formation, and the Two-Dimensional Discrete Fourier Transform (2D-DFT) is an ex-

tension of the One-Dimensional Discrete Fourier Transform (1D-DFT) technique that

allows for the study of two-dimensional signals such as pictures. The 2D-DFT of an

Two-Dimensional (2D)-signal as a function f(x, y) ,which its dimensions is (M ×N)
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is calculated by [8]:

F (u, v) =
1

M ×N

M−1∑
x=0

N−1∑
y=0

f(x, y)e−j2π(
ux
M

+ vy
N ) (2.1)

This equation is calculated for u = 0, 1, 2, . . . ,M −1 and v = 0, 1, 2, . . . , N −1. In the

same manner f(x, y) is retrieved from F (u, v) by the use of Two-Dimensional Inverse

Discrete Fourier Transform (2D-IDFT), which is calculated by [9]:

f(x, y) =
M−1∑
u=0

N−1∑
v=0

F (u, v)ej2π(
ux
M

+ vy
N ), (2.2)

where x = 0, 1, 2, . . . ,M − 1 and y = 0, 1, 2, . . . , N − 1.

2.2.2 Integer to Integer Wavelet Transform

Traditional Wavelet Transform is a transform commonly employed to simultaneously

analyze images in both time (or spatial) and frequency domains [10]. This analysis is

done by decomposing the image into different bands or resolutions, each of which con-

tains information about both the time localization (similar to time-domain analysis)

and frequency content (similar to frequency-domain analysis) of the image [11].

Sweldens and Daubechies in 1994 introduced the IIWT using the lifting scheme

concept [12]. In contrast to the traditional wavelet transform, IIWT preserves the

multi-band attributes inherent in the traditional wavelet transform while offering a

significant enhancement in computational efficiency. Moreover, this refinement is pri-

marily attributed to the conversion of traditional wavelet transform coefficients from
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floating-point to integer values, thereby mitigating the computational speed delay

associated with floating-point arithmetic [13].

IIWT can be implemented in terms of multiple decompositions. to implement these

decompositions, the input image undergoes segmentation via the utilization of filters

[14]. Each stage within the filter consists of both low-pass and high-pass filters. As a

result, a subband related to each filtration level is produced. These generated image

subbands encompass two primary categories: low and high-pass subbands. Among the

latter, exist three distinct types of high-pass subbands oriented horizontally, vertically,

and diagonally.

Typically, Low-Low pass subband (LL) denotes the low-pass subband, Low-High

pass subband (LH) signifies the vertical high-pass subband, High-Low pass subband

(HL) designates the horizontal high-pass subband, and High-High pass subband (HH)

represents the diagonal high-pass subband. In the context of multi-layer IIWT decom-

position, the ’LL’ low-pass subband is subject to analogous decomposition steps. This

process continues up to the culmination of multi-layer IIWT decomposition, yielding

a matrix of coefficients.

The proposed dual-domain image cryptosystem adapts the lifting scheme of the

Biorthogonal 3.7 Wavelet (Bior3.7) to calculate the IIWT to prove the concept. Figure

2.1 demonstrates an example of two levels of IIWT decomposition.

2.3 Chaotic Maps

Chaotic maps, also known as chaotic dynamical systems, are distinguished by their
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LL1 LH1

HL1 HH1

LH1

HL1 HH1

LL2

HL2

LH2

HH2

Figure 2.1: A 2-level IIWT decomposition.

sensitive dependency on starting conditions, often known as the butterfly effect, in

which a minor disturbance in early conditions results in drastically different long-

term outcomes [6]. Due to their unpredictability, chaotic maps are an effective tool

for cryptography. They allow secure communication by making it harder to decrypt

the ciphertext by an attacker.

2.3.1 Two-Dimensional Chaotic Baker Map

The 2D discrete chaotic Baker map is a chaotic encryption process that is based on

a permutation procedure for a square image with M × M pixels [6]. This square

image is split into k vertical rectangles with M pixels in height and mi pixels in

width. The horizontal partition of the image is determined by a pattern of k integers,

m1,m2, ...,mk. M is split by each integer mi, where i = 1, 2, ...k. In addition, Mi =

m1 + m2 + ... + mi and M = m1 + m2 + ... + mk. For the discrete time t, let lt

and st = 0, 1, 2, ...,M − 1 denote the horizontal and vertical indices of a specific

image pixel, in that order. A pixel at (lt, st) of the ith rectangle, is moved to a new
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position (lt+1, st+1) governed by the general discrete version of the baker map, with

Mi−1 ≤ lt < Mi and 0 ≤ st < M [6]:

(lt+1, st+1) =

(
M

mi

(lt −Mi−1) + st mod M

mi

,

mi

M

(
st − st mod M

mi

)
+Mi−1

) (2.3)

The distribution of the horizontal partitions mi can be considered as the encryption

key. Fig. 2.2 shows the 2D Baker map encryption process of an 8 × 8 matrix for

key = (4, 2, 2).

4 2 2

PX1 PX2 PX3 PX4 PX5 PX6 PX7 PX8

PX9 PX10 PX11 PX12 PX13 PX14 PX15 PX16

PX17 PX18 PX19 PX20 PX21 PX22 PX23 PX24

PX25 PX26 PX27 PX28 PX29 PX30 PX31 PX32

PX33 PX34 PX35 PX36 PX37 PX38 PX39 PX40

PX41 PX42 PX43 PX44 PX45 PX46 PX47 PX48

PX49 PX50 PX51 PX52 PX53 PX54 PX55 PX56

PX57 PX58 PX59 PX60 PX61 PX62 PX63 PX64

Key =

(a) Plain Matrix.

PX31 PX23 PX15 PX7 PX32 PX24 PX16 PX8

PX63 PX55 PX47 PX39 PX64 PX56 PX48 PX40

PX29 PX21 PX13 PX5 PX30 PX22 PX14 PX6

PX61 PX53 PX45 PX37 PX62 PX54 PX46 PX38

PX9 PX1 PX10 PX2 PX11 PX3 PX12 PX4

PX25 PX17 PX26 PX18 PX27 PX19 PX28 PX20

PX41 PX33 PX42 PX34 PX43 PX35 PX44 PX36

PX57 PX49 PX58 PX50 PX59 PX51 PX60 PX52

(b) Ciphered Matrix.

Figure 2.2: The 2D Baker map encryption process of an 8 × 8 matrix with key =
(4, 2, 2).

2.3.2 One-Dimensional Logistic Map

Cryptography has embraced the logistic map as an intuitive, highly efficient, chaotic

map with countless applications [6]. With the appropriate control parameters, it

can exhibit a behavior chaotically. Iteratively, the logistic map is computed in the
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following manner [15]:

yj+1 = Ψlogistic(yj, r) = (1− yj)× yj × r, (2.4)

where yj is a real number that ranges between [0,1], y0 is the initial value for the

iterative operation, and r is the chaotic map’s control parameter; in the range [0,4].

Despite its proven benefits, the logistic map suffers from a limited chaotic range

and periodic windows. These limitations are clearly observed in the logistic map’s

bifurcation diagram in Fig.2.3. The logistic map chaotically behaves when the r range

is between approximately [3.57, 4] [16]. The 3.57 point is called the accumulation

point, which marks the transition from periodic orbits to chaotic orbits.

Another problem that logistic map suffers from is the non-ergodicity issue. That

leads to the y values not covering every possible point in the phase space of [0,1],

except when r approximately equals 4.0. Accordingly, some attractors are skipped

within the trajectory [17].

Therefore, the previously mentioned problems need to be tackled before the use of

this chaotic map in the design of any cryptosystem to avoid future potential security

breaches.

2.3.3 Enhanced One-Dimensional Logistic Map

To tackle the aforementioned challenges that the standard logistic map suffers from,

authors in [1] presented an enhanced version of the logistic map. This improved

version relies on the combination and cascade of the logistic map with a function
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Figure 2.3: Bifurcation diagram for the chaotic standard logistic map.

that exhibits nonlinear behavior. This simple yet effective solution is advantageous in

terms of computational cost. Mathematically, this enhanced logistic map is calculated

in the following manner:

U(yi, r) = r × yi, (2.5)

Ψlogistic(U(yi, r), r) = r × U(yi, r)× [1− U(yi, r)], (2.6)

yi+1 = [
r

U(yi, r)
+ Ψlogistic(U(yi, r), r)] mod 1, (2.7)

where i = 1, 3, 4, ...I , I is total number of iterations, and r ∈ [0,∞] is the parameter

that controls the chaotic map. As shown in Fig.2.4, the bifurcation diagram of the

enhanced logistic map covers the entire range of the control parameter r, indicating

the disappearance of any periodic windows in that range.
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Figure 2.4: Bifurcation diagram for the enhanced logistic map in [1].

2.4 Basic Encryption Concepts

Encryption is a vital technique employed to craft confidential messages accessible

exclusively to designated individuals or groups. To be effective, the encryption pro-

cedure must possess robust security measures that discourage unauthorized decoding

while remaining easily accessible to authorized parties [2]. In today’s era, encryption

is indispensable for safeguarding crucial data and sensitive information. This includes

data such as private network access, website passwords, and credit card numbers as

failure to protect them can result in malicious manipulation of sensitive data, leading

to undesirable consequences caused by vicious cyber attackers. Figure 2.5 shows a

basic topology for an encryption process in a communication network scenario.

2.4.1 Symmetric-Key Cryptosystems

Symmetric-key-based cryptosystems are a classical type of cryptosystem by which a
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Figure 2.5: Basic encryption topology for a communication network. [2].

sender can securely transmit a confidential message to an authorized recipient. Such

a type of cryptosystem closely resembles the overall encryption process in the com-

munication network scenario illustrated in Fig. 2.5. However, it relies on a similar

secret key for both cryptography processes: encryption and decryption, as the confi-

dential piece of information [18]. Figure 2.6 provides a simplified characterization of

a symmetric-key-based cryptosystem.

Figure 2.6: Simplified illustration of a symmetric-key-based cryptosystem[2].

As shown in Fig. 2.6, the primary elements of a symmetric-key-based cryptosystem

are as outlined below:
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• Plaintext: This is the message that the sender intends to transmit exclusively

to the authorized recipient. It serves as the input to the encryption scheme.

• Encryption Algorithm: This is a set of procedures that execute various data

manipulations and transformations on the plaintext for the purpose of making

it ambagious.

• Shared Key (Secret Key): A key of a specific length, distributed securely

between the sender and the recipient. It has an essential role in the process

of ciphering, ensuring the uniqueness and authenticity of the resulting ciphered

data. Moreover, the choice of such a key should satisfy that the reversing oper-

ation of the ciphered text (decryption) will not be successful without the use of

the same exact key for this process.

• Ciphered Data (Ciphertext): This is the outcome produced by the ciphering

scheme. The ciphertext is dependent on the plaintext, the ciphering scheme, and

the key. It should appear indecipherable and seemingly random.

• Decryption Algorithm: This is the reverse operation of the encryption algo-

rithm, which reverts the ciphertext back into the original plaintext.

It’s noteworthy to mention that any cryptosystem must be able to withstand

any attack. In essence, this implies that an attacker, even if he was equipped with

knowledge of the cipher scheme and a collection of ciphertexts and their corresponding

plaintexts, would remain incapable of deciphering the ciphertext if he did not have

the cipher key. The robustness of such a cryptosystem stems from two fundamental
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properties [7]:

• Confusion: is the property of making the relation between the ciphertext and

its corresponding plaintext and cipher key as complicated as feasible.

• Diffusion: is the property of maximizing the spreading of the statistical char-

acteristics of the plaintext through its corresponding ciphered one. To put it

differently, a minor change in the plaintext, even in the resolution of one bit,

can be able to have a drastic change in its corresponding ciphered version.

2.4.2 Block Cipher Cryptosystems

A Symmetric-key-based cryptosystem can be implemented through the concept of

block cipher. In this method, data is divided into fixed-length chunks called ”blocks”.

Each one of them is applied to a block cipher scheme to be encrypted, which can

either be transmitted directly through a communication channel or combined with

other cipher blocks before being sent to the recipient. Generally, the size of a block

varies from 64 bits to 1024 bits in length.

Rivest Cipher 4 (RC4), Blowfish, Data Encryption Standard (DES), Triple Data

Encryption Standard (3DES), Rivest Cipher 5 (RC5), and Advanced Encryption Stan-

dard (AES) are all examples of Symmetric-key-based block ciphers. In 2001, National

Institute of Standards and Technology (NIST) formally adopted the AES supplanting

3DES [2].

Several general attributes can serve as criteria for configuring the parameters and

design aspects of a specific block cipher scheme some of them are as follows [2]:
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• Number of Rounds: it refers to the repetition of data transformations to

augment complexity and, consequently, strengthen security.

• Key Size: Enlarging the key size generally boosts security by minimizing the

likelihood of brute-force attacks. Key size often aligns with the block size.

• Subkey Generation: Once more, the process of generating a new key for each

round serves to elevate complexity and, in turn, enhance cryptosystem secrecy.

• Block Size: Enhancing the size of the block in terms of bits typically enhances

security through heightened complexity in the transformation of data. However,

it’s essential to note that increasing the size may lead to a reduction in the speed

efficiency of the cryptosystem.

2.4.3 Image Cryptosystems

Image encryption is a process that converts an image into an ambiguous coded format

with the purpose of preventing any manipulation or unauthorized access [4]. This

type of cryptosystem is an essential part of various applications in numerous vital

and sensitive domains, including video surveillance and medical imaging. Moreover,

image cryptosystems also focus on preserving the authenticity of ciphered images, as

various applications rely on them to make decisions in real-time scenarios. Conse-

quently, it becomes crucial to prevent potential attackers from tampering with plain

images. Hence, these image cryptosystems must, therefore, generate incomprehen-

sible ciphered images by employing appropriate transformations. Some noteworthy

distinctions between images and conventional data are as follows [5]:

17



1. Two-Dimensional Correlation: Since images possess a two-dimensional

structure, pixels exhibit strong correlations with neighboring pixels in both vertical

and horizontal orientations, as well as diagonally. Consequently, effective image cryp-

tosystems need to prioritize achieving the lowest level of correlation for the data.

2. Data Redundancy: Images also tend to contain a significant amount of

information in a duplicated (redundant) manner, which can pose challenges for con-

ventional symmetric ciphers. Therefore, image cryptosystems must employ extensive

confusion mechanisms to ensure the widest possible pixel range, even when dealing

with redundant data.
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CHAPTER 3

TRANSFORM-BASED CHAOTIC

IMAGE ENCRYPTION

3.1 Preface

Generally speaking, the process of converting an image to an ambiguous coded format

with the purpose of preserving its confidentiality is called image encryption [5]. For

example, authors in [19] introduced an image cryptosystem that relies on a finite state

machine merged with a Deoxyribonucleic acid (DNA)-based operation.

Furthermore, an image cryptosystem based on dynamical chaotic systems is called

a chaotic image cryptosystem. These dynamical chaotic systems are known as chaotic

maps. Their dependence on initial conditions characterizes them. This characteristic

occurs when an early status can have severe consequences on long-term outcomes

due to a phenomenon namely, the butterfly effect [6]. As a result of their ability to

exhibit unpredictable behavior, chaotic maps are a powerful and influential part of

designing image cryptosystems. Hence, secure communication is made possible by
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making attacking the ciphered image more difficult.

There is a lot of work in the literature has been done on chaotic image encryption.

These works have been done in three different directions [4]: chaos, images, and

encryption.

Figure 3.1: The different research perspectives in image encryption using chaotic maps.

Figure 3.1 depicts the nature of the chaos perspective, which encompasses di-

mensions, sources, and domains. Specifically, in the chaotic image encryption field,

chaos can be examined across various domains, including space, time, and space-time

domains. Additionally, the generation of chaos can be accomplished through mathe-

matical means, such as chaotic maps, or physical means, such as optical chaos. The

dimensionality of a chaotic map is determined by the number of functions it com-

prises. Furthermore, diverse dimensions of chaotic functions are employed in various

chaotic image encryption techniques. Images Perspective investigates the image trans-

formation method, two-dimensional versus three-dimensional images, and gray-scaled

versus colored images. Furthermore, the encryption perspective is associated with
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block ciphers versus stream ciphers, encryption vs. decryption keys which is related

to symmetric and asymmetric encryption, and the different primitives of cryptogra-

phy such as confusion, and diffusion. This research will focus on the perspective of

performing the image encryption process in different transformation domains.

3.2 Chaotic Image Encryption in Spatial Domain

The implementation of a chaotic image cryptosystem can be done in the spatial do-

main. For example, in [20], a comprehensive examination has been conducted to assess

the efficiency of cryptographic systems based on three distinct standard chaotic maps

within the spatial domain. These are the Baker, the Arnold cat, and the logistic maps.

The authors encompasses an in-depth analysis of the cryptosystems relying only on

these chaotic maps, focusing on various aspects such as ciphered photographic qual-

ity, general correlation coefficients, entropy characteristics, differential analysis, and

histogram performance. The primary limitations of this research lie in its absence

of proper diffusion and confusion mechanisms, as well as the observation that the

histogram of the ciphered image does not change compared to the plain image.

In [21], an effort is made to address these challenges through the introduction of

an image encryption procedure that entails the segmentation of the plain image into

smaller partitions, followed by a standard 2D chaotic Baker map encryption algorithm

for each of these partitions. The authors employed their encryption technique in three

distinct block cipher modes. In spite of their approach successfully mitigating the

issue of non-changeable histogram distributions within the ciphered images, promoting
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convergence toward a uniform distribution, their cryptosystem still suffers from weak

diffusion and confusion processes. In addition, it subverts with some of the partition

sizes.

One way to solve this problem is the work in [22], [23], where the authors introduce

image cryptosystems that implement a standard logistic map-based permutation and

a single AES S-Box for substitution. The required initial conditions for the chaotic

map are generated depending on the output of a hashing function which its inputs is

the plain image. This approach increases the cryptosystem immunity to differential

and statistical attacks.

3.3 Chaotic Image Encryption Using Discrete

Fourier Transform

Moving on from the spatial domain; the implementation of a chaotic image cryp-

tosystem can be accomplished in the frequency domain by means of different types

of Fourier transform. For instance, work in [3] illustrates an image cryptosystem

implemented using the two-dimensional chaotic Baker Map in the frequency domain

using Discrete Fourier Transform (DFT). It uses the Baker map to perform a shuffling

operation on the transformed image coefficients, creating a more secure encryption.

The authors in [20] and [24] undertook an investigation into an image cryptosystem

that utilizes various chaotic maps within the Fractional Fourier Transform (FrFT) do-

main. In their approach, the transformation parameters were employed as additional

supplementary keys to encrypt data. The encryption techniques they introduced ex-
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hibited superior efficiency and security when compared to complementary methods

applied in the spatial domain.

However, it is noteworthy to mention that both of the aforementioned chaotic

image cryptosystems exhibit a limited diffusion process, rendering them susceptible

to differential attacks. In addition, the encrypted image’s histogram distribution tends

to display a non-uniform pattern (resembling a bell-shaped distribution).

Furthermore, Authors in [25] presented a chaotic image cryptosystem that relies on

a dynamical coding DNA-based operation implemented in the frequency domain. The

transformed image coefficients are separated into two groups of coefficients: amplitude

and phase coefficients. Then, each group of these coefficients is scrambled and diffused

with the help of a multi-dimensional hyperchaotic map. Although the authors of this

work claim that this approach provides immunity against brute force and differential

attacks, it is very clear this method introduces approximately double the encryption

computational complexity due to the separation of the transformation coefficients.

3.4 Chaotic Image Encryption Using Discrete

Wavelet Transform

Another procedure is the implementation of a chaotic image cryptosystem using the

wavelet transform. Authors in [26] proposed a chaotic image cryptosystem that im-

plements an XORing and key-dependant scrambling operations at the bit level using

Integer to Integer Wavelet Transform (IIWT). Results demonstrated the ability of the

cryptosystem to pass some encryption statistical tests.
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In [27], the Authors created a method that combines the use of a Discrete Wavelet

Transform (DWT), chaotic image encryption, and a chaotic binary stream to enhance

security. This approach uses DWT for both the plaintext image and the chaotic water-

marked ciphered image. Only the approximation coefficients of the encrypted image,

rather than the entire image, are embedded to achieve improved robustness. Accord-

ing to the authors, their findings indicate that the integration of wavelet technology,

chaos, and digital watermarking is capable of meeting encryption standards and pro-

ducing robust encryption, even when faced with challenges such as noise attacks, and

lowpass filters.

In [28], the Authors introduced a new method for scrambling images, called the

”new chaos transform”. An encryption algorithm for images is also proposed, which

combines the use of the two-dimensional Wavelet Transform and the new chaos trans-

form. The algorithm consists of three steps: breaking down the image into four

sub-images using the 2D wavelet transform, using the same keys to scramble the low

and high-frequency sub-images using the new chaos transform, and then using the

Inverse Wavelet Transform to obtain the final encrypted image.

A DWT based colored chaotic image encryption technique is proposed in [29].

The color plain image is first broken down into red, green, and blue elements. Then,

an updated 3D chaotic cat map is presented to shuffle the wavelet coefficients of the

red, green, and blue components, causing these three components to interact and

mix unpredictably. To increase the performance of the cryptosystem, the linked map

lattice scheme is used in the spatial domain to perform a diffusion process. These

operations are repeated multiple times (rounds) to reach a satisfactory result.
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In [30], the authors suggested an image encryption approach using a two-

dimensional discrete wavelet transform and a chaotic system. The scheme involves

wavelet decomposition of the target image using Bior3.7 wavelet to obtain approxi-

mation and details coefficients, reordering of approximation t coefficient matrix using

One-Dimensional (1D) logistic chaos sequence, and inverse wavelet transform to gen-

erate the encrypted image.

In [31], the authors proposed an enhanced chaotic image encryption technique

based on four chaotic maps and the Haar wavelet packet decomposition. Firstly, a

permutation process is executed by the Baker chaotic map for scrambling wavelet

packets. Then a process composed of 2 chaotic maps - (the three-dimensional Arnold

map, applied twice, and the tent map paired with the logistic map) is used to boost

the entropy of the ciphered picture and the key’s space of the cryptosystem.

3.5 Dual-Domain Chaotic Image Encryption

An alternative method explored in the existing body of literature involves the develop-

ment of a chaotic image cryptosystem with a dual-domain perspective, encompassing

both spatial and wavelet domains.

For instance, in [32], authors presented a dual-domain cryptosystem for images

that relies on a hyperchaotic map. The image cryptosystem was implemented in the

frequency and spatial domains using a wavelet decomposition in a dynamic manner.

Results showed the ability of this cryptosystem to mitigate different attacks.

In [13], authors introduced a dual-domain lightweight chaotic image cryptosystem
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that performs the diffusion process only on the first level of the low-low band of the

IIWT. Then, a permutation process is applied to the diffused image in the spatial

domain after returning from the wavelet domain. Results revealed that although the

cryptosystem demonstrated satisfactory performance in certain metrics, there were

concerning patterns of poor histogram uniformity observed in the ciphered images.
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CHAPTER 4

ENHANCED DFT-BASED

CHAOTIC IMAGE BLOCK

CIPHER WITH SEVERAL

MODES OF OPERATION

4.1 Preface

Chaotic image encryption has been investigated extensively in the literature in differ-

ent domains, including the frequency domain using DFT. Despite DFT-based chaotic

image cryptosystems exhibiting good confusion properties, they suffer from poor dif-

fusion characteristics and non-uniform histograms. Therefore, they are vulnerable to

many attacks, such as differential attacks, and statistical cryptanalytic attacks. This

chapter presents an enhanced block cipher image cryptosystem with several modes of
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operation based on the concept of bit reversal using the 2D chaotic Baker map and

DFT. The proposed enhancement develops an improved image encryption scheme that

involves properly diffusion-confusion enhanced operations within modified versions of

the known block cipher modes of operation, namely Cipher Block Chaining Mode

(CBC), Cipher Feedback Mode (CFB), and Output Feedback Mode (OFB). These

enhanced operations are based on a 2D chaotic baker map in the Fourier domain.

This work adapts the cryptosystem presented in [3] as the main encryption block Ek1

to illustrate the concept. However, the main encryption block can be any symmetric

encryption scheme applied in any discrete version of the Fourier transform.A block

diagram for the adapted main encryption (Ek1) and decryption (Dk1) is illustrated in

Fig.4.1.

DFT

Encryption Using 2D
Chaotic Baker Map

DFT -1

P

C

(a) Basic encryption block Ek1.

DFT

Decryption Using 2D
Chaotic Baker Map

DFT -1

C

P

(b) Basic decryption block Dk1 .

Figure 4.1: Basic encryption Ek1 and decryption Dk1 block diagrams adapted from
[3].

The proposed enhancement is validated using a MATLAB simulation. Results

show that the proposed work manages to overcome the abovementioned problems

28



outstandingly and outperforms the existing results in the literature in many encryption

quality metrics.

4.2 Proposed Enhanced Cryptosystem Scheme

An illustration of the enhanced proposed image cryptosystem is given in this section.

Firstly, a general and simple summary of the enhanced proposed image cryptosystem

is as follows:

1. Load the image, and divide it into q plain-image blocks of M ×M pixels size,

with proper padding as needed.

2. Apply one of the proposed enhanced image cryptosystems to Pi block in one of

the 3 different proposed modified versions of the standard block cipher modes

of operation (CBC, CFB, and OFB), as illustrated in Fig.4.2.

3. Each mode of operation contains an encryption block Ek1, which is a symmetric

encryption scheme applied in the DFT domain.

An elaboration on each modified mode is illustrated in the following subsections.
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Figure 4.2: The proposed enhanced image cryptosystem operating in various modes.
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Figure 4.2: The proposed enhanced image cryptosystem operating in various modes.
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Figure 4.2: The proposed enhanced image cryptosystem operating in various modes.
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4.2.1 Proposed Enhanced Cryptosystem in the Modified

CBC Mode

As shown in Fig.4.2a, Modified Cipher Block Chaining Mode (MCBC) is a block cipher

encryption mode where instead of forming an XORing operation in the bit level be-

tween the pixels in the Initial Vector (IV) and its corresponding ones in the first block,

the XORing is done between the IVs’ pixels and the bit reversal of the corresponding

ones in the first block. The proposed insertion of the simple low computational bur-

den bit reversal operation experimentally leads to significantly improved randomness

and statistical characteristics of the overall ciphering process (as illustrated in Sec-

tion 4.3). The output of this operation is chaotically encrypted to produce the first

ciphered block C1. Next, the encrypted pixels C1 are employed in place of the IV

to encrypt the subsequent block. This process is iterated until the final segment is

attained, which can be expressed mathematically in the ensuing manner:

Ci = Ek1

[
Ci−1 ⊕ P̌i

]
, i = 1, 2, 3, . . . q,

P̌i = R [Pi] ,

(4.1)

where, R is the bit reversal operator, i.e. for a 8-bit pixel, R [b0, b1, b2, b3, b4, b5, b6, b7] =

[b7, b6, b5, b4, b3, b2, b1, b0] , P̌i is the bit reversed block, C0 = IV , Ci is the correspond-

ing encryption of the block Pi, ⊕ indicates the XOR operation, and Ek1 refers to

the chaotic operation of encryption. This realization utilizes a chaining mechanism,
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resulting in every block cipher in the ciphered image being reliant on all preceding

segments of the previous ciphered ones. As a result, the next ciphered block contains

the results of all previous blocks. The decryption process can be implemented as

follows:

Pi = R [Dk1 (Ci)⊕ Ci−1] , i = 1, 2, 3, . . . q (4.2)

where Dk1 indicates the chaotic operation of decryption.

4.2.2 Proposed Enhanced Cryptosystem in the Modified CFB

Mode

The Modified Cipher Feedback Mode (MCFB) begins by performing the encryption

chaotically on the pixels of the IV using the Ek1, followed by XORing the encrypted

version of the IV with the bit reversal of the first block of the plain image P̌1 to

produce C1, as illustrated in Fig. 4.2b. The following ciphered block C2 is obtained

by chaotically encrypting the previous ciphered block C1. Then, the result is XORed

with the pixel-wise bit reversal of the next plain-image block P̌2. The same process is

applied to obtain the remaining ciphered blocks.

The MCFB can be expressed mathematically as follows:

Ci = P̌i ⊕ Ek1 (Ci−1) , i = 1, 2, 3, . . . q, (4.3)
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and the decryption is accomplished as follows:

Pi = R [Ci ⊕ Ek1 (Ci−1)] , i = 1, 2, 3, . . . q, (4.4)

4.2.3 Proposed Enhanced Cryptosystem in the Modified OFB

Mode

The Modified Output Feedback Mode (OFB) is the same as MCFB mode as shown in

Fig. 4.2c, but instead of feedback ciphered block Ci as input for Ek1 in the chaining

process, the output of Ek1 itself is the one that is taken as feedback for the upcoming

stages. The process of encryption and decryption is expressed mathematically as

follows:

Ci = P̌i ⊕ Ek1 (Ii−1) , i = 1, 2, 3, . . . q, (4.5)

Pi = R [Ci ⊕ Ek1 (Ii−1)] , i = 1, 2, 3, . . . q, (4.6)

where Ii = Ek1 (Ii−1) , i = 1, 2, 3,…q, and I0 = IV .
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4.3 Simulation Results

A discussion and analysis using different encryption quality metrics are carried on

to the obtained results. This analysis is firstly done with a comparison among the

proposed enhancement in three different block sizes (16 x16), (32x 32),(64 x 64) pixels,

and the DFT-Baker method, respectively, using 512×512 gray-scale ”Mandrill” image

and MATLAB 2022. Then in Subsection 4.3.8, a comparison between the proposed

enhanced cryptosystem and the work presented in the literature in[20], [21], [3], [33],

[34], [25], [35] is being held, using 512×512 ”Lena” image.

4.3.1 Visual Test

One of the easiest assessment techniques is the visual test, which involves looking for

flaws with the human eyes. It is less technologically sophisticated than other ways, yet

it is one of the most dependable methods for detecting all manifestations [24]. Table

4.1 shows the Ciphered results of the ”Mandrill” image using the suggested enhanced

cryptosystem in different modes of operation with different block sizes. In the sug-

gested approach, the features of the resulting encrypted ”Mandrill” image have totally

gone from their complementary plain image, ensuring its encryption effectiveness.

4.3.2 Histogram Visualization

The encrypted image’s histogram is utilized to evaluate the data encryption excellency.
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Table 4.1: Visual test for the encryption and decryption process for the ”Mandrill”
image using the DFT-Baker and the proposed enhanced cryptosystem operates in
several modes with various block sizes.

Block size Mode of operation
MCBC MCFB MOFB

16 x 16

32 x 32

64 x 64

Ek1

(DFT-Baker
without
modes of

operation)

Deciphered
image

The cryptosystem delivers a greater level of security by enhancing the uniformity of

the histogram [22]. Table 4.2 shows the resulting histogram for the encryption of the

”Mandrill” image. Both MCFB and OFB modes manage to obtain a uniform his-

togram compared to the inherent Central Limit Theorem-based bell shape histogram

that has been obtained by the MCBC mode and the DFT-Baker scheme.
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Table 4.2: Histogram results for plain image, and ciphered images operates in several
modes for the ”Mandrill” image.

Block size Mode of operation
MCBC MCFB MOFB

16 x 16
0

1000

2000

3000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

32 x 32
0

1000

2000

3000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

64 x 64
0

1000

2000

3000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

Ek1

(DFT-Baker
without
modes of

operation)
0

2000

4000

6000

0 50 100 150 200 250

Deciphered
image

0

1000

2000

3000

0 50 100 150 200 250

38



4.3.3 Correlation Coefficient Test

The correlation coefficient between plain and encrypted image’s pixels is estimated in

the subsequent way [21]:

rpc =
cov(p, c)√
G(p)

√
G(c)

, (4.7)

E(p) =
1

A× B

A×B∑
i=1

pi, (4.8)

G(p) =
1

A× B

A×B∑
i=1

(pi − E(p))2 , (4.9)

cov(p, c) = 1

A× B

A×B∑
i=1

(pi − E(p)) (ci − E(c)) , (4.10)

where, p is the plain image, c is the ciphered image, and A × B is the total number

of pixels. rpc has a value between -1 and 1. As shown in Table 4.3, the OFB mode

has better correlation coefficient values than the other two modes for the same block

size. Then comes MCFB which is better than MCBC mode. Generally, all modes of

operation outperform the DFT-Baker cryptosystem in terms of correlation.

4.3.4 Histogram Deviation Test

The histogram deviation is a metric that measures how much the histogram of the

ciphered image is deviated from the plain one. This metric should be as large as
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Table 4.3: Correlation coefficient results between plain and ciphered image pixels for
the ”Mandrill” image operates in several modes with various block sizes.

Block size Mode of operation
MCBC MCFB MOFB

16 x 16 1.5× 10−3 1.7× 10−3 −1.1× 10−3

32 x 32 −2.2× 10−3 −1.1× 10−3 4.06× 10−5

64 x 64 4× 10−3 1.87× 10−4 1.45× 10−4

Ek1

(DFT-Baker without
modes of operation)

0.0274

feasible [5]. The histogram deviation is calculated using the formula[20]:

DH =

(
δ0+δ255

2
+
∑254

i=1 δi
)

A× B
, (4.11)

where A×B denotes the plain image size and δi denotes the amplitude of the absolute

difference between the histogram values of the plain and ciphered images at the ith

pixel color. As shown in Table 4.4, the MCBC outperforms the other two modes in

terms of histogram deviation.

Table 4.4: Histogram deviation results

Block size Mode of operation
MCBC MCFB MOFB

16 x 16 0.8373 0.7529 0.7573
32 x 32 0.8273 0.7533 0.7527
64 x 64 0.8091 0.7524 0.7553
Ek1

(DFT-Baker without
modes of operation)

1.1024
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4.3.5 Irregular Deviation Test

The irregular deviation metric measures the amount of irregularity that the ciphered

image exhibits. The value of this metric must be as low as feasible in order to get

extremely near to the ideal encryption mode [5]. The irregular deviation is calculated

using the formula[20]:

DI =

∑255
0 HD(i)

A× B
, (4.12)

where HD = |H (i)−MH |, H is the histogram for the absolute value difference be-

tween the plain image and the equivalent enciphered one, and MH is the mean of

H. As shown in Table 4.5, all modes of operation exhibit better behavior than the

DFT-Baker one.

Table 4.5: Irregular deviation results

Block size Mode of operation
MCBC MCFB MOFB

16 x 16 0.6149 0.7244 0.7245
32 x 32 0.6317 0.7227 0.7240
64 x 64 0.6578 0.7234 0.7236
Ek1

(DFT-Baker without
modes of operation)

1.0387
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4.3.6 Information Entropy Test

The entropy in image encryption is a metric that measures how much information in

the bits of the ciphered image, which is mathematically expressed as [23]:

IE(x) =
2N−1∑
i=1

P (xi) log2

1

P (xi)
, (4.13)

where, IE(x) is the value of information entropy in bits, P (xi) is the probability that

Xi occurs, and N is number of bits required to represent one pixel. The ideal value

for IE(x) for a ciphered image equals 8 as explained in [23]. Table 4.6 shows that the

proposed enhanced cryptosystem outperforms the DFT-Baker one.

Table 4.6: Information entropy results

Block size Mode of operation
MCBC MCFB MOFB

16 x 16 7.8619 7.9992 7.9975
32 x 32 7.8641 7.9992 7.9990
64 x 64 7.8598 7.9993 7.9993
Ek1

(DFT-Baker without
modes of operation)

6.3843

4.3.7 Differential Analysis

The differential attack is one of the famous attacks to estimate the relationship be-

tween a ciphered image and its corresponding plain image. The Unified Average

Changing Intensity (UACI), and Number of Pixels Change Rate (NPCR) are cal-
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culated to measure the immunity of the proposed cryptosystem to such an attack.

Consider two plain images P1 and P2, which their size is A× B. The only difference

between both P1 and P2 is the value of one pixel. Let C1 and C2 be the corresponding

ciphered versions of P1 and P2, respectively. The UACI and NPCR are calculated as

follows [26]:

UACI =
1

A× B

[∑
i,j

C1(i, j)− C2(i, j)

255

]
× 100%, (4.14)

NPCR =

∑
i,j f(i, j)

A× B
× 100%, (4.15)

where,

f(i, j) =


1 if C1(i, j) ̸= C2(i, j)

0 if C1(i, j) = C2(i, j)

(4.16)

The results of these tests compared to the literature are discussed in the following

subsection.

4.3.8 Detailed Comparison with Existing Techniques

In this subsection, a comparison between the proposed enhanced cryptosystem and

the work presented in the literature is being held. The ”Lena” image with dimensions

512× 512 is used as the plain image for the cryptosystem. We reproduced the results

of research works in [20], [21], [3] to achieve a fair comparison. As shown in Table

4.7, the proposed enhancement behaves very similarly to the work in the literature in

terms of histogram deviation. But in terms of irregular deviation, the proposed work is

more superior. MCBC is better in this aspect by 44.41 %, 16%, and 44.67% compared
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to [20], [21], [3]. In terms of correlation, the proposed enhancement exhibits values in

the range of 10−4 compared to 10−3 in the proposed work in [20], [21], [3], [33], [34],

[25], [35]. MCFB mode introduces larger values for the entropy metric compared to

[20], [21], [3], [33], [34], [25], [35]. Finally, regarding the NPCR and UACI, MCBC and

MCFB introduce a huge improvement compared to the work in [3] by approximately

14 times for the NPCR values, and 686 and 683 times for the UACI.

Table 4.7: Lena image comparison with literature

Scheme Performance Metric∗
DH DI rpc Entropy NPCR UACI

DFT-Baker
(MCBC) 0.8851 0.5880 −2.6× 10−4 7.8383 99.610 33.1249

DFT-Baker
(MCFB) 0.6450 0.6879 −3.12× 10−4 7.9993 99.5754 33.0122

DFT-Baker
(MOFB) 0.6444 0.6892 2.1× 10−4 7.9991 95.4765 29.3409

Implementation
of Baker-FrFT [20] 0.7936 1.0577 0.0017 7.7190 24.0177 0.1653

Implementation
of Baker-CBC [21] 0.6443 0.7 -0.0018 7.7937 95.4990 3.6867

Implementation
of Baker-CFB [21] 0.6453 0.71 0.00902 7.7190 95.4395 3.3259

Implementation
of DFT Baker [3] 0.4961 1.0628 0.0416 6.6131 6.6311 0.0482

[33] - - 0.0159 7.992 99.579 33.422
[34] - - 0.0110 7.999 99.5975 33.4582
[25] - - 0.0011 7.9923 99.6387 33.6129
[35] - - 0.0026 7.9874 99.5376 32.5738

∗DH is the histogram deviation; a higher value is preferable.
∗DI is the irregular deviation; lower values are preferable.
∗rpc is the correlation coefficient; lower values are preferable.
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4.4 Chapter Summary

The development of new multimedia applications necessitates the need for their secu-

rity. Several chaotic image cryptosystems have been proposed in the literature, either

in the spatial domain or in other domains, such as the frequency domain, using a

variety of versions of the Discrete Fourier Transform. However, these schemes suffer

from weak diffusion characteristics, and some exhibit a non-uniform histogram. The

abovementioned drawbacks make these schemes vulnerable to many attacks, including

differential attacks, and statistical cryptanalytic attacks, etc. For overcoming these

challenges, this chapter introduced an enhanced block cipher image cryptosystem with

several modes of operation based on the bit reversal concept using a 2D chaotic baker

map and DFT. The experimental results generally show that the proposed enhance-

ment is superior in terms of most quality metrics. Specifically, it was able to exhibit

a uniform histogram in the MCFB and OFB modes. In addition, it offers a huge

improvement in immunity to differential attacks.
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CHAPTER 5

NOVEL DUAL-DOMAIN

CHAOTIC IMAGE

CRYPTOSYSTEM FOR

CYBERSECURITY

APPLICATIONS

5.1 Preface

This paper introduces a novel dual-domain chaotic image cryptosystem suitable for

cybersecurity applications. The proposed cryptosystem employs an enhanced ver-

sion of the standard logistic map to control proper diffusion and confusion processes,

larger key space, and enhanced chaotic properties. These operations are implemented
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in dual-domain, i.e., wavelet and spatial domains, respectively, to benefit from the

advantages of both domains. A summary of the contributions of this chapter is as

follows:

• A novel diffusion process is introduced in the wavelet domain to address the

problem of weak resilience against differential attacks, which existed in the ex-

isting treatise [20], [24], [21], [3]. The proposed process in the wavelet domain

is applied only on 1/16 of the pixels of the plain image, which makes it com-

putationally more efficient compared to the other similar wavelet domain-based

works, e.g., [26], where the implementation of the diffusion process was done on

the whole image.

• The proposed cryptosystem solves the bell shape histogram problem associated

with frequency-based cryptosystems such as in [20], [24], [3]. Particularly, the

resulting histogram from the proposed cryptosystem demonstrates a favorable

uniform behavior. Though uniform behavior is also achieved by a similar wavelet

domain-based work [13], however, their cryptosystem exhibited poor histogram

uniformity. This property is verified visually and objectively using various per-

formance metrics in our simulation results.

• A novel key-dependent chaotic variable generator is introduced to generate the

required chaotic variables for the adapted enhanced chaotic map.

• The superiority of the proposed algorithm compared to the existing state-of-

the-art has been verified through various performance metrics, e.g., visual test,
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different types of correlation coefficients, histogram visualization, histogram de-

viation, irregular deviation, mean square error, chi-square test, global entropy,

and differential, randomness, cryptanalytic, and time consumption analysis.

A more elaboration on the advantages of the proposed dual-domain chaotic image

cryptosystem is going to be shown in Section 5.2.4.

The upcoming sections of this chapter are organized as follows: Section 5.2 explains

the detailed steps of the proposed dual-domain chaotic image cryptosystem with a

discussion about its advantages, followed by Section 5.3 that introduces the simulation

results and a detailed comparison with other related work in the literature. Finally,

Section 5.4 delivers concluded remarks on this work.

5.2 Proposed Dual-Domain Chaotic Image Cryp-

tosystem

In this chapter, an explanation of the proposed Dual-Domain Chaotic Image Cryp-

tosystem is provided. As shown in Fig.5.1, the proposed dual-domain cryptosystem

is implemented in two domains: wavelet, and spatial domains, respectively.

5.2.1 Generation of Chaotic Variables

The enhanced version of the logistic map mentioned in Section 2.3.3, is used through-

out the proposed dual-domain image cryptosystem. The detailed role of the use of

this enhanced chaotic map throughout the proposed scheme will be explained in the
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upcoming section.

However, this improved chaotic map requires an initial condition and control pa-

rameter to work, both of which will be called chaotic variables. In this section, we

introduce a Key Chaotic Variable Generator (KCVG).

The KCVG is fed with a secret key to generate the desired abovementioned chaotic

variables. The fundamental objective is to design an algorithm that provokes secret

key-sensitive chaotic variables.

In previous image chaos-based algorithms [36], [37], [38], [39], [40], [23], [22] ,

the chaotic variables were constructed directly by changing the fixed or floating point

representation of the chaotic variables with the secret key bits. However, the proposed

KCVG modifies the chaotic point indirectly; in which a chaotic perturbation method

that uses the secret key bits’ value and location is used to achieve this goal.

Generally speaking, in order to resist brute force attacks, a secret key should

have a minimum length of 128 bits, and for future quantum computers-based ones,

it should be a minimum length of 256 bits [41], [42], [43]. Therefore, the proposed

KCVG adapts a 512-bit secret key to ensure its immunity against current and future

quantum-powered brute force attacks. Regardless and diverging from traditional block

ciphers, the KCVG demonstrates a noteworthy characteristic, wherein the secret key’s

dimensionality remains adaptable, affording users the prerogative to select a secret key

size that aligns precisely with the exigencies of their specific application. Later in this

section, we will provide more insight into this matter.

Firstly, the 512-bit secret key is divided into overlapped, bit-reversed 201-bit

blocks. Every single block introduces a chaotic variable in the range between 0 and 1.
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Secondly, the 201-bit value is utilized to modify the control parameter as well as the

initial chaotic point. These separated points are used to construct new initial values

and control parameters, and so on.

Finally, the last three control parameter values and three chaotic initial value

points are fed to the enhanced logistic Pseudo Random Number Generators (PRNGs)

in the proposed dual-domain image cryptosystem.

The detailed steps of the KCVG are as follows:

• The KCVG asks the user to enter the Main encryption key Main_key, and the

Block size Block_size. Assuming that the user follows our recommendation,

Main_key = 512, and Block_size = 201.

• The dec2bin( ) function converts the Main_key to its binary representation and

stores the value in the variable Main_key_Binary. The value of this variable

will be assigned to Main_key_Binary_temp.

• The function length() obtains the number of bits of the Main_key_Binary.

The total number of blocks throughout the algorithm generally is calculated

using the following mathematical equation:

Total number of blocks = secret key size

−(block size− 1).

(5.1)

This equation enables the KCVG to work with different secret key sizes. So, for

our example: No_Blocks = 512− (201− 1) = 312.

50



• The first two chaotic variables x(1) = 0.25, and r(1) = 2.9586 has been chosen

randomly; taking into consideration that the value of x is between 0 and 1, and

the r value is from 0 to infinity [1].

• The first loop will iterate 312 times. The first block equals the first 201 bits from

the secret key. However, the consequence block is obtained after bit reversing the

bits from 201 to 512. The bit reversal operation is done by the function fliplr( ).

The operation of obtaining the consequence blocks is continued until the end of

the loop. The bit reversal method is shown in [44] to be a powerful, simple, and

low computational burden operation to enhance the chaotic properties. Combing

the bit reversal and overlapping processes on the blocks maximizes the sensitivity

of the secret key on the generated chaotic variables.

• The nested loop inside the first one is used to count the number and location of

zeros in each block to create perturbed chaotic points according to the following

equation:

v2(i) =

Block_size∑
j=1

(2× i)−j, (5.2)

where i = 1, 2, 3, ...No_Blocks is the order of the block, j is the location of the

zeros inside the block, and v2 is the perturbed chaotic point generated from a

block. A vector that contains all the perturbed chaotic points v3 is created from

the v2 values.

• The final loop in the KCVG mission is to generate the chaotic variables x (initial

value) and r (control parameter) using the perturbed chaotic vector v3 and the
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concept of the enhanced logistic map in [1]. These equations are expressed

mathematically as follows:

r(a) = (r(a− 1)× x(a− 1)× v3(a− 1)× 232) mod 10, (5.3)

g = r(a)× x(a− 1), (5.4)

f = r(a)× g × (1− g), (5.5)

x(a) = (f + (1/x(a− 1))) mod 1, (5.6)

where a = 2, 3, 4, ...No_Blocks.

• Finally, the last three control parameter values and three chaotic initial value

points are obtained to be the output of the KCVG. Later on, these values are

passed to the dual-domain image cryptosystem as the chaotic variables for the

enhanced logistic-based PRNGs.

It is noteworthy to mention that the generation of chaotic variables (initial vari-

ables and control parameters) from KCVG, and their corresponding random sequences

(which will be explained in the upcoming section) are executed once per secret key.

Consequently, this can also be computed before the execution of the main cryptosys-

tem algorithm. As a result, this prevents additional computational overhead. Algo-

rithm 1 outlines the precise steps required for the generation of the necessary chaotic

variables for the enhanced logistic-based PRNGs.
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Furthermore, the proposed dual-domain image cryptosystem is a symmetric-key

cryptographic algorithm, necessitating the utilization of a shared secret key between

the communicating entities: the sender and receiver. Thus, to ensure the utmost

security, the secret key ought to be exchanged through established and reliable means,

such as employing public-key encryption techniques.

Algorithm 1: Key Chaotic Variable Generator (KCVG)
Input: Main encryption key Main_key, Block size Block_size
Output: Initial values x1, x2 & x3, Control paramters r1, r2, & r3
Main_key_Binary ← dec2bin(Main_key);
Main_key_Binary_temp←Main_key_Binary;
Binary_length_Main_key = length(Main_key_Binary);
No_Blocks = Binary_length_Main_key − (Block_size− 1);
x(1)← 0.25;
r(1)← 2.9586;
v1, v2, v3 = [ ];
for i = 1 : No_Blocks do

v1(1 : Block_size) = Main_key_Binary_temp(i : i+Block_size− 1);
Main_key_Binary_temp(i+ 1 : end) = fliplr(Main_key_Binary_temp(i+ 1 : end);
v2(i) = 0;
for j = 1 : Block_size do

if v1(j) == ”0” then
v2(i) = v2(i) + (2× i)−j ;

end
end
v3 = [v3 v2(i)];

end
for a = 2 : No_Blocks do

r(a) = (r(a− 1)× x(a− 1)× v3(a− 1)× 232) mod 10;
g = r(a)× x(a− 1);
f = r(a)× g × (1− g);
x(a) = (f + (1/x(a− 1))) mod 1;

end
x1 = x(end− 2), x2 = x(end− 1), x3 = x(end);
r1 = r(end− 2), r2 = r(end− 1), r3 = r(end);

5.2.2 Encryption Scheme for Proposed Dual-Domain Cryp-

tosystem

This section provides a comprehensive exposition of the implementation of the en-

cryption component within the proposed dual-domain image cryptosystem, shown in

Fig.5.1a. The encryption scheme under consideration encompasses two primary pro-
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cesses: diffusion and confusion, which simultaneously are applied in both the wavelet

and spatial domains.

The main reason behind the adaption of the wavelet transform for the proposed

dual-domain cryptosystem came from its ability to provide an integer-to-integer ver-

sion in contrast to other transforms, such as DFT that results in non-real complex

numbers. This property effectively enables the implementation of customized diffusion

processes across the wavelet domain. In addition, a bit reversal operation is employed

as an intermediate mechanism to interconnect wavelet and spatial domains effectively.

The diffusion process consists of two principal blocks: Diffusion I and Diffusion

II. These blocks are meticulously designed based on conditioned chaining processes,

which are tailored to the specific implementation domain. This deliberate approach

aims to bolster the resilience of the proposed dual-domain image cryptosystem against

potential differential attacks.

Furthermore, the confusion process contains three blocks: Confusion I, II, and

III. The first two blocks are implemented in the wavelet domain to minimize the

correlation between the different wavelet sub-bands, and to maximize the spreading

of the diffused band over the non-diffused ones. The last block is implemented in the

spatial domain to maximize the chaining effect of the previous confusion block.

It is noteworthy that, unlike other works in literature [45], [20], [21], [23], all the

confusion and diffusion blocks are key-dependant, which increases the immunity of the

proposed dual-domain image cryptosystem against different cryptanalytic attacks. As

shown in Fig.5.1a, the detailed steps for the encryption process are as follows:
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(a) Encryption scheme.

Figure 5.1: The proposed dual-domain image cryptosystem scheme.
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Figure 5.1: The proposed dual-domain image cryptosystem scheme.

56



• Load the plain image P and set its dimensions to M ×M , with proper padding

as needed.

• The Key Chaotic Variable Generator (KCVG), explained in section 5.2.1, is used

to generate the chaotic variables ri (control parameter) and xi (initial value).

• These chaotic variables are used to generate random fractional vectors Kfi, using

the enhanced logistic map in [1], where i = 1, 2, 3, with lengths M
2

, M
4

, and M

respectively. The values of these vectors are in the range of [0, 1].

• The random fractional vectors Kfi are used to obtain the encryption key vectors

Ki, where each element in this vector is an 8-bit unsigned integer. This operation

is expressed as follows:

Ki = uint8((Kfi × 232) mod 256), (5.7)

where uint8 is an 8-bit unsigned integer data type operator, and mod is the

modulo operator. The number 256 is chosen to ensure that the output will be

always in the range of an 8-bit grayscale image.

• The plain image P is converted to the wavelet domain to obtain the first-level

decomposition of four sub-bands LL1, LH1, HL1, and HH1, by the Integer to

Integer Wavelet Transform block (IIWT). Each band is a matrix with size M
2
×M

2
.

• The IIWT block is applied again on the first- level of the Low-Low band (LL1)
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to obtain the second-level decomposition of four sub-bands LL2, LH2, HL2, and

HH2. Each band is a matrix with size M
4
× M

4
.

• LL2 matrix is applied to the Diffusion I block to obtain its ciphered version

LL2e. The main role of the Diffusion I block is to satisfy a good diffusion

characteristic. This goal is achieved by applying a chaining XOR operation

conditioned on the sign of the first M
4
× M

4
perspective elements in the HH1

matrix. The diffusion equation is as follows:

LL2e(i) = LL2(i)⊕Kj(i)⊕ Be(i), i = 1, 2, . . .
Q

16
, (5.8)

where Q = M2, ⊕ indicates the XOR operation, and Be(i) is governed by the

following rule:

Be(i) =


0, if i = 1

(LL2e(i− 1)× i)4 mod 256, if i ̸= 1

(5.9)

and Kj(i) is governed by:

Kj(i) =


K1(i), if HH1(i) ≤ 0

K2(i), otherwise

(5.10)

A detailed pseudo-code illustrating the Diffusion I block is shown in Algorithm

2. The conditioned keys combined with the chaining process maximize the

encryption randomness, leading to a higher diffusion effect.
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Algorithm 2: Diffusion I algorithm
Input: encryption keys vectors K1 & K2, LL2, HH1

Output: Ciphered matrix LL2e

LL2e ← zeros(1, numel(LL2));
LL2 ← LL2(:)⊤;
for i = 1 : length(LL2) do

if i == 1 then
Be(i)← 0 ; /* Condition for the chained XOR */

else
Be(i)← ((LL2e(i− 1)× i)4) mod 256;

end
if HH1(i) ≤ 0 then

LL2e(i) = LL2(i)⊕K1(i)⊕Be(i) ;
else

LL2e(i) = LL2(i)⊕K2(i)⊕Be(i) ;
end

end
LL2e = reshape(LL2e, size(LL2)) ;

• The Assemble block combines the remaining second-level decomposition sub-

bands with the resulted ciphered second-level low-low band as follows:

A2 =

LL2e LH2

HL2 HH2

 , (5.11)

where A2 is the second-level combined sub-bands matrix with size M
2
× M

2
.

• The Confusion I block takes matrix A2 as its input to produce a shuffled version

A2e. The adapted shuffling process in this work is the well-known ”Algorithm

P” [46], which is seeded with the random fractional vector Kf1 as its random

indices. This algorithm has been chosen for its proven low-burden complexity,

simplicity, and high performance in the literature [46], [47], [48], [49], [50], [51],

[52], [53], [54], [55], [56], [57], [58], [59], [60], [61], [62] . However, the Confusion

I block can be any efficient shuffling algorithm such as ”Binary Sampling Tree”,

”Row-Column Rotation-Based”, and ”Successive Pair-wise Shuffling-Based” al-

gorithms in [63], and ”Block Generated Permutation” in [64]. A detailed illus-
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tration of the confusion process is in Algorithm 3.

Algorithm 3: Confusion algorithm
Input: Random fractional vector Kf , P any data matirx
Output: Ciphered matrix C
P1 ← P (:)⊤;
N ← length(P1)
for i = 1 : N − 1 do

j = round((N − i)×Kf (i)) + 1;
temp← P1(N − i+ 1);
P1(N − i+ 1)← P1(j);
P1(j)← temp;

end
C = reshape(P1, size(P )) ;

• The A2e is applied to the Disassemble block to get the new encrypted second-level

decomposition sub-bands. These sub-bands are passed to the inverse Integer to

Integer Wavelet Transform block [IIWT]-1 to get the first encrypted version of

the first low-low subband LL1e.

• The ciphered first-level low-low band LL1e, along with the remaining first-level

decomposition sub-bands, are assembled as follows:

A1 =

LL1e LH1

HL1 HH1

 , (5.12)

where A1 is the first-level combined sub-bands matrix with size M ×M .

• The A2 is passed to the second shuffling block Confusion II to get its ciphered

version A2e. The same Algorithm 3 is used for shuffling but with the random

fractional vector Kf3 as its random indices.

• The Disassemble bock divides the A2e matrix into four ciphered first-level decom-

position sub-bands LL1ee, LH1e, HL1e, and HH1e. These ciphered sub-bands are
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devolved to the [IIWT]-1. The output of the [IIWT]-1 block is the spatial-domain

ciphered matrix Cw.

• The Cw matrix is applied to the Bit Reversal block; to get the CBR matrix. This

is expressed mathematically as:

CBR = RB[Cw], (5.13)

where RB is the bit reversal operator, i.e. for a 8-bit pixel,

RB[b0, b1, b2, b3, b4, b5, b6, b7] = [b7, b6, b5, b4, b3, b2, b1, b0], and CBR is the bit re-

versed matrix.

The proposed insertion of the simple low computational burden bit reversal op-

eration has been proven in the literature [65], [66], [44], [67] and experimentally

that it leads to significantly improved randomness and statistical characteristics

of the overall ciphering process.

• The Diffusion II block is the second diffusion block in the proposed cryptosys-

tem. In particular, it ensures that the proposed cryptosystem is robust against

differential attacks. A simple chaining XOR operation is employed to achieve

this objective. The diffusion process is defined as follows:

CDiff2(i) = CBR(i)⊕K3(i)⊕ be(i), i = 1, 2, 3, . . . Q, (5.14)

where CDiff2 is the output matrix of the Diffusion II block, CBR is the bit
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reversed version of Cw matrix, and be(i) is governed by the following rule:

be(i) =


0, if i = 1

CDiff2(i− 1), if i ̸= 1 ,

(5.15)

A detailed illustration for all operations inside the Diffusion II block is shown

in Algorithm 4

Algorithm 4: Diffusion II algorithm
Input: encryption key vector K3 , CBR

Output: Ciphered matrix CDiff2

CDiff2 ← zeros(1, numel(CBR));
CBR ← CBR(:)⊤;
for i = 1 : length(CBR) do

if i == 1 then
be(i)← 0

else
be(i)← CDiff2(i− 1);

end
CDiff2(i) = CBR(i)⊕K3(i)⊕ be(i);

end
CDiff2 = reshape(CDiff2, size(CBR)) ;

• The last step to obtain the ciphered image C is to apply the third shuffling

block: Confusion III . Also, this operation follows Algorithm 3, with Kf3 as its

random fractional vector for the random indices.

5.2.3 Decryption Scheme for Proposed Dual-Domain Cryp-

tosystem

The process of decryption involves almost the same operations as encryption but in

reverse order. As shown in Fig.5.1b, the deciphering process of the ciphered image C

implicates two stages; one in the spatial domain and another in the wavelet domain,

respectively. Moreover, the inverse version of the following blocks: Confusion I, II,
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and III, and Diffusion I, and II have been used throughout the scheme to extract

the plain image P . The operator [ ]−1 indicates the reverse operation of a block.

Furthermore, to successfully recover the plain image P , all the keys that have been

used for the encryption process must be reused for the process of decryption to ensure

a successful recovery of the ciphered image C.

5.2.4 Discussion

As shown in the abovementioned sections, the proposed dual-domain image cryptosys-

tem has the ability to perform the encryption process on different plain images with

diverse sizes using enhanced chaotic maps. Furthermore, the development of the pro-

posed dual-domain image cryptosystem is to guarantee a successful achievement of

both crucial cryptography properties: diffusion and confusion. As a result of that, the

proposed dual-domain image cryptosystem is advantageous in the following manner:

• Conventional frequency domain-based cryptosystems apply the diffusion process

on the whole image pixels [3], [25], [68], [24], which is considered as an added

complexity overhead. However, the proposed diffusion process in the wavelet

domain includes an XOR chaining process applied only to 1/16 of the pixels

of the plain image. As a result, this compensates for the complexity and time

consumption of going in and out of the wavelet domain. In addition, it allows

the cryptosystem to benefit from the high confusion property associated with

frequency domain-based cryptosystems [20], [24].

• The abovementioned property does not decrease the diffusion quality. On the
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contrary, the condition that controls the chaining process combined with the

fast-applied confusion process maximizes the effect of other bands on the dif-

fusion process. Thus, this causes the statistics of the plain image to spread

throughout the entire ciphered image.

• The adapted enhanced logistic map [1], in the proposed dual-domain image cryp-

tosystem; has high Lyapunov Exponent (LE) and Largest Lyapunov Spectrum

(LSE) values, indicating increased chaotic dynamics and ergodicity. As a result,

these traits have a visible impact on the performance of the confusion process.

• The proposed dual-domain image cryptosystem requires only two rounds of op-

eration (one in the wavelet and another in the spatial domains) to reach robust

diffusion and confusion characteristics. On the other hand, traditional block

ciphers require a significant number of rounds to achieve the same level of ro-

bustness. For example, work in [69] requires a minimum of 5 rounds for practical

security.

• The performance of the proposed dual-domain image cryptosystem is affected by

the selection of the secret key, particularly in terms of the confusion and diffu-

sion processes. This property distinguishes it from conventional cryptosystems

wherein these operations remain static and independent of the cryptographic

key.

• The derived initial values and control parameters from the confidential key have

a high sensitivity to any minor fluctuation in it. The property in question can

be attributed to the KCVG design, which effectively employs bit reversal and
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chaotic perturbation techniques to generate these values. For the adapted secret

key length of 512-bit, the proposed dual-domain image cryptosystem uses three

initial values and three control parameters. Each chaotic variable is a 201-bit

fixed-point number. As a result, the proposed dual-domain image cryptosystem

relies on 1206 bits for the generation of the random sequences. Besides that, as

mentioned before, the secret key length is adaptable to suit the user application.

5.3 Simulation Results

In this section, we proceed with a comprehensive assessment of the obtained results

by employing a variety of encryption quality metrics. Our experimental environment

consists of an Intel(R) Core(TM) i7-11800H CPU processor with a clock speed of 2.3

GHz, 16 GB of RAM, and a Microsoft Windows 11 operating system. To run our

encryption and decryption programs, we rely on Matlab 2022a.

The proposed dual-domain chaotic image cryptosystem has been tested with multi-

ple test images with diverse frequency spectrum characteristics, ranging from images

with high-frequency emphasis ( such as the Mandrill image) to images with low-

frequency emphasis ( such as the Cameraman image).

Moreover, to ensure the reliability of the obtained results, 103 ciphered images are

obtained for each plain image with completely random 103 secret keys. Then, each

quality metric is computed for each 103 ciphered image and averaged over them to

obtain the final value. As a result of this approach, the calculated quality metrics are

more immune against any bias in the performance.
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5.3.1 Visual Test

One of the most straightforward evaluation methodologies is the visual examination,

whereby imperfections are discerned through direct observation with the human eye.

Although it is less reliant on advanced techniques compared to alternative approaches,

it remains a highly dependable and efficacious method for identifying all manifestations

[70].

Table 5.1 shows the ciphered and deciphered results of multiple plain images:

Peppers, Mandrill, Boat, and Cemeraman with sizes 512×512, 512×512, 512×512, and

256× 256, respectively. The proposed methodology facilitates the encryption process

by modifying the characteristics of encrypted images in such a manner that they lost

their complementary plain images’ features, ensuring their encryption efficiency.

5.3.2 General Correlation Coefficient Test

The correlation coefficient test serves as a quantitative metric for evaluating the rela-

tionship between two variables [71]. In the context of image processing, it is observed

that pixels exhibit a strong correlation with one another [72]. Consequently, image

encryption algorithms are primarily oriented toward mitigating the pixel associations

within an encrypted image [73]. Moreover, The correlation coefficient test has mul-

tiple versions: general correlation coefficient test, correlation coefficient of adjacent

pixels, and correlation coefficient between plain and ciphered image test. A detailed

description of each test is provided in the upcoming sections.

The general correlation coefficient between plain and encrypted image’s pixels is
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Table 5.1: Visual test for the encryption and decryption process for multiple images

Image Name
&

Dimension
Plain Image Ciphered Image Deciphered Image

Peppers
512x512

Mandrill
512x512

Boat
512x512

Cameraman
256x256

estimated in the subsequent way [74]:

rg(p, c) =
cov(p, c)√
G(p)

√
G(c)

(5.16)
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E(p) =
1

M ×N

M×N∑
i=1

pi (5.17)

G(p) =
1

M ×N

M×N∑
i=1

(pi − E(p))2 (5.18)

cov(p, c) = 1

M ×N

M×N∑
i=1

(pi − E(p)) (ci − E(c)) (5.19)

where p is the plain image, c is the ciphered image, and M × N is the total number

of pixels. rg(p, c) has a value between -1 and 1. The value of +1 represents a full

positive correlation, while -1 indicates a full negative correlation between the plain

and ciphered image. As a result, a correlation coefficient of 0 indicates that the

images are not related.

As evidenced by the data presented in Table 5.2, the general correlation coefficient

outcomes between the pixel values of plain images and their respective encrypted

counterparts exhibit notably favorable values. Table 5.3, illustrates the general corre-

lation coefficient results between plain and ciphered image pixels for the” Lena” image

compared with the literature. The results demonstrate the superiority of the proposed

dual-domain image cryptosystem over other work in the literature.

5.3.3 Correlation Coefficient of Adjacent Pixels

The general correlation coefficient is a practical mathematical tool for calculating the

overall dependency between the tested pixels. However, in some cases, it fails to deter-

mine a good insight into the local dependency [76]. Thus, the author in [77] proposed

a solution for this problem by introducing horizontal, and vertical correlation coeffi-
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Table 5.2: General correlation coefficient results between plain images with different
sizes and their corresponding ciphered ones.

Image Proposed
Scheme

Peppers
512× 512

1.7876× 10−05

Mandrill
512× 512

8.4977× 10−05

Boat
512× 512

1.0791× 10−04

Lena
256× 256

−2.8612× 10−04

Cameraman
256× 256

1.4863× 10−04

Table 5.3: General correlation coefficient results between plain and ciphered image
pixels for the” Lena” image compared with the literature.

General
Correlation
Coefficients

Proposed Scheme
( Lena 256× 256)

[75] [21] [20]

−2.8612 × 10−04 3× 10−4 1.5× 10−3 1.7× 10−3

cients as more efficacious approaches. Therefore, this paper adapts this approach to

compute the horizontal, vertical, and diagonal correlation coefficients between adja-

cent pixels within the ciphered image. Mathematically, the vertical, horizontal, and

diagonal correlation coefficients between adjacent pixels can be expressed respectively,

as follows [77]:

rV (c, c) =
∑M−1

i=1

∑N
j=1(c(i,j)−E(c))(c(i+1,j)−E(c))√∑M−1

i=1

∑N
j=1(c(i,j)−E(c))

2 ∑M−1
i=1

∑N
j=1(c(i+1,j)−E(c))

2 , (5.20)
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rH(c, c) =
∑M

i=1

∑N−1
j=1 (c(i,j)−E(c))(c(i,j+1)−E(c))√∑M

i=1

∑N−1
j=1 (c(i,j)−E(c))

2 ∑M
i=1

∑N−1
j=1 (c(i,j+1)−E(c))

2 , (5.21)

rD(c, c) =
∑M−1

i=1

∑N−1
j=1 (c(i,j)−E(c))(c(i+1,j+1)−E(c))√∑M−1

i=1

∑N−1
j=1 (c(i,j)−E(c))

2 ∑M−1
i=1

∑N−1
j=1 (c(i+1,j+1)−E(c))

2 , (5.22)

where M is the height of the ciphered image, N is the width of the ciphered image, i

and j are the pixel indices of the ciphered image. E(c) is the expectation of ciphered

image pixels’ values.

As shown in Table 5.4, the correlation coefficients of the adjacent pixels exhibit ad-

vantageous values. Furthermore, Table 5.5 shows a comparison between the proposed

dual-domain image cryptosystem and literature in terms of the correlation coefficients

of adjacent pixels. The comparison is done using the Ciphered version of the ”Cam-

eraman” image. Accordingly, the proposed cryptosystem demonstrates better results

than other work in terms of vertical, horizontal correlation coefficients. But,the cryp-

tosystem in [22] is better in the diagonal correlation coefficient. Despite that, the

performance of the proposed cryptosystem is very close to the cryptosystem in [22].

Table 5.4: Results for correlation coefficients of adjacent pixels for multiple ciphered
images.

Image Plain Image Ciphered Image
Horizontal Vertical Diagonal Horizontal Vertical Diagonal

Peppers
512× 512

0.9791 0.9767 0.9638 3.5055× 10−05 3.8669× 10−07 −5.294× 10−05

Mandrill
512× 512

0.7586 0.8665 0.7261 1.2469× 10−04 2.0493× 10−05 1.7773× 10−05

Boat
512× 512

0.9787 0.9630 0.9458 −4.6101× 10−06 −4.6162× 10−05 −6.9288× 10−06

Lena
256× 256

0.9695 0.9401 0.9180 −2.4894× 10−04 2.4062× 10−05 −2.4323× 10−04

Cameraman
256× 256

0.9592 0.9335 0.9087 −1.2941× 10−04 −1.5704× 10−05 1.3730× 10−04
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Table 5.5: Results for correlation coefficients of adjacent pixels for the ciphered version
of ”Cameraman” image compared with the literature .

Encryption
Scheme

Ciphered Image
(Cameraman 256× 256)

Horizontal Vertical Diagonal
Proposed −1.2941 × 10−04 −1.5704 × 10−05 1.3730× 10−04

[23] -0.0003 -0.0039 0.0037
[22] -0.01041 -0.00337 -0.00011
[45] -0.001211 -0.006940 -0.0004557
[26] 0.0018 -0.0014 -0.0181
[78] 0.0010 -0.0016 -0.0123
[79] 3.361× 10−1 3.802× 10−1 −2.711× 10−1

5.3.4 Correlation Coefficient between Plain and Ciphered Im-

ages

One of the essential metrics for evaluating the effectiveness of encryption schemes is

the correlation coefficient between plain and ciphered images [5]. This metric serves

as an indicator of the degree of association between both of them. However, as we

discussed before, the reliability of the general correlation coefficient alone may not

yield sufficient insights into the encryption local’s association quality. Hence, the

conduction of the correlation coefficient between plain images and encrypted images

vertically, horizontally, and diagonally is introduced, which is expressed by the fol-

lowing equations, respectively [23]:

rV (p, c) =
∑M−1

i=1

∑N
j=1(p(i,j)−E(p))(c(i+1,j)−E(c))√∑M−1

i=1

∑N
j=1(p(i,j)−E(p))

2 ∑M−1
i=1

∑N
j=1(c(i+1,j)−E(c))

2 , (5.23)

71



rH(p, c) =
∑M

i=1

∑N−1
j=1 (p(i,j)−E(p))(c(i,j+1)−E(c))√∑M

i=1

∑N−1
j=1 (p(i,j)−E(p))

2 ∑M
i=1

∑N−1
j=1 (c(i,j+1)−E(c))

2 , (5.24)

rD(p, c) =
∑M−1

i=1

∑N−1
j=1 (p(i,j)−E(p))(c(i+1,j+1)−E(c))√∑M−1

i=1

∑N−1
j=1 (p(i,j)−E(p))

2 ∑M−1
i=1

∑N−1
j=1 (c(i+1,j+1)−E(c))

2 , (5.25)

where p is the plain image, c is the ciphered image, M is the height of the image, N

is the width of the image, i and j are the pixel indices. E(c) is the expectation of

ciphered image pixels’ values. E(p) is the expectation of plain image pixels’ values.

Table 5.6 presents the correlation coefficients between plain images’ pixels and

their corresponding ciphered ones. Results show very small values in all three types of

correlation, which indicates favorable behavior. Finally, Table 5.7 demonstrates the

superiority of the proposed dual-domain image cryptosystem over the cryptosystems

in [23], [22] in all three types of correlation: vertically, horizontally, and diagonally.

Table 5.6: Results for correlation coefficients between plain images and their corre-
sponding ciphered images pixels .

Image Correlation Coefficients of Plain and Cipher Images
Horizontal Vertical Diagonal

Peppers
512× 512

3.8290× 10−05 2.0993× 10−05 3.6141× 10−05

Mandrill
512× 512

1.5174× 10−04 6.7722× 10−05 1.2088× 10−04

Boat
512× 512

−1.0554× 10−04 −4.9991× 10−05 −7.1404× 10−05

Lena
256× 256

−9.7588× 10−05 −9.9300× 10−05 −1.4385× 10−04

Cameraman
256× 256

9.8938× 10−05 1.1843× 10−04 1.2306× 10−04
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Table 5.7: Results for the coefficients of correlation between plain and ciphered pixels
for the ” Peppers ” image compared with the literature.

Encryption
Scheme

Ciphered Image
(Peppers 512× 512)

Horizontal Vertical Diagonal
Proposed 3.8290 × 10−05 2.0993 × 10−05 3.6141 × 10−05

[23] 0.0023 -0.0025 0.0002
[22] -0.00395 -0.00341 -0.00392

5.3.5 Histogram Visualization

One of the most effective tests to mitigate statistical attacks is the study of the

distribution of pixels over grayscale values (in the case of grayscale images) [80]. The

histogram distribution provides an overall view of this matter. The horizontal axis

of the histogram defines the value of the grayscale. In addition, the vertical axis

specifies the frequency of grayscale values [81]. If a ciphered image appears to have a

histogram distribution that its behavior could be considered approximately uniform,

we can regard it to demonstrate favorable characteristics [82].

Table 5.8 demonstrates the histogram distribution for various plain images: Pep-

pers, Mandrill, Boat, and Cameraman and their perspective ciphered version. The

results show a uniform behavior from all the encrypted images, which demonstrates

the capability of the proposed dual-domain image cryptosystem to mitigate histogram

distribution-based statistical attacks.
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Table 5.8: Histogram distribution results for multiple plain images, and their corre-
sponding ciphered ones

Image Name
&

Dimension
Plain Image Histogram Ciphered Image Histogram

Peppers
512x512

0

1000

2000

3000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

Mandrill
512x512

0

1000

2000

3000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

Boat
512x512

0

2000

4000

0 50 100 150 200 250

0

1000

2000

0 50 100 150 200 250

Cameraman
256x256

0

500

1000

1500

0 50 100 150 200 250

0

200

400

600

0 50 100 150 200 250

5.3.6 Chi-Square Test

The uniformity of the histogram distribution of the ciphered image is an important

encryption quality metric. One way to quantify it is the chi-square metric which

mathematically can be expressed as follows:

χ2 =
Imax + 1

M ×N
×

Imax∑
i=0

(hi −
M ×N

Imax + 1
)2, (5.26)

where, Imax is the maximum value of the color intensity; in which for the grayscale

case Imax = 255, M × N is the total number of pixels in the ciphered image, and hi

is the histogram value at the color intensity level i.
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Furthermore, for the case of grayscale images and using the chi-square table and

choosing the level of significance at α = 0.05, the threshold value will be χ2
0.05 =

293.2478. Following the work in [83], a ciphered image with χ2 < χ2
0.05 is considered

to exhibit an approximate uniform histogram distribution.

As shown in Table 5.9, all the tested ciphered images by the proposed dual-domain

cryptosystem pass the conditional chi-square test. Table 5.10 shows a comparison

between the proposed cryptosystem and literature in terms of the Chi-square test

performed on the ciphered version of the ”Peppers” image. The presented results

demonstrate the superiority of the proposed cryptosystem over its corresponding in

the literature.

Table 5.9: Chi-square test results.

Image χ2 Passed
(χ2

0.05 < 293.2478)
Peppers
512× 512

262.8710 ✓

Mandrill
512× 512

260.1077 ✓

Boat
512× 512

262.5383 ✓

Lena
256x256 259.8783 ✓

Cameraman
256x256 257.5842 ✓

Average 260.5959 ✓

5.3.7 Uniformity Deviation Test

Another metric that provides insight into the uniformity of the histogram distribu-

tion is the uniformity deviation DU . This metric quantifies the amount of deviation
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Table 5.10: Chi-square test results of the ciphered version of the ”Peppers” image
comparing the proposed cryptosystem with existing literature.

Encryption
Scheme

χ2

(Peppers 512× 512)
Proposed 262.8710

[23] 286.742
[78] 271.2109
[84] 267.78

presented from each color intensity level from its ideal value. Mathematically, it can

be expressed as follows [85]:

DU =
1

M ×N
×

255∑
i=0

∆i, (5.27)

where ∆i is the amplitude of the absolute difference between the actual histogram

value of the ith color intensity level of the ciphered image and its corresponding ideal

value, and M ×N is the total number of pixels.

For an 8-bit grayscale ciphered image, the ideal histogram value of ith color inten-

sity level can be calculated as follows:

Hideal =


0 if 0 > i > Imax

M×N
Imax+1

if 0 ≤ i ≤ Imax

(5.28)

where Imax is the maximum value of the color scale intensity; in which for the grayscale

case Imax = 255.

Table 5.11 shows the uniformity deviation results for different grayscale test im-
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ages. The results illustrate that the ciphered images’ distributions slightly deviate

from the ideal uniform distribution, which is considered a favorable behavior.

A comparison between the proposed cryptosystem and literature based on the

uniformity deviation test performed on the ciphered version of the ”Peppers ” image

is presented in Table 5.12. Results show the superiority of the proposed dual-domain

cryptosystem over other cryptosystems in [23], [86], [85].

Table 5.11: Uniformity deviation results for different grayscale test images.

Image DUH
Peppers
512× 512

0.0304

Mandrill
512× 512

0.0293

Boat
512× 512

0.0292

Lena
256× 256

0.0535

Cameraman
256× 256

0.0554

Average 0.0396

5.3.8 Histogram Deviation Test

The histogram deviation test is a metric that determines the amount of deviation

between the histogram distribution of the plain image and its corresponding ciphered

one. Large values for this metric are more favorable. This metric can be calculated
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Table 5.12: Uniformity deviation test results of the ciphered version of the ”Peppers”
image comparing the proposed cryptosystem with existing literature.

Encryption
Scheme

DUH
(Peppers 512× 512)

Proposed 0.0304
[23] 0.0315
[86] 0.0917
[85] 0.0502

by summing the absolute differences between the histogram values of the plain and

ciphered images at each pixel value and normalizing it by the total number of pixels.

The histogram deviation test is expressed mathematically as [87]:

HD =

(
δ0+δ255

2
+
∑254

i=1 δi
)

M ×N
, (5.29)

where M ×N indicates the total number of pixels and δi represents the amplitude of

the absolute difference between the histogram values of the plain and ciphered images

at the ith color intensity level.

As shown in Table 5.13, the proposed dual-domain image cryptosystem outper-

forms the other encryption schemes in [20], [23], [22] in all the tested ciphered images

indicating the superiority of the proposed cryptosystem in this metric.

5.3.9 Irregular Deviation Test

The irregular deviation metric quantifies the level of irregularity appearing in the

encrypted image. Hence, achieving a minimal value for this metric is preferable [20].
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Table 5.13: Histogram deviation results for different test images

Image Proposed
Scheme

Literature
[20] [23] [22]

Peppers
512× 512

0.5591 0.4517 0.2665 0.558

Mandrill
512× 512

0.7690 - 0.461 0.759

Boat
512× 512

0.8594 0.4591 - -

Lena
256× 256

0.5838 - - 0.285

Cameraman
256× 256

0.9829 0.0681 0.2456 0.248

This metric is calculated as follows[20]:

ID =

∑255
0 D(i)

M ×N
, (5.30)

where D(i) = |H (i)− E(H)|, H is the histogram for the absolute value difference

between the ciphered image and its corresponding plain one, E(H) is the expectation

of H, and M ×N indicates the total number of pixels.

As shown in Table 5.14, the proposed dual-domain image cryptosystem outper-

forms the other encryption schemes in [20], [23], [22] for the Boat and Lena images.

However, the encryption scheme in [22] surpasses the proposed cryptosystem for the

Peppers image. In addition, the encryption scheme in [23] outperforms the proposed

system for the Mandrill and Cameraman images.
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Table 5.14: Irregular deviation results for different test images

Image Proposed
Scheme

Literature
[20] [23] [22]

Peppers 0.6379 0.7623 0.3488 0.3222
512× 512
Mandrill
512× 512

0.7261 - 0.2285 0.3105

Boat
512× 512

0.6378 0.711 - -

Lena
256× 256

0.6141 - - 1.4719

Cameraman
256× 256

0.6037 0.7299 0.1226 0.4990

5.3.10 Mean Square Error Test

One major goal for any image cryptosystem is to maximize the ambiguity between

the plain image and its corresponding ciphered one. Hence, one metric to measure

the degree of this ambiguity is the Mean Square Error (MSE). This metric calculates

the square of the difference of the pixels’ values between the plain and ciphered image

averaged on their number. MSE can be defined as follows:

MSE =

∑M
j=1

∑N
i=1(P (j, i)− C(j, i))2

M ×N
(5.31)

where M × N is the image’s total number of pixels, P is the plain image, C is the

ciphered image, and (j, i) is the indices of a pixel in the tested image. Generally, an

image cryptosystem exhibits an advantageous behavior if its MSE value is greater

than or equals 30dB [88].

Table 5.15 shows MSE values for different test images indicating a favorable be-

havior. A comparison between the presented cryptosystem and literature in terms of
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the Mean Square Error (MSE) test performed on the plain and ciphered version of

the ” Mandrill ” image is shown in Table 5.16. Results show that the dual-domain

proposed cryptosystem exhibits the best behavior compared to cryptosystems in [23],

[22], [45].

Table 5.15: Mean Square Error (MSE).

Image MSEdB
Peppers 78.4284
512× 512
Mandrill 77.1403
512× 512

Boat 78.2977
512× 512

Lena 79.0453
256× 256

Cameraman 79.4422
256× 256

Table 5.16: Mean Square Error (MSE) test results of the ciphered version of the
”Mandrill” image comparing the proposed cryptosystem with existing literature.

Encryption
Scheme

MSE dB
(Mandrill 512× 512)

Proposed 77.1403
[23] 46.0304
[22] 39.67941
[45] 76.8145

5.3.11 Global Entropy Test

Global entropy is a statistical examination aimed at assessing the level of unpre-

dictability and randomness characterizing the pixel data through an entire image.
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Claude Shannon initially introduced this fundamental concept in 1948 [89]. It was in-

troduced in the domain of communication systems to serve as a quantitative measure

of uncertainty. A ciphered image exhibiting a higher entropy value tends to provide

a more effective hiddenness of the underlying plain image compared to others with

lower entropy. Mathematically, entropy is expressed as follows [19]:

GE(y) =
2S−1∑
i=0

P (yi) log2

1

P (yi)
, (5.32)

where, GE(y) is the value of global entropy in bits, P (yi) is the probability that

yi occurs, and N is number of bits required to represent one pixel. For an ideal

scenario where each grayscale level is equiprobable, represented with 8 bits for each,

the benchmark value for the global entropy is calculated from the abovementioned

equation as follows:

GE(benchmark) =
255∑
i=0

(log2 256)×
1

256
= 8 (5.33)

As a result, the global entropy for a ciphered image is considered favorable as it

approaches 8. On the other hand, a ciphered image that exhibits a low global entropy

value is regarded as vulnerable to brute-force attacks.

Table 5.17 demonstrates the results for the global entropy test implemented on

the ciphered versions of multiple plain images. As illustrated in Table 5.18, the pro-

posed dual-domain image cryptosystem exhibits the most favorable value compared

to encryption schemes in [75], [21], [20], [45], [13], [78], [26] for the ciphered version of
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” Lena” image.

Table 5.17: Global entropy results for different test images

Image Plain
Image

Proposed
Scheme

Peppers
512× 512

7.5925 7.9976

Mandrill
512× 512

7.3579 7.9976

Boat 7.1238 7.9980
512× 512

Lena 7.5683 7.9985
256× 256

Cameraman
256× 256

7.0097 7.9966

Table 5.18: The Global Entropy results for the ciphered version of ” Lena” image
compared with the literature

Encryption
Scheme

Global Entropy
(Lena 256x256)

Proposed 7.9985
[75] 7.9977
[21] 7.7190
[20] 7.7771
[45] 7.9976
[13] 7.9826
[26] 7.9920
[78] 7.9975

5.3.12 Differential Analysis

Differential attacks examine how the difference between two pairs of inputs, which are

applied to an exclusive OR operation, results in a difference between the corresponding

83



outputs. Such attacks could be a helpful tool for an attacker to extract confidential

data such as the secret key and plain image from its corresponding ciphered one.

Therefore, to test the immunity of cryptosystems against such attacks, two proposed

metrics have been suggested in the literature: the Unified Averaged Changed Intensity

(UACI) and the Number of Changing Pixel Rate (NPCR) [90].

Consider P1 and P2, as two plain images. Each one has a total number of pixels

M × N . The only difference between both of them is the value of one pixel. Let C1

and C2 be the corresponding ciphered versions of P1 and P2, respectively. The UACI

and NPCR are mathematically expressed as follows:

UACI =
1

M ×N

[∑
i,j

C1(i, j)− C2(i, j)

Imax

]
× 100%, (5.34)

NPCR =

∑
i,j f(i, j)

M ×N
× 100%, (5.35)

f(i, j) =


1 if C1(i, j) ̸= C2(i, j)

0 if C1(i, j) = C2(i, j)

(5.36)

where Imax is the maximum value of the color scale intensity; in which for the grayscale

case Imax = 255.

Moreover, the calculation of the UACI and NPCR tests’ values necessitates the

exploitation of benchmark values or ranges to evaluate their effectiveness. This is-

sue has been investigated in [91], where the authors introduced the threshold value

NPCR|∗α for ciphered images with different sizes. This threshold value is expressed
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as follows:

NPCR|∗α =
−[T × Φ−1(α)] + Imax

1 + Imax

, (5.37)

T = [
Imax

N ×M
]0.5, (5.38)

where Φ−1(α) is the inverse cumulative density function of the normal distribution

N (0, 1), and α is the level of significance. Hence, a ciphered image exhibits a favorable

NPCR if its value is greater than or equals NPCR|∗α.

As for the UACI test, the authors in [91] presented two threshold values UACI|∗−α

and UACI|∗+α to define the critical interval. These thresholds are expressed as follows:


UACI∗−α = µuaci − Φ−1(0.5α)× σuaci

UACI∗+α = µuaci + Φ−1(0.5α)× σuaci,

(5.39)

µuaci =
2 + Imax

3× (1 + Imax)
(5.40)

σ2
uaci =

(I2max + 2Imax + 3) (Imax + 2)

N ×M × 18(Imax + 1)2 × Imax

(5.41)

A selection of α = 5 × 10−2 is made for the calculations of the threshold values.

Table 5.19 demonstrates the values of the UACI and NPCR tests applied over several

test images with different sizes. The results show that all the values are within the

favorable ranges indicating the capability of the proposed dual-domain image cryp-

tosystem to mitigate differential attacks successfully.

85



Table 5.20 provides a comparison among the proposed dual-domain image cryp-

tosystem and multiple cryptosystems in [23], [22], [20], [26], [78]. The illustrated

results show the superiority of the proposed cryptosystem over other compared work.

Table 5.19: UACI and NPCR results for different ciphered images

Image
Proposed
Scheme NPCR ≥ NPCR|∗α UACI|∗−α ≤ UACI ≤ UACI|∗+α

NPCR UACI NPCR∗0.05 = 99.5893% UACI|∗−0.05 , UACI|∗+0.05 = (33.3730%, 33.5541%)
Peppers
512× 512

99.656 33.53 ✓ ✓

Mandrill
512× 512

99.623 33.554 ✓ ✓

Boat
512× 512

99.622 33.491 ✓ ✓

Image
Proposed
Scheme NPCR ≥ NPCR|∗α UACI|∗−α ≤ UACI ≤ UACI|∗+α

NPCR UACI NPCR∗0.05 = 99.5693% UACI|∗−0.05 , UACI|∗+0.05 = (33.2824%, 33.6447%)
Lena

256× 256
99.624 33.492 ✓ ✓

Cameraman
256× 256

99.639 33.54 ✓ ✓

Table 5.20: Comparison between proposed dual-domain cryptosystem and its corre-
sponding in literature in terms of UACI and NPCR results

Image
Proposed Scheme

Literature
[20] [23] [22] [26] [78]

NPCR UACI NPCR UACI NPCR UACI NPCR UACI NPCR UACI NPCR UACI
Peppers
512x512

99.656 33.53 99.526 24.204 99.621 33.486 99.641 33.453 - - 99.608 33.475

Mandrill
512x512

99.623 33.554 - - 99.612 33.553 99.605 33.437 99.609 33.326 99.589 33.548

Boat
512x512

99.622 33.491 99.173 22.37 99.617 33.491 - - 99.519 33.365 99.579 33.487

Lena
256x256

99.624 33.492 99.76 26.48 - - 99.619 33.485 99.626 33.462 99.617 33.451

Cameraman
256x256

99.639 33.54 98.942 25.937 99.636 33.391 99.604 33.485 99.616 33.054 99.600 33.386
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5.3.13 Analysis of Ciphered Image Randomness

NIST SP800 is a set of policies that measures the secrecy of data released by the Na-

tional Institute of Standards and Technology (NIST) that is currently an authoritative

reference utilized by a broad number of information security experts [92], [93].

For the purpose of evaluating the randomness and unpredictability of a given

sequence, this work utilizes the NIST SP 800-22 test suite [94]. The adapted suite

execute 15 different test in which a pvalue ∈ [0, 1] is obtained from each test. Moreover,

a sequence passes a test successfully, if its pvalue > 0.01.

To generate the tested sequence, we utilized 103 secret keys to produce their cor-

responding ciphered image. Each consequence key is different from the previous one

by one bit. Hence, we have 103 sequences, each is (512× 512× 8) bit in length. This

approach has been adapted to produce large enough sequences to be used by the test

suit and to test the key sensitivity.

Table 5.21 demonstrates the results of the 15 tests for the ciphered version of the

”Mandrill” image. Results demonstrate that the ”Mandrill” image passed successfully

all the 15 tests. Results also indicate that the proposed dual-domain image cryptosys-

tem exhibits sensitive behavior to any small variations in the secret key, even in the

range of one bit.

5.3.14 Immunity Analysis Against Cryptanalytic Attacks

In a general context, a cryptosystem must retain the ability of not restoring the plain

image from its corresponding ciphered one in the case of using any other key than the
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Table 5.21: Tests’ results of randomness for the ciphered 512× 512 ”Mandrill” image.

Sub-test pvalue
Passed

(pvalue > 0.01)
Frequency 0.350485 ✓

Block Frequency 0.739918 ✓
Cumulative Sums 0.350485 ✓

Runs 0.122325 ✓
Longest Run of Ones 0.017912 ✓

Rank 0.534146 ✓
FFT 0.350485 ✓

Non-Overlapping Template 0.911413 ✓
Overlapping Template 0.739918 ✓

Universal 0.911413 ✓
Approximate Entropy 0.213309 ✓
Random Excursions 0.739918 ✓

Random Excursions Variant 0.911413 ✓
Serial 0.534146 ✓

Linear Complexity 0.739918 ✓

secret one. Nevertheless, in the realm of cryptography, it is likely for some kinds of

attacks (without the knowledge of the right key) to perform specialized approaches

via iterative experimentation to acquire the plain image. In order to achieve these

kinds of attacks, it’s essential to have efficacious information about the cryptosystem

and its related components. As a result, referring to the information type used to

perform the attack, a division into a number of categories is obtained. An illustration

of some of these attacks is held throughout this section [95], [96], [97]:

• Ciphertext-only attack (COA): This attack occurs when an attacker seeks
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to estimate the plain image or the used secret key, just by examining the ci-

phered image. However, in this type of attack, the attacker’s attempts to extract

the abovementioned information will eventually fail if the cryptosystem provides

strong enough statistical randomness outcomes free from any patterns or biases.

As shown in Section 5.3.13, the proposed dual-domain image cryptosystem man-

aged to pass the statistical tests of NIST, indicating its resilience against such

an attack.

• Chosen-plaintext attack (CPA) and Known-plaintext attack (KPA):

The attacker can perform the KPA if he successfully possesses a large number of

plaintexts and their corresponding ciphered ones without holding the capability

of choosing. The CPA holds the same procedure as KPA but with the flexibility

of choice. Thus it is more practical. In general, showing the susceptibility of a

cryptosystem against KPA implies its vulnerability to CPA [98]. The proposed

dual-domain image cryptosystem has the advantage of performing keyed con-

fusion and diffusion operations. Therefore, the proposed dual-domain chaotic

image cryptosystem holds the ability to mitigate any type of attack that tries

to mimic the corresponding cryptosystem’s processes.

For instance, when the attacker wants to use algebraic attacks to attack a sys-

tem based on S-boxes, they can illustrate the nonlinear process using a set of

equations algebraically [99]. However, in the case of the proposed dual-domain

image cryptosystem, it substitutes each pixel in the plain image diligently based

on a secret key, which ensures that the same pixels’ values are assigned to dif-
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ferent indices. Herby, this prevents the adversary from formulating the set of

equations. Moreover, the attacker will need to deduce the equations for different

plain images that differ in size. As a result of the dynamicity and randomness

of the procedure of substitution in the proposed dual-domain image cryptosys-

tem [100], we conclude by stating the resilience of the proposed cryptosystem

to such algebraic attacks. In the case of differential attacks, results in Section

5.3.12 shows the proposed dual-domain image cryptosystem’s ability to resist

such an attack.

Moreover, the proposed dual-domain image cryptosystem is tested using ” All

Black” and ”All White” images against KPA and CPA. As shown in Fig.5.2, the

ciphered versions of ”All White” and ” All Black” images exhibit a very noisy

behavior, indicating the capability of the proposed cryptosystem to mitigate

CPA and KPA.

5.3.15 Time Consumption Analysis

In Cryptography, cryptosystems’ algorithms should be efficient in terms of time con-

sumption. However, this should not be at the cost of either the security or quality

of the obtained ciphered image [101], [102]. Hence, this section introduces a time

consumption analysis for the proposed dual-domain image cryptosystem.

Table 5.22 demonstrates the time consumption results for multiple test images

with various sizes. Simulation results illustrate that the proposed dual-domain image

cryptosystem exhibits satisfactory consumption in processing time. thus, this indicates
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(a) Plain image ”All White” (b) Ciphered version of ”All White”

(c) Plain image ”All Black” (d) Ciphered version of ”All Black”

Figure 5.2: Results for the ”All White” and ”All Black” images and their ciphered
version.

its time consumption efficiency.

The comparison in Table 5.23 displays the processing time required to execute the

proposed encryption scheme along with other schemes mentioned in the literature.

The evaluation is conducted on a ”Lena” image with dimensions of 256 × 256. The

proposed cryptosystem is compared with cryptosystems presented in [22], [45], [103],
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implemented using machines with the following specifications respectively, Core i5

with 8GB RAM, Core(TM) i5-7200U CPU at 2.5 GHz with 8GB RAM, and Core i5

CPU at 3.6 GHz, with 8GB RAM. The results indicate that the proposed encryption

scheme consumes less time compared to other schemes.

Table 5.22: Time consumption results for multiple test images.

Image Time
(sec)

Peppers
512× 512

0.6314

Mandrill
512× 512

0.6490

Boat
512× 512

0.6144

Lena
512× 512

0.6412

Lena
256× 256

0.1638

Cameraman
256× 256

0.1654

Table 5.23: Time consumption test results performed on 256 × 256 ”Lena” image
comparing the proposed cryptosystem with existing literature.

Time (s)
Proposed Scheme
( Lena 256x256) [22] [45] [103]

0.1638 0.3234 2.1743 1.9134

5.3.16 Comparative Analysis of Dual-Domain Chaotic Image

Cryptosystem with Different Wavelets

Table 5.24, shows the results of the dual-domain chaotic image cryptosystem using two

different wavelet transforms, namely Bior3.7 and Haar wavelets. Various encryption

performance metrics have been calculated for the resulting ciphered images using
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repetitively pseudorandomly choosing different keys following the procedure presented

at the beginning of this section. As shown in Table 5.24, on average, the cryptosystem

that adapted the Bior3.7 wavelet outperformed the one that adapted the Haar wavelet

for all metrics except the UACI.

Table 5.24: Comparative Analysis of Dual-Domain Chaotic Image Cryptosystem with
Different Wavelets

Image Wavelet Correlation
Coefficient HD Entropy χ2 NPCR UCAI

Peppers Bior3.7 1.7876 × 10−05 0.5591 7.9976 262.8710 99.656 33.53
512× 512 Haar 1.8553× 10−04 0.5507 7.9978 308.9420 99.366 32.955
Mandrill Bior3.7 8.4977 × 10−05 0.7690 7.9976 260.1077 99.623 33.554
512× 512 Haar 2.8188× 10−04 0.7515 7.9979 267.2330 99.510 31.873

Boat Bior3.7 1.0791 × 10−04 0.8594 7.9980 262.5383 99.622 33.491
512× 512 Haar 3.5300× 10−04 0.8589 7.9978 303.1819 99.346 34.800

Lena Bior3.7 −2.8612 × 10−04 0.6838 7.9985 259.8783 99.624 33.492
256× 256 Haar 2.9971× 10−04 0.6449 7.9978 315.7140 99.604 33.416

Cameraman Bior3.7 1.4863 × 10−04 0.9829 7.9966 257.5842 99.639 33.54
256× 256 Haar 8.2273× 10−04 0.9808 7.9963 291.9606 99.442 36.583
Average Bior3.7 1.613 × 10−04 0.7708 7.9977 260.5959 99.6328 33.5214

Haar 3.886× 10−04 0.7574 7.9975 297.4063 99.4536 33.9254

5.4 Chapter Summary

In conclusion, the confidentiality of multimedia data is a major concern in the realm

of cybersecurity. This chapter has delved into the chaotic image ciphers as a potential

solution to this issue. While previous research has explored chaotic image encryption

in various transformation domains, such as spatial, discrete Fourier transform, and

wavelet transform, it has been observed that frequency-based cryptosystems, while

exhibiting favorable confusion properties, fall short in terms of diffusion properties

and succumb to certain statistical vulnerabilities, rendering them susceptible to a
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range of attacks.

In response to these challenges, this work has introduced a dual-domain image

cryptosystem, combining the wavelet and spatial domains, and proposed an innova-

tive diffusion process within the wavelet domain. This new approach addresses the

issue of weak resilience against statistical, analytical, and differential attacks. Notably,

the proposed diffusion process in the wavelet domain is computationally more efficient

than existing wavelet domain-based methods, as it operates on only 1/16 of the plain

image pixels. Furthermore, this cryptosystem effectively resolves the bell-shaped his-

togram problem associated with frequency-based cryptosystems, as verified through

visual and objective examinations using various performance metrics in simulation

results. Additionally, this research introduced a novel key-dependent chaotic variable

generator for generating the necessary chaotic variables for an enhanced chaotic map.

The results used for the evaluation of the proposed cryptosystem, compared to

state-of-the-art methods, demonstrate its superiority across a spectrum of performance

metrics, including visual tests, various correlation coefficients, histogram visualization,

histogram deviation, irregular deviation, mean square error, chi-square test, global en-

tropy, as well as analyses related to differential attacks, standard randomness test,

cryptanalysis, and time consumption. These findings collectively underscore the effi-

cacy and robustness of the proposed approach in enhancing the security and secrecy

of multimedia data.
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CHAPTER 6

CONCLUSIONS &

RECOMMENDATIONS

6.1 Conclusions

In conclusion, protecting the confidentiality of multimedia data remains a noteworthy

focal point within the cybersecurity domain. As the development of new multimedia

applications continues, so does the imperative for enhanced security measures.

This thesis has investigated the realm of chaotic image ciphers as a potential rem-

edy for this ongoing concern. While earlier research has explored chaotic image en-

cryption across various transformation domains, including spatial, DFT, and wavelet

transform, it has been evident that frequency-based cryptosystems while demonstrat-

ing favorable confusion properties, exhibit deficiencies in diffusion properties. They

also fail to specific statistical vulnerabilities, leaving them open to various types of

attacks. Additionally, some of these systems manifest non-uniform histograms.

In response to these challenges, this thesis has introduced two potential solutions.
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The first work presented an enhanced block cipher image cryptosystem, featuring

multiple operational modes founded on the bit reversal concept, incorporating a 2D

chaotic baker map and DFT. The experimental results have demonstrated the supe-

riority of the proposed enhancement across various quality metrics. Notably, it has

successfully achieved uniform histograms in the MCFB and OFB modes, along with

a substantial enhancement in resistance against differential attacks.

The second work presented a dual-domain image cryptosystem, combining the

wavelet and spatial domains, and introduced a novel diffusion process within the

wavelet domain. This novel approach addresses the issue of weak resilience against

statistical, analytical, and differential attacks. Remarkably, the proposed diffusion

process in the wavelet domain stands out for its computational efficiency, operating on

only 1/16 of the plain image pixels. Furthermore, this cryptosystem effectively resolves

the bell-shaped histogram problem associated with frequency-based cryptosystems,

as validated through visual and objective examinations utilizing diverse performance

metrics within simulation results. Furthermore, this research has introduced a novel

key-dependent chaotic variable generator, which facilitates the generation of essential

initial conditions and control parameters for an enhanced chaotic map.

The results of this work are used to evaluate the proposed cryptosystem, com-

pared to state-of-the-art methods. These results have showcased its superiority across

a wide spectrum of performance metrics, encompassing visual examinations, numerous

correlation coefficients, histogram analysis, deviation assessments, mean square error,

chi-square tests, global entropy, and examinations related to differential attacks, stan-

dard randomness tests, cryptanalysis, and time efficiency. Collectively, these findings
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emphasize the effectiveness and resilience of the proposed approach in strengthening

the security and confidentiality of multimedia data.

The proposed approaches are not without limitations, however. One potential

limitation is that the tested images for the proposed cryptosystems were only grayscale

images. Another limitation of this research is the use of pre-known confusion processes.

These limitations can be addressed, for example, by the use of different types of

images, such as colored images. In addition, a study can be conducted to design novel

customized confusion processes for various transformation domains. This could be

done, for instance, by the aid of machine learning.

6.2 Recommendations

In light of the findings presented in this thesis, it is advisable to explore further

research in the following points:

• Customized confusion processes: More detailed research can be conducted on

designing customized confusion processes for different transformation methods.

This can be achieved with the help of machine learning.

• Designing asymmetric transform-based chaotic cryptosystems: this is an inter-

esting research direction, which has the potential to extend the transform-based

chaotic cryptosystems to wider applications in the realm of cybersecurity.

• Various data types: More effort can be spent to generalize these transform-based

image cryptosystems, so they can be able to cipher other data types, such as
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audio files.

In conclusion, transform-based image cryptosystems show great potential in securing

multimedia, yet there remains room for improvement in their design. These sugges-

tions lay the foundation for further exploration in this field of research.
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