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Due to cost constraints, security countermeasures are usually overlooked in Internet of

Things (IoT) devices, which create several loopholes for malicious software (malware)

attacks. Even worse, malware worms can exploit direct device-to-device connectivity

to stealthily spread among many IoT devices creating a malware epidemic. Compro-

mising many IoT devices, each denoted as a bot, creates a botnet that can be exploited

by adversaries to launch large-scale attacks with cyber (e.g., denial of service and ran-

somware) and physical (e.g., equipment sabotage and electrical blackout) consequences.

Randomized patching is a viable and cost-effective countermeasure to thwart large-scale

botnet formation in IoT. However, the optimal patching rate should be sought to bal-

ance the trade-off between network operation and security. In this thesis, we aim to

account for the intrinsic spatial degree (i.e., number of directly connected neighbors)
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correlation among the IoT devices in the patching rate optimization problem. Numer-

ical results show that overlooking the degree correlation deteriorates network security

and violates operational constraints. Moreover, spatial firewalls are high-end wireless

devices that can be used to immunize groups of devices in proximity to each other. In

this thesis, we study the effect of deploying spatial firewalls on the optimal patching

rates. The results show that deploying firewalls leads to a general decrease in the

optimal patching rates over all degrees and the patching becomes more concentrated

on the lower-degree devices.
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الرسالة ملخص

محمد ابٔوعبيدة السائح منذر الاسم:

المرضية. الجائحة نماذج بإستخدام الاشٔياء انترنت شبكة في الفيروسات تفشي دراسة الدراسة: عنوان

الإتصالات هندسة التخصص:

1444 شعبان، العلمية: الدرجة تاريخ

الشبكة في ضعف نقاط وجود الٕى يؤدي قد مما الاشٔياء انٕترنت شبكة في السيبرياني بالامٔان الإهتمام المصنعون يهمل قد اقٕتصادية، لاسٔباب نظرا

استخدام هو سوءا المشكلة يضاعف ومما الإلكترونية. الاجٔهزة و البرمجيات في جسيمة اضٔرار واحٕداث الشبكة مهاجمة من المخترقين تمكن

لاخٓر جهاز من الإنتقال من المخترق قبل من المستخدم الفيروس يمكن وهذا وسيط، خادم غير من الشبكة اجٔهزة بين المباشر اللاسلكي التواصل

يعرف ما طريق عن الشبكة مهاجمة وتستطيع بينها فيما شبكة تكون اخٕتراقها يتم التي الاجٔهزة الشبكة. في المرضية بالجائحة تشبيهه يمكن ما محدثا

عن ويعطله الخادم قدرة يسنفد مما الشبكة في مفيدة الغير المعلومات من سيل بإحداث المخترقة الاجٔهزة شبكة تقوم حيث الخدمة" "حجب بهجمة

الإصلاحات هذه ولكن الشبكة في فيروسات تفشي عدم لضمان للاجٔهزة دورية بإصلاحات القيام الٕى الشبكة مشغل يلجئ وتلبيتها. الطلبات تلقي

الدورية الإصلاحات تكرار معدل ايٕجاد بوظائفها. القيام على قدرتها مع الشبكة في الامٔان موازنة يجب لذلك الاسٔاسي الشبكة عمل تعطل الدورية

المجاورة الاجٔهزة بعدد المتمثلة الجهاز اتصال درجة في النظر تتطلب (تحسين) استمثال مشكلة تعتبر الفعالية و الامٔان بين يوازن الذي الشبكة في

الإحتمالية) الكثافة (دالة التوزيع بإيجاد قمنا الرسالة هذه ,وفي عشوائي، بمتغير تمثيلها يمكن الجهاز اتصال درجة له. المناسب المعدل وضع قبل له،

تكون العالية الدرجة ذات الاجٔهزة انٔ ائ بعضها مع مترابطة تكون المتجاورة للاجٔهزة الإتصال درجات انٔ الٕى البحث هذا في توصلنا المتغير. لهذا

البحثية المساهمة الشبكة. في الفيروس تفشي ودايناميكية نموذج نوجد عندما الحسبان في اخٔذه يجب ،وهذا ائضا عالية درجة ذات لاجٔهزة مجاورة

تقوم محصنة. الغير للاجٔهزة الدوري الإصلاح معدل على تاثٔيرها و الفيروس تفشي دايناميكية على الحماية جدار اجٔهزة وضع تاثٔير درسنا انٔنا هي الثانية

اجٔهزة عدة تحصين يمكن الطريقة وبهذه الخبيثة، البرمجيات من خلوها من والتحقق مسح لعمل المجارة الاجٔهزة مع بالتواصل الحماية جدار اجٔهزة

xvi



للخطر. المعرضة للاجٔهزة الدوري الإصلاح معدل تقليل الٕى يؤدي الشبكة في الحماية جدار اجٔهزة وجود مكلفة. وغير اقتصادية بطريقة الشبكة في

الشبكة في موجودة الحماية جدار اجٔهزة تكون عندما الادٔنى الدرجة ذات الاجٔهزة على اكٔثر مركزا يكون للإصلاح الدوري المعدل انٔ ائضا استنتجنا

الشبكة. في احٕتمالية اكٔثر الادٔنى الدرجات بجعل للدرجات) الإحتمالية الكثافة (دالة الدرجات توزيع على تؤثر الحماية جدار اجٔهزة لانٔ وذلك
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CHAPTER 1

INTRODUCTION

Internet of Things (IoT) describes a network of smart objects with embedded sensors,

actuators, microprocessors, and wireless interfaces, which is foreseen to have many

applications in our life [1] (e.g., home automation, the industrial revolution, e-health,

smart cities, retail, etc.). Usually, IoT devices connect to the internet through access

points but they can connect to each other directly via Wi-Fi, ZigBee, or Bluetooth.

This creates a huge wireless ad hoc network (WANET) comprising sensors and ac-

tuators. Due to the cost and time-to-manufacture constraints, IoT devices might

lack many security aspects making them vulnerable to malicious software (malware)

attacks. Other vulnerability factors are the lack of security regulations, consumers’

malpractices, and unawareness of cyber risks. In the IoT era, the risk of compro-

mised IoT devices, denoted as bots, extends from the cyber domain to the physical

world [2]. For instance, compromised robot arms can injure workers, compromised

traffic lights can lead to collisions, and compromised switchgears can lead to electrical

outages. Exploiting direct device-to-device (D2D) connectivity, the IoT risk becomes

more threatening as adversaries can get control over several bots, denoted as a botnet.
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In particular, malware worms can stealthily transfer from one IoT device to another

creating a malware epidemic in large-scale wireless ad hoc networks [3], which enables

adversaries to launch large-scale distributed attacks and terrorist actions that threaten

national security.

1.1 Background

The threat from botnets has become increasingly evident in the last decade. A botnet

is a network of compromised devices controlled by an external attacker denoted as

the botmaster. The main goal of the botnet is to create a disturbance in the net-

work traffic, which leads to disruption of the network operation. From the attacker’s

point of view, such attacks can also be used to obtain ransom or compromise sensitive

data. The Mirai in 2016 and Colonial Pipeline attack in June 2021 have been the

most popular botnet attacks in recent history [4], [5]. Newly identified variants of

the Mirai botnet (IoTroop, Reaper) have been used to target IoT devices and launch

Distributed-Denial-of-Service (DDoS) attacks [6]. For instance, it can compromise

vulnerable wireless routers and security cameras. For the case of wireless networks,

the botnet formation process starts by infecting some devices, which then act as seeds

for the malware propagation in the network [7], [8], [9], [10]. One possible way to

accomplish the initial infection is using an unmanned aerial vehicle (UAV). As the

malware propagates, more bots join the botnet waiting for commands to launch an

attack. The control commands are usually dispatched by the botmaster, and prop-

agate in a similar way to the malware [11]. In wireless networks, the propagation
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rates of the malware as well as the control commands depend on the density, relative

locations, status (i.e., immune, susceptible, or compromised), and communications

ranges of the IoT devices [7]. The foreseen massive numbers of IoT devices not only

facilitate the propagation of malware and attack-related control commands but also

make it hard to identify and localize compromised devices (i.e., bots). Therefore, this

necessitates the ongoing prevention of large-scale botnets and the limitation of their

ability to launch attacks. An effective way to combat the formation of botnets is to

periodically patch devices. Patching is the attempt made by the network defender

to bring devices to the healthy state whether they were infected by malware or not.

This can be done by power cycling (rebooting), software upgrades, formatting, etc.

Sophisticated and stealthy malware can infiltrate the network without being detected,

and most IoT devices lack the required resources to detect malware intrusion. Hence,

state-oblivious patching is an effective way to mitigate malware propagation in wire-

less IoT networks. However, patching devices can cause interruption to the regular

operations in the network since devices experience downtime when they are being

patched. The impact of downtime becomes more severe for devices acting as hubs,

i.e. connecting many devices to each other. Hence, the frequency of patching devices

needs to be optimized to minimize the disruption to the network operation, while

maintaining a minimum security target. Developing a theoretical model that accu-

rately describes the burgeoning dynamical processes (patching, infecting, and sharing

control commands) is crucial to the optimization of the patching frequency. In addi-

tion, there is also a need to consider a network model that captures the connectivity

characteristics in practical networks.
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1.2 Classical models of epidemic spreading

Over the past years, modeling the epidemic phenomena has developed into a topic

of study that crosses many subfields of biology and other subjects such as malware

propagation in computer networks. In this section, we only set the terminology and

give some of the fundamental elements and approximations typically employed

when modeling epidemic events.

Epidemic models categorize the population into various compartments, such as

susceptible (S), infected (I), and recovered (R). Additional compartments may be

employed to indicate other potential disease-related states, such as immune. This

paradigm can be expanded to take into account disease spreading by interaction with

an outside infected individual. Epidemic modeling describes the dynamical evolution

of the contagion process within a population. In order to understand the evolution

of the number of infected individuals in the population as a function of time we have

to define the basic individual-level processes that govern the transition of individuals

from one compartment to another.

The simplest epidemic dynamics to be considered is that N individuals make up the

system’s whole fixed population. The susceptible-infected-susceptible (SIS) paradigm,

which has just two potential transitions, is one of the most straightforward two-state

classifications. The first transition, marked S → I, happens when an infected in-

dividual transmits the disease to a susceptible one making the latter infected. The

second transition, indicated I → S, takes place when the infected individual regains

health and rejoins the group of susceptible individuals. This means that the SIS
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model assumes the illness does not give immunity and that individuals can become

sick repeatedly, going through a cycle S → I → S that, in some circumstances, can

last forever. The three-state susceptible-infected-recovered (SIR) paradigm is another

basic model. The transition IS of the SIS cycle is changed in the SIR model to I → R,

which happens when an infected individual recovers and develops a lifetime immu-

nity. When there are no longer any infected people present, the SIR process inevitably

comes to an end.

One major difference between the SIS and SIR models is the long-term behavior

of the population. The endemic condition in the SIS model is defined by a constant

fraction of sick individuals in the long-term regime. Conversely, the number of sick

individuals tends to zero in the SIR model. The infection and recovery processes

dictate how the epidemic evolves over time. The I → R and I → S transitions

happen on their own, without the need for any interaction with other members of the

population, while the S → I transition only happens as a result of the susceptible

individual coming into contact with an infected one. In this case, the manner in which

individuals interact with one another is a defining aspect of disease propagation and

must be taken into consideration.

The probability of the S → I transition is more nuanced and is influenced by the

modeling approximations used. The simplest approach takes into account a homoge-

neous mixing approximation, which implies that all individuals interact randomly and

completely. According to this assumption, the probability of infection increases with

the number of interactions with infected individuals. In this case, we can define the

force of infection (α), which quantifies the probability that a susceptible individual
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will become infected during a specific time interval. We can define α as a rate in the

continuous-time limit and assume that α = β̂ρ, where β̂ depends on the specific dis-

ease and the patterns of contact in the population, and ρ is the proportion of infected

individuals in the population. Therefore, ρ is directly proportional to α. In certain

instances, β̂ is divided into two parts as kβ, where β represents the infection rate

per effective contact and k is the total number of contacts. This is consistent with

the mass action law, a common tool in the fundamental mean-field analysis of many

dynamical processes, where the force of infection is determined by the proportion of

infected individuals and decreases for larger populations.

1.3 Network Models

Although the homogeneous mixing approximation is widely employed in the literature

to obtain deterministic equations of epidemic processes, it could be insufficient in a

number of real-world scenarios where individuals have significant heterogeneity in the

contact rate, a particular fixed interaction pattern, or are in contact with a small

portion of the population. Depending on the disease or spreading mechanism un-

der consideration, these characteristics may or may not be relevant. Yet, a variety

of contagion processes necessitate representing the structure of individual contacts in

the mathematical modeling methods. The majority of real-world networks exhibit

extremely complex connection patterns that are governed by large-scale heterogeneity

that is characterized by heavy-tailed statistical distributions, making this even more

pertinent. A general framework for delving into the contact patterns between indi-
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viduals is provided by network theory. In this thesis, we give a general introduction

to the language of graph theory, which is required for a formal analysis of network

features, as well as the main concepts and characteristics of networks that are relevant

to the spread of epidemics.

1.4 Degree-Based Mean-Field Approach

Several methodologies have been developed to analyze the dynamics of epidemic pro-

cesses in networks with heterogeneous patterns of connectivity. One of those method-

ologies is the Degree-Based Mean-Field (DBMF) approach, which is popular due to its

applicability to a variety of dynamic processes on complex networks. In this section,

we will detail the assumptions in the DBMF approach and its applicability.

Markov theory can be used to define a continuous-time epidemic process on any

network where the transitions between compartments occur at constant rates. If we

take a general epidemic process with q compartments, then a random variable Xi(t)

determines the state of node i at time t. The transitions between compartments

are provided by separate Poisson processes with known rates. In this case, a Markov

chain (MC) can be used to describe how the epidemic process evolves. The total

number of states in a network with N nodes is equal to qN , which includes all potential

combinations in which each of the N nodes can take a value between 0 and q − 1.

In theory, all the needed information can be inferred from the state probabilities

P{X1(t) = x1, . . . , XN(t) = xN} at time t, which can be computed from the qN × qN

generator matrix Q and the initial infection probabilities.
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While the Markov approach is exact, applying it to the SIS model has only

yielded limited conclusions. A lot of factors make adopting a precise Markov ap-

proach difficult. For example, the analysis is restricted to very small graphs due to

the linear set of qN × qN equations that must be solved. Hence, various mean-field

theoretical techniques are mostly used in the derivation of explicit results on the be-

havior of epidemic-spreading processes in complex networks.

The main assumption of the DBMF is that all nodes of degree k are statistically

equivalent. This enables us to work with quantities πk that specify the state of all

vertices of degree k which is more desirable than using quantities πi that just specify

the state of vertex i. The assumption further suggests that every vertex of degree k

has the same probability P{k′|k} of connecting to a node of degree k′. The method

is a practical complexity reduction strategy that involves significantly reducing the

system’s degrees of freedom. The DBMF approach focuses on the probability an

individual of degree k belongs to compartment α, or alternatively the proportion of

individuals of degree k in compartment α. These proportions are not independent,

and their explicit rate equations are obtained by using the law of mass action.

The implicit assumption of the DBMF is that the network itself is viewed from a

mean-field perspective, in which the adjacency matrix is erased and only the degree

and the two-vertex correlations of each node are kept. In general, the statistical topo-

logical characteristics of the underlying networks, determine the solutions produced

by DBMF theory. Although it is clear that the DBMF theory is a strong approxima-

tion in the case of dynamical processes occurring on static networks, it is appropriate

to capture the behavior of epidemics influenced by interaction patterns changing at
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a rate faster than the rates at which the spreading process occurs.
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CHAPTER 2

LITERATURE REVIEW AND

CONTRIBUTION

Malware propagation and botnet formation are long-standing problems in wired IP

networks [12], [13], [14], [15], [16], [17], [18], [19]. The work in [13] derives the distribu-

tion of the number of individuals infected by a typical host, which gives an insight into

its infection ability. The malware propagation process is simulated in [12] based on

both epidemic models Susceptible-Infected-Susceptible (SIS) and Susceptible-Infected-

Recovered (SIR). The simulation shows that the starting location of the malware af-

fects the time needed to infect a large portion of the network. This information can

be used to quarantine specific hosts to delay malware propagation. Despite having

significance in IP wired networks, the models and solutions in [12], [13], [14], [15], [16],

[17], [18], [19] are not adequate for wireless networks due to the different nature of

malware propagation and the limited device resources (e.g., power and computations).

There are several efforts to characterize and understand malware propagation in
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ad hoc wireless networks [7], [8], [9], [10], [20]. For instance, the work in [7] shows that

restricted communication range and channel contention slow down the propagation

of malware worms in wireless networks when compared to wired IP networks. The

works in [8], [20] propose dynamic malware propagation models based on homoge-

neous mixing approximation, where devices interact with each other randomly and

all devices are statistically equivalent. This may be inadequate in real-life networks

where individual devices have large heterogeneity in the contact rate. Hence, there

is a need to capture the individuals’ contact pattern structure in the mathematical

modeling approach. The authors in [10] utilize a stochastic approach to study the

effect of mobility on the evolution of botnets in mobile networks. While the models in

[7], [8], [9], [10], [20] are essential to characterize malware propagation, none of them

propose countermeasures to resolve the problem.

There are also efforts to develop countermeasures to thwart malware propagation

in IoT networks [21], [11], [22], [23]. The works in [22], [23] formulate large-population

game problems and solve them to achieve desired outcomes of the game. Moreover,

the work in [21] proposes a spatial firewall solution to thwart large-scale malware prop-

agation. However, the solution in [21] imposes capital and operational expenditures

to deploy and maintain the firewall infrastructure, which might not be always viable

for IoT networks. A cost-effective countermeasure to thwart botnets in IoT is the

state-oblivious randomized patching of devices [11]. Such random patching enables

probabilistic recovery of infected devices at the expense of probabilistic unnecessary

interruption for healthy devices. Consequently, the patching rate needs to be set

carefully to balance the trade-off between network operation and security. Increasing
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the patching rate would increase the immunity to malware epidemics at the expense

of deteriorating the network performance, and vice versa. The work in [11] derives

the optimal patching, which was shown to be a function of the number of directly

connected neighbors, which is denoted as the device degree. However, the work in

[11] overlooks the intrinsic spatial degree correlation between the IoT devices. At the

end of the literature survey, we list the main contributions of this work as follows:

1. We propose an analytical model for malware propagation that takes into account

the spatial degree correlation in wireless IoT networks.

2. We use the Degree-Based Mean Field (DBMF) approach to find the equilibrium

proportions of healthy, infected, and informed devices.

3. We formulate and solve an optimization problem to minimize the downtime

cost of patching devices while maintaining security objectives to prevent the

formation of botnets.

4. We incorporate the effect of spatial firewalls on the malware propagation model.

5. We solve the optimization problem to find the optimal patching strategy under

firewall deployment, and we show the effectiveness of firewalls in reducing the

required patching rates.

6. We develop a simulation tool to validate the effectiveness of the malware prop-

agation models and the acquired optimal patching strategies.
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CHAPTER 3

MALWARE PROPAGATION IN

IOT NETWORKS

The main goal of this chapter is to provide a rigorous approach for modeling malware

propagation and botnet formation in IoT wireless ad hoc networks. We start by

first describing the model of the network under consideration and the underlying

assumptions. We consider the malware propagation and its mitigation (i.e., dynamic

patching) as an epidemic process based on a variation of the Susceptible-Infected-

Susceptible (SIS) model. In such a model, susceptible devices may become infected,

then infected devices may be patched (cured) to become susceptible once again. Hence

no susceptible device can become immune to the malware. We use the Degree-Based

Mean Field (DBMF) approach proposed in [24] to analyze the dynamical process

of malware propagation in complex networks which have heterogeneous connectivity

patterns such as WANET. Based on the proposed model, we formulate and solve a

defender optimization problem to minimize the cost associated with patching devices,
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while maintaining a minimum security target.

3.1 Network Model

The IoT wireless ad hoc network is represented via a Random Geometric Graph (RGG)

G = {V,E} to account for i) the random spatial location of the IoT devices; and ii) the

impact of the wireless communications range on the malware propagation. That is, the

vertices in V = {xi}i≥1 with xi ∈ R2 model the spatial locations of the IoT devices as

Poisson Point Process (PPP) with intensity λ ∈ R devices/km2. Let r be the wireless

communications range between devices, ∥·∥ denote the Euclidean norm and | · | denote

set cardinality. The set of edges E = {xixj : ∥xi − xj∥ ≤ r, xi,xj ∈ V, ∀i, ∀j ̸= i}

represent the direct D2D connectivity between vertices (i.e., devices) that are within

the wireless communication range of each other. The degree of a typical device

xi ∈ V is defined by the number of edges Ki = |Ei| connected to it, where

Ei = {xixj : ∥xi − xj∥ ≤ r, xi,xj ∈ V, ∀j ̸= i} and E =
∪

i Ei. The degree of a device

captures the number of directly connected neighbors, which is a random variable. For

RGGs, it is well known that the degrees of the devices have identical but not inde-

pendent Poisson distributions with mean equal to λπr2. Fig 3.1 shows a color-coded

realization of the RGG to manifest the intrinsic spatial degree correlations among the

devices. For clarity of exposition, the RGG realization is shown without the edges

and the devices are categorized into high (red), moderate (blue), and low (green) de-

grees only. An example of the spatial degree correlation is that high degree nodes are

clustered and surrounded by medium degree nodes
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6 <= Degrees <= 9

Degrees > 9

Figure 3.1: A realization of the RGG with degrees color coded.
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To simplify modeling the malware propagation, we assume that devices do not

coordinate transmission, meaning ALOHA is the medium access control. Considering

other medium access control (MAC) protocols is valid, however, it would complicate

the malware propagation model since transmission coordination has to be taken into

account. The transmission success probability is not the focus of this work, hence

it is represented as a constant parameter ρ ∈ [0, 1]. Due to monetary constraints,

it is not possible to ensure up-to-date security mechanisms on every device. Hence,

it is assumed that a random proportion p of the devices are susceptible to malware

infiltration while the rest are immunized by hardware/software security mechanisms.

Infected devices can be recovered via a patching process that eliminates the malware.

Due to the massive number of IoT devices, it may not be feasible to identify the

current state of each IoT device. Hence, state-oblivious random patching is utilized

to recover infected and informed devices to the healthy state. We also assume that

infected devices can be recruited to attack after they receive control commands from

a neighboring informed device. In particular, a susceptible device can be in one of the

following three states:

• Healthy state (H): the device is not compromised. Upon a successful recep-

tion of a malware via the D2D channel, the device goes to state I.

• Infected state (I): the device is compromised but not informed about an

attack. If patched, the device goes to state H. Upon successful reception of a

control command via the D2D channel, an infected device goes state Î.

• Informed state (Î): the device is infected and informed to contribute to an
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attack. If patched before the attack, the device goes back to state H. Otherwise,

it does its role in the attack and goes back to state I.

Malware worms exploit the direct connectivity of the infected and informed devices

to infect healthy neighboring devices. Similarly, control commands are transmitted

from informed devices to their neighboring infected devices. Governed by the portion

of susceptible devices p and wireless transmission success probability ρ, the diffusion

rates of malware infection (σ1) and control command (σ2) among neighboring devices

are given respectively by:

σ1 = ρpγb, and σ2 = ργc, (3.1)

where γb and γc are the spreading rates of malware and control commands chosen by

the attacker to maintain covert operation. It is also assumed that informed devices

do their role in the attack and go back to the infected state at rate β. Moreover, the

infected devices weather they are informed or not return to the healthy state based

on the patching rate µ that we are aiming to optimize.

In this work, we consider a continuous-time epidemic model which assumes that

the transitions between states follow a memoryless continuous-time Markov chain with

constant rates. In the definition of a continuous-time Markov chain, the amount of

time spent in a state before making a transition into a different state is exponentially

distributed [25], and hence the number of devices that transition in a given time

interval is Poisson distributed. Since we base our model on a continuous-time Markov

chain, the rates (µ, σ1, σ2, and β) are the probabilities per unit time of transitioning
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r

device i

Healthy InformedInfected

Figure 3.2: Illustration of the network model, with a typical device, denoted by device
i, having communication range r. D2D links are highlighted by blue lines, and three
states are possible: healthy, infected, and informed.

between different states, and their reciprocals define the amount of time spent in each

state before transitioning. For instance, since the rate of discarding control commands

is β, the total time τi that a given informed device remains informed is exponentially

distributed with mean E[τi] = 1
β
. The way we implement an optimal patching rate µ∗

on devices is by using a back-off timer that generates a random holding time between

consecutive patches. For example, if a device is patched at t = 0, the next time it is

patched is at t = τr, where τr is an exponential random variable with mean 1/µ∗.

An illustration of the wireless network and the states of some IoT devices can be

seen in Fig. 3.2. Infected devices can be operating regularly, while attempting to

transmit the malware to a neighboring device through D2D links illustrated in blue

lines. A group of informed devices can damage the network with a coordinated attack

such as DDoS attack.
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3.2 Analysis

The degree of a device determines its susceptibility and contribution to malware diffu-

sion. For healthy devices, higher degree implies higher probability of having compro-

mised neighbors, and hence, higher susceptibility to infection. For infected/informed

devices, higher degree implies higher opportunities for malware/control command

propagation. Following such intuition, we utilize the degree-based mean field (DBMF)

approach proposed in [24] to track the status of susceptible IoT devices. However, in

contrast to [11], we do not assume that the degrees of neighboring devices are uncorre-

lated. Instead, we find the two-vertex degree correlations measured by the conditional

probability P {k′|k} that a given link from a device of degree k points to a device of

degree k′ on the other end.

The DBMF implicitly assumes that all devices of the same degree k are statistically

equivalent. A degree-aware Markov chain (MC) is utilized to track the status evolution

of all devices of a given degree k, which is shown in Fig. 3.3. As shown in the figure,

the states and transition probabilities are parameterised with the device degree. Both

infected and informed devices may transfer malware infection at the rate σ1 in (3.1)

and there are k neighboring device. Hence, the transition rate between states Hk and

Ik is given by νk = kσ1(1− θHk ), where θHk is the probability that a neighboring device

is healthy. Only informed devices may transfer control commands at the rate σ2 in

(3.1) and there are k neighboring devices. Hence, the transition rate between states Ik

and Îk is given by ωk = kσ2θ
Î
k, where θÎk is the probability that a neighboring device is

informed. The objective is to find degree-dependent patching rates µk, ∀k to balance
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Figure 3.3: Degree-aware MC for state evolution of a typical IoT device if degree k.

the trade-off between network security and operation. To optimize the patching rates

at equilibrium, the steady state solution of the MC needs to be expressed in terms of

the patching rates µk, ∀k and also the network operation Key Performance Indicator

(KPI) need to be expressed in terms of the patching rates µ = [µk], ∀k. The solution

to the MC in Fig. 3.3 is expressed in terms of the probabilities πH
k (t), πI

k(t), and πÎ
k(t)

of being in each state at time t. For example, πH
k (t) is the probability that a device

of degree k is in the state H at time t.

After defining the states and transition rates, the dynamical equations for the

probabilities three states are obtained by applying the law of mass action,

dπH
k (t)

dt
= µk(π

I
k(t) + πÎ

k(t))− kσ1(1− θHk (t))π
H
k (t)

= µk(1− πH
k (t))− kσ1(1− θHk (t))π

H
k (t) (3.2)

dπI
k(t)

dt
= −(µk + kσ2θ

Î
k(t))π

I
k(t) + kσ1(1− θHk (t))π

H
k (t) + βπÎ

k(t) (3.3)

dπÎ
k(t)

dt
= kσ2θ

Î
k(t)π

I
k(t)− (µk + β)πÎ

k(t) (3.4)

The first term in (3.2) accounts for the recovery of infected devices (informed or
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uninformed), while the second term accounts for the infiltration of healthy devices.

Similar statements can be made about (3.3) and (3.4). Using the closure relationship

πH
k (t) + πI

k(t) + πÎ
k(t) = 1, we can get the following independent system of equations:

dπH
k (t)

dt
= µk −

[
µk + kσ1(1− θHk (t))

]
πH
k (t) (3.5)

dπÎ
k(t)

dt
= kσ2θ

Î
k(t)− (µk + β + kσ2θ

Î
k(t))π

Î
k(t)− kσ2θ

Î
k(t)π

H
k (t) (3.6)

Note the probability θHk depends on time as it decreases when number of infected

devices increase. In the steady-state when the ratio of healthy and infected populations

are nearly constant (dπ
H
k

dt
= 0,

dπÎ
k(t)

dt
= 0), the malware spreading rate is offset by the

patching rate. In such case, both πH
k and πÎ

k can be reduced to the following two

systems of equations:

πH
k =

µk

µk + kσ1(1− θHk )
(3.7)

πÎ
k =

k2σ1σ2(1− θHk )θ
Î
k

(µk + kσ1(1− θHk ))
(
β + µk + kσ2θÎk

) (3.8)

In this case, all probabilities and proportions become constant and time depen-

dency is removed. The probabilities θHk and θÎk can be obtained by total probability

theorem:

θHk =
∑
k′

P {k′|k} πH
k′ , (3.9)

Similarly θÎk can be described as following:

θÎk =
∑
k′

P {k′|k} πÎ
k′ , (3.10)
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where the conditional probabilities P {k′|k} can be derived from the joint distribution

of degrees for neighboring devices. The joint probability mass function (PMF) of

two neighboring devices with degrees k and k′, is denoted as fk,k′(k, k′). The next

subsection describes the derivation of this distribution.

3.2.1 Joint distribution of degrees

Devices are considered neighbors if their separation distance d is less than the D2D

communication range (r). In RGGs, the separation distance d between two neigh-

boring devices can be shown to be a random variable with the following Probability

Density Function (PDF):

fD (d) =
2d

r2
, 0 < d < r. (3.11)

Without loss of generality, consider two neighboring devices xi,xj ∈ V that share

a common edge xixj ∈ E. A pictorial illustration of the two devices is shown in

Fig. 4.4, where the overall D2D ranges of the two devices are divided into a common

region:

Y = B(xi, r) ∩ B(xj, r), (3.12)

and two disjoint regions

X = B(xi, r) \ Y, and Z = B(xj, r) \ Y, (3.13)

where B(a, b) defines a circle centered at a ∈ R2 with radius b ∈ R. Recalling that

the degree of each device is determined by the number of neighbors within the D2D
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Figure 3.4: Distinct and common neighborhood regions of two connected devices.

range r, the degree correlation of the two devices becomes obvious. In particular, each

device has its own independent and distinct set of neighbors in the disjoint regions X

and Z. However, the two devices share a set of common neighbors in the overlapping

area Y . Accounting for a such common set of neighbors, the joint degree correlation

between the two devices is given in the following lemma:

Lemma 3.1 In RGGs with intensity λ and D2D range of r, the joint degree PMF of

neighboring devices is given by:

fk,k′ (k, k
′) =

min(k,k′)−1∑
t=0

2e−2λπr2

r2 (k − t− 1)! (k′ − t− 1)!t!
×

∫ r

0

(λAy)
t ζeλAy

(λπr2 − λAy)
2(t+1)−(k+k′)

dζ, k, k′ ≥ 1, (3.14)

where Ay = 2r2 arccos
(

d
2r

)
− 1

2

√
d2(2r − d)(2r + d) is the area of the overlapping

region Y .

Proof. See Appendix A.1.

Utilizing Lemma 3.1, the probabilities θHk and θÎk in (3.15) and (3.16) can be
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rewritten as:

θHk =
∞∑

k′=1

fk,k′ (k, k
′) πH

k′

P{K = k}
, (3.15)

θÎk=
∞∑

k′=1

fk,k′ (k, k
′) πÎ

k′

P{K = k}
, (3.16)

where P{K = k} = (λπr2)ke−λπr2

k!
. The steady states πH

k and πÎ
k can be obtained by

numerically solving the non-linear system of equations (3.7), (3.8), (3.15), and (3.16)

for a given set of patching rates µ. Note that the summations in equations (3.15) and

(3.16) needs to be limited to a maximum degree kmax for which ϵ = P{K > kmax}

is sufficiently small. Such approximation is necessary to optimize the patching rates,

where the complexity vs accuracy trade-off is controlled by the parameter ϵ.

3.2.2 Patching Rate Optimization

Due to the massive number of devices, it is infeasible to secure 100% of the devices

while maintaining useful network operation. Allowing a slight tolerance to malware

infection, the security KPI is to enforce a minimum acceptable percentage of healthy

devices and a maximum tolerable percentage of informed (i.e., who contribute to the

attack) devices. The network operation KPI can be defined in terms of a cost function

that accounts for the downtime due to device patching. For a fair comparison with

[11], we utilize the same logistic function (ϕk : R+ → R+, ∀k ≥ 1) to capture the cost

of patching, which is given by:

ϕk(µk) =
µk

2

1 + e−a(k−b)
, a > 0, b > 0. (3.17)
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Assuming that the infection-informed-patching dynamics of the MC in Fig. 3.3 reaches

equilibrium, the steady state solution πk = [πH
k πI

k π
Î
k] gives the probability of being

in each of the three states. From the DBMF point of view, the steady state solution

πk also gives the percentage of devices of degree k that are in each of the three states.

Consequently, the formulation of the patching rates optimization is give by

min
µk,k≥1

ϕ(µ) =
∞∑
k=1

ϕk(µk)P{K = k},

subject to
∞∑
k=1

πH
k (µ)P{K = k} ≥ τH ,

∞∑
k=1

πÎ
k(µ)P{K = k} ≤ τÎ ,

(3.18)

where τH and τÎ are the target thresholds for the healthy and informed devices, respec-

tively. As mentioned earlier, the degree probabilities P{K = k} follow the Poisson

distribution with mean λπr2. Equipped by the system of equations (3.7), (3.8), (3.15),

and (3.16), we are in a position to optimize the patching rates. Recalling the optimiza-

tion problem in (3.18), the cost function is a smooth convex and increasing function of

the patching rates. Hence, minimizing the cost is equivalent to choosing the minimum

patching rates that will satisfy the constraints. The main challenge now is that the

constraints do not have closed form expressions in µ, which makes the optimization

problem highly nonlinear, and non-convex. Hence, a numerical solution has to be

sought. In this context, we refer to the interior point method algorithm introduced in

[26], which is widely-accepted for solving such non-linear optimization problems using

a barrier approach that employs sequential quadratic programming and trust regions.
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Specifically, the logarithmic barrier problem associated with (3.18) is given by:

min
µ,s

B(µ, α) = ϕ(µ)− α ln (s1)− α ln (s2) ,

subject to τH −
∞∑
k=1

P{K = k}πH
k (µ) + s1 = 0,

∞∑
k=1

P{K = k}πÎ
k(µ)− τÎ + s2 = 0,

(3.19)

where s1 and s2 are slack variables restricted to be positive to keep the iterations

inside the feasible region. α > 0 is the barrier parameter. As α approaches 0, the

sequence of solutions to (3.19) will converge to the solution of the nonlinear problem

in (3.18). The detailed steps of the algorithm are described in [26].

3.3 Results and discussion

This section shows the impact of the spatial degree correlation on the joint degree

distribution as well as on the optimal patching rates. Fig. 3.5 compares three joint

degree distributions: the one in (4.7), the distribution used by [11] that assumes inde-

pendent degrees, and an empirical distribution generated by MATLAB using n = 106

observations. Clearly, the joint distribution that considers spatial degree correla-

tion matches the empirical distribution, which shows a concentration of probability

towards comparable degrees. To better visualize the impact of the spatial degree

correlation on the joint PMF, we utilize the Kolmogorov–Smirnov (KS) test which

is defined as Dn = sup |Fn(i, j) − F (i, j)|, where Fn is the empirical CDF, F is the

theoretical Cumulative Distribution Function (CDF), and sup is the supremum of the
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Figure 3.5: Empirical Joint degree PMF compared to the Theoretical PMFs with and
without considering spatial degree correlation.

set of distances. In particular, the KS statistic takes the largest absolute difference

between the two distribution functions across all i and j values. Fig.3.6 compares Dn

for the distribution in (4.7) and the one that ignores correlation as used in [11]. By

the Glivenko–Cantelli theorem, if the samples come from the distribution F (x), then

Dn converges to zero almost surely in the limit n → ∞. The figure clearly shows

that Glivenko–Cantelli theorem only applies to (4.7), which accounts for the intrinsic

degree correlation.

To assess the impact of the spatial degree correlation on the susceptibility to in-

fection as well as the optimal patching rates, we will use the same network setup and

system parameters in [11] with parameters listed in Table 3.1. Note that kmax = 25

leads to ϵ = P{K ≥ kmax} ≈ 10−6, which is an acceptable error margin. Fig. 3.7 plots

the probability of infection (1−θHk ) for uniform patching rates to emphasize the direct

proportionality between the degree and infection probability, which is absent when

overlooking the degree correlation. Such different susceptibility to infection between

the two models leads to different optimal patching rates as shown in Fig. 3.8. Partic-
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Figure 3.6: Kolmogorov–Smirnov statistic Dn as a function of the number of observa-
tions n.

ularly, overlooking the degree correlation leads to the overestimation of the patching

rates of lower-degree devices due to the overestimation of their probability of infection.

On the other hand, the patching rates of higher-degree devices are underestimated due

to the underestimation of their probability of infection. Given the proportional con-

tribution of higher-degree devices in malware spreading, underestimating the patching

rates of high-degree devices leads to violating the security KPIs. In particular, The

optimal patching rates when overlooking degree correlation (i.e. proposed in [11])

leads to a percentage of healthy devices lower than the desired threshold τH . For in-

stance, for τH = 0.6, τH = 0.7 and τH = 0.8, the actual percentages of healthy devices

when overlooking the degree correlation are 0.57, 0.66 and 0.73 respectively, which is

lower than the required thresholds. Our correlation-aware patching rates satisfy all

security KPIs at the cost of an overall 11% higher patching cost.
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Parameter value Parameter value Parameter value
λ [device/km2] 300 τH 0.7 τÎ 0.1

r [km] 0.1 kmax 25 β 0.002
γb 0.001 γc 0.001 ρ 0.95
p 0.7 a 0.2 b 10

Table 3.1: Parameters of network and optimization
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Figure 3.7: The probability of infection 1 − θHk in case of a uniform patching rate
across all degrees.
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Figure 3.8: Impact of spatial degree correlation on the optimal patching rates.
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In order to assess the accuracy of the theoretical model developed, we simulate

a PPP network with the same parameters listed in table 3.1, and let the malware

propagate through the devices while recording the changes in the percentage of healthy

devices. In the first part, we let the malware propagate at different spreading rates γb

without patching any device. Fig. 3.9 shows the percentage of healthy devices as a

function of time. The percentage of healthy devices decreases faster as the spreading

rate increases. In the second part, we compare our patching strategy against the

patching strategy that does not account for degree correlation. We start at t = 0 with

all devices infected and apply one patching strategy at a time to see the difference.

As shown in Fig. 3.10 our patching rates lead to an equilibrium percentage of healthy

devices greater than the minimum required threshold τH = 0.7, while ignoring spatial

degree correlation leads to deficiency in the percentage of healthy devices as predicted

theoretically. This becomes more apparent when we start at t = 0 with a percentage

of healthy devices close to the threshold τH = 0.7, as shown in Fig. 3.11. The

uncorrelated case is below the threshold τH most of the time while the correlated case

is above the threshold most of the time.
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Figure 3.9: Percentage of Healthy devices vs Time: simulating the infection process
with different spreading rates
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Figure 3.10: Percentage of Healthy devices vs Time: simulation of the patching process
for a completely infected network
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Figure 3.11: Percentage of Healthy devices vs Time: simulation of the equilibrium
state when the patching offsets the infection.
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CHAPTER 4

SPATIAL FIREWALLS

In this chapter, we introduce another method to thwart malware propagation in IoT ad

hoc wireless networks, which is ‘Spatial Firewall’. Spatial firewalls are capable wireless

devices scattered around the wireless network. They can store and update anti-virus

software and share their protective capability with their neighboring devices. This can

be done by communicating with neighboring devices and scanning their software codes

before execution. Therefore, devices within the range of a spatial firewall become

immune to malware since they do not execute any codes which are flagged by the

nearest firewall. The main two design parameters of this scheme are the density of

firewall deployment (i.e. average number of firewall devices within a unit area λf ), and

the range of communication of these firewalls rf . These two parameters are included in

the mathematical framework to assess their impact on the effectiveness of the solution.

In the next section, we describe the network model when firewalls are deployed

according to a PPP. Then we model the propagation of the malware, outside the

range of firewalls, to facilitate finding the optimal patching rates needed to prevent a

malware outbreak and wide-range attacks. In the results section, we demonstrate the

35



effectiveness of firewalls in reducing the required patching rates to thwart malware

propagation.

4.1 Network Model with Firewalls

Firewalls are edge computing and immune devices capable of maintaining and sharing

anti-malware features with their neighboring devices. In this work, we assume that the

locations of the firewall devices follow an independent PPP Ψ ≡ {a0, a1, . . . , ak, . . .} ⊂

R2 with intensity λf . All firewalls are assumed to have the same communication range

rf . We assume that firewalls can have a larger communication range than normal IoT

devices (i.e. rf ≥ r) because firewalls can transmit at higher power and detect the

received signal better than IoT devices. IoT devices located within the range of a

firewall take permission from the closest firewall before executing any files received

from a neighboring device. The inquired firewall scans the files and only approves

the safe executable files, and the suspicious files are disapproved. Consequently, fire-

walls form secured zones around them and any IoT device in that zone is considered

immune from malware infection, and hence does not participate in malware propa-

gation. On the other hand, devices outside the secured zones are forced to directly

execute files without scanning, which makes them susceptible to malware intrusion.

Therefore, only susceptible devices participate in the malware propagation process. It

is important to note that firewalls immunize devices that are spatially close to each

other. Therefore, it is different from installing anti-malware software in randomly lo-

cated IoT devices around the network, which is the case we considered in the previous
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chapter. Immunizing devices by firewalls is a more cost-effective way than installing

anti-malware software on randomly located devices. Fig. 4.1 illustrates the network

model and the states of some devices at a particular time.

In the previous chapter, the IoT network was modeled via the RGG G = {V,E}.

To include firewalls in the network model, the set of vertices in V are divided into a

set of susceptible devices Ξ ⊆ V and a set of immune devices Θ ⊆ V. The immune

set is defined as Θ = {xi ∈ V : minaj∈Ψ ∥xi − aj∥ ≤ rf}, where minaj∈Ψ ∥xi − aj∥ is

the minimum of the distances between xi and all firewalls in Ψ. Hence, all the devices

that are located in range (rf ) of any firewall are contained in the set Θ. On the other

hand, the susceptible set Ξ = {xi ∈ V : minaj∈Ψ ∥xi − aj∥ > rf} contains all the

devices that are not located in any secured zone. Fig. 4.2 shows a realization of the

RGG G = {V,E} with and without the firewalls.

Moreover, we isolate the susceptible devices and the links between them by defining

the infection susceptible graph (ISG) I = {Ξ, E}, where Ξ is the set of susceptible

devices and E is the set of links connecting them. The edges in E are D2D links that

can be exploited for malware propagation between devices. The set E is defined as:

E= {xixj : ∥xi − xj∥ ≤ r, xi,xj ∈ Ξ} . (4.1)

Fig. 4.2(b) highlights the ISG including all susceptible devices and links. It is

important to note that infection cannot propagate from a device in Ξ to a device in Θ

, or vice versa, due to the firewall protection for all devices in Θ. Hence, the definition

in (4.1) for the edges in E is restricted to the ones between susceptible devices only.
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Figure 4.1: Illustration of IoT ad hoc wireless network with firewalls. IoT devices can
either be susceptible, Immune or infected (compromised).
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It can be seen that the ISG I is a subset of the network graph I ⊆ G. When there

are no firewalls deployed (i.e., λf = 0 ), all the devices are susceptible, and the ISG

converges to the network graph I = G(V,E). Moreover, the ISG I can be constructed

by removing the vertices in Θ and their associated edges from G(V,E).

In the previous chapter, we defined the degree of a device as the number of de-

vices connected to it. In the context of firewalls, the existence of immune devices

necessitates changing the definition. In particular, we redefine the degree of a de-

vice as the number of susceptible devices connected to it. Hence, the degree of a

typical susceptible device xi ∈ Ξ is the number of incident edges Ki = |Ei|, where

Ei = {xixj : ∥xi − xj∥ ≤ r, xj ∈ Ξ}.

4.2 Analysis

In the previous chapter, we formed a malware propagation model based on the DBMF

approach. In the derivation of the model, we utilized the conditional probability

P{k′|k} which defines the degree correlation between neighboring vertices. This con-

ditional probability will be different in the case of firewall deployment due to the

fact that immune neighbors are not counted towards the degree of a device. The

conditional probability is defined as the following:

P{k′|k} =
fk,k′(k, k

′)

P{K = k}
, (4.2)
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(a) Before firewalls.

(b) After firewalls.

Figure 4.2: Two realizations of the RGG, (a) without firewalls, and (b) with firewalls.
Immune devices and firewalls are highlighted in green and red respectively.
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where fk,k′(k, k′) is the joint degree distribution of neighboring devices, and P{K = k}

is the marginal distribution of degrees in the network. In the next subsection, we derive

both of these distributions, which will enable us to find the conditional distribution

P{k′|k}. Since the malware can only propagate through susceptible devices, these

distributions are derived for susceptible devices only (on the ISG). Utilizing the same

propagation model from the previous chapter but evaluating the conditional prob-

ability P{k′|k} under firewall deployment gives the malware and control commands

propagation model outside the secured zones.

4.2.1 Joint and Marginal Degree Distributions in Firewalls

Case

In the RGG G, susceptible devices must lie outside the secured zones which means

that their distance df to the closest firewall must be greater than the communication

range of firewalls rf . The distribution of the distance df from a random point to the

closest firewall is given by the following CDF and PDF respectively:

FDf
(df ) = P{Df < df} = 1− e−πλfd

2
f , 0 < df <∞ (4.3)

fDf
(df ) = 2πλfdf e

−πλfd
2
f , 0 < df <∞ (4.4)

where λf is the intensity of firewall deployment measured in (firewall/unit area). This

distribution can be used to find the percentage of immune devices in the network. In

particular, FDf
(rf ) is the percentage of devices lying inside the secured zones. Without
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loss of generality consider the case depicted in Fig. 4.3, which shows a susceptible

device xi ∈ Ξ with the closest firewall xk ∈ Ψ distant by df . The D2D coverage area

of the device is defined as B(xi, r) which is a circle of radius r and centered at xi.

Similarly, the D2D coverage area of the firewall is defined by the set B(xk, rf ). The

overall D2D area of the device overlaps with the area of the firewall, and the region X

lying outside the firewall range is obtained by set subtraction X = B(xi, r)\B(xk, rf ).

The degree of the device xi is defined by the number of devices in region X, and the

area of region X can be expressed in terms of df as the following:

Ax(df ) = πr2 − r2 cos−1

(
d2f + r2 − r2f

2 df r

)
+ r2f cos−1

(
d2f − r2 + r2f

2 df rf

)
−

1

2

√
−d4f + 2d2fr

2 + 2d2fr
2
f − r4 + 2r2r2f − r4f , df ≤ rf + r (4.5)

Note that when df > rf + r there will be no overlap between the circles and the

area Ax will be simply πr2. Hence, we can derive the distribution of the degree of

susceptible devices, which is given by the following lemma:

Lemma 4.1 In GD-RGGs with firewalls intensity λf , range rf , and intensity of IoT

devices λ, the distribution of the degree of a typical susceptible device is given by the

following PMF:

P{K = k} =
2πλf
e−πλf rf 2

∫ ∞

rf

ζ(λAx(ζ))
k

k!
e−(λAx(ζ)+πλf ζ

2) dζ, k ≥ 0. (4.6)

Proof. See Appendix A.2.
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Figure 4.3: IoT device neighbor to a firewall. The degree of device i is determined by
the number of devices in the yellow region since only those will be susceptible

Figure 4.4: The general case for two connected devices i and j separated by distance
d ≤ r and neighbor to a close firewall k. The coverage areas of both form two
overlapping circles with the same radius r. They can be divided into three disjoint
areas which are labeled X,Y and Z.

43



To derive the joint distribution of degrees between two connected susceptible de-

vices, we consider the general case as shown in Fig.4.4. Two connected devices centered

at xi and xj separated by distance d. A neighboring firewall is centered at xk and

is located at a distance df from the closest of the two IoT devices (device i). The

firewall coverage area B(xk, rf ) may overlap with the coverage area of the two devices

depending on d, df , and the angle of rotation ϕ. The three regions X, Y and Z are

given by:

X = B(xi, r) \ B(xj, r) \ B(xk, rf )

Z = B(xj, r) \ B(xi, r) \ B(xk, rf )

Y = (B(xi, r) ∩ B(xj, r)) \ B(xk, rf )

Fig. 4.4 shows one case for the overlap of these three circles. Depending on the

values of d, df , and ϕ, we have one of the following four cases for the overlap of the

three circles:

• Case 1: The overlap of the three circles forms a circular triangle in the middle

as illustrated by Fig.4.5 (a).

• Case 2: There is an overlap between the three circles but it is not a circular

triangle as illustrated by Fig.4.5 (b).

• Case 3: There is only an overlap between the firewall and device i as shown in

Fig.4.5 (c).

• Case 4: The firewall does not overlap with any of the circles, as shown in Fig.4.5
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(d).

The areas ofX, Y and Z are denoted by Ax, Ay, and Az respectively. Appendix.B.1

is dedicated to finding these areas in closed form as a function of d, df , and ϕ, for

the four cases. Once the areas are derived we can proceed in deriving the joint degree

distribution. The following lemma provides the PMF of joint degrees with firewalls

deployment:

Lemma 4.2 In GD-RGGs with firewalls deployment intensity λf and range rf , the

joint degree PMF of neighboring vertices is given by:

fk,k′ (k, k
′) =

∫ r

0

∫ ∞

rf

∫ ϕmax

0

fk,k′|d,df ,ϕ (k, k
′)

fDf
(ψ) fD(ζ)

[1− FDf
(rf )] ϕmax

dϕ dψ dζ, (4.7)

where ϕmax = π − cos−1 d
2df

, and the conditional distribution fk,k′|d,df ,ϕ (k, k
′) is given

by:

fk,k′|d,df ,ϕ (k, k
′) =

min(k,k′)−1∑
t=0

(λAx)
k−t−1(λAz)

k′−t−1(λAy)
t

(k − t− 1)! (k′ − t− 1)! t!
exp (−λ (Ax + Az + Ay))

(4.8)

Proof. See Appendix A.3.

Since we have both fk,k′ (k, k
′) and P{K = k}, we can find the conditional proba-

bility P{k′|k}. Therefore, the propagation model outside the secured zones is defined

by the following system of equations:

πH
k =

µk

µk + kσ1(1− θHk )
(4.9)
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Figure 4.5: The different cases of overlap between firewall and devices i and j
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πÎ
k =

k2σ1σ2(1− θHk )θ
Î
k

(µk + kσ1(1− θHk ))
(
β + µk + kσ2θÎk

) (4.10)

θHk =
∞∑

k′=1

fk,k′ (k, k
′) πH

k′

P{K = k}
, (4.11)

θÎk=
∞∑

k′=1

fk,k′ (k, k
′) πÎ

k′

P{K = k}
, (4.12)

This is the same model as the previous chapter but the only difference is the joint

and marginal degree distributions fk,k′(k, k′) and P{K = k} will be evaluated from

equations (4.7) and (4.6).

4.3 Results and Discussion

In this section, we present the results of including spatial firewalls along with dynamic

patching to thwart the malware propagation in IoT wireless networks. The theoret-

ical distribution provided in eqs. (4.7) is compared with an empirical distribution

generated by MATLAB for n = 106 observations, and the result is shown in Fig. 4.6.

The figure validates the theoretical distribution since it matches the empirical distri-

bution. The effect of firewalls on the degree distribution is illustrated in Fig. 4.7. As

shown, firewalls deployment causes the degree distribution to be more concentrated

on the lower-degree devices, and as we increase the range or intensity of firewalls the

concentration increases.

The same optimization problem in 3.18 was solved using the interior point algo-

rithm in the case of firewalls presence. We compare the optimal patching rates before
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Figure 4.6: Validating the theoretical joint distribution of degrees when firewalls are
present.

and after the deployment of firewalls for different minimum thresholds of healthy de-

vices τH . The intensity and range of firewalls are chosen to be λf = 2.85 device/km2

and rf = 0.2 km respectively. In this case, 30% of the devices are immunized since we

have
∫ 0.2

0
fDf

(ψ)dψ = 0.3. The results of the comparison are shown in the figures 4.8,

4.9, and 4.10 for τH = 0.6, τH = 0.7, and τH = 0.8 respectively. As shown, most of

the degrees in the network experienced a decrease in the patching rate when firewalls

are deployed which is expected due to the immunization of 30% of the devices hence

the required number of susceptible devices to be protected by patching is less. As

an exception, few lower degrees have higher optimal patching rates after firewalls de-

ployment. The reason is that firewalls cause the distribution of degrees to be shifted

towards the left and become more concentrated on the lower degrees as shown in

Fig. 4.7. Therefore, lower-degree devices become more popular in the network and

patching them at a higher rate contributes more towards high percentage of healthy

devices. In other words, despite having a bit higher patching rates for lower degree

devices, the overall cost ϕ(µ) of the patching strategy after firewalls deployment is
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Figure 4.7: The impact of spatial firewalls on the distribution of degree (a) increasing
the intensity of firewalls λf , (b) increasing the range of firewalls rf .
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Figure 4.8: Impact of firewalls on the optimal patching rates (τH = 0.6).

much lower than the non-firewalls case. The impact of the design parameters λf and

rf on the optimal patching rates is demonstrated in Fig. 4.11. Increasing the range or

intensity of firewalls causes the optimal patching rates to be decreased at all degrees,

however the intensity of the firewalls has more effect on the optimal patching rates.

A simulation of the malware propagation is carried out and the percentage of

healthy devices is plotted versus time. In the first experiment, we start with all devices

infected and apply different patching strategies for the thresholds of healthy devices,

τH = 0.6, τH = 0.7, and τH = 0.8. As shown in Fig 4.12, the patching strategies lead

to constant percentage of healthy devices, which satisfy their respective threshold.

This is also true for the second experiment where we start at t = 0 with a percentage

of healthy devices close to the required threshold as shown in Fig. 4.13.
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Figure 4.9: Impact of firewalls on the optimal patching rates (τH = 0.7).
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Figure 4.10: Impact of firewalls on the optimal patching rates (τH = 0.8).
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Figure 4.11: The impact of varying the design parameters rf and λf on the optimal
patching rates: (a) increasing the intensity of firewalls, (b) increasing the range of
firewalls
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Figure 4.12: Simulation of the patching strategies of different thresholds: start with
a completely infected network.
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Figure 4.13: Simulation of the patching strategy of τH = 0.7: start near the threshold
τH .
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APPENDIX A

PROOFS

A.1 Proof of Lemma 1.

In RGGs, the numbers of devices in disjoint regions have independent Poisson distri-

butions. Exploiting such property, we first condition on the separation distance d and

the number of devices t = |V ∩ Y | in the common region Y . Conditioned on d and t,

the joint degree distribution P{k, k′|d, t} can be expressed as following:

P{k, k′|d, t} = P{|V ∩X| = k − t− 1} × P{|V ∩ Z| = k′ − t− 1}, (A.1)

where |V ∩ X| refers to the number of devices in region X. By averaging over all

values of t from 0 to min(k, k′)− 1 we obtain the following:

P{k, k′|d} =

min(k,k′)−1∑
t=0

P{k, k′|d, t} × P{|V ∩ Y | = t}. (A.2)

The number of devices in the regions X, Y , and Z are given respectively by the
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following:

P{|V ∩X| = k − t− 1} =
(λAx)

k−t−1e−λAx

(k − t− 1)!
, (A.3)

P{|V ∩ Z| = k′ − t− 1} =
(λAz)

k′−t−1e−λAz

(k′ − t− 1)!
, (A.4)

P{|V ∩ Y | = t} =
(λAy)

te−λAy

t!
, (A.5)

where Ax and Az are the areas of X and Z respectively, and are both equal Ax =

Az = πr2 − Ay. Finally, By averaging over all values of d from 0 to r we obtain the

result in Lemma 3.1:

fk,k′ (k, k
′) =

∫ r

0

P{k, k′|ζ} × fD (ζ) dζ. (A.6)

A.2 Proof of Lemma 2.

Given df , then the conditional probability P{K = k|df} can be obtained as:

P{K = k|df} = P {|V ∩X| = k} =
(λAx)

k

k!
e−λAx (A.7)

Then we average the conditional probability over df > rf , since we are seeking the

distribution for susceptible devices only.

P{K = k} =

∫ ∞

rf

P{K = k|df} ×
fDf

(ζ)

1− FDf
(rf )

dζ, k ≥ 0 (A.8)
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Utilizing the distribution of df in (4.4) and (4.3), we reach at the result in Lemma

4.1. This concludes the proof.

A.3 Proof of Lemma 3.

To prove lemma 3 we start by finding the conditional distribution fk,k′|d,df ,ϕ (k, k
′).

In the same manner as the proof of lemma 1, we can reach at the expression in

(4.8). Then we need to average over the three random variables d, df and ϕ. we

start averaging over the rotation angle ϕ, which has a uniform distribution from 0

to (ϕmax = π − cos−1 d
2df

). We stop at ϕmax because we assumed without loss of

generality that device xi is closer to the firewall than device xj, hence ϕmax is the

maximum allowable angle.

fk,k′|d,df (k, k
′) =

ϕmax∫
0

fk,k′|d,df ,ϕ (k, k
′)

ϕmax

dϕ. (A.9)

Then we average over df , but only on the interval from rf to ∞. This is done

because we want to find the distribution for susceptible devices only.

fk,k′|d (k, k
′) =

∞∫
rf

fk,k′|d,df (k, k
′)×

fDf
(ψ)

1− FDf
(rf )

dψ. (A.10)

Finally we average over d on the interval from 0 to r, to reach to the result in lemma

3.

fk,k′ (k, k
′) =

r∫
0

fk,k′|d (k, k
′) fD(ζ) dζ. (A.11)
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APPENDIX B

SUPPLEMENTARY MATERIAL

B.1 The areas of X, Y, and Z in firewalls case.

In this appendix we define the areas Ax, Ay and Az as functions of d, df and ϕ.

To make the derivation easier to follow, we will refer to the three circles of device

i, device j, and the firewall as circle 1, circle 2 and circle 3 respectively, and their

radii are denoted as r1, r2 and r3. We also denote the distances between their centers

appropriately (e.g. dij refers to the distance between center i and center j). We will

also denote the point of intersection between circle i and circle j as (xij, yij). The

notations can be visualized in Fig. B.1.

As illustrated in Fig. 4.5, there are four cases for the overlap between the three

circles. The first case can be seen in Fig. 4.5 (a) where there is a circular triangle

formed by the overlap. This case is investigated in [27], and the area of the circular

triangle is derived in terms of the radii and distances between the circles. The following
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Figure B.1: Visualization of the general case for the overlap between three circles.

condition grantees the existence of the circular triangle:

(x12 − d13 cos θ)2 + (y12 − d13 sin θ)2 < r23 (B.1)

where

x12 =
d12
2
, y12 =

1

2

√
4r21 − d212,

cos θ = (d212 + d213 − d223)/2d13d12, sin θ =
√
1− cos2 θ,

The areas Ax, Ay and Az in this case have the following form:

Ax = πr21 −O12 − (O13 − Tc),

Ay = O12 − Tc,
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Az = πr22 −O12 − (O23 − Tc),

where Tc is the area of the circular triangle, and Oij is the overlap area between circle

i and circle j. All the overlap areas Oij between a pair of circles can be found by the

following expression:

Oij = ri
2cos−1

(
d2ij + ri

2 − r2j
2 dij ri

)
+ r2j cos−1

(
d2ij − ri

2 + r2j
2 dij rj

)
− 1

2

√
−d4ij + 2d2ijri

2 + 2d2ijr
2
j + 2ri2r2j − ri4 − r4j (B.2)

The area of the circular triangle Tc is given in terms of the cords lengths c1, c2 and

c3 as:

Tc =
1

4

√
(c1 + c2 + c3) (c2 + c3 − c1) (c1 + c3 − c2) (c1 + c2 − c3)

+
3∑

k=1

rk
2sin−1

(
ck
2rk

)
− ck

4

√
4rk2 − ck (B.3)

where,

c1
2 = (x12 − x13)

2 + (y12 − y13)
2,

c2
2 = (x12 − x23)

2 + (y12 − y23)
2, (B.4)

c3
2 = (x13 − x23)

2 + (y13 − y23)
2,

where (xij, yij) is the coordinates of the point of intersection between circle i and circle
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j. The first coordinates of intersection (x12, y12) are given by:

x12 =
d12
2
, y12 =

1

2

√
4r21 − d212,

The point of intersection (x13, y13) can be obtained by first finding the coordinates

(x′13, y
′
13) of the translated coordinate system (x′, y′) that has its origin at the center

of circle 1 and the x′ axis passes through the center of circle 3. Hence the point

(x′13, y
′
13) is given by:

x′13 =
r1

2 − r3
2 + d13

2

2d13
, y′13 =

−1

2d13

√
2d13

2 (r12 + r32)− (r12 − r32)
2 − d13

4. (B.5)

Then the translation to the coordinate system (x, y) is made by the the following

transformation:

x13 = x′13 cos θ′ − y′13 sin θ′, y13 = x′13 sin θ′ + y′13 cos θ′, (B.6)

cos θ′ = d12
2 + d13

2 − d23
2

2d12d13
, sin θ′ =

√
1− cos2θ′. (B.7)

The point of intersection (x23, y23) can be obtained by first finding the coordinates

(x′′23, y
′′
23) of the translated coordinate system (x′′, y′′) that has its origin at the

center of circle 2 and the x′′ axis passes through the center of circle 3. Hence the point

(x′′23, y
′′
23) is given by:

x′′23 =
r2

2 − r3
2 + d23

2

2d23
, y′′23 =

1

2d23

√
2d23

2 (r22 + r32)− (r22 − r32)
2 − d23

4. (B.8)
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Then the transformation to the (x, y) coordinate system is made by the following:

x23 = x′′23 cos θ′′ − y′′23 sin θ′′ + d12, y23 = x′′23 sin θ′′ + y′′23 cos θ′′, (B.9)

cos θ′′ = d12
2 + d23

2 − d13
2

2d12d23
, sin θ′′ =

√
1− cos2θ′′. (B.10)

The second case is when there is an overlap between the three circles, but it is

not a circular triangle. This case of overlap occurs when the condition in (B.1) is not

satisfied, and the following conditions are satisfied:

d23 < r3 + r2 (B.11)

d13 < r3 + r1 (B.12)

In this case the areas are given by:

Ax = πr21 −O12 − (O13 −O23)

Ay = O12 −O23

Az = πr22 −O12

The third case is where there is no overlap between circle 3 and circle 2, but there

is an overlap between circle 3 and circle 1. This case occurs when the condition (B.12)
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is satisfied, and (B.11) is not. In this case, only Ax and Ay change to the following:

Ax = πr21 −O12 −O13

Ay = O12

Az = πr22 −O12

In the last case, circle 3 does not overlap with any of the other circles. This case

requires condition (B.12) to be false. In this case the areas are given by:

Ax = πr21 −O12

Ay = O12

Az = πr22 −O12

Hence, we can put the areas Ax, Ay and Az in the following definition:

Ax =



πr21 −O12 − (O13 − Tc) , case 1

πr21 −O12 − (O13 −O23) , case 2

πr21 −O12 −O13 , case 3

πr21 −O12 , otherwise

(B.13)
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Ay =



O12 − Tc , case 1

O12 −O23 , case 2

O12 , otherwise

(B.14)

Az =


πr22 −O12 − (O23 − Tc) , case 1

πr22 −O12 , otherwise

(B.15)

Finally, we make the following substitutions to put the areas as functions of d, df

and ϕ:

d12 = d, d13 = df , d23 =
√
d2 + d2f − 2ddf cos(π − ϕ), r1 = r2 = r, r3 = rf . (B.16)
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