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optimal period [1] [7]. This knowledge deficiency contributed to the recent discovery
of the short NLFSR period exploit in stream ciphers. A notable effort attempting
to improve our understanding of NLFSRs period optimality is the work in [1] [2] [3].
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studies, attempting to formulate a mathematical model. This work adds valuable
knowledge to the field of cryptography, especially valuable to stream cipher designers.

Presented in this work, a hypothesis to verify and generating all possible non-linear
Fibonacci configured feedback function families that can have optimal period func-
tions. Specifically, it’s built a flexible and highly efficient NLFSR Period-Testing suit.
It allowed running a large experiment which resulted in discovering over 90 million
optimal feedback functions. The database of optimal functions were analyzed, formu-
lating a hypothesis that can identify all possible optimal feedback function families.
Furthermore, it’s identified multiple rules and patterns that can significantly help in
searching for feedback functions with optimal periods. Finally, The Period-Testing

suit as well as the experiment data is made available publicly.
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CHAPTER 1

INTRODUCTIONS

Cryptographically secure pseudorandom numbers (CSPRNs) play a significant role
in cryptography. A cryptographic application that uses CSPRN needs to have a
Cryptographically secure pseudorandom number generator (CSPRNG). A CSPRN is
a number picked randomly from a pool of numbers with equally likely probability. A
fair dice roll or a coin flip are examples for a CSPRNG. To an adversary, all possible
values of a CSPRN are equally likely, regardless of context. NLFSRs can be used
to generates a bit sequence that is suitable to be used in cryptographic applications.
NLFSRs are cost effective, has good randomness properties, and are hard to be reverse
engineered [2]. The main limitation of a NLFSR is that its usefulness as a CSPRNG

is bound by its period. This work studies how to build NLFSRs with optimal periods.

1.1 Feedback Shift Registers

It is imperative to be familiar with the Feedback Shift Register (FSR) technology to

follow up with this work. In this section, FSRs, the concept of an FSR’s period along



with other definitions, terminologies, theorems and proofs are presented.

An FSR is a simple machine used to generate a bit sequence that has good ran-
domness properties. FSRs consist of two main components: an n-bit register and a
feedback function. Figure 1.1 illustrates FSR components, where the top part repre-

sents the n-bit register.

Y

h 4

Xn-1

)
>
o

Input Xp.o > Output

B —

( Feedback function 1
{ )

Figure 1.1: An n-bit Fibonacci type FSR.

The first main component, the n-bit register, is a collection of n storage cells
called stages. Each stage holds a bit value. In Figure 1.1, the stages are represented
as the linked squares, labeled xg to z,_;. The stages labeled zy and x,,_; are stages
with special roles. The stage labeled x,,_; is the input stage, it is responsible to store
the values coming from the feedback function. The stage labeled zg is the output
stage, it is responsible to output its stored value in each FSR cycle. FSR cycle is
defined later in 1.1.1. The n-bit register is used to hold the state of the FSR and to
perform a shift operation in the direction of the output stage. The state of the FSR
is determined by the bit value of all stages in the n-bit register in their respective
order, from z,_; to xy. Therefore, the state of the FSR is represented using the tuple
(Tp_1,...,x1,%0). Performing the shift operation results in moving the value in every

stage to the neighboring stage in the direction of the output stage.



The second main component, the feedback function, is a function that takes
the state of the FSR as input, and outputs a single bit, the feedback bit. The feedback
bit is to be stored in the input stage. This occurs as one of the steps in each FSR cycle.
FSR cycle is defined in 1.1.1. In this work, the feedback function will be the focus
of study. Specifically, what feedback functions produce an optimal period. Optimal
period definition, theory, and further feedback function discussion is presented in
Section 1.3

Both components, the n-bit register and the feedback function have an impor-

tant role in every FSR cycle.

Definition 1.1.1 (FSR cycle). An FSR cycle is a process in which the following

occurs in order:

1. The feedback function is fed with the state of the FSR, and the feedback bit is

computed.

2. The bit value in the output stage is outputted.

3. The shift operation is performed.

4. The input stage stores the feedback bit.

Two main outcomes to be highlighted when an FSR cycle is performed: First,
the FSR produces a bit as result. Second, the state of the FSR changes to a new
state. Performing multiple FSR cycles in succession is sufficient to produce a sequence
of random bits. More details on the characteristics of the output of FSR cycles is

presented in Section 1.3



FSRs can be categorized into 2 categories, Linear Feedback Shift Register
(LFSR) and NLFSR. In this work, only NLFSRs are studied. The difference between
the two is a property in their respective feedback functions. In NLFSRs, the feedback
function is non-linear, while in LFSRs, it is linear. NLFSRs produce more secure
pseudo random sequence and are more suitable to be used in cryptographic applica-
tions [2]. The improved security of NLFSRs are linked to the non-linearity of their
feedback functions. Non-linearity affects the reverse engineering complexity of FSRs.
NLFSRs requires a bit sequence length of 2", while it is sufficient to analyze a bit
sequence of length 2n to reverse engineer a LFSR. Further discussion is presented in
Section 1.3. Another categorization of FSRs is the Fibonacci and Galois configura-
tions. In Fibonacci configuration, the feedback bit is fed to the input stage only, while
in Galois configuration, no such restriction exist, as the feedback bit can be fed to any
one or more stages. This study covers the Fibonacci configuration only. Therefore, all

presented findings in this study are attributed to the Fibonacci configured NLFSR.

1.2 Properties of NLFSR

In this section, it is introduced multiple properties of NLFSRs. These properties
shall be used in presenting further explanations and proofs. Furthermore, important

constraints and conventions are presented in this section.

1.2.1 Feedback Function Properties

In this study, feedback functions are allowed two bit-wise operations only:



1. Bit-wise (XOR @) 2. Bit-wise (AND -)

Both operations follow their conventional definitions in the field of computer science.
The (XOR @) operation outputs 1 if both operands have different values, else 0 is
outputted. The (AND -) operation outputs 1 if all operands have the value 1, else 0 is
outputted. The (XOR @) operation is both commutative and associative, therefore,
the order of execution amongst (XOR @) operands can follow any order. The order
of execution between (XOR @) and (AND -) operations follows that agreed upon in
the field of computer science. That is, it is first evaluated the result of each (AND -)
operation, then the result of each (XOR @) operation is evaluated. In this study we
add parenthesis surrounding (AND -) operations for added clarity. An example of a

valid feedback function is given in equation 1.1:

f(xo, @1, 00, 23,4) = T D 21 B Ty ® x5 D (22 - x3) D (T1 - T3 - T4) (1.1)

Figure 1.2 showcases how equation 1.1 can fit into an NLFSR in logic gates nota-
tions.

it is imperative to establish multiple terminologies with regard to the feedback
functions under study. The following terminologies will be used heavily throughout

this study:

« Variable: is a representation of each unique argument as defined in the function,

i.e(xg,x1, x2, x3,24) are all the variables in equation 1.1.

o Term: is one or more variables bound by an (AND -) operation. For example,



¢
-

Figure 1.2: A complete logic gate representation of an NLFSR with feedback function
equal to equation 1.1.

A A A

xg is a term and (x5 - x3) is another term in equation 1.1.

o Term’s degree: is the variable count of each term. For example, xq is a term

of degree 1 and (x5 - x3) is a term of degree 2 in equation 1.1.

o Function’s degree: is the degree of the largest term in the function. In equa-
tion 1.1, the term with the largest degree is (z - 3 - x4) so the function’s degree

equals 3.

e Product term: is a term in which its degree is bigger than 1

o Linear part: is the collection of all terms that has degree equals 1.



o Non-linear part: is the collection of all product terms.

The following conventions are adhered to while working with feedback func-

tions in this study:

1. The terms are ordered ascendingly based on their degree. As a result the linear
part is presented first followed by the non-linear part. A valid ordering format

is presented in equation 1.1

2. It is not allowed to have two identical terms in the same feedback function.
Having identical terms causes the two terms to cancel out with the (XOR @)
operation, this causes unwanted noise. Further clarification for this decision is

presented in section 1.4.

Feedback functions under this study have the following properties:

1. Non-linear. 2. Self contained within the NLFSR.

3. Deterministic.

An NLFSR’s feedback function is non-linear by definition. For the feedback function
to be non-linear, it must have a degree bigger than 1. A feedback function is considered
linear if its degree equals 1. An NLFSR’s feedback function is self contained. This
means the feedback function depends on no external inputs outside of the NLFSR.
Feedback functions being deterministic means that, given a particular input to a
feedback function, the feedback function is always expected to produce the same
output. This is the case because all the allowed operations in a feedback function,
i.e((XOR @) and (AND -)) are deterministic.

7



1.2.2 NLFSR’s Output Properties

Recall the definition of an NLFSR cycle in section 1.1. Performing multiple NLFSR
cycles in succession yields an output that has the following property: The output’s
consecutive n bits starting from a state x is always equal to y flipped. Such that, if
X = (z2, 71, %0), then x flipped = (zq, z1, x2).

This property can be proven via utilizing the definition of NLFSR in sec-
tion 1.1. In each cycle, all stages change in one way only, which is the change due
to the shift operation, except for the input stage. This means that the values of each
stage, including the input stage will eventually be shifted to the output stage in a
future NLFSR cycles. The values of each stage will be outputted in the following
stage order (xg,r1,...,2,_1), which is equal to the NLFSR’s state flipped.

Therefore, given an NLFSR’s state it can be calculated the next n bit results
immediately. Then, by evaluating the feedback function in each cycle, it is possible to
find all future bit results. Due to the deterministic property of feedback functions, it
is possible to reliably calculate the output of an NLFSR given an initial state. Given
a particular NLFSR state, all resulted bits are guaranteed to follow the same order.

This observation will be used in introducing the concept of an NLFSR’s period.

1.3 NLFSR'’s Period

One of the main goals of this work is studying NLFSR’s feedback functions that
generate optimal periods. In this section, NLFSR’s period is defined and further

discussed.



The period of a NLFSR is defined as the size of the longest unique sequence it
outputs before the sequence starts repeating again. As it was established earlier, an
NLFSR outputs the same result if it started from the same NLFSR’s state. Therefore,
the period of a NLFSR can also be defined as the longest sequence before a particular
NLFSR’s state is visited more than once. Next, it is discussed the concept of an

optimal period.

1.3.1 Optimal Period

An optimal NLFSR period is a period with length equal to equation 1.2

2" — 1 (1.2)

Such that n in equation 1.2 equals the register size.

An optimal period is called optimal because it generates the longest possible
unique sequence, minus one. First it is shown what is the longest sequence and why
it exist, then it is discussed why we exclude one state from an optimal period.

The longest possible unique sequence for an NLFSR of size n is 2". To prove
this, consider this property of NLFSRs: The output of an NLFSR repeats when given
the same state. When an output repeats, it is considered no longer unique. Therefore,
to maximize the unique sequence’s length, it is required to visit each NLFSR’s state
once without repetition for as long as possible. The maximum possible unique states
for a register holding n binary values is equal to 2". To show this, recall that an n-bit

register contains n stages, each stage can store a binary value, either 0 or 1, that is,



each register can store 2 different values or have 2 different states. A 1-bit register
consists of 1 stage, capable of representing 2 different states, therefore, the maximum
number of unique states for a 1-bit register is 2 states. A 2-bit register consists of 2
stages, each can represent 2 different states, therefore, the maximum number of unique
states for a 2-bit register is (2) * (2) = 4 states. An n-bit register consists of n stages,
each can represent 2 different states, therefore, the maximum number of unique states
for an n-bit register is (2) % (2) * ... * (2) = 2" states.

The length of an optimal period is the maximum possible number of unique
states, excluding a single special state. It is excluded the zero state from the states
covered in an optimal period. The zero state is the state where all the register stages
has the binary value 0. The zero state is excluded because it is a sink state. In other
words, starting from a zero state, the next state can only be the zero state again. This
is true due to the limitation of the allowed feedback function operations presented in
subsection 1.2.1. All feedback functions built using the operations allowed outputs
0 if all inputs are 0, making the zero state a sink state. Due to this behavior of
the zero state, it is compulsory that the zero state is excluded from the coverage of
all states in an optimal period. Furthermore, if the zero state is visited, then the
NLFSR’s feedback function is immediately considered not optimal. Therefore, one
of the properties of an optimal period is that it must not visit the zero state. This
property will be used in presenting other definitions and proofs. To sum up, an optimal
period is the longest possible unique sequence of outputs, where every NLFSR’s states
is visited once without repetition, always skipping the zero state.

Another important property for an optimal period is that it is branch-less.

10



A branching occurs when two different NLFSR'’s states lead to the same next state.
The next state is the resulted state after executing one NLFSR cycle. To prove that
optimal periods are branch-less, consider the definition of an optimal period where all
states are visited, excluding the zero state. If there exist two different states leading
to the same next state, then at least one of these two states must not be reachable
when a period occurs. In such case, visiting all states and achieving an optimal period
is impossible. To further elaborate on why one of the two states is unreachable, recall
that feedback functions are deterministic. This means every state must have a single
deterministic next state, however, different states could lead to the same next state. If
two or more different states lead to the same future state, only one of such states will
be visited again after a period’s length. A visual guide can further help in clarifying
this concept. Each node in Figure 1.3 represent an NLFSR state. Each state must
lead to a single future state, therefore, only a single arrow can exit from each node. If
a node received more than a single arrow, then by definition, a branch occurred. In
Figure 1.3, nodes (a,c,d) are unreachable.

Optimal periods are a result of an optimally configured NLFSR. Specifically, an
optimally configured feedback function for a given register size. Next, it is discussed

the theory of optimal feedback functions found in literature prior to this study.

1.3.2 Optimal Feedback Function

An optimal feedback function is a feedback function that produces an optimal period.
An optimal NLFSR is an NLFSR that contains an optimal feedback function. The

knowledge of optimal NLFSR from literature can be summarized in theorem 1.3.1 [1].

11



Figure 1.3: Illustration of a branching in NLFSR states.
Multiple nodes, (a,b,c,d), lead to the same future node (x). Only one of the nodes,
node (b) is reachable after a period occurs.

Theorem 1.3.1 (Optimal NLFSR Format). An optimal NLFSR must be repre-

sentable in the format of equation 1.3

f(xo, 21, ..., Tp1) = 20 ® g(x1, 2, ..o, Tn1) (1.3)

An optimal NLFSR feedback function must have the variable zy in the linear part
(XOR @)ed with a function that does not depend on xq [10].

Next, a proof for theorem 1.3.1 is presented. The proof is divided in two sections.
First, it is proven that xy must be present in the linear part as shown in equation 1.3.
This section of the proof shall be denoted by («). Second, it is proven that function
g() in equation 1.3 must not depend on xy. In other words, zo must exist once in the

definition of an optimal feedback function in the linear part, and must not exist again
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as a variable in the rest of the function’s definition. This section of the proof is split
into two parts denoted by () and (7).

First, it is proven that xy must exist in the linear part, otherwise, the feedback
function can not be optimal. Given a feedback function and a state, if there exist
a non zero state, such that its next state is the zero state, then by definition, such
feedback function can not be optimal. Therefore, as a proof by counter example, a
state that satisfies this condition is given. The state with the binary representation
to the number one, (z,_1,2,_2,...,x0) -> (0,0,...,1), is such state. This concludes part
(c) of theorem 1.3.1 proof.

Second, it is proven that xy must exist once only in the feedback function, in the
linear part. This section of the proof is a compound of two parts. In part one, it is
proven that if zy exist more than once, then a branch must occur. This part of the
proof is denoted by (). In part two, it is utilized the branch-less property of an
optimal period: If a branch exist, then the function can’t be optimal. This part of
the proof is denoted by () and it is used together with part (/) of the proof. Using
both parts (8) and (), it is concluded that zy must not exist anywhere but once in
the linear part. Part (v) is proven in subsection 1.3.1. Part (8) of the proof is given
ahead.

Part (). Recall part («) of the proof: xy must be used in the linear part,
otherwise, the state one leads to the zero state. Using x( in this way has another
purpose. xy is needed in every NLFSR cycle to diverge the feedback bit output for
all pairs of neighboring NLFSR’s states. A definition for a pair of neighboring states

is: Any two different states that only differ by the value of the z, variable. If any
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two different NLFSR’s states happen to produce the same feedback bit, then a branch
occurs, as shown in subsection 1.3.1.

Let (z3,79,71,x0) represent an NLFSR’s state. The two state instances (1,0,1,1)
and (1,0,1,0) forms a pair of neighboring states. For this given pair, the possible next
state pair is (0,1,0,1) or (1,1,0,1). To prevent a branch from occurring, each state in a
pair of neighboring states must lead to a different next state. To insure this behavior is
met, xo must be used to diverge the next states of neighboring states. The divergence
of neighboring states must be met in every NLFSR cycle. In other words, zy must
successfully flip the output of the rest of the feedback function in every NLFSR cycle.
xo can fail to diverge the next states of neighboring states if it got cancelled. xq gets
cancelled if and only if there is at least one other x( variable in the feedback function.
When multiple zy variables exist in a feedback function as operands to an (XOR @)
operation then they no longer affects the result of the feedback function.

Next, it is shown that if the variable zy exist more than once in the feedback
function, then there exist at least one pair of neighboring states that leads to the
same next state. A pair of neighboring states that leads to the same next state
is called a pairs of colliding neighboring states. From the constraints of building a
feedback function presented in subsection 1.2.1, if z is used more than once, then it
is used once in the linear part and once or more in the non-linear part. In part («) of
this proof it has been proven that xy must exist once in the linear part. In this step,
it is to be proven that if zy is shown once or more in the non-linear part, in addition
to once in the linear part, then at least a pair of colliding neighboring states exist.

The following method can reliably identify a pair of colliding neighboring states, if zq
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is used more than once in the feedback function.

Given a feedback function that has at least one z( variable in its non-linear part.
Let 6 be a non-linear term with the smallest degree that has the variable zy. Assign
the value 1 to all variables of 9, except for xy. All variables of all terms except for xg
and the variables in ¢ is assigned the value 0. The first element that belongs to a pair
of colliding neighboring states is found via assigning z( the value 0, the other is found
via assigning xy the value 1.

For example, consider the feedback function 1.4:

f(xo,x1, 00, 23) = o D 21D (T0 - 1) B (20 - 21 - X3) (1.4)

Following the method presented, we pick the term (zg - x1), then we make z; equal
to the value 1. All other variables but zy are to be assigned 0. Now the two states
(23,79,21,%0) -> (0,0,1,0) and (0,0,1,1) forms a pair of colliding neighboring states. To
confirm the result, calculate the feedback bit of the feedback function 1.4 feeding it
both of the colliding neighboring states, the feedback bit is equal to 1 in both instances.
The state (1,0,0,1) is the shared next state for the pair of colliding neighboring states
(0,0,1,0) and (0,0,1,1).

To show how the presented method always succeed in finding a pair of colliding
neighboring states when there are more than one xy variable in the feedback function,
recall that in part (5) of the proof it is discussed the importance of xy to diverge
neighboring states in each NLFSR cycle. In the method presented, it is essentially

attempted to cancel out the effect of zy. That is achieved via crafting a state in
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which two xy variables are cancelled due to being operands of an (XOR @) operation.
Any extra x( variables are canceled via being part of an (AND -) operation with a 0
variable. A state that is independent of z( is thus created, which by definition forms
a pair of colliding neighboring states as discuss in part () of the proof. To sum up,
it is shown that having more than one z( variable in the feedback function causes a
branch to occur.

From parts («), (8), and () of this proof, it is shown that feedback functions
must be of the format illustrated in equation 1.3. As a contribution, it is presented
a hypothesis adding restrictions to the g() function of equation 1.3 of an optimal

feedback function. Such contribution is presented later in Chapter 5, subsection 5.1.1.

1.4 Feedback Function Types and Families

To achieve the goals of this work, it is desired to broaden the scope of studied feedback
functions as much as possible. In this work it is covered a wider array of feedback
function types compared to similar work. Similar work such as [1] [2] [3] has covered
4 feedback function types in total. In this work, 649 different feedback function types
are studied. To describe the experiment and results of this work, it is imperative to
introduce the concept of Feedback Function Type (FFT).

FFT is a collection of constraints partially describing feedback functions. Each
feedback function is associated with a unique FFT. The constraints of an FFT is

represented by the tuple 1.5.

(L, [p1, P2 -5 D)) (1.5)
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FFT 1.5 has 2 elements. First, [, is an integer representing the variable count of the
linear part of a feedback function, excluding the xy. The second element [py, ps, ..., pi]
is an array of integers, each integer in the array describes a term in the non-linear part,
such that its value represent the degree of that term. FFTs is a partial representation
to an infinitely many feedback function. In this work it is beneficial to come up with
a representation to a finite group of feedback functions.

Feedback Function Family (FFF) is an FFT with an extra constraint grouping a

finite amount of feedback functions. FFF is represented by 1.6

(L, [p1, P25 -y PR]) 2 (1.6)

The added element, n, is an integer representing the register size of an NLFSR.

A final feedback functions grouping concept, the feedback function series, is fur-
ther used in this study. A feedback function series is a group of FFFs bound by some
rules. Chapter 4 formally introduces feedback function series. In this work, it is stud-
ied what FFFs include optimal functions. FFFs are made to be mutually exclusive.
No feedback function is associated with multiple FFF, and each feedback function is
associated with a single FFF. To preserve these properties, feedback functions are not
allowed to have identical terms. Disallowing identical terms also protects the degree
of the feedback function. Identical terms can cancel out each other. When all terms
of the highest degree cancel each other, the feedback function degree drops. This can
cause non-linear feedback functions to become linear, causing noise in the results.

Due to those aforementioned properties of FFFs, FFF makes for a good grouping
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mechanism for studying feedback functions. The parameters [, [p1, po, ..., px], and n
shall be a focal point on this study’s experiment, presented in Chapter 4.

An example for an FFF is given ahead. Consider FFF = (1,[2]),4. That is [ =
1, k=1, [p1] =2, and n = 4. This FFF groups multiple feedback functions that are

illustrated in Table 1.1.

8
w

Lo B x1 B (21 -22) | 2o B x1 B (1 -23) | 2o B 21 B (22
To D To B (1 T2) | To D T2 B (w1 - 23) | To D T2 P (w2 -
Io@l’g@(l'l'l’g) .Z’(]@.Tg@(l’l'l’g) .Z'()@Ig@(xg'

8
w

8
w
~— [ — | —

Table 1.1: Feedback functions that are members of FFF = (1, [2]), 4.

Valid FFFs must adhere to the following rules:

1.1>0 2. 1in [p1,p2, -, P], &k > 0

3. P1,P2y -y Pk > 1 4. n >= 1%

First rule of FFF, [ > 0, otherwise, associated feedback functions can’t be opti-
mal. To prove this, take the state with the binary representation to the number
one, (Tg,Tp_1,..,x0) -> (0,0,...,1). If [ = 0, starting with the state one always yield
feedback functions with period equal to n, which is not optimal by definition 1.2.
Second rule of FFF, k > 0, otherwise the feedback function is linear. Only non-linear
feedback functions are studied in this work. Third rule of FFF, all elements of the list
P1, P2, ..., pr. Mmust be > 1. Each element in pq, po, ..., pr is used to represent product
terms, and the least degree for a product term is 2. Last rule of FFF, n >= p. We
define p as the minimum possible register size for a given feedback function. p is the
output of a function given both parameters of an FFT [ and [py, po, ..., px], as shown
in equation 1.7.
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f(l7 [pbp?? 7pk]) - maxaapl)p% "'7pk:) +1= P (]‘7)

1.5 Thesis Structure

This is an empirical study. The main contributions are results of a conducted ex-
periment. Chapters are organized with the focus to present the experiment and its

results. This work is divided into 5 chapters.

o Chapter 1 introduces important definitions, defines the problem, and highlights

related literature work.

o Chapter 2 covers literature review and work motivation.

o Chapter 3 illustrates the programming work of the experiment.

o Chapter 4 presents the experiment, its objectives and methodology.

o Chapter 5 highlights the results and findings.

o Chapter 6 concludes and summarizes the work.
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CHAPTER 2

LITERATURE REVIEW AND

MOTIVATION

In this chapter, it is presented a literature coverage of the studied topic. Multiple
aspects are covered as part of the literature review, with each aspect it is elaborated
how this work compares and adds value to the topic of study. Finally, the motivation

behind this work is presented.

2.1 Literature Review

2.1.1 Finding All Optimal Functions For an FFT

In 2012, a work published by Dubrova [1] attempted to list all optimal feedback
functions of three FFTs, all of which were of degree two. In [1], it is intended that
the published results be analyzed by other work for potential mathematical discov-

eries that enrich our understanding of how to create an optimal NLFSRs. So far in
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literature, the notation for representing FFTs is less developed than what is presented
in Section 1.4 of this work. In this work FFTs are represented in a compact way that
facilitates looping through types and highlighting their features. In [1], the studied

FFTs are represented as follows:

L f(zo, 21,y Tne1) = 20 D Ta D1y B T - g
2. f(@o, 1, .oy, Tpo1) = To B T B Xp - T B Ty - T

3. f(xo, @1,y Bno1) = T0 DX D Ty B T D g D T - Tpy
Translating those FF'Ts to this work’s notation gives the following in order:
1. (2,[2]) 2. (1,[2,2]) 3. (4,[2])

The FFTs in [1] were studied for NLFSRs of register sizes in the range (4 < n < 24).
Specifically, the arrangement of FFTs together with the targeted register sizes forms
the following FFF: {(2,2]),n | 4 < n < 24}, {(1,[2,2]),n |4 < n < 24},
and {(4,2]),n | 7 < n < 24}. That is, a total of 3 FFTs and 60 FFFs has
been covered in [1]. Supporting the efforts of [1], in 2018, Almuhammadi et al [2]
managed to improve the list published in [1] fixing some issues and supporting its
results. In this work, as part of confirming the correctness of the developed period
testing algorithm, it has been confirmed that the fixes presented in [2] are valid and
complete. In 2020, Al-Hejri [3] studied a 4" type: FFT = (2,[3]). The studied new
type targeted feedback functions of degree 3, a degree higher than what is studied
in [1] and [2]. The register sizes in [3] are in the range (5 < n < 25). This work
can be considered as a direct continuation to the efforts in [1] [2] [3], significantly
increasing the scope of these efforts.
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Compared to the work done in [1] [2] [3], the scope and results of this work are
significantly bigger. This study covers a wider array of FFTs and FFF and explores
more variation of FFT features. Table 2.1 highlights the main differences of this work
vs [1] [2] [3] with regard to the scope of studied FFTs, the studied functions degree

range, and optimal functions found.

Comparison subject Mahdi (this work) | [1] | [2] | [3]
Number of FFTs Covered 649 3 3 1
Degrees Range 2 to 31 2 2 3

Optimal Feedback Functions Found 99,933,656 425 | 425 | 140

Table 2.1: Comparison between this work and [1] [2] [3] with regard to scope and
results.

This expansion in scope allowed for the discovery of some noteworthy findings.

Those findings are presented as contributions of this work in Chapter 5.

2.1.2 Utilizing Hardware Acceleration

Other similar work explored utilizing specialized hardware technology to accelerate
the search for optimal feedback functions. While this work utilizes assembly code
optimization in building its period testing algorithm rather than hardware accelera-
tion, both share the same goal of finding optimal functions and thus covering such
work is relevant. A highlight for some of the work utilizing hardware acceleration in
searching for optimal feedback functions is as follows: Tomasz Rachwalik et al [4] in
2012, Dabrowski et al [5] in 2014, Poluyanenko [6] in 2017, and Pawel Augustynowicz
and Krzysztof Kanciak [7] in 2019. In [4], it is used FPGAs to find NLFSRs with op-
timal periods in registers of sizes 25 and 27. The published results include examples
of optimal NLFSRs of sizes 25 and 27. A total of 7 optimal feedback functions were
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published in [4]. In [5], parallel computing techniques were used to search for optimal
feedback functions. It is published 14 optimal functions with register sizes ranging
from 22 to 31. A difference between this work and [5] is that feedback functions are
allowed to use the negate operation in [5] unlike this work. In [6], FPGAs are used in
searching for optimal feedback functions. 15 optimal feedback function for registers
of sizes 26 to 29 were published. In [7], an optimized CPU and GPU implementations
to find optimal feedback functions were conducted. 14 optimal feedback function for
registers of sizes 26 to 30 were published. As part of this work’s efforts, all published
feedback functions that can be tested in [4] [5] [6] [7] were tested for optimality. All
function published in [4], [5], and [6] were found optimal. In [7], 6 of the 14 published
functions were found not optimal when tested using this work’s period testing algo-
rithm. All 6 functions failing to be optimal share a common trait. All 6 functions do
not satisfy one of the hypothesis for optimal feedback functions presented as a con-
tribution in this work, the hypothesis in question is presented in section 5.1.1. This
suggests the fault is likely in the published results of [7] rather than an issue with this
work’s period testing algorithm. Table 2.2 summarizes the difference between this

work’s scope and technology used vs [4] [5] [6] [7].

Comparison subject | This work |  [4] 5] (6] 7]
Technology used Assembly | FPGA | Parallel computing | FPGA GPU
Degrees Range 2 to 31 25, 27 22 to 31 26 to 29 | 26 to 30

Optimal Functions | 99,933,656 7 14 15 14

Table 2.2: Comparison between this work and [4] [5] [6] [7] with regard to period
testing methodology, feedback function features, and the count of optimal functions
found. Table 2.3 better compares the count of optimal functions with respect to
registers of sizes 22 to 31.

Unlike [4] [5] [6] [7], this work studies each FFF thoroughly. That is, when an
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FFF is studied, a full coverage of all feedback function members of the FFF is tested
for optimality. Therefore, optimal functions published in this work are necessarily
all the optimal functions of their associated FFF. The focus of this work is to find
mathematical constructs describing optimal functions rather than increasing the pool
of published optimal functions. FFFs chosen for this study were the ones yielding
optimal functions while not taking too long from the period testing algorithm in
execution time. This makes studying FFFs with smaller register sizes more fulfilling
to this study’s goals. Among the 2,848 FFFs covered in this work, less than 100 have
register sizes bigger than 21. Due to this bias, this work did not manage to find
any optimal feedback function for registers of sizes 27 and 30. This is not due to a
weakness but rather to a different in this study’s goals vs [4] [5] [6] [7]. Regardless of
the deference in the goals, this work managed to surpass other work from literature
that attempts to find optimal feedback functions for NLFSRs with large register sizes.
Table 2.3 compares the count of feedback functions found in this work vs [4] [5] [6]

[7].

2.1.3 SAT Short Period Exploit

Recent studies introduced a new technique that allows adversaries to force NLFSRs
in stream ciphers into a short period via an active attack. The new technique utilizes
special SAT solvers to search for vulnerable NLFSR states. The states in question are
vulnerable due to being part of a short period. An attacker able to force the initial
NLFSR state into a vulnerable state is then able to accurately predict the output of

the NLFSR which compromises its security.
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Register size n = | Number of optimal feedback functions
Mahdi (this work) | [4] | [5] | [6] | [7]
22 62,660 -1 - -
23 18,582 N AT I B
24 19,308 -1 - -
25 7,256 411 -] -
26 3606 -1 214 3
27 - 3121141 3
28 108 -1 2116 3
29 796 -1 212 3
30 - -1 - 3
31 1712 - 1 - -
Total: 114,028 7T (14|15 | 14

Table 2.3: Comparison between this work and [4] [5] [6] [7] with regard to optimal
NLFSRs found in each study for n-bit registers with sizes (22 < n < 31).

The work published by Dubrova and Teslenko [8] in 2018 have proposed an
algorithm that work on popular stream ciphers: Bivium, Trivium, Grain-80, and
Grain-128. The algorithm uncovered vulnerable states in each of the aforementioned
stream ciphers. Those vulnerable states form short periods breaking the cipher’s
security. It is identified 39 vulnerable periods each of size no bigger than 15 cycles for
all studied stream cipher. Dudzic and Kanciak [9], extended the work of [8] introducing
a modified method to find short periods in NLFSRs. Bivium, Trivium, Grain-80, and
Grain-128 are studied in [9]. The modified technique allowed the discovery of more
vulnerable states with periods of sizes less than 66 cycles.

This work presents some mathematical constructs that can be used to
strengthen the applications of stream ciphers. The vulnerability introduced in [8] [9]
could be avoided in future stream cipher applications. The findings presented in this
work can eventually lead to an optimal usage of Fibonacci configured NLFSR, such

that stream ciphers are equipped with guaranteed optimal period Fibonacci NLFSR
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neutralizing the exploit in [8] [9]

2.1.4 Galois Configured NLFSRs

Research in Galois configured NLFSRs received more attention in literature
than Fibonacci configured NLFSRs. This is likely to Galois configuration being less
restrictive to work with and the results of such studies can be directly used to improve
stream cipher applications. The author of [1] Dubrova, followed this popular approach
of studying Galois NLFSRs in [11] [12] [13] in 2012, 2014, and 2017 respectively.
In [11] a method to construct Galois configured NLFSRs with optimal periods were
introduced. The technique in [11] cross-joins multiple LFSR with a non-linear filter to
generate an n-bit Galois NLFSR with period of size 2" — 1. In [12] another technique
for building large period Galois NLFSR is presented. The technique in [12] merges
multiple NLFSR cycles forming one larger cycle. Dubrova and Hell [13] advanced the
work of [11] and [12] proposing a new stream cipher named FEspresso. Espresso is
designed for 5G systems and provides a faster performance than existing alternatives.
At the time of proposing Espresso, it was tested and is resistant against known attacks.
Espresso utilizes Galois based NLFSR which in later research [14] shown to be less
secure that what was believed.

Another topic that received attention in literature are the efforts to find ways to
convert Galois to Fibonacci configurations. Zhiqiang [15] in 2013, published a method
to transform Galois NLFSRs to Fibonacci configuration. The method however, does
not always succeed in transforming any Galois based NLFSR to the Fibonacci config-

uration. Zhigiang in [15] suggests that finding a universal method to transform any
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Galois configured NLFSR to the Fibonacci configuration seems more difficult than
the factorization of polynomials. In 2014, Zhao [16] introduced a method to analyze
NLFSR periods by utilizing techniques of Boolean networks. The method presented
can theoretically find optimal period NLFSRs, however the method complexity is too
high be be practical. The complexity is based on a transitional matrix of size 2" % 2™
such that n is the register size. In 2018, Lu et al [17] proposed another method
to convert Galois to Fibonacci configuration. This method converts NLFSRs into
Boolean networks then by using semi-tensor product of matrices the transformation is
achieved. This new method allowed transforming new types of Galois configured NLF-
SRs that were not possible prior to this work using the existing methods. However,
there are still some types of Galois configured NLFSRs that are not yet convertible
to Fibonacci configuration. Yao and Parampalli [18] in 2022 advanced the research of
Galois to Fibonacci transformation alogirthm. In [18] an improved version of known
Galois to Fibonacci transformation algorithms are proposed. Three types of Galois
NLFSRs are classified and an improved algorithm for each type is given. Further-
more, a new Galois type that can be transformed to Fibonacci is identified and a
corresponding transformation algorithm for it is given. Up until [18], it is still not
possible to transform all Galois NLFSRs into Fibonacci configurations.
Espresso-like stream ciphers has been shown a weakness. In Yao’s and Param-
palli’s work [19] [14] it is shown a method to transform the Galois NLFSR in Espresso-
like stream ciphers into a LFSR with a non-linear filter. This kind of FSRs can be
broken via the fast algebraic attack as elaborated in [14]. This finding highlights

a weakness in optimal Galois NLFSRs that are built using merging optimal LFSR
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cycles. This work improves the efforts of securely incorporating NLFSRs in stream

ciphers via studying optimal Fibonacci NLFSRs.

2.2 Motivation

The recent findings in literature highlights multiple weaknesses for the topic of find-
ing and using optimal NLFSRs. Attempting to strengthening these weaknesses, two
main reasons motivates this study. The first reason: the short period exploit intro-
duced in section 2.1.3 can be seen as a result of an underdeveloped understanding for
how to construct NLFSRs with optimal periods. This study improves the knowledge
deficiency via introducing valuable knowledge in the shape of multiple hypothesis in
Chapter 5. The second reason: the relatively unsuccessful attempt to build optimal
NLFSRs with Galois configurations in stream ciphers as elaborated in section 2.1.4
incentivizes studying the other configuration, the Fibonacci configuration. In this

study, the Fibonacci configuration is studied for optimality.
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CHAPTER 3

THE PERIOD-TESTING SUIT

In this chapter, it’s focused presenting the programming part of the work. A flexible
and highly efficient Period-Testing suit has been built as part of this study, which
allowed executing the experiment of this study. The suit is built using python as
the main high level programming language. To achieve high efficiency, Assembly
language period testing routine was used within the python program. The suit is
available publicly on git hub at:

https://github.com/m3131live/NLFSR-Period-Testing-Suit

3.1 Suit Use Cases

The ultimate use case of the suit is to compute an NLFSR’s period to check whether
it’s optimal or not. The suit, however, is flexible. It supports multiple inputs, each

descriptive a use case. The use cases are:

1. Given a fully defined NLFSR, compute it’s period.

2. Given an FFF, compute the periods of all the functions associated with that
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family and give a report for their periods.

3. Given a feedback function series, go over all FFFs of that series, then report the

periods of all functions of each FFF.

The 3 use cases are linked with one another, programming wise. The function-
ality of the 3" use case will be using the functionality of the 2"¢ use case, and the
latter will be using the functionality of the 1% use case. From the user’s perspective,
having all 3 different usecases provide important flexibility for confirming results and
running experiments.

The 1% use case allows to run individual tests for a single feedback function, it is
helpful to confirm results or to make quick tests. To facilitate its usage, it is possible
to feed the function multiple input formats. Both, the compact form and visual form
are supported as input. In this chapter, the compact and visual forms are formally
introduced. The period-testing suit is built using python as the main language with

3 main data object.

3.2 Programming Tools

The suit is built with python as the main programming language. The PeachPy [20]
framework is used to write high performing assembly kernels. PeachPy allows writing
assembly instructions for multiple architectures including the x86-64, which is the
one used for building the suit’s Period-Testing algorithm. Assembly instructions such
as ADD, AND, and SHR are heavily utilized in building the Period-Testing algorithm,

which is presented in section 3.4.1. Other benefits of using python and PeachPy is
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V)

the portability and the wide operating systems support. Thanks to those benefits, the
suit works on Windows, Mac OS, and Linux; and it works with both intel and AMD

CPUs. Python object oriented nature allowed for easier structure of the FFF model.

3.3 Suit Data Objects

There are 3 major data objects in the suit. The data objects are Fib-Family, Fib-
Function, and Run-Options. Fib-Family and Fib-Function are dedicated for presenting

NLFSRs. Run-Options configures how to run the test.

3.3.1 Fib-Family

As presented in section 1.4, the concept of FFF is essential in communicating the
definition and results of this work’s experiment. FFF also groups feedback functions
that share related features and is in important entity to be programmed into the
period-testing suit. The data object Fib-Family is used to represent FFF. Listing 3.1
illustrates Fib-Family.
class Fib_Family:

xor: int

ands: []

register_size: int

Listing 3.1: Fib_ Family.py
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3.3.2 Fib-Function

A Fib-Function is a presentation of a fully defined feedback function. Fib-Function
extends Fib-Family and adds mapping to each variable. The mapping links feedback
function variables to stages in the NLFSR’s register. This mapping transforms an
FFF to a fully defined feedback function. Finally, since FFFs also defines the register
size, Fib-Function is not just a fully defined feedback function, it also represents a
fully defined NLFSR. In the suit, a Fib-function is an object extending Fib-Family
adding a list of integers to represent the mapping of variables to stages. listing 3.2

illustrates the construction of feedback functions in the suit.

class Fib_Function(Fib_Family):

configurations: []

Listing 3.2: Fib_ Function.py

Other than using the default constructors to initialize a feedback function, 2
alternative formats can be used. Those alternative formats are the compact form and
the visual form, which are also used to present the results of the experiments of this
work. Those representations hold significance in this work as some important findings
were results of analyzing the output represented in both formats.

The compact form is very close in structure to how a feedback function is
represented mathematically, while requiring less space. The mathematical form is a
direct representation of the feedback function’s variables and the operations between
them. An example of a mathematical representation of a feedback function is given

in equation 3.1. The compact form is a jagged list. First, the linear part is added
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such that the index of each linear term is added to the list. Then, the non-linear
part is added a term at a time starting from the lower degree terms. Each product
term is added as a list containing the variables of the term. It is omitted adding xq
in the linear part of the compact form, to save space and because it has been proven
that it is needed for all optimal periods in Chapter 1. For example, the feedback
function represented mathematically in equation 3.1 gives a compact representation
equal to 3.2

The visual form of a feedback function is used to visualize the wiring of stages
in NLFSR. The format of the visual form is a string over the alphabet ¥ = {z, 0, —, |}
The vertical bar symbol | is used as a separator between the stages. Each variable is
highlighted in the visual form using the x and o symbols to determine whether the
stage is linked to an (XOR) or (AND) gate, respectively. If the stage is not linked to
an (XOR) gate, the x symbol is replaced with a dash —, the same applies for (AND)
gates. Therefore, a stage not linked with any logic gate looks like (] — —|). Similar
to the action taken in the compact representation, the z stage is omitted from being
represented in the visual representation for the same reason. A stage’s linkage with
an (XOR) gate is first represented with the x symbol, then, the (AND) gate linkage
is represented with an o for every product term. For example, the feedback function
represented mathematically in equation 3.1 gives a visual representation equal to 3.3

To clarify the relationship between the different formats used to represent feed-

back functions in this study, consider the following feedback function in mathematical
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form 3.1:

f(zo, w1, 2, T3, 24) = X0 D 11 D X2 23D (29 - x3) B (21 - T3 - T4) (3.1)

The compact form of function 3.1 is presented in 3.2:

[172737 [273]7 [17374“ (3.2)

The logic gate representation of the function 3.1 is presented in Figure 3.1:

Input —4 >3 —>2 =1~ 0— Output

¢ A
-(H) <

Figure 3.1: Detailed NLFSR representation with feedback function equal to equa-
tion 3.1.
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The visual representation of function 3.1 is presented in 3.3:

|z — o|xo — |xoo| — —o (3.3)

The FFF of function 3.1 is presented in 3.4:

(3,[2,3)), 5 (3.4)

3.3.3 Run-Options

Run-Options represents a list of options that affect the operation and output of the

algorithm. listing 3.3 illustrates Run-Options.

class Run_Options():
go_fast: bool = True
add_x0: bool = True
add_x0_as_active: bool = False
catch_loops: bool = False
print_sequence: bool = False
print_all_periods: bool = False

initial_register_state: int = 1
Listing 3.3: Run_ Options.py
The suit is highly flexible. The suit includes two different period testing algorithms.

One that is highly optimized and uses Assembly level optimization. The other is less

optimal, uses python level, however allows for power options, such as discovering
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branching. Here is a list of the Run-Options and what they mean:

e go_ fast: Use assembly or python version.
o add_ x0: Always add stage xy in the linear part.

o« add_x0_as_ active: Include zy in the non-linear part while searching for

optimal periods.
o catch__loops: Use memory to catch possible branching.
» print_ sequence: Print the full NLFSR output.
o print_ all_periods: Print the count of all periods searched.

« initial_register_ state: Represents the initial register state.

3.4 How it Works

There are 3 main working algorithms:

1. period_ tester(): Input is feedback function and initial state. Output is the

period length. This maps to the 1% use case.

2. next__function__mapping(): Input is feedback function. Output is next func-
tion in the same family. This together with period_ tester() powers the 2" use

case.

3. x__wires(): Input is a threshold value. Output is a list of all FFFs satisfying
the threshold value. This together with next function mapping() fulfils the

37 yse case.
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3.4.1 Period Tester

The period tester algorithm is the heart of the suit and the algorithm fulfilling the
15¢ use case. There are 2 different period testing algorithms in the suit. The first is
the optimized Assembly version. The second is a less optimized, but more flexible,
python version. Both algorithms simulate the actual work of the NLFSR. To simulate
the NLFSR, we need to have a way to simulate the shift operation and the feedback
function.

The assembly version uses the CPU register to hold the NLFSR’s state. The
logical shift operation, for example (logical shift right SHR), is a standard Assembly
level instruction, therefore, relying on it gives us optimal performance and achieves
the functionality of the shift operation. To achieve the functionality of the feedback
function efficiently, it’s utilized an x86 instruction called (pop count popcnt). popent
counts all occurrences of 1s in a register. Using popcnt and masking techniques
appropriately, we can compute the feedback function using the following tricks. A
mask is to be used for the linear part. The mask filters (zeroes out) all stages that are
not part of the linear part. The popcnt is used on the filtered result, if the result of
the popecnt operation is even then the linear part of the feedback function result is 0,
else the result is 1. Then a list of masks, one for each product term is used. For each
masked instance, popcnt is used to count the number of 1s, this time, for each term,
the result is 1, if and only if popcnt value is equal to the degree of that term. A loop
takes all masked product terms and perform a final popcnt on them, if the result is

even, 0 is returned, else 1. Finally, the linear part is (XOR @) with the non-linear
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part calculating the feedback bit.

The python version uses direct bit wise manipulation API from python standard
library to achieve both the shift operation and simulating the feedback function. The
python version also has an option to use memory to detect branches, as well as an

option to print the results, and debug the register state in each cycle. Figure 3.2

Save NLFSR initial
state

highlights the top level inter-working of the period testing algorithm.

Assign state | to NLFSR

Y
Period Increment perlotd :hen Current NLFSR state
length assign new state
A

Execute |a full cycle

Y

equal to initial Check state
Return period length q New NLFSR state

state?

Figure 3.2: A macro level perspective of the period testing algorithm highlighting the
major steps of the algorithm.

3.4.2 Next Function Mapping

Given an FFF, it’s desired to be able to loop over all associated feedback functions.

In this section, such method is proposed. The proposed method additionally has the
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following 2 desired properties: It skips isomorphic results, it skips results in which
term cancellation can occur. Given an FFF (I, [Py, pa, ..., pk]), n, the approach is to
create groups and move them forward in a certain way. The linear part constitute the
first group, then each product term is made into a group. Starting with groups from
pr then pr_q, until group [, move the first group that hasn’t reached it’s limit, then
reset all groups ahead appropriately. Pseudo code presented in listing A.1 illustrates

the process, explaining the move and reset processes in more details.

3.4.3 X Wires

This algorithm is built specifically to run the main part of the experiment. This

function loops over all families bound by the following constraints: Given an FFF,

(L, [p1, -, E]), 2

e [ <=10 . §?<:10 e n<=11

To iterate over all configurations satisfying these constraints, it’s constructed two
nested loops. The inner loop iterates over valid sizes, while the outer loop iterates
over valid families. The inner loop is constructed such that the values in the range
(p to 11) is being enumerated, such that p is as defined in 1.7. Each value in the
range represents a register size. The second outer loop iterates over all families using
another two nested loops. The second outer loop is a simple enumeration over the
linear part. The second inner loop construction is less trivial and a brief summary of
it is given ahead.

A macro view of the approach is to consider every product term as an element
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in a list and perform operations on the list. Start with a minimum sized list. Then,
enumerate over all valid combinations before increasing the list’s size. After iterating
over all combinations, the list size is increased by one and the process is repeated. A
detailed description is as follows: Start with a list of size 1 containing the element 2,
i.e([2]). The minimum value for each element is 2 because each element in the list
represent the degree of a product term. Then a cascade increment is performed until
it is no longer possible. If a cascade increment is not possible without exceeding the
constraints, the list size is increased by one. If it is not possible to increase the list size
without exceeding the constraints, stop. A pseudo code for the X Wires algorithm
further clarifying the steps and formally defining cascade increment is provided in

listing A.2.

3.5 Proof of Correctness

Proving the correctness of a modern software such as the suit built in this chapter is
quite challenging to write and read. Presenting a mathematically styled rigorous proof
is extremely difficult and can be considered inefficient to be used as argument for the
correctness of the suit, due to being long and hard to follow. Instead, via following

the heuristics below, it’s achieved some level of confidence for the suit’s correctness.

1. Reproducing similar work.

2. Having two algorithms, python and assembly.

3. Following a testing driven development.
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4. Making the work available publicly.

In reproducing similar work, the work done in [1] [2] [3] has been fully recreated
and confirmed. Further confirmations of similar done work was to confirm all published
results in [4] [5] [6] [7]. Interestingly in [7] it’s found some invalid results. All invalid
results in [7] were due to the FFF belonging to a non-optimal setting. This suggests the
mistake is most likely from the work in [7]. This is discussed further in the Chapter 5.

The existence of two independent period testing algorithms (python and As-
sembly) that produces the same results makes it less likely that the same error is
made in both versions. While it is not impossible that the same error exist in both
versions, it is highly unlikely, due to how technically different the implementation of
each algorithm is.

Following a test driven development can increase the confidence of the suit’s
correctness. Tests were developed before methods and were used heavily throughout
the development to assert the correctness of the code. The suit was first built with
an easy to test functionality. The output of the simple functions is later used to build
complex functions while satisfying the test driven methodology of building tests first
and testing often after each addition. Source control was used to store stable versions
as commits.

Making the work available publicly is an ongoing proof of correctness. Pub-
lishing programming work to the public landscape encourages experts to try and find
bugs in them. Critical cryptographic libraries follow this approach of making the

source code public for an added confidence in correctness. Consequently, the longer
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this published suit stays in the public domain without issues being discovered, the

more confidence of its correctness is established.
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CHAPTER 4

THE EXPERIMENT

This chapter introduces the experiment and explains its methodology and objectives.
The experiment is run using the suit introduced in Chapter 3. A large amount of
optimal feedback functions was discovered as a direct output from the experiment.
Those optimal functions constitute all the data used in this study. Data analysis is
presented in Chapter 5. All experiment data is available publicly. Link to get the
data can be found in the git hub page of this work at:

https://github.com/m3131live/NLFSR-Period-Testing-Suit

4.1 Experiment’s Objectives

The general goal is to find some rules or patterns that can help us advance our math-
ematical understanding of what make an NLFSR generate an optimal period. Exper-

iment objectives are structured as follows:

o Objective 1: Find a formula that can determine if a given FFT can contain

optimal functions.
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e Objective 2: Find some patterns and rules that can be used to accelerate the

search of optimal configurations.

e Objective 3: Find if increasing the degree of the feedback function makes it

less likely to find optimal functions.

e Objective 4: Test out if the inclusion of the stage xy in the non-linear part can

generate any optimal period.

4.2 Experiment Methodologies

In this section it is introduced the methodology followed throughout the experiment.
The experiment is mostly self contained. That is, the experiment data, execution,
and analysis are performed as part of the study with minimum reliance on external
resources. The general methodological approach of this work is to follow an empirical
format. This work introduces a problem then uses experiments to come up with
and analyze solutions. The problem being learning patterns about optimal feedback
functions, while the solution of finding patterns is done through analyzing the results
of experiments. Figure 4.1 gives a visual representation to the methodology used in

this research.

4.2.1 Programming Methodology

The Period-Testing Suit, introduced in Chapter 3, is the main tool used for all pro-

gramming work. The Suit is used for discovering optimal feedback functions and
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Period-Testing Suit

? SN I

: Manually

et | sl anaee

P Results

Identify N Build
Problem l l Hypothesis

Compile Confirm

Experiment Analysis

Results Propositions

Figure 4.1: An illustration of the steps and components clarifying the methodology
used in this research.

running queries against the results. The suit is built using python and the framework
PeachPy [20] for writing assembly level optimized functions. Python is among the
best choices for this type of projects, for the abundance of relevant useful tools and
for the language features. Python’s Object Oriented Programming (OOP) and list
comprehension features were specially helpful in developing both the period testing
algorithm and for querying the results. The programming work is considered a big

part of this study and it is already discussed in Chapter 3.

4.2.2 Data Presentation Methodology

Data presentation is a critical subject in this experiment. This experiment incorpo-

rates a manual analysis of the data as a tool to identify patterns. Data presentation

45



formats could make some patterns obvious while others vague when manually ana-
lyzed. In this experiment we use two different data presentation formats: the compact
form and the visual form. Those formats has been formally presented in chapter 3.
Each form highlights a different set of features. The compact form highlights the
structure of the feedback function’s terms, in both degree and content. The linear
and non-linear parts are easy to be interpret and the terms’ degrees are easy to be
calculated and compared with neighboring terms. For example, given a feedback func-
tion represented in a mathematical form 4.1, its compact form given in equation 4.2

is easier to read and to identify the function’s features.

f(zo, x1, o, 3,24, T5) = o D x1 B (T2 23) © (21 - T2 - T4) (4.1)

11, [2,3],[1,2,4] (12)

The visual form, on the other hand, highlights the stages that are used in the feedback
function with respect to their location in the register. The visual form uniquely
highlighted some features which proved valuable in revealing multiple findings, later
introduced in chapter 5. Using the compact form given in equation 4.3, which visually

represent the function 4.1, it is easy to visualize the active stages and distribution of

(XOR) and (AND) operations.

|z —o| —o00] —0—| — —0] — — — (4.3)
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4.2.3 Data Collection Methodology

Data in this experiment are feedback functions with optimal periods. All data are
self produced via utilizing the suit. Over 99 million optimal feedback functions were
discovered as part of running this work’s experiments. This large database of optimal
feedback functions were subject to study. Furthermore, all publicly available optimal
feedback functions from similar studies, [1] [2] [3] [4] [5] [6] [7], has been tested for op-
timality and were considered for observation in this study. It is important to mention
that all optimal feedback functions with the constraints given in this study come in
pairs. The second element of the pair is equal to the first, but reversed horizontally.
Specifically, given a feedback function represented by equation 1.3. If g(z1, xo, ..., Xk _1)
is optimal, then g(xg_1, Tg—2, ..., 1) is also optimal [1]. This work counts each element
of the pair as a unique function, because said pair produce different output. What

and how data are collected are further explained in sections 4.4.

4.2.4 Data Analysis Methodology

Data analysis phase is split into two parts. The first part is manual data analysis. In
this part, optimal feedback functions are grouped and manually analyzed to construct
propositions. The second part is asserting propositions. In this second part, the output
of the first part is verified for correctness using the Period-Testing Suit. The manual
analysis step relies on observing patterns as highlighted by the two representation
formats of feedback functions, the compact and the visual forms. The verification step

is conducted via writing a program asserting the proposition’s correctness utilizing the
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database of optimal feedback functions created in this work. Having multiple data
presentation formats helped in formulating multiple hypothesis, later introduced in
chapter 5. Since the method of discovering patterns were largely relying on manual
observation, it would make a grate extension to this study applying data science tools
to the data published by this work. More on how the manual analysis was approached

is explained in this section 4.4.

4.3 Experiment Plan

To conduct a good experiment that fulfills the target objectives while being accurate,
a plan is prepared. The experiment aims to cover a comprehensive set of feedback
function features bound by some rules. The rules are designed such that all feedback
function features are explored uniformly. For that, all possible factors that could
affect the NLFSR output is identified. The two main factors are the register size
and the feedback function. The factors need to be simplified such that changing one
factor should be as simple as incrementing or decrements its value. The register size is
already a simple factor represented by an integer. Iterating through different register
sizes is done simply via incrementing its integer representation. The feedback function
is a complex structure, nevertheless, in chapter 1 it is presented the concept of FFT
and FFF and in chapter 3 it is explained how to iterate over all feedback functions
given an FFF. Using both established concepts, we can use FFTs and FFFs as our
guide on how to group and iterate over all possible feedback functions bound by some

rules.
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Since our objectives vary, and since Objective 2 is open ended, it is decided
that the experiment shall be split into multiple parts. Each part will study a group of
related FFT, each called a series. Every series will be focused on testing the effect of
a particular set of factors in producing optimal periods. Every part of the experiment

contributes toward fulfilling Objective 2.

4.4 Experiments Description

First, it is desired to construct a series that is made with no assumptions on what
affects NLFSR’s optimality. The first series studies every factor that can affect opti-
mality assuming each factor is equally likely responsible for affecting optimality. The
first and largest series is built such that it uniformly studies the effects of all parame-
ters of FF'Fs. The first series is called 10-wires. This series uses the X wires algorithm
presented in Chapter 3, with X = 10 as an input. Thanks to the 10-wires series,
it was established The Optimal Type Hypothesis, later presented in Chapter 5.
Other series was constructed after observing the output of the 10-wires series. Unlike
the 10-wires series which was testing all factors of optimality uniformly, other series
targeted a particular factor for study. Finally a special series named full-stages is
presented, which highlights an interesting pattern itself.

It is worth noting that in all series including series 10-wires, the established
theories presented and proven in Chapter 1 which describes how to construct an
optimal function are followed. With that being said, those theories has also been

relaxed for a portion of the experiment. Relaxing these assumptions produced no
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optimal results, further supporting the established theories. Both, presented theories
in Chapter 1 as well as the relaxed section of this experiment can be used to fulfill

Objective 4. All series, which constitute this work’s experiment, are presented ahead.

4.4.1 Series 10-wires

Series 10-wires is defines as follows. Given FFF: (I, [p1, ps, ..., px]), n such that:
. 1<10 . Y <10 « n<l1l

The 10-wires series is the largest series covering 410 FFTs and 1827 FFFs. Over 24
billion different functions were simulated, resulting the discovery of over 64 million
optimal functions. This series treats all feedback function features uniformly. The
linear terms count, the non-linear terms count and degree, and the register size were
all bound by a uniform limit, 10, or 11 in case of the register size. This series is the
direct output of the 3rd algorithm of the suit, passing 10 as an argument. The name
10-wires comes from the physical analogy of trying all possible feedback functions in
a physically implemented NLFSR such that up to 10 wires is used for both the linear

and non linear parts, 10 wires each.

4.4.2 Series min-max

Series min-max is defines as follows. Given FFF: (I, [p1, ps, ..., px]), n such that:

First sub-series (1-max-max):
e =1 o k=2 e (pr=p2)>n-—2
e n<p+1<25
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Second sub-series (2-max):

¢« =2 e k=1 s p1=2n—2

e n<p+1<25

This series studies feedback functions where the functions’ degrees are as large as
possible while other factors are as low as possible. The name min-max is reflecting how
in this series the linear part is minimized while the non-linear part, which determines
the degree, is maximized. This series holds significance towards fulfilling Objective 3.
It is expected that this series should yield relatively lower number of optimal feedback
functions compared to other series that lowers the function’s degree, however, it is
found that this is not the case. The simple reasoning behind the belief that increasing
the degree lowers the optimal functions count is that larger degrees terms are more
likely to result in Os in the feedback function which lowers the entropy and consequently
lowers the chances of having an optimal period. The min-max series is split into two
parts, the (1-max-max) and the (2-max). These series is constructed after observing
the results of the 10-wires series. It is observed in the 10-wires series experiment an
important distinction between even and odd numbered terms in a feedback function in
determining optimality. Due to that observation, this series is split into two parts to
study both even and odd variants. That observation has been made into a hypothesis
and is presented in Chapter 5. Table B.1 presents a summary for the count of optimal

functions per FFF in this series.
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4.4.3 Series max-min

Series max-min is defines as follows. Given FFF: (I, [py, ps, ..., px]), n such that:

e [ <24
— if [ is even
e k=1 o p1 =2 e n<p+1<26
— if [ is odd
« k=2 s p1=py=2 e n<p+1<26

This series studies feedback functions where the functions’ linear terms are as large
as possible while other factors are as low as possible. The name max-min refers to
the linear part being maximized while the other factors: the non-linear part terms
count, the degree, and the register size being minimized. This series holds significance
towards fulfilling Objective 3. It is expected that this series should yield more
optimal feedback functions than the (min-max) series, however, the results showed
that it is the other way around. Furthermore, this series is the worst performing series
in terms of the count of optimal functions. The simple reasoning behind the belief
that lowering the degree increases the optimal functions count is that lower degrees
has better truth table distribution of Os and 1s. This better distribution lowers the
bias of product terms resulting Os which lowers the feedback function’s entropy, hence
lower the optimal feedback functions count. Table B.2 presents a summary for the

count of optimal functions per FFF in this series.
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4.4.4 Series max-max

Series max-max is defines as follows. Given FFF: (I, [py, ps, ..., px]), n such that:

e [ <24
— if [ is even
e k=1 o p1=1 e n<p+1<26
— if [ is odd
e k=2 o pr=py=1 e n<p+1<26

This series studies feedback functions where the functions’ linear parts and degrees
are both as large as possible while the non-linear terms count and the register sizes are
as low as possible. The series name, max-max, is inspired by its definition. This series
merges both (min-max) and (max-min) series. The max-max series studies whether
patterns from previous series carries over to this series. This series holds significance
in defining the boundaries of each pattern discovered so far. Table B.3 presents a

summary for the count of optimal functions per FFF in this series.

4.4.5 Series min-mins

Series min-mins is defines as follows. Given FFF: (I, [p1, ps, ..., px]), n such that:

e 1<2

— if [ is even

e kisodd, k<7 e (pr=...=p) <3 o n<p+5h



— if [ is odd

e kiseven, k<6 e (pr=..=pr)<3 o n<p+5

This series studies feedback functions where the functions’ non-linear terms count
is as large as possible, while other factors are as low as possible. The series name
min-mins refers to the count of small degree non-linear terms being maximized and
studied. This series studies the final remaining factor that could affect the optimality
of feedback functions, the non-linear terms count. This series turns out to have the
highest number of optimal feedback functions count among the other series. This
series holds significant in highlighting the factor with the most positive effect on the
yield of optimal feedback functions, the non-linear terms count. The higher non-linear
terms count the larger the yield of optimal feedback functions in an FFF. Table B.4

presents a summary for the count of optimal functions per FFF in this series.

4.4.6 Series full-stages

Series full-stages is defines as follows. Given FFF: (I, [p1, p2, ..., pr]), n such that:

e [=n-1
— if [ is even
e kisodd, k<7 e p1=..=pp=2 e n=p<8
— if [ is odd
e kiseven, k<8 e Pr=..=pp=2 e n=p<8
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This series studies feedback functions where the functions’ linear part is equal to the
register size minus one. This means that all the stages in the register are used in the
feedback function in the linear part. The non-linear part of this series has low degree
and high terms count. This is deliberately chosen to increase the chances of yielding
optimal feedback functions. This series is challenging the unlikely case of having any
optimal feedback function when the register size is as low as possible, in other words,
when n = p. To highlight how unlikely this is, consider the 10-wires series which was
a comprehensive and massive coverage of feedback function, only a single FFF was
found to have optimal functions at n = p. Utilizing the knowledge gained from the
previous series, it is able to overcome this challenge of finding FFF where optimal
functions exist at n = p, and construct this series. Table B.5 presents a summary for

the count of optimal functions per FFF in this series.

4.4.7 Series Remarks

Both breadth and depth were explored further beyond the original boundaries of each
series. Breadth refers to exploring new feedback functions, and depth is increasing the
register size. As a result of this expansion of boundaries, new patterns are discovered
and old patterns are further verified. It is used the time needed to execute a particular
expansion as the factor to determine whether or not to expand in that direction. The
expansion involves widening one or more bounding criteria of the series such that
factors to be changed are chosen based on which has the least cost. The cost of
widening a factor is determined by the amount of time it takes to finish executing the

experiment after the factor is changed.
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CHAPTER 5

RESULTS AND FINDINGS

In this chapter the findings of the experiment are presented. These findings represent
the main contribution of this work. The findings can be categorized into rules and pat-
terns. Rules are a set of observed characteristics that are always satisfied throughout
the experiment with no exceptions. Rules can be rigorously described mathematically.
Since no proof is given for any rule,those rules are presented as hypothesis. Patterns,
on the other hand, are likely occurrences of some characteristics. Patterns will be
presented in plain English. Presented rules and patters will be cross referenced with

experiment series that supports them.

5.1 List of Findings

All findings will be listed in this section. Findings will be ordered by significance, such

that the most significant finding is presented first.
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5.1.1 Finding 1: Optimal Type Hypothesis

The optimal Type hypothesis is the main and most significant finding. The optimal
Type hypothesis reveals if a given FFT can contain optimal functions or not. The

optimal Type hypothesis is described as follows:

Definition 5.1.1 (The optimal Type hypothesis). Given FFT: (I, [p1, pa, ..., Pk]), 0.

An FFT that has an optimal feedback function must satisfy the following constraint:
e if [ is even, then k must be odd e if [ is odd, then £ must be even

It is a rule that a feedback function must have an even number of terms, including
the z¢ term, in order for it to be optimal. The other factors: the terms’ degrees and
register size have no effect in determining optimality. The entire experiment data
supports this hypothesis.

Using this hypothesis, we can reliably mark FFTs that can never contain opti-
mal functions. This bit of knowledge, therefore, adds to literature’s optimal function
theory. Specifically, this hypothesis further describes the ¢() function in equation 1.3.
The ¢() function now have to satisfy the Optimal Type Hypothesis as described in
definition 5.1.1. That is, the g() function must be structured such that is has an odd

number of terms.

5.1.2 Finding 2: O-Slide Hypothesis

The O-slide hypothesis applies to FFFs satisfying the constraints presented in def-

inition 5.1.2.
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Definition 5.1.2 (O-slide hypothesis FFF constraints). FFFs: (1, [p1, pa, ..., Pk]), 1

that produce an O-slide pattern are bound by these constraints:
e [is even e k=1 e pr=n-—2

All optimal feedback functions associated with an FFF satisfying the O-slide
constraints exist as a member of a well defined group of similar optimal feedback
functions. Each member of the group share the same linear part definition and differ
in the non-linear part definition. The non-linear part of optimal functions in a single
group forms a unique visual artifact, a diagonal slide of missing os as traced from the

functions’ visual format. This diagonal slide of missing os is what aspired the name,

the O-slide. Figure 5.1 shows an example of a group of functions forming an O-slide:

Figure 5.1: A group of feedback functions forming an O-slide.

An alternative definition to the O-slide pattern can be given as follows: An O-
slide group is a group of optimal feedback functions that share the same linear part
and are collectively representing all possible non-linear part variants. As an outcome
to the O-slide pattern, it is sufficient to test a single feedback function of each O-slide
group for optimality. Functions of an O-slide group are either all optimal or all not
optimal. Therefore, it is possible to reliably guess the optimality of feedback functions
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without testing them if they belong to an O-slide group where a member of that group
is optimal. This finding presents the first ever method to determine feedback function
optimality without testing its period. Another application of the hypothesis is that
it can be used to accelerate the search for optimal functions associated with FFFEs
abiding the O-slide constraints given in definition 5.1.2. The speedup is measured as
a factor of n, such that n is the register size. Both 2-max and max-mazx series supports

this hypothesis.

5.1.3 Finding 3: X-Gab Hypothesis

The X-gab hypothesis is a special case of the O-slide hypothesis. Definition 5.1.3,
presents the FFF constraints binding the optimal feedback functions with the X-gab

characteristics.

Definition 5.1.3 (X-gab hypothesis FFF constraints). FFFs: (I, [p1, pa, ..., p]), n that

undergoes the X-gab pattern are bound by these constraints:
e [ =2 e k=1 e p1=n-—2

Since the X-gab pattern is a special case of the O-slide pattern, the O-slide pattern
can be observed alongside the X-gab pattern. Using the concept of the group as
defined for the O-slide, the same members of the group are subject to the X-gab
pattern if their associated FFF satisfies the X-gab constraints. The X-gab pattern
describes a necessary rule for the linear part in optimal functions. First, the gab
concept is defined. The gab is defined as the number of stages between the two

stages marked with xs in the function’s visual form. The X-gab pattern states that:
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Optimal functions must have a gab with matching parity to the register size. For
example, in an optimal function if the register size is even, the gab size must be even
too. Utilizing this hypothesis, additional speed up can be achieved over the speed
up already gained from the O-slide hypothesis by a factor of two. Henceforth, the
speedup gained from utilizing the X-gab hypothesis is the sum of speedups from both
the X-gab and the O-slide hypotheses, which is equal to a factor of 2n, such that n is
the register size. As a proof of concept, the X-gab hypothesis was used to accelerate
the search for optimal function for FFFs with high register sizes, 24 < n < 32.
Utilizing the X-gab hypothesis, it was possible to achieve a speedup of up to 64 time,
allowing the experiment to finish executing in under 30 minutes. The experiment
resulted in discovering 3894 optimal feedback functions with large register sizes, 24 <
n < 32. Furthermore, those optimal functions are all the optimal functions for their
respective FFF. Those large optimal functions are published alongside the results of
the experiment. In the Figure 5.2, a gab of size 3 is separating the two stages with the
x symbol, the two stages being stage x; and stage z5. In the Figure 5.2, the register
size is 7 while the gab size is 3, both have matching parity of being odd. Series 2-mazx
supports this hypothesis.

This concludes the list of hypotheses constructed in this study, the rest of the

findings, finding 4 through 9, are presenting likely occurring patterns.

5.1.4 Finding 4: Normal Distribution Pattern

Given a series of FFFs with consecutive register sizes. The count of optimal feedback

functions per FFF vs the register size form a normally distributed graph. The normal
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Figure 5.2: A group of feedback functions highlighting the X-gab pattern.

distribution patterns suggests that it is unlikely that an FFT exist such that it pro-
duces optimal period functions for all register sizes. The other observation from this
pattern is that the optimal feedback function count is at its highest in an FFT when
n = p+ X. From the limited results obtained in this study, X is likely to be in the
range of 4 to 10. Figure C.1 & C.2 illustrate the count of optimal periods given the

FFTs: (1,[2,2]),n and (2, [3]),n such that p < n < p+ 20.

5.1.5 Finding 5: Exponential Decay Pattern

Given a group of FFFs with consecutive register sizes, the percentage of optimal func-
tions per FFF vs the register size forms an exponentially decaying graph. This pattern
suggests that the probability of finding an optimal function becomes exponentially less
likely for bigger register sizes. Although the normal distribution pattern states that
increasing the register size is likely to yield more optimal feedback functions, the expo-
nential decay adds that the percentage of optimal feedback functions are exponentially
lower in higher register sizes. The exponential decay pattern indicates that the ef-

ficiency of discovering new optimal functions drops exponentially for higher register
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sizes. Furthermore, the execution time for period testing increases exponentially for
higher register sizes. Therefore, the time cost for searching for optimal functions for
higher register sizes is super exponential. Figure C.3 & C.4 illustrate the described

pattern given the FFTs: (1,[2,2]),n and (2, [3]),n such that p <n < p+ 20.

5.1.6 Finding 6: Almost-O-Slide Pattern

The almost-O-slide pattern is observed in FFFs satisfying the following constraints:

Definition  5.1.4  (Almost-O-Slide  pattern ~ FFF  constraints). FFFs:
(I, [p1,p2s -y Pk]),n that produce an Almost-O-slide pattern are bound by these

constraints:
e [is odd o k=2 e prL=p2=mn—2

The almost-O-slide pattern is similar to the O-slide pattern. When observing both
patterns, the visual properties of the slide in the almost-O-slide is partially respected.
While the O-slide pattern can be visually identified via the existence of a diagonal slide
of missing o0s, the almost-O-slide has a similar slide of missing os, however, the slide is
not continuous. The discontinuity of the almost-O-slide is caused by the existence of
non-optimal feedback functions in the slide group. In this work, no pattern has been
found to identify which feedback functions in the group are not optimal. Figure 5.3
highlights the almost-O-slide pattern visually.

In Figure 5.3, feedback functions bound by green rows are part of a group. Every
function in the group has two missing os where the latter is fixed per group. The
initial missing o of each feedback function in a group forms a non-continuous slide.
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Figure 5.3: Almost-O-slide pattern. Visual form analysis.

Across groups, the latter missing o forms yet another slide of missing os that itself is
non-continuous. As highlighted in Figure 5.3, you can follow the red dashes in each
green rectangle to trace the discontinuity of the slide.

An alternative definition to the almost-O-slide can be devised through analyzing
the compact form of functions in a single group. Figure 5.4 highlights this pattern via
grouping both the linear part and first product term of a function’s compact form.
This pattern can be used to speedup the search for optimal functions by means of
skipping groups that are unlikely to have any optimal functions. However, due to the
random nature of missing os, it is possible to skip a group with optimal functions.

The following method has a 100% success rate in this study, but it is not guaranteed
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Figure 5.4: Almost-O-slide pattern. Compact form analysis.

to have counter examples in other studies: First, Utilizing the outer o slide, the one
across groups, search for feedback functions via fixing both the linear part and the
first product term, such that the first product term is defined as [1,2,...,n — 2] then
test the period for all variation of the second product term. If no optimal function is
found, then the group most likely has no optimal feedback functions, and the search
shall continue with incrementing the linear part. If a feedback function exist, the
whole group has to be explored. The speedup achieved is a factor of ((n) * (n — 1)) if

no feedback functions is found in a group, else no speedup is achieved.

5.1.7 Finding 7: Empty x Closer to Edges Pattern

In the max-max series, optimal functions are more likely to have the stage with an

empty z closer to the edges. In other words, the stage missing an x is likely to be z; or
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Tn_1 Or a stage close to either. This pattern can be used to prioritize testing feedback
functions that are more likely to be optimal. Table B.6 shows a list of all FFTs
studied in the max-max series, highlighting the positions of the missing xs relative to

the edges.

5.1.8 Finding 8: Increasing Degree Pattern

Contrary to intuition, increasing the degree of an FFF does not negatively affect
the count of optimal functions. In fact, in many situations it’s the contrary. That
is, increasing the degree tends to increase the count of optimal feedback functions
found for each FFF. For example, FFFs: (2,[2,2,7]),9 & (2,[6,5,7]),9 have optimal
function count of 1,492 & 16,782 respectively. On the other hand, FFFs: (2,[4,4,4]),8
& (2,[3,4,4]), 8 have optimal function count of 8,778 & 21,868 respectively. Increasing
the terms’ degrees is likely to yield more optimal functions, however, there are many
counter examples discovered in this study, one is given earlier. Series min-max and

max-max supports this pattern.

5.1.9 Finding 9: Increasing Product Terms Pattern

Increasing the product terms has the strongest effect over optimal functions count.
The more product terms added the higher the count of optimal functions. This is ex-
pected, because each added term increases the count of associated feedback functions
for a given FFF. The series min-mins and full-stages supports this pattern. For ex-
ample, consider FFFs: (2,[2,2,2,2,2]),8 & (2,[3,3,3,3,3]),8 & (2,[2]), 8, the optimal
function count is 12,768 & 261,580 & 30 respectively. This example supports that
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adding more product terms significantly boosts the optimal function count regardless
of the degree used. No counter example to this pattern was found where the FFF

with higher product terms count also has higher associate feedback functions.

5.1.10 Finding 10: Dense FFFs

Dense FFFs are those containing the highest percentage of optimal feedback functions
for a given register size. Searching a dense FFF is the most time efficient way to
find optimal feedback functions. In this work, dense FFFs are presented as list of
FFFs ordered from most dense to least dense. Each FFF in the ordered list is given a
density rank based on its occurrence in the list. Therefore, the FFF with density rank
1 has the highest expected density of optimal feedback functions followed by FFF with
density rank 2 and so on. To construct the list of dense FFFs, multiple set of rules
are followed in their respective order. The following are the rules used to construct

the list of dense FFFs given a register of size n:

Definition 5.1.5 (The construction of dense FFFs). Given a register size: n. The
following rules are followed in their respective order to construct the list of dense

FFFs:

1. All product terms has the highest possible degree minus one.

2. The product terms count is as low as possible.

3. The linear terms count is either as high as possible minus one or as low as

possible.
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Expressing the aforementioned rules using FFF notation and i, such that ¢ € N, gives

the following ordered rules. Given FFT: (I, [p1, pa, ..., Pk]), n:

l.pr=pr=n—i—1 2. If [ is even then k =1, else k = 2¢

3.l=n—i1—1orl=1

To generate the list of dense FFFs, iterate over the values of ¢ ascendingly until no

longer possible. For example, table 5.1 previews the top 20 ranked FFF for register

size n = 18.
Density Rank FFF Density Rank FFF
1 (16,[16]), 18 11 (11,[16,16]), 18
2 (1,[16,16]), 18 12 (6,[16]), 18
3 (15,[16,16]), 18 13 (10,[16]), 18
4 (2,[16]), 18 14 (7,[16,16]), 18
5 (14,[16)), 18 15 (9,[16,16]), 18
6 (3,[16,16]), 18 16 (8,[16]), 18
7 (13,[16,16]), 18 17 (16,[16,16,16]), 18
8 (4,[16]), 18 18 (1,[16,16,16,16]), 18
9 (12,[16]), 18 19 (15,[16,16,16,16]), 18
10 (5,[16,16]), 18 20 (2,[16,16,16]), 18

Table 5.1: First 20 elements of the density list for FFFs with register size n = 18.

Weaknesses: Two noteworthy weaknesses against the constructed list of dense
FFFs describe in this finding. First weakness is that the rules given to construct
the list of dense FFFs may result in a list with locally misplaced FFF in terms of
density ranks, with a rank value error up to the register size. For example, instead
of the highest density FFF being the one with rank 1, it can be anywhere in the
range of (1 to n) such that n is the register size. The second weakness is that higher
ranked density FFFs can produce no optimal feedback functions, contrary to other

lower ranked density FFFs. However, this is only true when the number of feedback
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function members of the higher ranked FFF is significantly lower than that of FFFs
with neighboring density rank. For example, FFF = (17,[17,17]), 19 is calculated as
the highest density rank for register size n = 19, however, it has no optimal functions.
It is the FFF with rank 3 = (15,[17,17]), 19 which has the actual highest density for
register size n = 19. The count of feedback function members of FFF (17,[17,17]), 19
is 2,754, while the count of members of FFF (15, [17,17]), 19 is 124,848. Unfortunately,
there seem to be no clear pattern to when high density ranked FFFs contain no optimal

feedback functions other than the relative members count compared to neighboring

FFFs.

5.2 Limitations

Though the findings are worthy additions to the studied subject, many are limited in
terms of applicability and scale. The O-slide and X-gab hypothesis only apply to a
very specific series of feedback functions. And the rest of the patterns only slightly
help when applying heuristical decisions for searching for optimal functions. No break
through finding is found that allows constructing optimal NLFSRs without testing
at least one period. The O-slide hypothesis comes close to allowing the construction
of an optimal feedback function without testing its period, however, an equivalent
period size has to be tested for optimality first. Therefore, most of the findings don’t
provide significant help for registers of sizes above 64 bits. With that being said, the
optimal type hypothesis, is a strong universal finding that allows for an appropriate

construction of feedback functions that can be optimal.
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5.3 RQs & RAs

The Research Questions and their Answers are presented in this section. The research

questions are:

RQ1: Is there a formula that can be used to determine if a given FFT can

contain optimal feedback functions?

o« RQ2: Are there some rules or patterns that can be used to accelerate the search

for functions with optimal periods?

« RQ3: Is it beneficial to increase the degree of the feedback function and is the

higher the degree the less likely it is to find optimal configurations?

« RQ4: Is the inclusion of the stage x¢ (the output stage), as an active variable
in the feedback function, or using it as a product term only, generate an optimal

period?

Research answers, RAs, are:

e RA1: Yes, the formula is presented In 5.1.1.

e RA2: Yes, the rules and patterns and how they can be used to accelerate the

search are presented in the list of findings, in section 5.1.

« RA3: Contrary to intuition, increasing the degree and or the product terms
count actually help in increasing the count of optimal functions. A more detailed

discussion is presented in the findings 8 and 9, in subsections 5.1.8 & 5.1.9.
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« RAA4: No, it can’t. It has already been shown that there are no optimal results
from including the stage xy as an active variable. It is presented a proof, in
Chapter 1, that this can never produce optimal results. The experiment rules
were relaxed to include xy as an active variable and that showed no optimal

results, further supporting the proof and established theories.
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CHAPTER 6

THE CONCLUSION

In this last chapter, a brief summary highlighting the most important aspects of
this work is given. First, it is re-introduced this work’s purpose and goals. Then, it is
summarized the accomplishments and their impact. Finally, it is highlighted potential

areas of improvements and future work.

6.1 Thesis Work

This work is a continuation to [1] [2] [3]. This work managed to add valuable knowl-
edge to the subject of NLFSR’s optimal period. The findings of this work are made
possible thanks to the Period-Testing suit built as part of this work; the suit is in-
troduced in Chapter 3. The suit is flexible and efficient, it made running a large
experiment feasible; the experiment is introduced in Chapter 4. Analysing the results
of this work’s experiment, multiple findings were observed and are presented as the
main contributions of this thesis; the findings are introduced in Chapter 5. The most

notable finding is a hypothesis that presents a necessary but not sufficient rule that
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FFTs has to abide to contain feedback functions that are optimal. Multiple other
hypothesis and patterns are presented, for which they can help in accelerating the
search for optimal feedback functions. Finally, the suit as well as the experiment
data are made available publicly. This allows easy access to the results and smoother

continuation of this work by the research community.

6.2 The Work’s Impact

The contributions presented advances our understanding and knowledge on the subject
of this work. The literature benefit such that future research can use the hypothesis
presented in this work to better construct optimal feedback functions and to accelerate
the search for optimal functions. In cryptography, stream cipher designers can benefit
from the outputs of this work to strengthen their implementation of NLFSR. The
published Period-Testing suit and experiment data makes for an excellent foundation

for future work on this subject.

6.3 Future Work

3 main routs can be pursued as a continuation to this study. Different disciplinary
knowledge and skill are required for each rout.

The first rout is: Using data science tools, further explore other rules and pat-
terns. The methodology used in identifying patterns and rules in this study is largely
manual. Employing data science techniques is likely to result in further discover-

ies. This rout of fetching more patterns could yield the ultimate finding: A feasible
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method to deterministically construct large optimal NLFSRs. Such discovery will
cause a breakthrough in stream cipher design. Many popular stream ciphers ignore
the existence of short cycles in their NLFSR components, which lead to the discovery
of the recent short period exploit published in [8] [9]. The ability to construct large
optimal NLFSR obsoletes this new exploit.

The second rout is: Prove or disprove the hypothesis presented in this study.
Doing so elevates them to become theorems, giving us further confidence in them.
There are 3 hypothesis, the Optimal Type Hypothesis, the O-Slide Hypothesis,
and the X-Gab Hypothesis. Among them, the O-Slide Hypothesis, and the X-
Gab Hypothesis could be proven via applying a step by step analysis of the NLFSR’s
state (which the suit provides). Researchers with good mathematical background on
the subject could find this an appealing topic for their next research work.

The third rout is: Tweak the goal of this study, from finding optimal functions
to finding functions with some optimal threshold. That is, for example, study all
functions that are more than 80% optimal. Then attempt to formulate a mathematical
model to deterministically construct those functions. This is a more open ended rout,
and can be considered as an alternative take on this study. Being able to achieve this

rout’s goal, causes a similar breakthrough in stream cipher design as the first rout.

6.4 Final Words

That’s it dear reader, it’s your investment in reading my work that gives it its value.

And keep in mind that (also quote of the thesis):
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”You may not know, but you can try to compute the answer” - Mahdi, 2022
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APPENDIX A

PSEUDO CODES

# if there is a next function

function is returned

# ff is the feedback_function

; def nextFunction(ff):

for ff.terms descending =
if canMoveTermAhead (e

moveAhead (el)

, it's returned, else the same

el

1)

for termsInFrontOf(el) = el2

reset (el?2)

break

return ff

# ff.terms: all terms in ff,

; def canMoveTermAhead (term) :

for term.vars descending

in the format used in this work

= el
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15 if canMoveVariableAhead (el)

16 return true

17 return false

18 # term.vars: all variable in this term as they show in ff
19

20 def canMoveVariableAhead (var):

21 limit = ff.RegSize - var.term.invOrder - var.invOrder

22 return var < limit

N

3 # ff .RegSize: the register size used alongside this ff

21« # var.term.invOrder: the variable's term inverse order vs all

N

other terms. for example, [a,b,(c,d),(e,f)], the order of (e,f)
is 0, (c,d) is 1, the order reset in linear part, henceforth,
the order of b is 0, a is 1.
25 # var.invOrder: the variable's inverse order vs other variables in
this term. for example, [a,b,(c,d),(e,f)], the order of f,d,b,
a is 0, e,c is 1.
26

27 def moveAhead (term) :

28 for term.vars descending = el
29 if canMoveVariableAhead (el)
30 el = el + 1

31 return

33 def termsInFrontOf (term):
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35

37

39

40

43

45

49

o
0o

return ff.terms where each.order > term.order
# term.order: the variable's term order vs all other terms. for
example, [a,b,(c,d),(e,f)], a is 0, b is 1, (c,d) is 2, and (e,

f) is 3.

def reset(term):
if term.previousTerm.degree != term.degree

defaultReset (term)

else
resetWithMoveAhead (term)
# term.previousTerm: the other term which has order = (this.term.
order - 1)

# term.degree: this terms degree as defined in this work

def defaultReset (term):

term = list.ascending(term.varCount)

 # list = [1,2,3,...,term.varCount]

def resetWithMoveAhead(term):
duplicate term.previousTerm = tmp
term = tmp.moveAhead ()

# duplicate to not affect term.previousTerm

Listing A.1: Next function given a feedback function
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1 # loop over / visit all FTs linked with some constraints, defined
via the integer 'limit'.

> def wires(limit):

3 maxRegSize = limit + 1

1 for a in range(l, limit):

5 for nonlinearPart in getNonLinearLists ()

6 for ¢ in range(alpha, maxRegSize):

~

visit FT(a, nonLinearPart, c)

4]

# alpha as defined in this study is the max of 'a' and all

nonlLinearPart.elements

o def getNonLinearLists():

1 result = [2]

12 while true:
13 if result.cascadeIncrement() is not overTheLimit:
14 result.add(result.cascadeIncrement ())

15 else if result.increaseSize() <= limit:
16 result.add(result.increaseSize())
17 else

18 return result

20 def list.cascadelIncrement () :
21 for list.elements descending = el

22 if list.cascadeIncrement(el).sum <= limit:
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23

24

25

26

30

31

33

34

36

return list.cascadeIncrement (el)

return overTheLimit

# list.sum: the sum of all elements of list

# overThelLimit: constant used for logic flow

def

def

list.cascadeIncrement (el):

el = el + 1

for i in range (el.index + 1, list.size)
list[i] = el

return new list # the original list is unchanged

list.increaseSize():
newlist = createNewList(size= (list.size + 1))
newlList.setAllElements (2)

return newlList

Listing A.2: X Wires algorithm
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APPENDIX B

TABLES
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max-max n=p|n=p+1
(2,[2]), n 0 6
(3,[3,3]), n 0 22
(4,[4]), n 0 10
(5,[5,5]), n 0 44
(6,[6]), n 0 14
(7,[7,7]), n 0 42
(8,8]), n 0 18
(9,9,9]), n 0 0
(10,[10]), n 0 44
(11,[11,11]), n 0 162
(12,[12]), n 0 52
(13,[13,13]), n 0 352
(14,[14]), n 0 30
(15,[15,15]), n 0 244
(16,[16]), n 0 34
(17,[17,17]), n 0 0
(18,[18]), n 0 38
(19,[19,19]), n 0 0
(20,[20]), n 0 42
(21,[21,21]), n 0 1040
(22,[22]), n 0 0
(23,[23,23]), n 0 606
(24,[24]), n 0 20

Table B.3: Series max-max.

min-mins =p|ln=p+1lin=p+2|n=p+3|n=p+4 | n=p+5>5
(2,[2]), n 0 6 8 16 14 30
(2,12,2,2]), n 0 2 30 138 350 956
(2,[2,2,2,2,2]), n 0 0 6 290 2660 12768
(2,[2,2,2,2,2,2,2]), n 0 0 0 126 5710 70884
(2,[3]), n 0 8 16 22 44 28
(2,[3,3,3]), n 0 8 182 1276 6032 15124
(2,[3,3,3,3,3]), n 0 0 362 17594 261580 1947020
(2,[3,3,3,3,3,3,3]), n 0 0 198 87256 5055650 | 115054732
(1,[2,2]), n 0 4 18 26 48 36
(1,[2,2,2,2]), n 0 0 20 86 566 1230
(1,[2,2,2,2,2,2]), n 0 0 4 134 2082 10796
(1,[3,3]), n 0 0 22 28 186 196
(1,[3,3,3,3]), n 0 0 4 134 3778 14810
(1,[3,3,3,3,3,3]), n 0 0 0 126 26270 419062

Table B.4: Series min-mins.
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full-stages n=p
(3,[2.2]), n 2
(3,[2,2,2,2]), n 0
(3,12,2,2,2,2,2]), n 0
(3,12,2,2,2,2,2,2.2]), n 0
(4,12]), n 0
(4,[2,2]), n 2
(4,12,2,2,2,2]), n 2
(4,12,2,2,2,2,2,2]), n 0
5,12,2]), n 0
(5,2,2,2,2]), n 14
(5,12,2,2,2,2,2]), n 40
(5,12,2,2,2,2,2,2.2]), n 14
(6,[2]), n 0
(6,[2,2]), n 0
(6,[2,2,2,2,2]), n 62
(6,[2,2,2,2,2,2,2]), n 304
(7,[2,2]), n 0
(7,2,2,2,2]), n 44
(7,12,2,2,2,2,2]), n 1086
(7,12,2,2,2,2,2,2.2]), n | 5840
(8,[2]), n 0
(8,[2,2]), n 0
(8,[2,2,2,2,2]), n 54
(8,12,2,2,2,2,2.2]), n | 4594

Table B.5: Series full-stages.
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max-max from last
(2,[2]), 4 0
(3,[3,3]), 5 0,1
(4,[4]), 6 1
(5,[5,5]), 7 0, 2
(6.[6]), 8 0
(7,[7,7]), 9 1
(8,[8]), 10 3
(9,9,9]), 11 -
(10,[10]), 12 0, 4
(11,[11,11]), 13 0, 2
(12,]12]), 14 1,3
(13,[13,13]), 15 | 0, 3,6
(14,[14]), 16 2
(15,[15,15]), 17 3,4
(16,[16]), 18 1
(17,[17,17]), 19 -
(18,[18]), 20 0
(19,[19,19]), 21 -
(20,[20]), 22 5
(21,[21,21]),23 [ 0,5, 7,9
(22,[22]), 24 -
(23,[23,23]), 25 3,8
(24,[24]), 26 1
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Table B.6: Empty xs closer to edges pattern.




APPENDIX C

FIGURES
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34567 8 9101112131415161718192021222324

Figure C.1: Count of optimal functions in FFF: (1,[2,2]), n; where 3 < n < 24. Forms
a rough normally distributed graph.

85



(2,[3]),n

50
45
40
35
30
25 -
20 -
15 -
10 -

(2,3]).n

4 56 7 8 9101112131415161718192021222324

Figure C.2: Count of optimal functions in FFF: (2,[3]),n; where 4 < n < 24. Forms
a rough normally distributed graph.
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Figure C.3: Probability percentage of finding optimal period in FFF: (1,[2,2]),n;
where 3 < n < 24. Forms a rough exponentially decaying graph.
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Figure C.4: Probability percentage of finding optimal period in FFF: (2, [3]), n; where
4 <n < 24. Forms a rough exponentially decaying graph.
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