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Thesis Title : AN INTELLIGENT INTRUSION DETECTION AND RECOVERY 

SYSTEM FOR SMART GRIDS  
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Date of Degree : January,2023 

 

The emergence of power system digitalization initiatives revolutionized the way electricity 

grids are monitored and protected. However, the integration of cyber and physical electrical 

infrastructures led to an increase in risk of cyber intrusions.  Attackers can gain access to 

the smart grid and inject falsified data leading the protection schemes to activate 

unnecessary power outage actions. Such outages can be devastating to the end users. In 

this research, an IDRS is proposed using DLNN to detect, classify and locate intrusions in 

smart grids. Once the disturbance is located, the IDRS is designed to isolate the 

contaminated IED and predict its current waveform utilizing LSTM neural network to 

maintain the power system observability. The proposed IDRS performs the required 

diagnosis on the modified simulated IEEE 13 bus system. Simulation results demonstrated 

high accuracy in the proposed detection, classification, location and prediction approach.  
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 ملخص الرسالة

 

 عبدالعزيز خالد الجهني الاسم الكامل: 

 الذكية للشبكات الأمنية لاختراقاتا عن   والكشف للوقاية ذكي نظامعنوان الرسالة: 

 الهندسة الكهربائية التخصص:

 هجري  ٤١٤٤/ رجب تاريخ الدرجة العلمية:

 

أدى إلى زيادة   ذلكإلا ان  . مجال مراقبة وحماية خطوط النقلالطاقة ثورة في   لشبكات التحول الرقميمبادرات  تحدثأ

الوصول إلى الشبكة الذكية    للمخترقين  يمكنفوالمادية للكهرباء.    الرقميةلبنية التحتية  لمخاطر الاختراقات السيبرانية  

 تالاختراقاتم إنشاء نظام اكتشاف    لذلك فقدلتيار الكهربائي.  ل  ات تدميريةانقطاع  بهدف إحداثوحقن البيانات المزيفة  

اكتشاف الاقتحامات  . يقوم النظام المصمم بباستخدام الشبكة العصبية للتعلم العميق  في هذه الرسالةواسترداد القراءات  

أجهزة التحكم والمراقبة عزل  ب   يقوم النظام  الاضطراب،بمجرد تحديد  و  في الشبكات الذكية وتصنيفها وتحديد موقعها.  

المدى للحفاظ على إمكانية مراقبة  قصيرة    ذات الذاكرةصبيةباستخدام الشبكة الع  جيبيةالموجات  الوالتنبؤ بشكل    المستهدفة

  التنبؤ بشكلوتحديد موقع الاختراق بالإضافة إلى  تصنيف  وأظهرت نتائج المحاكاة دقة عالية في كشف    نظام الطاقة. 

.جيبيةالموجات ال
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1 CHAPTER 1 

 INTRODUCTION 

1.1 Background 

A grid can be defined as the network of generators, lines, transformers and substations that 

deliver electricity to commercial and industrial customers. However, in recent years, 

information systems such as energy management centers were integrated for efficient 

distribution of energy, quicker restoration after disturbances and reduced operational costs. 

Such initiatives signify the differences between a grid and a smart grid. Moreover, the 

integrity of cyber-physical systems is crucial for the availability of energy supply across 

the electrical distribution grids. In recent years, the trend towards incorporating digitized 

solutions to monitor, control and diagnose electrical equipment was adopted by power 

system providers [1], [2]. Such an approach was possible mainly due to the existence of 

IEC-61850 [3]–[6] standard which revolutionized the communication protocol within 

electrical substations.  

With a wider digitalization of electrical cyber-physical systems, many security 

vulnerabilities emerged, many of these threats can be classified as: 

1. Replay attack [7], [8] which is a malicious behavior conducted by the attacker to 

resend previously sent messages after a delay and without alteration. Such an attack 
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can lead to catastrophic consequences if the command to “close breaker” was resent 

during a maintenance activity where the system is isolated.  

2. DoS attack [9], [10] which can be defined as the interruption and disturbance of 

existing communication channels between the user and the machine. This attacking 

method leaves the user in a state of paralysis with no ability to control the system. 

3. FDIA [11], [12] by an intruder into the digital system to produce falsified outputs 

from sensors and prompt the control system to take extreme actions that destabilize 

the power system. 

The latter of the aforementioned classifications can have the most potential devastating 

outcome to the reliability of power supply. Therefore, a comprehensive IDRS is needed to 

maintain the availability of electricity supply to the customer [1]. 

1.2 Motivation 

The transformation towards digitalized grid monitoring and operation led to the emergence 

of cyber vulnerabilities allowing the attacker to maliciously control the system. The subject 

attacks extend their threat capabilities onto the physical part of the Cyber-Physical power 

systems and may result in undesirable operation of substation components or a loss of 

control. Therefore, a need for developing a diagnosis tool that can detect, classify and 

locate FDIAs had emerged to maintain the grid’s operation. In addition, after the 

identification of an intrusion, the system’s observability shall be maintained using a 

predictive scheme that produces alternative temporary readings while the  repair activities 

are on-going. 
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1.3 Thesis Objectives 

The main target of this thesis work is to develop an intrusion diagnosis tool to detect, 

classify and locate FDIAs. An important set of features is extracted from the current 

sinusoidal waveforms to improve the accuracy of classification and prediction. The 

developed system will provide sufficient warnings to the power system operator and take 

corrective recovery actions without a need of human intervention. The objectives of this 

thesis are summarized as follows: 

1. Propose a DLNN based technique to detect, classify and locate cyber-attacks in 

smart grids. 

2. Propose an LSTM based technique to recover the system’s observability. 

3. Validate the effectiveness of proposed algorithm using a set of testing data. 

 

1.4 Thesis Organization 

Besides the introduction, this thesis contains the following chapters. Chapter two provides 

a comprehensive literature survey covering the existing methods developed by researchers 

in the field of cyber intrusion diagnosis. The methodology of proposed approach is detailed 

in chapter three. A modified version of the IEEE 13 bus system is simulated in MATLAB 

Simulink. The algorithm constantly monitors the current sinusoidal signals through the 

distributed IEDs throughout the grid. Once an increase in the current amplitude is detected, 

the IDRS algorithm would perform the necessary diagnosis. Chapter four introduces a 

detailed discussion on the results of the proposed research approach in distinguishing 



4 

 

between injected current signals and disturbances caused by a short circuit, classification 

of the FDIA into one of the following categories: an attack targeting one IED, two IEDs, 

three IEDs, four IEDs or all IEDs in the grid, location and isolation of the contaminated 

IEDs from the grid and Prediction the signals of the isolated IEDs to maintain the system 

observability. And finally, Chapter five present the conclusion and future work 

recommendations.  
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2  CHAPTER 2 

LITERATURE REVIEW 

In literature, many scholars have attempted to solve the cyber-attack intrusion detection 

problem [13]–[18]. For example, A combination of classifiers were used to evaluate the 

most effective intrusion detection approach utilizing CIC dataset named CIC-IDS2018 

[19]. The approach utilized several machine learning classifiers such as RF, Naive Bayes, 

XGBoost and SVM to validate the proposed Boruta Feature Selection and Recursive 

Feature Elimination methods. Although the results of accuracy are satisfactory, an analysis 

in smart gird specific attacks is required to substantiate the efficacy of the approach for 

power systems.  

2.1 False Data Injection Detection 

The detection of falsified inserted measurement in MMS messages was attempted by [20]. 

The algorithm verified the entered measurement against Ohm’s law, KVL and KCL. If any 

violation is detected, then the algorithm will flag the falsified measurement. However, such 

approach relies heavily on special set of rules that were not tested against coordinated 

attacks. Also, the implementation of the proposed approach requires high knowledge of the 

system specifications (Current and Voltage instrumental transformers) to consider 

tolerance rates in measurements.  

A rule based on analyses traffic date algorithm was proposed by [21]. The methodology 

generated rules based on packet time threshold, payload, and incorrect checksum to detect 
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intrusions targeting the grid’s control network. However, the method was not assessed 

against coordinated cyber-attacks.   

In [22], Nancy et al. Presented an integration between Convolutional Neural Networks and 

decision trees. DRFSA was deployed to improve the classifier accuracy. The accuracy of 

the model was tested using KDD CUP 99 dataset. However, coordinated cyber-attacks 

scenarios were not considered.   

Real-time IEC 61850 based detection of infected GOOSE messages was attempted by [23], 

[24]. The method highlighted the abnormality in GOOSE messages aiming to relay the 

power system status and categorized them into three main classes: event, 

stop/reconfiguration or normal operation. Later on, a security analysis was conducted to 

classify the message into the aforementioned categories, an alarm is raised if the analysis 

fails to classify the event into an appropriate category. The method provides acceptable 

results. However, a diagnoses of the FDIA was not presented. 

A hybridization between correlation-based feature selection (CFS) [25] and KNN 

algorithm [26] was utilized by [27] for intrusion detection in SCADA systems. The 

imported datasets were processed through CFS for feature extraction. Later on, the training 

of KNNs was conducted to detect cyber-attacks. The methodology presented was effective 

with a reduced computational burden. However, the localization problem was not 

discussed.   

Song et al. [28] proposed an XGBoost [29] and LSTM [30]  classifier based algorithms 

optimized by Bayesian method. The method accuracy outperformed other techniques in 
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literature. However, the utilization of various classifiers will require heavy computational 

effort to achieve desired results. 

Autoencoders (AEs) were implemented to dynamically optimize the set of features used in 

the training of RF [31] classifiers as demonstrated by [32]. The introduced AE utilized an 

ANN to compress the original statistics of data and reconstruct the output. However, the 

trained RF classifier was only able to achieve 91.78% in testing accuracy.   

Bedoya et. al. [33] proposed an ANFIS based approach to detect cyber-intrusions. The 

algorithm identifies the gird’s component status such as: Voltage, Current, Power and 

breaker switching position and evaluates them against the predicted system condition. 

Although the accuracy of detection is satisfactory, the proposed ANFIS method requires 

modification in case of a change in system architecture. 

A state estimation model developed using SMT [34] was introduced by the authors of [35]. 

The model estimates the unknown system parameters and evaluates if an FDIA has 

occurred without the knowledge of system operator. The presented accuracy of results are 

acceptable. However, the model evaluation time significantly increases in larger grids.  

SVM [36] were used by the authors of [37] to analyze and detect DoS attacks on smart 

grids. The research utilized the KDDCup99 training dataset to identify and detect DoS 

attacks applying SVM algorithms. The reported detection results are satisfactory in 

comparison to other detection approaches. However, the authors did not tackle the 

localization problem.   

Hybrid Decision Tree was proposed as an intrusion detection algorithm by [38]. The 

authors modeled a configuration of various decision trees to solve the classification 
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problem. One decision tree builds its model based on examining the complete dataset of 

the training phase. The tree is later assessed with the same training set. If the tree fails to 

classify the set accurately, the model will proceed towards the second and third trees. 

SSDAT framework was utilized by [39] in an attempt to detect FDIAs targeting smart 

grids. The utilized latest domain-adversarial learning technique [40] was designed to 

extract useful statistical features and improve the accuracy of the intrusion detection. The 

authors explored both balanced and imbalanced loading conditions. However, the scenario 

of coordinated FDIA was not considered. 

The utilization of physical power system data alongside the network data produce the 

hybridized IDS proposed in [41]. The method studied the effect of FDIAs and Insider 

Threats on the power system behavior to create alarms in case of operational abnormalities. 

However, the method’s ability to distinguish between disturbances caused by system 

failures or cyber-attacks was not proven.  

Ameli et. al. [42] introduced a new IDS method of LDCRs.  In the subject research, the 

variance between the measured and approximated local voltage is calculated and used as a 

tool for distinguishing whether the disturbance is of a faulty equipment or a cyber intrusion. 

Such variable was referred to as the RFN. Hence, the large value of the RFN during a 

disturbance would indicate a cyber-attack. The effectiveness of this approach was 

demonstrated on the IEEE 39-bus system [43]. However, the method is only limited to 

intrusion in LCDRs and was not examined for overall smart grid intrusion localization.  

Based on voltages stability of the power system, the authors of [44] proposed a rule-based 

IDS for FDIA detection. The work presenting shows promising results in using stability 
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parameters of the power system. However, extensive work is required to improve the 

detection accuracy.   

2.2 False Data Injection Location 

The intrusion location problem presents a challenge for the resilience against cyber-attacks. 

Identifying the compromised network components is crucial for maintaining a reliable 

operation of the power system. WTM hybridized with VRI was proposed by [45]. The 

methodology focused on locating wireless sensor node-based intrusion attacks by 

analyzing the inputs from all sensors in the grid. The detection speed of the proposed 

method was highlighted as a novelty. However, the problem of coordinated attacks was not 

considered in this research. 

Bayesian game-Theoretic hypervisor dynamic system was researched by [46] to prevent 

the DoS attacks exploiting SDN grids. The modeled system distributes its available 

resources optimally monitor intruder point of attack.  the method’s results proofed to be 

satisfactory. However, coordinated attack scenarios were not considered. 

A GOOSE based IDS for IEDs was presented and discussed by the authors of [47]. The 

analysis of GOSSE massages allowed for the detection and localization of cyber-attacks in 

digital substations. However, the paper’s algorithm cannot be centralized and requires the 

implementation of a distributed IDS scheme. Moreover, the simultaneous cyber-attack 

detection was not studied.  

A differential sequence variance IDS design was proposed by [48]. The attributes of 

stochastic and burst traffic in the process layer of digital substations was predicted to detect 
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and locate anomalies in the smart grid. Although the method provided satisfactory results, 

the dependency on modeled burst data accuracy was highlighted as a shortcoming by the 

authors. 

An analysis of multiple network futures was attempted by [49] to develop a behavior-based 

IDS. In this approach, the static and dynamic features of an lEC 61850 based network 

traffic is monitored to identify if any packet is in misalignment with the required protocol 

sequence. As a result, the method would detect and identify the compromised IED. 

however, integrated recovery was not attempted. 

The problem of intrusion localization in the physical layer of the system was attempted in 

[50]. ERLC [51] was trained to classify and locate FDIA attacks. The method accuracy 

was found to be satisfactory. However, larger systems with varying topologies must be 

tested to map the full extent of such approach.   

A data-driven attempt was proposed by [52] detection and location of silent FDIA attacks 

in smart grids. In the suggested approach, a machine-learning based detector was deployed 

for each sub-area of the power system. The detectors were designed to freely communicate 

with neighboring areas. An iterative distributed state estimation algorithm was deployed to 

estimate the local state of the system and then forward the data to the local intrusion 

detector. Accuracy of location and detection are satisfactory. However, authors did not 

consider coordinated attacks. 
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2.3 False Data Injection Recovery 

Power grids in recent years transformed into a framework for exchange energy and 

information. Such a development increases the risk of cyber-attacks [53]. Therefore, the 

need for a recovery system in case these attacks succeed is crucial for the continuity of 

power supply [12]. Deep reinforced learning was utilized by the authors of [54], the method 

was aiming to identify the optimal reclosing time for transmission line breakers and 

minimize the power system outage time. The method was successful in the proposed 9-bus 

system. However, a study on larger system is needed.  

The authors of [55], [56] proposed an algorithm for data recovery by exploring the intrinsic 

low-dimensional structures in high- dimensional spatial-temporal blocks of Phasor 

Measurement Unit (PMU) dataset. The method collected PMU data from multiple 

locations and instances to form a matrix. Later on, the low-rank matrix completion method 

was deployed to correct bad measurements resulting from FDIAs. The results reported 

were satisfactory. However, a consideration of coordinated FDIAs is necessary.   

A study was presented by [57] to control the selection between human or automated system 

recovery approaches after a cyber-attack. The method analyzed the probability of 

successful recovery, recovery action cost and successful attack cost to determine the most 

suitable healing approach with the least potential cost and highest probability of success. 

The method can be further applied on larger power systems to test its effectiveness.  

A recovery approach for IEC 61850 substations was developed by the authors of [58]. The 

method identified and isolated the affected IEDs from the local network through a dynamic 

network reconfiguration. Afterwards, the back-up IED was deployed to take part in the 
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monitoring and control of the power system. While the approach was tested in a SDN based 

substation, an expansion of the algorithm is required for validation across a larger 

distribution system.  

Recovering the observability of the smart grids was the key objective in [59], [60], A MILP 

problem was constructed to maximize the observability of the network after a cyber-attack. 

The method focused on rapid recovery of PMUs and communication infrastructure of a 

modeled IEEE 57-bus system. Although the results provided are satisfactory, no effort was 

made to integrate such a recovery approach into an intrusion detection system. 

An intelligent SDN controller with technical features that can support self-healing schemes 

in smart grids was proposed by [61]. When an attack occurs, the controller would detect 

and isolate the affected relays from the network. Afterwards, the algorithm would establish 

new uncompromised paths for communicating to maintain the power system integrity. 

However, the subject controllers must be wisely configured to avert errors and assure 

network availability. 

Zhang et al [62] proposed a sequential node recovery strategy for power grids based on Q-

learning. The method identifies the optimal method for sequential restoration of the power 

flow in an IEEE 300 bus test system. However, an extension of the proposed work on 

cyber-physical systems can be explored.  

A self-healing mechanism was proposed by the authors of [63] to isolate the compromised 

PMUs and prevent cascading failures in power delivery. The approach was tested on the 

IEEE-30 and IEEE 118 bus systems with acceptable results. However, the stability of the 

system was not considered as a constraint.  
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A recovery based model was discussed in [64] to predict the system state after the 

occurrence of a cyber-attack and maintain the observability of the grid. The subject RMPC 

utilized the DC power flow model to predict the correct system states masked by an FDIA. 

However, the authors did not explore the potential of using distributed grid sensors in 

improving the accuracy of state estimation. 

In the field of data recovery, [65] presented a linear algebra and graph theory based method 

for information recovery post cyber-physical attacks on smart grids. The algorithm showed 

promising results, however, a larger scale application is required to fully illustrate the 

capability of the approach.  

 

2.4 Literature Gap and Thesis Contributions  

In literature, many researchers attempted to introduce IDSs for smart grids. It was clearly 

demonstrated that there are many areas of concern the cyber-physical protection systems 

such as:  

1. Existing methods rarely address the security against coordinated cyber-attacks that 

inject malicious measurements int the protection system to force unwanted system 

behavior. 

2. The classification and localization of attacks are necessary to be used as basis for 

outage recovery. 

3. Cyber-attacks targeting the grid measurements reduce the overall system 

observability without a strategy in place to predict the system state. 
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The IDRS proposed in this research is able to accurate detect, classify and locate cyber 

intrusions in smart grids. In addition, the algorithm provides an accurate estimation of 

current measuring as a strategy to recover the system’s observability. The contributions of 

this thesis are as follows: 

1. Proposing a new distributed DLNN based method to detect, classify and locate 

coordinated FDIAs. 

2. Introducing an LSTM based approach for system recovery after the isolation of an 

FDIA. 
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3 CHAPTER 3 

PROPOSED INTRUSION DETECTION AND 

RECOVERY SYSTEM 

The method presented in this research aims to provide an IDRS for smart grids to minimize 

customer power supply interruption. To test and validate the proposed approach, a 

modified version of the IEEE 13 bus system is simulated in MATLAB Simulink. The IDRS 

constantly monitors the current sinusoidal signals through the distributed IEDs throughout 

the grid. As shown in Figure 3.1, Once an increase in the current amplitude is detected, the 

IDRS algorithm would perform a DLNN based analysis to identify whether the disturbance 

is caused by an electrical fault or a FDIA. If the analysis output determined that the 

disturbance is caused by an electrical fault, a signal will be sent to open the closest breaker 

and isolate the faulty segment. On the other hand, if the analysis resulted in identifying an 

FDIA present in the system, the IDRS would initiate the classification procedure to 

categorize the FDIA into one of the following classes: FDIA targeting a single IED, FDIA 

targeting two IEDs simultaneously, FDIA targeting three IEDs simultaneously, FDIA 

targeting four IEDs simultaneously or FDIA targeting all five IEDs in the virtual grid. Once 

the classification part is completed, the algorithm will initiate the recovery approach. The 

system locates the affected IEDs based on historical patterns. The contaminated devices 

are afterwards isolated from the grid and a LSTM based recurrent neural network is 
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deployed to forecast the current sinusoidal readings of the isolated IEDs and maintain the 

system observability during a cyber-attack. 

 

Figure 3.1. IDRS algorithm flowchart 

 

3.1 IEEE 13 Bus system Model 

 

A smart grid is an electricity network that uses digital communications and control 

technologies to monitor and manage the exchange of electricity from all generation sources 

to meet the varying electricity demands of end users.  Its objective is to coordinate the 

needs and capabilities of all generators, grid operators, end users and electricity market 

stakeholders to operate all parts of the system as efficiently as possible, minimizing costs 

and environmental impacts while maximizing system reliability, resilience and stability. 

This research adopted the IEEE 13 bus system presented in [66]. The subject distribution 

model is ideal for the objectives of this research since it exhibits the following properties: 
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1. Relatively high load is drawn from the 4.16 kV generation source. 

1. A variety of overhead and underground distribution lines. 

2. Presence of non-linear shunt capacitor banks. 

3. Existence of in-line power transformers. 

4. Randomly unbalanced and distributed loading across the model. 

The line parameters used in modeling the IEEE 13 bus system are displayed in Table 3.1. 

The model clearly provides a verity of line types such as overhead or underground, phasing 

sequences and sizes. Moreover, the Capacitor data are shown in Table 3.2, Transformer 

data are show in Table 3.3 And finally, the loading configuration is detailed in Table 3.4. 

To add an additional layer of complexity, this model was modified to randomly vary the 

loads across the distribution feeder with a factor ranging from 50% to 100% of the original 

rated value to represent different consumer behaviors. 

Table 3.1. IEEE 13 Bus System Line Data 

From 

Node 
To Node Length (m) Line Type Phasing 

Size (AWG) 

Phase Natural 

632 645 152.4 Overhead C B N 4/0 4/0 

632 633 152.4 Overhead C A B N 4/0 4/0 

645 646 91.44 Overhead C B N 4/0 4/0 

650 632 609.6 Overhead B A C N 556 4/0 

684 652 243.84 Underground A N 1/0 1/0 

632 671 609.6 Overhead C B N 4/0 4/0 

671 684 91.44 Overhead A C N 1/0 1/0 

671 680 304.8 Overhead C B N 4/0 4/0 

684 611 91.44 Overhead C N 1/0 1/0 

692 675 152.4 Underground A B C N 250,000 None 

 

Table 3.2. IEEE 13 Bus System Capacitor Data 

Node Phase A kVar Phase B kVar Phase C kVar 

675 200 200 200 

611 0 0 100 
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Table 3.3. IEEE 13 Bus System Transformer Data 

From Node To Node 
Capacity 

(KVA) 

High Voltage 

Rating 

Low Voltage 

Rating 

R % X % 

633 634 500 4.16 kV 0.48 kV 1.1 2 

 

Table 3.4. IEEE 13 Bus system Load Data 

Node Configuration 
Phase A Phase B Phase C Load 

Randomization 

Factor kW kVAr kW kVAr kW kVAr 

634 Wye - PQ 160 110 120 90 120 90 

50% - 100% 

645 Wye - PQ 0 0 170 125 0 0 

646 Delta - Z 0 0 230 132 0 0 

652 Wye - Z 128 86 0 0 0 0 

671 Delta - PQ 385 220 385 220 385 220 

675 Wye - PQ 485 190 68 60 290 212 

692 Delta 0 0 0 0 170 151 

611 Wye 0 0 0 0 170 80 

632-

671 
Wye - PQ 17 10 66 38 117 68 

Total 1175 616 1039 665 1252 821 

 

The original IEEE 13 bus system requires additional modifications to accurately represent 

a modern smart grid. Namely, monitoring and digital communication equipment based on 

IEC 61850 protocol [67]. The transformation towards a smart grid started by incorporating 

distributed IEDs designed to protect and control the grid as show in Figure 3.2. The IEDs 

were strategically placed to cover all three-phase loads with it designated protection zones. 

As a result of this placement, each IED will be able to monitor a specific area of the smart 

grid and perform the necessary protection actions in case of an electrical fault. 
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Figure 3.2. Modified IEEE 13 Bus System with Distributed Loads 

 

To develop the data set required for achieving Intrusion detection, classification, location 

and recovery, this thesis focused on current sinusoidal wave forms as the main input type 

for training the neural networks. Current waveforms carry over harmonic components that 

can be distinguished easily by pattern recognition approaches and are considered the key 

measurement parameter in power system protection schemes [68]–[71]. Simulating the 

data set and extracting the current waveforms for each case requires an accurate calculation 
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of the system power flow at the modeled loading conditions. The Newton-Raphson method 

[72] is utilizes in this research. The method defines the real and reactive powers as follows: 

𝑃𝑘 = ∑|𝑉𝑘||𝑉𝑛||𝑌𝑘𝑛| cos(𝜃𝑘𝑛 − 𝛿𝑘 + 𝛿𝑛)

𝑚

𝑛=1

 (3.1) 

 

𝑄𝑘 = − ∑|𝑉𝑘||𝑉𝑛||𝑌𝑘𝑛| sin(𝜃𝑘𝑛 − 𝛿𝑘 + 𝛿𝑛)

𝑚

𝑛=1

 (3.2) 

Where 𝑘 and 𝑛 represent the buses, 𝑉 represents the voltage, 𝑌 indicates the line 

admittance, 𝜃 outlines the admittance phase angles in radian and 𝛿 defines the voltage 

phase angles in radian.  

As a result, the estimates for the bus voltage magnitude and angle are: 

𝛿𝑘
(𝑞+1)

= 𝛿𝑘
(𝑞)

+ ∆𝛿𝑘
(𝑞)

 (3.3) 

 

|𝑉𝑘
(𝑞+1)

| = |𝑉𝑘
(𝑞)

| + ∆ |𝑉𝑘
(𝑞)

| (3.4) 

 

The iterative approach is set terminate with the change in residuals is less then 𝜖 = 0.0001. 

once the voltages are calculated, the method utilizes the following equation to determine 

the current: 

𝐼𝑘𝑛 =
𝑉𝑛 − 𝑉𝑘

𝑅𝑘𝑛
 (3.5) 
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The system frequency was selected as 60 hz. The current sinusoidal waveforms are 

calculated at each branch of the grid to creates the needed database. Each sample collected 

is limited to a 2-cycle measurement with a sampling rate of  1 sample every 0.0165 ms. 

 

3.2 Electrical Fault Model 

 

An electrical fault represents a critical event that occurs in any power system component 

due to insulation damage or internal malfunction. Such disturbances can be classified into 

two main types: Active and passive. The latter of which occurs in underground conductor 

insulation deuteriation over a period of time [73], and the other occurs when an overhead 

conductor breaks and touches a resistive ground creating an immediate transient arc [74], 

[75]. During its undetected state, an electrical fault is a risk to the public safety since a 

downed conductor can create hazardous shock, fire or life-threatening injuries through 

unintentional human contact [76]–[79]. Equipment damages due to the presence of faults 

are also considered as a threat to the facility’s assets and may cause irreparable damage 

[80], [81]. As a result, the industry focused on developing protection schemes such as 

differential and overcurrent functions [82]–[89] to act instantly and isolate the faulty 

component from the grid. However, such action can initiate a series of events that will lead 

to complete power outage. Therefore, with the introduction of smart grids, the vulnerability 

of the power grid greatly increased as the attackers can inject falsified measurements into 

the IEDs to trigger nuisance protection functions and disturb the power flow.  
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This research aims to simulate all possible three classes of electrical faults namely: three 

phase to ground, double phase to ground (ABG, ACB and BCG) and single phase to ground 

(AG, BG and CG) at the distributed locations shown in Figure 3.3. The faults were 

strategically placed to capture the occurrence of such disturbance in both overhead and 

underground lines. 

 
Figure 3.3. Electrical Fault Locations 

Obtaining the Thevenin equivalent impedance [90] at the fault location is key for 

calculation three phase to ground faults. Parallel impedance equivalents are calculated as 

follows: 

𝑍𝑡ℎ
𝑃𝑎𝑟𝑎𝑙𝑙𝑒𝑙 = 

𝑍𝑘𝑍𝑛

𝑍𝑘 + 𝑍𝑛
 𝑓𝑜𝑟 𝑎𝑛𝑦 𝑏𝑢𝑠 𝑘 𝑜𝑟 𝑛 (3.6) 

 

And series impedance is calculated as follows: 
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𝑍𝑡ℎ
𝑠𝑒𝑟𝑖𝑒𝑠 = 𝑍𝑘 + 𝑍𝑛 𝑓𝑜𝑟 𝑎𝑛𝑦 𝑏𝑢𝑠 𝑘 𝑜𝑟 𝑛 (3.7) 

 

Once the Thevenin equivalent impedance is determined, the following equation is used to 

obtain the fault current: 

𝐼𝑘 =
𝑉𝑘

𝑍𝑡ℎ + 𝑍𝑓
 (3.8) 

 

Where 𝑍𝑓 is the fault impedance. Figure 3.4 shows the complete system readings during 

the occurrence of a three phase to ground fault near node 634. It can be observed that the 

sharp increase in current amplitude is only observed at IEDs 650 and 633. 

Double line to ground faults are considered asymmetrical. Therefore, a representation of 

the system in sequence components [91] is needed for accurate calculations of fault current. 

Therefore, the symmetrical components of the current can be calculated as follows: 

𝐼𝑎
+−0 = 𝐴−1𝐼𝑎𝑏𝑐 (3.9) 

 

And the symmetrical components of the voltage can be calculated as follows: 

𝑉𝑎
+−0 = 𝐴−1𝑉𝑎𝑏𝑐 (3.10) 

 

Assuming that 𝑖, 𝑗 𝑎𝑛𝑑 𝑘 would represent any combination of the phases 𝑎, 𝑏 𝑎𝑛𝑑 𝑐 where 

𝑖 ≠ 𝑗 ≠ 𝑘, then the double line to ground fault between phases 𝑖 and 𝑗 can lead to the 

following: 

𝑉𝑖 = 𝑉𝑗 = 𝑍𝑓(𝐼𝑖 + 𝐼𝑗) (3.11) 
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Where the fault current can be obtained from: 

𝐼𝑓 = 𝐼𝑖 + 𝐼𝑗 = 𝐼𝑘
0 + 𝑎2𝐼𝑘

+ + 𝑎𝐼𝑘
− + 𝐼𝑘

0 + 𝑎𝐼𝑘
+ + 𝑎2𝐼𝑘

− = 3𝐼𝑘
0 (3.12) 

 

On the other hand, a single line to ground fault at bus 𝑖 will result in the following: 

𝑉𝑖 = 𝑍𝑓𝐼𝑖 (3.13) 

 

𝐼𝑗 = 𝐼𝑘 = 0 (3.14) 

 

By substituting (27) into (22), the fault current can be calculated as follows: 

𝐼𝑓 = 3𝐼𝑖
0 

 

(3.15) 

 

  

 
Figure 3.4. Overall System Readings During an ABCG Fault at Node 650 
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3.3 False Data Injection Model  

 

An FDI attack occurs when the attacker injects a misleading set of measurements in place 

of the IED field sensors. As a result, the attacker can trigger catastrophic actions taken by 

the automated protection algorithms that can lead to power supply loss. Several objectives 

can be achieved by the attacker while targeting a power system such as: 

1. Earning financial benefits. 

2. Gaining reputation in the hacker’s community. 

3.  Disturbing the power flow in the grid without being detected. 

The latter of the aforementioned motives will be the focus of this research while modeling 

the attacking scenarios. This research considers the following capabilities of the attacker 

targeting the proposed modified IEEE 13 bus system: 

1. Only lines feeding 3-phase loads are protected by IEDs. Hence the focus of the 

intruder is limited. 

2. The intruder can mask the local measurements of the grid via the network to inject 

a sudden high current measurement similar to the short circuit cases presented in 

3.2. 

3. System parameters including loads, distribution, generation are available for the 

attacker.  

Taking into account the capabilities of the attacker, the injected false current measurements 

are calculated based on equation (14): 
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𝐼𝐹𝐷𝐼 =
𝑉𝑛 − 𝑉𝑘

𝑅𝑘𝑛
× 𝐹𝑓𝑎𝑐𝑡𝑜𝑟 (3.16) 

 

Where 𝐹𝑓𝑎𝑐𝑡𝑜𝑟 represents a random value between [6,8] to accurately simulate current 

readings similar in behavior to an actual short circuit fault with varying fault resistance 

value. The range is selected based on the maximum available short circuit in the modeled 

system. 

The simulated FDIA scenarios are classified into two main categories: Single IED FDIA 

scenario is caused by an infiltration of one out of the 5 IEDs impeded in the system. The 

attack is designed to falsely emulate an overcurrent measurement to the protection system 

at a single point. As a result, the protection scheme would automatically trigger an alarm 

and send a trip signal to the breaker. This research simulated single FDI attacks distributed 

among 5 different measurement points. 

On the other hand, coordinated FDI attacks targeting multiple IEDs are further classified 

depending on the number of targeted IEDs. A breakdown of all simulated scenarios is 

provided in Table 3.5. Double IED FDI attacks target all possible 10 combinations of two 

IEDs distributed in the system. Triple IED FDI attacks are another class of the coordinated 

assaults on the smart grid. The class of quadruple IED FDI attacks considers 5 scenarios.  
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Table 3.5. Breakdown of Coordinated Attacking Scenarios 

Attack 

Classification 

Scenarion 

Number 

Tragetted IED 

IED 650 IED 633 IED 671 IED 671_2 IED 675 

Double IED 

Scenario 1 x x    

Scenario 2 x  x   

Scenario 3 x   x  

Scenario 4 x    x 

Scenario 5  x x   

Scenario 6  x  x  

Scenario 7  x   x 

Scenario 8   x x  

Scenario 9   x  x 

Scenario 10    x x 

Triple IED 

Scenario 11 x x x   

Scenario 12 x x  x  

Scenario 13 x x   x 

Scenario 14 x  x x  

Scenario 15 x  x  x 

Scenario 16 x   x x 

Scenario 17  x x x  

Scenario 18  x x  x 

Scenario 19  x  x x 

Scenario 20   x x x 

Quadruple IED 

Scenario 21 x x x x  

Scenario 22 x x x  x 

Scenario 23 x x  x x 

Scenario 24 x  x x x 

Scenario 25  x x x x 

All Out Attack Scenario 26 x x x x x 
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3.4 Deep Learning Neural Network Model 

A DLNN is an interconnection of several processing nodes performing a series of 

mathematical operations governed by the network’s internodal strength, or weight, 

influenced by an external input referred to as bias attained by a set of historical patterns 

through the process of adaptation [92]–[94]. The presences of an additional layer between 

the input and output layers as well as the pre-processing stage of a DLNN is the 

distinguishing factor from the classical Multi-Layer Perceptron Neural Network 

(MLPNN). Such layer is often referred to as a hidden layer due to its invisibility from the 

prospective of both input and output layers [95]. The addition of such a hidden layer 

provides an extra computational width to the DLNN via extracting larger numbers of 

distinguishing features from the system’s inputs [96]. 

The DLNN model tailored for this approach is shown in Figure 3.5, the method begins by 

performing normalization to reduce the sensitivity to initial values, this function rescales 

all inputs to the DLNN to a range from 0 to 1 and as a result, the network model can 

efficiently classify cases independent of the system loading condition or fault resistance. 

Subsequently, the Standard score (z-score) is calculated as follows: 

𝑍𝑠𝑐𝑜𝑟𝑒 =
𝑥 − 𝜇

𝜎
 

 
(3.17) 

Where 𝑥 represents the current sample, 𝜇 is the mean of the sample set and 𝜎 is the standard 

deviation of the sample set. The z-score is critical for showcasing the trends in the raw 

signal as it highlights the numerical differences between the sample and mean. 
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The pre-processed data set is transmitted afterwards into the input layer, the numerical 

values are scaled by the network’s weights and biases and inputted into the hidden layer. 

 
Figure 3.5. DLNN Model 

 

In the hidden layer, the Rectified Linear Units (ReLU) activation function is utilized as 

governed by the following equation: 

𝑂𝑢𝑡𝑝𝑢𝑡(𝑦) = {
0, 𝑥 < 0
𝑥, 𝑥 ≥ 0

 (3.18) 

 

As shown in Figure 3.6, ReLU is a less computationally expensive function in comparison 

with hyperbolic tangent and sigmoid functions [97]. Moreover, gradient-based learning 

methods updates the weights and biases of a neural network in an iterative approach. In 

some cases, the gradient calculated will be numerically small and will stop the training 

process. However, ReLU functions voids the vanishing gradient problem [98]. 
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Figure 3.6. ReLU Activation Function 

 

 The output layer in the modeled DLNN deploys the Softmax activation function, the 

algorithm transforms a vector of numerical value into a vector that sums to 1. As a result, 

each input can be interpreted as a probability [99]. The Softmax function can be calculated 

as follows:  

𝜎(𝑥⃗)𝑖 =
𝑒𝑥𝑖

∑ 𝑒𝑥𝑖𝐾
𝑗=1

 (3.19) 

Where 𝑥⃗ represents the input vector and 𝐾 is the number of classes. The processed data set 

is converted into a probability distribution, as a result, the DLNN can distinguish between 

a spike the in the current signal due to a short circuit or an FDIA. 
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The selection of the Softmax and ReLU functions was based on several experimentation to 

obtain the selection most suitable for the data set used in this research. It can be observed 

from Table 3.6 that the functions provide greater accuracy probabilities. 

Table 3.6. Average Activation Function Experimental Accuracy for the Proposed Problem 

Activation Function Average Experimental Accuracy 

scaling Function 32% 

quadratic Function 24% 

dropout Function 40% 

softmax Function 95% 

sigmoid Function 61% 

ReLU Function 98% 

elu Function 25% 

softplus Function 13% 

 

To determine the weights and biases that corollate the output to the input for each of the 

described detection, classification and location problems, the Adam [100] optimization 

method is used. The algorithm capitalizes on the Adaptive gradient and Root Mean Square 

Propagation to calculate an exponential learning rate. Moreover, individual learning rate 

are calculated for each parameter which results in higher computational efficiency for large 

data problems. The Adam optimizer utilizes the following update equations: 

𝑤𝑖 = 𝛽1𝑤𝑖−1 + (1 − 𝛽1)∇𝐸(𝜃𝑖) (3.20) 

 

𝑏𝑖 = 𝛽2𝑏𝑖−1 + (1 − 𝛽2)(∇𝐸(𝜃𝑖))
2 (3.21) 

 

Where the decay rates 𝛽1 and 𝛽2 are specified by the user, 𝜃𝑖 is the loss function,  𝑤𝑖 

represents the weight and 𝑏𝑖 embodies the bias.  



32 

 

Table 3.7 demonstrates the performance of the Adam optimizer in comparison to other 

techniques such as Stochastic Gradient Descent with Momentum and Root Mean Square 

Propagation that are widely used in data classification problems. The method clearly 

demonstrates high average accuracy rates in the provided data set. 

Table 3.7. Average Optimizer Accuracy for the Proposed Problem 

Optimizer Average Accuracy 

Stochastic Gradient Descent with Momentum 54% 

Root Mean Square Propagation 21% 

Adam 90% 

 

The proposed DLNN model is trained to achieve the following objectives: 

1. Accurately distinguish between FDI attacks and various short circuit faults. 

2. Classify the detected attack into one of the following categorize:  

a. FDIA targeting a Single IED. 

b. FDIA targeting two IEDs. 

c. FDIA targeting three IEDs. 

d. FDIA targeting four IEDs. 

e. FDIA targeting all five IEDs. 

3. Pinpoint the intrusion location and alarm the operator. 

3.5 Long Short-Term Memory Model 

To accurately estimate the current sinusoidal signal of the isolated IED after a cyber-attack 

the Long Short-Term Memory (LSTM) model introduced in this section is used as shown 

in Figure 3.7. The model consists of the hidden state (H) and the cell state (C). The hidden 
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state at time step t contains the output of the LSTM layer for this time step. The cell state 

contains information learned from the previous time steps. At each time step, the layer adds 

information to or removes information from the cell state.  

 

Figure 3.7. Long short-Term Memory Network Model 

 

In the aforementioned model, the input gate I controls the cell state update, F gate is used 

to control what information is forgotten in order to avoid the long-term dependency on old 

data, G gate provide information to the cell state and the output gate O controls the flow 

of information provided to the hidden state. 

The weights W, recurrent weights R and bias b can be represented as follows: 

𝑊 =

[
 
 
 
𝑊𝑖

𝑊𝑓

𝑊𝑔

𝑊𝑜]
 
 
 
, 𝑅 =

[
 
 
 
𝑅𝑖

𝑅𝑓

𝑅𝑔

𝑅𝑜]
 
 
 
 𝑎𝑛𝑑  𝑏 =

[
 
 
 
𝑏𝑖

𝑏𝑓

𝑏𝑔

𝑏𝑜]
 
 
 

  (3.22) 

 

As a result, the input gate, forget gate, cell candidate and output gate formulas can be 

described as follows [101], [102]: 
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𝐼𝑡 = 𝜎(𝑊𝑖𝑋𝑡 + 𝑅𝑖𝐻𝑡−1) + 𝑏𝑖 (3.23) 

 

𝐹𝑡 = 𝜎(𝑊𝑓𝑋𝑡 + 𝑅𝑓𝐻𝑡−1) + 𝑏𝑓 (3.24) 

 

𝐺𝑡 = 𝜎(𝑊𝑔𝑋𝑡 + 𝑅𝑔𝐻𝑡−1) + 𝑏𝑔 (3.25) 

 

𝑂𝑡 = 𝜎(𝑊𝑜𝑋𝑡 + 𝑅𝑜𝐻𝑡−1) + 𝑏𝑜 (3.26) 

 

The cell state at time 𝑡 is given by: 

𝐶𝑡 = 𝐹𝑡 ∙ 𝐶𝑡−1 + 𝐼𝑡 ∙ 𝐺𝑡 (3.27) 

 

And the hidden state at time 𝑡 is given by: 

𝐻𝑡 = 𝑂𝑡 ∙ 𝜎(𝐶𝑡) (3.28) 

 

Where the gate activation function 𝜎 is defined as: 

𝜎(𝑥) = (1 + 𝑒−𝑥)−1 (3.29) 

 

The proposed LSTM model utilizes the Adam optimizer to achieve the best set of weights, 

recurrent weights and biases and estimate the current sinusoidal signals. The model aims 

to provide accurate estimate of the current sinusoidal signal of a single IED FDIA. 
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4 CHAPTER 4 

RESULTS AND DISCUSSIONS 

To achieve the required continuity of power supply during an FDI attack, an  IDRS for 

smart grids is developed using DLNN and LSTM. The proposed DLNN architecture is 

utilized at the first stage to distinguish between system faults and falsified injected signals 

by the intruder. To accomplish this objective, a set of training data is created out of all 

possible combinations of FDI attacks as well as short circuit faults. This set is categorized 

and fed into the DLNN training model to detect FDIAs in the grid. Later on, a new DLNN 

model is trained to classify the detected intrusion into one of the five possible types of FDI 

attacks, namely an attack targeting one, two, three, four or all IEDs in the grid. Once the 

classification endeavor is complete, five new sets of DLNNs are trained. Each of the 

aforementioned networks specializes in identifying  the targeted IED or IEDs depending 

on the intrusion class. The algorithm is designed to isolate the compromised IEDs and alert 

the power system operator to the presence of an intrusion. Finally, the LSTM network is 

trained for each of the identified intrusion classifications to predict the readings of the 

isolated IEDs and maintain the observability of the network. 

This section aims to detail the steps taken and results obtained while training the proposed 

DLNN and LSTM networks in achieving the following objectives: 

1. Detect FDI attacks and distinguish between injected current signals and 

disturbances caused by a short circuit. 
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2. Classify the FDI attack into one of the following categories: an attack targeting one 

IED, two IEDs, three IEDs, four IEDs or all IEDs in the grid. 

3. Locate and isolate the contaminated IEDs from the grid and send an alarm to the 

operator. 

4. Predict the signals of the isolated IEDs to maintain the system observability. 

 

4.1 False Data Injection Detection Results 

Solving the FDIA identification problem is the most crucial stage for the proposed IDRS 

approach. In theory, the FDIA and faults exhibit similar current amplitudes. However, the 

proposed features will highlight the presence of the noise due to the fault arc and improve 

the accuracy of detection.  In this attempt, the proposed DLNN is trained to accurately 

distinguish between an FDIA with high current spikes and a real system fault. However, to 

accomplish this desired objective, a set of fault data, occurring in the proposed IEEE 13 

bus system, is created using MATLAB Simulink. The faults are distributed across four 

different locations in the system within both underground cable and overhead distribution 

lines. Moreover, electrical faults are simulated to cover all possible configurations such as 

three phase to ground, double phase to ground (ABG, ACB and BCG) and single phase to 

ground (AG, BG and CG). And finally, the faults are simulated under one-thousand 

different loading conditions and combinations to model the consumer’s random behavior 

in electricity consumption. As a result, the total number of simulated cases is calculated as 

follows: 

4  𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛𝑠 × 7 𝑡𝑦𝑝𝑒𝑠 × 1000 𝑙𝑜𝑎𝑑 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠 = 28,000 𝑐𝑎𝑠𝑒𝑠 



37 

 

Out of the 28,000 cases, 19,600 (70%) are used for the DLNN training procedures and the 

remaining 8,400 (30%) are used as testing cases. The selection of training and testing case 

is uniformly distributed and randomized to correctly train the deep learning model. 

On the other hand, the FDI attacks are simulated in accordance to the following five 

scenarios: an attack targeting one IED, two IEDs, three IEDs, four IEDs or all IEDs in the 

grid. For each scenario, the FDIA is simulated using one of the seven possible phase 

combinations, namely ABCG, ABG, ACB, BCG, AG, BG and CG, and under 4,000 

different current amplitudes ranging from 600% to 800% of the normal values. As a result, 

the total number of simulated FDI attacks is calculated as follows: 

5 𝑆𝑐𝑒𝑛𝑎𝑟𝑖𝑜𝑠 × 7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 4000 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠

= 140,000 𝑐𝑎𝑠𝑒𝑠 

However, only 28,000 cases were selected to achieve the required equality in input type 

dimensions to the DLNN. Therefore, for the FDIA data set, 19,600 (70%) cases are used 

in training procedures and the remaining 8,400 (30%) cases are used for testing purposes. 

The procedure used in training the DLNN as per the proposed model is detailed in 

Algorithm 1. The program starts by loading the training dataset for the faulty and FDIA 

classes. Subsequently, the two-class target matrix is formed for the network to categorize 

each case of the presented dataset to its appropriate class. Afterwards, the preprocessing Z-

score layer is calculated and activation functions ReLU and Softmax are impeded into the 

model. Finally, the adam optimizer is selected and the training program is activated to find 

the optimal set of weights and biases.  
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Algorithm 1. DLNN training procedure for FDIA detection 

Step 1: Load (‘Fault Datset’); Load (‘FDIA Dataset’) 

Step 2: Create the target matrix as follows: 

Targets (1:size(‘Fault Dataset’))=1;  

Targets (size(‘Fault Dataset’)+1: size(‘FDIA Dataset’) + size(‘Fault Dataset’))=2; 

Step 3: Form the required layers for the DLNN training as follows: 

 Layers=[ featureInputLayer('Normalization', 'zscore') 

    fullyConnectedLayer(70 hidden neurons) 

    reluLayer 

    softmaxLayer 

                classificationLayer] 

Step 4: Select the optimizer: 

            Optimizer=’adam’ 

Step 5: Train the network: 

             Detection_DLNN=trainNetwork(Training Data, Targets, Layers, 

Optimizer); 

 

The training was set to terminate at a maximum of 30 epochs, each epoch is composed of 

2,450 iterations updating at a learning rate set to be equal to 0.001. The average accuracy 

of training was exponentially increasing during the subsequent training epoch and 

achieving an average of 98.73% during the final epoch. In addition, the computed value of 

the loss function sharply detreated into an average of 0.14 during the final epoch. 

The training data set was reintroduced into the training DLNN as a verification step, the 

results of the inputted cases are demonstrated in Table 4.1. It is clearly demonstrated by 

the shown overall accuracy in detection that the training objective was complete. 

Therefore, the unseen testing dataset is introduced to the trained network to gauge the 

accuracy of FDIA detection as shown in Table 4.2. As expected, the number of cases falsely 

identified has slightly increased. However, the network maintains a satisfactory overall 

accuracy score. 
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Table 4.1. Confusion Matrix of The Trained Detection DLNN Using the Training Dataset 

Data Type Class Fault FDIA Accuracy 

Training Data 
Fault 19,595 5 99.9% 

FDIA 3 19,597 99.9% 

Overall Accuracy 99.9% 

 

 

Table 4.2. Confusion Matrix of The Trained Detection DLNN Using the Testing Dataset 

Data Type Class Fault FDIA Accuracy 

Testing Data 
Fault 8,301 99 98.8% 

FDIA 28 8,372 99.6% 

Overall Accuracy 99.2% 

 

4.2 False Data Injection Classification Results 

The classification of FDI attack types is the baseline for any further diagnosis or recovery 

attempt as it demonstrates the nature of the FDI attack to the power system operator. The 

objective of this algorithm is to identify the type of FDIA subjected into the grid. To 

accomplish this objective, a set of data is simulated for all of the five FDIA classes. In the 

single IED FDIA class, five scenarios were considered. Namely, an attack targeting IED 

650,  an attack targeting IED 633, an attack targeting IED 671, an attack targeting IED 

671_2 and an attack targeting IED 675. For each of the aforementioned scenarios, all 

possible seven phase combinations are simulated under 400 different amplitudes. As a 

result, the total number of Single IED FDI attack cases can be calculated as follows: 

5 𝑆𝑐𝑒𝑛𝑎𝑟𝑖𝑜𝑠 × 7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 400 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠

= 14,000 𝑐𝑎𝑠𝑒𝑠 
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The total number of Double IED FDI attack cases can be calculated as follows: 

10 𝑆𝑐𝑒𝑛𝑎𝑟𝑖𝑜𝑠 × 7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 200 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠

= 14,000 𝑐𝑎𝑠𝑒𝑠 

The total number of Triple IED FDI attack cases can be calculated as follows: 

10 𝑆𝑐𝑒𝑛𝑎𝑟𝑖𝑜𝑠 × 7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 200 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠

= 14,000 𝑐𝑎𝑠𝑒𝑠 

The total number of Quadrable IED FDI attack cases can be calculated as follows: 

5 𝑆𝑐𝑒𝑛𝑎𝑟𝑖𝑜𝑠 × 7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 400 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠

= 14,000 𝑐𝑎𝑠𝑒𝑠 

And the total number of All out IED FDI attack cases can be calculated as follows: 

7 𝑃ℎ𝑎𝑠𝑒 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠 × 2,000 𝑎𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑠 = 14,000 𝑐𝑎𝑠𝑒𝑠 

The cases are totaling at 70,000. 70% (49,000) of the total cases are used in the DLNN 

training process, and the remining 30% (21,000) is used for testing purposes.  

As demonstrated in Algorithm 2, the program starts by loading all data sets. Afterwards, 

the target matrix is formed with a similar number of rows to the total cases. Since the five 

classes are defined to the network, Z-score is calculated as well as the activation functions 

ReLU and Softmax. Finally, the adam optimizer is selected and the training program is 

activated to find the optimal set of weights and biases. 
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Algorithm 2. DLNN training procedure for FDIA classification 

Step 1: Load (‘Single FDIA Dataset’); Load (‘Double FDIA Dataset’); Load (‘Triple FDIA    

Dataset’); Load (‘Quadrable FDIA Dataset’); Load (‘All out FDIA Dataset’); 

Step 2: Create the target matrix as follows: 

Targets size = 1 X all rows of training data 

Targets = 1; for rows corresponding to Single FDIA data 

Targets = 2; for rows corresponding to Double FDIA data 

Targets = 3; for rows corresponding to Triple FDIA data 

Targets = 4; for rows corresponding to Quadrable FDIA data 

Targets = 5; for rows corresponding to All out FDIA data 

Step 3: Form the required layers for the DLNN training as follows: 

Layers=[ featureInputLayer('Normalization', 'zscore') 

fullyConnectedLayer(50 hidden neurons) 

reluLayer 

softmaxLayer 

classificationLayer] 

Step 4: Select the optimizer: 

Optimizer=’adam’ 

Step 5: Train the network: 

Classification_DLNN=trainNetwork(Training Data, Targets, Layers, Optimizer); 

 

100 epochs were set as training termination limit due to the high number of classes in 

comparison to the detection problem, each epoch is composed of 98 iterations updating at 

a learning rate set to be equal to 0.001. As shown in Figure 4.1 , the losses calculated were 

decaying throughout the training process. And in contrast, the accuracy of classification 

was exponentially increasing up until an average of 95% in the las epoch which 

demonstrated the success in training the DLNN. 

To validate the effectiveness of the proposed approach, the training data set was entered 

into the trained DLNN demonstrating the accuracy results shown in Table 4.3. The results 

show an overall satisfactory average accuracy of 98.98%. However, it can be observed that 

the algorithm is performing better in classifying Single, Quadrable and All out FDI attacks 

in comparison to Double and Triple FDI attacks. The same observation can be seen in the 
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attempt to test the trained network using a new set of data. As shown in Table 4.4, the 

algorithm maintains a similar accuracy average with a variance of -0.09%. This further 

proves the efficacy of the proposed DLNN algorithm in classifying the FDI attack types. 

 
Figure 4.1. DLNN Training Performance for The Classification Problem 

 

Table 4.3. Confusion Matrix of The Trained Classification DLNN Using the Training Dataset 

Data 

Type 
Class 

Single 

IED 

FDIA 

Double 

IED 

FDIA 

Triple 

IED 

FDIA 

Quadrable 

IED FDIA 

All out 

IED 

FDIA 

Accuracy 

Training 

Data 

Single IED 

FDIA 
9,769 5 9 8 9 99.68% 

Double 

IED FDIA 
97 9,533 32 92 46 97.27 % 

Triple IED 

FDIA 
42 31 9,618 73 36 98.14% 

Quadrable 

IED FDIA 
0 20 0 9,780 0 99.79% 

All out IED 

FDIA 
0 0 0 0 9,800 100% 

Overall Accuracy 98.98% 
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Table 4.4. Confusion Matrix of The Trained Classification DLNN Using the Testing Dataset 

Data 

Type 
Class 

Single 

IED 

FDIA 

Double 

IED 

FDIA 

Triple 

IED 

FDIA 

Quadrable 

IED FDIA 

All out 

IED 

FDIA 

Accuracy 

Testing 

Data 

Single IED 

FDIA 
4,190 2 1 4 3 99.76% 

Double IED 

FDIA 
39 4,087 21 19 34 97.31% 

Triple IED 

FDIA 
11 26 4,100 18 19 97.62% 

Quadrable 

IED FDIA 
0 10 0 4,190 0 99.76% 

All out IED 

FDIA 
0 0 0 0 4,200 100% 

Overall Accuracy 98.89% 

 

4.3 False Data Injection Location Results 

The next stage of the proposed IDRS approach consists of locating the point of intrusion. 

This step is essential to quickly recover the grid’s functionality. To achieve successful 

intrusion location, Algorithm 3 is deployed. The program loads the data set utilized for 

training. Afterwards, the target matrix is created to assign a categorical value for each 

intrusion location class. Finally, the network is trained with the preprocessing Z-score 

layer, ReLU and Softmax activation functions and adam optimizer. 

Algorithm 3. DLNN training procedure for FDIA location 

Step 1: Load training dataset 

Step 2: Create the target matrix and assign a categorical value for each class. 

Step 3: Form the required layers for the DLNN training as follows: 

Layers=[ featureInputLayer('Normalization', 'zscore') 

fullyConnectedLayer(60 hidden neurons) 

reluLayer 

softmaxLayer 

classificationLayer] 

Step 4: Select the optimizer: 

Optimizer=’adam’ 
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Step 5: Train the network: 

location_DLNN=trainNetwork(Training Data, Targets, Layers, Optimizer); 

 

For each of the simulated FDIA scenarios. Namely, an attack targeting one IED, two IEDs, 

three IEDs, four IEDs or all IEDs in the grid, a separate network is trained to identify the 

contaminated IEDs. This procedure will effectively improve the accuracy of locating the 

intrusion points in the smart grid. 

In the Single IED FDIA scenario, 7 phase combinations (phase A to ground, Phase B to 

ground, Phase C to ground, phases A and B to ground, Phases A and C to ground, phases 

B and C to ground and Phases A, B and C to ground) are simulated at 5 different intrusion 

points (IED 650, IED 633, IED 671 IED 671_2 and IED 675) and at 2,000 different 

amplitude conditions. As a result, the total number of cases simulated for the Single IED 

FDIA scenario is: 

5 Intrusion Points X 7 Phase Combinations X 2,000 Amplitude Conditions

= 70,000 cases  

Only 49,000 cases (70%) are used in the DLNN training process, while the remining 21,000 

(30%) are kept apart for testing purposes. 

The proposed DLNN approach was successful in training the location network for Single 

FDIA IED intrusions. As shown in Figure 4.2, the network was trained using a learning 

rate equal to 0.001. The number of epochs was set to 20 with 3,062 iterations per epoch. 

The algorithm’s accuracy was sharply increasing in each sequential epoch. On the other 

hand, the loss function output was observed to be nearing zero in the latest epochs. 
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The approach for locating Single IED FDIA intrusions was validated using the training 

data set. As shown in Table 4.5, the proposed DLNN approach was able to successfully 

locate the intrusion points maintain an accuracy rate of 100%. Moreover, an identical 

average accuracy of location was also observed while using the testing data set as shown 

in Table 4.6. This proves that the proposed DLNN approach is highly effective in locating 

the intrusion points during Single IED FDIA scenario. 

 
Figure 4.2. DLNN Training Performance for the Single IED FDIA Location Problem 

 

Table 4.5. Confusion Matrix of The DLNN Using The Training Dataset 

Data Type Location IED 650 IED 633 IED 671 IED 671_2 IED 675 Accuracy 

Training Data 

IED 650 9,800 0 0 0 0 100% 

IED 633 0 9,800 0 0 0 100% 

IED 671 0 0 9,800 0 0 100% 

IED 671_2 0 0 0 9,800 0 100% 

IED 675 0 0 0 0 9,800 100% 

Overall Accuracy 100% 
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Table 4.6. Confusion Matrix of The DLNN Using The Testing Dataset 

Data Type Location 
IED 

650 

IED 

633 

IED 

671 

IED 

671_2 

IED 

675 
Accuracy 

Testing 

Data 

IED 650 4,200 0 0 0 0 100% 

IED 633 0 4,200 0 0 0 100% 

IED 671 0 0 4,200 0 0 100% 

IED 

671_2 
0 0 0 4,200 0 100% 

IED 675 0 0 0 0 4,200 100% 

Overall Accuracy 100% 

 

The double IED FDIA scenario intrusion location problem extends the complications 

presented earlier as the framework of this scenario includes a coordinated scheme to disturb 

the power distribution through an unwanted protection action. The 10 combinations 

simulated in this approach include IEDs 650 & 633, IEDs 650 & 671, IEDs 650 & 671_2, 

IEDs 650 & 675, IEDs 633 & 671, IEDs 633 & 671_2, IEDs 633 & 675, IEDs 671 & 

671_2, IEDs 671 & 675 and IEDs 671_2 & 675. As a result, the total cases used: 

10 Intrusion Points X 7 Phase Combinations X 2,000 Amplitude Conditions

= 140,000 cases  

Only 98,000 cases (70%) are used in the DLNN training process, while the remining 42,000 

(30%) cases are kept aside for testing purposes.  

The proposed DLNN approach was successful in training the location network for Double 

FDIA IED intrusions. As shown in Figure 4.3, the network was trained using a learning 

rate equal to 0.001. the number of epochs was set to 10 with 6125 iterations per epoch. The 

algorithm’s loss function output was approaching zero in the latest epochs. Additionally, 

the accuracy was greatly increasing in each sequential epoch.  
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The utilized training dataset was validated with the trained network as shown in Table 4.7. 

It can be observed that the validation process resulted in a 100% accuracy in location as 

expected. On the other hand, the overall location accuracy slightly dropped while utilizing 

the testing data sed as shown in Table 4.8. Although the accuracy of location utilizing the 

testing data slightly dropped to 99.61%, the trained network proved to be reliable in 

location the intrusion points during several coordinated attacking scenarios targeting any 

two combinations of IEDs. 

 

Figure 4.3. DLNN Training Performance for the Double IED FDIA Location Problem 
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Table 4.7. Confusion Matrix of Double FDIA DLNN Using The Training Dataset 

Location 

IED 

650 

and 

IED 

633 

IED 

650 

and 

IED 

671_2 

IED 

671_2 

and 

IED 

675 

IED 

650 

and 

IED 

671 

IED 

650 

and 

IED 

675 

IED 

633 

and 

IED 

671_2 

IED 

633 

and 

IED 

671 

IED 

633 

and 

IED 

675 

IED 

671 

and 

IED 

671_2 

IED 

671 

and 

IED 

675 

Accuracy 

IED 650 

and IED 

633 

9,800 0 0 0 0 0 0 0 0 0 100% 

IED 650 

and IED 

671_2 

0 9,800 0 0 0 0 0 0 0 0 100% 

IED 

671_2 

and IED 

675 

0 0 9,800 0 0 0 0 0 0 0 100% 

IED 650 

and IED 

671 

0 0 0 9,800 0 0 0 0 0 0 100% 

IED 650 

and IED 

675 

0 0 0 0 9,800 0 0 0 0 0 100% 

IED 633 

and IED 

671_2 

0 0 0 0 0 9,800 0 0 0 0 100% 

IED 633 

and IED 

671 

0 0 0 0 0 0 9,800 0 0 0 100% 

IED 633 

and IED 

675 

0 0 0 0 0 0 0 9,800 0 0 100% 

IED 671 

and IED 

671_2 

0 0 0 0 0 0 0 0 9,800 0 100% 

IED 671 

and IED 

675 

0 0 0 0 0 0 0 0 0 9,800 100% 

Overall Accuracy 100% 
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Table 4.8. Confusion Matrix of Double FDIA DLNN Using The Testing Dataset 

Location 

IED 

650 

and 

IED 

633 

IED 

650 

and 

IED 

671_2 

IED 

671_2 

and 

IED 

675 

IED 

650 

and 

IED 

671 

IED 

650 

and 

IED 

675 

IED 

633 

and 

IED 

671_2 

IED 

633 

and 

IED 

671 

IED 

633 

and 

IED 

675 

IED 

671 

and 

IED 

671_2 

IED 

671 

and 

IED 

675 

Accuracy 

IED 650 

and IED 

633 

4,194 0 0 6 0 0 0 0 0 0 99.85% 

IED 650 

and IED 

671_2 

0 4,198 0 0 0 2 0 0 5 0 99.95% 

IED 

671_2 

and IED 

675 

0 0 4,191 0 9 0 0 0 0 0 99.78% 

IED 650 

and IED 

671 

6 0 0 4,194 0 0 0 0 0 0 99.88% 

IED 650 

and IED 

675 

0 0 9 0 4,189 0 0 0 0 2 99.73% 

IED 633 

and IED 

671_2 

0 2 0 0 0 4,177 0 21 0 0 99.45% 

IED 633 

and IED 

671 

0 0 0 0 0 0 4,159 0 41 0 99.78% 

IED 633 

and IED 

675 

0 0 0 0 0 9 0 4,191 0 0 99.02% 

IED 671 

and IED 

671_2 

0 0 0 0 0 0 41 0 4,159 0 99.02% 

IED 671 

and IED 

675 

0 0 0 0 0 15 0 0 0 4,185 99.64% 

Overall Accuracy 99.61% 
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The triple IED FDIA intrusion location problem presents another possibility for the 

attacker to lead the protection systems of the electricity grid into taking an unwanted outage 

action. The 10 combinations simulated in this approach include IEDs 650 & 633 & 671, 

IEDs 650 & 633 & 671_2, IEDs 650 & 633 & 675, IEDs 650 & 671 & 671_2, IEDs 650 

& 671 & 675, IEDs 650 & 671_2 & 675, IEDs 633 & 671 & 671_2, IEDs 633 & 671 & 

675, IEDs 633 & 671_2 & 675 and IEDs 671 & 671_2 & 675. As a result, the total cases 

used: 

10 Intrusion Points X 7 Phase Combinations X 2,000 Amplitude Conditions

= 140,000 cases  

70% of the cases (98,000) are used in the DLNN training process, while the remining 30% 

(42,000) of cases are kept aside for testing purposes. As shown in Figure 4.4 the DLNN 

approach was successful in acquiring the optimal weights and biases for the triple IED 

FDIA location problem. The network was trained using a learning rate equal to 0.001. the 

number of epochs was set to 10 with 6125 iterations per epoch. The training accuracy was 

ranging from 84% to 100% in the last epoch. Moreover, the calculated function loss 

exponentially decreased below the 0.5 mark.  The training set was reintroduced into the 

trained network as demonstrated in Table 4.9. It can be observed that the algorithm 

maintained an acceptable average accuracy of 99.87%. However, the accuracy of location 

was slightly decreased with the introduction of the training dataset as shown in Table 4.10. 

The accuracies calculated further solidifies the efficacy of the proposed DLNN approach 

in location the intrusion points of a triple IED FDI attack.  
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Figure 4.4. DLNN Training Performance for the Triple IED FDIA Location Problem 
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Table 4.9. Confusion Matrix of Triple FDIA DLNN Using The Training Dataset 

Location 

IED 632, 

IED671_2 

and IED 

675 

IED 

633, 

IED 

671_2 

and 

IED 

675 

IED 

671, 

IED 

671_2 

and 

IED 

675 

IED 

632, 

IED 

633 

and 

IED 

671 

IED 

632, 

IED 

633 

and 

IED 

675 

IED 

632, 

IED 

671 

and 

IED 

671_2 

IED 

632, 

IED 

671 

and 

IED 

675 

IED 

633, 

IED 

671 

and 

IED 

671_2 

IED 

633, 

IED 

671 

and 

IED 

675 

IED 

632, 

IED 

633 

and 

IED 

671_2 

Accuracy 

IED 632, 

IED671_2 

and IED 

675 

9,795 0 0 5 0 0 0 0 0 0 99.94 % 

IED 633, 

IED 

671_2 and 

IED 675 

0 9,792 0 0 0 0 0 0 8 0 99.91 % 

IED 671, 

IED 

671_2 and 

IED 675 

0 0 9,725 0 0 0 0 0 65 10 99.23 % 

IED 632, 

IED 633 

and IED 

671 

5 0 0 9,793 3 0 0 0 0 0 99.92 % 

IED 632, 

IED 633 

and IED 

675 

0 0 0 3 9,796 0 1 0 0 0 99.95 % 

IED 632, 

IED 671 

and IED 

671_2 

0 0 0 0 0 9,797 3 0 0 0 99.96 % 

IED 632, 

IED 671 

and IED 

675 

0 0 0 0 1 3 9,796 0 0 0 99.95 % 

IED 633, 

IED 671 

and IED 

671_2 

0 0 0 0 0 0 0 9,800 0 0 100% 

IED 633, 

IED 671 

and IED 

675 

0 0 0 0 0 0 0 0 9,794 0 99.93% 

IED 632, 

IED 633 

and IED 

671_2 

0 0 10 0 0 0 0 0 0 9,790 99.89% 

Overall Accuracy 99.87% 
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Table 4.10. Confusion Matrix of Triple FDIA DLNN Using The Testing Dataset 

Location 

IED 632, 

IED671_2 

and IED 

675 

IED 

633, 

IED 

671_2 

and 

IED 

675 

IED 

671, 

IED 

671_2 

and 

IED 

675 

IED 

632, 

IED 

633 

and 

IED 

671 

IED 

632, 

IED 

633 

and 

IED 

675 

IED 

632, 

IED 

671 

and 

IED 

671_2 

IED 

632, 

IED 

671 

and 

IED 

675 

IED 

633, 

IED 

671 

and 

IED 

671_2 

IED 

633, 

IED 

671 

and 

IED 

675 

IED 

632, 

IED 

633 

and 

IED 

671_2 

Accuracy 

IED 632, 

IED671_2 

and IED 

675 

4,188 0 0 12 0 0 0 0 0 0 99.71% 

IED 633, 

IED 

671_2 and 

IED 675 

0 4,192 0 0 0 0 0 0 8 0 99.80% 

IED 671, 

IED 

671_2 and 

IED 675 

0 0 4,170 0 0 0 0 0 20 10 99.28 % 

IED 632, 

IED 633 

and IED 

671 

3 0 0 4,197 0 0 0 0 0 0 99.92 % 

IED 632, 

IED 633 

and IED 

675 

0 0 0 3 4,192 0 1 4 0 0 99.80 % 

IED 632, 

IED 671 

and IED 

671_2 

0 0 0 0 0 4,186 3 7 4 0 99.66 % 

IED 632, 

IED 671 

and IED 

675 

0 0 0 0 1 3 4,181 10 9 0 99.54 % 

IED 633, 

IED 671 

and IED 

671_2 

0 0 0 0 0 0 2 4,198 0 0 99.95 % 

IED 633, 

IED 671 

and IED 

675 

0 0 0 0 0 0 7 0 4,193 0 99.83 % 

IED 632, 

IED 633 

and IED 

671_2 

0 0 4 0 0 0 0 0 0 4,196 99.90 % 

Overall Accuracy 99.74% 
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The final scenario considered in the coordinated FDI attack location problem refers to the 

quadrable IED FDIA. This methodology of attack is designed to severely affect the 

measurement systems and send the grid into a critical state resulting in the loss of power 

supply. Five combinations are considered in this scenario as follows: an attack targeting 

IEDs 650 & 633 & 671 & 671_2, IEDs 650 & 633 & 671 & 675, IEDs 650 & 633 & 671_2 

& 675, IEDs 650 & 671 & 671_2 & 675, IEDs 633 & 671 & 671_2 & 675. As a result, the 

total cases used: 

5 Intrusion Points X 7 Phase Combinations X 2,000 Amplitude Conditions

= 70,000 cases  

Only 70% of the cases (49,000) are used in the DLNN training process, while the remining 

30% (21,000) of cases are kept aside for testing purposes. As shown in Figure 4.5, the 

DLNN approach was successful in acquiring the optimal weights and biases for the 

quadruple IED FDIA location problem. The network was trained using a learning rate equal 

to 0.001. The number of epochs was set to 7 with 3062 iterations per epoch. The training 

accuracy was ranging from 88% to 100% in the last epoch. Moreover, the calculated loss 

function exponentially decreased below the 0.4 mark.  The training dataset was used to 

validate the trained network performance as shown in Table 4.11. It was observed that the 

accuracy performance of locating intrusions occurring at IED 650, IED 671, IED 671_2 

and IED 675 simultaneously is slightly less distinguishable from the intrusions occurring 

at IED 633, IED 671, IED 671_2 and IED 675 due to the close proximity of IEDs 650 and 

633. A similar behavior was also observed in the testing cases as shown in Table 4.12. 

However, the high average overall accuracy of 94.35% was accomplished, which proves 

the effectiveness of the proposed approach. 
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Figure 4.5. DLNN Training Performance for the Quadruple IED FDIA Location Problem 
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Table 4.11. Confusion Matrix of Quadruple FDIA DLNN Using The Training Dataset 

Location 

IED 650, 

IED 633, 

IED 671_2 

and IED 

675 

IED 650, 

IED 671, 

IED 671_2 

and IED 

675 

IED 633, 

IED 671, 

IED 671_2 

and IED 

675 

IED 650, 

IED 633, 

IED 671 

and IED 

671_2 

IED 650, 

IED 633, 

IED 671 

and IED 

675 

Accuracy 

IED 650, IED 

633, IED 

671_2 and 

IED 675 

9,744 14 20 14 8 99.42 % 

IED 650, IED 

671, IED 

671_2 and 

IED 675 

0 8,528 1,272 0 0 87.02 % 

IED 633, IED 

671, IED 

671_2 and 

IED 675 

0 1,341 8,459 0 0 86.31 % 

IED 650, IED 

633, IED 671 

and IED 

671_2 

6 0 0 9,794 0 99.93 % 

IED 650, IED 

633, IED 671 

and IED 675 

0 0 0 0 9,800 100% 

Accuracy 94.54% 
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Table 4.12. Confusion Matrix Quadruple FDIA DLNN Using The Testing Dataset 

Location 

IED 650, 

IED 633, 

IED 671_2 

and IED 

675 

IED 650, 

IED 671, 

IED 671_2 

and IED 

675 

IED 633, 

IED 671, 

IED 671_2 

and IED 

675 

IED 650, 

IED 633, 

IED 671 

and IED 

671_2 

IED 650, 

IED 633, 

IED 671 

and IED 

675 

Accuracy 

IED 650, IED 

633, IED 

671_2 and 

IED 675 

4,167 0 0 33 0 99.21 % 

IED 650 IED 

671, IED 

671_2 and 

IED 675 

0 3,680 520 0 0 87.61 % 

IED 633, IED 

671, IED 

671_2 and 

IED 675 

0 599 3,601 0 0 85.73 % 

IED 650, IED 

633, IED 671 

and IED 

671_2 

33 0 0 4,167 0 99.21 % 

IED 650, IED 

633, IED 671 

and IED 675 

0 0 0 0 4,200 100% 

Accuracy 94.35% 
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4.4 False Data Injection Measurement Recovery Results 

 

Once an FDIA threat is identified, classified, located and isolated from the system, a further 

step is required to mitigate the consequences of such incident. The isolation of IEDs will 

limit the operator’s observability. Therefore, the proposed IDRS implements an LSTM 

based approach to predict the current sinusoidal waveforms of the isolated IEDs. As 

detailed in Algorithm 4, the system begins by loading the dataset. This set is further 

segregated were the target signal to be predicted is isolated from the input signals. For 

example, if the attack was identified to be a single FDIA targeting IED 650, then the 

algorithm will use the signals of IEDs 633, 671, 671_2 and 675 as inputs, and the signals 

of IED 650 as the predicted output. Moreover, the layers are defined in the next step based 

on the number of phases to be predicted, the adam optimizer is selected and finally, the 

network is trained based on the input and selected options. 

 

Algorithm 4. LSTM training procedure for signal prediction 

Step 1: Load training dataset 

Step 2: Define the number of channels (phases) 

Step 2: Form the required layers for the LSTM NN as follows: 

 Layers=[ sequenceInputLayer(numChannels) 

    lstmLayer(128) 

    fullyConnectedLayer(numChannels) 

                regressionLayer]; 

Step 3: Select the optimizer: 

            Optimizer=’adam’ 

Step 4: Train the network: 

             Prediction_LSTM=trainNetwork(Training Data,, Layers, Optimizer); 
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In the Single FDIA IED measurement recovery problem, the proposed approach sought to 

predict the measurement of isolated IEDs in the flowing scenarios: an attack targeting IED 

650, IED 633, IED 671, IED 671_2 or IED 675. For each case, the signals from the other 

healthy IEDs are used as inputs to the LSTM network to predict the waveform of the 

isolated IED. The network was trained for a cycle of 200 epochs as shown in Figure 4.6. 

The Root Mean Square Error (RMSE) settled at a value of 0.14 in the last iteration. While 

the calculated loss function approaches zero at later simulation times. 

The predicted current waveforms of IEDs 650 and 633 are shown in Figure 4.7 and Figure 

4.8 respectively. The performance of the proposed method proved to be ideal in predicting 

the waveforms of the isolated IEDs. The similarity in accuracy is also contributed to the 

fact that both IEDs are close in proximity. On the other hand, the predicted current 

waveform of IED 671 exhibits a slight shift in phase A. However, the amplitude and 

frequency of the signal was accurately predicted as shown in Figure 4.9. The prediction of 

IED 671_2 waveforms result in a shifted pattern in phases A and B similar to the prediction 

results observed earlier in IED 671 as shown in Figure 4.10. Finally, the prediction of IED 

675 exhibits various discrepancies as shown in Figure 4.11. The predicted signal in phases 

A and C endure a slight phase shift. Moreover, a slight difference in amplitude value 

between the actual and predicted phase B waveforms can be clearly observed. 

Despite the minor errors shown in predicting the measurement of IED 675, the overall 

RMSE in testing was found to be 0.14 which is satisfactory to maintain the grid’s 

observability and mitigate the consequences of an FDI attack. 
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Figure 4.6. LSTM NN Training Performance in Predicting Single FDIA IED Measurements 

 

Figure 4.7. Actual Vs. Predicted IED 650 Current Waveform 
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Figure 4.8. Actual Vs. Predicted IED 633 Current Waveform 

 

Figure 4.9. Actual Vs. Predicted IED 671 Current Waveform 
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Figure 4.10. Actual Vs. Predicted IED 671_2 Current Waveform 

 

Figure 4.11. Actual Vs. Predicted IED 675 Current Waveform 
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5 CHAPTER 5 

CONCLUSION AND FUTURE RECOMMENDATIONS 

In recent years, the adaptation of digitalized monitoring and protection equipment was 

evident in electricity grids, which led to the emergence of the term known as “Smart Grid”. 

In this research, the smart grid was defined to be an interconnection of equipment aiming 

to exchange energy and data. Therefore, the IEEE 13 bus system was adopted and modified 

via the inclusion of distributed Intelligent Electronic Devices (IEDs). These IEDs are 

designed to constantly monitor the current sinusoidal waveforms and isolate the 

transmission lines in case of an electrical fault. However, the digitalization of power grids 

introduces additional vulnerabilities to the grid such as FDIAs that can fool the protection 

system into taking an unwanted outage action. In this research, a database was created 

containing the following: 

1. Electrical fault data simulated in different locations of the grid, at distinctive 

loading conditions and with all possible phase combinations. 

2. FDIAs with several coordinated scenarios. 

The aforementioned data sets were used to train the DLNN in detecting, classifying and 

locating FDI attacks. The approach demonstrated the efficiency of Z-score pre-processing 

layer, ReLU and softmax activation functions and the adam optimizer in training the 

network for the research objectives. The network was tested later on using a new data set 

unseen by the network which resulted in an average overall accuracy of 98.63%.  
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Moreover, this research also introduces a Long Short Term Memory (LSTM) based 

approach for predicting the isolated IED readings after the detection of a cyber intrusion. 

The proposed method was successful in predicting the current waveforms with an average 

mean square error of 0.14. The average execution time for the proposed algorithm is 

measured to be 39.8 ms per incidents. In comparison, the typical IED protected medium 

voltage breaker will require 83.33 ms [104] to clear the fault. Therefore, the proposed 

approach can easily diagnose the case and provide the needed analysis prior to the 

protection action time.  

The contributions of this work can be summarized as follows: 

1. Proposing a new distributed DLNN based method to detect, classify and locate 

coordinated FDIAs. 

2. Introducing an LSTM based approach for system recovery after the isolation of an 

FDIA. 

In future work, the proposed methodology can be tested using noisy measurements and on 

power grids with distributed generation schemes. In addition, the IEEE 13 bus system can 

be further modified to include distributed generation. And finally, an optimization of 

execution time can be further investigated while using the forward-backward method in 

load flow analysis. 
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