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Sustaining the performance of the power grid at a desired operating point is a challenge

in an uncertain environment. Multi-area interconnected power system is affected by

the variation on the load due to the dynamic and the uncertainty of the environments.

The variations on the load can negotiate the stability of the power systems. Due

to the active load change and the dynamic environment and uncertainty a model-

free controller is a suitable technique that can maintain reliable performance in this

condition. The online adaptive policy control scheme is proposed for load frequency

control (LFC) challenges in single and multi-areas power grids. The proposed scheme

uses an optimal control approach through a modified Bellman equation and two neural

networks one to approximate the proposed solving value function and the second one

is to approximate the optimal control. Furthermore, With the continuous increase

of the electricity demand, power systems are more essential for the modern lifestyle.

xv



Recently, power generation areas have been connected to meet the demand load and

provide customers with the required electricity such that if one generation area fails,

others con cover the demand. Power systems are vulnerable to transmission delay and

cyber-attacks which can affect the stability of the system and cause failure. In this work,

we explore the stabilization of a multi-area interconnected power system (MAIPS) in

the presence transmission Delay and denial of service (DoS) attack that prevents the

exchange of data over the communication channel. First, a static feedback controller

is designed to stabilize the MAIPS in the nominal situation. Then, the stability of the

MAIPS is characterized when the system is subjected to the transmission Delay and the

DoS attack while considering predetermined limits of the duration and the frequency of

the delay. Finally, an illustrative example of three area interconnected power system

with several scenarios are presented to verify the effectiveness of the proposed method,

and the performance of the proposed model free adaptive control is compared with the

model productive control.
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CHAPTER 1

INTRODUCTION

1.1 Background

With the extensive increase of economic and social development, the power industry

plays an important role in our daily life. Meanwhile, the power grid operation is

harshly degrading due to the dynamic deviation in the active load demand of inter-

connected generation areas. This challenge accelerates with propagating complexity

of the interconnected power system by combining additional supplied generation areas

into the presented power grids. Adding generation resources to the power system led

to increase the probability of interconnected power system failures. The main reason

for this issue is the diffusion of different frequency harmonics in the interconnected

wide-area power grids [1]. Hence, the interconnected power system efficiency is vio-

lated due to dynamic alternatives in the active load demands [1], [2], [3], [4], [5]. In this

content, the load frequency control (LFC) in the grid systems ultimately challenging

and complex due to variations in the active load demands, modeling of the non-linear

interconnected systems, and the uncertain environments dynamic [3]. In this manner,
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a model-free control with the online adaptive policy iteration approach is developed

to address a distributed LFC problem in the interconnected power grids. This work

adopted the policy iteration procedures to solve the modified Bellman reported. As

well, an adaptive critic method in real-time was used to estimate the distributed LFC

signals for the interconnected area of power generation systems.

Recent advances in power systems have made an increase attention on the multi-

area interconnected power system (MAIPS). To support control schematic in power

systems, recent research was directed in applying different virtual inertia emulation

methods to link the multi-power generations [6], [7], [8]. The control loops of load

frequency control (LFC) communicate measurements and control data among the

networks such as the supervisory control and data acquisition (SCADA) system. The

standard control scheme of the LFC requires additional modifications to handle the

new scenarios where power generation areas are interconnected. Therefore, a high

dependence on data communication introduce time delay issues in the LFC since

Interconnected power system, in this manner, has a high possibility to be affected

by transmission delay that has the same affect as the Danial of Service attack [9],

[10]. Furthermore, an intentional transmission delay on the LFC system could have

an explicit effects on the system stability and frequency. In addition, it could cause

severe damages to the economy of the interconnected power system [11]. In this

circumstance, the transmission delay could eradicate the nominal operation of the

interconnected system. On another word, the transmission delay could interrupt the

dynamics of the system [12]. So, the stability analysis should be considered in the

design of a MAIPS [13].
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The LFC is a typical automatic closed-loop system in the MAIPS that keeps

the interconnected system frequency stable in the typical situation. This objective

is achieved by adjusting the set-points of area generators for active power output

based on reserved measurement through the communication networks and wide-area

transmitted measurements units [14]. However, the communication channels in wide-

area measurements such as SCADA system could be affected by attackers, which

means that LFC systems require more attention against cyberattacks [15].

Recent advances in power systems have made an increase attention on the multi-

area interconnected power system (MAIPS). To support control schematic in power

systems, recent research was directed in applying different virtual inertia emulation

methods to link the multi-power generations [6], [7], [8].The control loops of load

frequency control (LFC) communicate measurements and control data among the

areas communication networks such as the supervisory control and data acquisition

(SCADA) system. The standard control scheme of the LFC requires additional modi-

fications to handle the new scenarios where power generation areas are interconnected.

Therefore, a high dependence on data communication introduce security issues in the

LFC since Interconnected power system, in this manner, has a high possibility to

be affected by several cyber attacks without rising any notification before the failure

[9], [10]. Furthermore, an intentional attack targeted the LFC system could have

an explicit effects on the system stability and frequency. In addition, it could cause

severe damages to the economy of the interconnected power system [11]. In this cir-

cumstance, an attacker may get an access to the supervision centers or the network

channel in illegal way, then he could destroy the nominal operation of the intercon-

3



nected system. In another word, the attacker could interrupts the dynamics of the

system. This lack of security protection either in hardware or software strategies give

the attacker the ability to produce any perturbation [12]. So, the stability analysis

should be considered in the design of a MAIPS.

1.2 Multi-area Interconnected Power System

Model

A discrete-time MAIPS model linearized around operation points is considered in

this brief. The MAIPS of thermal power station with single state turbines equipped

with PI controller utilized. The mathematical model of the time-invariant MAIPS

is represented in (1.1). Let N refer to a set of areas index, where the areas are

connected through tie-lines. For this case, the subsystems are communicated thought

the communication network, and the model that describes this is described as follows.

xi(k + 1) = Aiixi(k) +Biui(k)

+Eifi(k) +
∑
j∈N

Aijxj(k)

yi(k) = Cixi(k) (1.1)

where for xi(k) = [∆ω,∆Pmech,∆Pvi,∆Ptie,i]
T ∈ <n denotes the states of the system

frequency deviation, mechanical power deviation, steam valve position deviation, and

deviation of the total tie-line power flow, respectively. ui ∈ <m denotes the control

signal of each subsystem. fi(k) is donating the load variation of i-th area. yi ∈ <p
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denote the system observation, and fi is defined as

fi(k) =


∆PLi , k ≤ β

0 , β ≤ k

(1.2)

Where ∆PLi is the local variation on the demeaned load that considered as a local

disturbance in area i. β is a Bernoulli random variable with Pl(k = 1) = 1− pl with

load change probability pl. . In [16] the model is discussed in detailed. Area Control

Error (ACE) is an indication of the power mismatch between the generation and area

load. The ACE expressed as a summation of frequency deviation and tie-line power

change in any control area i. The illustrative diagram of MAIPS of single, and three

subareas is shown in Figure 1.1, and Figure 1.2, respectively. The system matrices
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defined as:

Aii(Nij) =



− Di

Ma
i

1
Ma

i
0 − 1

Ma
i

0 − 1
TCHi

1
TCHi

− 1

Rf
i Tgi

0 − 1
Tgi

0∑
j∈N Tij 0 0 0



Bi =



0

0

1
Tgi

0


, Ei =



− 1
Ma

i

0

0

0



Aij =



0 0 0 0

0 0 0 0

0 0 0 0∑
j∈N Tij 0 0 0


Ci = [1 0 0 1] (1.3)

In what follows, the multi-area system is represented by model (1.1). The target in

this work is to design an appropriate control algorithm using adaptive policy iteration

to ensure the close loop stability of power system under the load variation. The

proposed algorithm has the ability to return the frequency of the power plant to the

desired operating point even if the load changes. In this manner, The controller will

ensure the stability of the MAIPS by utilizing the data of the subsystem and its

connected neighbors to compute the input control signals for each time step.
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Figure 1.1: Block diagram of an isolated power system.

The generated policy aim, at guaranteeing the stability of the single and multi-

area power network systems connected by the tie lines. We will configure the online

adaptive policy iteration as a second-level control structure. The first controller in

this system is the PI controller which works fine in the case of a single-area system

but in the case of two connected areas and multi-area, such controller will fill down

[17]. The idea of a two-level control structure is to let a local controller deal with

the local dynamic and the structure of each subsystem while the global controller is

aiming to compensate for the group behavior and performance.

1.3 Survey of Existing Literature

1.3.1 Output Control with Time delay and DoS attack

The communication among the generation areas in the MAIPS occurred in a common

network medium. This grid required to be protected against the vulnerability of

7



Figure 1.2: Diagram of MAIPS For N = 3.

attacks during the transmission of the data. As mentioned before, the system could

be derived to volatility, or it may cause redundancy in the operation of the plant.

Consequently, reflecting security subjects is very essential in the controllers’ design

for the MAIPS [18], [19]

Recent research activities are considering the impact of the transmission delay

on conventional LFC systems with AC transmission lines. very few research were

studied the effect of the transmission delay on the power network systems [20], [20].

The micro-grid LFC system with constant communication delays was presented in

[21], where delay margins concerning PI gains are obtained. in [13], authors studied

a decentralized LFC strategy based on switching control theory with presenting a

transmission delay on the subsystem, while in [22] the problem of the load frequency
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Table 1.1: Generation areas parameters

Sym-
bol

Definition

ω Angular rotating mass frequency
Ma

i Angular momentum of i− th subsys-
tem

Pmech Mechanical power
Pv Steam valve position
Tch Prime mover charging time constant
fi Non-frequency-sensitive load change

deviation
Rf Percent Change in frequency divided

by percent change in unit output
Di Change in percentage of (load/change

in frequency).
Tg Time constant of governor.
Tij Slope of the power angle curve at the

initial operating angle between area i
and area j.

T ij
tie Power flow of the tie-line between

area i and area j
Ttie,i Total power flow of the tie-line be-

tween area i and area j

control with presence of constant and the power system time-varying delays in state

and control input was investigated.

Recently, researchers widely used the small gain approached to solve the stabiliza-

tion problem of distributed systems. To maintain the stability of large-scale systems

in the presence of a limited communication medium, an event-triggered sampling

scheme was examined with distributed controllers in [23]. Also, the initial state is as-

sured to be restored for a complex system in the case of mixed attacks in independent

transmitting channels, Song et al. proposed a robust pinning synchronization control

problem [24]. A hierarchical game method was presented in [25] for solving the control

challenge of a wireless networked control system affected by DoS attack.
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The LFC is a typical automatic closed-loop system in the MAIPS that keeps

the interconnected system frequency stable in the typical situation. This objective

is achieved by adjusting the set-points of area generators for active power output

based on reserved measurement through the communication networks and wide-area

transmitted measurements units [14]. However, the communication channels in wide-

area measurements such as SCADA system could be affected by attackers, which

means that LFC systems require more attention against cyber attacks [15].

The communication among the generation areas in the MAIPS occurred in a com-

mon network medium. This grid required to be protected against the vulnerability of

attacks during the transmission of the data. As mentioned before, the system could

be derived to volatility or it may cause redundancy in the operation of the plant.

Consequently, reflecting security subjects is very essential in the controllers’ design

for the MAIPS [18],[19].

More frequently attacks strategies implemented are the DoS attacks where the

attacker aims to occupy the communication channel to prevent the transmission of

measurements or control signals thus cause a maximum failing of the performance of

the system. Several control systems influenced by DoS attacks were discussed in the

literature since they they could have high consequence [18].

Recent research activities are considering the impact of the attacks on conventional

LFC systems with AC transmission lines. In [26], influences of data integrity attacks

on the stability of the LFC are presented. For data availability attacks on LFC loops,

there are some studies start exploring the effects of such kinds of attacks on LFC

loops. Liu, S. et al. [27], illustrate the effect of DoS attacks on the LFC system

10



and its dynamics. It has been shown that the LFC system is unstable under DoS

attacks. Rahimi, K. et [28] emphases the effect of time-delay attacks on the system

dynamics of a multi-area LFC, proving that in the area where there is a change

in the load, an availability attack could be more hazardous. a linear discrete-time

model that includes the effects of different communication delays in the LFC model is

intended to discover the stability issues on the power system [29]. Similar studies on

communication delay/packet loss in conventional LFC models of normal AC systems

can be found in [30], [31], [32].

1.3.2 Adaptive and Model productive Control

The classical integral LFC approaches were impeded in the power system yielding,

balances the overshoot, the desired raising time, and desired to characteristics in the

response of the power areas generations [33], [1]. An adaptive proportional-integral

(PI) method was addressed for load frequency regulation in [34]. This arrangement

fulfilled the hyper-stability condition in the uncertainty of the dynamic environment.

A µ-synthesis method for the robust LFC was examined in [35]. An approach that

combined the matching condition with Lyapunov stability theory was tested on an

LFC design [36]. A design of an automatic generation control (AGC) was proposed

with assets of a closed-loop method based on the pole-placement techniques [37]. A

design of a PI- LFC approach using a fuzzy gain scheduling technique was reported

in [38], [39]. This method exhibited better characteristics than the fixed-gain control

approach. An approach of decentralized LFC scheme based on diagonal dominance

is tested in the [40]. In this manner, where the LFC system can be designed inde-
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pendently while a singular value structure can be satisfied. In [33], a two degree of

freedom regulation model based on the proportional integral derivative (PID) control

is present.

The linear matrix inequality (LMI) approach was employed for building a ro-

bust decentralized LFC in [41], while another LMI scheme was deployed in intercon-

nected power systems with implementing a delay in the communication in [42]. In

[43] authors proposed a power angel derivative controller based on measurement error

filtering and left-difference estimation to tackle the synchronization problem of the

multi-machine power system under measurement errors,parameter uncertainties, and

emergency modes. In [44] a model productive control (MPC) scheme was used to

design for LFC in a single area of power system with the wind turbine, however a

review of MPC in microgrids was carried in [45]. In [5], distributed-MPC is proposed

for a multi-areas power system with a guarantee of stability while a tube-based MPC

was proposed in [46] to provide efficient control signals for improving the response of

the aggregated Electric Vehicles for Frequency Regulation of an Isolated Power Grid.

In [47] an adaptive power control strategy based on sliding mode control is presented

for the operation of islands microgrids.

In [48] AGC gain scheduling is implemented with a recursive least square ap-

proach combined with a genetic algorithm and fuzzy system both utilized to estimate

the power system parameters in real-time. In [49], [50], a two level control approach

was used for an interconnected power system. The primary level of control is im-

plemented to control the local power unit while the secondary level controller was

designed to coordinate the interconnected units. In [51]. LFC approach based on
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automated learning which can extend and classify power grid was presented. Using

the bio-geography-based optimization technique to select the gain for the integral-

derivative (ID) FLC was presented in [52]. A decentralized LFC using a sliding mode

technique is proposed in [53] for interconnected power systems with delay. To over-

come the communication delay between the areas of power generations a dynamic

control method is examined in [54]. The performance exhibits a limitation because of

the bandwidth of the controller.

Some approximation methods are used to unravel the optimal control issues. These

categories are diverse from one solution to another and they can tackle complex prob-

lems since most of them are associated with dynamic programming [55], [56], [57].

In this manner, the control problem is involving an optimization process where the

cost function aim is to generate sequentially different control signals. The Bellman

optimality equation is formulated to assist the optimal control methods in [58], [59].

The reinforcement learning (RL) techniques with approximate dynamic programming

were utilized in solving the optimal control challenges with help of adaptive critic and

actor neural network [55], [56], [57], [60]. To reduce the cumulative error of the cost

function of the formulated optimality problem the RL is adapted to provide a dynamic

solution platform for the control problem [57], [61]. To sum up, two main steps are

implemented in this control method. The first step in solving the difference system

equation by approximating means, followed step is to select the optimal control pol-

icy using actor-network [57], [61], [62]. A comprehensive literature on the intelligent

and adaptive techniques that have been applied to microgrids systems was discussed in

[63]. A single-machine infinite-bus system with a static variable controller is described
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in [64] and its transient stability issue is solved using adaptive back stepping control,

an improved back stepping method, and sliding mode variable structure control.

1.4 Problem Statement

The most common challenge on the networked control systems is the time delay and

the packet dropout of the communication signals. In this manner, the time delay and

packet dropout must be presented on control systems design to guarantee the stability

of the close loop system. Multi-area Interconnected Power System is considered as a

class of large scale NCS that can be used to test the proposed control techniques.

1.5 Objectives of the Thesis

The prime target of this study is to design a controller for a class of networked control

system. Where the following are the specific objectives of this study:

� To cast the model of the networked control system (NCS) in a framework that

can accommodate time delay, packet dropout, communication constraints.

� To examine the effect of system interconnection and the time delay on the dy-

namic system and the stability of the system.

� Finally, designing an improved approach to ensure the stability of NCS by uti-

lizing the recent control techniques.

Therefore, the proposed method to achieve the objective of the proposed work is

given as following main stages:
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� Carrying on a comprehensive literature review on networked control systems.

� Exploring the system proposed in literature by reflecting and reproducing some

of the results to understand the model and extending this approach by adding

constraints on the networked system.

� Analyzing the networked control system and designing a control technique for

the system.

� Simulating the results using simulation platforms such as MatLab.

1.6 Thesis Structure

The remaining of the thesis is composed of five chapters. In chapter 1.3 a survey of

the existing control techniques is carried. Chapter 2 a stability analysis base on an

output feedback controller is proposed to stabilize a MAIPS when the system is under

transmission delay. where in chapter 3 a stability analysis is carried to stabilize a

MAIPS when the system is subject to Danial of Service (DoS) attack. In chapter 4 an

adaptive controller with policy iteration is proposed and it performance is compered

with the model productive control techniques. The conclusion and the future work is

discussed in chapter 5.
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CHAPTER 2

STABILITY ANALYSIS UNDER

TRANSMISSION DELAY

2.1 Introduction

More practical implementation in the real systems is the transmission Delay where

the communication channel are pausing the transmission of measurements or control

signals thus cause a maximum failing of the performance of the system. Several

control systems influenced by transmission delay including MAIPSs. MAIPSs are

representative examples of networked control systems, where control loops are closed

using a communication channel. As in any large-scale system, time delays occurring

during transmission become critical since time delays in LFC systems may destabilize

the closed-loop system and degrade dynamic performance [18][65].

The challenge in this subject is to design an output feedback controller and a

method with a parameter based on the output signals that guarantee the stability of

a MAIPS subject load deviation and a transmission delay. The contribution of this
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article can be summarized as follows:

• We design an output feedback controller to stabilize a MAIPS with load devia-

tion when the system is under transmission delay.

• The limits on the frequency and duration of the transmission delay are char-

acterized for a MAIPS that implements a typical Round robin communication

protocol.

• The stability of a discrete time MAIPS is discussed and analyzed such that the

stability is maintained in the presence of transmission delay and load change.

• An illustrative example of a typical MAIPS is provided with several scenarios

considering the designed controller with the typical and the modified sampling

time in the absent and presence of a transmission delay to verify the effectiveness

of the proposed approach and controller.

Considering the MAIPS described by model (1.1). The target is to design an

appropriate feedback controller to guarantee the close loop stability of all areas on the

power network. N in the model is representing the set of the neighbor’s agent j. In

this manner, the controller proposes to use the output feedback measurements of the

subsystems to compute the input control signals for each time step as a distributed

system. The controller goal is to ensure the stability of the MAIPS. The diagram of

the system with three areas was shown in Figure 2.1.

The remaining of the chapter is organized as follows: The modeling of a MAIPS

is presented in Section 1.2. In Section 2.2, the framework is provided. Then, the
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Figure 2.1: Scheme of MAIPS with Communication Channel

output feedback controller and stability analysis of a MAIPS is discussed in Section

2.3. Finally the simulation of an illustrative example is presented in Section 2.4.

2.2 Framework

Let’s consider the discrete MAIPS expressed in Section 1.2. In (1.1) is the mathe-

matical model of i − th subsystem on MAIPS. A communication network is used to

transfer the data and measurements as shown in Figure 2.1. A feedback controller

use the measurements to figure the control signals and forward them to the actuators

of the systems to maintain a certain frequency of the grid at the desired frequency. In

ideal situation, the signals arrive to the control unit with no time delay in a sample-

and-hold manner. For example, yi(kri ) where kri refer to the received communication
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attempts.

Remark 1 We assume the output feedback gains Ki and Lij are existed that press all

eigenvalues of matrix Āi to have norm strictly less than one, i.e. each feedback area

is Schur stable.

2.2.1 Transmission Delay

In this section, the time delay is induced in the multi-area interconnected power

system. To present the time delay on the MAIPS, let’s consider the sampling time

Ts with a constant sampling period Ts = tk+1 − tk and stochastic time delay dk. The

sampling period at the controller is rewritten as in assumption (1).

Assumption 1 Let h is the fixed ideal period of sampling and the delay dk is random

and limited to dk < dmax.

Ts = h+ dk (2.1)

where dk and hk are restricted to this condition 0 < dk < hk and 0 < hmin <

hk < hmax. However, dk is independent and has a known distribution with an occurring

frequency fk.

Assumption 2 Let the constants λ ∈ N, θ ∈ N and dmax and fmax exist such that
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time delay dk ∈ [τ, k] and fmax have the following constraints :

| dk | ≤ λ+ dmax(k − τ) (2.2)

fd ≤ θ +
(k − τ)

fmax

(2.3)

Where k ≥ τ for all k and τ .

We remark that the communication network generated a time delay dk that is less

than hk but the packets correctly received. By considering discrete-time dynamic

(1.1) with measurements delay dk. The subsystem dynamic is written as:

ydi (k) =


Cixi(k − dk) , γ(k) = 1

Cixi(k) , γ(k) = 0

(2.4)

Where γ(k) is a Bernoulli random variable with Pr(k = 1) = pk. ydi refer to received

measurements of i− th area. So, the system in (1.1) is rewritten as

xi(k + 1) = Aiixi(k) +Biui(k) + Eifi(k) +
∑
j∈N

Aijxj(k) (2.5)

ydi (k) = γCixi(k) + (1− γ)Cixi(k − dk)

Remark 2 Each control input ui affecting subsystem i consists of two parts. The first

part depends on the area output with a gain of Ki, second one is depends on the area

neighbors’ output with a gain of Lij, such control signal is given by:

ui(k) = Kiy
d
i (k) +

∑
j∈Ni

Lijy
d
i (k) (2.6)
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Where Ki and Lij denote the controller gains.

2.3 Output Feedback Controller and Stability

Analysis

The aim is to administrate the stability of the MAIPS in the normal situation or

with the presence of the communication time delay. Mainly we address the stabiliza-

tion problem of MAIPS connected by tie-line in the nominal situation and under the

influence of transmission delay.

At each transmission instant, let ei(k) refer to the error between the received states

xdi (k) and the actual states xi(k) in each i-area. So, it could be written as:

ei(k) = xdi (k)− xi(k), i = 1, 2, . . . , N (2.7)

The objective of this work is to design an output feedback controller as in (2.6) that

guarantee the stability of the close loop model described in (1.1). On the coming

section, the Lyapunov theory is used to ensure the system (1.1) is exponentially stable.

The i− th subsystem dynamic could be rewritten by substituting (2.7), and (2.6)

in (1.1), such as

xi(k + 1) = Ac
iixi(k) +BiKiCiei(k) + Eifi(k) +

∑
j∈N

Ac
ijxj(k) +

∑
j∈N

BiLijCjej(k)(2.8)

Ac
ii = Aii+BiKiCi, Ac

ij = Aij +BiLijCj
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From close loop system (2.8), It could be noted that i − th area is effected by the

fi(k) in additional to xj(k), ei(k), and ej(k) the interconnected neighbors and errors,

respectively.

Remark 3 As illustrated in (2.8) the stability can be achieved in a weak couplings

situation and within a small error e. Besides, a design parameter σ has been introduced

to clarify the ”smallness” of e.

Assumption 3 (Inter-sampling interval). With nonexistence transmission delay

there is an inter-sampling interval (∆) satisfying:

‖ei(k)‖ ≤ σi‖xi(k)‖ (2.9)

σi here is holds as a design factor. According to [66], the selection and design of ∆

and σi is essential to guarantee the stability of the distributed systems.

Remark 4 Even if ∆ is not shown explicitly in (2.9), it can be noticed from the

definition of the error (2.7) that the inter-sampling interval affect the stability of the

system. Referring to Remark 3, Assumption 3 guarantees the “smallness” of the error

by selecting a proper inter-sampling interval.

Remark 5 It is worth to mention that the designing of the inter-sampling interval,

∆ in (2.9) is a considerable problem. An inter-sampling interval satisfying limits as

(2.9) could be precisely resolved for centralized settings [66]. While some literature

computes and applies a lower bound of time elapsed between two events to avoid Zeno

behavior in asymptotically stable distributed/decentralized systems [67], [68].
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2.3.1 Static output feedback control design

In this section, the main objective is to design a static output feedback controller in

the form of (2.6) to achieve the asymptotic stability for nominal distributed systems

(1.1).

For static output feedback control design, the following two theorems are estab-

lished.

Theorem 2.1 If the controller gains Ki and Lij in (2.6) is given. The system in

(1.1) is asymptotically stable if positive matrices Pi exist and satisfying the following:

Ξi =



Ξ1i Ξ2i Ξ3i Ξ4i Ξ5i

∗ Ξ6i Ξ7i Ξ8i Ξ9i

∗ ∗ Ξ10i Ξ11i Ξ12i

∗ ∗ ∗ Ξ13i Ξ14i

∗ ∗ ∗ ∗ Ξ15i


< 0 (2.10)
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Where

Ξ1i = AcT
i PiA

cT
i − Pi, Ξ2i = 2AcT

i PiBiKiCi; (2.11)

Ξ3i = 2AcT
i PiEi, Ξ4i = 2AcT

i Pi

∑
j∈N

Ac
ij,

Ξ5i = 2AcT
i Pi

∑
j∈N

BiLijCj, Ξ6i = CT
i K

T
i B

T
i PiBiKiCi,

Ξ7i = 2CT
i K

T
i B

T
i PiEi, Ξ8i = 2CT

i K
T
i B

T
i Pi

∑
j∈N

Ac
ij,

Ξ9i = 2CT
i K

T
i B

T
i Pi

∑
j∈N

BiLijCj, Ξ10i = ET
i PiEi

Ξ11i = ET
i Pi

∑
j∈N

Ac
ij, Ξ12i = ET

i Pi

∑
j∈N

BiLijCj

Ξ13i =
∑
j∈N

AcT
ij PiAijA

c
ij, Ξ14i =

∑
j∈N

AcT
ij PiBiLijCi

Ξ15i =
∑
j∈N

CT
j L

T
ijB

T
i PiBiLijCj

Proof. To proof theorem 2.1, the following Lyapunov function is considered.

Vi(k) = xTi (k)Pixi(k) (2.12)
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Now, by evaluating ∆Vi(k)) as follows:

∆Vi(k) = Vi(k + 1)− Vi(k)

∆Vi(k) = xTi (k)(A
cT
i PiA

cT
i − Pi)xi(k) + 2xTi (k)A

cT
i PiBiKiCiei(k)

+2xTi (k)A
cT
i PiEifi(k) + 2xTi (k)A

cT
i Pi

∑
j∈N

AcT
ij xj(k)

+2xTi (k)A
cT
i Pi

∑
j∈N

BiLijCjej(k) + eTi (k)C
T
i K

T
i B

T
i PiBiKiCiei(k)

+2eTi (k)C
T
i K

T
i B

T
i PiEifi(k) + 2eTi (k)C

T
i K

T
i B

T
i Pi

∑
j∈N

AcT
ij xj(k)

+2eTi (k)C
T
i K

T
i B

T
i Pi

∑
j∈N

BiLijCjej(k) + fT
i (k)E

T
i PiEifi(k)

+2fT
i (k)E

T
i Pi

∑
j∈N

AcT
ij xj(k) + 2fT

i (k)E
T
i Pi

∑
j∈N

BiLijCjej(k)

+
∑
j∈N

xTj (k)A
cT
ij PiAijxj(k) + 2

∑
j∈N

xTj (k)A
cT
ij PiBiLijCiej(k)

+
∑
j∈N

eTj (k)C
T
j L

T
ijB

T
i PiBiLijCjej(k) (2.13)

To rewrite the aforementioned in the compact form let.

ΘT
i (k) =

[
xi(k) ei(k) fi(k)

∑
j∈N xj(k)

∑
j∈N ej(k)

]T
(2.14)

then

∆Vi(k) = ΘT
i (k)ΞiΘi(k) (2.15)

and Ξi as characterized in (2.10).

Theorem 2.2 If there exist positive definite matrices Xi, Yi, Yij, Mi, Ri, Mij, Rij,
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and positive scalars εi such that the following bilinear matrix inequality (BMI) is

satisfied

Ξ̄i =



−Xi 0 0 0 0 Y T
i B

T
i +XiA

T
ii

0 −εiI 0 0 0 Y T
i B

T
i

0 0 −εiI 0 0 XiE
T
i

0 0 0 −εiI 0
∑

j∈N Y
T
j B

T
i +XiA

T
ij

0 0 0 0 −εiI
∑

j∈N Y
T
j B

T
i

∗ ∗ ∗ ∗ ∗ −Xi



< 0

MiCi = CiXi, MijCj = CjXi (2.16)

Then, the system (2.8) is asymptotic stable with the designed observer controller

in (2.6) where Ki, and Lij are given as:

Ki = RiM
−1
i , Lij = RijM

−1
ij (2.17)

Proof. Ξi in LMI (2.10) can be rewritten as:

Ξi = Ξ̄i11 + Ξ̄i12PiΞ̄
T
i12 < 0 (2.18)

with Ξ̄i11 = diag{−Pi, 0, 0, 0, 0} and Ξ̄T
i12 =[

Ac
i BiKiCi Ei

∑
j∈N A

c
ij

∑
j∈N BiLijCj

]T
. So, (2.18) is formulated using
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Schur complements as:

Ξ̄i11 Ξ̄i12

Ξ̄T
i12 −P−1

i

 < 0 (2.19)

Now, let Xi = P−1
i , and multiply (2.19) from left and right by

diag{Xi, Xi, Xi, Xi, Xi, I}. Recalling of the values of Ac
i , and Ac

ij and selecting

MiC̄i := C̄iXi, Ri := KiMi, Yi := RiCi, MijCj := CjXi, Rij := LijMij, and

Yij := RijCj, the BMI can be obtained as in (2.16).

Remark 6 Theorem 2.2 was established in view of the work presented by Mahmoud

and Nounou in [69].

2.3.2 A small-gain approach for a MAIPS

By choosing the Lyapunov function Vi(k) = xTi (k)Pixi(k) where Qi = QT
i > 0, and Pi

is the unique solution of the Lyapunov equation ĀT
i PiĀi − Pi + Qi = 0. Then each

subsystem i should satisfy:

λmin(Pi)‖xi(k)‖2 ≤ Vi(xi(k)) ≤ λmax(Pi)‖xi(k)‖2 (2.20)

thus λmin(Pi) is the smallest eigenvalue of of Pi and λmax(Pi) is the largest. To maintain

the stability of the system, σi must be selected base on lemma (2.1).

Lemma 2.1 For MAIPS described by (1.1) that controlled by (2.6). Let µ ∈ RN+ to
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be any column vector satisfy µTA < 0. Then, the MAIPS is asymptotically stable if

there is σi∀i ∈ N such that

σi <

√
li
ji

(2.21)

Where for li refers to the i-th vector of L := µT (−A+ Ψ̄)and ji refers to the j-th

vector J := µTΓ. The matrices A, Γ and Ψ are defined below.

Proof.

The Lyapunov function is formed in order to establish the main theorem is

Vi(k) = xTi (k)Pixi(k) (2.22)

Now, let evaluate (∆V i) as (2.13).Hence, the compact form is given in (2.15), and

the difference equation (2.13) could be described by taken the norm as following:

∆Vi(k) = −λ(Qi) ‖xi(k)‖2 +
∥∥2ĀT

i PiBiKiCi

∥∥∥∥xTi (k)∥∥ ‖ei(k)‖
+

∥∥∥∥∥2ĀT
i Pi

∑
j∈N

BiLijCj

∥∥∥∥∥∥∥xTi (k)∥∥ ‖ei(k)‖+ ∥∥2ĀT
i PiEi

∥∥∥∥xTi (k)∥∥ ‖fi‖
+

∥∥∥∥∥2ĀT
i Pi

∑
j∈N

Āj

∥∥∥∥∥ ∥∥xTi (k)∥∥ ‖xj(k)‖+ ∥∥CT
i K

T
i B

T
i PiBiKiCi

∥∥ ‖ei(k)‖2
+

∥∥∥∥∥2CT
i K

T
i B

T
i Pi

∑
j∈N

BiLijCj

∥∥∥∥∥∥∥eTi (k)∥∥ ‖ei(k)‖+ ∥∥2CT
i K

T
i B

T
i PiEi

∥∥∥∥eTi (k)∥∥ ‖fi‖
+

∥∥∥∥∥2KT
i CiB

T
i Pi

∑
j∈N

Āj

∥∥∥∥∥∥∥eTi (k)∥∥ ‖xj(k)‖+
∥∥∥∥∥∑
j∈N

(k)LijCjB
T
i PiBiLij

∥∥∥∥∥∥∥eTj ∥∥ ‖ej(k)‖
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+

∥∥∥∥∥2∑
j∈N

LijCjB
T
i PiEi

∥∥∥∥∥ ‖fi‖2 +
∥∥∥∥∥2∑

j∈N

LijCjB
T
i PiĀj

∥∥∥∥∥∥∥eTj (k)∥∥ ‖xj(k)‖
+
∥∥ET

i PiEi

∥∥ ‖fi‖2 +
∥∥∥∥∥2ET

i Pi

∑
j∈N

Āj

∥∥∥∥∥∥∥fiT∥∥ ‖xj(k)‖
+

∥∥∥∥∥∑
j∈N

Āj
T
PiĀj

∥∥∥∥∥ ‖xj(k)‖2 (2.23)

By utilizing Young’s inequalities, assuming Z, V , and J any matrices with δ > 0

consequently

‖Z‖ ‖V ‖ ‖J‖ ≤ δ ‖V ‖2 + 1

δ
‖Z‖2 ‖J‖2 (2.24)

By utilizing the inequalities (2.24) on (2.24) lead to:

∆Vi(xi(k)) ≤ −αii ‖xi(k)‖2 + ψ ‖fi‖+
∑
j∈Ni

αij ‖xj(k)‖2

+γii ‖ei(k)‖2 +
∑
j∈Ni

γij ‖ej(k)‖2 (2.25)

To define the αi, αij, γii, γij, and ψi, we gather terms in (2.24) and map them to

(2.25). thus gives:

A =



−α11 α12 · · · α1N

α21 −α22 α23 α2N

... ... −α33
...

αN1 αN2 · · · −αNN


(2.26)
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Γ =



γ11 γ12 · · · γ1N

γ21 γ22 γ23 γ2N

... ... ... ...

γN1 γN2 · · · γNN



Ψ =


ψ11

. . .

ψNN

 (2.27)

(2.28)

with

αii = λmin(Qi)− δ −
∑
j∈Ni

2δ +
1

δ

∥∥∥2Āi
T
PiEi

∥∥∥2

(2.29)

αij =
1

δ

∥∥∥2Āi
T
PiĀj

∥∥∥2

+
1

δ

∥∥∥∥2 + 1

δ

∥∥2KT
i C

T
i B

T
i PiĀi

∥∥2
CT

i L
T
ijB

T
i PiĀj

∥∥∥∥2

+
∥∥∥Āj

T
PiĀj

∥∥∥2

(2.30)

γii =
1

δ

∥∥∥2Āi
T
PiBiKiCi

∥∥∥2

+
∑
j∈N

1

δ

∥∥∥2Āi
T
PiBiLijCj

∥∥∥2

+
∥∥CT

i K
T
i PiBiKiCi

∥∥+
∑
j∈N

3δ (2.31)

γij =
1

δ

∥∥2CT
i K

T
i B

T
i PiBiLijCj

∥∥2

+
1

δ

∥∥2CT
j L

T
ijB

T
i PiBiLijCj

∥∥2
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+
1

δ

∥∥2CT
i L

T
ijB

T
i PiEi

∥∥2

ψii = 2δ +
∑
j∈N

2δ +
∥∥ET

i PiEi

∥∥ (2.32)

Selecting δ > 0 to satisfy αi > 0 and the minimum eigenvalue of Qi refers as

λmin(Qi), i is the the i-th subsystem.

Let combine the vectors as follows:

Vvec(xi(k)) := [V1(x1(k)), V2(x2(k)), . . . , VN(xN(k))]
T

‖x(k)‖vec :=
[
‖x1(k)‖2 , ‖x2(k)‖2 , . . . , ‖xN(k)‖2

]T
‖e(k)‖vec :=

[
‖e1(k)‖2 , ‖e2(k)‖2 , . . . , ‖eN(k)‖2

]T
‖fi‖vec :=

[
‖f1‖2 , ‖f2‖2 , . . . , ‖fN‖2

]T
‖Ci‖vec :=

[
‖C1‖2 , ‖C2‖2 , . . . , ‖CN‖2

]T

The inequality (2.25) could be compactly rewritten as:

∆Vi(xi(k)) ≤ A ‖x(k)‖vec + Γ ‖e(k)‖vec +Ψ ‖fi‖vec (2.33)

Assuming the spectral radius satisfies r(A−1
ii Aij) < 1 then,there is a µ > 0 ∈ RN+

such that µTA < 0 [70]. The Lyapunov function selected as V (x(k)) := µTVvec(xi(k)).

Then ∆V yields:

∆V (x(k)) = µT∆Vvec(xi(k))

≤ µTA ‖x(k)‖vec + µTΓ ‖e(k)‖vec (2.34)
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+µΨ ‖fi‖vec

Assumption 4 The demand load fi directly affects the frequency of the power gener-

ation unit [71], which represented by the output in our model y = Cixi(k) as described

in Section 2. So, for small fi we assume that

fi :≤ ε∆ω (2.35)

εCiXi(k)

where ε is a positive or negative depend on the loads type if capacitive or inductive

loads.

from (2.36) and (2.35) we can rewrite (2.35) as:

∆V (x(k)) ≤ −L ‖x(k)‖vec + J ‖e(k)‖vec (2.36)

where L := µT (A + Ψ̄) and J := µTΓ are row vectors.noticing that µTA < 0 and

Ψ̄ := εCiΨ.

Since,li and ji are an entry of L and J vectors. So, we rewrite (2.36 as follows:

∆V (x(k)) ≤
∑
j∈N

li ‖xi(k)‖2 +
∑
j∈N

ji ‖ei(k)‖2

= −
∑
j∈N

(
li ‖xi(k)‖2 − ji ‖ei(k)‖2

)
(2.37)

leading to asymptotic stability with σi <
√

li
ji

32



2.3.3 Stability analysis of a MAIPS subject to transmission

delay

To achieve the asymptotic stability of the MAIPS in the normal situation with a

Round-robin protocol, we investigate selecting σi to deal with the error limits. How-

ever, the MAIPS stability is unguaranteed if the system is under the transmission

delay. Our aim in this part is to address the stability of the MAIPS subject to trans-

mission delay.

Theorem 2.3 A multi-area interconnected power system (MAIPS) consists of N area

as described in (1.1). The static feedback controller as in (2.6) is applied to control

the frequency of MAIPS. Also, a sampling interval ∆ satisfying Assumption 3. The

MAIPS under the influence of the transmission delay with frequency and duration

satisfying Assumption (2. this system is asymptotically stable if

fd +∆∗dmax < 1; , ω1 < 1 (2.38)

where

ω1; = min
{

li − σ2
i ji

λmax(Pi)µi

}
, (2.39)

and ∆∗ = N∆, li, ji, µi, and σi are as in lemma 2.1.

Proof. Theorem 2.3 proof is expressed in two main steps:
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1. No delay periods.

From assumption 3,and (2.9) where σi satisfying Lemma 2.1 and (2.37) < 0.

The Lyapunov function derivative is given as :

∆V (x(k)) ≤ −
∑
j∈N

(
li − jiσ

2
i

)
‖xi(k)‖2

≤ −
∑
j∈N

li − jiσ
2
i

λmax(Pi)µi

µiVi

, −ω1V (x(k)) (2.40)

where ω1; = min{ li−σ2
i ji

λmax(Pi)µi
}. So, for k ∈ [hn + τn, Tn+1[ (no delay period), the

Lyapunov function rewritten as:

V (x(k)) ≤ (1− ω1)
k−hn−τnV (x(hn + τn)) (2.41)

2. During delay.

Introducing zim as the last attempt successfully transmitted on the channel prior

to the Trans. By considering ei(k) as mentioned previously, this leads to

ei(k) = xi(z
i
m)− xi(k) = xi(hn)− xi(k) (2.42)

and

‖ei(k)‖2 ≤ ‖xi(hn)‖2 + 2 ‖xi(k)‖ ‖xi(hn)‖+ ‖xi(k)‖2

≤ 2 ‖xi(hn)‖2 + 2 ‖xi(k)‖2 (2.43)
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for k ∈ Hn. If ‖ei(k)‖2 for i ∈ N , we will lead to

∑
i∈N

‖ei(k)‖2 ≤ 2
∑
i∈N

‖xi(hn)‖2 + 2
∑
i∈N

‖xi(k)‖2 (2.44)

If
∑

i∈N ‖xi(hn)‖2 ≤
∑

i∈N ‖xi(k)‖2 we have that
∑

i∈N ‖ei(k)‖2 ≤

4
∑

i∈N ‖xi(k)‖2. Otherwise, we have
∑

i∈N ‖ei(k)‖2 ≤ 4
∑

i∈N ‖xi(hn)‖2

Calling (2.37), we can conclude that

∆V (x(k)) ≤
∑
j∈N

ji ‖ei(k)‖2 (2.45)

Thus, for all k ∈ Hn (transmission delay interval) If
∑

i∈N ‖xi(hn)‖2 ≤∑
i∈N ‖xi(k)‖2, the difference of the Lyapunov function rewritten as:

∆V (x(k)) ≤ max{ji}
∑
j∈N

‖ei(k)‖2

≤ 4max{ji}
∑
j∈N

‖xi(k)‖2

≤ 4max{ji}
min{µiλmin(Pi)}

∑
j∈N

µiV (xi(k))

, ω2V (x(k)) (2.46)

with ω2 :=
4max{ji}

min{µiλmin(Pi)} . Also, ∀k ∈ Hn with
∑

i∈N ‖xi(hn)‖2 >
∑

i∈N ‖xi(k)‖2,

one has

∆V (x(k)) ≤ ω2V (x(hn)) (2.47)
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So, (2.46) and (2.47) implying that the Lyapunov function in the transmission

delay period Hn satisfy the following equation

V (x(k)) ≤ (1 + ω2)
k−hnV (x(hn)) (2.48)

During the transaction between stable and unstable modes.we will reflect the

the protocol waiting time, the Lyapunov function in this instant V (x(k)) ≤

(1−ω1)
k−hn−τn−N∆V (x(hn+τn+N∆)) for t ∈ [hn+τn+N∆, Tn+1[ and V (x(k)) ≤

(1 + ω2)
k−hnV (x(hn)) for t ∈ [hn, hn + τn +N∆[.

In conclusion, the overall behavior of the closed-loop system could be treated as

a switching system with two modes. So, when simple iterations are applied to the

Lyapunov function in and out of the presence of the transmission delay status, we will

get

V (x(k)) ≤ (1− ω1)
[k−κ∗−(fd+∆∗dmax)k](1 + ω2)

[κ∗+(fd+∆∗dmax)k]V (x(0)) (2.49)

To assure the stability of the last equation, (2.38) is obtained easily.

Remark 7 Theorem 2.3 offer a criterion to characterize the stability of distributed

system in the form of (1.1) with an output feedback controller in the form of (2.6)

and in the presence of transmission delay. The transmission delay is assumed to

have constrained frequency and duration as described in Assumption 2. The signals

are exchanged over a communication channel with sampling interval ∆ satisfying
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Assumption 3.

Remark 8 The stability of the MAIPS is affected by the sampling interval (∆) of the

Round-robin protocol since it delimits when the overall system is able to repair com-

munication. In the case where the bounded duration and frequency of the transmission

delay subjected to the MAIPS with applying appropriate Round-robin inter-sampling

time diminish the left-hand side of (2.38) that ensure the stability of the MAIPS.

However, this is at the expense of high communication facilities.

2.4 Simulation

A simulation result of three scenarios are shown in this section. The interconnected

power system described in section (1.2) with the typology illustrated in 2.1 is tested

with following parameters. The system parameters used in the simulation is listed in

table 2.1. The controller gain calculated using YALMIP as follows:

K1 = −1.376, K2 = −2.433, K3 = 0.852

L12 = −4.145, L13 = −0.5034

L21 = −0.35, L23 = −2.96

L31 = −0.671, L32 = 0.482 (2.50)

In the three scenarios a step load change (0.1 p.u.) is applied at time = 0.8s.
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Table 2.1: Areas parameters

Param-
eter

Area (1) Area (2) Area (3)

Ma
i 3.5 4.0 3.75

Rf
i 0.03 0.07 0.05

Di 2 2.75 2.4
Ri 1 1 1
TCHi 50 10 30
TG1 40 25 32
Bi 1 1 1
Tij T12 =

T13 =
7.54

T21 =
T23 =
7.54

T31 =
T32 =
7.54

2.4.1 Designed controller in Nominal Situation

As shown in Figure (2.2) the MAIPS is stable in a normal situation with the con-

troller gain in (2.50). The applied controller is able to return the deviation of the

frequency to zero whenever the load fluctuates. In this case, the load change is occur-

ring at time 8s.
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Figure 2.2: The output of the system in the nominal situation with the designed
controller
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2.4.2 Under transmission delay

In this scenario, a transmission delay was implemented on the system with the as-

sumption 2. In Figure 2.3 the three interconnected power system is illustrated under

the transmission delay characterized in section 2.2.
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Figure 2.3: The output of the system under transmission delay using the nominal Ts
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2.4.3 Stabilization under transmission delay

Using Lemma 2.1 and YALMIP,we found the follows:

P1 = 10−6 ×



6.634 43.23 −2.544 6049.83

24.22 2.756 −23.245 −4.761

−5.674 −14.275 4.79 −84.784

549.80 −4.51 −12.73 8.004



P2 = 10−6 ×



6.113 45.95 −4.256 42.594

30.95 3.658 −3.674 −3.5485

−2.668 −20.674 1.8964 −322.71

72.174 −4.0481 −263.71 8.976


,

P3 = 10−6 ×



5.0538 2.467 −2.035 60.134

62.462 2.5692 −21.324 −2.7112

−2.063 −20.618 2.5825 −441.62

26.423 −2.578 −46.2 7.3178


,
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Q1 = 10−7 ×



45.023 54.6235 5.257 5.1677

5.6775 7.3609 6.2751 5.7078

6.5657 2.2751 4.0092 5.8730

6.1737 4.7348 1.0630 6.5553


,

Q2 = 10−5 ×



45.2651 6.7758 20.8955 9.1632

4.0258 6.1497 8.1212 2.011

3.5455 7.1612 6.2509 5.7868

5.1653 2.7691 14.3668 1.8793


,

Q3 = 10−5 ×



45.918 3.6566 5.1118 6.1551

5.7346 7.4899 6.2784 7.2669

0.2918 3.2184 5.2896 9.7211

2.1556 3.2376 3.7213 3.4172


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Then we obtain:

A = 10−6 ×


0.402 0.546 0.235

0.084 0.384 0.348

0.170 0.097 0.656



Γ = 10−6 ×


0.481 0.284 0.355

0.366 0.766 0.144

0.367 0.902 0.886

 ,

Ψ = 10−8 ×


0.654 0 0

0 0.557 0

0 0 0.364


Since the σ1, σ2 and σ3 are (0.869), (1.002) and (0.972), respectively. the σ, in this

case, is chosen to be (0.8). Based on Assumption 3, we select the sampling interval

∆ = 0.25s. From this we calculate ω1,ω2 and ω3 to be (3.004(10)4),and (1.458),

respectively. As shown in Figures 2.5, the designing parameters able to maintain

the stability of the MAIPS in the presence of the DoS attack and stable the frequency

to the nominal state.

42



0 5 10 15 20 25 30 35

 Time (sec) 

-3

-2

-1

0

1

2

3

4

Fr
eq

ue
nc

y 
de

vi
at

io
n 

 (
 

)  
Area#1

Area#2

Area#3

Figure 2.4: The output of the system in the nominal situation using the modified Ts
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Figure 2.5: The output of the system under transmission delay using the modified Ts
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CHAPTER 3

STABILITY ANALYSIS UNDER

DANIAL OF SERVICE (DOS)

ATTACK

3.1 Introduction

Recently, researchers widely used the small gain approached to solve the stabilization

problem of distributed systems. To maintain the stability of large-scale systems in the

presence of a limited communication medium, an event-triggered sampling scheme

was examined with distributed controllers in [23]. Also, the initial state is assured

to be restored for a complex systems in the case of mixed attacks in independent

transmitting channels, Song et al. proposed a robust pinning synchronization control

problem [24]. a hierarchical game method was presented in [25] for sovling the control

challenge of a wireless networked control system affected by DoS attack.
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This work is an extension of [72], where The challenge in this subject is to design

a method and a parameter based on the output signals that guarantee the stability

of a MAIPS in the presence of a DoS attack. The contribution of this chapter can be

summarized as follows:

• We implement the output feedback controller to stabilize a MAIPS with load

deviation in the normal situation when there is not any DoS attack.

• The limits on the frequency and duration of the DoS attacks are characterized

for a MAIPS that implements a typical Round robin communication protocol.

• The stability of a discrete time MAIPS is discussed and analyzed such that the

the stability is maintained in the presence of DoS attack.

• An illustrative example of a typical MAIPS is provided with several scenarios

considering the nominal controller with the typical and the modified sampling

time in the absent and presence of a DoS attack to verify the effectiveness of

the proposed approach.

Considering the MAIPS described by model (1.1). the target is to design an

appropriate control algorithm to guarantee the close loop stability of all areas on the

power network. N in the model is representing the set of the neighbor’s agent j. In this

manner, the controller proposes to use the data of the subsystem and its connected

neighbors to compute the input control signals for each time step as a distributed

system. The controller aims to ensure the stability of the MAIPS. the diagram of the

system with three areas was shown in Figure 3.1.
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The remaining of the chapter is organized as follows: The modeling of a MAIPS is

presented in Section 1.2. In Section 3.2, the framework is provided. Then, the stability

analysis of a MAIPS is discussed in Section 3.3. The simulation of an illustrative

example is presented in Section 3.4.

Figure 3.1: Three-area Interconnected Power System

3.2 Framework

Let consider the discrete MAIPS expressed in section (1.2). The (1.1) is the mathe-

matical model of MAIPS that employing the communication network to transfers the

data and measurements among each area. A controller related these measurements to

figure the desirable control signals and forward them to the actuators of the systems

to maintain a certain frequency of the grid at the desired frequency. In this work,
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we assume that the Round-Robin protocol is reflected in a communication network.

So, the signals arrive at each unit in the system in a sample-and-hold manner.For

example, yi(k′i) where k′i illustrates series of communication attempts.

Remark 9 We assume the static output feedback gains Ki are existed that press all

eigenvalues of matrix Āi = Ai +BiKiCi to have norm strictly less than one, i.e. each

feedback area is Schur stable.

Remark 10 Each control input ui affecting subsystem i consists of two parts. The

first part depends on the self output with a gain of Ki, and the other depends on the

neighbors’ output with a gain of Lij, such that

ui(k) = KiCixi(k
′
i) +

∑
j∈Ni

LijCjxj(k
′
i) (3.1)

3.2.1 DoS attacks Characteristics

In this chapter, a failure in sending or receiving signals has been considered as a DoS

attack. The failure caused by channel unavailability or by attackers is studied. The

DoS attacks consequently affect the transmission attempts of all connected areas.

Similar to [73], [19], the DoS attacks model, in this work, has bounded duration

and frequency. {Hn}n∈N0 , h0 ≥ 0, denote series of the DoS attacks. In other words,

the DoS is executed or not executed (one or zero). Where the n denotes the n-th DoS

with a length τn ∈ N0 could be rewritten as:

Hn := {hn} ∪ [hn, hn + τn−1] (3.2)
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When τn = 0, Hn is presented as a pulse signal at hn. If τn 6= 0,[hn, hn+ τn−1] denotes

an interval from the time hn (include hn) to (hn+ τn−1). In parallel, [τ, k− 1] denotes

an interval from τ to k − 1. Assume τ, k ∈ N0 with k ≥ τ , let n(τ, k) refers to the

n-th DoS attacks along [τ, k − 1], also Ξ(τ, k) refers to the subsections of [τ, k] when

the DoS influence the system given:

Ξ(τ, k) :=
⋃
n∈N0

Tn ∩ [τ, k] (3.3)

Also, Θ(τ, k) denotes the time interval when the DoS attack is inactive on the

system. it could be rewritten as follows:

Θ(τ, k) := [τ, k]\Ξ(τ, k) (3.4)

In [66], [23] authors illustrate that present secure control designs cannot handle and

treat the general patterns of cyber attacks efficiently. In this manner, we study a class

of cyber attacks patterns under the following assumptions:

Assumption 5 (The DoS attack frequency). Assuming constants η ∈ N and τD ∈ N+

that satisfied the following:

n(τ, k) ≤ η +
k − τ

τD
(3.5)
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for all τ, k ∈ N with k ≥ τ .

Assumption 6 (The duration of the DoS attack). Assume that constants κ ∈ N and

T ∈ N > 1 is existing such that

|Ξ(τ, k)| ≤ κ+
k − τ

T
(3.6)

for all τ, k ∈ N ≥ 0 with k ≥ τ .

3.3 Stability analysis

The aim is to administrate the stability of the MAIPS in the normal situation or

with the presence of the DoS attacks. Mainly we address the stabilization problem of

MAIPS connected by tie-line in the nominal situation and under Dos Attack influence.

At each transmission instant, Let ei(k) refer to the error between the transmitted

states xi(k′i) and the actual states xi(k) in each i-area. So, it could be written as:

ei(k) = xi(k
′
i)− xi(k), i = 1, 2, . . . , N (3.7)

The system dynamic of an-area could be characterized by integrating the (1.1),
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(3.1) and (3.7) such that

xi(k + 1) = Āixi(k) +BiKiCiei(k) + Ei∆PLi

+Bi

∑
j∈Ni

LijCjej(k) +
∑
j∈Ni

Ājxj(k) (3.8)

where Āi = Āi + BiKiCi, Āj = Āj + BiLijCj. From equation (1.1), the states of the

connected neighbors are affecting the dynamic system.

Remark 11 As illustrated in (3.8) the stability can be achieved in a weak couplings

situation and within a small error e. Besides, a design parameter σ has been introduced

to clarify the “smallness” of e.

Assumption 7 (Inter-sampling interval). With nonexistence DoS attacks there is an

inter-sampling interval (∆) satisfying:

‖ei(k)‖ ≤ σi‖xi(k)‖ (3.9)

σi here is holds as a design factor.

Remark 12 Even if ∆ is not shown explicitly in (3.9), it can be noticed from the

definition of the error (3.7) that the inter-sampling interval affect the stability of the

system. Referring to Remark 11, Assumption 7 guarantees the “smallness” of the

error by selecting a proper inter-sampling interval.

Remark 13 It is worth to mention that the designing of the inter-sampling interval,

∆ in (3.9) is a considerable problem. An inter-sampling interval satisfying limits as
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(3.9) could be precisely resolved for centralized settings [66]. While some literature

computes and applies a lower bound of time elapsed between two events to avoid Zeno

behavior in asymptotically stable distributed/decentralized systems [67], [68].

According to [66], the selection and design of ∆ and σi is essential to guarantee

the stability of the distributed systems.

3.3.1 A small-gain approach for a MAIPS

By choosing the Lyapunov function Vi(k) = xTi (k)Pixi(k) where Qi = QT
i > 0, and

Pi is the the unique solution of the Lyapunov equation ĀT
i PiĀi − Pi +Qi = 0. Then

each subsystem i should satisfy:

λmin(Pi)‖xi(k)‖2 ≤ Vi(xi(k)) ≤ λmax(Pi)‖xi(k)‖2 (3.10)

thus λmin(Pi) is the smallest eigenvalue of of Pi and λmax(Pi) is the largest. To maintain

the stability of the system, σi must be selected base on lemma (3.1).

Lemma 3.1 For MAIPS described by (1.1) that controlled by (3.1). Let µ ∈ RN
+ to

be any column vector satisfy µTA < 0. Then, the MAIPS is asymptotically stable if

there is σi∀i ∈ N such that

σi <

√
li
ji

(3.11)
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Where for li refers to the i-th vector of L := µT (−A+ Ψ̄)and ji refers to the j-th

vector J := µTΓ. The matrices A, Γ and Ψ are defined below.

Proof.

The Lyapunov function is formed in order to establish the main theorem is

Vi(k) = xTi (k)Pixi(k) (3.12)

Now, let evaluate ∆V Is) as follows:

∆Vi(k) = Vi(k + 1)− Vi(k)

∆Vi(k) = xTi (k)(Ā
T
i PiĀi − Pi)xi(k) + 2xTi (k)Ā

T
i PiBiKiCiei(k)

+2xTi (k)Ā
T
i Pi

∑
j∈N

BiLijCjei(k) + 2xTi (k)Ā
T
i PiEi∆PLi

+2xTi (k)Ā
T
i Pi

∑
j∈N

Ājxj(k) + eTi (k)C
T
i K

T
i B

T
i PiBiKiCiei(k)

+2eTi (k)C
T
i K

T
i B

T
i Pi

∑
j∈N

BiLijCjei(k) + 2eTi (k)K
T
i CiB

T
i PiEi∆PLi

+2eTi (k)C
T
i K

T
i B

T
i Pi

∑
j∈N

Ājxj(k) +
∑
j∈N

eTj (k)LijCjB
T
i PiBiLijej(k)

+2
∑
j∈N

eTj (k)LijCjB
T
i PiEi∆PLi + 2

∑
j∈N

eTj (k)LijCjB
T
i PiĀjxj(k)

+δPLi
TET

i PiEi∆PLi + 2δPLi
TET

i Pi

∑
j∈N

Ājxj(k)

+
∑
j∈N

xTi (k)Āj
T
PiĀjxj(k)

(3.13)
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Hence, the compact form is given as:

∆Vi(k) = ΩT
i (k)ΛiΩi(k) < 0 (3.14)

where

ΩT
i (k) =

[
ei(k) xi(k)

∑
j∈Ni

ej(k)
∑

j∈Ni
xj(k) ∆PLi

]T
(3.15)

The difference equation (3.13) could be described by taken the norm as following:

∆Vi(k) = −λ(Qi) ‖xi(k)‖2 +
∥∥2ĀT

i PiBiKiCi

∥∥∥∥xTi (k)∥∥ ‖ei(k)‖
+

∥∥∥∥∥2ĀT
i Pi

∑
j∈N

BiLijCj

∥∥∥∥∥∥∥xTi (k)∥∥ ‖ei(k)‖+ ∥∥2ĀT
i PiEi

∥∥∥∥xTi (k)∥∥ ‖∆PLi‖

+

∥∥∥∥∥2ĀT
i Pi

∑
j∈N

Āj

∥∥∥∥∥∥∥xTi (k)∥∥ ‖xj(k)‖+ ∥∥CT
i K

T
i B

T
i PiBiKiCi

∥∥ ‖ei(k)‖2
+

∥∥∥∥∥2CT
i K

T
i B

T
i Pi

∑
j∈N

BiLijCj

∥∥∥∥∥∥∥eTi (k)∥∥ ‖ei(k)‖+ ∥∥2CT
i K

T
i B

T
i PiEi

∥∥∥∥eTi (k)∥∥ ‖∆PLi‖

+

∥∥∥∥∥2KT
i CiB

T
i Pi

∑
j∈N

Āj

∥∥∥∥∥∥∥eTi (k)∥∥ ‖xj(k)‖+
∥∥∥∥∥∑
j∈N

(k)LijCjB
T
i PiBiLij

∥∥∥∥∥∥∥eTj ∥∥ ‖ej(k)‖
+

∥∥∥∥∥2∑
j∈N

LijCjB
T
i PiEi

∥∥∥∥∥ ‖∆PLi‖2 +

∥∥∥∥∥2∑
j∈N

LijCjB
T
i PiĀj

∥∥∥∥∥∥∥eTj (k)∥∥ ‖xj(k)‖
+
∥∥ET

i PiEi

∥∥ ‖∆PLi‖2 +

∥∥∥∥∥2ET
i Pi

∑
j∈N

Āj

∥∥∥∥∥∥∥δPLi
T
∥∥ ‖xj(k)‖

+

∥∥∥∥∥∑
j∈N

Āj
T
PiĀj

∥∥∥∥∥ ‖xj(k)‖2 (3.16)

By utilizing Young’s inequalities, assuming Z, V , and J any matrices with δ > 0
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consequently

‖Z‖ ‖V ‖ ‖J‖ ≤ δ ‖V ‖2 + 1

δ
‖Z‖2 ‖J‖2 (3.17)

By utilizing the inequalities (3.17) on (3.17) lead to:

∆Vi(xi(k)) ≤ −αii ‖xi(k)‖2 + ψ ‖∆PLi‖+
∑
j∈Ni

αij ‖xj(k)‖2

+γii ‖ei(k)‖2 +
∑
j∈Ni

γij ‖ej(k)‖2 (3.18)

To define the αi, αij, γii, γij, and ψi, we gather terms in (3.17) and map them to

(3.18). thus gives:

A =



−α11 α12 · · · α1N

α21 −α22 α23 α2N

... ... −α33
...

αN1 αN2 · · · −αNN


(3.19)

Γ =



γ11 γ12 · · · γ1N

γ21 γ22 γ23 γ2N

... ... ... ...

γN1 γN2 · · · γNN



Ψ =


ψ11

. . .

ψNN

 (3.20)
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(3.21)

with

αii = λmin(Qi)− δ −
∑
j∈Ni

2δ +
1

δ

∥∥∥2Āi
T
PiEi

∥∥∥2

(3.22)

αij =
1

δ

∥∥∥2Āi
T
PiĀj

∥∥∥2

+
1

δ

∥∥∥∥2 + 1

δ

∥∥2KT
i C

T
i B

T
i PiĀi

∥∥2
CT

i L
T
ijB

T
i PiĀj

∥∥∥∥2

+
∥∥∥Āj

T
PiĀj

∥∥∥2

(3.23)

γii =
1

δ

∥∥∥2Āi
T
PiBiKiCi

∥∥∥2

+
∑
j∈N

1

δ

∥∥∥2Āi
T
PiBiLijCj

∥∥∥2

+
∥∥CT

i K
T
i PiBiKiCi

∥∥+
∑
j∈N

3δ (3.24)

γij =
1

δ

∥∥2CT
i K

T
i B

T
i PiBiLijCj

∥∥2

+
1

δ

∥∥2CT
j L

T
ijB

T
i PiBiLijCj

∥∥2

+
1

δ

∥∥2CT
i L

T
ijB

T
i PiEi

∥∥2

ψii = 2δ +
∑
j∈N

2δ +
∥∥ET

i PiEi

∥∥ (3.25)

Selecting δ > 0 to satisfy αi > 0 and the minimum eigenvalue of Qi refers as

λmin(Qi), i is the the i-th subsystem.

Let combine the vectors as follows:

Vvec(xi(k)) := [V1(x1(k)), V2(x2(k)), . . . , VN(xN(k))]
T
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‖x(k)‖vec :=
[
‖x1(k)‖2 , ‖x2(k)‖2 , . . . , ‖xN(k)‖2

]T
‖e(k)‖vec :=

[
‖e1(k)‖2 , ‖e2(k)‖2 , . . . , ‖eN(k)‖2

]T
‖∆PLi‖vec :=

[
‖∆PL1‖2 , ‖∆PL2‖2 , . . . , ‖∆PLN‖2

]T
‖Ci‖vec :=

[
‖C1‖2 , ‖C2‖2 , . . . , ‖CN‖2

]T

The inequality (3.18) could be compactly rewritten as:

∆Vi(xi(k)) ≤ A ‖x(k)‖vec + Γ ‖e(k)‖vec +Ψ ‖∆PLi‖vec (3.26)

Assuming the spectral radius satisfies r(A−1
ii Aij) < 1 then,there is a µ > 0 ∈ Rn

+

such that µTA < 0 [70]. The Lyapunov function selected as V (x(k)) := µTVvec(xi(k)).

Then ∆V yields:

∆V (x(k)) = µT∆Vvec(xi(k))

≤ µTA ‖x(k)‖vec + µTΓ ‖e(k)‖vec (3.27)

+µΨ ‖∆PLi‖vec

Assumption 8 The demand load ∆PLi directly affects the frequency of the power

generation unit [71], which represented by the output in our model y = Cixi(k) as

described in Section 2. So, for small ∆PLi we assume that

∆PLi :≤ ε∆ω (3.28)

εCiXi(k)
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where ε is a positive or negative depend on the loads type if capacitive or inductive

loads.

from (3.29) and (3.28) we can rewrite (3.28) as:

∆V (x(k)) ≤ −L ‖x(k)‖vec + J ‖e(k)‖vec (3.29)

where L := µT (A + Ψ̄) and J := µTΓ are row vectors.noticing that µTA < 0 and

Ψ̄ := εCiΨ.

Since,li and ji are an entry of L and J vectors. So, we rewrite (3.29 as follows:

∆V (x(k)) ≤
∑
j∈N

li ‖xi(k)‖2 +
∑
j∈N

ji ‖ei(k)‖2

= −
∑
j∈N

(
li ‖xi(k)‖2 − ji ‖ei(k)‖2

)
(3.30)

leading to asymptotic stability with σi <
√

li
ji

3.3.2 Stability analysis of a MAIPS subject to DoS attacks

To achieve the asymptotic stability of the MAIPS in the normal situation with a

Round-robin protocol, we investigate selecting σi to deal with the error limits. How-

ever, the MAIPS stability is unguaranteed if the system is under the DoS. Our aim

in this part is to address the stability of the MAIPS subject to DoS attack.

Theorem 3.1 A multi-area interconnected power system (MAIPS) consists of N area

as described in (1.1). The static feedback controller as in (3.1) is applied to control
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the frequency of MAIPS. Also, a sampling interval ∆ satisfying Assumption 7. The

MAIPS under the influence of the DoS attack with frequency and duration satisfying

Assumptions (5, and 6) with any η,τD, κ, and T . this system is asymptotically stable

if

1

T
+

∆∗

τD
< 1; , ω1 < 1 (3.31)

where

ω1; = min
{

li − σ2
i ji

λmax(Pi)µi

}
, (3.32)

and ∆∗ = N∆, li, ji, µi, and σi are as in lemma 3.1.

Proof. Theorem 3.1 proof is expressed in two main steps:

1. No attacks periods.

From assumption 7,and (3.9) where σi satisfying Lemma 3.1 and (3.30) < 0.

The Lyapunov function derivative is given as :

∆V (x(k)) ≤ −
∑
j∈N

(
li − jiσ

2
i

)
‖xi(k)‖2

≤ −
∑
j∈N

li − jiσ
2
i

λmax(Pi)µi

µiVi

, −ω1V (x(k)) (3.33)

where ω1; = min{ li−σ2
i ji

λmax(Pi)µi
}. So, for k ∈ [hn + τn, Tn+1[ (no attack period), the
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Lyapunov function rewritten as:

V (x(k)) ≤ (1− ω1)
k−hn−τnV (x(hn + τn)) (3.34)

2. During attacks.

Introducing zim as the last attempt successfully transmitted on the channel prior

to the DoS attack. By considering ei(k) as mentioned previously, this leads to

ei(k) = xi(z
i
m)− xi(k) = xi(hn)− xi(k) (3.35)

and

‖ei(k)‖2 ≤ ‖xi(hn)‖2 + 2 ‖xi(k)‖ ‖xi(hn)‖+ ‖xi(k)‖2

≤ 2 ‖xi(hn)‖2 + 2 ‖xi(k)‖2 (3.36)

for k ∈ Hn. If ‖ei(k)‖2 for i ∈ N , we will lead to

∑
i∈N

‖ei(k)‖2 ≤ 2
∑
i∈N

‖xi(hn)‖2 + 2
∑
i∈N

‖xi(k)‖2 (3.37)

If
∑

i∈N ‖xi(hn)‖2 ≤
∑

i∈N ‖xi(k)‖2 we have that
∑

i∈N ‖ei(k)‖2 ≤

4
∑

i∈N ‖xi(k)‖2. Otherwise, we have
∑

i∈N ‖ei(k)‖2 ≤ 4
∑

i∈N ‖xi(hn)‖2
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Calling (3.30), we can conclude that

∆V (x(k)) ≤
∑
j∈N

ji ‖ei(k)‖2 (3.38)

Thus, for all k ∈ Hn (active interval of DoS) If
∑

i∈N ‖xi(hn)‖2 ≤
∑

i∈N ‖xi(k)‖2,

the difference of the Lyapunov function rewritten as:

∆V (x(k)) ≤ max{ji}
∑
j∈N

‖ei(k)‖2

≤ 4max{ji}
∑
j∈N

‖xi(k)‖2

≤ 4max{ji}
min{µiλmin(Pi)}

∑
j∈N

µiV (xi(k))

, ω2V (x(k)) (3.39)

with ω2 :=
4max{ji}

min{µiλmin(Pi)} . Also, ∀k ∈ Hn with
∑

i∈N ‖xi(hn)‖2 >
∑

i∈N ‖xi(k)‖2,

one has

∆V (x(k)) ≤ ω2V (x(hn)) (3.40)

So, (3.39) and (3.40) implying that the Lyapunov function in the DoS attack’s

period Hn satisfy the following equation

V (x(k)) ≤ (1 + ω2)
k−hnV (x(hn)) (3.41)

During the transaction between stable and unstable modes.we will reflect the
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the protocol waiting time, the Lyapunov function in this instant V (x(k)) ≤

(1−ω1)
k−hn−τn−N∆V (x(hn+τn+N∆)) for t ∈ [hn+τn+N∆, Tn+1[ and V (x(k)) ≤

(1 + ω2)
k−hnV (x(hn)) for t ∈ [hn, hn + τn +N∆[.

In conclusion, the overall behavior of the closed-loop system could be treated as

a switching system with two modes. So, when simple iterations are applied to the

Lyapunov function in and out of the presence of the DoS attacks status, we will get

V (x(k)) ≤ (1− ω1)

[
k−κ∗−( 1

T
+∆∗

τD
)k
]
(1 + ω2)

[
κ∗+( 1

T
+∆∗

τD
)k
]
V (x(0)) (3.42)

To assure the stability of the last equation, (3.31) is obtained easily.

Remark 14 Theorem 3.1 offer a criterion to characterize the stability of distributed

system in the form of (1.1) with an output feedback controller in the form of (3.1)

and in the presence of DoS attack. The DoS attack is assumed to have constrained

frequency and duration as described in Assumptions 5 and 6. The signals are exchanged

over a communication channel with sampling interval ∆ satisfying Assumption 7.

Remark 15 The stability of the MAIPS is affected by the sampling interval (∆) of

the Round-robin protocol since it delimits when the overall system is able to repair

communication. In the case where the bounded duration and frequency DoS attack

subjected to the MAIPS applying appropriate Round-robin inter-sampling time dimin-

ish the left-hand side of (3.31) that ensure the stability of the MAIPS. However, this

is at the expense of high communication facilities.

61



Table 3.1: Parameters of the Interconnected Power System

Area (1) Area (2) Area (3)
T_t 0.65 0.4 0.3
T_g 0.2 0.1 0.1

D 0.7 0.9 0.9
H 12 10 8
R 0.05 0.0625 0.08

3.4 Simulation

A simulation result of three scenarios are shown in this section.The interconnected

power system described in section (1.2) with the typology illustrated in 3.1 is tested

with following parameters. The system parameters used in the simulation is listed in

table 3.1. and the N12 = 2, N13 = 2, N23 = 4 [74]. The controller gain as follows:

K1 = −4.072, K2 = −0.453, K3 = 0.951

L12 = −3.1422, L13 = −0.0014

L21 = −1.34, L23 = −2.76

L31 = −0.778, L32 = 0.452 (3.43)

In the three scenarios a step load change (0.15 p.u.) is applied at time = 5s.

3.4.1 Nominal Situation

As shown in Figure (3.2) the MAIPS is stable in a normal situation with the con-

troller gain in (3.43). The applied controller is able to return the deviation of the

frequency to zero whenever the load fluctuates. In this case, the load change is occur-
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ring at time 5s.

3.4.2 Under DoS Attack

In this scenario, a DoS attack was designed using Theorem 3.1 in section (3.2.1)

and implemented on the system. Figure 3.3 illustrate the series of the DoS attack

which implemented on the interconnected system as shown the attack begins at time

6s. according to [75], the significant impact of the DoS attack is occurring when the

attacker lunch the attacker during the load step change and before the Dynamic of

LFC converges. In Figure 3.3 the three interconnected power system is illustrated

under the describer attack.
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3.4.3 Stabilization under DoS

Using Lemma 3.1 and YALMIP,we found the follows:

P1 = 10−11 ×



6.722 25.22 −3.694 5049.80

25.23 3.706 −18.225 −4.661

−3.694 −18.225 4.49 −11.734

5049.80 −4.661 −11.73 8.834



P2 = 10−9 ×



4.616 38.95 −2.258 52.194

38.95 2.658 −22.674 −3.0485

−2.258 −22.674 2.8964 −233.71

52.194 −3.0485 −233.71 8.876


,

P3 = 10−12 ×



4.4338 42.467 −2.063 66.119

42.467 2.7692 −20.318 −2.7772

−2.063 −20.318 2.5825 −441.62

66.119 −2.778 −4416.2 7.3978


,

Q1 = 10−12 ×



78.083 1.6775 1.567 1.1737

1.6775 4.3809 3.2751 2.7048

1.5657 3.2751 3.1992 2.0830

1.1737 2.7048 2.0830 1.9653


,
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Q2 = 10−10 ×



1.2831 3.0258 2.5955 1.1653

3.0258 7.1397 6.1212 2.7491

2.5955 6.1212 5.2508 2.3568

1.1653 2.7491 2.3568 1.0593


,

Q3 = 10−13 ×



93.998 2.6346 2.2218 1.1531

2.6346 7.4059 6.2284 3.2379

2.2218 6.2284 5.2496 2.7218

1.1531 3.2379 2.7218 1.4179


Then we obtain:

A = 10−10 ×


0.352 0.156 0.125

0.089 0.685 0.528

0.079 0.057 0.625



Γ = 10−8 ×


0.285 0.589 0.158

0.325 0.586 0.147

0.358 0.942 0.596

 ,

Ψ = 10−8 ×


0.258 0 0

0 0.354 0

0 0 0.425


Since the σ1, σ2 and σ3 are (1.662), (1.541) and (1.284), respectively. the σ, in
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this case, is chosen to be (1.2). Based on Assumption 3, we select the sampling

interval ∆ = 0.3s. From this we calculate ω1,ω2 and ω3 to be (2.378(10)4),and (1.631),

respectively. As shown in Figures 3.5, the designing parameters able to maintain the

stability of the MAIPS in the presence of the DoS attack and stable the frequency to

the nominal state.
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0 5 10 15 20 25 30 35 40 45

 Time ( s e c ) 

-7

-6

-5

-4

-3

-2

-1

0

1

2

3
10-3 Area#2

(b) Generator Area 2 with load change (0.15 p.u) at 5s
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(c) Generator Area 3 with load change (0.15 p.u) at 5s

Figure 3.2: The output of the system in the nominal situation using the nominal Ts
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(c) Generator Area 3, load change (0.15 p.u) at 5s

Figure 3.3: The output of the system under DoS attacks using the nominal Ts
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Figure 3.4: The output of the system in the nominal situation using the modified Ts
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Figure 3.5: The output of the system under DoS attacks using the modified Ts
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CHAPTER 4

AN ONLINE ADAPTIVE AND

MODEL PRODUCTIVE

CONTROLLER

4.1 Introduction

The adaptive control method that resolving the considered Hamilton-Jacobi-Bellman

equation for the optimal control challenges was presented in [62], [76]. In this way, the

temporal difference equation is solved by the means of the value and policy iteration

techniques to compute a sequence of control signals at which lead to the optimal

control. According to [57], [77], the adaptive critics are perfect tools to realize the RL

schemes, where two parted neural network assembly used to approximate the solution

of the measured Bellman equation and the related optimal control sequence.

Looked at in this light, the following are the main contributions in this chapter:
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• A discrete-time mathematical framework that employs a modified Bellman opti-

mality equation is adapted to control the frequency of multi-area interconnected

power system.

• A deep learning model is proposed to estimate the system states if the states

dropped during the transmission with fulfillment packet loss probability.

• Online adaptive policy iteration based on the model-free control is developed

to compensate the load frequency change for multi-areas interconnected power

system in a distributed scheme with the present of the load variation.

• A model productive control scheme is addressed and compared with proposed

online adaptive free-model controller. [78].In this work, we will use a two-level

distributed structure and the performance was comped with the model pro-

ductive (MPC) structure proposed in the [79]. The simulation results of three

interconnected areas are given in section 4.4.

• Simulation of interconnected power system consist of three generation areas

carried with applying the online adaptive policy iteration control and model

productive control.

The remaining of the chapter was organized as follows: The modeling of a MAIPS

was presented in Section 1.2. In Section 4.2, the framework and design of the adaptive

controller was provided. Then, the model productive controller for a MAIPS was dis-

cussed in Section 4.3. Finally, the simulation of an illustrative example was presented

in Section 4.4.
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4.2 Adaptive Controller Design

The optimal control is driven here to find the optimal solution of the optimal control

problem based on the Bellman optimally concepts [58]. For reliably, the packet loss

due transmission delay or dropout during the transmission with packet loss probability

p is modeled as a random process. This assumption is to model the behavior of the

communication network. In this regard, the states measurements of the system are

given as follows:

x̄i = γ(k)xi(k) + (1− γ(k))x̂i(k) (4.1)

Where γ(k) is a Bernoulli random variable with Pr(k = 1) = 1 − p with loss

probability p. The estimated states x̂i is obtained from the deep learning model

explained in the coming section.

Definition 4.1 A system in form (1.1) can be stabilized if there is a control input

ui ∈ Rm which makes the system is asymptotically stable on a set of defined states.

Remark 16 Since the states are grouped from the distributed subsystem and trans-

mitted to the controllers together as network packets. This transmission of the packet

through the communication network may cause a non-simultaneous arrival of the pack-

ets. The packet loss is due to many reasons, for instance, the occurrence of commu-

nication failures or message collisions. The packet loss is simulated by the variable

γ(k). However, to deal with the packet loss issue, we propose a deep learning model

to estimate the states of the subsystem.
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4.2.1 Deep Learning States Estimator

The deep long short term memory (LSTM) model is proposed in this work to estimate

the states of each subsystem. The model is trained on the data-set collected and

tested on the unseen data-set to validate the performance of the proposed model. The

mathematical model of the LSTM is given as

x̂i(k) = Hi(k)tanh(Si(k))

Hi(K) = σ(WhZ + bh)

Si(k) = Fi(k)Si(k − 1) + Ii(k) ˜Si(k)

˜Si(k) = tanh(WSZ + bS)

Ii(k) = σ(WIZ + bI)

Fi(k) = σ(WFZ + bF ) (4.2)

Where Z = [x̂i(k − 1), xi(k − 1), . . . , xi(k −w)], w is the window size of the model. σ

is a sigmoid function. Fi(k),Ii(k), and Si(k) is an output of the forget gate layer, the

output of the input gate layer, and the cell state, respectively. WHbH ,WSbS,WIbI , and

WF bF are the output, cell state, input gate, and forget gate wights and bias, respec-

tively. Figure 4.1, illustrate the observed states verse the system states estimated

using the proposed LSTM model with the stem plot of the mean square error of each

estimation.

Remark 17 It is worth noting that the proposed deep learning model used is a

long short term memory (LSTM) with 0.3 dropout layer. The model is trained by
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the collected dataset that generated from the model. An input and load variation was

generated by a random Gaussian signal while the time when the load variation happened

was changed arbitrarily. The proposed deep estimator is tested on the unseen dataset

as shown in the Figure 4.1. The proposed LSTM model is performing well and able

to approximate the dynamic behave of the system with maximum root mean square

error (RMSR) 0.11893.

The optimal value function is the Bellman optimally [58] and adapted to load

frequency control problem. Assuming the model is stabilizable on some sets, and we
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can find the optimal control ui such that

u = −R−1BT ∂V (x̄i+1, ui+1)

∂t
x̄i (4.3)

Where V is following the modified Bellman equation proposed in [80]. The optimal

Bellman equation, in this case, is considering both the states of the model as well as

the control input. So the optimal Bellman equation is defined such that

V (x̄i, ui) =
1

2
(x̄Ti Sx̄i + uTi Rui) + V (x̄i+1, ui+1) (4.4)

Solving (4.4) for the optimal control input ui we lead to

u◦ = −R−1BT ∂Ṽ
◦(x̄i+1, ui+1)

∂t
x̄i (4.5)

From (4.5) and (4.4) the optimal Bellman equation is given as

V ◦(x̄i, u
◦
i ) =

1

2
(x̄Ti Sx̄i + u◦Ti Ru◦i ) + V ◦(x̄i+1, u

◦
i+1) (4.6)

The optimal control (4.5) is induced to solve the modified Bellman equation (4.6).

The main objective of this work is to design a robust control that has the ability to

stabilize the system dynamic. The promising approach is to use an online model-free

control iteration that proposed in this brief. This approach will be applied to the

power system and examine the effective of this approach in distributed system.

The main difficulty of this optimal method is that the accuracy of the method
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depends on the knowledge of the system, and it requires a deep knowledge of the

dynamic of the controlled system. For this reason, an improved control structure

is proposed in this chapter to overcome these challenges. The promising approach

as shown in literature is the policy iteration techniques. This control structure is

overcome many classical controllers including the model productive control as we

will compare the performance of the online adaptive control with the MPC in the

simulation section. In the following section, we develop an online adaptive structure

and adjusted it to be used in the power interconnected system.

4.2.2 Online Adaptive Policy Iteration

In this work, a value function Q(x̄i, ui) have been considered. Let the Q to be defined

such that

Q(x̄i, ui) =
1

2
(XT

i PXi) (4.7)

Where Xi = [x̄Ti ;u
T
i ] a column vector that compile the states of the system and

the control signals. P is a square positive definite Routh Horowitz matrix of proper

nxn dimension. P is structured as following

P =

PXX PXu

PuX Puu

 (4.8)
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Approximating the function F (x̄i, ui) by the Q(x̄i, uI) such that

Ṽ (x̄i, ui) =
∑

C(x̄i, ui) ' Q(x̄i, ui) (4.9)

From (4.9) we can solve for the optimal control input u◦ which written as

u◦ = min(Q(x̄i, ui) = −P−1
uu PuX x̄i (4.10)

Here P is An invertible matrix because it is a positive definite matrix as defined above

which ensure the existence of the optimal control input u◦. In this manner, we can

rewrite the approximated Bellman equation (4.9) such that

Q(x̄i, ui) =
1

2
(x̄Ti Sx̄i + uTi Rui) +Q(x̄i+1, ui+1) (4.11)

The main stone of the proposed model free policy iteration is the complement

between the optimal value function (4.6), the optimal control (4.10) and the Q(x̄i, ui)

in (4.11). The connection between these three equations will lead to obtain the optimal

control signal u◦ as defined in (4.10) which present a solution for the modified Bellman

equation. Considering the value function with the optimal policy u◦, the value function

is written as

Q(x̄i, u
◦
i ) =

1

2
(x̄Ti Sx̄i + u◦Ti Ru◦i ) +Q(x̄i+1, u

◦
i+1) (4.12)

The proof of convergence of the proposed adaptive policy iteration is given in proof
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4.2.2 after discussing the implementation and the procedure of the proposed method.

Remark 18 The main challenge of the model-free online control iteration is that

there is no existing method to compute the value function Q as illustrated in equation

(4.12). Besides, no possible way to calculate the matrix M . This leads us to utilizes the

talented approximation method which an actor-critic neural network technique. In this

manner, two neural networks are used. The actor policy approximation neural network

is used to estimate the optimal control signal u while the critic neural network is used

to approximate the value function [57]. The combined actor-critic neural network is

adjusted and repeated in a described procedure such that the weights of each neural

network converge.

In this regard, the estimated value function can be computed as

Q̂(x̄i, ûi) =
1

2
(X̂T

i CwX̂i) (4.13)

Where Cw ∈ R(m+n)x(m+n) is a symmetric positive definite matrix which will be

presented as critic neural network wights. X̂T
i = [x̄Ti , û

T
i ]. The equation (4.13) is

adjusted to be implemented in a single layer network such as

Q̂(x̄i, ûi) =
1

2
X̃T

i CwX̃i = vec(Cw)
T (X̂i ⊗ X̂i) (4.14)

Where Ĉw = vec(Ci) and ⊗ is representing Kronecker product X̂i = X̂i ⊗ X̂i. In

this case, the vec(.) is an operation which take the Cw symmetric matrix and reshape
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it to a vector. This operation is considering only the upper or lower triangular matrix.

This is the reason why in the implementation the wights are updated each (n+m)2(n+m)
2

.

The vector X̂i is a quadratic polynomial that containing all possible products of Xi.

To update the critic neural network weights, we consider the following mapping

equation. Where the Qd
i esired = F (x̄i, ui) is mapped to the (X̃i − X̃i+1)

W̃ T
c (X̃i − X̃i + 1) = Q̂desired

i =
1

2
(x̄Ti Sx̄i + ûTi Rûi) (4.15)

Where the X̃T
i = [X̂1

1X̂
1
2 . . . , X̂

2
1X̂

2
2 . . . , X̂

3
1X̂

3
2 . . . ] in the range k =

1, 2, . . . , (n+m)2(n+m)
2

, this term is produced by the operation (X̂i ⊗ X̂i). Then up-

dating process will be done after collecting (m+n)(m+n+1)
2

data point using (4.15). The

goal of critic neural network is to minimize the error defined as following.

Errc = ‖C̃wυm − υy‖2 (4.16)

Where υm is a matrix with correct diminution whose column in include (X̃i− X̃i+1

and υy is a row vector composed of Qdesired
i . In this work, the gradient decent is

applied to minimize the error so the wight update rule is expressed as

(C̃w(i+ 1))T = (C̃w(i))
T − l(C̃wυm − υy).(υm)

T (4.17)

Where l is the critic network learning rate, and bounded by 0 and 1, (0 < l < 1).
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While the online critic network is running and, in each time step i, the actor neural

network estimating the state vector x̄i by mapping the optimal control policy ûi using

the following linear equation.

ûi = AT
wx̄i (4.18)

Where the actor wights are presented by the Aw ∈ Rnxm. In the actor neural net-

work, the goal is to compute the desired ûi using the critic weight matrix as following.

ûdesiredi = −C−1
ûûCûxx̄i (4.19)

The critic weight matrix Cw is defined as follows

Cw =

Cxx Cxû

Cûx Cûû

 (4.20)

Where Cxx ∈ Rnxn and Cûû∈Rmxm are square matrices.

The same as critic the actor neural network use the gradient descent method to

update the weights of the actor neural network as following
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ÃT
w(i+ 1) = (Ãw(i))

T − l(ûi − ûdesiredi )x̄Ti (4.21)

l is the actor neural network learning rate.

Algorithm 1 Online Adaptive Policy Iteration with Actor-critic Neural Network
Require: Optimal control policy.
Ensure: u◦ = min{Q(x̄i, ui)}
1: i = 0 time index. . Initialization.
2: Setting the Stopping Condition err err and ε.
3: l Setting the Learning rate.
4: Initialize the Cw.
5: Initialize the Aw.
6: while err > ε do
7: for subsystem i ∈ m do
8: Calculate the control input ûi and desired control input using (4.18) and

(4.19)
9: Calculate the control input ûi+1 using (4.18)

10: Compute the Q̂i and Q̂i+1 using (4.14)
11: Compute the Q̂d

i esired using (4.15)
12: if i+ 1 == (n+m)2(n+m)

2
then

13: Update the Cw using (4.17).
14: Update the Aw using (4.21).
15: end if
16: i = i+ 1 . update index
17: end for
18: j = j + 1
19: end while

Algorithm 1 summarize the implementation procedure of actor-critic neural net-

work where the value function and desired optimal control policy are estimated. The

main advantage of this algorithm is that the actor-critic neural network is performing

the approximation process in real-time with no need for the dynamic model. The

mathematical model discussed above just use to generate a simulation and to take the

measurements values. In real work, the proposed method can be connected directly
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to any such system.

In this part, we will express the proof of Algorithm 1 convergence. We need in

this part to show two main points.

Theorem 4.1 If Algorithm 1 is applied to the system described by (1.1) with

derived valued function in (4.11) and control input in (4.10) starting with utilizable

control input u0. Then

1. The generated series of control signal ui stabilizing the system (1.1).

2. The generated value functions are monotonously decreasing meaning Q1 ≥ Q2 ≥

Q3 ≥ Qi.

Proof. Starting from equation (4.11) We regarded the Q(x̄i, ui) as a Lyapunov

function with input ui,∀i. Then

Q(x̄i+1, ui+1)−Q(x̄i, ui) = 4C(ui, ui+1) ≤ 0,∀i (4.22)

evaluation the 4C(ui, ui+1)

4C(ui, ui+1) =
∑ 1

2
(ui − ui+1)

TR(ui − ui+1)

+uTi+1R(ui − ui+1) (4.23)

From this we prove that 4C(ui, ui+1) ≥ 0, ∀i which means that 4C(ui, ui+1) ≥
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Q(x̄i+1, ui+1) meaning that the ui+1 stabilizing the system. Noting that the u0 most

be a stabilized control input.

Now, to prove that the generated value functions are monotonously decreasing

meaning we have to prove that Q1 ≥ Q2 ≥ Q3 ≥ Qi.

From (4.22)

Q(x̄i+1, ui+1)−Q(x̄i, ui) ≤ −4C(ui, ui+1) ≤ 0 (4.24)

Q(x̄i+1, ui+1)−Q(x̄i, ui) +4C(ui, ui+1) = 0 (4.25)

hence,

0 ≤ Q(x̄i+1, ui+1)−Q(x̄i, ui)

≤ Q(x̄i+2, ui+2)−Q(x̄i+1, ui+1) (4.26)

Applying the summation to both sides of ((4.26))

0 ≤
∞∑
i=k

Q(x̄i+1, ui+1)−Q(x̄i, ui)

≤
∞∑
i=k

Q(x̄i+2, ui+2)−Q(x̄i+1, ui+1) (4.27)

as a result

0 ≤ Qi(x̄∞, u∞)−Qi(x̄k, uk) ≤ Qi+1(x̄∞, u∞)−Qi+1(x̄k, uk)
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By utilizing the proof 1 the Qi(x̄∞, u∞)−Qi(x̄k, uk) will be always negative that

means

Qi(x̄k+1, uk+1) ≥ Qi(x̄k, uk) ≥ 0 from this we can prove that

Q1 ≥ Q2 ≥ Q3 ≥ Qi.

By this mean, we have proof that Algorithm 1 is generating a series of control

input signals ui with monotonically decreasing value functions Qi this value function is

bounded by Q0and0. This implying that the value function generated by Algorithm

1 converges to its optimal value.

4.3 Model Predictive Controller

In this section, a distributed model predictive controller (DMPC) is addressed and

implemented on the simulation section. The MPC designed for the LFC of multi-area

interconnected power system. Considering the system described in (1.1) in section II.

and assuming that the matrix pair (Ai, Bi) is controllable for all subsystems.

To design the MPC for the system (1.1) that guarantee the asymptotic stability

of the system. We will consider the system in (1.1). Our goal is to relate inputs it to

ui(k).

In this manner, for each subsystem in the MAIPS, the optimal control problem at

instant k is formulated in the following objective function:

C = minui(.)

N −1∑
k=0

xi(k)
TQxi(k) + ui(k)

TRui(k) (4.28a)
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s.t.

x̄i(k + 1) = Aiix̄i(k) +Biūi(k) (4.28b)

+Eif̄i(k) +
∑
i∈N

Aijx̄ij

x̄i(k;xi(k), k) = xi(k) (4.28c)

|(xi2(k)− xi3)/TCHi
| ≤ 0.0012 (4.28d)

ūi(k) ≤ 1

2
(4.28e)

where Q ∈ Rn×n and R ∈ Rm×m denote positive definite and symmetric weighting

matrices. N is the prediction horizon, C is the cost function. The actual measured

system states is used in the MPC controller to predict the future states within the

time horizon N .

There are several methods address solving such problem, In this work, we extend

the method used in [81] to be used in the discrete system. The implantation of the

MPC controller is summarized in Algorithm 2. Assuming that the state of the i-the

area xi(k), states of the interconnected areas xj(k), and the load deviation fi(k) can

be obtained or estimated directly in each controller.

Remark 19 By implementing MPC scheme, it is not necessary for every controller to

communicate with every other controller. Controller i only needs to communicate with

coupled controller j. If the system is loosely coupled, the amount of communication

will be reduced.
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Algorithm 2 Distributed model predictive controller
1: For the i−th area controller, the distributed model predictive algorithm described

in the following steps:
2: Step 1 Receive the states of the connected areas xi(k), and the measurements of
xi(k) and fi(k);

3: Step 2 At sampling time k, set the states x̄i(k) = xi(k), x̄j(k) = xj(k) and
f̄i(k) = fi(k);

4: Step 3 Solve the optimal problem described in (4.3);
5: if Step 3 is feasible then
6: ui(k) = ūi(k);
7: end if
8: if Step 3 is not feasible then
9: ui(k) = ūi(k − 1);

10: end if
11: Applying the control signal ui(k), set k = k + 1 and return to Step 1 at the next

sample time;

4.4 Simulation and Results

In this section, we implemented the proposed Online Adaptive Policy iteration al-

gorithm and MPC on the MAIPS described in section 4.2. The three areas model

parameters utilized on this work is tabled in table 2.1

We carry on the simulation using MATLAB to test the performance of the devel-

oped algorithms in this work on the three interconnected power systems. The structure

of the coupled areas and the distributed control used in this work is illustrated in Fig-

ure 1.2. The performance of the system is examined where the interconnected power

system is subjected to the different loads applied to each generation area at different

time (at 5 sec, 8 sec).

The performance of the proposed adaptive algorithm is compared with the MPC as

shown. In FIGURE 4.2 the ACE of the three areas is illustrated. In Figure 4.3 the

trajectory states x1(k) and x4(k) of area-1 are shown where x1(k) and x4(k) represent
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the frequency deviation and the deviation of power flow of the tie-line, respectively.

In the same manure, area-2 states trajectories are presented in Figure 4.4, and states

trajectories of the states of area-3 are presented in Figure 4.5.

Remark 20 The main advantage of the adaptive controller proposed in this brief

is the model-free scheme which is preferred in the case of uncertainty of load vari-

ation and adapts to the uncertainty through multiple trials of the actor and critic

networks. However, our results demonstrate that, with a proper formulation of the

optimal control, it is possible to obtain similar results for the adaptive policy iteration

and MPC. Additionally, The adaptive methods successfully avoid constraint violations

and substantially reduce regret compared to MPC.
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Figure 4.2: Area Control Error (ACE)
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CHAPTER 5

CONCLUSION AND FUTURE

WORK

With the continuous increase of the electricity demand, power systems are more es-

sential for the modern lifestyle. Recently, power generation areas have been connected

to meet the demand load which considered as large scale NCS. This system provide

customers with the required electricity such that if one generation area fails, others

con cover the demand. Power systems are vulnerable to cyber-attacks and transmis-

sion delay which can affect the stability of the system and cause failure. In this work,

we explore the stabilization of a class of NCS such as a multi-area interconnected

power system (MAIPS) in the presence time delay and denial of service (DoS) attack

that prevents the exchange of data over the communication channel. First, a static

feedback controller is applied to stabilize the MAIPS in the nominal situation. Then,

the stability of the MAIPS is characterised when the system is subjected to the com-

munication time delay and DoS attack while considering predetermined limits of the
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duration and the frequency of delay.

Furthermore, The online adaptive policy iteration has been proposed to control

the load frequency on the power system. It has been tested in the three interconnected

power generation areas. The result shows the performance of the proposed controller

and its ability to stabilize the system. The variation on the active load is reflected

in the system and the proposed control performs well to regulate the frequency to

the nominal values. The proposed adaptive policy iteration controller is compared

with the MPC while the main advantage of the proposed scheme does not rely on the

model dynamic of power systems. Finally, an illustrative example of three area inter-

connected power system with several scenarios are presented to verify the effectiveness

of the proposed methods.However, We believe that a hybrid control technique that

combing the adaptive model free and MPC is a promising future research interest,

and we hope to extend our work in the future to include such hybrid methods. In

addition, a controller base on data-driven is a promising control direction in this field.
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