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DISSERTATION ABSTRACT
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DATE OF DEGREE: December 2020

Peer-to-Peer (P2P) model has gained popularity as a promising technology for large-
scale file sharing, a.k.a content distribution networks. Network Coding (NC) is known
as a helpful method for increasing the content availability, accelerating the download
process, and robustness against churn in such networks. Originally, dense network
coding (DNC') has been proposed and theoretically considered as an optimal solution.
Howewver, due to its huge computational overhead, it is not viable for real-world systems.
Subsequently, sparse, generations, and overlapped generations network coding schemes
are proposed as possible alternatives but at reduced performance compared to that
provided by the DNC.

This work is divided into two main parts. In the first part, an improved applicable
network coding scheme for P2P content distribution systems referred to therein as

Super generation network coding (SGNC) is proposed. SGNC mazimizes the generation

XVi



size so that it is as close as possible to the optimal size without adding computational
overhead. Theoretical analysis and experimental work show that SGNC' outperforms
classical and all previous coding based schemes for P2P content distribution systems
in terms of content availability, download time, overhead, and decodability for all piece
scheduling policies.

In the second part, the problem of network coding coefficients overhead is revisited.
A novel approach based on modular arithmetic and prime numbers is proposed to
reduce the coefficients overhead by augmenting only one item coefficient of size two
or maximum four bytes within the payload packet. The proposed approach successfully
addresses all the limitations of the previous methods including the limitations on
the generation size and density of the packets within the generation, rocoding at the
intermediate nodes, and creating innovative coding vectors. Probabilistic theoretical
analysis addresses questions about the proposed method and proves its viability and
reliability. The experimental work is conducted for three different networks classes, i.e.,
Wireless Sensors Network (WSN) , Ethernet-IP network with with 1500 packet size,
and large scale P2P file sharing network. The results show that the proposed method
far outperforms all the previous methods in terms of coding coefficients overhead,

download time, throughput, number of dropped packets at the receiver side.
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CHAPTER 1

INTRODUCTION

The P2P architecture has triggered a technical revolution of large content distribution
service on the Internet. The P2P model is the antithesis of the classic client—server
architecture, in which each node can behave either as a server or a client. In the
client—server architecture, data stored on the server is sent to clients on a request
basis. However, for a large number of clients, the workload on the server may be
too heavy, leading to extremely low download rates. Moreover, for this architecture,
the server represents a single point of failure. On the contrary, in the P2P architecture,
each node is called a servent [2], [3] which means that a node may behave as a server
as well as a client at the same time and all content recipients are becoming content
suppliers who participate cooperatively in the delivery of content. Since their roles are
equal, in contrast to the client-server relationship, they are called peers. This leads
to higher bandwidth utilization, more availability of content, and reduced download
times [4]. The BitTorrent protocol [5] is considered to be one of the most successful
P2P file sharing protocols. BitTorrent-like systems work in two phases, the first phase

utilizes a discovery protocol, in which peers discover and establish connections to each



other. Detailed discussions on the discovery protocol can be found in [6], [7], [8], [9],
[10] and [11]. The second phase utilizes file dissemination protocol, in which peers
start to download and upload the chunks of a file until they get the complete file.

In the file dissemination protocol, the algorithm used for the selection of the pieces
to download is highly important to achieve an acceptable level of system performance.
In fact, wrong selection choices may lead to a situation where pieces of a file owned
by a peer are not required by any other peer. Conversely, a piece which is needed
by many peers is either very rare or not available within the network. Consequently,
the peer requires a specific policy for downloading the pieces of the file. The original
specification of the BitTorrent protocol [5] requires that clients are able to download
pieces in a purely random way. Subsequently, new selection techniques were intro-
duced to improve performance [12], [13]. In general, an involved peer in any P2P
file sharing network must answer the following questions when requesting a file: (1)
which pieces should be downloaded, and (2) from which peers? This is known as piece
scheduling [14], piece selection [15], or the coupon collector’s problem [16]. The other
important challenge, especially in large-scale content distribution networks, is that
the departure, or the failure of a peer is naturally dynamic as the peer may depart
or fail without notice, which is known as dynamics peer participation or churn [17].
Subsequently, pieces that were owned by the departing peers may become rare or un-
available.

With the assistance of NC [18], the aforementioned issues can be partially resolved.
Rather than distributing the original data pieces, a peer shares encoded pieces, where

each encoded piece is a linear combination of the original pieces. In this manner,



there is no need for the requester peer to ask for special data pieces since all encoded
pieces are almost equally likely to be beneficial to the peer. A peer in the network
can blindly download encoded pieces from other peers. When a sufficient number of
encoded pieces are owned, the original file can be reconstructed. Using this scheme,
the rarest piece problem is avoided, and the download time of the file is potentially
reduced [19]. Another feature of network coding is the robustness against sudden peer
departure. In the original BitTorrent, if a peer who is the single owner of a piece,
leaves the swarm, the complete original file cannot be collected by the remaining
peers. However, with network coding, the concern regarding the absence of certain
data pieces is no longer an issue. Since the pieces are linearly combined together, each

of them is available in a large number of encoded pieces in the network.

1.1 Problem Statement

Two main problems when applying network coding are appeared. One related to
the computation and the other is related to the communication. First, the network
coding usage of linear algebra in encoding and decoding incurs additional computation
overhead that is not present in the baseline BitTorrent. In BitTorrent, the file is split
into pieces, and the peers are only concerned with completing the file by exchanging
pieces with each other. A piece is considered useful if it is received by a peer for
the first time. With network coding, the coded pieces are distributed rather than
the original pieces. As the coefficients are received with a piece, they must be tested

against all previous sets of coefficients that the peer has received to examine if the new



piece contains any previously unknown information. The received encoded piece is said
to be innovative if it contains beneficial information; otherwise, it will be discarded.
Additionally, decoding the file after receiving enough pieces is more computationally
intensive using network coding, the process cannot be done until all the needed pieces
are received. Consequently, decoding the file requires solving many linear equations.
As the size of the file increases, the cost of solving these equations increases [20].
Indeed, the complexity of encoding is O(n), where n is the number of pieces of the
file. On the other side, the decoding is accomplished by inverting an nazn matrix which
requires O(n?) operations.

The second problem is about the communication overhead. Since the encoded
packet is a linear combination of n plain packets such that the coded packet contains
the original data plus coefficients header, a.k.a coding vector. The coefficients can
be selected independently and randomly from a Galois Field (GF) with ¢ elements,
GF(q), and the total coefficients overhead is nlog, ¢ and n*log, ¢ per packet and file,
respectively. Although the coefficients overhead can be considered small compared to
the large data packets, there are some cases in which this overhead can be significant
and consumes the network bandwidth and the devices power. For instance, in wireless
sensor networks where packets have short sizes and devices have limited power, the
coefficients overhead can very fast become prohibitive[21]. Even in wired networks if
only standard maximum transmission units (MTUs), e.g., 1500 bytes, are permitted,
the header fraction could be too high [22]. Moreover, in P2P content distribution
networks where huge size files are shared, e.g., 10 gigabytes or larger, the overall

coefficients overhead incurred is in hundreds of megabytes which negatively affects



the goodput.

1.2 Dissertation Contribution

This Dissertation aims to make the following contributions:

o In contrast to the most published works which provide only high level informa-
tion about the implementation of network coding, a detailed tutorial of network

coding implementation for P2P file sharing is provided.

o We extensively survey the most important and recent network coding based
P2P file sharing protocols. The survey aims to cover all network coding based
P2P sharing systems focusing on the more recent techniques and solutions and

provides classification, discussion, and assessment of the respective applications.

e The problem of P2P content distribution is modeled as the deck of cards proba-
bility problem [23] and both baseline and coding-based P2P content distribution
systems are analysed. Based on the model and the analysis, we propose a novel
network coding scheme, referred to herein by SGNC, that maintains the com-
putational cost at reasonable level and boosts the robustness of the network by

improving pieces diversity and availability.

o For the network coding coefficients overhead problem, We propose a new
method, based on modular arithmetic that perfectly compresses the coefficients
overhead to a minute value. The proposed method is dense, recodable, and

reliable in the sense that it can be used over a wide range of applications and



devices; from wireless sensors networks to high performance computers.

1.3 Dissertation Organization

The rest of this Dissertation is organized as follow:

Chapter 2 presents a background about BitTorrent components and how it works,
network coding overview, examples, and challenges, and detailed tutorial network
coding of network coding implementation for P2P file sharing.

Chapter 3 surveys, classifies, and assesses the most important and recent network
coding based P2P file sharing protocols.

Chapter 4 proposes Super generation network coding (SGNC), a novel approach
to improve the pieces diversity and availability and accelerate the download time and
decodability of network coding based P2P file sharing.

Chapter 5 introduces One item network coding vectors (OINCV), a novel method
that perfectly reduces the network coding coefficients overhead to a very small value.

Finally in Chapter 6 we conclude and outline the future work.

1.4 List of Journal Publication

[J1]: A A. AbuDaga, A S. Mahmoud, M. Abu-Amara, T. Sheltami, "Survey of Net-
work Coding Based P2P File Sharing in Large Scale Networks”. In MDPI Applied
Sciences. Vol. 10, March 2020.

[J2]: A A. AbuDaqga, A S. Mahmoud, M. Abu-Amara, T. Sheltami, "Super Gener-

ation Network Coding For Peer-to-Peer Content Distribution Networks”. In IEEE
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Access. Vol. 8, pages. 195240-195252, Oct. 2020.
[J3]: A S. Mahmoud, A A. AbuDaga, "One Item Network Coding Vectors”, (Under

Progress) to be submitted to IEEE Transactions on Communications.



CHAPTER 2

BACKGROUND

2.1 BitTorrent Components

Current BitTorrent consists of the five main elements [5], [24] to work properly:

1. Tracker server: a central server which arranges and manages the communi-

cation between BitTorrent peers.

2. Metafile (.torrent file): contains a metadata or information about the shared
file/content. Details about the structure and the content of this file can be found

in [25].

3. BitTorrent Client: it is an application that implements the BitTorrent pro-
tocol. There are a lot available versions of them such as BitTorrent, BitComet,

uTorrent, etc.

4. Initial peer (seeder):it is the original user who has the complete file to be
shared. The existence of this component is essential since it is the source of the
data, and any other peer that get the complete file becomes a seeder

8



5. Downloader (leecher): it is a peer that has some pieces or no pieces at all.
Once it owns some pieces, it can start uploading thereof while it is downloading

the rest.

2.2 How BitTorrent-Like Systems Work

Initially, a seeder, who owns the full content of a file, divides the file into equal size
segments called pieces, chunks, or blocks. For the rest of the dissertation, the piece
terminology is used. before a peer joins the system, it contacts the tracker to obtain a
list of some online peers that are currently downloading the file, the peer then tries to
establish connections to some of the online peers as shown Fig. 2.1. These connected
peers form a swarm and the peers inside the swarm are called neighbors. All the
swarms form a dynamic logical network, namely a P2P overlay network, as shown in
Fig. 2.2.

As new peers have joined the swarm, i.e., P2P network, The seeder randomly

selects and distributes pieces to leechers. When a peer finishes downloading a piece,

Tracker Server

1: Request
2: Peers list

3: Connect

New Peer

Figure 2.1: Process of new peer joining BitTorrent system.



Figure 2.2: P2P overlay network.

it can upload this piece to other peers who request it. On the other hand, in network
coding BitTorrent, a peer first encodes the pieces that it has by multiplying each
piece with a coefficient e, which is randomly chosen from GF. Then, the pieces are
linearly combined as one encoded piece. The encoded piece is distributed to other
leechers. At the receiver peer, the decoding process is performed when a sufficient
number of encoded pieces are received. Figure. 2.3 illustrates the piece distribution in
both baseline and network coding BitTorrent.

The original specification [5] of the protocol requires that clients download pieces
in a purely random way, but subsequently new techniques were introduced to im-

prove the performance [12], [26]. An example of an improved technique is the local

P2\ P £3 v 2 s

(N) (lede] e]-) (n) =] ][]
Yan Yon

y 1 ' 1
(a) Baseline BitTorrent. (b) Network coding BitTorrent.

Figure 2.3: Illustration of piece distribution in baseline and network coding BitTorrent.
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rarest first, which is called the rarest first piece selection algorithm as well. In such
technique, a piece that is the least common among all the neighbor peers is selected
to be distributed with high priority. The target is to ensure a uniform distribution
of the pieces. In practical systems, the distribution of the rare pieces is still a big
issue—since the local rarest piece among neighbors is not necessary, the same global

rarest piece among the overlay network [15], [19].

2.3 Network Coding Overview

Network coding is a recent technique that changes the traditional idea of store-and-
forward routing by allowing a network node to linearly combine incoming packets and
then send the combined packet to the next hub node. The idea was introduced by
Ahlswede et al. [1], showing theoretically that the network coding can increase network
throughput and improve robustness. Practically, RLNC was proposed in [27] for ro-
bust, distributed transmission, and compression of information in networks. The basic
idea is relatively simple: the intermediate nodes combine the received packets, then
send a linear combination of these packets, creating a new representation of the orig-
inal packets. In order to decode and rediscover the original packets, the recipient
must have a sufficient number of independent linear combinations of these packets.
The benefits of network coding in computer networks have been demonstrated by
the study of different aspects such as throughput and end-to-end delay [1], wireless
resources [28], [29], [30], and problems of security and resilience [31], [32], [33], [34],

135], [36].

11



Subsequently, the idea found a place in Avalanche, a P2P content distribution
system from Microsoft [37]. In avalanche, a file of n plain pieces pi,pa, ..., P, is
represented as set of n coded pieces P., P., ..., P., such that each coded piece P.
is linear combination of the file’s plain pieces multiplied by a vector of coefficients
€c1s €2, ---€cpn Usually selected randomly or deterministically [38] from a GF with ¢
elements, GF(q). (2.1) represents an encoded piece P. mathematically, and (2.2)

shows the overall encoded pieces at the sender side.

Pc = Z €ci * Di (21)

Py €11 €12 - €inp b1
P €21 €22 -+ €E2p b2

= (2.2)
Pcn €nl €En2 *°° Epn Pn

The following section demonstrates the benefit of using network coding.

2.4 The Butterfly Example

In this section, we show a simple multicast network, with a single source node that
sends messages to multiple recipient nodes. The butterfly network is the conventional
example where throughput gain using network coding can be demonstrated.

In the directed graph shown in Fig. 2.4, the source S sends two messages to

each of the recipients R; and Ry. With traditional routing, R; will receive the first
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Figure 2.4: Butterfly network with traditional routing. (a) node B sends packet b;
Then, (b) node B sends packet a [1].

message through the path A-R;, and the second message through the path C-B-D-R;.
Similarly, Ry will receive the first message through the path C-R,, and the second
message through the path A-B-D-R,. Assuming that each node can send only one
multicast message per time slot, then using the traditional store-and-forward routing
scheme, the link BD becomes a bottleneck. Furthermore, R; will receive message
<a> two times, and Ry will receive message <b> two times, leading to redundancy
and wastage of the link bandwidth.

Applying network coding as shown in Fig. 2.5, the two messages <a> and <b> can
be XORed at router B, a new message <c> is created such that <c = a @ b>. Then,
this message is forwarded to router D which will send message <c> as a multicast to
both R; and R,. R; can retrieve message <b> by Xoring message <a> with message
<c>, a8 <b=a® (a ® b)>, while Ry can retrieve message <a> by Xoring message
<b> with message <c>, as <a = b® (a @ b)>. Using this novel encoding technique,

the time required to deliver the two messages to the recipients is decreased by one time
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Figure 2.5: Butterfly network using network coding [1].

slot. Furthermore, neither redundant packets nor wastage of bandwidth are incurred.

In more complex scenarios, we need more complex coding operations such as
RLNC [39], [27], or vector network coding [20], [40], [41]. With RLNC, the outgoing
packets are linear combinations of original packets, so each encoded packet contains
data plus coefficients. RLNC can be applied in a distributed fashion, where each node
can independently and randomly select coefficients from a GF. GF is very useful for
practical purposes because each element of the GF can be represented with the same
number of bits that guarantees that the result is presentable with the same number

of bits as the original packets.
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2.5 Detailed Network Coding Tutorial for P2P File

Sharing Systems

Since most of the published materials provide only high level information about im-
plementation of network coding, we provide a thorough tutorial of network coding im-
plementation.

The use of network coding requires the use of GF and its operations as well as
basics of linear algebra. A GF is a field with finite number of elements. For instance,
GF(2%) is a field whose elements are eight and each element is presented by 3-bits.

The GF(2%) elements are generated using the following polynomial:

A(z) = ag2® + arz + ag (2.3)

Table 2.1 shows the elements (polynomials) of GF'(2%) generated by (2.3) and their

corresponding binary presentation.
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Table 2.1: GF(2%) elements presentation.

Binary GF(2®)

000 0

001 1

010 T

011 T+ 1
100 ?

101 r?+1
110 2+
111 2+ x+1

The following four operations over any GF(2™) field are defined:

Addition and Subtraction: The sum of two elements is computed according to (2.4):

m—1
C(z) = Az) + B(z) = Z ', ¢ = a; + b; mod 2. (2.4)

1=0

Addition and subtraction modulo 2 are the same. Moreover, addition modulo 2 is

simply equivalent to bitwise XOR.

Multiplication: two elements of GF(2™) are multiplied using the standard polyno-
mial multiplication rule. However, if the product polynomial has a degree higher

than m — 1, then it has to be reduced. Irreducible polynomials, which are roughly
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comparable to prime numbers in such that their only factors are 1 and the poly-
nomial itself, are used for the modulo reduction. Let P(z) be an irreducible poly-

nomial over GF'(2™); then, the multiplication of two elements is done as in (2.5):

C(z) = A(x) - B(z) mod P(z). (2.5)

To find the product of 6(2? 4+ x) and 7(z* + x + 1) in GF(2?), we begin by doing
normal polynomial multiplication: C(z) = (22 + z) x (22 + z + 1) = 2* + x.
Since z* + x ¢ GF(2%), the irreducible polynomial P(z) = 2 + x + 1 is needed

and thus we calculate C(z) = (z* + z) mod (x* + x4+ 1) =2? € GF(2%).

o Inversion: Every Element, except 0, in GF(2™) has an inverse. The inverse A~!

of a nonzero element A € GF(2™) is defined as in (4.5):

A~ Y2) - A(z) = 1 mod P(x) (2.6)

[-35]For example, in GF(2%) and P(z) = 2* + z + 1, (z) is the inverse of (22 + 1)

since = * (2% 4+ 1) mod (2* + 2 +1) = 1.

To use network coding for sharing a file within a P2P network, it should be started
by decomposing the whole file into equal pieces. For example, each piece size is
16 KB, 32 KB, or 64 KB. Furthermore, each piece is divided into equal smaller units

called blocks. For example, each block size is 4-bits or 8-bits as shown in Figure 2.6.
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16KB 16KB 16KB

File (48 KB)

B1 B2 BY B4

‘ 4-Bits

4-Bits | 4-Bits | 4-Bits

Figure 2.6: File segmentation phases.

Subsequently, network coding is applied per block, but a piece is still the transmission
unit. Since GF(28) is always recommended for real implementation scenarios, an 8-
bits block is widely used.

The following example demonstrates how this process works using GF(23). As-
sume, without loss of generality, that we want to share a 12-bits file using BitTorrent.

Assume that the 12-bits file binary representation is (100011110110):

1st Step: The seeder decomposes the file into two 6-bit pieces (100011, 110110).

e 2nd Step: For encoding over GF(2%), we should decompose each piece into two

3-bits blocks: P;(100, 011), and P»(110, 110).

« 3rd Step: Interpret each block as GF(23) element (using (4.2)); then, we have

Pi(z% 2+ 1), and Py(2® + z,2? + ).

e 4th Step: Since we have two plain pieces, we need two coded pieces. Randomly
draw coefficients from GF(2%) and multiply them by the blocks. Assuming we
first draw e; = x, e = 1, then the first block of the first encoded piece (P.)
is Bog = z* (2%) + 1% (2> + ) = x + 1 (011), and the second block is B.; =

rzx(z+1)+ 1% (22 +2x) = 0 (000). Now, P,(x + 1,0) is completely encoded
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and ready to be shared. Next, to get the second encoded piece, we randomly
draw two additional coefficients, say e; = © + 1, e = x and generate B.yy =
+ 1% (%) 4+ 2 (22 +2) =0(000), and By =+ 1% (z +1) + 2 * (22 + 2) = 2?

(100). Thus, P.;(0,z?%) is completely encoded and ready to be shared.

5th Step: The sender shares the encoded pieces along with their coefficients

(P, z,1), and (Pw,z + 1,z). This is algebraically represented as:

(2.7)

( x 1 ) [ byo ]| [0 ]
r+1 =z - b21 - o LUQ
where A is the coefficients matrix, B is the original blocks vector, and C' is the

encoded blocks vector.

6th Step: Upon receiving the encoded pieces with their coefficients, the receiver
should solve the previous matrices system to recover the original blocks and thus
the original pieces. This is achieved by using the formula: B = A~! % C. First,

find the determinant of the coefficients matrix as shown in (2.8):

det(A):‘( ’ 1)‘:x2+x—|—1. (2.8)



Since det(A) # 0, the system is solvable:

This leads to reconstructing the blocks and thus the pieces: Py(z% x + 1) and

Py(2? + x, 2% + 2).

e Tth Step: Simply interpret the pieces’ blocks as binary presentation and link the

pieces together to reconstruct the original file.

The previous steps can be generalized for any number of pieces and for any finite
field GF'(2™). However, as the number of pieces increases, solving such linear system
becomes far expensive.

Another network coding implementation guidance can be found in [42] and a ready

Java and C implementations can be found in [43].
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CHAPTER 3

RELATED WORK

In the literature there are five network coding schemes that have been applied to
P2P File sharing Systems: (1) full coding approach in which the encoded piece is a
linear combination of all the original pieces, (2) sparse coding approach in which only
subset of pieces are selected for encoding, (3) generation-based approach in which the
file is segmented into groups; then, network coding is applied per group separately,
(4) combined coding scheme which uses mix between generation-based and sparse
coding, and (5) overlapped coding scheme which is fundamentally a generation-based
approach but allows overlapping between groups. In the following subsections, we

extensively survey the studies that are related to each of these approaches.

3.1 Full Network Coding

C. Gkantsidis et al. [37] proposed Avalanche which is the first P2P file sharing system
that applies the concept of network coding for P2P content distribution networks.

The main three contributions of that work are: 1) Apply a practical network coding
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based method which alleviates the piece selection problem across a large scale dis-
tributed system and makes better use of the available network bandwidth. 2) Provide
experimental evaluation which shows that the network coding outperforms both the
encoding at the source approach [44] and no coding at all, by a factor of two and three,
respectively. 3) The authors show that by using network coding, the network is very
robust to churns such that peers can finish downloading even if the original seeder
left after uploading exactly one copy of the file to the network. For the evaluation,
the authors implement a real system simulator ”Avalanche” that utilizes network cod-
ing. They evaluate the performance for different network topologies, a heterogeneous
number of peers, and dynamic peers’ arrivals and departures. They calculate the time
it takes for one peer to download the file, measuring both the average download time
and the maximum. Another performance metric used is the network throughput as
the total number of pieces transferred in a unit of time. In general, the results show
that network coding performs well when the peers have different link rates, when there
is a churn, and when incentive mechanisms [45], [46] such as Tit-for-Tat are in place
to reduce free-riders and encourage cooperation.

A theoretical analysis of a simplified version of Avalanche can be found in [47].
The study assumes one downloader and multiple servers in which each server contains
a small part of the file. Moreover, each server does not have any knowledge of what
the others are storing (i.e., stored pieces). The analysis and results show that the
encoding vectors generated by network coding, for GF(2%) and a 1 GB file size, require
an additional space of around 1071% at the sources, whereas, the erasure coding [48]

(B = 8) requires 9 GB storage space at the file server. Further, results show that
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RLNC is highly applicable for uncoordinated P2P networks by making the system
behave as if the different server peers, which the downloader connects to, coordinate
effectively for distributing the different pieces of the file.

A similar work to [47] was proposed by S. Deb et al. [49]. The study applied
RLNC to gossip-based protocols [50] , where nodes act based on their own state only
without any knowledge of the contents of other nodes. The model is very similar to the
rumor mongering model [51] where each node chooses a partner in a randomly uniform
manner and only one piece can be transmitted per round. RLNC is compared with
Random Piece Selection (RPS), and modified RPS (mRPS). In the RPS approach,
the piece to be sent is selected among other pieces with equal probability, whereas,
the mRPS approach allows negotiation between the two connected nodes before a
piece is sent. The theoretical analysis shows that the computational overhead of
RNLC to recover the file is rather reasonable for n < 1000, where n is the number of
pieces. Simulation results show that RLNC always outperforms RPS and mRPS for
dissemination pieces over the networks. None of the aforementioned studies [37], [47],
[49] simulate the computation overhead incurred within the decoding process which
is considered an important issue of the full network coding since it is accomplished by
inverting an nan matrix which requires O(n?®) operations.

N. Wang et al. [52] proposed Downloader Initiated Random Linear Network Cod-
ing (DRLNC) to solve the problem of generating useless coded piece from two or more
useful coded pieces or what they called "unlucky combination” In DRLNC, each
node keeps copies of the current coefficients matrices of its neighbors and updating

information exchanged among these nodes once a new innovative piece is received.
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Based on this information a node knows where the innovative pieces are placed and
thus sends a request to the designated node for downloading. By this scheme, any
unlucky linear combination is avoided. The DRLNC approach can eliminate the un-
lucky combination problem even with a field size of 2 unlike the other approaches such
as Avalanche which state that the problem could be considered negligible if the field
size is increased. However, the authors show that increasing the field size to ¢ = 7
may waste 1/8 of the network bandwidth. Simulation results show that DRLNC has
less number of rounds to complete downloading than traditional RLNC approaches.
However, extra control messages must be changed among peers which may incur extra
overhead to the network.

R. Yeung et al. [53] concluded in their analysis of Avalanche, that Avalanche can
achieve the theoretical lower bound of the file downloading time. However, the real
performance of Avalanche is affected by some factors such as computational efficiency,
incentive mechanisms, and piece scheduling algorithms.

On the other hand, D. Chiu et al. [14] stated that Avalanche did not present
enough proof to its performance claims. The authors studied network coding in P2P
file sharing by modeling a simple star topology network, assuming that this topology
has the important features of a P2P systems. They show that there is no advantage
of network coding over routing, since the network coding can be beneficial only if it
is applied on a network which supports multicast, and indeed this is not the case for
P2P file sharing networks.

A. Soro et al. [54] proposed a network topology based on Fast Fourier Transform

(FFT) graphs and adapting network coding to achieve robustness in the case of churn,
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and flexibility of content distribution. The authors claim that this topology can im-
prove throughput and solve the rarest piece problem, however, neither analysis nor
experimental work are presented by the authors to support their claim.

Since, the Avalanche claim is based on simulation and not real implementation
and to perfectly judge the feasibility of applying network coding to P2P file sharing
systems, M. Wang et al. [55] implemented an empirical testbed. The experimental
results show that the use of network coding in P2P content distribution proceeds even
worse than any trivial BitTorrent system. The main two reasons stated of this inferior
performance are: 1) the heavy decoding computation overhead and 2) the latencies of
buffering coded blocks before the ability to generate new coded blocks.

T. Li et al [56] tried to improve the neighbors selection of Avalanche by giving
each neighbor a degree, and based on the neighbor degree the decision made whether
to select the neighbor or not. The degree criteria determines how a particular neigh-
bor can utilize the network bandwidth, and thereby accelerates the download time.
However, the computational complexity of Avalanche is not discussed at all.

To conclude, full network coding suffers from very high computational overhead
which makes it impractical in large scale P2P file sharing systems. All the studies
that show the benefits of full network coding are based on theoretical analyses and /or
numerical simulation. On the other hand, the studies that show the infeasibility of full
coding are based on real implementation. Table 3.1 summarizes the most important

studies related to the full network coding.
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Table 3.1: Full network coding approaches and their characteristics.

Verification Network Performance
Reference Approach Main Findings
Method topology | Metrics
Single
over-
- RLNC alleviates the pieces selec-
C. Gkantsidis | Utilizing RNLC on P2P file Numerical Simu- | lay, and | - Download time.
tion problem and churns, and ac-
et al. [37] sharing networks. lation Multi- - Throughput.
celerates the downloading process.
clusters
overlay.
- Probability
- RLNC overhead is about 107* % of download
Providing extensively theoret-
S. Acedanski et of the file size. Numerical Simu- completion.
ical analysis for P2P RNLC- Star.
al. [47] - RLNC is highly applicable for | lation - Probability
based method.
uncoordinated P2P networks. of contents
availability.
proposing RLNC-based ap- | - Computational overhead of
S.  Deb et Numerical Simu- | Complete
proach for P2P gossip proto- | RNLC to reconstruct the file is - Download time.
al. [49] lation. Mesh.
cols. rather reasonable for n < 1000.
Proposing DRLNC to mit- | - Unlucky combination problem
N. Wang et Numerical simu- - Rounds to com-
igate unlucky combination | could be eliminated even with Mesh.
al. [52] lation. plete download.
problem. GF(2).
- Avalanche can achieve the the-
R. W. Ye- | Analysis Avalanche using No experimental
oretical lower bound of the file Mesh. —
ung [53] graph theory. work.
downloading time.
Avalanche is studied by mod-
D.Chiu et - No advantage of network coding | No experimental
eling a simple star topology Star. —
al. [14] over traditional routing. work.
network.
- Average down-
Justifying the feasibility of
- RNLC performs worse than any | High perfor- load time.
M. Wang et | RLNC on P2P systems by re-
conventional store and forward | mance C++ | Mesh - Encoding/ de-
al. [55] alistic application layer imple-
P2P file sharing system. implementation. coding complex-

mentation.

ity.
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3.2 Sparse Network Coding

In sparse coding scheme, instead of encoding all the pieces, only some pieces are
selected in random to be encoded aiming to alleviate encoding and decoding compu-
tational complexities.

M. Guanjun et al. [57] proposed a sparse network coding scheme based on stochas-
tic formulas; the probability of the number of pieces that will be encoded by the seeder,
which has all the pieces (n) is set as in (4.6). For a non-source peer which has k pieces,

the encoding probability is set as in (4.7).

p = (logn + d)/n (3.1)

p = (logk 4+ d)/n (3.2)

where d is a nonnegative constant (d = 6). The study also focuses on how to choose
coefficients such that no linear dependency appears. Chord overlay network [2] is
used as a network topology and the encoding interval, which is a window to limit
selecting pieces for encoding according to their expected innovation, is used to min-
imize the likelihood of transmitting dependent pieces. The authors argue that using
the aforementioned formulas, (4.6) and (4.7), for encoding probability ensures that
all of the encoded pieces generated by the same peer are linear independent with
high probability (99.991%), taking into account that the used finite field is GF(28) .
Moreover, a dependency test at the receiver nodes is conducted to prevent receiving

more dependent pieces which works as follow: let H and G be two connected peers

27



via a link, if no less than 3% of the pieces from H to G are dependent, H will stop
requesting G for pieces for 30 seconds. If the dependency rate is greater than 5%, the
link between the two peers will be torn down. We believe that the dependency rate is
not increasable since the coefficients are randomly selected and the finite field size is
large enough. Empirical results indicate that the sparse network coding outperforms
the full coding in terms of encoding/decoding rate by 10% and slightly outperforms
the baseline BitTorrent with a rarest-first scheduling policy in terms of download and
distribution times. The definition of total download time does not include the de-
coding time. We believe that it would be fairer if robustness to churn test conducted
between the sparse and the full network coding.

C. Ortolf et al. [58] proposed a “Paircoding” scheme. In Paircoding, each coded
piece (P, 7) ) is a linear combination of only two original pieces (X;, X;) such that
the decoding overhead remains quite reasonable. Using this approach, the coded piece
given by (4.8) has half of the information about the original pieces X; and X; it is
generated from. If the coefficients are linear independent, two different coded pieces

generated from the same original piece contain the original data of the original piece.

The authors claim that Paircoding relatively decodes pieces as good as BitTorrent,
and for some scenarios, it shares pieces as good as full network coding. For the sake
of the decoding speed comparison between Paircoding and BitTorrent, a file of n

pieces (n = 30) is distributed by a seeder to one downloader. For BitTorrent the
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seeder selects at random one piece for sharing, while on the other hand, the seeder in
Paircoding randomly selects two pieces and then shares a linear combination of them.
Experimental results show that through a file sharing process, BitTorrent can decode
(i.e., collects non-redundant pieces) better than Paircoding in the first quarter of the
process, but as the time progresses, Paircoding outperforms BitTorrent. Paircoding
can start decoding in the best case after receiving 2 encoded pieces. For the content
availability metric, Paircoding falls in the middle between Avalanche and BitTorrent.
Nonetheless, in some scenarios, Paircoding provides content availability as Avalanche
but with very low probability.

Fixed-Paircoding [59], [60] is a variation of Paircoding in which each encoded piece
as shown in (4.9) is a combination of two adjacent original pieces. Fixing the choice of
the two original pieces yields a faster decoding. However, its influence on the content

availability is worse than Paircoding

where 7 is an odd number, 1 <i<n—1and j =i+ 1.

Q. Cai et al. [19] conducted an in-depth analysis of Avalanche and Paircoding, and
proposed a new fixed coding approach which is very similar to fixed-Paircoding. Fur-
thermore, the rarest-first scheduling policy is also considered. The proposed approach
depends on computing the importance of the encoded pieces according to their un-
derlying original pieces: those encoded pieces, that consist of the original pieces that

are less distributed among neighbors, will be assigned with a higher priority to be
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requested. In contrast to [61], the authors claim that fixed Paircoding could promote
the availability and diversity of the pieces. To evaluate the performane, the proposed
approach is tested and compared against : (1) BitTorrent , (2) adaptive neighbor se-
lection BitTorrent [26], and (3) BitTorrent using FEC [44]. The results show that the
proposed approach outperforms the other implementations with regard to throughput
with a slight increase in the control overhead. Also, it has been shown that the du-
ration of the period during which no seeder is available while content is available, is
greatly prolonged and only a few peers are sufficient to render the content available.

Other variations of Paircoding are Treecoding and Tree network coding [61], [59],
[60]. In these schemes the encoded pieces are defined by a complete binary tree, where
the leaves contain the original pieces such that each leaf contains an original piece
multiplied by a coefficient. For the upper levels, each piece is generated by XORing
its children pieces. If the coefficients’ vector is known, then any encoded piece in the
tree can be decoded simply by XORing its two encoded children pieces, or from its
encoded parent piece and its sibling. The main difference between Tree coding and
Tree network coding is that the former only allows encoding at the seeders whereas the
latter allows recoding within the other peers. The main feature of Treecoding is that
an encoded piece may contain information up to all n original pieces when compared
with Paircoding whose encoded piece covers only 2 original pieces at most. However,
the static encoding, namely allowing encoding only at the seeder, yields a reduction

in the availability of pieces. Fig. 3.1 shows an example of Treecoding.
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Figure 3.1: (a) File X with n = 8, (b) Tree coding of file X.

In conclusion, sparse network coding could be considered practical and valid for
implementation for real world P2P file sharing systems but with less pieces diversity.

Table 3.2 summarizes the most important studies related to sparse network coding.

31



Table 3.2: Sparse network coding approaches and their characteristics.

Verification Network Performance
Reference Approach Main Findings
Method topology | Metrics
- Sparse coding encodes/decodes
faster than full coding and slightly
- Encod-
Proposing sparse network | downloads faster than baseline
M. Guanjun et Chord ing/decoding
coding based on stochastic | BitTorrent. Implementation
al. [57] overlay rate.
formulas. - Encoding interval and depen-
- Download time.
dency test can minimize the drop
rate of dependent coded pieces.
Proposing sparse coding such | - Paircoding relatively decodes
- Decoding rate.
that each encoded piece is a | pieces as good as BitTorrent, and | Numerical Simu-
C. Ortolf et al. [58] Mesh - Content avail-
combination of only two ran- | for some scenarios, it achieves the | lation
ability.
domized original pieces. piece diversity of full coding.
Proposing sparse coding such
- Fixing the choice of the two orig-
that each encoded piece is a No experimental
C. Ortolf et al. [61] inal pieces yields to faster decod- — —
combination of two adjacent work
ing. yet affects the piece diversity.
original pieces.
Analyze Avalanche and Pair- | - Achieves both fast decoding op- - Content avail-
coding, and propose a Fixed- | posed to Avalanche and wide piece ability.
Numerical Simu-
Q. Cai et al. [19] Paircoding with considering | diversity opposed to Paircoding. - Mesh - Control over-

the rarest first scheduling pol-

icy.

Increases throughput with slightly

control overhead.

lation

head.

- Download time.

C. Ortolf et al. [55]

Proposing sparse coding by
modeling encoded pieces as

full binary tree

- allowing encoding only in the
seeder, yields to worse pieces avail-
ability. On the other hand, dy-
namic encoding yields to much

complexity.

No experimental

work
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3.3 Generation Based Network Coding

After the appearance of Avalanche and the associated issues, generation-based network
coding [62], also known as grouped [30], chunked [63], segmented [64], or clustered [65],
is proposed. In such a scheme, the file is segmented into groups where each group
contains a mutually exclusive subset of the overall pieces, afterwards, network coding
is applied per group only. The two major benefits of this scheme are: (1) reducing the
required computations and disk operations, and (2) minimizing the size of encoding
vectors. For the rest of the paper, we use the terminology ‘generation based coding’
or ‘generation coding’ for simplicity.

P. A. Chou et al. [66] propose a so-called practical network coding which splits a file
into generations with each generation containing a subset of the file’s pieces. Subse-
quently, network coding is applied on each generation separately. The authors suggest
that the transmission of encoded pieces can be done sequentially, i.e., generation by
generation. Control messages among nodes are exchanged to request a generation and
then to inform that the generation is fully completed and thus decoded.

P. Maymounkov et al. [67] suggest that in order to avoid the overhead of the
control messages, a generation can be selected randomly and then the generation
based encoded piece is sent. The authors argue that this method achieves a good level
of the performance without the need for feedback. However, redundant and unrequired
pieces could be pushed to the network, and thus yielding even more overhead. The
former two studies are general and not intended for P2P content distribution networks.

To address the overhead problems of the aforementioned studies [66], [67] , J. Xu
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et al. propose Swifter [68], a scheme that mixes local-rarest-first scheduling policy
with generation coding algorithms so as to achieve a high scheduling efficiency. The
authors start by studying the tradeoff between the network coding overhead and the
scheduling overhead. To make sure that the pieces are shared in a high diversity, the
local-rarest-first scheduling algorithm is applied at the generation level as follows: each
peer presents a list of the number of pieces in each generation within every neighbor.
Periodically, this information is exchanged among the peers and updated. Among the
generations which still need pieces to be decoded, the requester can choose the rarest
generation based on that list and then pull a piece in that generation from the sender.
If there is more than one rarest generation, a generation is randomly selected among
them. After collecting all the pieces in one generation, the receiver can reconstruct the
original pieces of the generations. The authors argue that this scheme improves the
encoding/decoding speed and there is no need to use sparse network coding that is used
within Paircoding. However, this claim is not supported. To evaluate the performance
of Swifter, the authors compare Swifter with [67] denoted by “R-push” and another
scheme which is a modified version of Swifter yet with random scheduling denoted by
“R-Swifter”. The results show that Swifter can enhance the average download time
by at most 40% compared to R-push and, by at most 6% compared to R-Swifter.
Since Swifter is a pull-based scheme, it still incurs moderate control messages
overhead. J. Xu et al. [63] propose an improved Swifter, denoted by I-Swifter, in an
attempt to improve generation-based network coding by reducing the control mes-
sages overhead and eliminating the distribution of encoding vectors. The architecture

of I-Swifter is based on the architecture of Swifter, and hence, it inherits Swifter com-
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ponents and adds two new elements: the requests reducer that lowers the requesting
overhead, and the coefficients’ vectors reducer that stops the distribution of encoding
vectors. Extra requests from a receiver peer appear when continuous requests are sent
to the sender peer for the same generation. To minimize these request messages, the
receiver peer will send a generation request once and upon the request received by the
sending side, the sender peer continuously send pieces to the receiver in a push-based
manner until a control message, from the receiver, arrive at the sender telling that
the local-rarest generation is changed. Moreover, the distribution of encoding vectors
is eliminated by the encoding vectors reducer which allows the sender to send only
random seed rather than the coefficients’ vectors. The receiver peer can generate the
encoding vectors by using the same pseudo random number generator. Experimental
results show that I-Swifter can enhance the average download time by as much as
4% when compared to Swifter. In both Swifter and I-Swifter, the optimal number of
generations is not specified.

M. Hundeboll et al. [69] propose BRONCO. BRONCO considers a scenario where
there is one server that initially distributes pieces of a file to multiple peers with a
total download rate greater than the upload rate of the server and then the peers
exchange their pieces. The authors state that there are three important parameters
that affect the performance of the system and thus these parameters should be selected
carefully: (1) number of generations (g) for a given file, (2) size of the finite field (q),
and (3) size of each piece in a generation (b). The selection of these parameters is
a trade-off process between the computation complexity of the network coding, and

the probability of creating linear dependent vectors. Increasing g or q while keeping
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the size of the file constant reduces the expected number of the linear dependent
vectors, and subsequently, the amount of valid vectors is increased. However, the
complexity of encoding and decoding pieces will increase as well. The authors argue
that if Avalanche consumes 20% to 40% of CPU utilityy, BRONCO needs only 5%
of CPU utility to share the same file, yet with a redundant packets overhead of 9%.
For evaluation purposes, BRONCO is compared to HTTP (as a standard method to
transfer a file), and BitTorrent. As expected, BRONCO far outperforms HTTP, and
almost performs as well as BitTorrent.

D. Niu et al. [70] specify when it is advantageous to use network coding while
getting acceptable computational coding complexity. Theoretical analysis based on
Markov processes and differential equations, and simulations are both used to evaluate
a large scale dynamic P2P system. The authors find out that a generation with around
20 to 30 pieces is sufficient to benefit from network coding features with reasonable
coding complexity, considering peers collaboration system (no free-riders), although
it is prone to a high churn rate.

X. Zhang et al. [71] present the impact of network coding by using a game theory
framework. They consider a non-collaborative system, in which egoistic free riders
comprise the dominant part of the system. Thus, the network is modeled as a mar-
ket, and peers are modeled as agents who purchase and resell pieces. The prices of
the pieces are strategically set according to their availability. Mathematical analysis
results show that full network coding is the most robust to churn, but with high cost
of encoding and decoding complexities. On the other hand, when generation network

coding is used with a generation size (g) that is smaller than a threshold that depends
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on the churn rate, robustness could be achieved with feasible cost of encoding and
decoding rates. this conclusion is obtained by using g = 20 and g = 5. Besides, the
results show that BitTorrent without coding is the most affected by churn even when
the churn rate is very small (close to zero).

J.-S. Leu et al. [72] execute a wide range of P2P file sharing simulations includ-
ing both with and without network coding schemes for the sake of comparison and
analysis. Results show that utilizing generation network coding for a P2P file sharing
network incurs only a relatively small overhead and could perform much better than
trivial routing approaches as long as the following conditions are met. First, using
DRLNC [52] to avoid unlucky combinations. Second, the selection of the size and the
number of coding pieces should be done carefully such that the coding speed is no
longer slower than the transmission speed. Third, applying Gauss-Jordan elimination
for early decoding to avoid long delay in the decoding process.

M. Yang et al. [38] propose P2P FilE sharing based on nEtwork coDing (PPFEED).
PPFEED studies network coding by utilizing a special network topology called a
combination network [73], [74], which can be modeled by a graph that contains three
types of nodes: one source, relays, and receiver nodes. The authors claim that such a
topology has a good level of performance in terms of network coding gain. In contrast
to RLNC, a deterministic network coding scheme is proposed based on [75] such that
the encoded pieces are always innovative. For n pieces, generation size g, and GF(q)
with ¢ different symbols such that ¢ > n, pieces of a generation are encoded n times
and for each row vector only one coefficient, ¢;, is randomly selected from GF(q)

and then the encoding is done as follows: the 1st piece’s value is multiplied by 1,
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the 2nd piece’s value is multiplied by the selected coefficient, the 3rd piece’s value is
multiplied by the same coefficient squared, and so on until the kth piece is multiplied
by the same coefficient raised to a power of g — 1. For instance, for g = 3, coefficients
vectors are selected as follows: (1, ¢y, c2modq), (1, ¢z, camodq), ..., (1, c,, c2modq) . By
this scheme, any g pieces of these n pieces can be used to decode the original g pieces.
Moreover, relay and receiver nodes no longer need to re-code pieces, and just need
to forward them properly such that a peer doesn’t receive the same coefficient vector
two times. To evaluate the performance of this scheme, simulation comparisons are
conducted against Narada [76], a P2P multicast system, and Avalanche. The results
show that the overall download time of PPFEED is shorter than Narada and Avalanche
by 15-20% and 8-10%, respectively.

P. Braun et al. [77] propose Network Coding Messaging Extension (NCME).
NCME is not an alternative for BitTorrent, it only extends the features of BitTorrent
and backward compatibility while the baseline BitTorrent is kept. The peer must de-
cide which optimal communication paradigm to use, either pure BiTorrent or NCME.
After encoded pieces are received and a generation becomes fully downloaded and
decoded, BitTorrent pieces can be restored and shared with a non-NCME compatible
BitTorrent. For evaluation purposes, a comparison between NCME and standard Bit-
Torrent is conducted. Results show that NCME distributes the file among the peers
20% faster. Moreover, to maintain NCME’s superior performance over BitTorrent, it
is suggested to keep a generation size of 43 pieces. However, neither is the best piece
size mentioned nor an experimental work provided to support this suggestion.

From the aforementioned studies, we can conclude that generation network coding
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can be applied practically. But to get the best gain of generation network coding,

parameters such that generation size and piece/generation selection policy should

be perfectly selected. Table 3.3 summarizes the most important studies related to

generation Network coding

Table 3.3: Generation network coding approaches and their characteristics.

Reference Approach Main Findings Verification Network | Performance
Method topology | Metrics
J. Xu et al. [68] | Proposing pull-based generation cod- | - Swifter can reduce the average download time | Implementation | Partially- | - Download time.
ing system and mixing rarest-first se- | by 40% compared to push-based generation sys- | over LAN with | Meshed
lection policy with generation coding | tem with random selection policy. 30 nodes.
to alleviate the overhead of control
messages.
J. Xu et al. [63] | Proposing push-based generation cod- | - I-swifter can reduce the average download | Implementation | Partially- | - Download time
ing system promising to reduce the re- | time by 4% compared to Swifter. over LAN with | Meshed
quests overhead. 30 nodes.
M. Hundeboll | Implementing generation coding sys- | - BRONCO far outperforms HTTP meanwhile | C++ Implemen- | Partially- | - Download time
tem to study the parameters of gener- | performs almost as good as BitTorrent. tation Meshed
et al. [69] ation coding: generation size, GF size, | - BRONCO consumes almost quarter the CPU
' and piece size. utility Avalanche consumes but with extra 9%
redundant pieces.
D. Niu et | Modeling generation coding system by | - The optimal generation size to enjoy network | Numerical simu- | Mesh - Decoding rate.
Markov process and differential equa- | coding is 20-30 pieces. lation - Download time.
) tions and study the optimal generation
al. [70] .
size.
X. Zhang et | Proposing a game theory framework | - network coding can enhance the market’s flex- | Only mathemat- | — - Robustness to
to study generation network coding | ibility for urgent peers, but with the high en- | ical and analyti- churn.
al. [71] considering a system with many free- | codingdecoding cost. cal model
' riders. - network coding can improve the peers’ incen-
tive. Only mathematical and analytical model.
J-S. Leu et | Proposing a framework based on sim- | - Network coding outperforms trivial ap- | C++ P2P simu- | GIA [79] | - Encod-
ulations to deeply analyze and under- | proaches when 1) DRLNC is used, 2) appropri- lator [78] overlay ing/decoding
al. [72] stand generation network coding. ate coding size is selected and, 3) Gauss-Jordan faﬁ%%vnloa d time
elimination is applied for early decoding. - Network over-
head.
M. Yang et | Proposing deterministic network cod- | - The overall download time of PPFEED is | Simulation Combination- Throughput.
ing and utilizing a special network | shorter than Narada and Avalanche by 15-20% netvxf)rk - Reliability (to
al. [38] topology “combination network”. and 8-10% respectively. overlay churn).
- Link stress (re-
dundancy).
- Download time.
P. Braun et | Proposing generation coding P2P file | - In some scenarios, NCME can share a file to | Java Implemen- | Partially | -Download time.
sharing system with backward compat- | the network 20% faster than BitTorrent. tation Meshed - Generation

al. [77]

ibility with standard BitTorrent.

- The suggested generation size for good level
of performance is 43.

size.
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3.4 Combined Network Coding

Since, in the worst case, sparse coding decodes almost as poorly as full coding, and
generation coding limits the diversity of pieces, combined network coding is proposed.
In this scheme, generation network coding is mixed with sparse network coding aiming
to minimize the decoding/encoding computational complexity, and at the same time
keep the diversity of the pieces widespread.

H. Zeng et al. [80] propose a redesigned model for network coding based P2P file
sharing systems, by adding two new parameters: generation size, and encoding size.
The model is a generation based network coding model, but the main distinguishing
feature of this model is that the encoding size may be less than or equal to the
generation size while the decoding size is always kept equal to the generation size.
The authors claim that the appropriate optimal choice of the two new parameters
can show the benefit of using network coding. If the swarm size is small (20 to 40),
determining the appropriate encoding size is hard and the system performance is
unstable. On the other hand, if the swarm size is relatively large (90 to 100), the best
encoding size is 4 when the generation size is fixed at 10. The average download time is
used as a performance metric, and the proposed system is compared with the original
BitTorrent and another combined network coding system whose parameters are not
selected properly (generation size=12, and encoding size=2). Simulation results show
that the optimized network coding guarantees improved performance by at most 20%
to 30% over BitTorrent, and 10% over coding system with poorly selected parameters.

L. Yong et al. [64] use the same parameters proposed in [80] (generation size=10,
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and encoding size=2) and propose a coding system based on CoolStreaming archi-
tecture [81] by adding a network coding encoder/decoder and a scheduler. Empirical
results show that the best encoding size of the original seeder is 6, and the average
download time is 10% and 20-30% less than that for Avalanche and BitTorrent, respec-
tively. Moreover, an improvement is shown in resisting peer churn by 12.5% compared
with BitTorrent system.

O. Kaigian et al. [82] propose Dasher system which is a combined network coding
scheme. In addition, the local rarest-first policy is adopted to deal with generation
scheduling. The main feature of Dasher over the previous combined network coding
schemes is that the encoding size of Dasher varies based on a probability formula. For
the sake of comparison, Dasher and three other systems are implemented: Sparser with
sparse coding only, Chunker which uses generation coding only, and a BitTorrent-like
system. Dasher benefits from this combined scheme such that it can nearly decode
as fast as Chunker, and at the same time it can download almost as fast as Sparser.
Experimental results show that Dasher can improve the download time by up to 43%
and 14% against Chunker and BitTorrent, respectively, when the generation size is
256. However, when the generation sizes are small (16 to 64) Chunker and Dasher
download nearly at the same speed and with an improvement of 12% relative to
BitTorrent. The results also show that Sparser always download slightly faster than
Dasher, however, Dasher can decode faster than Sparser by 10%.

J.Su et al. [83] propose PCLNC, a Push-based Combined coding strategy with
adaptive encoding window size and Low-cost computational Network Coding opera-

tions. The sender prepares a coded piece based on the requested piece such that the
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requested piece encoded with probability 1 and the other pieces are encoded with prob-
ability 0.5 then the encoded piece is pushed to the requester. To speed up decoding
process, an upper triangle matrix is introduced. To minimize the encoding/decoding
cost, Coefficients are selected from G F(2) and thereby XOR operations are used rather
than addition and multiplication. To reduce the high probability of linear dependency
of selecting coefficients from GF(2), two schemes are proposed: (1) Postponement
scheme which is very similar to the scheme inspired by [57] . However, in this scheme,
after a requesting peer receives a linear dependent piece from a requested peer, then
the requesting peer will stop requesting the requested peer for two seconds, if the
requesting peer receives consecutive linearly dependent pieces, the waiting time will
be twice the number of these dependent pieces. (2) Loop self-checking scheme: When
a peer is receiving linearly dependent pieces from any neighboring peer for more than
180 seconds that means that there is a high probability that these two peers have the
same pieces, thus they tear their connection and try to find other neighbors. To eval-
uate the performance of PCLNC, it is compared with native BitTorrent and sparse
network coding scheme proposed by [57]. Metrics selected for evaluation are: (1)
Average download time: PCLNC download time is shortened by 3.17% and 21.0%
compared to [57] and BitTorrent, respectively. (2) Average start-up time: PCLNC
peer can start sharing a piece faster than BitTorrent by 36.8% , and almost as fast
as [57], and (3) Coding degree (number of innovative pieces): for PCLNC as the
number of peers increases, the coding degree decreases and is always less than that
for [57].

These studies are limited and don’t show deep analysis of the ability of the com-
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bined coding to provide wide sparsity and diversity of the content (file’s pieces). Table

3.4 summarizes the most important studies related to combined network coding.

Table 3.4: Combined network coding approaches and their characteristics.

Reference Approach Main Findings Verification Network Performance
Method topology | Metrics

H.Zeng et | Introducing and adjusting new param- | - If parameters are well tuned, network cod- | Simulation  on | Partially | - Download tim
eters (generation size and encoding | ing outperform other traditional P2P schemes. | NS-2 platform Meshed —hRobustncss 1

al. [80] size). Otherwise, network coding performs worse. churn.

L.Yong et | Studying the effect of the generation | - The download time is shortened compared | Simulation based | Partially | - Download tim
and encoding sizes on download time | with Avalance and BitTorrent by 10% and 20- | on  CoolStream- | Meshed - Effect of chur

al. [64] and churn. 30%. ing koverlay net-

’ - Churn resist can be improved by 12.5%. WOrK.

O.Kagian et | Proposing combined coding with adop- | - Dasher can download faster than Chunker | Implementation. | Mesh - Downloa
tion of local rarest first policy for gen- %ggrglrtTOHCﬂt as well as decode faster than | Tested Pl botth ‘_clme. Decodit

al. [82] eration scheduling. SEE Egb 84] ag% q speed. ‘

LAN testbeds.

J.Su et al. [83] | Proposing (1) adaptive encoding win- | - PCLNC is shortened the download time by | Simulation based | Mesh - Download tim
dow size and upper triangle matrix to | 3.17% and 21.0% compared to sparse coding | on peerSim [85] - Start-up time
speed-up encoding/decoding and (2) | and BitTorrent, respectively. - coding degree
postponement and loop self-checking | - PCLNC peer can start sharing a piece faster
schemes to minimize linear depen- | than BitTorrent by 36.8% , and almost as fast
dency. as sparse coding.

3.5 Multi-Generation Mixing(MGM) and Overlap-

ping Network Coding

In MGM [86], a file is chunked into g generations. Each of these generations contains
p pieces. Additionally, among all the generations, m generations are grouped in a
mixing set where m < g¢g. In such a scheme, in addition to the trivial coding per
generation, pieces are encoded/decoded per the mixing set as well. Precisely, the
first generation’s pieces in the mixing set are just encoded as they are encoded in
the classical generation coding, but the second generation’s pieces in the same mixing

set are encoded separately in their separate generation k£ times and then combined
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and encoded with either some or all the pieces of the first generation at least once,
continually, the third generation is combined with the first and the second generations
and so on. By this scheme, each earlier generation could be considered as a subgroup
of the subsequent generations. Fig. 3.2 shows a simple example which illustrates
how MGM encoding is done where E, denotes an encoded piece and c, denotes a
coefficient. The main advantage of this scheme is that an extra encoded piece received
with a generation of a higher position index in the mixing set may assist in decoding
generations of lower position indices in the same mixing set resulting in robustness to
churn and a wide piece diversity.

Similarly, in the overlapping coding scheme, generations are prepared in such a
way that the same piece/s are available in more than one generation. Two generations
go and g; overlap if they have a non-empty intersection. For instance, goMNg; = p;. By
this scheme, generations that are fast decoded can assist other generations in decoding
when some generation’s pieces are rare or missed by allowing back substitution. As a
result, the number of innovative coded pieces is reduced, which in turn enhances the

Original pieces: A,B,C,D,E,F.

g(0) 8(2)

———p— — —

El=co*A+c1*B
E2=c2*A+c3*B

El=co*C+c1*D
E2=c2*C+c3*D
E3=c2*C+c3*D+c4*A
E4=c2*C+c3*D+c4*A+c5*B

El=co*E+c1*F
E2=c2*E+c3*F
E3=c2*E+c3*F+c4*A
E4=c2*E+c3*F+c4*D
E5=c2*E+c3*F+c4*D+c5*C
E6=c2*E+c3*F+c4*D+c5*C+c6A+c7*B

| I
| I
| i
I I
I T
? I
| I
I I
| I
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I I

Figure 3.2: Multiple-Generation-Mixing (MGM) coding illustration, £, denotes en-
coded piece, and ¢; denotes a coefficient.
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throughput of the network.

X. Wei et al. [87] propose a P2P Content-propagation Mechanism that utilizes
Network Coding (PCMNC) based on MGM. PCMNC is similar to PPFEED, whence
it uses network combination topology and selects the coefficients deterministically.
On the other hand, it differs from PPFEED by applying MGM coding rather than
generation coding. The authors argue that PCMNC can achieve the maximum net-
work coding gain by suggesting optimal size of the mixing set, m = 3. Additionally,
PCMNC is superior in performance to PPFEED by allowing more piece diversity and
thus lower chances of decoding failure. Empirical evaluation shows that PCMNC can
shorten the download time by 26% and 13% when compared to BitTorrent and P2P
randomized-generation coding, respectively. In literature, this is the only study that
has been found that applies MGM to P2P content distribution networks.

D. Silva et al. [88] propose the first overlapping coding scheme by introducing both
square and diagonal grid structures. In the square grid structure, shown in Fig. 3.3a,
base generations are horizontally arranged while overlapping (supportors) generations
are vertically stacked in such a way that each overlapping generation overlaps with all
base generations by exactly one piece per generation. In the diagonal grid structure,
shown in Fig. 3.3b, supporter generations are diagonally stacked with an angle 6.
The authors aim to mix the benefits of network coding and fountain codes [89], [90]
such as Luby Transform (LT) code [91] and Raptor [92]. Indeed, a fountain decoder
is a propagative decoder that has the feature of achieving a small overhead with a
low decoding complexity by allowing back substitution. The authors mainly try to

answer the following question: is it possible to use true network coding and at the
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Figure 3.3: (a) square grid overlapping structure, (b) diagonal grid overlapping struc-
ture.

same time enjoy a fountain-like decoder? A practical simulation shows improved
performance over independent generation coding in terms of decoding complexity
overhead tradeoff. Exactly, the results show that for fixed expected complexity, the
overlapped generations codes can reduce the overhead by up to 70%. However, the
theoretical analysis is done only for short lengths equal to four groups.

A. Heidarzadeh et al. [93] propose head-to-toe overlapping that allows a generation
of k pieces to be overlapped with its following neighbor in at least one piece and at most
k — 1 pieces. The overlapping is allowed between neighboring generations only. More
theoretical analysis than [88] is done by measuring the asymptotic performance over
a line network, in which a single source is connected to a single sink via intermediate
nodes such that each node is connected to exactly one sender and one receiver forming
a unidirectional-line network that contains n nodes and n — 1 links. Performance
comparison of full codes, disjointed generations codes, and overlapped generations
codes is conducted. Results show that the overlapping network coding can exploit
the network bandwidth optimally by reducing the network overhead by nearly 60%

and 29% for a line network of length 1 and 2, respectively. Also, they suggest using
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overlapped chunked codes for multimedia transmission as shown in [93].

Y.Li et al. [94] propose random annex codes which allows generations to be over-
lapped by attaching to each generation a random annex of pieces selected randomly
from other generations such that the annex size is always smaller than the base genera-
tion size. Theoretical analysis and simulations, show that the optimal overlap (annex)
size that increases the throughput and decreases the decoding latency is around the
half of the generation size. Moreover, Results show that the proposed scheme outper-
forms the head-to-toe scheme slightly in terms of throughput and the probability of
decoding failure. Both schemes outperform the disjoint generations coding scheme.

B. Tang et al. [95] propose an expander graph based overlapped generation codes
(EOC) which models generations as vertices and overlapping as edges between the ver-
tices. EOC allows each generation to overlap with another generation in one distinct
piece only. The authors suggest that the number,d, of generations that overlap vary
from a minimum of 3 to a maximum that does not exceed the generation size. Fig. 3.4
shows an example of EOC graph with d = 3 and 5 generations, each of 7 pieces (4 dis-
tinct and 3 overlapped), i.e., generation one’s (G1) pieces are Py, Ps, Py, Py, Py, Pyo, P11.
Simulation results show that EOC can achieve throughput rate of 93% while indepen-
dent generations codes can achieve maximum rate of 73% when the generation size=32
and GF size=16. Additionally, the EOC receiver can decode all the pieces and recon-
struct the file faster than random annex and head-to-toe schemes. The extra ratio of
encoded pieces needed for decoding all the generations are < 10%,20%, and 40% for

EOC, random annex, and head-to-toe, respectively.
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Figure 3.4: a d-regular graph (d = 3) with 5-vertices (generations).

G. Joshi et al. [96] proposed overlapping structure similar to EOC in which al-
lowing overlapping between two generations in one piece only. However, in contrast
to EOC they consider deterministic overlapping structures by arranging generations
circularly and allowing a generation to overlap with its successive generations in a
modular arithmetic scheme. Another improved deterministic circular structure called
distributed is proposed which allows overlapping based on a distance. Additionally, in
opposition to the foregoing studies which consider a random scheduling, round-robin
scheduling is considered and compared with the random scheduling. Analysis show
that round-robin scheduling can accelerate the download time significantly for small
generations sizes (< 8). Simulation results show that the proposed deterministic over-
lap structures minimize the expected download time compared to the random annex
and the distributed structure has almost the same download time as EOC but with
less network overhead and indexing complexity of EOC.

In contrast to the aforementioned schemes, Y. Li et al. [97] propose an overlap-
ping network coding with unequal generation sizes. Sizes vary from a minimum,

48



which achieves the maximum information flow of the network, to a maximum which is
constrained by the buffer size or by the decoding complexity, namely, Gaussian elim-
ination can be applied computationally. Pieces per generation are selected randomly
from all the original pieces with replacement such that overlapping among generation
is allowed. Sequential and random scheduling policies are merged and applied. For
each generation, a fixed number of pieces are transmitted sequentially such that small
generations can be decoded and subsequently help large generations for earlier de-
codability. Next, random scheduling is applied among generations for the remaining
pieces. Experimental results show that the proposed scheme achieve the minimum
overhead (10%) comparing to disjointed generations (60%), head-to-toe (40%), and
random annex (20%) codes. Although, the disjointed generations code achieves the
minimum decoding complexity. The overall better overhead-complexity tradeoff is
achieved by the proposed scheme.

The previous studies show clearly the benefit of overlapping coding over disjoint
generation, in terms of downloading time and decoding rate, by mathematical analysis
and simulation. However, only two studies [88], [96] consider P2P networks. Table 3.5
summarizes the most important studies related to generations overlapping network

coding.
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Table 3.5: Overlapping network coding approaches and their characteristics.

Reference Approach Main Findings Verification | Network Performance
Method topology | Metrics

Silva et | Proposing first P2P overlap- | - The proposed scheme can mainly re- | Simulation Mesh - Decoding
ping coding scheme by in- | duce network overhead by up to 70%. complexity

al. [s8] troducing grid and diagonal overhead

’ structures. tradeoff.

Heidarzadeh | Proposing head-to-toe over- | - Overlapping can reduce network | Numerical Line net- | - Decoding
lapping scheme over line net- | overhead for line networks. Simulation works probability.
work topology - Overlapping is appropriate for multi- overlay

et al. [93] media streamin,

s g.

Li et al. [94] | Proposing random overlap- | - The optimal overlap size to achieve | Numerical Point-to- | - Probability
ping by attaching an annex to | the highest throughput is around the | Simulation point of Decoding
the base generation. half of the generation size. failure.

- Random-Annex coding outperforms - Through-
both head-to-toe and disjoint genera- put.
tions coding.
Tang et | Proposing and modeling gen- | - The best number of generations to | Numerical Point-to- | - Through-
erations overlapping as an ex- | overlapped varies between 3 to the gen- | simulation point putD 4
ander graph (EOC). eration size. - ecoding
al. [95] P graph ( ) - EOC decoder decodes faster than rate.
random annex and head-to-toe.

Joshi et | Proposing deterministic | - The upper bound limit of the optimal | Numerical Mesh -Download
structures  of  overlapping | overlapping is O(logn). Simulation time.

al. [96] and = consider round-robin | - Deterministic overlapping struc-

' scheduling tures avoid network overhead and in-
dex complexity of random structure
(EOC).
- Proposed schemes minimize the ex-
pected download time compared to
random annex.

Li et al. [97] | Proposing overlapping with | - Proposed scheme achieves the min- | Numerical Point-to- | - Decoding
unequal  generations’ sizes | imum overhead whereas independent | Simulation point ract)e. head

- Overhead.

based on degree distribution
and merge both sequential
and random scheduling

generations codes achieve the mini-
mum decoding complexity.

- Among the overlapping schemes, the
best overhead-complexity tradeoff is
achieved by the proposed scheme.
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CHAPTER 4

SUPER GENERATION

NETWORK CODING

4.1 Problem Statement

The introduction of network coding in P2P content distribution systems brings about
the issue of computational complexity. The use of linear algebra in encoding and
decoding incurs an additional computation overhead that is not present in the original
BitTorrent. Consider sharing a file consisting of N pieces, the file decoding within
BitTorrent is very trivial and simple. Each piece is checked and verified separately,
then it is directly stored on the hard disk. Conversely, the decoding process in network
coding cannot be accomplished until all the encoded pieces are received, and requires
solving a system similar to that shown in (4.1). Typically, the Gaussian elimination

method is employed which requires O(n?) operations. Therefore, as the size of the file
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increases, the cost of solving these equations becomes increasingly prohibitive.

D1 €11 €12 - €1n Py
b2 €21 €22 - €2 Py

= (4.1)
Pn €n,l €n2 " Epnp Pcn

In an effort to minimize the computational complexity, information pieces are par-
titioned into mutually exclusive subsets referred to as groups or generations, and
coding is done only within a generation. This approach scales down the encoding and
decoding problem from the whole file size to the generation size.

Although generation network coding and its variants can reduce the computational
complexity to a large extent, robustness degrades as the number of generations in-
creases. Controlling the number of the generations is typically not under user control
for fixed generation sizes and as files sizes increase. Moreover, all the former stud-
ies do not show the best physical generation size, in mega bytes (MB) for practical

operations.

4.2 Main Contributions

In this chapter we address the aforementioned problems and provide the following

contributions:

— The problem of P2P content distribution is modeled as the deck of cards prob-

ability problem [23]. Based on this modeling, both baseline and coding-based
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P2P content distribution systems are analysed.
— The best generation size is measured based on a real implementation.

— We propose a novel network coding scheme, referred to herein as Super genera-
tion network coding (SGNC), that maintains the computational cost at reason-
able level and boosts the robustness of the network by improving pieces diversity

and availability.

— We compare SGNC with normal generation network coding (NGNC), overlapped

generation network coding (OGNC), and the baseline BitTorrent.

— Experiments are run based on three different scheduling policies namely ran-
dom, local rarest-first, and global rarest-first. The evaluations consider four
performance metrics which are robustness to churn, overhead rate, download

time, and decodability rate.

4.3 Preliminaries and Theoretical Analysis

Consider a P2P content distribution communication network where peers are forming
swarms and each peer is connected to a subgroup of the other peers in order to
download a designated file which is chunked into pieces of equal sizes. In what follows
we model this problem as the well-known the deck of cards probability problem [23]
such that pieces are modeled as the cards and each round of the sharing process is

modeled as selecting a subgroup of cards from the overall cards.
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4.3.1 Baseline BitTorrent Analysis

A file F' is chunked into N pieces; these pieces are initially owned by an initial seeder
or server who shares them among other peers. The peers then in turn start sharing
after they get some or all the pieces to help the initial seeder. The sharing process is
accomplished in a rounds manner such that for each round r, k pieces out of N are
selected to be shared, where k is much less than N. The number k is decided based
on the limits of the communication links. Thus, after N/k rounds a flow that is equal
in size to the flow of the file is shared. This assumes that the seeder shares the pieces
randomly and with replacement. The sharing with replacement model avails itself to
model network churn and failure of links.

We are interested in finding how likely that the content is available after the initial
seeder randomly and with replacement shares exactly a flow equal to the flow of the

File F'. Let X be a random variable representing the content availability.

Theorem 4.1 For the baseline BitTorrent, the probability that the content is com-
pletely available after the seeder randomly shares exactly a flow equal to the content

flow in a churned P2P network is obtained by:

P(X =100) = (4.2)

Proof. The number of ways that the seeder shares these pieces randomly and with
replacement may be computed as follows. For the first round r;, the seeder shares k

out of N pieces in (],: ) ways. For the second round ry, the seeder shares k£ out of N
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pieces in (]IX ) ways, and so on until last round r;, where t = % Mathematically, this

D00 -Gwtm) e

(4.3) represents the universal set, i.e. all the possibilities.

is written as

El

Out of the universal set, the number of ways that the exact content is available
can be modeled as the number of ways that the seeder shares the pieces without
replacement. These ways may be computed as follows. For the first round rq, the
seeder shares k out of N pieces in (],X ) ways. For the second round ry, the seeder

shares k£ out of N — k pieces in (N N k) ways. Similarly for the third round rs3, the

N—-2k

seeder shares k out N — 2k pieces in ( .

) ways, and so on until the last round when

the seeder shares k out of k pieces in (]]z) = 1 ways. Mathematically, this is written as

(4.4)

(), )00, -

KN — k)l KN —28) " KI(N — 3k)! -

N NI
KR Kl KN/

To compute the required probability, we need to divide (4.3) by (4.4) which yields
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4.3.2 Analysis for Network Coding Based BitTorrent

In this scheme, a file F' is chunked into N pieces. Furthermore, these pieces are either
grouped and coded into one generation, as in dense network coding, or are grouped
and coded into mutually exclusive groups or generations, as in generation-based net-
work coding. Each generation contains n pieces out of N and the total number of
generations is given by w = % Similar to the case of baseline BitTorrent, the seeder
shares the pieces in a rounds manner, but the seeder selects k£ coded pieces out of w
rather than NV because pieces within the same generation are indistinguishable. Since
each encoded piece contains information of n pieces, the probability of the content

being available is increased.
Lemma 4.1 Dense network coding (DNC) has the following properties:

a. Theoretically, the probability of the complete content being available after the

seeder randomly shares exactly a flow equal to the content flow in churned P2P
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network approaches 1.

b. Practically, DNC' is infeasible due to its prohibitive decoding computational re-

quirements [39].

Proof.

a. Since DNC means that all pieces are grouped in one generation and thus all
have the same information, this can be modeled as a selection from one group
of indistinguishable objects. Whether we select k pieces from such group with
replacement or without replacement it is always the same for all the rounds r,.

Mathematically, this can be written as the follows:

b. This can be proved experimentally based on the fact that the decoding requires
solving N linear equations using the Gaussian elimination method where number
of required operations asymptotically grows up at cubic rate O(N?). Table.4.1
and Fig. 4.1 show the results of a dense network coding experiment for file
sizes ranging from 5MB to 160MB, utilizing coefficients from GF'(256). The
experiment each time doubles the file size and computes the decoding time.
It can be noticed that as the file size increases, the decoding time grows up
rapidly. For instance, the 160MB file needs about two hours and half to be
decoded although this file is considered very small for P2P content distribution

networks which usually consider files in the giga bytes (GB). This implies that
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dense network coding is impractical.

Table 4.1: File decoding time based on dense network coding

File Size(MB) 5 10 20 40 80 160
Decoding Time (mins) 0.13 0.482 1.8327 7.48 31.63 146.13
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Figure 4.1: File decoding time based on dense network coding and 32KB piece size.

Theorem 4.2 For generation network coding with w generations, the probability that
the content is completely available after the seeder randomly shares exactly a flow equal
to the content flow in a churned P2P network is obtained by:

(w — k)Iw/*
wlw/k

P(X =100) =

o8



Proof. Since coded pieces within the same generation are indistinguishable, then
the problem is minimized to selecting k pieces from w generations. Similar to the

proof of theorem 1, the universal set is given by

(), <), (), = (aw=m) 19

Out of the universal set, the number of ways that the exact content is available

can be written as in (4.7)

(0. ()., 0), -

w! . (w— k)! § (w — 2k)! . el (47)
Elw—k)! El(w—2k)! kl(w—3k)! "~

w! w!
R K Elw/k

Thus to get the final probability, we need to divide (4.6) by (4.7)

w! w! Wikl R () — )lerk
Jlw/k (k:!(w - k:)!) T RWR T T ek

(w — k)\w/k
wlE !
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4.3.3 Comparative Analysis

Fig. 4.2 compares (4.2) and (4.5). It is apparent that network coding increases the
probability of content availability. Indeed, this probability approaches one when w =
k. However, for large file size w and k are not equal or even close to each other. k is
always constant regardless of the file size as it is limited by the data rate of the peers,
whereas w increases as the file size increases because each generation size is limited by
the available CPU computation and memory space. Moreover, the figure shows that
as w decreases, the content becomes completely available sooner. Thus, for perfect
generation-based network coding, we need to minimize w as much as possible and this
can be done by increasing the generation size to the fullest extent, namely, utilizing
the maximum CPU and memory resources. Let this be denoted as the best generation

size which will be discussed in the next subsection.

4.3.4 Best Generation Size

To get the most benefits of network coding, the generation size should be the maximum
possible allowed by the computational resources. To determine the best generation
size, an experiment is conducted using java as programming language, and based
on Strassen algorithm [98], [99] as an implementation for matrix multiplication and
inversion. The PC used for simulation has Core i5-2430M CPU with speed 2.40 GHz

and 16GB RAM. We assume that 10 minutes is an acceptable decoding time given
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Figure 4.2: Theoretical analysis of the content availability (N=100, w=10, 20, and
50).

the maximum delay tolerated by the end user. Other thresholds are equally valid.
Fig. 4.3 shows the decoding computational time of different generation sizes and piece
sizes of 16KB, 32KB, and 64KB as these sizes are typical in P2P content distribution
systems. From the figure, we notice that for 16KB pieces, the generation size should
not exceed 30MB. This can be increased to 40MB for the case of 32KB pieces, and

even increased further to 60MB when 64KB pieces are used.

4.4 Super Generation Network Coding (SGNC)

Based on the earlier analysis that shows that dense network coding is impractical,

and the limitation on the generation size for generation network coding, this section
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Figure 4.3: Best generation size for different piece sizes

proposes a novel method referred to herein as the Super Generation Network Coding
(SGNC).

The idea of SGNC is to extend the generation size even bigger than the best
generation size of 40 MB while maintaining almost the same decoding computation
time and complexity. Precisely, the generation size in SGNC is chosen to be double
the generation size in classical generation network coding. In addition, each SGNC’s
generation contains three types of coded pieces which are unity piece, decodable piece,
and rich piece. Assume the pieces of the generation are designated as A, B, ..., Z, the

following defines the three types of pieces in SGNC.

Definition 4.1 (Unity Piece) The piece is encoded by multiplying each plain piece

of the generation by 1. The form of this piece is (A+ B+ C + ..+ Z). It is unique
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and basic for every generation.

Definition 4.2 (Decodable Piece) This piece is encoded by multiplying a plain
piece of the generation by a coefficient e drawn from GF(q), while the remaining pieces
of the generation each is multiplied by 1. The decodable piece (e.A+ B+ C+ ...+ Z)

s always instantaneously decoded by XORing with the unity piece.

It is not necessary that the coefficient is placed such that consecutive decodable pieces
are arranged diagonally as they can be arranged randomly. Another allowed form
of consecutive decodable pieces is lower-triangular provided that a decodable piece is
always decoded as early as possible. These potential forms of decodable pieces are

shown in Fig. 4.4.

e+ B+ Co+...+ J+...4T
ez At+eB+ C+..+ J4+...+T
esAte::B+esaC+...+ ... +T

eaAtes:Bre:CH... e J+...+T

(a)
etA+B+CH+...+1+..4+T A+eiB+CH..4+J+..+T
A +e:B+ C+...+ J+...+T A+ B+ CH..+e2)+...+T
A+Bre:sCH+ . +04+..4T e:A+B+CH++ 144+ T
A+ B+ Ct...4ewd+..4+ T B B GCE e A T
(k) (<)

Figure 4.4: Decodable piece’s forms: (a) Lower triangular, (b) Diagonal, and (c)
Random.
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Definition 4.3 (Rich Piece) The rich piece is full of information and is encoded by
multiplying all the pieces in the generation by coefficients drawn randomly from GF(q)

such that the encoded piece is given by (e1 A+ eaB + e3C + ... + e 7).

Since decodable pieces are always instantly and self decodable, they may be back
substituted to expedite the decoding of rich pieces.

Furthermore, a sharing method is proposed such that each time a sender is re-
quested by a receiver, the sender should send two pieces: the decodable piece which
can be decoded immediately, and the rich piece which should be buffered. Therefore,
after receiving all the generation pieces, already 50% thereof are decoded and back
substituted. Consequently, rather than solving a 2s by 2s matrix, we solve only a s
by s matrix using Gaussian elimination. Using this scheme, we maintain the com-
putational complexity of decoding almost as in the conventional generation network
coding, and increase the diversity of the pieces such that it is as close as possible to
the case of the dense coding.

Fig. 4.5 shows a normal generation with 10 pieces and a super generation with
20 pieces. Although the size of the super generation is doubled, the decoding time
is almost the same. The figure also shows that SGNC incurs additional coefficients

overhead. The SGNC overhead in terms of coefficients is discussed in the next section.
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Figure 4.5: Normal generation vs. super generation

4.4.1 SGNC Overhead

Recall that n is the generation size and the coefficients are drawn from GF'(2%) as in
most cases, then the coefficients overhead per generation for normal network coding is
n? bytes. Since the generation size of SGNC is twice that for the normal generation,
then the coefficients overhead for SGNC is supposed to be four times that of the
normal generation, notably, 4n?. However, because the coefficients values for the
majority of decodable pieces are equal to 1, then the coefficients overhead of SGNC
can be minimized by using the method inspired by Y. Li et al. [100].

The method simply avoids sending a byte coefficient for a coefficient whose value
is equal to one. Instead it sends a vector of 0 and 1 bits, where a 0 bit indicates a
coefficient value of one, while a 1 bit indicates the coefficient value is greater than
one. In addition, coefficients whose values are greater than one are sent as bytes

coefficients, as in the conventional case. Therefore, the coefficients overhead for SGNC

65



caused by the rich pieces is equal to 2n? bytes, whereas the overhead needed by the
unity and decodable pieces is equal to (n — 1 bytes + n? bits). Hence, the overall

SGNC coefficients overhead per generation in bytes can be written as:

2

2n2+%+n—1 (4.8)

It’s clear from (4.8) that the overhead is upper bounded by O(n?). Also, since the
number of generations in SGNC is half the number of generations in normal network
coding, the overall coefficients overhead of SGNC is only slightly larger than the
normal network coding overhead as will be shown experimentally in section 4.5.

Another source of overhead in SGNC is sharing the decodable pieces which are
prone to be highly duplicated when they are received from multi-servers especially
when no coordination is enforced. Since heavy coordination between the servers erad-
icates the network coding key features, we address this issue by proposing a transmis-
sion method that requires minimal coordination among the peers.

The proposed transmission method works as follows. Once a receiver peer estab-
lishes connections to m seeders, the receiver sends to each seeder a unique number, 7,
where 0 < ¢ < m. As the number i is received at the seeder side, the seeder firstly
sends the (i mod m) piece, then for the subsequent transmissions, and without any
coordination or feedback, the seeder sends pieces that are congruent to (i mod m),

namely, i+ m=i+2m=i+3m=..= (i mod m) .

Example 1 Assuming 4 seeders are to share 16 decodable pieces to a receiver peer.
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Then the corresponding pieces for each seeder are

M, = {0,4,8,12}
M, ={1,5,9,13}
M = {2,6,10, 14}

My = {3,7,11,15}

The receiver only updates and sends feedback when a seeder peer leaves, changes, or

joins the P2P network.

4.5 Experimental Work and Results

We consider a P2P network which is divided into swarms as shown in Fig. 2.2 with
each swarm containing a maximum of 8 nodes. Each node can connect to at most 4
other nodes selected at random from the same swarm or nearby swarms. In addition,
we consider that all the peers have same data rate and therefore the download time
can now be measured in terms of number of rounds. SGNC is compared with the
optimal theoretical solution, normal generations network coding (NGNC), overlapped
generations network coding (OGNC), and the baseline BitTorrent system. For some
experiments, only NGNC is considered, while OGNC is omitted since it behaves mostly
as NGNC.

Files of sizes equal to 320MB, 640MB, 1.2GB, and 5.1GB are shared. Each file is
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divided into generations based on (4.9) and (4.10) for NGNC and SGNC, respectively.

FileSize
ti = 4.
#Generations BestGenerationSize (4.9)
FileSi
#Generations = PeotEe (4.10)

BestGenerationSize * 2

Based on our analysis in section 4.3 we consider the practical best generation size to
be 40MB. Therefore, the 320MB file is divided into 8 generations for NGNC and 4 for
SGNC and so on for the other file sizes. Also, we consider that coefficients are drawn
randomly from GF'(256) and we assume that all pieces are innovative; that is there is
no linear dependency among the coefficients of encoded pieces.

The evaluation considers the following performance metrics: content availability as
a measure to robustness to churn, overhead rate caused by duplicated pieces, download
time, decodability rate, and the network coding coefficients overhead percentage. For

each of the above metrics, the following three scheduling policies are considered:

e Random: assumes zero coordination among all the peers.

o Local rarest-first: coordination among the peers is restricted to the peers

within the same swarm.

o Global rarest-first: global coordination among the peers in the entire network

is assumed.

For network coding schemes, the RF-policies are applied at generations level rather
than at the pieces level. The following subsections detail the results obtained for each

of the considered metrics.
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4.5.1 Content Availability (Robustness to Churn)

This experiment assumes that the seeder or seeders leave the network after they share
a number of pieces that are equal to the file pieces. The remaining peers cooperate to
complete the file download from each other. Fig. 4.6 shows results, with confidence
interval=90% based on random, local rarest-first, and global rarest-first scheduling
policies, respectively. The results show improvement in content availability for SGNC
over NGNC and OGNC by at least 2% and 1%, respectively. For baseline BitTorrent,
the content availability improves significantly when some RF-policy is applied, while
the improvement provided by the RF-policy is modest when network coding is em-
ployed. This is a direct result of the fact that network coding does not require global

topology information and can handle high churn in the network.

4.5.2 Overhead Due to Duplicate Pieces

In this experiment seeders continue to send pieces, based on the designated schedul-
ing policy, to a peer until the peer completes the download. As a result, duplicated
pieces may be received. For network coding schemes, the duplicate piece is considered
an overhead if it is received after all the corresponding generation pieces are com-
plete. We also assume that when the RF-policy is applied, the coordination is done
only among the seeders and the receiver peer does not send any feedback. Fig. 4.7a,
Fig. 4.7b and Fig. 4.7c show results of the overhead, with confidence interval= 90%,
based on the random, local, and global rarest-first scheduling policies, respectively.

The figure shows clearly that the random scheduling policy must be avoided as it
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Figure 4.6: Content availability based on different scheduling policies:(a) Random,
(b) Local rarest-first, and (c) Global rares@first.




incurs the largest overhead percentage relative to the other two scheduling policies. It
can also be noticed that SGNC always incurs the lowest overhead for all the scheduling
policies relative to the other schemes. The results, across the considered number of
generations, also show that SGNC has about half or quarter of the overhead relative
to NGNC for the local and global RF policies, respectively. We omit the comparative
overhead results for baseline BitTorrent from Fig.4.7 since it is very high and exceeds
100% for all file sizes relative to NGNC, OGNC, and SGNC. Fig.4.8 shows that dis-
tributing a file to the baseline BitTorrent incurs extreme overhead even when using

local and global scheduling policies.

4.5.3 Download Time

Definition 4.4 (Optimal Download Time) Assuming the number of pieces shared

during each round k is the same, then the optimal or theoretical download time is given

by
FileSize

- (4.11)

Optimal DownloadTvme =

Accordingly, the download time experiment assumes a peer receives pieces of the
file from other peers, such that each peer sends 1MB per round, until the peer com-
pletes the download. Results, depicted in Fig.4.9, Fig.4.10, Fig.4.11, and Fig.4.12,
are for file sizes 320MB, 640MB, 1.2GB, and 5.1GB, respectively. The results show
that for all scheduling policies and all the considered file sizes, SGNC always achieves
the closest download time to the optimal case. Indeed, SGNC can download the file

faster than NGNC by at least 10%. As the number of generations increases, the
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Figure 4.9: Download time of 320MB file

4.5.4 Decodability

Definition 4.5 (Decodability) Refers to the cumulative number of already decoded
pieces from the instant of receiving the first piece to a certain point of time. Higher

decodability number leads to higher diversity in pieces and less CPU load.
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Figure 4.10: Download time of 640MB file
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Figure 4.11: Download time of 1.2GB file
As such, the decodability of a file with 80 pieces is measured from round 0 to
round 100 in this experiment. In general, network coding suffers from low decodability
especially at the initial rounds. Fig.4.13 shows that normal generations network coding
cannot decode any piece until round 42. On the other hand, baseline BitTorrent can
decode almost one piece every round. The figure also shows that SGNC can start
decoding from very early rounds at least at the rate of one piece for every two rounds.

This superior performance of SGNC is the result of the self-decodable pieces. This
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supports pieces’ diversity and availability, and balances the CPU load by distributing
the required load smoothly over all rounds. Fig.4.14 and Fig.4.15 consider the same

experiment but for the other two scheduling policies; the local and global rarest-first,

respectively.
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Figure 4.12: Download time of 5.1GB file
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4.5.5 Network coding coefficients overhead

Since the coefficients for all the experiments in this chapter are taken from GF(2%),
then the coefficients overhead for a generation of size n is n? bytes for NGNC, and
2n? + %2 +n — 1 for SGNC as specified by (4.8).

In this experiment after a peer completes the download of a file, the network
coding coefficients overhead caused by the downloaded file and the redundant pieces
is calculated. Results corresponding to the file sizes of 320MB, 640MB, 1.2GB, and
5.1GB are depicted in Fig.4.16, Fig.4.17, Fig.4.18, and Fig.4.19, respectively. The
results show the following: 1) the network coding coefficients overhead does not exceed
6% for all the network coding schemes, file sizes, and sharing scheduling policies, and

2) coefficients overhead incurred by SGNC is slightly larger than that of NGNC.
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Figure 4.16: Network coding coefficients overhead percentage of 320MB file

While SGNC has the maximum coefficients overhead, however, if we consider the
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Figure 4.18: Network coding coefficients overhead percentage of 1.2GB file

overall overhead which is the cumulative overhead caused by network coding coeffi-
cients and the duplicate pieces at the receiver side, then SGNC incurs the minimum
overall overhead. Fig.4.20 shows the results of the overall overhead for NGNC and
SGNC for different file sizes based on global rarest-first scheduling policy. It is clear

that SGNC has the lowest overhead among all network coding schemes.
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4.6 Chapter Summary
In this chapter two contributions are presented. First, we model the problem of P2P
content distribution as the deck of cards probability problem and we analyze it based

on this model for both baseline and network coding P2P content distribution systems.

Second, we propose a novel procedure referred to herein Super generation network
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coding (SGNC) which is a network coding scheme that boosts the robustness against
churn in P2P networks, while maintaining roughly the computational cost relative
to generation network coding. In addition, we evaluate the proposed method and
compare it with normal generation network coding, overlapped generation network
coding, and baseline BitTorrent. The experiments consider file sizes ranging from
320MB to 5GB, and utilize three piece scheduling policies namely: random, local
rarest first (RF), and global RF. The aforementioned schemes are evaluated in terms
of availability, overhead, download time, and decodability. Simulation results show
that SGNC can improve the robustness of the network, minimize the download time,
incurs low overhead, and speeds up the decodability which in turns alleviates the

central processing unit (CPU) load.
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CHAPTER 5

ONE ITEM NETWORK CODING

VECTORS

In this chapter we present an efficient method for compressing network coding vectors
to a very small constant value. The method is based on modular arithmetic and prime
numbers, and is influenced by Chinese remainder theorem (CRT). It is referred to as

the One item network coding vectors or OINCV.

5.1 Problem Statement

With RLNC, the coded packet of a generation of size n is a linear combination of n
plain packets such that the coded packet contains the original data plus a vector of
coefficients ((), a.k.a coding vector, as a header. The size of the coding vector depends
on Galois Field (GF) size, generation size, and the coding vector representation. On
the receiver side, it is needed to receive n x n coefficients matrix, a.k.a the transfer

matrix, along with n coded packets to solve a system like in (5.1) and recover the
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original packets. The total coefficients overhead of RLNC is nlog, ¢ and n?log, ¢ per

packet and generation, respectively, where ¢ is the GF size.

P €11 €12 - €1n P
Py €21 €22 -+ €E2p b2

= (5.1)
Pcn €nl €n2 " Enn Pn

Vo
n*n coefficients matrix

Although the coefficients overhead can be considered small compared to large data
packets, there are some cases in which this overhead can be significant and consumes
noticeable network bandwidth and power of the devices. For instance, in wireless
sensor networks (WSN) where packets are short in length and devices have limited
power, the coefficients overhead can quickly become prohibitive [21]. Even in wired
networks if only standard maximum transmission units (MTU), such as 1500 bytes
are permitted, the header fraction can be too high [22]. Moreover, in P2P content
distribution networks where huge sized files are shared, e.g., 10 Gigabytes (GB) or
larger, the overall coefficients overhead incurred is in hundreds of Megabytes (MB).
The following three examples demonstrate cases where the coefficients overhead is

significant.

Example 1 Consider a wireless sensors network that contains multi-sources which
want to send 50 packets to a sink. If network coding is applied over GF(2%), then the
coding vector is 50 F5% symbols which translates to 50 bytes. But in a such network

the overall packet size is about 100 Bytes, e.g. zigbee packet, which means that the
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overhead ratio is 50%.

Example 2 Consider a wired network that uses M'TU = 1500 Bytes as a packet size.
In such network the generation size is typically large. Hence if we assume n = 512
and the coefficients are drawn from GF(2®), then the coding vector is 512 bytes which

is more than one third of the MTU.

Example 3 Consider P2P content distribution network that uses 16KB as a packet
size and shares a 10GB File. Usually in such scenario the best generation size is
20MB, then the file is segmented to 10GB/20M B = 512 generations. Fach block in
the generation is 16KB, then number of blocks in a generation is 20M B /16 K B = 1280
blocks. Thus, the coefficients matriz is 1280 x 1280 per generation and if the coefficient
are drawn from GF(2%) and each represented as 1 byte, then the total coefficients

overhead of the file is 12808 x 12808 x 512 = 800MB per the file.

5.2 Methods in Literature

Many approaches in the literature are proposed to address the problem of network cod-
ing coefficients overhead. Most of these approaches are based on using sparse coding
vectors, i.e., each coding vector contains only small numbers of nonzero coefficients,
and thus the coding vectors can be compressed.

Mahdi. J et.al. in [22] propose first compressing coefficients vectors scheme which
is based on error correcting codes and using parity check matrices. The scheme consid-

ers m nonzero coefficients, where m << n. The scheme results in coefficients overhead
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equals to 2m per packet. S.Li et. al. in [101] improve the compressing scheme pro-
posed in [22] by utilizing a method of erasure codes and adding a segment ID to the
header to enumerate the IDs of the m nonzero coefficients. The overall compression
rate is improved and coefficients overhead becomes m + n/logq. Further, the coeffi-
cients overhead becomes m+(log, n)/ log, ¢ when a list decoding [102] method is used,
however this requires a GF with large size and more complicated decoding algorithm.
With ordinary GF and efficient decoding algorithms the coefficients overhead becomes
close to:
m*  (logyn)

- — 4 — 5.2
" T o 52)

Danilo.G et. al. in [103] propose another sparse method that only allows selecting
coefficients from a small set, @, of GF(q) elements. Specifically, @ is a subset of the
primitive elements of GF(q), and can be agreed upon among the network nodes in
advance. Thus, the sender, instead of sending the m coefficients values as an n- coding
vector, it can send only a bit vector that contains the coefficients indexes in ) and
their positions in the coding vector. The overall coefficients overhead of this scheme
is m(log2|Q| + logan) bits.

Ye.L et. al.in [100], propose a method that split the coefficients overhead into two
vectors. The first one contains the m coefficients values. The second vector is an n-bit
vector of 0’s and 1’s. At the receiver, the 1’s are replaced with the m coefficients. The

overall coeflicients overhead of this scheme is

mlog(q)/8 + [n/8] bytes. (5.3)
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A scheme that is very related to our work is proposed in [104]. The scheme reduces the
coefficients overhead per packet to be one symbol based on Vandermonde matrices. In
the Vadermonde matrix, the entire row can be generated using a single seed. However,
this scheme has two limitations. First, because of the cyclic characteristic of the
finite field, the generation size is restricted to be n <= GF(q) which means that in
practical scenarios the generation size cannot exceed 32 packets. Second, recoding
at intermediate nodes is highly likely to generate linearly dependent coding vectors.
Another scheme that uses a single seed which is transferred from the sender to the
receiver is proposed in [105]. However, this method requires synchronization among
the participant nodes and it completely lacks the recodability at intermediate nodes.

Niloofar.Y et.al. in [106] propose revolve codes (ReC) which are based on drawing
a common element from a large GF, namely ¢ > 2% to guarantee low probability
of linear dependency, and another n elements from GF(2%). The small elements are
interpreted as one item ¢ and sent along with the large element as a compressed coef-
ficients vector. The receiver generates the complete coefficients vector by repeatedly
shifting the small elements item and each time adding to the large element. The
overall coefficients overhead of this method is (log, ¢ + n * t).

Most of the above studies are unreliable in terms of recoding or\and generating
linearly independent vectors, and not scalable. In specific they do not support wide
range of generation sizes. Moreover, the most reliable methods of these studies are
sparse, which usually requires more complex recoding strategies to retain the structure

of the sparse code [106], [100].
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5.3 Chapter Contributions

We contribute by the following:

— We propose a new method, based on modular arithmetic and prime numbers
referred to as the One Item Network Coding Vectors (OINCV). The method
efficiently compresses the coefficients vectors to a tiny constant value that often

does not exceed 4 bytes.

— The proposed method is dense, recodable, and reliable in the sense that it can

be real alternative to RLNC without any limitations.

— The proposed method is scalable and it can be used over a wide range of ap-
plications and devices, i.e., from wireless sensors networks to high performance

computers.

— Both theoretical analysis and simulation are provided to prove the correctness

and features of the proposed method.

— Theoretically, the proposed method is compared with all state of art studies in

terms of coefficients overhead ratio, and encoding cost.

— Experimentally, the proposed method is compared with all reliable studies in
terms of coefficients overhead ratio, download time, throughput, and packets
drop rate. The experiments are run based on three different packet sizes namely

128 bytes, 1500 bytes, and 16KB.
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5.4 Preliminaries and Design Model

Let P be a prime and Zp = {0, 1, ..., P — 1}, if addition and multiplication are defined
in Zp as being modulo P, Zp can be defined as prime GF of order P, GF(P). On the
other hand, GF(2") or GF(q) where ¢ = 2" and r >= 2 is referred to as an extended
GF. However, elements in the extended GF are presented as polynomials of degree
r — 1 and arithmetic operations are defined as being modulo irreducible primitive
polynomial P(X) of degree r; such primitive polynomials are analogous to the prime
number in Z.

Herein, both prime and extended GF are used. GF(2") and GF(q) are used
interchangeably and when GF(P) and GF(q) are mentioned together, all GF(P)
elements are sub-elements of GF'(q) and P is always the largest prime number less
than ¢. Also, P is always notated by big P, while little p; notation is used to refer to
the other primes in GF(P).

The Chinese remainder theorem (CRT) is used to solve a set of congruent equations

with one variable but different moduli, which are relatively prime.

Theorem 5.1 (The Chinese remainder theorem (CRT)) Let py, pa, ..., pn are

relatively prime positive integers, then the following equations have a unique solution
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modulo M = p1 * pg * ... % py,.

X =a; (mod py)

X =ay (mod py)

X =a3z (mod p,)
The proof and details about this theorem can be found in [107], [108].

Definition 5.1 (Code Density [109]:) It is referred to as the ratio of non-zero
elements in an coefficients vector relative to the size of the vector. It is calculated by:

Z?zleﬁéo_m

dle) = n n

(5.4)

Full density can be achieved by choosing a coefficient for each cell in the coefficients
vector based on random uniform distribution. On the other hand, sparse density can
be achieved by allowing several zeros to be positioned in the coefficients vector. Full
density is desirable as it yields high degree of innovation amongst packets, while it
results in higher coefficients overhead. In practice, sparsity is widely used as it allows
the coefficients vector to be compressed and hence yields reduced coefficients overhead.
However, the higher the sparsity, i.e., code density becomes closer to 0, the higher the
risk to get linearly dependent vectors which leads to even worse overhead. Herein, we
set the code density to 0.4, i.e., m = n/2.5.

In what follows, we propose dense coding vectors technique called One item net-

88



work coding vectors (OINCV) based on modular arithmetic and prime numbers. It

incurs only 2, 3 or maximum 4 bytes overhead per packet.

5.4.1 Primarily step : generating the primes

For a generation of size n, n primes are generated independently in each network node

such that the n generated primes are identical in all the nodes.

Definition 5.2 (Generation Moduli Set (GMS)) For a network coding genera-
tion of size n that runs GF operations, e.q., addition and multiplication, over GF(2"),

the generation primes set is defined as the set of the largest consecutive n — 1 primes

picked up from GF(P) besides P itself, such that GMS={p1,pa, ... pn_1,P}.

For example and without loss of generality the GMSs for 4-packets generation that

operates over different GFs are listed in Table 5.1. The reasons behind selecting the

Table 5.1: Examples of GMSs

Extended GF Prime GF GMS
GF(64) GF(61) {49, 53,59,61}
GF(128) GF(127) {107,109,113,127}
GF(256) GF(251) {233,239,241,251}

largest n primes are twofold: 1) to make the nodes synchronized, namely all the nodes
generate the same GMS without the need to transfer the primes and 2) to leverage
the items of the coding vector, namely, the modulo primes operation will give more
items combination within a coding vector, thereby reducing linearly dependent vectors
probability.

We emphasize that GF(P) is used to creating GMS, and generating or regenerating
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coefficients vectors, while the needed operations by network coding are still performed

over GF(q).

5.4.2 Encoding

Definition 5.3 (Traversed Coefficient (I)) is an integer number selected ran-
domly by the sender such that it is a 2, 3, or 4 bytes and then it is sent as a header

of the coded packet to generate the whole coefficients vector on the receiver side.

Definition 5.4 (Allowed Selection Range (ASR)) is a set where the traversed
coefficients are allowed to be selected. e.g., the set of integer numbers in the range
[P+1,2'%—1]) , [P+ 1,22 1], or [P+ 1,2% —1]. An appropriate ASR is chosen

based on the generation size

For instance, for a RLNC with generation size of 32, it can use GF(P = 251) to
have a GMS with 32 primes and the RLNC operations can be run over GF(q = 256),
and hence, the appropriate ASR for such system is in range [252,2'% — 1]. Encoding
begins by generating a proper GMS that fits with the generation size, thereafter, the
sender selects a traversed coefficient I from an ASR set, then, a vector of integers is

constructed as follows:

[l mod py, I mod ps, ..., I mod p,_1, I mod P)]

These vector elements are GF'(P) integers therefore they can easily be transformed to

the corresponding GF(q) elements, such that the coding coefficients vector becomes
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Figure 5.1: Two network coding packets: (a) RLNC’s packet, and (b) OINCV’s packet

as.

C = [617 €2, ..., Cn—1, en]

To compose the coded packet, each coefficient from ( is multiplied by its corresponding
plain packet and then packets are combined, exactly as in RLNC. However, instead of
sending the complete coding coefficients vector (, the sender sends only the traversed
coefficient I along with the payload. For example assume a generation size of 32
packets and RLNC is applied over GF(2%). Fig. 5.1 shows how OINCV can reduce
the network coding overhead from 32 bytes for the RLNC’s packet to only 2 bytes for

OINCV.

5.4.3 Decoding

Once the receiver received the coded packet, it uses the traversed coefficient to con-
struct the coefficients vector (, in the same way the sender does. The receiver keeps
filling the coefficients matrix until it is a full rank, and then solves using Gaussian

elimination to get the original generation packets. The steps are presented in Fig.5.2.

91



Traversed  Coded
Coefficlents  Packets

| X lymod Py lymod Py o |y mod P, €1 €p €. By
1 1

|2 XZ lymod Py lymod Py . Iy mod P, B € &3y

|3 Xg Cunverttral{efsed vectolr o| Loty limod By s lsmodBs Convert mtregerc?elffu:lentsn'!atnx o8 e ey ey
¥ to nx n coefficients matrix 3 to GF(2 | coefficients matrix 2
[ ]
! : ' '
! . ' '
" X; Iy mod Py [mod Py v |y mod P, 81 B B By

nxl nxi nxn nxn

Figure 5.2: Decoding process at the receiver side

5.4.4 Recoding

An intermediate node, e.g. a router, recodes the incoming packets by randomly se-
lecting two packets out of all the received packets and new two coding coefficients (€}
and €) from GF(2%). The intermediate node then multiplies each coefficient by its
corresponding packet’s payload. Thereafter, linearly combines the new payloads to-
gether to produce the outgoing packet. Two packets are sufficient since the proposed
method is fully dense. On the other hand, the overhead part is composed by attaching
the new selected coefficients (€1, €3), along with the original traversed coefficients (I,
1) of the two selected packets to the outgoing packet as shown in Fig. 5.3 (a). The
reason for attaching the coefficient as opposed to combining them is that if (€3, é;)
are multiplied by ([, I3), then ([, I3) are almost impossible to be recovered on the
receiver side. Thus, attaching these two coefficients reduces the extra overhead from
n to a maximum 10 bytes as will be shown shortly.

When the receiver receives the recoded packet, it uses the traversed coefficients to
construct the coding coefficients vectors as shown in the previous subsection. Next,

each attached coding coefficient (¢é;) is multiplied by its corresponding coefficients

92



vector ((I1). Next, the two coding vectors are linearly combined to produce one
vector. Finally, this vector is added as a row vector to the coefficients matrix. The
complete process is illustrated in Fig .5.3 (b). The payload part of the recoded packet
is not touched on the receiver side and it is added as is to the coded packets column.

Router

Incoming Packets

‘ | | - Outgoing Packet
‘ 1 | 1 >~{éﬂ I |é2: |z | élxl +é2)(2
| 2 xa

(a)

Receiver

Incoming Recoded Packet
T 7 Z
|31| AR | &1, +8:X, ‘

&% (tn t . t1n}|

o
N=]
f Fici B * %"
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tﬂ as roW W, U?
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€31 833 .. Bup mal‘r;‘,‘ (e11=8:ty; +é:t51) ... (@1n=81tyy +Estzn)
€n1 Bz - Bpp
nxn

(b)

Figure 5.3: (a) Recoding process at an intermediate node and (b) Decoding of a
recoded packet at the receiver.

Thus, if the recoding is required, then the process is accomplished with an extra
coeflicients overhead cost which increases as the number of the packets to be recoded
together increases. However, since the proposed method coefficients vectors are fully
dense, then only two coded packets are enough to produce a good recoded packet and
this highly reduces the extra overhead cost. The extra overhead cost will be discussed

in the next section
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Two essential questions about the proposed method arise. First, since the servers
are not co-located and have no coordination, and the traversed coefficients are selected
randomly, then selecting the same traversed coefficient by different two servers leads
to constructing two identical coefficients vectors and as a consequence two linearly
dependent vectors. Hence what is the probability that two or more servers select
the same traversed coefficient? The second question is will the two different traversed
coefficients, I; and I, generate the same coefficients vectors after the modulo operation

over the GMS? These questions are addressed and analyzed in the next section.

5.5 Theoretical Analysis and Proof of Correctness

In this section, we provide theoretical analysis and prove the correctness of the pro-
posed method. In addition, we compare the proposed method with all the previous

studies in terms of coefficients overhead and encoding cost.

5.5.1 Analysis of network coding coefficients overhead

If recoding is not required, then the coding coefficients overhead incurred by OINCV
is a very tiny constant per packet regardless of the generation size, namely, it is 2, 3,
or 4 bytes per packet and 2n, 3n, 4n bytes per generation. In case of recoding, the
analysis considers that a recoded packet is composed by combining two coded packets
only and the receiver is one-hop away from the server, i.e, only one intermediate
node is assumed between the sender and the receiver. Thus in the recoding case, the

overhead contains two traversed coefficients plus two selected coefficients (é1,és), at
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the intermediate node, whose size is 2 bytes and hence the overall coefficients overhead
incurred by the proposed method per packet becomes 6, 8, or 10 bytes.

Whether recoding is required or not, the proposed method compared to the other
state of art studies can reduce the coefficients overhead to a very large extent. Re-
call that m = [n/2.5], Fig. 5.4 (a), Fig. 5.4 (b), and Fig. 5.4 (c) present results
for theoretical coefficients overhead per generation (plotted on log scale), when the
recoding is not required, for small, moderate, and large generations sizes, respectively.
The evaluation is performed for OINCV using 2, 3, and 4 bytes traversed coefficient,
referred to as OINCV2, OINCV3, and OINCV4, respectively. The figure shows that
OINCV always incurs the minimum overhead and the difference in the overhead value
between OINCV and the other methods increases as the generations sizes get larger.
Moreover, the figures show that the proposed method is viable for all the generations
sizes, while some methods are vanished for moderate and large sizes.

Figure. 5.5 shows the same results with recoding. Although the method has been
proposed in [104] has less coefficient overhead when the generation size is 16, it is
prone to extreme linearly dependent if recoding is required and it is viable only when

n <32 [104].
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5.5.2 Analysis of selecting different values from ASR

To decode a generation of n packets successfully, it needs n distinguishable traversed
coefficients to be selected from ASR. we examine the probability of selecting n distin-

guishable traversed coefficients.

Proposition 5.1 The probability that n traversed coefficients selected from an ASR

are distinguishable is given by:

Pua(I1, I, ..., I,,) = (5.5)

Proof. For the first selection, the probability that the traversed coefficient, I,

is distinguishable is equal to 1, Py (l1) = 1. For the second selection, Py (ls) =

V?j?g_'l, for the third selection, Pyis(I3) = “Tjggz and so on for the next selections.
. . _ |ASR|-(n—1) @ .
Finally, for the n-th selection , Py (l,) = TTASR Since these are independent

events, then the overall probability of selecting distinguishable traversed coefficient
from the ASR for a generation of size n is given by:

Paist(1) % Puist(I2) X .. X Paiar(In) = TT1, PEEE= |
Figure. 5.6 shows the probability of selecting distinguishable traversed coefficients
based on (5.5) and by simulation for different generation sizes. Also, traversed coeffi-
cients of sizes 2 ,3, and 4 bytes are considered and denoted in the figure as OINCV2,

OINCV3, OINCV4, respectively. For the simulation, each experiment has been run for

1000 repetitions then the average result is taken. From the figure it can be concluded
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that the 2 bytes traversed coefficient can be only used with small generations sizes ,
i.e., size < 32, since GMSs for these generations can be picked up from GF(P = 251)
and the GF operations can be run over GF(2%) which is compatible with computer
arithmetic which stores and sends the data as multiple of 8-bit words. Larger genera-
tions, with size>=64, must not consider 2 bytes traversed coefficient for the following
reasons: First, they need that their GF operations run over GFs greater than GF(2%),
for example, there is no 64 primes less than 256 and thus a 64 packets generation
needs to use GF(2%) which leads to chunk a large packet into a 9 bits blocks which
in turn violates the computer and network convenience, and the second reason is that
the probability of getting distinguishable traversed coefficients is decreased as the gen-

erations get larger as shown in the figure. When the traversed coefficient is of size 3
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or 4 bytes, the operations coefficients are generated over GF(2'®) since the GMS is
picked up from GF(P = (2'6 — 15) = 65521) and the figure shows that the 3 bytes
traversed coefficient can be used with moderate generations, i.e..between 64 and 512,
and the 4 bytes traversed coefficient can be used with large generations, indeed, 4
bytes traversed coefficient can be used for any generation at the cost of extra one or

two bytes overhead.

Theorem 5.2 The arbitrarily selected n traversed coefficients from an appropriate

ASR are distinguishable with high probability.

Proof. The proof is constructive by substituting in (5.5) and the observations

from Fig.5.6.

« for small generations that contain 32 packets or less, if ASR ranges in [252, 216—1]

, then |[ASR| = 65284 and Pys > 0.99.

» for moderate generations that contain packets between 64 and 512, if ASR ranges

in [65522, 224 — 1], then |ASR| = 8323086 and P > 0.99.

« for large generations that contain packets between 1024 and 6144, if ASR ranges

in [65522, 252 — 1], then |ASR| = 4294901774 and P > 0.99.

o Moreover, all these calculations are supported by simulation as shown in Fig. 5.6.
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5.5.3 Analysis of generating two identical coding vectors

We showed in the previous subsection that the probability of selecting two identical
traversed coefficients can be minimized to approach 0. In this subsection, we address
the questions, do two different traversed coefficients modulo the same GMS generate
the same coding coefficients vector? what the probability that two or more different

coding coefficients vectors are linear dependent?

Theorem 5.3 Two different traversed coefficients modulo the same GMS do not gen-

erate identical coefficients vectors.

Proof. This can be proved by contradiction. Assume we have a coding coefficients
vector ¢ = [ejes...e,] which is generated by a traversed coefficient (/;) modulo GMS.

stepl: Assume that there is another traversed coefficient (I3) that can generate
the same coding coefficients vector (.

step2: Let ( vector be written as a system of simultaneous linear congruence:

I =e; (mod py)

I} = ey (mod ps)

I =e, (mod P)

since pq, po, ..., P are relatively prime, then utilizing the CRT the above system has
a unique solution which is I;. As a consequence, I, can not generate ¢ unless I, =
(p1 X pa X ... x P)+ I; but since this value is far larger than I, it is out of ASR scope.
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By Theorem 5.2 and 5.3 we have proved the viability and the reliability of OINCV
method. Finally and for the sake of completeness, we analyze the probability that two
or more different coefficients vectors generated by the proposed method are linearly
dependent.

It is well known that an n x n matrix over GF'(2") is full rank with high probability

for large 7, i.e., r >= 8 and the proof is mathematically given by [110]:

n—1

44" - ¢
1l == (5.6)
=0 q -

Since GF(P) contains at least 98% of GF(2") elements, for 8 <= r <= 16, then

an n X n matrix over GF(P) is full rank with almost the same high probability.

Lemma 5.1 An n X n coefficients square matrix with random choice of its elements

from GF(P) is full rank with high probability, w.h.p and mathematically is given by:

[[ - (5.7)

Proof. By building up the n x n matrix from the scratch. The first row can be any
n—tuple vector over GF(P), therefore we have P" — 1 choices , excluding the zero
vector. The second row must be linearly independent from the first one and since
there are P linearly dependent vectors of the first row, then we have P™ — P choices.
For the third row to be linearly independent from the first and the second rows, we
have P" — P? and so on. In general, for the i row to be linearly independent from the

previous (i — 1)—rows, we have P" — P! choices. Once we build the matrix by this
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way, we know that its rows are linearly independent and thus the matrix is invertible.

Hence, the number of invertible matrices is given by

n—1
(P"—1) x (P" = P)x .. x (P" =P ") = [[(P" - P (5.8)
i=0
The overall n x n matrices over GF(P) is given by:
prxn (5.9)

divides (5.8) by (5.9)

Pr(1— 2) x PP(1— &) % ox Pr(1— 220)

_ Pn pPn
- Pn><n
1 P nl
= (1— — 1— — 1—
(1= 52) (L= ) X o x (1= )
n—1 i
=J[1-=—
[t
1=0
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5.5.4 Analysis of encoding cost

Definition 5.5 (Encoding Cost:) This refers to the time needed to compose an
encoded packet from plain packets. Precisely, this time involves the addition and

multiplication operations over GF(2") needed to generate a such packet.

Since in the proposed method the GF operations are run over GF(2'®) for generations
sizes >= 64, thus the whole data packet is represented by fewer GF symbols than the
other methods which usually run GF operations over GF'(2%) or GF(2*). This leads
to minimizing the number of addition and multiplication operations. For instance,
for a packet of size 1500 bytes if the used GF is GF(2%), then the packet is presented
by 1500 symbols which means that an encoded packet needs 1500n addition and
multiplication operations. On the other hand, if the used GF is GF(2'%), then the
same packet is presented by 750 symbols which in turn minimizes the number of
addition and multiplication operations to 750n.

Although the cost for a single operation over GF(2'%) is more expensive than the
cost of the same operation over GF(2%), the encoding cost of the proposed method is
always less than that for RNLC and RLNC-like methods. This is because the number
of operations is minimized to the half and most software and hardware implementa-
tions are using lookup tables for multiplication which makes the time per an operation
is almost the same even when the field sizes are different.

Figure. 5.7, Table 5.2 ; and Table 5.3 present results of encoding cost measured in
seconds of 128 and 1500 bytes packets for generations range between 64 to 1280. The

results show that whether the lookup tables are used or not, OINCV has less encoding
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cost than RLNC.
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Figure 5.7: Encoding cost comparison between RLNC and OINCV

Table 5.2: Encoding cost (secs) of a 128 bytes packet

Generation Size | 64 128 | 256 | 512 1024 | 1280
RLNC 0.133 | 0.212 | 0.717 | 0.754 | 1.533 | 1.910
OINCV 0.132 | 0.206 | 0.390 | 0.676 | 1.287 | 1.633
RLNC,r 0.031 | 0.052 | 0.083 | 0.146 | 0.262 | 0.340
OINCV r 0.031 | 0.052 | 0.080 | 0.141 | 0.257 | 0.314
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Table 5.3: Encoding cost (secs) of a 1500 bytes packet

Generation Size | 64 128 256 512 1024 | 1280
RLNC 0.924 | 2.034 | 2.793 | 3.660 | 8.637 | 20.439
OINCV 0.821 | 1.689 | 2.335 | 3.239 | 6.614 | 17.78
RLNCpr 0.046 | 0.074 | 0.125 | 0.232 | 0.440 | 0.578
OINCVp 0.029 | 0.053 | 0.097 | 0.181 | 0.351 | 0.442

106




5.6 Experimental Work

In this section, we consider a dissemination protocol that has multi servers which
disseminate their data by performing network coding to one or multi receivers. The
servers have no coordination among themselves. Also, we consider different file sizes
that vary from 16 KB to 20 GB to cover wide range of applications and networks from
wireless sensors to large scale P2P content distribution networks. OINCV is compared
with the most reliable state of the art methods which are RLNC of S.Li et. al. [101],
and the method of Ye.L et. al.[100].

The evaluation considers the following performance metrics: coding coefficients
overhead measured in KB, number of dropped packets at the receiver side, download
time measured in terms of number of rounds, and throughput measured as number of
packets per round. The remaining details needed for each network scenario are given

in the respective subsections.

5.6.1 Wireless Sensors Network Case Study

In this case scenario, we consider the following settings:

o Data of sizes 16KB, 32KB ,64KB, and 128KB are shared by two servers to one
client who is zero, one, or two hops away from the servers. The servers share their
packets generation by generation, namely, sequential scheduling policy. The

client sends acknowledgement only when it is received all generation’s packets.
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o We consider a Zighee packet which is 128 bytes but since the packet header is

28 bytes we have only 100 bytes under our control.

« We assume generation size of 32 packets [21], link bandwidth of 2 packets/round,
the loss probability due to channel erasure is ¢ = 0.2 , and the acknowledgement

is likely to get lost with probability a = 0.1.

Based on these settings, we can specify the packet payload and coefficients overhead,
and compute accordingly how many generations the data must be divided for each
of the considered methods. For instance, when the data file size is 16KB and the
RLNC method is used, then the coding coefficients overhead per packet is equal to
the generation size, i.e., 32 bytes, and thus the remaining 68 bytes are for the payload.
To specify the number of generations, first the data size is divided by the payload to
get the number of packets, [16 K B/68B| = 241 packets, then the number of packets is
divided by the generation size, [241/32] = 8 generations. For the methods proposed in
[101] and [100], first] the coefficients overhead is calculated according to (5.2) and (5.3),
respectively, then the other specifications are determined. For OINCV the coefficients
overhead is 2 bytes since GMS can be generated from GF(251), and therefore I can
be selected from [252, 26 —1]. Table 5.4 summarizes the specification for all methods.
The number following the OINCV word indicates the traversed coefficient size, e.g.,
OINCV?2 means OINCV that uses 2 bytes traversed coefficient.

Figure. 5.8(a) shows results of the coefficients overhead in KB; the results indicate
that the proposed method always incurs the minimum overhead beginning with 0.43

KB and ending with 3.5 KB, while the overhead for next best method begins with
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4.3 KB and ends with almost 35 KB. Figure. 5.8(b) shows the download time results
in terms of rounds. Since the proposed method has the minimum overhead, then the
majority of the packet is occupied by the payload which leads to split the whole data
file into fewer packets and generations, and hence less download time. Figure. 5.8(c)
shows the throughput results measured in packets/round. Although the bandwidth
of the channel is 2 packets/around, the maximum throughput (ideal) is 1.6 pack-
ets/round since € = 0.2. The OINCV throughput is 1.48 packets/round which is the
maximum amongst the others and the closest to the ideal throughput. Figure. 5.8(d)
shows results of the number of dropped packets at the receiver side. Basically, packets
are dropped at the receiver side when packets of a generation are received while the
generation is already completed. This action happens because of the loss of the ac-
knowledgement or/and the absence of servers coordination. Since OINCV has always
the minimum number of generations and thus fewer acknowledgement to be sent, it
has always the minimum number of dropped packets.

Because OINCV overhead is constant and, in contrast to the other methods, it
is not affected by the generation size, it turns out that the generation size of 32 is
not optimal choice for OINCV. Indeed, OINCV can work on generation size of 100

packets and perform better with extra one byte overhead within a packet. Figure. 5.9

Table 5.4: Specifications for different NC methods

NC Packet Payload | Packet Overhead Number of generations
Methods (Bytes) (Bytes) 16KB | 32KB | 64KB | 128KB
RLNC 68 32 8 16 31 61
Shizheng2010 78 22 7 14 27 53
YeLii2018 83 17 7 13 25 50
OINCV2 98 2 6 11 21 42
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Figure 5.8: Performance metrics of 0-hops WSN for different NC methods

compares OINCV of 32 packets generation size with OINCV of 100 packets generation

size, referred as OINC'V,,; in terms of coefficients overhead, download time, through-
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put, and number of dropped packets. Results show that the coefficients overhead of
OINCV,, is slightly larger than OINCV and this is because for a generation size
of 100 the traversed coefficient (I) can be selected up to 224 which yields to 3 bytes
coefficients overhead per packet. The results also show that all the other metrics are
improved, e.g., throughput reaches 1.54 packets/round and the number of dropped

packets is reduced to at least 60%.

Minimum Coordination among the servers

Further to reduce the coefficients overhead and maintain the generation size equals
to 100, a traversed coefficient with 2 bytes can still be used but with GMS generated
from GF(P = 1021) and thus ASR ranges in [1022, 2!° — 1]. However, this ASR range
for 100 packets generation may lead to a probability equals up to 0.2 that two or more
selected traversed coefficients are identical since the servers have zero coordination
among themselves.

Minimum coordination assumes that the servers can narrowly cooperate with each
other such that the ASR is divided into subsets and each subset contains 100 values,
e.g., [1022,1121], [1122, 1221]... etc. Then if each server is specified to one subset to se-
lect its traversed coefficients, the probability of selecting identical traversed coefficient
approaches to 0. For ASR ranges in [1022,2'® — 1], |ASR| = 64513,and generation
size equals to 100, this scheme supports up to 645 servers.

Figure. 5.10 compares OINCV of 32 packets generation size, OINCV,,, and
OINCV of 100 packets generation that uses 2 bytes traversed coefficients, referred as

OINCVypipius, for the same metrics. Results show that the coefficients overhead is
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maintained at the same level of OINCV,,,; or even improved.
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Recoding

In this section, we repeat the previous experiments with the same settings except

now the servers are 2-hops away from thq geceiver as shown in Fig. 5.11, and thus



_ Servers

Receiver

Figure 5.11: 2-hops WSN with two servers and one receiver.

recoding is required. We assume that the links between the servers and access points
(APs), and the ones between the AP and the receiver have the loss probability of
e = 0.2. Tt is also assumed that the links between the three APss are error free. Table
5.5 summarizes the new specifications for OINCV and OINCYV,,,;, considering that
recoding of the other methods does not need any extra cost.

Figure. 5.12 presents results of the new network topology for the same metrics.
Naturally, the performance degrades because of the existence of intermediate nodes
between the servers and the receiver. The results show that although OINCV has

extra cost when the recoding is required, it still outperforms the other methods for

Table 5.5: New Specifications of OINCV and OINCV

Packet Payload | Packet Overhead Number of generations
(Bytes) (Bytes) 16KB | 32KB | 64KB | 128KB
OINCV2 92 8 6 12 23 45
OINCYV g 90 10 2 4 8 15
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all the metrics. Indeed, OINCV can outperform the other methods as long as the
route between the servers and the receiver is less than or equal to 11 hops as shown
in Fig. 5.13. When the number of hops is greater than or equal to 12, the method

proposed by [100] begins to outperform OINCV.

Effect of Sensitivity Analysis on OINCV

By varying the loss probability (¢), the effect of sensitivity analysis is shown in Fig 5.14.

5.6.2 Ethernet Protocol Network

In this case scenario, we consider the following settings:

o File of sizes 50MB, 100MB, 250MB, 500MB are shared by 4 servers to one
client who is zero hops away from the servers. The servers share their packets
generation by generation, namely, sequential scheduling policy. The client sends

acknowledgement only when it is received all generation’s packets.

« We consider Ethernet/IP MTU packet size which is 1500 bytes, and the upload

rate for each server is up to 10 packets/round.

o We assume generation sizes of 256 and 512 packets.

Based on these settings and as shown in the previous section, Table 5.6 presents the
specifications of packet payload and coefficients overhead, and number of generations
of each network coding method when the generation size is 256. Figure. 5.15(a) shows
results of the coefficients overhead in MB; the results show that the OINCV overhead
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Figure 5.12: Performance metrics of WSN for different network coding vectors meth-
ods with recoding.

does not exceed 1 MB for all the files, while the next best method overhead reaches

50 MB. Figure. 5.15(b) shows the download time results in terms of rounds. Since
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the proposed method has the minimum overhead, then the majority of the packet is
occupied by the payload which leads to split the whole data file into fewer packets
and generations, and hence less download time. Figure. 5.15(c) shows throughput
results measured in packets/round. The results shows that OINCV throughput is 39.5
packets/round which is the maximum amongst the others and the closest to the ideal
throughput which is 40 packets/round. Figure. 5.15(d) shows results of the number of

dropped packets at the receiver side. Since OINCV has always the minimum number

Table 5.6: Specifications for different NC methods (n = 256)

NC Packet Payload | Packet Overhead Number of generations
Methods (Bytes) (Bytes) 50MB | 100MB | 250MB | 500MB
RLNC 1244 256 165 330 824 1647
Shizheng2010 1334 166 154 308 768 1536
YeLi2018 1365 135 151 301 751 1501
OINCV3 1497 3 137 274 685 1369
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of generations and thus fewer acknowledgement to be sent, it always has the minimum

dropped packets.
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n = 256

Table 5.7 shows the specifications considering generation size of 512 and Fig. 5.16

depicts related results for the considered metrics.
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servations. Firstly, although the generation size is doubled the performance of all
NC methods expect OINCV degrades for coefficients overhead, download time, and
throughput metrics and that is because the coefficients overhead as well as is doubled
while the packet size is fixed which yields increasing in number of packets. Secondly,
the number of dropped packets at the receiver side for all the methods is improved
because the number of generations is reduced and thus fewer acknowledgements to
be shared. Thirdly, all the performance metrics of OINCV are improved and that is
because the the coefficients overhead size does not change which leads to the same
number of packets, and generation size is doubled which leads to more packets in-
cluded within a generation, and thus the number of generations is reduced to the half.
Figure 5.17 shows the same metrics results for variations of OINCV which denoted
as OINCV3 256, OINCV3 512, OINCV3_ 1024, OINCV4 1024 where the first
number refers to the size of the traversed coefficient and the second number refers to
the generation size, and for "OINCV3_1024" it assumes that there is a minimum
coordination among the servers. The results show that as the generation size in-

creases, the performance metrics get improved. Therefore, it is better to expand the

generation size as much as possible as long as it is computationally feasible.

Table 5.7: Specifications for different NC methods (n = 512)

NC Packet Payload | Packet Overhead Number of generations
Methods (Bytes) (Bytes) 50MB | 100MB | 250MB | 500MB
RLNC 988 512 104 208 519 1037
Shizheng2010 1170 330 88 176 438 876
YeLi2018 1231 269 84 167 416 832
OINCV3 1497 3 69 137 343 685
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5.6.3 Large Scale P2P Content distribution network

In this scenario, we are interested in measuring the overall coefficients overhead and

the following settings are considered:

« File of sizes 5GB, 10GB, 15GB, and 20GB shared by 4 servers to one client over
a reliable channel. The servers share their packets generation by generation,
namely, sequential scheduling policy. The client sends acknowledgement only

when it is received all the generation’s packets.
o We consider packet size of 16KB.

« We assume generation size of 1280 packets, link bandwidth of 8 MB/round that
is shared evenly among the servers such that each server can upload 2 MB /round,

and the receiver download rate is 8 MB/round.

Based on these setting, results of coefficients overhead in MB are depicted in Fig. 5.18.
Since the difference between OINCV and others is huge, log scale is used. The real
values are depicted in Table 5.8. The results show the big feature of OINCV that is
able to reduce the overall coefficients overhead to a little number of megabytes which
does not exceed 6 MB even when the file size is 20 GB. Compared to RLNC, [101],
and [100], the performance improved by about 99.7%, 99.5%, and 99.4%, respectively.

Since the coefficients overhead size per packet compared with payload is small
and data link rate is high, other metrics like throughput, and download time are not
greatly improved by OINCYV for this network case.

123



- E—— Oo-=------" &
7 R e ____________ gy =mmmmrmrm I EIEIEEE i
ei ___________ ¥ - © =RLNC -
=== ==H-= Shizheng2010
5L YelLi2018
sl OINCV3
4 —af— OINCV4

Coefficients Overhead (MB)

5 10 15 20
File Size (GB)

Figure 5.18: log scale of coefficients overhead in P2P content distribution network.

Table 5.8: Coefficients overhead (MB) in P2P content distribution network.

NC File Size
Method 5GB | 10GB | 15GB 20GB
RLNC 413.67 | 823.8 | 1247.36 | 1647.66
Shizheng2010 | 248.69 | 495.2 | 749.88 | 990.53
Yeli2018 217.18 | 432.49 | 654.86 | 865.02
OINCV3 0.969 1.93 2.92 3.86
OINCV4 1.29 2.57 3.89 5.14

5.7 Chapter Summary

In this chapter, the problem of NC coefficients overhead is revisited. A novel ap-
proach based on modular arithmetic and prime numbers, and influenced by Chinese

remainder theorem (CRT), referred to as One Item Network Coding Vectors (OINCV),
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is proposed to reduce the coefficients overhead by augmenting only one item coeffi-
cient of size two or a maximum of four bytes along with the payload packet. The
proposed approach successfully addresses all limitations of the previous methods in-
cluding the limitations on the generation size and density of the packets within the
generation, rocoding on the intermediate nodes, and creating innovative coding vec-
tors. Probabilistic theoretical analysis addresses questions about the proposed method
and proves its viability and reliability considering generations sizes that vary from 16
to 6144 packets per generation. The experimental work is conducted for three differ-
ent networks types, i.e., Wireless Sensors Network (WSN) | Ethernet network with
with 1500 bytes packet size, and large scale P2P file sharing network that uses 16KB
packet size. Also, files sizes from 16KB to 20GB are distributed. The results show
that the proposed method far outperforms all the previous methods in terms of coding
coefficients overhead, download time, throughput, number of dropped packets on the

receiver side.
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CHAPTER 6

CONCLUSIONS AND FUTURE

WORK

6.1 Conclusion

Network Coding (NC) is known as a helpful method for increasing the content avail-
ability, accelerating the download process, and robustness against churn in Peer-to-
Peer (P2P) networks. Originally, DNC has been proposed and theoretically considered
as an optimal solution. However, due to its huge computational overhead, it is not
viable for real-world systems. Subsequently, sparse, generations, and overlapped gen-
erations network coding schemes are proposed as possible alternatives but at reduced
performance compared to that provided by the DNC.

In the first part of this work, we model the problem of P2P content distribution as
the deck of cards probability problem and we analyze it based on this model for both
baseline and network coding P2P content distribution systems. Based on this analy-

sis, we propose a novel procedure referred to herein Super generation network coding
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(SGNC) which is a network coding scheme that boosts the robustness against churn
in P2P networks, while maintaining roughly the computational cost relative to gener-
ation network coding. In addition, we evaluate the proposed method and compare it
with normal generation network coding, overlapped generation network coding, and
baseline BitTorrent. The experiments consider file sizes ranging from 320MB to 5GB,
and utilize three piece scheduling policies namely: random, local RF, and global RF.
The aforementioned schemes are evaluated in terms of availability, overhead, down-
load time, and decodability. Simulation results show that SGNC can improve the
robustness of the network, minimize the download time, incurs low overhead, and
speeds up the decodability which in turns alleviates the CPU load.

In the second part, the problem of NC coefficients overhead is revisited. A novel
approach based on modular arithmetic and prime numbers, and influenced by Chi-
nese remainder theorem (CRT), referred to as One Item Network Coding Vectors
(OINCYV), is proposed to reduce the coefficients overhead by augmenting only one
item coefficient of size two or a maximum of four bytes along with the payload packet.
The proposed approach successfully addresses all limitations of the previous methods
including the limitations on the generation size and density of the packets within the
generation, rocoding on the intermediate nodes, and creating innovative coding vec-
tors. Probabilistic theoretical analysis addresses questions about the proposed method
and proves its viability and reliability considering generations sizes that vary from 16
to 6144 packets per generation. The experimental work is conducted for three differ-
ent networks types, i.e., Wireless Sensors Network (WSN) | Ethernet network with

with 1500 bytes packet size, and large scale P2P file sharing network that uses 16KB

127



packet size. Also, files sizes from 16KB to 20GB are distributed. The results show
that the proposed method far outperforms all the previous methods in terms of coding
coefficients overhead, download time, throughput, number of dropped packets on the

receiver side.

6.2 Limitations and Future Work

The main limitation of SGNC was its extra network coding coefficients overhead,
which is resolved in the second part of this thesis successfully. Future work includes
considering the effect of local and global rarest-first policies over wide area networks
with large diameters.

The main limitation of OINCYV is the extra coefficients overhead cost when recoding
is required. Future work includes proposing methods to mitigate the recoding cost.
Another potential and important research direction is to have a real implementation
of OINCYV on sensors and calculate the energy consumed by the OINCV operations,
specifically, from generating GMS until composing the encoded packet. Also for Zigbhee
network, a deep sensitivity analysis for the erasure probability and the loss probability

could be considered.
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