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Cooperative control of multiagent systems is an active and increasingly studied topic
of research, with many engineering applications arising in multi-robot systems, rescue
missions, and robotic manipulation. This thesis addresses the cooperative leader-
following and leaderless control of multi-vehicle systems. In the first part of the the-
sis, given a geometric-pattern, the formation problem is investigated for discrete-time
higher order multiagent systems under denial-of-service (DoS) attacks. The considered
attack scenario compromises agents rather than edges of the communication topology.
This leads to a severe behavior of the multiagent systems and most of the existing tech-
niques studying arbitrary switching dynamics fail to investigate this situation. Besides,
we propose a distributed scaled-consensus protocol that utilizes a probabilistic quan-

tization algorithm to solve the practical mean-square scaled-consensus problem. The
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second part of the thesis is focused on the leader-following and leaderless consensus
problems of discrete-time multiagent systems. Employing an observer, the distributed
control law of each agent is designed using local information to guarantee consensus,
and the corresponding sufficient conditions are obtained by exploiting graph and Lya-
punov theory approach. A modified distributed event-triggered consensus protocol is
also designed to reduce transmissions over the network. Detailed analysis of the lead-
erless and the leader-following consensus is presented for both observer-based and full
information protocols. Then the consensus problem for nonlinear multiagent systems
with time delay is studied based on an asynchronous event-triggered mechanism. We
select an agent as a leader that is constrained by its neighbors and controlled by the
proposed protocol as other agents. It has been theoretically demonstrated that the con-
sensus problem of multiagent systems with nonlinear perturbation and time delays can
be achieved if the control gains and the triggering parameters are appropriately selected.
Finally, output synchronization of heterogeneous time-delay discrete-time multiagent
systems is investigated via output couplings. Sufficient conditions are obtained to
gquarantee dissipativity for agents modeled by descriptor dynamics. Then a distributed
consensus protocol based on the outputs of the neighboring agents is proposed to show
that the individual dissipativity leads to output synchronization of the overall multia-
gent system. The proposed synchronization scheme exhibits strong robustness facing
norm-bounded uncertainties. The proposed cooperative protocols are validated through

simulation examples and the results show considerable improvements.
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CHAPTER 1

INTRODUCTION

This thesis mainly investigates the cooperation problem of multiagent systems, which
has gained considerable attention in the last decade in the control community. Rapid
advances in technologies, communication, and sensing have enabled various devices to
be provided in a cooperative manner. In the field of cooperative systems, it is possible
to use networking architectures in which agents communicate and cooperate to achieve
a predefined common goal. The cooperative scenario in multivehicle systems promises
much in terms of joint goal team, performance, and reliability. However, it requires
expanding the conventional control theory, computation facilities, and communication
policies. In this thesis, we are interested in cooperative multivehicle systems since they
become very important and show up in new engineering applications being investigated
these days. Moreover, they provide an interesting structure where control theory,

communication, and computation facilities are integrated into unified settings.



1.1 Background and Motivation

Cooperative control appears to be of great importance when a single complex
agent/vehicle is equivalently replaced by multiple yet simpler agents. In this sce-
nario, two different control methodologies are commonly applied for controlling mul-
tiple agents: a centralized and a distributed control architecture. The centralized
approach is established using a sufficiently powerful central control system such that
it is responsible to control a whole group of agents. The limited bandwidth of com-
munication, agent failure, and packet losses lead to drawbacks of this approach such
as the lack of robustness. On the other hand, the distributed control architecture
does not require a central controller at the cost of becoming far more complicated in
structure and analysis point of view. Both techniques are of great importance depend-
ing on the circumstances of the real applications, the distributed approach is more
advantageous to be used for multiagent systems due to the close relationship among
agents in the group where information exchange plays a primary role. Solving the
cooperation problem based on distributed techniques has several advantages such as
less operational costs, strong robustness, adaptability, and flexibility.

In a cooperative control framework, consensus refers to the group behavior that
all of the agents reach an agreement regarding a global goal of interest that is in-
timately related to the trajectories behavior of all agents. It is achieved through a
consensus protocol that can be identified by an interaction law and the information
exchange algorithm between the agents over a communication network. A formal

investigation of reaching consensus which describes how groups of experts in manage-



ment reach agreement on a joint team objective in 1960s (see [2], [3], [4] and references
therein). The idea behind consensus serves as a fundamental principle for the design
of distributed multiagent cooperation and coordination algorithms. Consequently, the
consensus problem has become an active research direction in the investigation of dis-
tributed multiagent coordination. To bridge the gap between the study of consensus
algorithms and many physical properties inherited in practical systems, it is necessary
and meaningful to study consensus by considering many practical factors, such as
actuation, control, communication, computation, and vehicle dynamics, which char-
acterize some important features of practical systems. This is the main motivation to
study consensus.

One of the most important aspects that should be considered in the design of coop-
erative protocol is the communication limitation and the controller actuation schemes
over the communication network. A practical design of multiagent systems usually
equips each agent with a processor that is responsible for actuating the controller laws
and collecting data from neighboring agents according to a specific protocol. It is of
great interest to let the cooperative schemes to provide sampling procedure in order
to decrease the number of transmissions between agents. The event-driven fashion
is preferable for the application in hand due to the limited resources of embedded
processors and band limited communication networks. However, reducing the num-
ber of information updates may degrade the performance of the overall system, this
means that the design procedure should preserve desired properties such as stability
and convergence. Although multiagent systems have many benefits, they pose one of

the most challenging problems that is the vulnerability to cyber attacks. As the com-



munication links are introduced, the multiagent system becomes vulnerable to cyber
attacks. Another important challenge in cooperative control of multi-vehicle systems
is to cooperatively control the vehicles’ positions such as the robots form a desired
geometric pattern [5], [6]. There have been several control methodologies for multi-
vehicle cooperation in the existing literature [7], [8], [9], [10], [11]. When one of the
vehicles is designated as a leader and other robots are follower, the approach is called
leader-following [12], [13], [14]. The follower vehicles have to position themselves in
a cooperative manner such that their locations maintain the desired relative distance
with respect to the leader vehicle. An example of cooperative control objective in
multi-agent systems is the consensus, i.e. all the states of agents are supposed to con-
verge to a global agreement on a state value. Formation control is also an important
scheme where the objective is to make agents move in specified geometric shape [15],
[16]. Coverage scheme occurs when a group of agents produces a maximal spread of
their network without disconnection in the coverage goal. In addition, cooperative
agents could be distributed as a group of sensors to collect information and estimate
a phenomenon of interest. Flocking cooperation is used to force agents to behave like
natural animals such as flocking birds [17]. Rendezvous is another well-known form
of cooperation problems in space [18], [19]. This problem is equivalent to reaching an
agreement in position by a number of vehicles within an interaction graph. The reader
might see [20] and the references therein helpful for a more detailed discussion about
the rendezvous problem. This kind of problems becomes challenging under variations
in the graph topology. On the other hand, flocking is considered to be more chal-

lenging than rendezvous in space due to its requirements in both interactions between



agents and vehicle-to-obstacle collision avoidance.

1.2 Objectives of the Thesis

The long-term goal of this research aims at providing an effective cooperative and
coordinated control of multivehicles systems. The research findings will contribute to
the advancements of control theory to guarantee the stability of cooperated vehicles.
This research also intends to investigate control over networks to utilize event triggered

mechanisms for vehicles. Particularly, the research has the following core objectives:

1. To design a cooperative protocol to achieve consensus for multivehicle systems,
which will guarantee cooperation in multivehicle systems under packet losses

and/or adversarial attacks.

2. To analyze and synthesize an event triggering mechanism for cooperative mul-

tivehicle systems over communication networks, in face of uncertainties.

3. To investigate the problem of distributed leader-following consensus for general
multivehicle systems and to provide cooperative observer-based methodology in

order to force multivehicles reach consensus.

1.3 Steps and Control Methodology

The research approach of this thesis is intimately related to the rigorous mathemati-
cal analysis to guarantee cooperation and coordination among agents via distributed

protocols. This approach is applied to the triggering mechanisms, the cooperation



process, and the impact of cyber attacks as well. Discrete-time analysis is investi-
gated to show how the event-based structure should be designed so its performance
matches the continuous-time counterpart.

To save the energy consumption involved in a consensus protocol, the event-
triggering methodology should be investigated for multiagent systems. Based on an
asynchronous event-triggered mechanism where local information of a communication
graph is involved, a distributed consensus protocol will be used to reduce the network
communication congestion for achieving state consensus for multiagent nonlinear sys-
tems. To avoid complications involving data fusion, the consensus protocol should
allow every agent to broadcast its state when its own triggering condition instead of
using continuous updates and without continuous monitoring of the triggering condi-
tion. We select an agent as a leader that is constrained by its neighbors and controlled
by the proposed protocol as other agents.

By means of an observer, the distributed protocol of each agent is designed using
local information to guarantee consensus. A modified distributed event-triggered con-
sensus protocol is designed to reduce communication congestion. Detailed analysis of
the leaderless and the leader- following consensus is presented for both observer-based
and full information protocols.

For a secure consensus problem where multiple attacks can be seen as one chan-
nel attack, in this thesis, the adversaries could attack multiple agents indepen-
dently/distributively. The considered attack scenario compromises agents rather than
edges of the communication topology. A novel distributed consensus protocol is ad-

dressed to reduce the effects of such a DoS attack. The proposed protocol uses static



output-feedback.

A distributed consensus protocol based on the outputs of the neighboring agents
is adapted to show that the individual dissipativity leads to output synchronization
of the overall multiagent system. Moreover, the counterparts of the result of the
cooperation based on dissipativity for the multiagent system with event triggering
mechanism is also investigated.

Through the thesis, the cooperation problems are transformed into stability prob-
lems. The Lyapunov theory is used to guarantee cooperation among agents and Las-
sale’s principle is not needed. Lyapunov stability theory hinges on the deployment of
norms that physically represents the total energy of dynamical systems. By applying
an appropriate transformation, the consensus/formation problem is transformed into
a stability problem and necessary and/or sufficient conditions are given in terms of
bilinear matrix inequalities and the consensus gain can be obtained based on linear
matrix inequities (LMI). The feasibility of the LMI conditions can be checked easily
using MATLAB-CVX-toolboxes. The norm ||.|| denotes the Euclidean norm of a vec-
tor to measure the disagreement among agents. It should be noted that convergence

speed could be changed when another norm is employed.

1.4 Thesis Outline and Statement of Contribu-

tions

This section gives a summary of this thesis. It describes each chapter’s content and

results. We also present journal papers in which material used in this thesis has been



or is going to be published. This dissertation provides a substantial number of results
to the cooperated multivehicles in face of uncertainty /nonlinearity, packet losses in a
communication network, and limited communication bandwidth. In addition, effec-
tive event-triggering that generates sporadic executions is investigated since it is an
effective way of improving the efficiency of communication in real applications. The
capability and features of the proposed cooperation strategies could be used for various
vehicles with uncertainties, nonlinear dynamics, and time delays. Besides, generating
sporadic executions of distributed protocols represents an effective way of improving
the efficiency of communication in many real applications.

Chapter 2: DISTRIBUTED MULTIAGENT SYSTEMS: Chapter 2 pro-
vides relevant background for the topics considered in the thesis.

Chapter 3: DISTRIBUTED SECURE FORMATION: Output Feedback
Approach In Chapter 3, the formation problem of multiagent systems is investigated
for multiagent systems under denial-of-service (DoS) attacks. The considered attack
scenario compromises agents rather than edges of the communication topology. A
novel distributed consensus protocol is addressed to reduce the effects of such a DoS
attack. The proposed protocol uses static output-feedback. By applying an appropri-
ate transformation, the consensus/formation problem is transformed into a stability
problem and necessary and sufficient conditions are given in terms of bilinear matrix
inequalities. Then, a sufficient condition is derived to design the formation gain based
on linear matrix inequity (LMI).

Chapter 4: QUANTIZED SCALED-CONSENSUS: In this Chapter, the

practical mean-square scaled-consensus problem of multiagent systems is studied.



Higher-order general linear dynamics is investigated, where all agents are subject
to faults or denial of service attacks (DoS). The considered network comprises agents
taking quantized states under undirected communication channels. First, we pro-
pose a distributed scaled-consensus protocol that utilizes a probabilistic quantization
algorithm. Second, scaled-disagreement analysis is provided via mean-square stabil-
ity methodology. Finally, sufficient conditions in terms of linear matrix inequalities
are presented in order to obtain scaled-consensus gain for both leaderless and leader-
follower cases. The presented theoretical results are examined through two simulation
examples.

Chapter 5: DISTRIBUTED EVENT-TRIGGERED CONSENSUS
PROTOCOLS: This Chapter focuses on the leader-following and leaderless con-
sensus problems of discrete-time multiagent systems. A distributed observer-based
consensus protocol is proposed to investigate the consensus problem for multiagent
systems of general discrete-time linear dynamics. By means of the observer, the dis-
tributed control law of each agent is designed using local information to guarantee
consensus, and the corresponding sufficient conditions are obtained by exploiting
graph and Lyapunov theory approach. A modified distributed event-triggered con-
sensus protocol is designed to reduce communication congestion. Detailed analysis of
the leaderless and the leader-following consensus is presented for both observer-based
and full information protocols. Finally, some simulation examples are provided to
demonstrate the effectiveness and capabilities of the established theories.

Chapter 6: LEADER-FOLLOWING CONSENSUS WITH TIME-

VARYING DELAY: This Chapter studies the consensus problem for discrete time



nonlinear multiagent systems with time delay. Based on an asynchronous event-
triggered mechanism where local information of a communication graph is involved,
a distributed consensus protocol is proposed to reduce the network communication
congestion for achieving state consensus for multiagent nonlinear systems. To avoid
complications involving data fusion, the consensus protocol should allow every agent
to broadcast its state when its own triggering condition instead of using continuous
updates and without continuous monitoring of the triggering condition. To save the
energy consumption involved in a consensus protocol, the proposed event-triggering
guaranteed cost is investigated in this Chapter for multiagent systems. We select an
agent as a leader that is constrained by its neighbors and controlled by the proposed
protocol as other agents. It has been theoretically demonstrated that the consensus
problem of multiagent systems with nonlinear perturbation and time delays can be
achieved if the control gains and the triggering parameters are appropriately selected.
Sufficient conditions are given to guarantee that the agents achieve consensus. More-
over, the gain matrix and triggering parameters of the proposed protocol are cast
into matrix inequalities conditions. A simulation example is given to illustrate the
effectiveness of the theoretical results.

Chapter 7: OUTPUT-SYNCHRONIZATION: Chapter 7 investigates out-
put synchronization of heterogeneous time-delay discrete-time multiagent systems via
output couplings. Firstly, sufficient conditions are provided to guarantee dissipativity
for an individual agent modeled by the descriptor dynamics. A fully distributed con-
sensus protocol based on the outputs of the neighboring agents is proposed to show

that the individual dissipativity leads to output synchronization of the overall multia-

10



gent system. The proposed synchronization scheme exhibits strong robustness facing
norm-bounded uncertainties. Moreover, the counterparts of the result of the coopera-
tion based on dissipativity for the multiagent system with event triggering mechanism
is also investigated. The proposed triggering mechanism and the consensus protocol
solve the synchronization for all admissible uncertainties and time varying delay. Fi-
nally, a numerical heterogeneous model is carried out to illustrate the effectiveness of
the proposed strategies.

Chapter 8: : CONCLUSIONS: In Chapter 8 we conclude the thesis and
discuss future challenges, suggested problems, and new directions.

Publications: This thesis is primarily based on the publications:

o Bilal J. Karaki, and M. Mahmoud. “Quantized Scaled-Consensus of Linear
Multiagent Systems on Faulty Networks”, ( International Journal of Systems

Science, doi: 10.1080,/00207721.2020.1869343), 15-Jan-2021.

« M. Mahmoud, Bilal J. Karaki. “Output-Synchronization of Discrete-
Time Multiagent Systems: A Cooperative Event-Triggered Dissipative Ap-
proach”, ITEEE Transactions on Network Science and Engineering, doi:

10.1109/TNSE.2020.3029078, 14-Oct-2020.

o Bilal J. Karaki, and M. Mahmoud. “Scaled Consensus Design for General
Linear-Multiagent Systems Under the effect of Attacks and Communication-

Delays”, ( IEEE Transactions on Control of Network Systems, under review).

o Bilal J. Karaki, and M. Mahmoud. “Distributed Event-Triggered Consensus

11



Protocols for Discrete-Time Multiagent Systems”, (IEEE Transactions on Sys-

tems, Man, and Cybernetics: Systems, under review).

« Bilal J. Karaki, and M. Mahmoud. “Leader-following Consensus for a Class of
Nonlinear Multivehicle systems with Time-varying Delay”, (IEEE Transactions

on Cybernetics, under review).
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CHAPTER 2

DISTRIBUTED MULTIAGENT

SYSTEMS

In the past decades, cooperative control of multiagent systems has attracted much
research attention due to its widely potential applications in unmanned aerial vehicles,
power systems, sensor networks, mobile robots, etc., see [21]-[22]. In this research, all
agents work cooperatively such that the group achieves desired collective behaviors by
employing a cooperative control policy. One of the most typical aspects in cooperative
control problems is the consensus problem, which is generally classified into leaderless
consensus [23]-[24] and leader-following consensus [25]-[26]. The leaderless consensus
approach requires all agents to reach a common value or variable. However, the leader-
following scheme needs the followers to track the leader’s state, where the leader can
be considered as a reference generator and is not affected by the followers [27]-[28].
According to the existing research about multiagent systems, cooperation performance

is primarily influenced by the behavior of the agents and the communication topology

13



129].

2.1 Introduction to Cooperative Multiagent Sys-

tems

In recent years, cooperation and coordination of a group of vehicles have received
increasing attention from various scientific communities. A central challenge for co-
operative multiagent systems is to design a distributed protocol based on local mea-
surements such that consensus is achieved. We call the multiagent system achieves
consensus agreement if a prescribed common collective behavior is reached and main-
tained by the networked system. Consensus has been used in a wide variety of appli-
cations including system control theory, statistical physics, biology, applied mathe-
matics, and computer science [30]. Various results have been obtained on this problem
[31], [32], [33]. For instance, three formation algorithms have been investigated for
a group of autonomous vehicles in [31]. Li and Guan [32] used center manifold to
achieve a consensus of nonlinear multiagent systems. In addition, the average consen-
sus was solved for multiagent systems with switching topologies based on Lyapunov
analysis techniques [33]. In the past decades, various consensus protocols have been
proposed to achieve the agreement, such as linear first-order consensus protocol [33],
linear second-order MASs consensus protocol [34], consensus protocol for high-order
linear dynamics [35], nonlinear protocols [36], etc.

The consensus problem of multiagent systems is one of the challenging problems

in cooperative control methodologies and has a wide variety of scientific applications,
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such as formation problem [37], [38], [39], wireless sensor networks [40], intelligent
traffic management [41], rendezvous of spacecrafts [42]. For the sake of consensus,
many researchers have addressed several effective control strategies, such as robust
control [43], observer-based methods [44], pining methodology [45], adaptive control
[46]. Thus, multiagent systems have been researched extensively by various scientific
communities in automatic control, computer science, and other fields [47]. Hence,
profound results on the properties of multi-agent systems have been established [48],
[49]. Generally speaking, the consensus objective is guaranteed by finding a dynamic
interaction protocol that drives agents to reach an agreement on a common target. It
is a fundamental demand for investigating cooperative control methodologies of multi-
agent control systems [50]. Based on Lyapunov methods and Lasalle’s invariance prin-
ciple, together with the algebraic graph and matrix theories, consensus methodologies
have been reported in the literature, see, e.g. [51]. For instance, it is demonstrated
that the consensus of position and velocity second-order challenge is investigated for
multiagent systems in [52].

Achieving consensus is an essential requirement for the cooperation of multiagent
system [53]. For instance, leaderless-consensus is investigated for discrete-time first-
order multiagent systems under stochastic communication noise [54]. In addition,
several significant findings on consensus problems have been addressed such as syn-
chronization [55], [56], flocking [57], [58], and swarming [59], [60]. On the other hand,
the leader-following consensus of linear and nonlinear multiagent systems is addressed
in [61], [62], where the states are updated in accordance with neighboring information

exchange in order to track the behavior of the leader.
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Synchronization and cooperation of multi-agent systems have attracted consider-
able attention due to their extensive engineering applications such as control theory,
microgrids, computer science, etc. [63], [64], [65], [66], [67], [68]. In recent decades,
the cooperation and coordination of multi-agent systems have been substantially ad-
dressed [69], [70], which is a basic requirement for studying multiagent systems [71].
Cooperation among agents without a centralized controller, while each agent can only
access local /neighboring information is one of the main challenges in multiagent sys-
tems. This problem is one of the most fundamental issues of cooperation control,
whose main duty is to implement a distributed protocol via local and neighboring in-
formation so that the states or the outputs of agents can reach a prescribed agreement
[72]. Analytical and numerical methodologies to solve the synchronization problem
have been reported in the literature, which is evident from several monographs ([73],
[74]), and numerous articles in different settings, such as consensus ([75]) and the

references therein.

2.1.1 Scaled-Consensus

Recently, various new consensus problems have emerged such as scaled consensus
problem [76]. Scaled-consensus is considered as one of the important coordination
problems in multiagent systems. Scaled-consensus is considered a generalization of
the usual consensus. The scaled-consensus was first defined by S. Roy [76], wherein
agents’ states reach dictated ratios in the asymptote. In other words, the multiagent
system is said to reach scaled-consensus if the ratios between the agents’ trajectories

converge to predefined known constants. With this observation, usual consensus [77],
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(78], [79], and group consensus [80], [81], [82], etc. become special cases of the scaled-
consensus by adjusting an appropriate agents’ scales. Shang [83] derived sufficient
and necessary conditions required to achieve finite-time scaled-consensus for first-
order dynamics. Hou et al. [84] investigated a scaled cluster consensus for first-order
discrete-time multiagent systems. There are several interesting problems on cluster
consensus desired to be more investigated. For instance, most existing results imposed
strict conditions to achieve cluster consensus (see [85], [86], [87], [88], [89], [90], [91],
[92]). More precisely, the coupling gains should be negative or positive and zero-sum
for inter-cluster desynchronization. However, the coupling weights are usually stored
distributively over the graph topology. In addition, the zero-sum coupling constraint
is usually difficult to meet. Inspired by the work of Roy [76], a scaled cluster consensus

is investigated where no conditions are imposed on the network topology in [93].

2.1.2 Output Feedback Protocols

The state-feedback consensus protocols are mainly based on a restrictive assumption
that all the agent’s states are accessible. However, generally speaking, the state vari-
ables of each agent can not be directly measured in practical applications, especially
for agents with higher-order dynamics. Thus, full state feedback algorithms in such
cases should be replaced by output feedback-based techniques. However, the static
output feedback consensus protocols of multi-agent systems is more difficult than that
of state feedback and observer based protocols. The output feedback control scheme
has been applied to the consensus problem in [94], [95], [96]. However, cooperation

via static output feedback is generally restrictive (see [97], [98] for more details). An
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alternative is to use observer-based output feedback protocols. Some results on this

topic can be found in [99], [100], [101], [102], and the references therein.

2.1.3 Dissipativity Based Approach

Consensus protocols for linear and nonlinear multiagent systems are investigated with
the help of the Lyapunov method, algebraic graph theory, and matrix theory in [74].
Moreover, various consensus problem of second-order multiagent systems is addressed
where the consensus of velocity and position can be achieved [103]. Dissipativity as
well as its special case passivity has been exploited to analyze the stability of mul-
tiagent systems. The finite-time synchronization problem is investigated based on
the passivity approach by exploiting adaptive state feedback with linear and nonlin-
ear couplings [104]. Sufficient delay-dependent conditions are derived to realize the
cooperation of a class of nonlinear multiagent systems such that the trajectories con-
verge to the convex hull with mixed H,, and passivity index [105]. Under switching
topologies, consensus protocol with the help of the dissipativity is proposed to ensure
that the agents can reach an agreement [106]. In [107], distributed suboptimal H,

consensus problem was established based on the dissipativity of uncertain systems.

2.2 Practical Issues in Multiagents

The integration of logical control, communication, and physical processes/agents have
introduced the control community to cyber-physical systems. With recent progress

in control theory and its applications, cyber-physical systems have become one of the
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major subjects in the field. Its powerful capabilities provide significant advantages
and have been widely used in industrial, aerospace, chemical processes, and critical

applications

2.2.1 Cyber Attacks

Networked multivehicles systems can possess a changing topology or time-varying dy-
namics due to failures or creations of links and/or nodes in various scenarios. There
has been an enormous surge of interest among theorists from various disciplines of
science and engineering in challenges appear in multiagent and multivehicles coop-
eration problem over networked systems. Although multi agent systems have many
benefits, they pose one of the most challenging problems that is the vulnerability to
cyber-attacks. As the communication links are introduced, the Multi-agent system
becomes vulnerable to cyber-attacks.

Multiagent systems are vulnerable to cyber-threats due to the deep integration of
physical agents and networking. Consequently, as highlighted in [108], [109], secure
control has become an essential aspect of research in networked systems. Therefore, it
is vital to investigate the coordination and cooperation problem of multiagent systems
under cyberattacks, and many preliminary results have been investigated in this regard
[110], [111], [112], [113]. By interrupting significant data exchanged between agents,
the adversary aims to affect the consensus among agents and steer the agents to an
unacceptable operating point. This type of cyberattack is called denial of service
attacks (DoS) which is the most common and simplest type of attacks. The attacks

arrive in a random and intermittent manner due to the fluctuation in adversary’s
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statistical factors. DoS attacks are often modeled by the Markov process or Bernoulli
process [114], [115]. The secure consensus algorithms presented in [116], [117], [118]
were devoted to a class of attacks such that all channels are seen as one channel from
the adversary’s point of view. Moreover, multiagent systems are more vulnerable to
multiple attacks with different and independent characteristics since the agents always
communicate with each other individually [119]. Moreover, investigating multiple
DoS attacks case is more realistic and practical. Multiple attack scenario, where the
adversary can compromise partial or all agents at any time, is the major motivation
of this study.

Besides, reliable distributed consensus protocols have been emerging as an impor-
tant research area since failures and attacks on communication channels are unavoid-
able in multiagent systems. It is worth noting that the existence of DoS attacks in
multiagent systems leads to adverse effects on consensus performance and may cause
disagreement among agents. The DoS attack in cooperative systems is a challenging
and critical problem because the adversaries can compromises each channel /node in-
dependently [120]. In such a scenario, when the attacker successfully launches a DoS
attack, the destination agent will be prevented from data exchange [121]. Therefore,
a secure control design is an efficient mechanism since it preserves the system from
possible attacks. For example, the work in [121], investigated distributed secure con-
sensus protocol for linear multiagent systems under DoS attacks. It is worth noting
that, most of the investigated secure consensus protocols under DoS attacks have
been devoted to a class of adversaries that compromises all channels as one channel

[122], [123], [124]. However, addressing the consensus problem where the adversary
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can compromise partial agents/channels or all agents/channels is more practical. A
secure protocol that achieves asymptotic consensus against multiple adversaries has
been developed in [125]. More importantly, a predictive secure control for multiagent

systems under DoS attacks has been investigated over quantized networks [126].

2.2.2 Quantization

Most of the aforementioned studies primarily focus on ideal communication patterns
where quantization is not considered. However, the precision of the controller and
communication bandwidth are constrained and limited. Hence, practical measure-
ments produce error which could affect the performance of the consensus algorithms.
Since quantization error is inevitable, the consensus over quantized communication
channels has become an active research topic (see[127], [128], [129], [130] and refer-
ences therein). In [131] sampled-data based consensus for MASs under logarithmic

quantizers is discussed.

2.2.3 Time-Delay

It is worth pointing out that time-delay among agents is inevitable in real applications
of multiagent systems. Although it has growing attention in recent years, the problem
is rarely investigated for consensus protocols. Most of the existing research focuses
on multiagents without considering the time-delay. Consequently, time-delay has be-
come an essential aspect of research in the coordination and cooperation problem of

multiagent. Introducing time delay could affect the consensus performance and steer
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the agents to an unacceptable operating point. Various theoretical approaches have
been investigated to solve consensus problem for time-delay multiagent systems [132],

[133], [134].

2.2.4 Heterogeneous agents

On the other hand, most of the attention had been paid to cooperation among homo-
geneous agents rather than heterogeneous systems. Whereas synchronization method-
ologies for homogeneous multiagent systems have been thoroughly investigated, syn-
chronization of non-identical agents still remains a challenging problem. Interesting
results have been addressed for the multiagent synchronization problems for hetero-

geneous dynamics, including the descriptor system [135], [136].

2.3 Discrete vs Continuous

The aforementioned results are all continuous, and the control law design requires
state information continuously which is too ideal to achieve consensus for multiagent
systems. By comparison, for the sampled-data control methods, which are based on
difference equations, the trajectory information is just broadcasted at discrete instants
among the agents and the control law remains unchanged within two consecutive sam-
pling times. It is expected that in real applications, due to the limited bandwidth and
energy constraints of wireless communication, continuous protocols are obsolete and
can not be implemented [137],[138],[139]. Implementing a periodical sampling scheme

or the time-triggered policy could waste resources such as network bandwidth due to
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the numerous redundant sampling data. This leads to data congestion particularly
when the sampling intervals are very short [140]. It is for this reason that efficient con-
trol schemes should be implemented to reduce data transmission and control updates.
Therefore, the event-triggered policy is an effective method to mitigate the unnec-
essary waste of communication and computation resources, and the sampled-data is
released to the shared communication network when a defined condition is violated
[141].

It is worth mentioning that continuous protocols require agents to exchange in-
formation continuously over the communication networks. However, this is an ideal
case and should be avoided since the information exchange among the agents (espe-
cially the agents/vehicles which are physically distributed) takes place over digital and
wireless networks. This implies that the data is sampled and discrete-time systems
are more appropriate to analyze the cooperation in multiagent systems. Nevertheless,
continuous analysis can be used to solve this issue based on event-triggering schemes.
For discrete-time multiagent systems, the consensus and formation conditions are con-
siderably harder to derive than its continuous counterpart [142], [143], [144].

Most of the synchronization passivity-based methods have considered continuous-
time multiagent systems; however, implementation of cooperative discrete-time multi-
agent systems is needed. Discrete-time output consensus for heterogeneous multiagent
systems is addressed using the internal model principle [145]. The internal model is

exploited to convert the synchronization problem into an output stabilization problem.
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2.4 Event-Triggered vs Periodic Cooperative Pro-

tocols

One of the most important aspects that should be considered in the implementation
of cooperative algorithms is the communication limitation and the controller actu-
ation schemes over the communication network. A practical design of multiagent
systems usually equips each agent with a processor that is responsible for actuating
the controller laws and collecting data from neighboring agents according to a specific
protocol. It is of great interest to let the cooperative schemes to provide protocols
that reduce the number of transmissions between agents. The event-driven fashion
is preferable for the applications in hand due to the limited resources of embedded
processors and band-limited networks. However, reducing the number of measure-
ment updates may degrade the performance of the overall system, this means that
the design procedure should preserve desired properties such as stability and conver-
gence. A time-triggered sampling mechanism wastes computation and communication
resources of the network.

Two types of distributed protocols to solve the synchronization problem for
discrete-time dynamical system is proposed using observer-based methodology [146].
The aforementioned results focus on continuously updated protocols such that every
agent needs to continuously employ its state and neighbors’ states. On the other hand,
to avoid this problem, researchers have investigated the triggering algorithms to reduce
communication congestion over networks. Since continuous communication between

agents usually leads to the waste of energy and resources, event-triggered mechanisms

24



are usually used to reduce unnecessary transmissions in practical applications [147],
[148], [149]. Event triggering mechanisms have been tailored to fit synchronization
over networks [150], [151], and so far, a number of results have been widely developed
to address this issue [152], [153], [154], [155]. Some theoretical approaches have been
investigated to address event-triggering consensus control for time delay multiagent
systems [132], [133], [134]. Moreover, a decentralized event-triggered protocol based
on dissipativity approach is proposed for systems with multiple sensors to sample
agents outputs [156].

A distributed event-triggered control was proposed for multiagent systems with
combinational measurements in [157]. In this case, the control law of each agent is ex-
ecuted only at its own triggering time instants and it uses the combinational measure-
ments based on the information received from its neighbors. The corresponding results
on event-triggered consensus based on combinational measurements can be found in
the works [158]-[159]. Many results have been investigated to enlarge the inter-event
time intervals to decrease the transmission frequency [160]-[161]. It is worth men-
tioning that the integral-type of event-triggered mechanisms has been proved to be
more efficient to generate samples with larger inter-event intervals [162],[163]. The
expansion of triggering-intervals in the integral-type occurs due to the averaging mech-
anism of the error over the period between last update and the current time rather
than checking the error value at discrete instants. The integral type triggering is
addressed for first-order multiagent systems in the work reported in [164]. Event-
triggered consensus with integral type condition was considered for linear multiagent

systems by using the combination measurements in [165], [166].
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In [167], the leader-following consensus is considered for multi-agent systems and
novel results have been addressed by using event-triggered protocols. Mahmoud et
al. developed a discrete-time protocol for leader-following scheme and designed a
dynamic output feedback consensus protocol [168]. In [169], sufficient conditions were
established to achieve synchronization with a desired performance for discrete-time
multi-agent systems with higher-order linear dynamics. It should be noted that many
of consensus techniques [170]-[171] require fulls state information and assumes that the
variables are accessible. Nevertheless, in real applications, the state variables are not
available for measurement due to practical limitations. In this scenario, it is essential
to introduce an observer-based control in order to reach consensus [172]-[173]. For
instance, a discrete-time observer-based protocol was proposed for leader-following
consensus in [172]. Moreover, Chen et. al. [174] addressed the consensus problem
for multi-agent systems with state observers. The tracking cooperative methodology
was developed for a multiagent system by exploiting an observer-based controller
under external disturbances [173]. Therefore, to implement practical control protocols
for multiagent systems, it is compulsory to investigate the network limitations and
consider the computation resources. This motivates us to seek the possible approach
of event-triggered discrete-time protocols for multiagent systems. We have tried to
introduce a well-organized solution to the leaderless and leader-following problem of
the discrete-time multiagent system under fixed communication topology.

For achieving the consensus of multiagent system, continuous information ex-
change of agents through neighbor-based interactions may lead to data congestion

in the network. When capacity limitation of the communication network and en-
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ergy resources are limited, an effective mechanism called the event-triggered strat-
egy should be adopted to reduce unnecessary sampling and data transmission among
agents [175], [176], [177]. Unlike the classical time-triggered control mechanism, sam-
pled data is transmitted only by the occurrence of a predefined condition instead
of periodic broadcasting among agents. Motivated by these features, a considerable
number of researchers have extended event-triggered control mechanism to the con-
sensus of multiagent systems earlier by the group guided by Dimarogonas [178],[179],
and so far, a substantial amount of research has been reported on this issue [180],
[181]. For instance, output feedback consensus methodology is addressed to control
disturbed multiagent systems via event-triggered mechanism in [182]. Furthermore,
as proposed in the work of Yang et al [183], a distributed event-triggered strategy
for nonlinear multiagent systems is addressed that effectively reduces the information
exchange and actuation updates. Most of the above works focus on multiagents with
certain dynamics and without considering the time delay. However, several event-
triggered methodologies on uncertain multiagent systems with time-delay have been
investigated [184]. In [185] and [186], leader-following consensus via event triggering
scheme is investigated by considering the leader that is not controlled by the con-
sensus protocol and can not receive information from the followers. On the other
hand, in various practical applications, the leader should be updated and controlled
by the state of other agents. For example, the leader should receive information from
the control center in order to solve the formation of aircraft problems. Hence, one
might select an agent as a “Similar Leader”. Unlike the results in [185], [186], “Sim-

ilar Leader” is selected, constrained, and controlled by the same consensus protocol
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of other agents. Based on consensus protocol designed, agents reach consensus with
“Similar Leader”.

It is worth mentioning that most of the aforementioned literature on event-
triggered consensus control of multiagent focus on achieving consensus when agents
are governed by first/second-order dynamics. However, in some cases, for example,
the agents have limited energy resources to carry out specific tasks such as movement
and communication. Taking into account the energy consumption, the event-based
consensus guaranteed cost is addressed, with a performance index involving energy
consumption. Energy-consumption is a very appealing topic in multiagent systems
that ought to be addressed simultaneously with the consensus problem [187]. In [188],
[189], a cost performance index is introduced to obtain a tradeoff between consensus
regulating performance and energy consumption. A powerful methodology for guar-
anteed performance-based control can accommodate an energy index with an upper
bound. In [190], a guaranteed performance consensus protocol has been addressed for
multiagent systems with Lipschitz nonlinear dynamics. Few findings have been stated
on the guaranteed performance of multiagent systems under event-triggered strategies.
State feedback and event-triggered guaranteed cost based control are addressed for
uncertain switched linear systems in [191] and [192], respectively. However, it worth
mentioning that no time delay is considered in the dynamics of the agents investigated
in [191] and [192]. On the other hand, time-delay among agents is inevitable in real
applications. A guaranteed performance is studied for a class of higher-order linear
multiagent control systems with sampled-data information [193]. Suboptimal output

consensus for a high dimensional multiagent system with constant delay is addressed
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Research directions

Continuous Dynamics

Discrete Dynamics

First-Order [197], [198], [199], [200], [201], [202], | [203], [204]
Second-Order [198],[170], [30] [205], [206]
High-Order [95], [35]
State-Feedback [94], [99]
Output-Feedback | [95], [5], [99]
Observer-Based [114], [146], [44], [166], [174] [100], [172]
Event-Triggered [156], [197], [94] [207], [208]
Time-Delay [209], [197], [94] [210]
Nonlinear [128], [211], [55], [30] 212], [213]
Uncertainty [43] [210]
Homogeneous [142], [143]
Heterogeneous [197],[170]
Leader-following [170], [55], [5],[30] [146], [172]
Leaderless [166] [142]
Quantized [128 [205], [206]
DoS Attacks (11

[

Scaled-Consensus

in [194], and time-varying delay [195]. Guaranteed cost consensus is also addressed in
[196] for second-order multiagents with directed graphs where communication delays
are introduced. However, the aforementioned research on guaranteed cost consensus is
based on a time-triggered mechanism rather than a distributed event-triggered proto-
col. It is found that guaranteed cost control has gained more attention for time delay
multiagent systems with time-triggered strategy. Although it has growing attention in

recent years, the problem is rarely investigated for event-triggered consensus protocols

Table 2.1: Literature survey

of nonlinear and uncertain multiagent systems.
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2.5 Notations

In the sequel, N and R are the sets of integers and real numbers, respectively. R™
denotes n-dimensional Euclidean space. R™ denote the n-dimensional vector space
equipped with the Euclidean norm. We use M~! and M7 to denote the inverse
and the transpose of any matrix M, respectively. The notation 1 is used to denote
the column vector with all components equal to one. ® is the Kronecker product.
We use [ to represent the n x n identity matrix. Matrices are assumed to be of
compatible dimensions for matrix operations, if their dimensions are not explicitly
stated. In symmetric matrices, we use the symbol e to represent a block matrix that
is induced by symmetry. Let 1 denote the vector of ones. El-] is used to represent the
mathematical expectation. We consider the convention that intersection over empty
index (1, ;cp = [t1,t2) as the union of all subintervals of [¢1,72). Given two sets A
and B, A\B is the relative complement of B in A. For the set D(a,b) of disjoint
subintervals [a;, b;), we use the notation |D(t, s)| to represent the sum of subintervals
lengths over [a, b].

Let G = {V,&, A} denote an undirected graph of N order, where V =
{vi,i=1,...,N}, € CVxV,and A = [a;;] € R™™", be the set of vertices, edges, and
the adjacency matrix of the graph G, respectively. The Laplacian matrix £ = [(;;|nxn
with respect to the graph G is defined as L£;; = Zjvzl a;; and L;; = —ay; for i # j.
It is assumed that each node represents an agent and the information exchange of
neighbors of the agent v; is denoted by N; = {j : (v;,v;) € £}. If there is an informa-

tion exchange between agent ¢ and agent j, that is, (v;,v;) € &, then a;; = aj; =1
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otherwise a;; = a;; = 0. d; =) jen; Qij defines the degree of an agent v;. A sequence
of different consecutive nodes starting with v; and ending with v; represents a path in
the graph G from v; to v;. If there exists a path between any two vertices, then the
graph G is considered to be connected. When the leader-follower case is considered, we
denote a diagonal matrix B = diag {b;,bs,- - ,bx}, where b; = 1 if the leader belongs

to the neighboring set of the agent ¢ and b; = 0 otherwise.

31



CHAPTER 3

DISTRIBUTED SECURE

FORMATION

In this Chapter, the formation problem of multiagent systems is investigated for
discrete-time multiagent systems under denial-of-service (DoS) attacks. Different from
the existing works on secure consensus where multiple attacks can be seen as one chan-
nel attack, the adversaries could attack multiple agents independently /distributively.
The considered attack scenario compromises agents rather than edges of the commu-
nication topology. This leads to a severe behavior of the multiagent systems and most
of the existing techniques studying arbitrary switching dynamics fails to investigate
this situation. In addition, the communication topology becomes disconnected when-
ever an agent is attacked because the agent becomes isolated. A novel distributed
consensus protocol is addressed to reduce the effects of such a DoS attack. The pro-
posed protocol uses static output-feedback. By applying appropriate transformation,

the consensus/formation problem is transformed into a stability problem and neces-
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sary and sufficient conditions are given in terms of bilinear matrix inequalities. Then,
a sufficient condition is derived to design the formation gain based on linear matrix
inequity (LMI). Finally, simulation example is presented to demonstrate the effective-

ness of the proposed theoretical results.

3.1 Introduction

The state-feedback consensus protocols are mainly based on a restrictive assumption
that all the agent’s states are accessible. However, generally speaking, the state vari-
ables of each agent can not be directly measured in practical applications, especially
for agents with higher-order dynamics. Thus, full state feedback algorithms in such
cases should be replaced by output feedback-based techniques. However, the static
output feedback consensus protocols of multi-agent systems is more difficult than that
of state feedback and observer based protocols. Output feedback control scheme has
been applied to the consensus problem in [94], [95], [96].

Multiagent systems are vulnerable to cyber-threats due to the deep integration of
the physical agents and networking. Consequently, s highlighted in [108], [109], secure
control has become an essential aspect of research in networked systems. Therefore, it
is vital to investigate the coordination and cooperation problem of multiagent systems
under cyber attacks, and many preliminary results have been investigated in this
regard [110], [111], [112], [113]. By interrupting significant data exchanged between
agents, the adversary aims to affect the consensus among agents and steer the agents to

an unacceptable operating point. This type of cyber attacks is called denial of service
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attacks (DoS) which is the most common and simplest type of attacks. The attacks
arrive in a random and intermittent manner due to the fluctuation in adversary’s
statistical factors. DoS attacks are often modeled by Markov process or Bernoulli
process [114], [115]. Moreover, investigating multiple DoS attacks case is more realistic
and practical. Multiple attack scenario, where the adversary can compromise partial
or all agents at any time, is the major motivation of this study. Motivated by the
existing works, this Chapter concentrates on static output feedback formation problem
for high-order discrete-time linear multiagent systems under multiple DoS attacks.
The considered attack leads to losses of nodes/agents and result in switchings and
disconnecting communication topology. The main contributions of the Chapter can

be concluded as follows:

1. In our proposed consensus algorithm, it is not required to introduce extra sen-
sors and devices to continuously measure the state of agents. Different from
the existing work [214], [217], [119], the proposed protocol is designed based
only on the relative output information thereby it is more favorable in practical

applications.

2. We investigate multiple DoS attacks with independent characteristics for dif-
ferent transmission channels. Therefore, the DoS attack model in [218] can be
viewed as a special case of the considered model in this Chapter. In addition,
our investigation solves the formation problem under attacks that always dis-
connect the communication topology, where most of the stabilizing techniques

of arbitrary switching dynamics fail.
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3. Sufficient and necessary condition in terms of a bilinear matrix inequality and a

sufficient condition in terms of LMI are derived to solve the formation problem.

3.2 Problem Statement and Preliminaries

3.2.1 System Description

Consider a group of IV agents which update their states based on information exchange.

The communication topology G is used to represent the information exchange among

agents. The dynamics of each agent is governed by the following linear discrete-time
system:

zi(k + 1) = Az;(k) + Bu;(k)

yi(k) = Cxy(k) (3.1)

where z;(k) € R", y;(k) € RP, and u;(k) € R"™ are the state, output and input of

agent i for t =1, 2,--- , N, respectively. A, B, and C' are constant real matrices with

appropriate dimensions.

Assumption 1 The pair (A, B) is assumed to be controllable and the output matriz

C is a full row rank matriz.

Remark 1 Note that the controllability is a mild assumption. No conditions have
been imposed on the eigenvalues of the state matriz A for the usual consensus case.
However, we need at least an eigenvalue equals to one in order to achieve the state-

formation problem as will be seen in the sequel.
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Figure 3.1: (a) Parallelogram formation and (b) point formation (consensus) [1].

The multiagent system (3.1) achieves formation when the agents collaborate such
that their states reach prescribed constraints and form a geometric pattern/shape. We
use relative vector constraint to describe the geometric patterns, see Figure 3.1. The
vector variable h; represents the desired state formation of agents. More specifically,

the definition of point-formation and state formation are stated as follows.

Definition 3.1 The multiagent system (3.1) achieves the usual consensus (point for-
mation) if the following condition is satisfied for all agentsi € G:
lim [|z;(k) — z;(k)[| — 0
k—o0
The multiagent system (3.1) reaches the state formation if the following limit:
Jim (k) — h) — (a5 (k) = hy)| = 0

is satisfied for predefined formation constant vectors h; € RN for all agentsi € G.

Assumption 2 For the state formation problem, the state matriz A has at least
simple eigenvalue and equals to one. The formation vectors h; are assumed to belong

to the eigenspace of the state matriz A associated with the eigenvalue \(A) = 1, i.e.
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Ah; = h; Vi € G.

The following assumption on the graph topology G is standard in investigating coop-

eration and coordination of multiagent systems, see [119], [219].

Assumption 3 The graph G is undirected and connected.

Remark 2 [t is worth pointing out that point consensus can be formed via state
formation definition with zero formation vectors h; = 0. This implies that Ah; = h;
without an assumption on the eigenvalues of the state matriz A since h; is trivial.
Moreover, the communication graph G is assumed to be connected in normal operation

only. Nevertheless, the graph losses this property under attack scenarios.

3.2.2 Distributed Protocols

We are interested in designing distributed formation-protocol based on local measure-
ments of the neighbors of each agent. To address the cooperation problem we consider

the following formation protocol:

wilk) = K Y aij [ys(k) = hY = (y;(k) — b)) (3.2)

JEN;
for all i € V, where h! = Ch; and K is the formation gain matrix to be designed. It
is worth noting that the formation protocol (3.2) does not explicitly depend on the

vector constraint h;. Consider the disagreement vector defined as follows

N
1
(k) = (k) — hi = = D (k) = hy) (33)
j=1
which is used to convert the formation problem into stability analysis. Denote
T T
wk) = | WT'(k) WLk) ... uL(k) ] x(k) = [ Tk 2L k) ... aL(k) |
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T T
§(k) = (k) (k) ... §}f,(kz)] , h = lth A Y . Then the com-

pact form of the disagreement (3.3) can be expressed as follows
(k) = M ® L)(x(k) — h) (3.4)
where M = I,, — +117. Hence, we can write the overall input u(k) as follows
u(k) = (L ® KCO)(k)
and the collective dynamics of the multiagent systems (3.1) is obtained:
z(k+1)=(Iy® A)x(k) + (L ® BKC)(k) (3.5)
Based on the transformation (3.4), Equation (3.5), and the fact that ML = LM = L,
one has
Ek+1) =M IL,)(x(k+1)—h)
W ML) [(Iy @ A)z(k) + (L ® BEC)E(k) — (Iy ® A)h]
=M®@Az(k)+ (LRBKC)E(k) — (M Ah
= [(Iy ® A) + (L ® BKC)J¢(k) (3.6)
where (a) hods for that Ah; = h;. When the usual consensus (point formation) is

considered, i.e. h; =0, then (a) holds without considering Assumption 2.

3.2.3 Denial of Service Attack

Denial of service attack is one of the most common attacks in cyber-physical systems
due to its simplicity from the adversary’s point of view. The adversary renders some
or all the agents/channels inaccessible. In this Chapter, we assume that the agents are
attacked and the attack is modeled as the lack of control signals and measurements

at the same time, and each agent is compromised independently. This means that
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all the edges of an attacked agent i are disconnected in both directions whenever an
adversary attacks agent ¢. Different from existing models of DoS, this type of attack
makes the communication graph disconnected if any agent is compromised by the
adversary. Motivated by the notion of the average dwell time of switched systems
[220], some limitations should be imposed on DoS duration, the following assumption

is introduced.

Assumption 4 [220] There exist positive constants p;; and T;; > 1 satisfying

(ko — k1)
E.

for all ki, ko € N with ky > ki, where Dy, j(k1, k2) is the union of DoS intervals of each

|Digy (ks ko) | < g +

edge (i,7) € & over the interval [ki, ks]. The average number of samples T;; reflects

the reciprocal of DoS attack strength.

Compared to the classical approach of DoS duration which neglects the individual
characteristics of each edge [110], different attack modes are considered for different
channels. As discussed in [110], it is reasonable for adversaries to stop attack action
and switch to a sleep mode to supply its energy for next jamming. To define an index
for the attack modes, the following set of attacked channels is given

L(k) = {(i,) € €k € Dy 3(0,00) } (3.7)
When an agent i is subject ot an attack, then (j,7) € I'(k) for all j € N;. Define
5(@]-) (k1,k2) = [k1, ko] \Dgj) (K1, k2) to denote the time intervals of channels which
are not subject to the attack and indexed using the set E\I'. The indexed set I' C

& represents disconnected channels by the attack and the index set E\I' represents

the healthy edges (kl < ky and Z_D(i,j) (k1,k2) = [t1, 2] \Dyijy (K1, kg)) Consider the
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partition Zp (k1, ka) = (ﬂ(i,j)epD(i7j) (K, kg)) N (ﬂ(i,j)¢p5(i7j) (k1, kg)) Based on this
particular structure of partition, we can represents the whole interval as the union of
all partitions as follows:

Urce=r (K1, k2) = [k1, ko (3.8)
In addition, the attack interval of each (4, 7) channel can be expressed as follows:

Dy j) (k1,k2) = Urce i j)er=r (K1, k2) (3.9)

3.2.4 Distributed Protocol Under DoS Attacks

When the multiagent system (3.1), the distributed formation protocol (3.2) can be

modeled as

wik)=K Y ay [yi(k) = hY = (y;(k) — hY)]
JENG, (4,4 &1 (k)
Similarly, we can write the control law in the following compact form:

u(k) = (L — Lr) @ KC)¢(k) (3.10)
where £ denotes the Laplacian matrix of the communication graph G in normal

operation without attacks. Lr = [ZZF]] is the Laplacian matrix that represents the
attacked channels, and its definition is given by
lj; = —1 i # jand (i,7) € I'(k)
== i=j
It should be emphasized that Lr dose not associated with the graph subject to DoS

(3.11)

attack. In other words, Lr is the Laplacian matrix of the complement of the graph
under DoS attack. Similar to the derivation of Equation (3.6), substituting the aug-

mented control law (3.10) in the multiagent system (3.1) gives the following overall
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disagreement dynamics:
Ek+1)=[(In®A)+ (L - Lr) ® BKC)]¢(k) (3.12)
Note that 1 is a common eigenvector of £ and Lr associated with the simple
zero eigenvalue. It is well known that the second eigenvalue of L is strictly positive
for connected graphs. Hence, without loss of generality, the eigenvalues set of the
Laplacian matrix can be represented in the following order 0 = A\; < Ay < A3 < -+ <
An. Consider the orthonormal matrix ¥ = \/LN’ Vo, U3, -+ , VN |, Where v; represents
the orthonormal eigenvector set of £, i.e. Lv; = \; and ||4||*> = 1. Based on this

construction, we have UT'¥ = U7 = [,

0 0 0 0
ULy = and ULV =
0 A 0 Rr
where A = diag {2, , A3, -+, An}, and Rr =
V9, V3, ,VN]T Lr (v, v3, -+ ,vn]. It is worth noting that the matrix Rp is

not diagonal in general and its structure depends on the attack mode. Now, consider
the similarity transformation:

n(k) = (I @ W)E(k)
T
where n(k) = | yT(k) nT(k) ... nk(k) | - Since 17 is a left eigenvector of M

corresponding to the zero eigenvalue, then n,(k) = (1_]TV @ DE(k) = (\}—TN Q@ (M ®
IN(z(k) — h) = 0. Moreover, the rest of the dynamics is governed by the difference
equation:

n'(k+1)=[(In-1® A) + (A= Rr) @ BKC)|n' (k) (3.13)

T
where n'(k) = nf(k) ... nk(k) | - Due to the fact that ¥ is unitary and
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ni(k) =0 for all k£ > 0, one has

n' (k) = n(k) = [|(T" @ DER)|| = [IEF)]
Therefore, asymptotic stability of the dynamics (3.13) implies that x(k) —h belongs to
the null space of (M ® I') which is spanned by the vectors (1®¢;) fori =1,2,--- n,
where ¢; € R" is the i-th column vector of the identity matrix [,,. Consequently,

z;(k) — h;(k) = a; for some constant «;, Vi € V, i.e. the formation problem is solved.

3.3 Output Feedback Approach

In this section, analysis and synthesis of static output feedback consensus for the
multiagent system (3.1) will be derived. For the sake of simplicity, let
A=TAT!, B=TB, and C=CT!

where T is a nonsingular matrix such that CT~! = { I, 0 1 Using the similarity
transformation 7(k) = (Iy_; ® T)n'(k), then the following dynamics is obtained

Nk+1)=[(In-1® A) + (A = Rr) @ BKC)]7(k) (3.14)
According to Assumption 1, there always exists a transformation that satisfies
l I, 0 } = CT~'. Moreover, this transformation can be obtained by

T ( ¢ )_1, (3.15)

null(CT)
3.3.1 Formation without DoS

Firstly, we consider the multiagent system without DoS attacks, i.e. R = 0. The fol-

lowing result presents necessary and sufficient condition that guarantees the formation
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algorithm.

Theorem 3.1 Under Assumption 2, the formation problem is solved if and only if
the symmetric matrices S > 0 and Sy > 0, and real matrices H and Y satisfy the

following inequality:

—(In-1®S) T,
<0 (3.16)
o —(In-1®S)
S 0 I 0
where § = ,H = and T, = (Iy_1 @ SHTA™H™T) + (A ®
0 & H I

CTYTBT™HT) Moreover, the formation gain is obtained by K = VSt
1

Proof. Consider the following Lyapunov candidate function:

V(k) = 7" (k)(In-1 @ P)i" (k)
where P is a positive definite matrix. Since the protocol under consideration is not
subject to attack, we have R = 0. The first difference of the Lyapunov function
AV (k) along the dynamics (3.14) is negative if and only if the following inequality is

satisfied:

—(In_1® P) T,
<0 (3.17)

o —([N,1 X P)
where Ty = (Iy_1® AT P)+(A®CT KT BT P). Consider the partitioned matrices X =

X1 X, X4 X5
and V = , where X = P~!. Multiplying both
L] X3 0 _X2X1_1X2 + X3
In 1 ®V 0
sides of inequality (3.17) by the matrix and its transpose,

0 Inoi®V
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respectively, we get the following equivalent inequality:

—(Iny-1 @ VPVT) Ty
<0 (3.18)
° —(Iy1® HXHT)

where T3 = (Iy.; ® VATPVT) + (A ® VCTKT"BT"PVYT).  Define the fol-

lowing matrices H = —XQTXl_l, S = Xi, and & = —X2X1_1X2 +
1 0

X3. Then we can write H and V as follows: H = and
—XIXxt T

V = HX. Moreover, one has & = VPVI = HTXH, PV' = HT,

VATPYT = HXATX ' XHT = HXHTH TATHT = SHTATH T

X, I,
VCTKT = KT = X, KT =CcTy”
0 0
and
X, 0

S p—
0 —XoX7'Xo+X;

Substituting all these parameters in inequality 3.18 we get its equivalent form
(3.16). We observe that & > 0 if and only if X > 0 by Schur-complement, and

T, = T3, which completes the proof. |

Corollary 1 Under Assumption (2), the formation problem is solved if the there exist

positive definite matrices Sy > 0 and Sy > 0 satisfying the following inequality:

Iy, ®S) (I,., @ SAT) + (A® C"Y'B")
<0
° _(INfl ® S)
Proof. Similar to the proof of Theorem 3.1 with X, = 0, then we have H = I,

which completes the proof. |

Remark 3 Note that the condition of Theorem 3.1 is a bilinear matriz inequality.
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However, fizing the variable H leads to an LMI inequality, which constitutes a sufficient
condition only. It should be pointed out that Corollary 1 provides more conservative

results compared with the condition in Theorem 3.1.

3.3.2 Formation Under DoS

We are now in a position to derive a sufficient condition on that guarantee state

formation under DoS attacks. The main result is stated in the following theorem.

Theorem 3.2 If there exist positive definite matrices S > 0, So > 0 and Y and
scalars Yr > 0, gp’f and @éj such that the following inequalities hold

—Ir(In-1®S) Q
<0 (3.19)

[ J —[N,1 ® S
gpij — gpéj >0 (3.20)

log(Wr) < [ D o+ Y o (3.21)

(i,j)EF (i,j)GS\F
A IRV
V_Z (( HTi-)% Tij¢1)>0 (3.22)
(i,5)€E
S 0 I 0
where S = ,H = , Q= Un 1 QSHTATH )+ (A+Rr)®
0 S H I

CTY"B™HT) and T C &, then under the DoS attack satisfying Assumption 4, the
multiagent system (3.1) achieves state formation. Moreover, formation protocol gain

matriz is given by K = YS; .
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Proof. Consider the following Lyapunov candidate function:
V(k) =" (k)(In-1 ® P)i" (k)
where P is a positive definite matrix. Similar to the proof of Theorem 3.1, the following
inequality:
Vik+1)—9rV(k) <0 (3.23)
is guaranteed if LMI (3.19) is satisfied. Note that Jr should be strictly positive
because V (k) is positive-definite. However, U1 could be greater than one, which leads
to an unstable behavior due to a specific attack mode I'. Let s,,, denote the transition

instants, i.e. at least one DoS is launched or removed at s,,. It follows from (3.23)

that
V (k) <(0p(s,) 5V (5m)
m—1
<Or(,) ") T ] W) o070V (s0) (3.24)
=0

for all k& € [s,, Sm11), where sg = 0 is the initial time. Based on the properties of

the natural logarithmic function, (3.24) is equivalent to

log(V (k) <Dy (k) + log(V (s0)) (3.25)
where
Do) = 10g(Wr(s,)(k = 50) + 3 log(re ) s1 = 1) (3.26)

Using the index set (3.7) and the definition of =p(0,k), D,,(k) can be written as

follows:

Dy (k) = " log(Vr(s,)) [Er(0, k)|

rce
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It follows from (3.21) that

Duk) <31 D i+ Y o | E0(0,k)

rce \ (ij)er (i,7)€E\D
- (¢ X momlcd Y EOR) G
(’i,j)ES FQS,(i,j)EF Fgg,(’i,j)gr

Based on Equations (3.8) and (3.9), one has

Z EF(Q k)| = HO, k]/D(i,j)<0’ k)| =k — ‘D(i,j)(ov k)| (328)

[CE,(i,7)¢r

and Y |Z0(0,k)| = [Dj(0, k)] (3.29)
I'CE,(i,j)el
Substituting Equations (3.28) and (3.29) in (3.27), and using condition (3.20) that

is goij — gogj > 0 with Assumption 4, one can obtain a new upper bound:

Du(k)< Y (o = ¢%) [Py (0, k)| + @i'k)
(4,5)€E

< Z [(9013_90;) Hij + (902](1_f)+901]T_i.>k}

(i.j)e€
P (3.30)
where ¢ = 37 e ((¢¥ — ¢¥) ;). Then inequality (3.25) can be written in the
following form:
log(V(k)) < ¢ — vk + log(V (s0))
or equivalently:
V(k) < (e7)*eV (s0) (3.31)
Since v > 0 by (3.22), we have V (k) — 0 as k — oo which yields limy_, [|77(k)]| = 0

and state formation is achieved. This completes the proof. |

Remark 4 Note that the matriz inequality (3.19) is nonlinear and hence not easily
tractable by the available convex optimization techniques. Different from Theorem 3.1,
fixing the matriz H does not lead to an LMI condition. Nevertheless, we know that
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Figure 3.2: Communication topology of the agents without attacks, I' = {0}.

Figure 3.3: Communication topology of the agents when agent 5 is subject to attack,
ie. T'={(2,5),(5,2),(3,5),(5,3 )}.

Figure 3.4: Communication topology when agent 4 is attacked, I' = {(4,2),(2,4)}.

o o

Figure 3.5: Communication topology of the agents when agents 5 and 4 are subject
to DoS, I' = {(2,5), (5,2), (3,5), (5, 3), (2,4), (4,2)}.
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the index I' comprises the case without attack scenario. Hence, we can use Theorem
3.1 or Corollary 1 to obtain the output feedback formation gain K and other matrix
variables such as Sy and Sy. Then the matriz inequality (3.19) becomes a set of LMI’s

in terms of the variables Vr.

Remark 5 [t is worth pointing out that the decay rates Or corresponding to the attack
modes 1" and the DoS intervals of edges are unmatched. This constitutes a major
difficulty for investigating the multiagent systems with multiple agents under attacks.
Moreover, the techniques for switched dynamical systems with stable and unstable
modes which has been addressed in [215] is not appropriate for such a structure. The
presented conditions in Theorem 3.2 provide a class of decay rates gpij and gpéj which
can be considered as a stable and unstable rates of the edge (i,j) € & in order to
compensate the unstable behavior. In addition, Vr could be greater than one when an
attack mode is considered, and arbitrary switching methodologies can not be utilized

here because the graph is disconnected by the attacks.
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3.4 Simulation Results

3.4.1 Formation for Quadrotor Vehicles

A quadrotor vehicle presented in [221], [222], can be modeled via two-decoupled dy-
namics along x and y directions as follows:
B = 90!
pi = —90;

0F = k™Lul /I,
Y = kmLu? /1,
where p¥ and p¥ denote the horizontal position along x and y directions of the i-th
agent, respectively. g represents the gravitational acceleration. 67 and 6 are the pitch
and roll angles, respectively. k™ is a force coefficient, L; is the center distance, and I,
and [, represent the moment of inertia in = and y directions, respectively.
Let g% (t) = pr(t), ¢/ (t) = pY(t), w(t) = 6%(t), and w?(t) = 67(t) denote the linear
and angular speeds for the i-th vehicle, respectively. Consider the parameter values

in Table 3.4.1. With a sampling time 0.1s, the discrete-time model of the vehicle is

obtained in the form of (3.1), where

wlk) =\ pr g 6 W p! gl 67 o

K3 7

50



1 0.1 0.049 0.0016 0 0 0 0
0 1 098 0049 0 0 0 0
0 0 1 0.1 0 0 0 0
0 0 0 1 0 0 0 0
A=
0 0 0 0 1 01 —0.049 —0.0016
0 0 0 0 0 1 =098 —0.049
0 0 0 0 0 0 1 0.1
0 0 0 0 0 0 0 1
0 0 0 0 —0.004 —0.13 0.4 8
BT =
0.004 0.13 0.4 8 0 0 0 0
—0.022 0 —0.3 0 0  0.266 0 —0.53
0 —0.053 0 —0.106 0.033 0  —0.452 0
0 0 0 0 0.011 0  —0.151 0
—0.044 0 —0.603 0 0  0.0266 0 —0.053

Table 3.1: The parameters of quadrotor model.

Gravity Acceleration |g | 9.8m/s?
Force coefficient k™ | 12N.
Inertia of x -axis I, | 0.03kg.m?
Inertia of y -axis I, |0.03kg.m?
Center Distance L |0.2m
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Figure 3.6: Two dimensional positions of the vehicles without failure/attacks (state

formation is achieved).

The graph topology of 5 agents with no attacks is shown in Figure 3.2, and its
corresponding Laplacian matrix can be easily obtained. The transformation T is
obtained based on Equation (3.15). We apply this transformation on the matrix
variables A, B and C to get the new state-space representation A, B, and C. For

this state representation, the LMI condition in Corollary 1 is feasible with the following
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Figure 3.7: Linear speed, pitch angle, roll angle, and angular rates of the vehicles

without DoS attack.

parameters:

S

23.5481

—7.5136

—1.6065

3.1095

—7.5136

30.8036

—4.7956

—1.3520
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—1.6065

—4.7956

2.9318

—5.5913

3.1095

—1.3520

—5.5913

24.9832




0.7086 —5.5154 3.0570 —6.5788
Y=
—1.1484 22.4372 —8.2246 14.2036
and the state formation gain is obtained:
0.1053 0 1 —0.0526
K=Y8'=
—0.0263 0.5 —1.5 0.2632

First, we will consider the formation gain for the multiagent system without at-

tacks. Then we will consider the same gain according to Theorem 3.2 to test it
and decide whether it is suitable to be implemented under DoS attack scenarios or
not. Let the formation vectors be given as follows h; = [0, 0, 0, 0, 0, 0, 0, 0]7,
hy = [100, 0, 0, 0, 0, 0, 0, 0] , hs = [0, O, O, 0, 100, 0, 0, 0]T,
hy = [-100, 0, 0, 0, 00, 0, 0, 0T, and hs = [0, 0, 0, 0, —100, 0, 0, 0]F
which forms a diamond shape with an agent at its center. It can be seen that these

formation vectors satisfy the constraint in Assumption 2. The initial conditions are

T
T1=1250 0 0 0 180 0 —-0.01 O }
- T
T2 = 1300 0 0 0.102 —-20 0 O -—-0.101 }
- T
I3=10 0 0.01 0 10 0 0 O }

T
Te=1320 0 0 -0.1 —120 0 O 0.1]

_ T
Ts =1 —-100 0 0 —0 210 0 O 0]

The proposed feedb;ck protocol (3.2) is applied to the considered multivehicle
system. The position of the UAV’s are presented in a 2-dimensional view to show that
the formation consensus is achieved, see Figure 3.6. Figure 3.7 shows the response of

the remaining states ¢ (k), ¢/ (k), 07, w?, 67, and w! without DoS attacks. Figure 3.6
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shows that the vehicles can maintain the formation shape. The position error reaches
zero, and pitch, roll angles and speeds of the vehicles achieve consistent behavior
within 10 seconds.

Attack scenario: Consider the graph in Figure 3.2 which represents the com-
munication topology under normal operation without DoS attack . Suppose that the
adversary launches DoS attacks on agent 4 and agent 5 in independent manner. The
attack strength is assumed to have the constraints g = 3, 5o = sz = 2.2, Ayo = 1.8,
and Aso = Asz = 2. Figure 3.3 and Figure 3.4 show the graph when agents 5 and 4

are under DoS, respectively, and the Laplacian of the attacked edges are given as

0 0 0 0 0 0 0 0 0 0
0 1 0 -1 0 0 1 0 0 -1

and L3= |0 0 1 0 -1

o
I
o
o
o
o
o

0 -1 0 1 0 0 0 0 0 0

0 0 0 0 0 0 -1 -1 0 2

L4 corresponds to the graph Laplacian of the removed edges due to simultanuous

attacks on agents 4 and 5, see Figure 3.5.

0o 0 0 0 O

Ly=10 0 1 0 -1

0O -1 -1 0 2

It is worth noting that these Laplacian matrices can be seen as the complement of

the graphs under attacks. Note that Ry = 0 corresponds to communication graph in

Figure 3.2, and R,, R3 and R4 are obtained based on Lo, L3, L4 with the use of the
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unitary transformation ¥ given in Section II:

0.4535 0 —0.575 0.6089

0 0 0 0

R
—-0.575 0 0.7289 —0.772

0.6089 0 —0.772 0.8176

0.1882  0.1502  0.2875 —0.3045

0.1502 1 —0.4605 —1.3287
Rs =

0.2875 —0.4605  0.98 0.386

—0.3045 —1.3287  0.386 1.8318

0.6417  0.1502 —0.2875 0.3045

0.1502 1 —0.4605 —1.3287
Ry =

—0.2875 —0.4605 1.7089 —0.386

0.3045 —1.3287 —0.3860 2.6494

We employ these matrices and the formation gain obtained from Corollary 1 to check

the LMI feasibility in Theorem 3.2. Conditions of Theorem 3.2 are satisfied with decay
rates: a; = 0.92, aps = 1.02, ag = 1.02, and ay = 1.03. The position of the vehicles are
shown in Figure 3.8. The vehicles maintain the formation shape under DoS attacks

shown in Figure 3.9.
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Figure 3.8: Two dimensional positions of the vehicles under DoS attacks (state for-
mation is achieved).
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Figure 3.9:

DoS signals (1 means that agent ¢ is under attack).
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CHAPTER 4

QUANTIZED

SCALED-CONSENSUS

In this Chapter, the practical mean-square scaled-consensus problem of multiagent sys-
tems is studied. Higher-order general linear dynamics is investigated, where all agents
are subject to faults or denial of service attacks (DoS). The considered network com-
prises agents taking quantized states under undirected communication channels. Dif-
ferent from the existing works, no strict conditions have been imposed on the eigenval-
ues of the agents’ state matrix. First, we propose a distributed scaled-consensus pro-
tocol that utilizes a probabilistic quantization algorithm. Second, scaled-disagreement
analysis is provided via mean-square stability methodology. Finally, sufficient con-
ditions in terms of linear matrix inequalities are presented in order to obtain scaled-
consensus gain for both leaderless and leader-follower cases. The presented theoretical

results are examined through two simulation examples.
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4.1 Introduction

Achieving consensus is an essential requirement for the cooperation of multiagent sys-
tem [53]. It is to be pointed out that a great effort has been devoted by researchers in
the investigation on consensus problems. Most of the aforementioned studies primarily
focus on ideal communication patterns where quantization is not considered. However,
the precision of the controller and communication bandwidth are constrained and lim-
ited. Hence, practical measurements produce errors that could affect the performance
of the consensus algorithms. Since quantization error is inevitable, the consensus
over quantized communication channels has become an active research topic (see[127],
[128], [129], [130] and references therein). In [131] sampled-data based consensus for
MASSs under logarithmic quantizers is discussed.

Besides, reliable distributed consensus protocols have been emerging as an impor-
tant research area since failures and attacks on communication channels are unavoid-
able in multiagent systems. It is worth noting that, most of the investigated secure
consensus protocols under DoS attacks have been devoted to a class of adversaries
that compromises all channels as one channel [122], [123], [124]. However, addressing
the consensus problem where the adversary can compromise partial agents/channels
or all agents/channels is more practical. A secure protocol that achieves asymptotic
consensus against multiple adversaries has been developed in [125]. More importantly,
a predictive secure control for multiagent systems under DoS attacks has been investi-
gated over quantized networks [126]. It is worth pointing out that most of the existing

results of consensus under DoS attacks and quantization effects are only developed for
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usual consensus. On the other hand, scaled-consensus is considered as a generalization
of the usual consensus.

Practically speaking, the cooperative protocols over communication networks are
constrained where the loss of precision is introduced by the quantization process. Non-
ideal measurements introduce error which deteriorates the performance of consensus
convergence. Hence, quantization error should be considered for cooperative proto-
cols. In addition, failures and attacks on communication channels are inevitable in
multiagent systems. To the best of our knowledge, up to now, the scaled consensus
with quantization and faulty networks has not been fully investigated, which is a
major motivation of this Chapter. Motivated by the above discussion, our attention
is devoted to the investigation of leaderless and leader-following scaled-consensus in
the presence of DoS attacks and quantization error. The main contributions of this

chapter are concluded as follows:

1. Compared with the existing results on scaled-consensus [198], this Chapter ex-
tends the results to higher-order dynamics. In [216], random packet dropouts
have been investigated for the first time for scaled-consensus with ideal measure-
ments. However, our proposed protocol generalizes the results with quantized
measurements for higher-order rather than second-order dynamics. Besides,
since the measurement exchange takes place in discrete instances of time in

realistic communication networks, discrete-time-dynamics is considered.

2. A new distributed scaled-protocol is analyzed to schedule attacked agents. Dif-

ferent from most existing scaled-protocols that consider links failures, in the
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presented case, the agent could be totally isolated from the communication
topology by adversaries. Most of the existing results for consensus in the pres-
ence of link-failures/cyber-attacks have been investigated via dynamic protocols
[223], [224]. However, the proposed static cooperative protocol is relatively

simple to design as we do not need to implement complicated formulas.

3. Sufficient conditions in terms of linear matrix inequalities are used to obtain
secure control gains that allow the proposed protocol to achieve leaderless and

leader-follower practical mean-square scaled-consensus.

The rest of the Chapter is organized as follows. Section 4.2 is devoted to the prob-
lem formulation and preliminaries results. Section 4.3 presents sufficient conditions to
achieve the mean-square practical scaled-consensus which are used to obtain the con-
sensus gains as well. Corresponding theoretical results have been validated through

numerical examples in section 4.4.

4.2 Problem Formulation and Preliminaries Re-

sults
The following lemmas are useful to prove theoretical results in this chapter:

Lemma 4.1 [225] Consider a Lyapunov functional V (x(k)). If there exist positive
scalars v > 0,07 > 0,05 > 0, and 0 < \g < 1 such that

O ||z(k)|” < V (2(k)) < bz ||z (k)]
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and E[V (z(k+1)) | z(k)] =V (z(k)) < v — XV (x(k)) then the following inequality

holds:

E [lo(k)I”] < 32 IO (1 = o)t + 75

Lemma 4.2 For any symmetric real matriz, Q of the form:

Q1 9
Q= <0

o O3
if and only if Q3 < 0 and Q1 — ©,9; QT < 0.

4.2.1 System Description

Suppose that the multiagent system under consideration consists of N identical with

general linear dynamics. Each agent is represented by the following state space form:

T
where z;(k) = | 2,4 (k) zp(k) ... zm(k) € R", u;(k) € R™ are the state,

and input, respectively. A and B are constant matrices with appropriate dimensions.

The collective dynamics of the multiagent system can be represented as

rk+1)=(In® A)z(k)+ (Iyn ® B) u(k) (4.2)
where u(k) = [ uT(k) WT(k) ... ul(k) } and
x(k) = [ T(k) 2T(k) ... xT(k) ]T. In the leader-follower case, the leader agent

has the following dynamics:

zo(k + 1) = Agzo(k) (4.3)
where z(k) € R™ represents the state of the leader. It is worth noting that the
multiagent system given in (4.1) and (4.3) is the generalization of the single and
double integrator dynamics. The following assumptions are important in order to get
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feasible solutions to the proposed conditions on scaled-consensus.

Assumption 5 The pair (A, B) is assumed to be controllable.
Assumption 6 The graph G is assumed to be connected.

Note that Assumption 5 is very mild in the investigation of cooperative problem
of linear multiagent systems. In this chapter, compared to the existing results on

consensus problem, no assumptions are imposed on the eigenvalues of the state matrix

A.

4.2.2 Quantizer

In this note, we consider the effect of quantization of agent measurements on the
scaled-consensus problem. We consider z;; € [—A, A] is a scalar measurement re-
quired to be quantized. The transmitted data by each agent is assumed to have

packets with m bits. Therefore, we have 2™ uniformly spaced quantization levels and

each level is given as A, = g—ﬁ. Similar to [205], the probabilistic quantizer Q(.)

adopted in this chapter is defined as follows
(
PrQ(ey) = kA) =1 - 232,

4

]pr S Tij < (k -+ 1)Ap

A,
Denote the quantization error as A;;(k) = Q(z;;(k)) —z;;(k). The expected value and

| PriQ(ay) = (k+ 1)A,)] = Tt

the variance of A;;(k) for such a quantizer are given in [205],

—

226], [206]:

E[Q(fu)] = 145, and E [(Am(k’))z} <

’k|"dw
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We will use the following representation of the stacked quantization error of agent
T

i Ai(k) = Q(zi(k)) — wi(k), where Ai(k) = | A; (k) Ap(k) ... Aw(k)

4.2.3 Scaled-Consensus Protocol: Subject to Attacks

Consider a practical scenario where the data is quantized before transmission with the

following distributed scaled-consensus protocol:

ui(k) = K Z Bijaij; (%’j@(%‘(k)) — Q(xi(k)))

=K Z Bijaij (azi(k) — xi(k)) + K Z Bijaij (aizAj(k) — Ai(k))  (44)

where «a;; = z—J represents scale ratios, f5;; = Bi(k)B;(k), fi(k) € {0,1} is a
Bernoulli distributed sequence, and K is the scaled-consensus gain matrix to be
designed later. When a failure takes place between agent ¢ and agent j then 3;; =0
which implies that 3; = 0 or 5; = 0. For instance, let 3, = 0 then 3;; = 0 for all
j € V which indicates that the neighboring agents N; are prevented to communicate
with agent ¢ in both directions. In other words, at least one agent is totally isolated if
Bij = 0 for some 4, j € V. The sequence ;(k) is assumed to be mutually independent

of B;(k), for i # j with the following properties:

Prob {B:(k) = 1} = E[B;(k)] := B
Prob {Bi(k) =0} =1 —-E[B;(k)] :=1— 5

Since the considered Bernoulli sequences are mutually independent, then according

to the definition of 3;;(k), we have the following property:

B ifi=j
BB, ={ 5)
BiB; iti#

where f3; represents the isolation probability of agent 7. It is worth pointing out that
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due the occurrence of DoS attacks, the topology of the multiagent (5.1) is no longer

fixed.

Assumption 7 The probability distributions of the quantizers are independent of the

Bernoulli distribution of the adversaries.

Remark 6 The channel fading considered in ([227]) prevents agents to receive data
but allows them to send their measurements. However, in this Chapter, (k) =
0 means that the agent i is totally isolated, i.e. it is prevented from sending and
receiving information at the same time. This type of attack compromises agents
rather than channels.  Besides, the proposed attack scenario forms a disconnected
topology whenever it happens and constitutes a severe type of DoS attack. It is worth
mentioning that, B;; can be modeled for each edge to model link failures of agent i
independently similar to the work of ([228]). However, attacking channels might not
lead to a disconnected graph. For instance, when the adversary compromises agent’s
channels with different probabilities, it can be considered as a mild attack because the

possibility to isolate the agent is less probable.

Based on (4.4), the stacked input vector is obtained:
u(k) = — (A(L - Lo)A' ® K) (z(k) + A(k)) (4.6)
T
where A(k) = | AT(k) AL(k) ... AL(k) | »A=diag{a, - an}, Lrepresents
the Laplacian of the multiagent system in normal operation without attacks, and Lo =
[lg] is the Laplacian of the attacked graph, i.e. lg = —(1—Bi)aij, and 1§ = — va lg.
When an attack compromises agent i, 3; = 0, therefore 3;; = 0 for any j =1,2,---N.

This means that when the element lg = —1, all channels connected to the agent i

66



are removed from the Laplacian matrix £. Substituting the control law (4.6) in the
overall dynamics (4.2), gives
z(k+1)=[Ixn®A) — A(L — Lo)A™' ® BK] x(k)

— (ML — Lo)A ' @ BK)A(k) (4.7)

4.2.4 Scaled-Consensus

Inspired by the definition of the mean-square robust consensus in [206]; [229], [227]
and the definition of scaled consensus in [76], we state the following definition of

quantized scaled-consensus.

Definition 4.1 A group of N agents (multiagent system) is said to achieve practical
mean-square scaled-consensus with the reciprocals (ozfl, e ,ozfvl), if there exists a

monotonic increasing function c(-) with ima, o c(A,) = 0 such that

i(k (k) |17
lim E m—m ]gc(Ap), Vi,jey,
where the scalars oy, ...,an are assumed to be non-zero. When A, = 0, i.e. the

quantization is not considered, the multiagent system is said to achieve mean-square
scaled-consensus. In addition, mean-square practical Leader-follower practical scaled-

consensus is said to be achieved if

2
lim E ||| 7 _ Zok) ’ ] <c(A,), Vi=1,2 - N
(67 Qp

t—o0

Achieving the scaled consensus implies that the states of the agents converge to dic-
tated ratios in the asymptote. In other words, the multiagent system is said to
reach scaled-consensus if the ratios between agents’ trajectories converge to prede-

fined known constants. For instance, the ration z;(k)/x;(k) converges to 1/2 when
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the scales are selected as follows a; = 1 and a; = 2. The objective of this Chapter
is to investigate practical mean-square leader-follower and leaderless scaled-consensus

problem via distributed protocols.

4.2.5 Leaderless Disagreement Analysis

Consider the following scaled-disagreement vector:

50 = Lo - L3 Ly (1.9
‘ N (67 ! N - a; J '
7j=1
T
The augmented scaled-disagreement vector: 0(k) = [5{(@ 6T (k) - ok(k)
can be written in the following compact form:
(k) =M®I,)z(k) (4.9)
T
where M = (Iy — +117)A"! and 1 = { | ] . Choose a vector r =
{ a; - ay } /\/1t, Where p = ZZ La?. Tt is worth noting that r’r = 1, and

is an orthonormal right eigenvector of the matrix M associated with its simple zero-
eigenvalue:
1 1 1
=(Iy— 11"\ 'r = (Iy — —117)— =0
MT(NN)T(NN)\/E
It is easy to show that rank(M) = N — 1. The null space of M is spanned by the

vector . Since A is nonsingular, based on Kronecker properties, we characterize the

null space of (M ® I,) by the following representation:

Z% rRe;) = (T@ZQOZQ) =(roy) (4.10)

for an arbitrary vector ¢ = { ©1 P2 o ON } , where ¢; € R, and e; is the i-th
column of the identity matrix. From Equations (4.8) and (4.10), limy_,, E[||0(k)[]?] =

0 implies that limg_,o, E[0(k)] = 0 and E[z(k)] belongs to the null space of (M ® I,,)
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that is E[z(k)] = (r ® ¢). This further gives that E[z;(k)] = ey foralli =1,2,..., N,
ie. E[z;(k)]/a; = Elz;(k)]/c;. In other words, if the dynamics (4.29) is mean-square
asymptotically stable, then limy_, . E [% — wja—(]k)] = (0. However, this statement
is not enough to guarantee the mean-square scaled-consensus stability in terms of
definition 4.1. Moreover, such an inadequate argument becomes worse for practical
scaled-consensus and asymptotic behavior is more difficult to be satisfied under quan-

tized networks. The following instrumental result will be used to guarantee practical

consensus whenever the disagreement dynamics is mean-square stable.

Lemma 4.3 Consider the disagreement vector §(k) given in (4.9). If there exist
positive scalars v > 0,600 > 0,6, > 0, and 0 < XNy < 1 satisfying the following

inequality

v

2 6)2 2 k
E [lla(k)[I"] < g, 1007 (1 = A)" + 7=

Then the multiagent system (4.1) achieves mean-square practical scaled-consensus.

Moreover, if v = 0 then mean-square scaled-consensus is achieved.

Proof. From (4.10) we can write the agents’ trajectories as: x;(k) = a;0 +
where (; represents a consensus deviation of the agent ¢ due to the quantization process

and initial disagreement between agents. Hence, z(k) can be written in a compact

form: 2(k) = (r @ @) + (A @ [)((k), where (k) = | ¢T'(k) (k) ... C&(k) '
As mentioned previously, (7 ® ¢) spans the null space of (M ® I,,), therefore
O(k) = M@ I,)z(k)
= Mal)(ree)+ Ao )(F)
= (MA®I,)((k) (4.11)
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Without loss of generality we assume that (A ® I)((k) does not contain any element
of the null space, i.e. it can be represented by the complement of the null space
only. This holds because the (MA ® I,,) is a projection to the complement of its null
space. Consider the eigenvalues of M?T M defined as follows: MTMT; = o,T; with
the eigenvector T} = r associated with the zero eigenvalue o; = 0. Since the rank of
rank(MTM) = N—1then 0 = 0y < 0y < 03 < -+ < oy. Setting the transformation:
T=TTy --- Ty] (4.12)

which is a unitary matrix such that
Y =T MY MT = diag {0, 09,03, -+ ,0n} (4.13)
The set {7}, Ty, ..., Tn} is an orthonormal basis for RY, as mentioned before {7} =
r} spans the null space, and the range (A ® I)((k) is spanned only by the vectors

(Th ® @), (15 @ @), ..., (T, ®¢)) which is the complement of the null space defined

T
using equation (4.10), where ¢ = { ©1 Q2 o ON } . Then, the following holds
N N
(A® (k) = ((Z ﬁiﬂ) ® (Z %ez')) = ((T0) ® ¢) (4.14)
=2 i=1
for some constants 8 = [ 0, 0y --- Oy } , with 61 = 0 that excludes elements
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that are not in the range of (A ® I)((k). Then, based on Equation (4.11), one has
[6(R)[I* = ¢* (k) (AMTMA @ I,) ¢(K)
D102 )" (MM (TO @)
=02 (T"M"MT®1,) (0o ¢)
200¢) (CoL) 0oy

(©)
>0 (0@ ¢) (In® 1) (0@ )

D 0, (TO® )" (TO @ )

2 0o (k) (A* @ 1) (k)
= opmin {of } [|C(k)]| (4.15)
(a) holds based on Equation (4.14), (b) is obtained by the decomposition in (4.13),
(c) holds for that #; = 0 which eliminates the effect of the zero eigenvalue, (d) holds for
that 7" is a unitary matrix, (e) holds based on Equation (4.14) similar to step (a), and
last line holds from the definition of A. From the fact that [|(k)||2 = Son, [IG(k)]1?,
Equation (4.15) can be rewritten as

ENQ I < 80 (116)

Applying Cauchy Swartz 1nequahty, gives

2 2 2
[ECmet 34@w o[ L
a; Q; a; (&%}
and straight forward calculation leads to
Glh) N
Z Z " =NY_ (4.18)
i=1 j=1 m=1
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Using Equations (4.17), (4.18), and (4.16) we obtain the following bound

N N
ZZ C()_CJ() <4NZC()
— — Q; Qa5 077
=1 j=1 m=1
o 2
< W} Z 6B
_ 2 4.19
< el (119)
Taking the expected value and applying Lemma 4.1 completes the proof. |

Up to now, the mean square practical scaled-consensus has been converted to
mean square stability problem. This step is inevitable for leaderless case. For the
leader-follower case mean square stability can be directly utilized as will be seen in
the next section. It will be shown how to obtain control parameters that solve the

scaled-consensus problem.
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4.3 Scaled-Consensus Subject to DoS Attacks

4.3.1 Leader-Follower Scaled-Consensus

Consider the following leader-follower distributed protocol:

wi(k) = K Y Bijas; (03 Q(a; (k) — Q(xs(k)))

+ K Boibi (Q(wi(k)) — cioQ(zo(k)))

=K Bija; [aijxj(k) — aizo(k) — wi(k) + aioxg(k;)}

JEN;

+ K Byay {%Aj(k) — iAo (k) — Ay(k) + aon(/{)}

JEN;
+ K Boibi (inDo(k) — Ai(k)) (4.20)
where b; = 1 if the agent ¢ can acquire information from the leader and b; = 0
otherwise, (y; is a Bernoulli sequence which prevent agent ¢ to communicate with the
leader when it is subject to an attack, and the leader scale-ratio is given as a;g = 2‘—0
Consider the disagreement vector: (k) = x;(k) — ajozo(k), and the quantization
difference: T';(k) = a;oAo(k)—A;(k). It is straight forward to conclude that E[I';(k)] =
0. Similar to leaderless case, we assume that the quantizer distribution of the leader
is independent of the followers quantizers, i.e. E[AT(k)Aq(k)] = 0 for all i € V, which
leads to an independence in the quantization difference: E[I'] (k)To(k)] = 0, with the
following variance:
B[ (6)[12] = Bl Ao(k) 2] + B[ A (k)2

Note that a9 = a;jaj0, then according to the definition of leader-disagreement
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& (k) and the quantization difference I';(k), we come up with the following form of the

protocol (4.20):

wi(k)= K Y Bijai; (i€ (k) = &(k)) + K Boibi (&:(k))

JEN;
JEN;
T
Dewote  €(k) - Gw 0 . gw ]
T
(k) = {FIT(/{;) ITk) ... F]Tv(k:)} . Then the collective dynamics of the

leader-follower disagreement is obtained:
E(k+1) = [(Iy®A) — oA ' @ BK| (k) — (A(Ho)A ' @ BK)T'(k)  (4.22)
where He = [H;;] is defined as follows:
—ai; P i

— Y My — Boibi i=]
Mean-stability of the collective dynamics (4.22) implies that the leader-follower scaled-

Hij =

consensus is achieved. The following Theorem gives a sufficient condition for leader-

follower consensus case.

Theorem 4.1 Leader-follower mean-square practical scaled-consensus in (5.1) with
the leader (4.3) is achieved if there exist matrices Z and X > 0 and scalars 7, > 0

and 0 < o <1 satisfying the linear matriz inequality:

Qll 0 Ql?)

Q=1 o Oy Oy | <0 (4.23)

[} [ 933
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where Q11 = (70 — 1)(INn®X), Qoo = —(IN®RX)
Qi3 = (In@ XAT) — A '"HoA® 2" BT
923 = —Ail}_[@A & ZTBTa 933 = _(IN® X)

Moreover, the matriz gain of the protocol (4.20) is given by K = ZX 1.

Proof. Consider the following Lyapunov function:
V(k) = &' (k)(I @ P)s(k)
where P is a positive definite matrix. It follows from Equation (4.22) that
V(k+1) =V (k) +v%V(k) —nIT(B)C(k) = & (k)Wk(k) (4.24)

where [ = { (In® A) — AHoA ' @ BK | —AHoA ' @ BK |, k(k) =

[5T<k> Iﬂ%k)] , and
(o —1)(Un&P) 0
W= +F(Iy®P)F (4.25)
0 ~(IN®P)

Denote W £ E[W]. Since the quantization difference I'(k) is a stochastic process

that is independent of the attack-processes, then we have

E {HT(/C)WH(]{)

am}:EEMWMWMMMwﬂam}

=E -KT(/{?)E Wk (k)] k(k) g(k)}

— & | (R[]0 e(h)]

~E :KT(k;)WH(k)‘g(k)} (4.26)

Therefore, with the help of Equation (4.26), if W < 0 then the following hold by
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taking the conditional expectation for (4.24):

EV (k+1)[E(k)] =V (k) < =0V (k) + mE [IT(k)]]

LV (RO )E] Ao (k)] + 31 D D ElI A,
Q_%vafw%(zw n)A2 (4.27)

Based on the definition of quantization difference I'(k), (a) holds for that

712

tization process is given as A,. We observe that the mean-square practical leader-

= 327 llasl|?, and (b) holds for that the variance of the quan-

follower scaled-consensus is achieved if W < 0. Based on its representation in (4.25)

and using Schur complement, we have W < 0 if and only if

Qll 0 QIB

ol
Il

o Oy oy | <O (4.28)

hd b Q33

where
Uy = (0 — DIN®P), Qop = —n(In®P)
Q3 = (Iy® AT) = A"HoA © K'B”
Qg3 = A "HoA @ KTBT | Qg3 = —(Iy@P7Y)
Substituting K = ZP and multiplying both sides of 2 by the congruent transfor-
mation diag [Iy®@ X, Ixn®X, Iy], where X = P! gives the equivalent LMI (4.23).

This completes the proof. |

Remark 7 The results of Theorem 4.1 can be used to achieve leaderless consensus
by considering a virtual leader implemented in a specific agent. However, the initial

condition of such virtual leader will restrict the final values by one agent which prevent
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negotiation/agreement between agents. This problem will be solved in the sequel.

Remark 8 FEquation (4.26) has been derived by using conditional expectation tech-
nique. Nevertheless, it can be proved using the fact that if X and Y are independent

random variables then E[f(X)g(Y)] = E[f(X)]E[g(Y)].

4.3.2 Leaderless Scaled-Consensus

It is easy to show the following properties:
MAL - LN = (L~ Lo)M = (L — Lo)A!
Based on these properties and Equations (4.7) and (4.9), we have the following deriva-
tion of the overall leaderless disagreement dynamics:
Sk+1)=M®I1,)z(k+1)
= [M®A) — MA(L — Lo)A ™' ® BK] x(k)
— (A MA(L — Lo)A' @ BK)A(k)
=[(In®A) — (L—Lo)® BK] (M ® I,) x(k)
— (L= Lo)A" ®@ BK)A(k)
= [(In® A) — (L—Le) ® BK] (k) — (£ — Lo)A™' @ BK)A(k) (4.29)
According to Lemma 4.3, scaled-consensus is transformed into mean
square-stability of dynamics (4.29). Consider the wunitary matrix ¥ =
1/\/N vy --- wy |» Wherewv;, i =2,3,--- N is the set of orthonormal eigenvec-
tors associated with nonzero eigenvalues of the Laplacian L, i.e.Lv; = \;v;, then we
get

Uy = oo’ = [y (4.30)
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that is a unitary matrix. This matrix gives a diagonalizing transformation of the the

Laplacian matrix:

00
VLY = (4.31)

0 D
where D = diag {\a, A3, ..., Aw }. Since the vector 1/N is also an eigenvector of Lg

associated with the zero eigenvalue, we have the following structure:

S O
VT LoV = (4.32)

0 De

2

where Dg = STLgS, and S = [ v VN } It is worth noting that Dg is not
diagonal in general because v;, ¢ = 2,--- , N might not be eigenvectors of Dg. Based

on Equations (4.30), (4.31), and (4.32), one has

0 0
UT(L — Lo)* U =VT(L - L)WV (L — Lo)V = (4.33)

0 (D—"De)?
Now, we are in a position to state the results for leaderless case.
Theorem 4.2 Suppose that the scaled-consensus gain K and a scalar 0 < vy < 1 are
giwen. The multiagent system (5.1) achieves mean-square practical scaled-consensus

if there exist a positive definite matrix P, and scalar v, > 0 satisfying the following

linear matrix inequality

=11 =12
== <0 (4.34)
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where
En=(Iy_1®(ATPA— P+ ~P)— (D—De)® (K'B'PA+ ATPBK)
+ (D - Do)* ® K'B"PBK
Z1p=—(D —De) ® ATPBK + (D — Dg)* ® K" B'PBK
Zoo = (D — Do)’ @ K'B'"PBK — y(Iy_1 ® I,,)
and De = E[De].
Proof. Consider the following Lyapunov function:
V(k) = 6" (k)(I @ P)i(k)
where P is positive definite matrix. It follows form (4.29) that
AV(k) =6"(k+1)(I ® P)§(k+ 1) — 6T (k)(I @ P)d(k) = n" (k)Tn(k)  (4.35)
where 7(k) = { 5T (k) AT(k) ]T
T=UI®(A"PA—P)—(L—Lo)® K"B"PA+ (L — Lo)*® K" B"PBK
Tio=—(L—Le)AN '@ ATPBK + (£ — Lo)’A™' @ KTBTPBK

Too = AL~ Lo)’A '@ KTB"PBK — (y1Iy ® I,)

(VT 1) 0
Setting 77(k) = n(k), one has
0 (AVT®I)
(k)= (% ® In)é(k) = (\;—N ® In)(AlM ® 1) z(k) =0 (4.36)

Then it follows from (4.31), (4.32) and (4.33) that

AV (k) = 7" (k)Ui(k) (4.37)
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where U = k) =17, -, 7.

) T]N+27 oy Ty ’

Un=(Iy.1® (AT"PA—P)— (D —-De)® K'B'PA
— (D —Deo) ® ATPBK + (D — Do)* ® K" B"PBK
Up=—(D—De)®@A"PBK + (D — De)? ® K' B"PBK
Uy = (D — Do)’ ® K'B'"PBK
0 0
Let YV = . The following inequality holds for that ¥ is a

0 (mIn-1®1)
unitary matrix with simple manipulations according to Kronecker properties:

[ (k)Vi(k)] < nE[AT (k) (PATTT @ 1) A(k)]
< ME[|TA ® L[| AK)]?)
< 71 max {a; } E[| A(k)]|] (4.38)
Based on (4.37) and (4.38), one has

E[V(k+1)|0(k)] - V (k) <E|q"(k)(U — Y)i(k) + VOV(M'(S(]{;)}

+NE[[WA @ L[| AK)[*] — vV (k) (4.39)
It is easy to verify that
w0V (k) = 700" (k)(Iy ® P)i(k)
70(1N®P> 0 70(1N71®P) 0
=n"(k) ' (k) =n(k) i7" (k) (4.40)
0 0 0 0

and E[|A(K) 2] = I, S5y B[ AG[?] < (N +n) 5. Noting that E[U — Y] =

which is a negative definite matrix, similar to the procedure in (4.26), we have

E[V(k+1)[6(k)] — V(k) < =10V (k) + 7 (4.41)
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where v = vy max {o; } (N +n) AT?’. Applying Lemma 4.3 completes the proof.

Based on Lemma 4.1 and the definition of the proposed Lypaunov function, we can

deduce the following bound on the scaled-disagreement:

E[Js(k)P] < %wowa ST

A(P)o

(4.42)

Corollary 2 If there exist matrices Z and X > 0 and scalars v; > 0 and 0 < 79 < 1

satisfying the linear matriz inequality:

T 0 Tis
T=1| o To Toz | <0 (4.43)
° o T3

where Tiy = (Yo — D(In_1 @ &), Too = -1 (In-1 @ X)

Tiz=(Iy_1 ® XAT) — (D — Do) @ ZT BT

Tos = —(D— Do) @ ZTBT,  Tss = —(In_1 ® X), then the multiagent system (5.1)
achieves mean-square practical scaled-consensus. Moreover, the consesus gain is given

by K = ZX~1.

Proof. Inequality (4.34) can be decomposed as follows:

E=0+J"(Iy_1®P)J (4.44)
(0 —1)(Un-1 ® P) 0
where © = and JT =
0 7 (In-1® P)

(In.1 ® AT) — (D — Do) ® KTB
Applying  Schur  complement to

—(D-De)® KTB
Equation (4.44), multiplying both sides by the congruent transformation

diag [Iy.1 ®@ X, In_1 ® X, In_1] and substituting K P = Z gives LMI (4.43). |
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4.4 Simulation Results

To demonstrate the effectiveness and feasibility of the proposed theoretical results, an
illustrative example is provided. For both leaderless and leader-follower classes, we
consider a group of ten agents whose communication topology is shown in Figure 4.1.

The agents’ dynamics are given as follows:

1 0.0952 0.2094 0.0108
ri(k+1)= |0 0.9048 0.2784 [zi(k)+ | 0.0238 |ui(k)

0 0 0.9512 0.0975

First, for the leaderless case, we select the scaling values o = 1, as = a3 = 2,

ay = a5 =ag =3, and ay = ag = ag = a9 = 1. Now, assuming the expected values
of the DoS attacks as follows: 1 = 0.5, 8, = 0.7, 85 = 0.5, B4 = 0.6, 35 = 0.45, B =
0.75, 37 = 0.6, s = 0.8, By = 0.2, and Byy = 0.7. With the scalars 7 = 0.01651 and
v = 1.511, by using the LMI (4.43) and the MATLAB software (with CVX package),
we obtain the following scaled-consensus gain:

K =1[-0.2644, —0.2678, —1.9018§]

The initial conditions are given as:

71(0) = [0, 1, 2]7, 22(0) = [1, 2, 4],
x3(0) = [-1, 4, 1]7T, 24(0) = [2, 5, 0],

z5(0) = [3, —5, 0], x6(0)

I
=
|
S
|
=
N

27(0) = [4, 1, =3]T, z5(0) = [0, 5, 6]7,

29(0) = [=3, 3, 3|T,  x10(0) =[-2, 1, 2|7

Under the effect of DoS attacks and quantization with A, = 0.1, the simulation results

of the average state response using the protocol (4.4) are shown in Figure 4.2. The
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average of state response is simulated over 10* times. Figure 4.3 displays the simulation
results when ideal measurement is considered. We observe that scaled-consensus is
achieved in both cases with small deviation due to the quantization effects.

For the leader-follower case, consider the same probabilities of DoS attacks and
scaling parameters ap = —1, a1 = 1, ap = a3 = 2, a4 = a5 = ag = 3, and
ar = ag = ag = ayg = 1. The dynamics of the leader (4.3) is represented using the
state-matrix A of the followers. The leader is connected to the agents ¢« = 1,3 only.
The DoS probability against the leader agent is given 3y = 0.75 and By = 0.6. By
using the LMI (4.23) and the MATLAB software (with CVX package), we have the
following leader-follower scaled-consensus gain:

K =1[-0.3797, —0.3997, —3.0401]
With the same initial conditions of the leaderless case, and the protocol (4.20), the
states response of one sample path is displayed in Figure 4.4. Since the leader scale «y
has negative value and the scales of the agents have positive scale ratios, we observe
that opposite behavior has been achieved. Moreover, the agents that have the same
scales reach the same common values, and each group reaches dedicated ratios with
respect to other groups. We note that an oscillation appears due to the DoS attack.
According to the input matrix B = | 0.0108 0.0238 0.0975 |, one can see that the
last element B3 &= 9B;. An intense oscillation occurs in the behavior of x3 due to the
large value of the component B3 = 0.0975 compared with B, and B;. In addition,
as can be seen in Figure 4.2, the oscillation becomes more intense because of the
sever impact of the quantization error. It can be seen that the disagreement states

are practical mean-square stable, see Figure 4.5. Despite of the link failures, the
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Figure 4.1: Communication topology.

disagreement converges to zero when the quantization is not considered, see Figure
4.3. On the other hand, practical mean-square convergence has been satisfied even

though the DoS and quantized measurements are considered.
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Figure 4.2:  Average of the states’ response over 10* simulations of leaderless MAS
(5.1) subject to DoS attacks and quantization, with scales a; = 1, ap = a3 = 2,
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CHAPTER 5

DISTRIBUTED

EVENT-TRIGGERED

CONSENSUS PROTOCOLS

This Chapter focuses on leader-following and leaderless consensus problems of discrete-
time multiagent systems. A distributed observer-based consensus protocol is proposed
to investigate the consensus problem for multiagent systems of general discrete-time
linear dynamics. By means of the observer, the distributed control law of each agent
is designed using local information to guarantee consensus, and the corre- sponding
sufficient conditions are obtained by exploiting graph and control theory approach. A
modified distributed event-triggered consensus protocol is designed to reduce commu-
nication congestion. Detailed analysis of the leaderless and the leader-following con-
sensus is presented for both observer- based and full-information protocols. Finally,

two simulation examples are provided to demonstrate the effectiveness and capabilities
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of the established theories.

5.1 Introduction

The leaderless consensus approach requires all agents reach to a common value or vari-
able. However, the leader-following scheme needs the followers to track the leader’s
state, where the leader can be considered as a reference generator and is not affected by
the followers [27]-[28]. For the sake of consensus, many researches have been addressed
several effective control strategies, such as robust control [43], observer based meth-
ods [44], pining methodology [45], adaptive control [46]. The aforementioned results
are all continuous, and the control law design requires state information continuously
which is too ideal to achieve consensus for multiagent systems. Implementing pe-
riodical sampling scheme or the time-triggered policy could waste resources such as
networks bandwidth due to the numerous redundant sampling data. This leads to
data congestion particularly when the sampling intervals are very short [140]. It is
for this reason that efficient control schemes should be implemented to reduce data
transmission and control update. Therefore, the event-triggered policy is an effective
method to mitigate the unnecessary waste of communication and computation re-
sources, and the sampled-data is released to the shared communication network when
a defined condition is violated [141]. Many results have been investigated to enlarge
the inter-event time intervals to decrease the transmission frequency [160]-[161].

To implement a practical control protocols for multiagent systems, it is compulsory

to investigate the network limitations, and consider the computation resources. This
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motivates us to seek the possible approach of event triggered discrete-time protocols
for multiagent systems. We have tried to introduce a well organized solution to the
leaderless and leader-following problem of discrete-time multiagent system under fixed
communication topology. The main contributions and primary distinctions of this

Chapter with other results can be summarized as follows:

1. Leaderless consensus is investigated with a modified version of distributed event-
triggering protocols via combination measurement without the need of continu-
ous communication. Moreover, the results are extended to observer-based lead-

erless consensus for the case where all agents’ states are not directly accessible.

2. Leader-following consensus criterion is given to achieve the cooperative control
using distributed observer-based for general linear multiagent systems. Unlike
triggering policy based on model-based mechanisms, the control law is executed

discretely such that it reduces the computational resources and controller’s en-

ergy.

3. In [166] a modified integral-type was considered for continuous-time multiagent
systems, the case we consider is a modified discrete-time version for multiagent
system. Implementing such integral-type triggering policy requires short internal
sampling to compute the integral which increases energy consumption of the
controllers. However, the proposed discrete counterpart does not produce error
due to sampling, excludes the Zeno phenomenon inherently, and is more easier

to implement.
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5.2 Problem Formulation

Consider a group of N agents with the following general discrete-time linear state
space representation:

zi(k+1) = Aux;i(k)+ Bu;(k)

yi(k) = Cxyk), i=1,....,N (5.1)

where z;(k) € R" represents the state of agent i, u;(k) € R™ represents its control

law, and y;(k) € RP denotes its output. In the sequel, the leader-following consensus
will be investigated with the following leader dynamics:

xo(k+1) = Azo(k)

yo(k) = Cuxo(k), (5.2)

where (k) and yo(k) denote the state and output variable of the leader, respectively.

Note that the presented dynamics of the follower-agents and the leader are a more

general of the first and second order integrators. The following definition is used to

distinguish between the leader-following and leaderless consensus.

Definition 5.1 The discrete-time multiagent dynamics of (5.1) achieves leaderless
consensus if

lim ||z;(k) —z;(k)||=0 Vi,jeg

k—o00

and the leader-following consensus is said to be achieved if

lim |lz;(k) — zo(k)| =0 Vieg

k—o0

Assumption 8 Both leaderless and leader-following consensus will be addressed in
this Chapter. For analysis convenience, the interaction topology is assumed to be
undirected for both the leaderless and the leader-following cases. In addition, in the
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leader-following case, the graph G is assumed to contain a spanning tree with the leader

agent as a root.

First, the following full-information protocol is considered for achieving the leaderless
consensus:
wi(k) = =Kz (ki) , k€ [k, ki) (5.3)
where z; (kf) = ZjeNi @i (xl (kll) —xj (/{fj)), K is the consensus gain to be designed,
and &}, is an integer that represents the triggering instant of the agent .
Denote the triggering-error e;(k) = x; (k;,) — z;(k), the following represents the
modified triggering rule: ki, | = inf {T"€ N|T > ki, : f;(z;,e;) < 0} with the following

triggering function:
T o T
Flee) = 3 (sl ()P +a7) = 32 leatr)I? (5.4)
r:klii T:klii

where (8 is a positive scalar, 0 < a < 1 and k; is a positive scalar to be de-

signed.Substituting the consensus protocol (5.3) into the multiagent dynamics (5.1)
yields that following overall dynamics:
rk+1)=(In® A) z(k) — (Iyn ® BK) z (k) (5.5)
where z(k) = [z](k),... ,:L’]Tv(k)]T, 2 (k) = [+ (Kh),....2% (/{ZJ}G)]T Denote the
disagreement vector &;(k) = z;(k) — z(k), and z(k) = & SV xi(k) where Z(k) is the
average of agents’ states. Then, the compact form of disagreement error vector can
be represented as
(k) = (M®L,) z(k), (5.6)
where 6(k) = [o7 (k),... ,(5?{,(1{;)?, and M = Iy — +~1 17, It is straightforward to

see that LM = ML = L. Based on (5.5) and (5.6), the disagreement dynamics is
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expressed as:

d(k+1)=(Un® A)d(k) — (M® BK)z (k) (5.7)
From the relation between the augmented state and the disagreement vector given
n (5.6), 6(t) = 0 implies that z(¢) lies in the null space of (M ® I). Based on the
definition of M, the null space is spanned by the vector (1 ® I). Therefore, the
stability of the disagreement dynamics (5.7) implies that the leaderless consensus of
the multiagent system (5.1) is achieved. The stability analysis of such dynamics will
be investigated in the sequel under the modified triggering policy. We are now ready
to introduce the observer based leaderless consensus method for the multiagent system

(5.1). Consider the following observer based protocol:
Bi(k+1) = Azi(k) + Bui(k) + F (yi(k) — gi(k))

wik) = —Kz (ki) =K ay (& (ki) — 2 (k) (5.8)
JEN;
based on the triggering condition:
T

filzi, @) = Z(Hz

r=k’
where w;(k) = #;(kl) — #;(k) is the triggering error for agent i, and &;(k), g:(k)

[+ 8a7) = > =)l (5.9)

_pi
r—kli

zi (k)

represent the observer state and its output for each agent ¢, respectively. The matri-
ces L and K are the observer and consensus gains to be designed later. Similar to
leaderless problem, we address the full-information event-triggering protocol for the
leader-following case with the following control law:

ui(k) = —KZ (klll) ke [kllnklZZH) (5.10)
where the combination error z; (k;) is given as follows

5 (k) - {Z%(@(k;)_mj () + ds (s (1) —20()) | (5.11)

JEN;
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based the following triggering function:

filzi,e)) = Z (Hz’ ng (k’f) }2 +50€T> - Z ||€¢(7’)||2 (5.12)
T:klii r:k;i

Substituting the leader-following protocol (5.10) into the multiagent dynamics (5.1)
yields that following overall dynamics:

z(k+1)=(Uy® A x(k)— (Iy ® BK) Z (k) (5.13)
where Z(k) = [T (k})), . .. ,2}@(1@%)? Denote ¢;(k) = z;(k) — xo(k) as the tracking
error for agent ¢ and the augmented error vector (k) = [e7 (k), ... ,5%(/1‘)}? Using
the dynamics of the leader (5.2) and the overall dynamics of the followers (5.13), then
the overall dynamics of the following-error is obtained:

ek +1) = (Iy® A) e(k) — (JN ® Bf() 2 (ky) (5.14)
The stability of (5.14) implies that the leader-following consensus of the multiagent

system (5.1) is achieved with the leader represented in (5.2).

5.3 Consensus Results

Here we investigate the leaderless consensus problem of multiagent system (5.1). To
analyze the leaderless-consensus, we need to define z;(k) = Y.y ay (wi(k) — x;(k)),

and ¢&;(k) = z; (ki) — z(k), then the following transformations can be obtained:

a(k) = ) ay (@ilk) = 2(k) —a;(k) + 2(k)) = Y ai; (6:(k) — ;(k)) (5.15)

JEN; JEN;
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and

= Z ai; (i (k) — (k) — Z i (l"j (K,) - ma‘(k’))
= Z ai; (ei(k) — e;(k)) (5.16)

Therefore, they can be written in the following compact forms:
2(k) = (L®l,) k)= (LI, z(k)

e(k) = [eT(h),...,eh(k)]" (5.17)

- - - T
é(k) = [e{(l@), ey e%(k)] (5.18)
Based on 5.16, with algebraic manipulations, it is easy to show that the following

inequality holds for any matrix V:

VRl = 1V ) aylek) —e;(k)]

JEN;
< D agVe)+ 11> ayVe; (k)|
JEN; JEN;
< LillVeB)| + ) ail|Ve (k)| (5.19)

JEN;
Now, we are ready to state the first result of leaderless consensus based on the protocol

(5.3).

Theorem 5.1 Consider the multiagent system (5.1) with an undirected and connected
topology G. If there exist symmetric matrices P > 0, QQ > 0 and S > 0 with appropriate
dimensions such that the following linear matriz inequality holds

ATPA—P—-S+Q<0 (5.20)
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and the consensus gain K satisfies:
= (Aehoin(@) = 21 © E)IP) — 2801 (VT @ V)P + 20 0 DI ) > 0

(5.21)

where VIV = APBEAKTBIPA 4 oG gT[ = X,,.(L)K"B"PBK — ATPBK +

25, x 2 (1 — max {2r; NI + 2k;N? maxen, {CLJQZ}}> > 0 X = (L), ¢ =
N[ + > ien; a?i], and 1) = max;1);, K = max;{k;} then the multiagent system
(5.1) achieves leaderless consensus based on the full-information protocol (5.3) with

the modified event-triggering function (5.4).

Proof: Consider the following Lyapunov function: V(k) = 67 (k)(L ® P)di(k)
where P is a positive definite matrix. The difference of the Lyapunov function AV ()
along the dynamics of (5.5) is given by

AV =V(k+1)=V(k)=0"(k) [I @A) (L& P)(I®A) - L& P|ik)

— 26" (k) [ ® A)" (L ® P)(M ® BK)] 2(k)
+ 2" (ki) [(M @ BK)"(L @ P)(M @ BK)] (ki)
—6T(k) [(L?® S)] 6(k) + 0" (k) [(L*®@ 5)] 6(k)  (5.22)
for any matrix S with appropriate dimension. Based on (5.17), one has
57 (k) [(£2 @ 9)] 6(k) = 67 (k) (L © )(I ® S)(L ® 1)) 8(k)
=2T(k) [(I ® 9)] 2(k) (5.23)
Recalling that LM = ML = £, and according to (5.23), we can represent (5.22) as
AV = (k) [(L® (A"PA—P)— (L*® 9))] 6(k)
— 267 (k) (L ® ATPBK)z(k) + 2" (k)(I ® S)z(k)

+ 2T(k)(L ® K'BTPBK)z(k;) (5.24)
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Let U = —267(k)(L ® ATPBK)z(k;). Based on the definition of the error &;(k) =
zi (kj.) — zi(k), Young’s inequality, (5.17) and (5.18), the upper bound of U is obtained:
U = -285k)(L2I1)I® ATPBK)z(k)
= —22"(k)(I ® ATPBK)z(k)
= —2(z(k) — &' (k) (I ® A"PBK)z(k)
< —2T(k)(I® A"PBK)2(k) + " (k))(I ® ATPBK)é(k) (5.25)
Using the properties of Kronecker products, since K7 BT PBK is positive definite then

the following bound holds:

2"(k) [(L® K"B"PBK)] z(ki) < 2" (ki) [(I ® Apao(L)K" B" PBK)| (ki) (5.26)

Replacing the bounds in (5.25) and (5.26) with their corresponding parts in (5.24),
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gives

AV

IN

5" (k) [(L® (A"PA—P)— (LL® S))] 0(k)
+ e (k)(I ® ATPBK)é(k) + 2" (k)(I ® S)z(k)
+ 27(k) [I @ (Amae(L)K"B"PBK — A"PBK)] 2(k))

— 6"(k) [L® (A"PA - P) — (LL® S)] (k)

Mz

éi (k) [A" PBK] &(k))

1

~.
I

] =

2T (k) [Mmae(L)K"BTPBK — ATPBK) (k)

1

~.
Il

(zi(ky) — (k) S (zi(ky.) — €i(k))

+
iM-

< 0"

—~

k) [(L® (A"PA—P)—(LL®S))] 0(k)

& (k)) [A"PBK +2S5] &(k))

Mz

1

(2

+ 2] (k) [Amaa( L) K" BT PBK — ATPBK + 28]z (k) (5.27)
=1

From the definitions of V' and v;, using (5.19), and the fact (Zfil :1:,-)2 < Nzi]\il x?,
one has

N N
S &l (k) [ATPBEK +25) & (k ZHV@ )|?

=1

2
CallVeR)Il + ) ainVGj(k)H]

VAN
\:\Mz T

JEN;
<OV | EVamIE S ave ]
=1 JEN;
N
< Z%HVQ(MHQ (5.28)
i=1

Since £ has a simple zero eigenvalue and symmetric, there exists an orthogonal

matrix U such that U1LU = UTLU = J = diag{0, \s(L),..., A\nv(L)}. Let
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~ - ~ ~ T

o(k) = (U'®1,) 8(k), where 6(k) = |67 (k),...,0%(k)| . Then, using the alge-
braic fact (z +y)? < 22?2 +2y?, LMI (5.20), and substituting (5.28) into (5.27) results
in

AV

IN
[]=
S
P
D
>
o
ES
~
T
I
=
|
>
[
A3}
)
S
=

+ el (/{P)VTV@(]C)} + 2" (k) [I @ (H'H)]2(ky)

< =i @R+ @ V)e)|* + (I © H)z(k)|?

= =2 X (Q)SR)] + LI @ V)e(B)|” + (I @ H)[=(k) — e(k)]||*

< =i (@SE)] + (I @ Ve (k)|

+ 2ll(I @ H)z(k)|* + 2I/(I @ H)é(k)]|? (5.29)

Employing the presentations in (5.17) and (5.18), we can further manipulate the

upper bound of AV as:

AV

IN

=2 Amin (@) 0K + DI (L & V)e(k)[|*
+ 2(L® H)d(k)|* + 2/|(£ @ H)e(k)]]*
< = (M Amin(@) = 20 (L @ H)IIP) [|8(K)|

+ @IT@V)I*+2l(L e H)I")]e®)]* (5.30)
In order to give an upper bound to the last term ||e(k)||, we need to find the bound

of its components ||e;(k)||. Based on the modified event-triggered condition (5.4) and
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using (5.16), it can be derived that
T

Sl < 3 (sl G0 + 5e)

T

Il
??‘.

IA
M- &

ﬁ
Il
=

(ki ll€i(r) + 2:(r)[* + Ba")

IA
ANgRlE

1
Il
=

(25 & ()P + 263 |23 () |1* + Ba”)

I
0]

ﬁ
Il
=

JEN;

I
O

I
=

2/@]\”2 ||€ H2 + 2K; N2 erel%}f {a?i} HezT(T)HQ
r=kj;

+ 2K HZZ(T)H2 + ﬁa’"]

Using the fact |le(r)]|* = o8, |les(r)|)?, and (5.31), we have

Sl =33 )
r:klii

_i =1
r—kl 2

T N
ZZ[ZF@ZNZQHe 7+ 20V s {2} [ )

=kt =1
I

2 [ P + M}

<3 [ (1 &) 1+ 2100+ 50

<

r:kl
It follows form (5.17) and (5.32) that
T
Z Z 28| 2(r)||> + NBa"]
r=ko r=k
T
AN [2RILIPS(r) + NBa']
r=ko
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(5.31)

(5.32)

(5.33)



Summing (5.30) from ky to T" and employing (5.33), one gets

V(k) = V(ko) < — ()\2)\mm(Q) 2L H)||2> >l

r=ko

+ (wuu DV)I*+2l(L® HW) > lle))?

r=ko

<=0 S0P + Jofako — ) (5.34)

r=ko

Since V (k) and J; are positive, rearranging (5.34) gives an upper bound for the sum

of disagreement vector ||d(k)|| as follows:

i 2 V(k‘o) + JQ(akO - O./k+1)
7 ; I8 < y (5.3)

where J, = Y22(Y||(I @ V)|? + 2||(£ ® H)||?). Note that (5.35) implies that

1—

Zf:ko |6(r)||? converges absolutely. Absolute convergence implies that ||5(r)|| — 0

for complete normed spaces which proves that the consensus is achieved.

Remark 9 The second condition (5.21) in Theorem 5.1 is a bilinear matriz inequality.
However, one can easily obtain the variables P, Q, and S by solving the LMI (5.20).
The next step should include searching a state feedback gain K that satisfies (5.21),
which becomes an LMI after solving the first LMI (5.20). This process can be repeated
iteratively by decreasing the norm of the matrices V. and H which in turn mazimize
the value of Jy. In addition, appropriate tuning of the triggering parameters k; is very
essential to force Jy to be positive. Moreover, if the eigenvalues of the state matrix
A lie in the unit disk, one can chose S to be negative-definite in order to reduce the

effect of the matrices V. and H on the triggering parameters very efficiently.

102



5.3.1 Leaderless observer

Here, we extend the results of state feedback leaderless-consensus to observer-based

Leaderless-consensus. Denote_

i1 (k) s | G |
i(k) = 2 (ki) = 0 (k) = :
| in(k) | E (k) _ _ o (k) _
Ch) = [ ), EWRT Glk) = ailk) = d(k)
o;(k) = (k) —zi(k), zi(k) :% ‘N i (k), (5.36)

where Z;(k) represents the estimate of the state of i-th agent, (;(k) represents the
estimation error of agent i, Z(k) is the average of all estimates, and d(k) is the dis-
agreement state. Based on the multiagent dynamics (5.1), and the observer-based

dynamics (5.8), we obtain the following overall leaderless dynamics:
2k +1) = (Iy®A) (k) — <IN ® Bf() 3 (k) (5.37)
k1) = (Iy®A) k) - (IN ® Bk) 2 (k) + (Iy ® LO)C(K)  (5.38)
C((k+1) = [INn®(A—=LC)| (k) (5.39)

and the disagreement vector is obtained:

o(k+1) = (In®A) (k) — (M@ BK)z (k) + (M LC)C(k)  (5.40)
Based on (5.39), if we select an observer gain L such that the matrix A — LC
is Schur stable, then the estimation error will vanish and the disagreement vector is

obtained as follows:

S(k+1) = (In ® A) §(k) — (/\/l ® Bf() 5 (ky) (5.41)
Theorem 5.2 Consider the multiagent system (5.1) with undirected topology G. If

103



there exist symmetric matrices P > 0, Q) > 0 and S > 0 with appropriate dimensions
satisfying the conditions in Theorem 5.1 and A — LC' is Schur stable, then the mul-
tiagent system (5.1) achieves leaderless consensus under the observer-based controller

with the modified event-triggering function (5.9)

Proof: The proof follows parallel line of Theorem 5.1.

5.3.2 Leader following Consensus

This part is devoted to the leader-following consensus of linear multiagent system (5.1)
with the follower given in (5.2) based on the event-triggered function (5.12). Denote
H = L + B, where B is the leader adjacency matrix and £ is the Laplacian matrix
of the graph G. Based on the definition of Z;(k) in (5.11), then Z(k) = (H ® I,,) (k).
In addition, define (k) = Z; (k,) — Zi(k), and é(k) = Z (k;) — Z(k), with the leader-
following consensus protocol (5.11), one has

AR = 3 (o (K5) — 2 (K9)) + s (o () — o)

_ Z ag; (zi(k) — (k) — d; (zi(k) — z0(k))
= > ai(eilk) — (k) + des(k) (5.42)

Hence the compact form can be represented as
ek)y=2(k)—z2(k)=(H® I, e(k) (5.43)

L (B)(HH @ S)e(k) = 2T (k) (I ® S)2(k) (5.44)

104



Algebraic manipulations for any matrix V' and invoking (5.42), it is easy to establish

the following inequality:

Ve = IV ailei(k) — e;(k)) + diVei(k)|
JEN;
< D agVe )+ 11D ayVe;(k)|| + dil|Vei (k)|
JEN; JEN;
< LillVeB)| +ay Y Ve (k)| + dif| Ve (k)] (5.45)
JEN;

which leads to the following result:

Theorem 5.3 Consider the multiagent system (5.1) and the leader dynamics (5.2).
The distributed event-triggered protocol (5.10) achieves leader-following consensus if
there exist symmetric matrices P >0, QQ > 0 and S > 0 with appropriate dimensions
such that the following linear matrix inequality holds
ATPA—P - 0S+Q<0 (5.46)
and the leader-following gain K satisfies
5 =( bl @) = 211 W) = 2R (510 @ VIR + 20040 DI ) > 0

(5.47)
wheref = (1i,7) > 07 QZ = max; {¢1}7R = max; {Hi}) A1 - Amzn(H)uqu)z =

N+ [+ @+ T @] v = NN + DB + @7 = 2NN +

Dmaxien, {0}, 7 = max{Dy, 7}, HTH = Mao(H)KTB"PBK — ATPBK +

25, andVTV = ALPBRLRIBIPA 4 99

proof: Consider the following Lyapunov function: V (k) = &X' (k)(H ® P)e(k).

Using (5.43), and (5.44), the difference of the Lyapunov function AV (k) along the
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dynamics of (5.14) can be obtained as follows
AV = V(k+1)—V(k)
= (k) [I®A)"(HoP)(I®A) —HP]ek)
— 2(k) (T @ AT (H @ P)(I ® BK)| (k)
+ (k) (I ® BE)"(H® P)(I ® BK)| (k)
— (R [(HH @ )] e(k) + € (k) [(HH @ 5)] (k)

= €'(k) [(H® (ATPA—P)— (HH® 9))] (k)

+ Uk)+V(k)+ 2T (k) [T ® S)] 2(k) (5.48)
where  U(k) = =2T(K) [(H@ATPBE)| 2(k)  and V() =
(k) [ H ® K"B"PBK ] Like the process in Theorem 5.1, incorporat-
ing the definition of e(k), (5.43), and Young’s inequality lead to

Uk) = —2¢ [ (Ho ) ATPBK)} 2(ky)
— —22"(k) |(I © ATPBEK)| 2(ky

= 23k — " () [T & ATPBK)} 2(k)
< (k) [(I ® ATPBf()} (k) + (k)T [(1 ® ATPBf()] &(k)) (5.49)
and
V(k) < 57 (k) [(1 ® )\max(H)f(TBTPBf{)} Z(ky) (5.50)
Substituting (5.49) and (5.50) in (5.48) and using (5.44), we have
AV < €'(k) [((H® (A"PA—-P)— (HH®S))] e(k)
+ (k) {(1 ® ATPBR’)] e(k)) + T (k) [(I © 8] 5(k)

+ (k) [I & (Amae(H) KT BT PBE — ATPBIN()} Z(ky)
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Decomposing the Kronecker products into summation representations gives
AV <e'(k) [(H® (A"PA—P) — (HH® S))] (k)

+ Z &l (k)) [AT PBK] &(Kk))
—l—Zz (k1) [ mae(H)KTBTPBR — ATPBK} z(ky)

+ Z (ki) — e(k))"S(Zi(kf:) — ei(k)) (5.51)
Applying Young’s mequahty to last term in (5.51), that is (a — b)TS(a —b) < 2aTa +

26T, we arrive at:

AV <ef'(k) [H® (ATPA—P)— (HH®9))] (k)

N
+Z} [e?(k)) (ATPBf( + 25) &i(k)) + 2T (k) HT H (k) (5.52)

From the definition of the matrix V with VTV = A2 BRJ“ZRTBTP A 1928, then using

5.45), and the fact AR 2)° < (N +1) SV 22 one has
( =1 =1 7

N N
S el (k) [ATPBKHS} alk) = [Vek)|?
=1 =1

2
N
<M ll IVeik)| + > aijl[Ve; (k)| + dil|Vei(k)]|

i=1 JEN;

N
< W [iMV@ W2+ 3 a3 Ves (k) 2

i=1 JEN;

& Ves(h) rP] }jwmv@ )2 (5.53)

Since H is symmetric positive-definite, then there exists an orthogonal matrix U
such that UT'HU = UTHU = J = diag{\(H), 2(H),..., \nv(H)}. Let ék) =

(UT @ I,) e(k), where é(k) = [€7(k),...,éh(K)]" . Substituting (5.53) in (5.52) gives
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that

N
AV <> el (k) [M(H)(ATPA - P) = \}(H)S] &(k)

N
+ ) el (B)VTVei(k) + 27 (k) (I @ HTH) #(ky) (5.54)
Then, using inequality (5.46), and (5.43) we have

AV < =MAmin(@)ER) | + DT @ V)e(k)|* + I(1 @ H)z (k)|
= =AM Amin(Q) (k)| + DI @ V)e(k)|* + (I @ H)[z(k) — e(k)]]*
< =M Amin(@Q)le(®) | + DI @ V)e(®)II* +2/[(1 @ H)Z(K)|* + 2] (I @ H)e(k)]|
< =MAmin(@)lle(®)| + DI @ V)e®) | + 2 (H @ H)e(k)|* + 2] (I @ H)e(k)]||?
< =MAmin (Q)le(k) || + DT @ V)e(k)|* + 2/|(H @ H)e(k)||* + 2/|(H @ H)e(k)]|
< ~(MAmin(Q) = 2(H @ H)|*)[le(k)]

+ @I @ V)I? + 20K & H)[*)lle(®)]* (5.55)

Based on the event-triggering function of the leader-following case (5.12), and (5.42),

108



we have

T T
> llesr)l” < D7 (w15 (5)[)* + Ba7)
r:kfi r:klii
T
< Y (willatr) + 50 + Ba”)
r:k’;i
T
< 37 (2w @) + 26 ()P + 57
r:k’;i
T
<y [znimu)((l?ﬁd?)He?(r)H% Zafj”ejf(r)u?)
r:klii JEN;
#2550 + o’
T
< {QKi(N—i—l)(l?i—kd?)HeiT(r)H2
r:kii
+ 26 N(N + 1) max a3} [|ef ()] + 26 [2) [P + Ba” | (5.56)

Using the fact [|e(r)]|> = 20, [les(r)]|?, and (5.56), we have

S = 3 S e
r=ki, r=ki, i=1
235 [ww D@+ ) |7 ()]
r=kt i=1

iEN;

- z (1= 2) el + 201017+ e

Since T' > 0, we have the equlvalent bound:

F2N O+ 1) ) [0+ 2 ) P+ |

T T

S lle)® < Ty &[] + Nba']

r=kt :ki.
T
<T Y [28|H[Plle(r)]? + NBa’] (5.57)
:k
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Summing up (5.55) from ko to 7" and employing (5.57), one has

V(k) = V(ko) < —<A1>\W~n(62)—2||(71l®H)||2)z:He(?")II2

+(wu<1®v>u2 +2H<’H®H>H2) S fle(r)P
<=1 S le()? + e — ok (5.58)

where Jy = %(WKZ’ QW2+ 2|(H ® H)H2> Since V (k) is always positive, re-
arranging (5.58) gives an upper bound for the sum of disagreement vector ||e(k)]|| as

follows:
k

2 V(k)g) + JQ(OékO — k+1)
;; le(r)]]” < 7 (5.59)

0
This implies that Zf:ko |le(r)||* converges absolutely. Absolute convergence implies

that [|e(r)]| — 0 for complete normed spaces which proves that the consensus is

achieved.

5.3.3 Observer Based Leader following Consensus

Observer based leader-following consensus is investigated in this part under the fol-
lowing consensus protocol:

wi(k) =—Kz (ki) ke ki,ki,) (5.60)
where

5 (k) = [ S ay (i (k) — 25 (k) + d (3 (k) —wo(k) | (5.61)
JEN;
and Z;(k) represents the estimate of the state of i-th agent. We consider the same

dynamics of the observer of the leaderless (5.8) but with different protocol which is

given in (5.60). Let the vectors z(k), ((k), w;(k), and Z (k;) are defined similar to the
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Figure 5.1: State trajectories of the six satellites, leaderless case.

leaderless case. Denote é;(k) = z;(k) — x¢(k),, then based on the multiagent dynamics
(5.1), (5.2), and the observer dynamics, we obtain the following dynamics:
ék+1)=(Iy® A)é(k) — (I ® BK)z (k) + (I ® LC)C(k) (5.62)

C(k+1)=[In®(A—-LO)|((k) (5.63)
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Figure 5.2: Triggering instants of the leaderless consensus.
Based on the decoupled estimation error (5.63), if we select an observer gain L such
that the matrix A — LC' is Schur stable, then the estimation error will vanish and the

disagreement vector is obtained as follows:

ek +1) = (Iy ® A) é(k) — (1 ® Bf() 5 (ky) (5.64)

Theorem 5.4 Consider the multiagent system (5.1) with undirected topology G. If
there exist symmetric matrices P > 0, () > 0 and S > 0 with appropriate dimensions
satisfying the conditions in Theorem 5.3 and A — LC' is Schur stable, then the mul-
tiagent system (5.1) achieves leaderless-following consensus under the observer-based
controller with the following modified event-triggering function (5.9).
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Proof: The proof follows parallel line of Theorem 5.3.

Figure 5.3: Connected topology of the multiagent system.

5.4 Simulation Results

In this section, two simulation examples are given to demonstrate the effectiveness
of proposed theoretical findings. The first example is devoted to leaderless consensus

and the second example will be related to leader-following consensus.
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5.4.1 Example 1

Consider a multiagent system comprises four agents with the graph topology shown

in Figure 5.3. The corresponding matrices are given as

8906 .0596 —.297 .0572 —.270 .0947
0745 8808 —.481 .1183 —.380 .2315
0341 .0195 .5786 —.026 —.171 .1394
—.120 1096 —.295 .8696 .0366 .0617
—.032 .0694 —.216 .1144 .6789 .0405

—.095 .1354 —.402 .1145 —.209 .9576

BT:{—2.974 —0.357 —4.043 —1.416 3.891 12.5]

The Graph G is connected and the pair (A, B) is controllable. Consider the triggering
parameters: a = 0.6, § = 0.1, k; = 0.02, ko = 0.0751, k; = 00.05, and xk; = 0.01. We
T
assign the initial states as x1(0) = { 55 88 53 —157 —-7.6 11.6 ] , 22(0) =
T T
[—14.3 —36 —8.7 10.7 —11 10} , 23(0) = [0.38 3.63 1.83 —19 —9 —8.8} :
T
x4(0) = [2_35 49 592 —14.1 11.7 3'7] The consensus matrix K is ob-
tained by solving the conditions presented in Theorem 5.1 as follows: K =

{ —.0058 .0162 —.0378 .0138 —.0116 .0268 ] - We use the event-triggered func-
tion (5.4) to consider this model. The trajectories of the four agents are shown in Fig.
5.1. The triggering instants under the modified-type triggering (5.4) are plotted in

Fig. 5.2.
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5.4.2 Example 2

Consider 4 agents and every agent z;(t) € R? i = 1,2,3,4. Their interaction topology

is shown in Fig. 5.3. The dynamics of the agents and the followers are given as

0.9950  0.0998 0.0998
(1) = i(t) + u;(t)
—0.0998 0.9950 0.9950

Set the triggering parameters as the previous example and the initial condition
to 21(0) = [6.5,2.9]", 22(0) = [5.4, =2.7]", x3(0) = [2.7,3.7]", and z4(0) =
[—1.4, 3.9]T. According to Theorem 5.3, the leader-following consensus is obtained
K= [0.1027, 0.3907]T. Figure 5.4 shows the agents response and the trajectory of the
leader. It can be seen form the response that agents track the leader asymptotically

and the leader-following is achieved.

200
150
g 100

50

Figure 5.4: Phase plane plots of the leader and its followers that demonstrate that
the leader-consensus is being achieved.
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CHAPTER 6

LEADER-FOLLOWING

CONSENSUS WITH

TIME-VARYING DELAY

This Chapter studies the consensus problem for discrete time nonlinear multiagent sys-
tems with time delay. Based on an asynchronous event-triggered mechanism where
local information of a communication graph is involved, a distributed consensus pro-
tocol is proposed to reduce the network communication congestion for achieving state
consensus for multiagent nonlinear systems. To avoid complications involving data
fusion, this distributed consensus protocol allows every agent to broadcast its own
state at its own triggering condition instead of using continuous updates and without
continuous monitoring of the triggering condition. To save the energy consumption
involved in a consensus protocol, the proposed event-triggering guaranteed cost is

investigated in this Chapter for multiagent systems. We select an agent as leader
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that is constrained by its neighbors and controlled by the proposed protocol as other
agents. It has been theoretically demonstrated that the consensus problem of multi-
agent systems with non- linear perturbation and time delays can be achieved if the
control gains and the triggering parameters are appropriately selected. Sufficient con-
ditions are given to guarantee that the agents achieve consensus. Moreover, the gain
matrix and triggering parameters of the proposed protocol are cast into matrix in-
equalities conditions. A simulation example is given to illustrate the effectiveness of

the theoretical results.

6.1 Introduction

Consensus of multiagent systems is one of the challenging problems in cooperative con-
trol methodologies and has a wide variety of scientific applications, such as formation
problem [37], [38], [39], wireless sensor networks [40], intelligent traffic management
[41], rendezvous of spacecrafts [42]. Thus, multiagent systems have been researched
extensively by various scientific communities in automatic control, computer science,
and other fields [47]. As a result, a profound results on the properties of multi-agent
systems have been established [48], [49]. Generally speaking, consensus objective is
guaranteed by finding a dynamic interaction protocol that drive agents to reach an
agreement on a common target. It is a fundamental demand for investigating coop-
erative control methodologies of multiagent control systems [50]. Based on Lyapunov
methods and Lasalle’s invariance principle, together with the algebraic graph and

matrix theories, consensus methodologies have been reported in the literature, see,
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e.g. [b1]. For instance, it is demonstrated that the consensus of position and velocity
second-order challenge is investigated for multiagent systems in [52]. The leader fol-
lower consensus of linear and nonlinear multiagent systems are addressed in [61], [62],
where the states are updated in accordance with neighboring information exchange in
order to track the behavior of the leader.

For achieving the consensus of multiagent system, continuous information ex-
change of agents through neighbor-based interactions may lead to a data congestion in
the network. When capacity limitation of the communication network and energy re-
sources are limited, an effective mechanism called the event-triggered strategy should
be adopted to reduce unnecessary sampling and data transmission among agents [175],
[176], [177]. Unlike the classical time-triggered control mechanism, sampled data is
transmitted only by occurrence of a predefined condition instead of periodic broadcast-
ing among agents. Motivated by these features, a considerable number of researchers
have extended event-triggered control mechanism to the consensus of multiagent sys-
tems earlier by the group guided by Dimarogonas [178],[179], and so far, a substantial
amount of research has been reported on this issue [180], [181]. For instance, output
feedback consensus methodology is addressed to control disturbed multiagent systems
via event-triggered mechanism in [182]. Furthermore, as proposed in the work of Yang
et al [183], a distributed event-triggered strategy for nonlinear multiagent systems is
addressed that effectively reduces the information exchange and actuation updates.
Most of the above works focus on multiagents with certain dynamics and without con-
sidering the time delay. However, several event-triggered methodologies on uncertain

multiagent systems with time-delay have been investigated [184]. In [185] and [186],
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leader-following consensus via event triggering scheme is investigated by considering
the leader that is not controlled by the consensus protocol and can not receive in-
formation from the followers. On the other hand, in various practical applications,
the leader should be updated and controlled by the state of other agents. For exam-
ple, the leader should receive information from the control center in order to solve
the formation of aircraft problem. Hence, one might select an agent as a “Similar
Leader”. Unlike the results in [185], [186], “Similar Leader” is selected, constrained
and controlled by the same consensus protocol of other agents. Based on consensus
protocol designed, agents reach consensus with “Similar Leader”.

It is worth mentioning that most of the aforementioned literatures on event-
triggered consensus control of multiagent focus on achieving consensus when agents
are governed by first/second-order dynamics. However, in some cases, for example,
the agents have limited energy resources to carry out specific tasks such as movement
and communication. Taking into account the energy consumption, the event-based
consensus guaranteed cost is addressed, with a performance index involving energy
consumption. Energy-consumption is a very appealing topic in multiagent systems
that ought to be addressed simultaneously with the consensus problem [187]. In [188],
[189], a cost performance index is introduced to obtain tradeoff between consensus
regulating performance and energy consumption. A powerful methodology for guar-
anteed performance based control can accommodate an energy index with an upper
bound. In [190], guaranteed performance consensus protocol has been addressed for
multiagent systems with Lipschitz nonlinear dynamics. Few findings have been stated

on guaranteed performance of multiagent systems under event-triggered strategies.
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State feedback and event-triggered guaranteed cost based control are addressed for
uncertain switched linear systems in [191] and [192], respectively. However, it worth
to mention that no time delay is considered in the dynamics of the agents investigated
in [191] and [192]. On the other hand, time-delay among agents is inevitable in real
applications. A guaranteed performance is studied for a class of higher-order linear
multiagent control systems with sampled-data information [193]. Suboptimal output
consensus for high dimensional multiagent system with constant delay is addressed in
[194], and time-varying delay [195]. Guaranteed cost consensus is also addressed in
[196] for second-order multiagents with directed graphs where communication delays
are introduced. However, the aforementioned research on guaranteed cost consensus
is based on time-triggered mechanism rather than distributed event-triggered proto-
col. It is found that guaranteed cost control has gained more attention for time delay
multiagent systems with time triggered strategy. Although it has growing attention in
recent years, the problem is rarely investigated for event triggered consensus protocols
of nonlinear and uncertain multiagent systems.

Our main contribution is the analysis and synthesis of event-triggered based proto-
cols to solve the multiagent consensus problem. The consensus protocols are designed
for a class of nonlinear multi-agent high order multiagent systems. The consensus
problem is transformed into the stabilization problem and by constructing appropriate
Lyapunov functionals, some sufficient conditions are obtained for achieving guaran-
teed performance consensus. Moreover, an upper bound of the cost index function is
provided which depends on the initial conditions of the disagreement vector. The pro-

posed consensus protocol does not require individual agents to continuously measure
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their states and do not have access to the state of their neighbors continuously. The
triggering scheme in this article is distributed and different from the triggering policy
investigated in [191], [197]. The protocol is fully distributed in the sense that agent
does not require global knowledge by neighbors to execute the triggering strategy.
The triggering scheme only requires the error at triggered instants rather than the
error of all the neighboring agents. Moreover, the triggering mechanism excludes the
phenomenon that an agent could be out of control due to large errors. The proposed
methodology gives a good way to reduce the energy consumption and the waste of

communication resources simultaneously.

6.2 Problem Formulation

Consider a nonlinear discrete-time multiagent system compromises N agents, where
the dynamical description of each agent is given by the following difference time-delay
equation:
zi(k + 1) = Ax;(k) + Agzi(k — 7) + Bug(k) + f;(z:i(k), z:(k — 7)) (6.1)
where z;(k) € R", and u;(k) € R™ are the state and the control law of the agent
i, respectively. The control signal u;(k) can only reach to a local information of
neighbors’ states. ¢o(k) is a compatible initial condition and 7(k) is a positive integer
that represents the time delay and assumed to be time varying for all agents such that
it is bounded
T<7(k)<T

where 7 and 7 are positive integers. The nonlinear function f;(z;(k), z;(k — 7)) € R"
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is a real unknown vector function representing the uncertainty and disturbances which
are the result of unmodeled and neglected dynamics.
The following assumption on the nonlinear function f(.,.) is imposed for technical

convenience:
1. f;(0,0)=0
2. Zfi(0,a) = EF(k)N;
3. Zfi(0,0) = EF(k)N,

where F(k) represents unknown matrix functions with where its elements are
discrete-time functions satisfying F7(k)F(k) < I. Moreover, the matrices £, N;
and N, are real constant with appropriate dimensions which represent how the uncer-
tain parameters in F;(k) enter to the nominal matrices. For simplicity, consider the
following notation of the partial derivatives of the nonlinearity:

AA(o) =% AAy(o) =95
(ozi(k),xi(k—T))

(zi(k),oxi(k—T))
Then, we can easily verify the following representation of the nonlinear function:

f(zi(k), zi(k — 7)) :/ [AA(U)@(/{:) + AAy(o)zi(k — 1) |do (6.2)

=0
Definition 6.1 The multiagent system represented in (6.1) is considered to achieve
consensus if the following condition holds:
lim [lzi() — (k)| =0,

foralli,j €V.

With the event-triggered scheme, to determine when the communication action is
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activated, the error between the last action and current instant is introduced:
ei(k) = zi(kj) — zi(k) Vk € [K], ki,y) (6.3)
Now, consider the following event-triggered protocol designed for the muliagent
system (6.1):

wi(k) =K Y a; [:ci(kf) - xj<k{)} . YieV (6.4)
JEN;
where k:l’ is the last transmission instant of the agent i, and K € R™ is a feed-

back constant matrix to be determined. Denote the disagreement vector by §;(k) =
zi(k) — z1(k) where the consensus is reached if limg_, ||0;(k)|| = 0,7 = 2,3,...,; N.
Substituting the disagreement vector ;(k) and the triggering error in (6.3) into the

consesus protocol (6.4), we come up with the following representation of the protocol:

JEN;

=K a; [@Uc) +ei(k) — 6;(k) — ej(k)} (6.5)

JEN;

N

:dZKéz(k) + deez(k) - ailKel(k‘) - KZaij |f%(k?) + €j(l€):| s Vi = 27 3, ceey N.
j=2

(6.6)

where K is the controller gain matrix to be determined. Since §;(k) = 0,Vk and

a1; = 0, then the similar leader has the following protocol form:

u (k) =di Ke (k) — K Z a; [@(k) + ej(k;)} (6.7)
and "
wi(k) —uy (k) =d; Ko;(k) + d; Ke;(k) — (a1 + di) Keq (k)
— K Y (o~ a1 |8(0) + ) (63)
Denote "
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5(k) =col{82(k), ..., on ()}, &(k) = col{ea(k), ..., en(k)}

e1(k) =col{ei(k),...,e1(k)}, e(k) = col{ei(k),...,en(k)}
Then the overall dynamics of the multiagent system can be represented as follows

5k +1) = /1 [[H - ATI(0)]6(k) + [T,

+ATLy(0)]8(k — 7) + Whe(k) + Wae (k) | do (6.9)

where

M= (In_1®A)+ (Lo + 1x_1a]) ® (BK)
All(o) = In-1 @ AA(0), Iy = (In-1 ® Ag)
Ally(o) = Iy—1 ® AAy(0),a] = (a12,a13,. .., a1n) ,
Wi = (Laz + 1y_1a}) ® (BK), W, = —D* @ (BK)

D* = diag{dy + as1,d1 + as1,...,dy +an1}

dy —as3 —AaaN
—a32 ds —a3N
—an2 —Aans dn

The following representation of the triggering-error terms & (k) and é(k) in

(6.9)will be used in Theorem 6.2:

ar(k) = (G L)e(k), e(k) = (H® L)e(k) (6.10)
where } ) } )
01 0 10 0
H = ,G - )
0 0 1 10 0
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and the overall triggering error is given by:

Wheé(k) + Wher (k) = Ile(k) (6.11)
where I, = Wi (H®1,)+Wa(G®1,)). As stated in [230], there exists a similar trans-
formation T; (T; ® I,) ™" (In_1 @ A+ (d; + 1y_1a* — AY) @B K) (T, ® I,)=Iy_1® A+
Ji® BK , where the principal diagonal elements of J; are \((£)(s = 2,3,..., N). More-
over, the eigenvalues of (Iy_; ® A) + (L2 + 1y-_1a}) ® (BK) are given by those of
the matrices A + A\s(L)BK,(s =2,3,...,N). Applying the same strategy to the rest
of matrices in Equation (6.9), then the consensus problem is equivalent to the the
stability of the following multiagent system:

Si(k+1) = /1 [(A + AA(0) + N\(L)BE) 5i(k)

=0

+ (A + AA(0)) 8i(k — 7) + N(L)BKey(k) — A (Dy) BKel(k)} do

(6.12)

where k € [k}, k%lﬂ)i), i=2,3,...,N. and D; = diag(0, D*).

Consider an event triggering condition for sensor ¢ as follows

ki :inf{k > kel (k)Mei(k) > pi Y ay [xi(kf)
JEN;

T
- fj(’fzj)] QY ay {ﬁi(’ff) - l’j(kzj)] } (6.13)
JEN; ~
where p; are given positive threshold parameters, and M and () are positive definite
weight matrices. When the parameters p; = 0, all samples are transmitted and it
becomes the traditional time-triggered policy and this case is excluded in this Chapter.
However, two cases will be considered, the first case appears when u; = o, for all

i = 3,...N and pu; = ps/N whereas pus, M and Q are freely chosen triggering-

parameters. In the second case, M = @ = I whereas threshold parameters [ are
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selected freely by the designer. The former case is more general and will be explited
for the guaranteed cost scheme. The overall triggering error of the latter case can be

bounded as follows:

(B)|* = ZHez )|
< ;uf > ay {xz‘(kf) - l‘j(k’zj)]

2

JEN;
N 2
—3 Z[ )4 e kr)—éj(k)—ej(k)}
i=1 JEN;

2

_ i:vl: 12 {L‘ié(k) - /:Z-e(k)}

N

< Z 112 {1 + ST (k) LT L5 (k) + (1 + Ci)eT(k)[,,LTEi€<k’):|

’L

where £; is the i-th row of the Laplacian matrix. Then the following holds:

) ZZ ) MZ l—i-eZ /\max<['T[' ) .
le(k)] Sl—Zizl ui(1+ez~)Amx(£,~ Ei)é (k)o(k) (6.14)

if
N
Zﬂg(l + ei)AmaX(£?£i> <1
=1

The guaranteed cost index associated with the multi-agent system (6.1) is defined as

follows:

where J; and .J, are positive definite matrices.

Remark 10 For multiagent system with parameter uncertainty, a guaranteed cost
consensus is investigated in [196], [210]. Compared with the guaranteed performance
index in [211], [231] where the cost index were solely defined based on the dynamic
performances of agents, our cost index comprises the dynamic performance and control
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enerqgy consumption. This leads to a trade-off between the dynamic performance and
energy consumption by selecting J; and Jy. Moreover, this article investigates the
guaranteed cost performance under event triggered mechanism for a class of nonlinear

multiagent systems.
Before we state our analysis, we need the following Lemmas.

Lemma 6.1 [232] For any constant real matrices with the appropriate dimension X
and Y, the following inequality is true:
YIF(R)XT + XFT(k)Y < eXXT + Y'Y

for every matriz function F(k) satisfying ||F(k)|| <1 and a scalar € > 0.

Lemma 6.2 [184] For the Laplacian matriz L, we have

PR = 5 D03 o (k) — (W) (k) — ()

and L is positive semi-definite. In addition, if 17z(k) = 0, then Xo(L)zT (k)x(k) <

2T (R)Lx(k) < Mpax (L) 2T (k)2 (k)

Lemma 6.3 [233] Let x(k) € R" be a vector function. Then, for any positive definite

matric M > 0, and integers m > n the following inequality holds:

—(m—n+ 1)ZxT(r)Mx(r) < —ZIT(T)MZJZ r

Theorem 6.1 [23)] Let fi, fo,..., fn : R™ +— R have positive values in an open

subset D of R™. Then, the recz'procally convex combination of f; over D satisfies

min Z fz Zfz +éﬂaX29m
- i, ( it

{a |a >O >

Q=
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subject to

fit)  9i5(1)
i - R™ — R, gjﬂ-(t) £ gm-(t), >0

it KO |
6.3 Guaranteed Performance Consensus

This section establishes sufficient conditions to achieve the consensus of time-delay
nonlinear multiagent systems based on state feedback protocol. Moreover, guaranteed
performance consensus is investigated. The Lyapunov methodology is used to investi-
gate the stability of the disagreement dynamics under event-triggering scheme. Upper
bounds of performance indexes J,, are acquired and the design method to obtain the

control matrix is given by matrix inequalities.

Theorem 6.2 Consider the multiagent system (6.1) under the event triggering mech-
anism (6.13) with the triggering parameters: u; = s, for all i = 3,..,N and
1 = po/N. Given scalars € > 0 and €3 > 0, if there exit matrices X > 0, Y > 0,

Z >0, M >0, and W with appropriate dimensions satisfying the following LMI:
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_ —X+YV+7Z 0 0 0  XAT + \(L)WTBT
. ~Y-FZ 0 0 X AT
o . -M 0 N(LYWT BT
. . e -M (D)W BT
° ° ° ° -X
T —
o . o . o
o . o . o
o . . . o
o . o . o
o . o . o
aXNT 0 XET XET X, (L)X _
XN 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
<0 (6.16)
—€1 0 0 0 0
° —€9 0 0 0
° e —¢ 0 0
° ° ° —€9 0
. o . o m

Then the multiagent system (6.1) reaches consensus. Moreover, the consensus gain

is given by K = WXL
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Proof. Consider the following Lyapunov candidate functional'

Vi(k) = 6] ( ZdT ) Pad; Z Z 5T(1) Ps6; (6.17)

I=k—7 0=—7+11=k—140
where §;(k) is the disagreement vector given in the dynamical system (6.12), i =
2,3,....,N,and P;, P, and P3 are symmetric positive definite variables with appropriate
dimensions.

The time difference of the Lyapunov funcational can be given by:

AVi(k) = 6] (k + 1)Pyo;(k + 1) — 6] (k) P1os(k) + 61 (k) Pyd; (k)

1

k—1

l=k—7

< /a 120 [gf (k) [T"PAT + Z] fi(k;)} do + €X' (k)Me;(k)

+ef (k)Mey (k) — paAl, (£)8] (k)Qdi (k) (6.18)
where  &f = {6?(@ 0T (k —7) €l (k) e?(kz)]’ r =
A+ AA+ N(L)BK, Ag+AAg, MN(L)BK, \(D,)BK | and
—P+ P, + 7Py
0 0 0
+,U2)\max(£))\max(Q)
= = 0 —P,—7P; 0 0 . From the Kro-
0 0 -M 0
0 0 0 —-M

necker product properties, we come up with the following upper bound:

— N a2 (L)0T (R)Q6i (k) < —ped (k) (L2 ® Q) d(k) with the representation of
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the error terms given in (6.10), we get

=imfi<k>
s/glo{éﬁ( 7P + ¢k >}

+ &l (k) (In_y @ M)e(k) + el (k) (In_1 @ M)é, (k)

—~ mex (k)Qd; (k)

g/azo[iéf( [T7 AT + 2]k >]

+ el (k)([HTH + GTG) @ M)e(k) — uad” (k) (L2 ® Q) o (k) (6.19)

where 07(k) = [07(k), 67 (k)]. Straightforward calculation on G and H gives the

N 0
following matrix HTH + GTG = This allows us to rewrite the upper

0 In—

bound of the functional difference as follows:
1 N

v < [ S mirTar+=lam| i
o=0 L =2

+ N [elT(k‘)Mel(k;) — % Z arj (z1(k) —xj(k Q Z ay; (v1(k) — %(k»]

jEN jEN
N
+ Z el
i=2

K)YMei(k) = pa Y ai (wi(k) — 2;(k)" Q D ayj (wi(k) — wj(k’))]

JEN; JEN;

(6.20)

The triggering strategy guarantees that the last two terms are negative. Therefore,
when the event triggering policy (6.13) is activated then AV < 0 if the inequality
I'"PI' + = < 0 holds. By Schur complement, the last inequality is equivalent to the

following matrix inequality:

131



AT + N (L)KTBT
_ Ad
N(L)KT BT o o
+NTFTE" + EFN <0
\i(D1)KT BT
i [ ] _Plil i
NP 0 0 0
0 Ny 0 0
_ _ FT 0 _
where NT = 0 0 = and E=| o o0
0 F7
0 0 0 0
0 0 E FE
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Using Lemma 6.2 and Schur complements, we get the following sufficient condition:

—P + P+ 7P 0 0 0 AT+ N(L)KTBT
. —P,—7P; 0 0 AT
. . -M 0 N(L)KT BT
° ° e —M (D) KT BT
. . o -p1
. 3 o 3 o
. . . . .
3 3 . 3 3
. . o . o
I . . o . o
aNT 0 ET ET X2 (L) _
NI 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
<0 (6.21)
—€1 0 0 0 0
. —€e 0 0 0
o e — O 0
. o o 0 0
. e o o m |

Multiplying both sides of the inequality (6.21) by the congruent transforma-

tion diag{Pfl,Pfl,Pfl,Pfl,I,I,I,I,}, where X = P, Y = P'PPY, 2 =
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PP, P W = KP7t and M = PTIM P! gives its equivalent inequality in (6.16)
which completes the proof. |

The following Theorem establishes sufficient conditions to achieve guaranteed

cost consensus.

Theorem 6.3 For the multiagent system (6.1) under the event triggering mechanism
(6.13) with the triggering parameters: p; = pa, for all i = 3,...;, N and p; = us/N.
Given scalars €, > 0 and e > 0, if there exit matrices X >0,Y >0, Z >0, M > 0,

and W satisfying the following LMI:

XN wr
0 0
T
<0 (6.22)
0 0
L] —J1 0
. ° —Js

foralli=2,3,...N, where Y is given in (6.16). Then the multiagent system achieves

consensus with an upper bound §(0)(I, @ [P +7P+ %_;2 B )6(0) of the performance

index Js. Moreover, the consensus gain matriz is given by K = WXL,
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Proof. The finite sum of the performance index (6.15) can be written as follows

m

I =30 |30 3 0 (30) = 8508 5 60 84

— - 2
k=0 - i=1 j=1

_|_

-

s
Il
—

ol ()75 ()

I
|P13

>
Il
<)

-ST(k) (L@ J1)o(k) +07(k) (L2 @ KT J; 'K) 5(k)}

G

Amax(L)0T (k) (In @ J1) 0(k) + Amax(L)?67 (k) (Iy @ KT J; ' K) 5(@}

k=0
= i _Z Amasc(L)0] (k) J16; (k) + ) Amax(L)?6] (k) KT K(Si(k:)]

Using the Lyapunov functional V;(k) in (6.17) and following the same proof of The-
orem 6.2 with Schur complements, then the LMI (6.22) becomes a sufficient condition

to the following inequality:

m m N
STAV(E) + Ty =Y ) AVi(k) + S, <0 (6.23)
k=0 k=0 i=2

Since the Lyapunov functional is positive definite, then

N
T <D Vi(0)  ¥m >0 (6.24)

i=2
Taking m goes to inifinty and due to 6;(0) = 6;(k), k € [7,0], i = 1,2,..., N, it can be

deduced that

N _
Jo <Y Vi0) = 6(0) (L, ® [P+ 7P+ © 27 P5])6(0) (6.25)
=2
which completes the proof. |

Remark 11 Theorem 6.2 provides sufficient condition to achieve consensus only,
whereas Theorem 6.3 is used to design guarantee guaranteed-cost consensus. Both
of them achieve consensus under the proposed event triggered scheme. However, the
conditions presented in Theorem 6.3 is more conservative than the inequalities of

Theorem 6.2. This is the cost of guaranteeing upper bound of the performance index.
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Now, we establish the distributed consensus problem for the multiagent system using

the overall dynamics of the disagreement vector given in (6.9). The triggering mecha-

nism will be a special case of the triggering control policy given in Theorems 6.2 and

6.3. This may lead to conservative triggering policy. However, it allows us to use

more Lyapunov functional that decease this conservativeness.

Theorem 6.4 Given positive integers T and T, positive scalars ;, and weighting

matrices () = M = 1. The multiagent system (6.1) is said to achieve event based

consensus under the distributed protocol (6.4) and the event triggering policy (6.13), if

there exist positive scalars v, €;, 0; i = 1,..., N, and matrices P >0, Q; >0, Qy > 0,

Q3>0,2>0,2,>0, 23>0, N,S5 M, R, and L; >0, j =1,2,....,6 such that

the following inequalities hold:

Q U1 6U2
e —¢/ O
[ ] [ ] —€

R Z;

Zi]\il H

<0

2 Lte; )\max(ﬁ?ﬁi)

1€

C=1—+~>

>0
1- Zfil M?(l + Ei))‘maX(ﬁzT['i)
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forallv=1,2,.., N, where
D1 Qe Qg Qe Qs Qe

Q= (6.29)

Qu=LiII—+ - D"LT + (7" +1)Q3
+ O+ Q-2 -2+ 1
912222+(H—I)TL37922= Q1 — 2y — Z3
Qg = Lilly + (L — DTLY + 1, Q03 = —RT + Z + LI,
Qs = Q3+ Lylly + I LY —2Z5 + R+ RT +1
Qu=Z+M—-DTL Q3= —R+ Z3+ I LT
Oy =—Q9 — 21 — 23, Qg5 = L3 + HdTL§
Qs =P—L{ + ([ -N"LL - Ly
Qss = T2 21+ 1220+ 723 — Ls — LY + P
Qe = LB+ {1 — 1)L, Q36 =1JLE + LsB
Qs6 = LsB + Li, Qg6 = —v*1 + LsB + BTLL

T
Ur = [ETLlT, ETLY, .., ETLg]

U2:|:N1 0 Ny, 0 0 0},and7'*:7'—z.

Then the multiagent system (6.1) achieves consensus with the following performance
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bound:

[e.e]

Juo =0T (R)A() < éV(O)

0

Proof. A Lyapunov functional candidate is constructed as follows:

where

Vik) =7 i i 'OT200) +7 ) > 9T 29()
O0=—7 l=k+0 O=—71 I=k+6
7—1 k-1

+m Y0 Y 9T Z9()
0=—7 I=k+0
where 7% = 7 — 7 and ¥(k) = 6(k + 1) — 0(k). The following equations give the

functional difference AV;(k) = Vi(k + 1) — V;(k) along the trajectory of multiagent
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dynamics (6.9) :
AVi(k) = 0" (k+ 1)TPo(k + 1) — 67 (k)" Po(k)
= 97 (k)T PI(k) + 267 (k)" PI(k) (6.30)

AVy(k) = 6" (k)[Q1 + Qo)d(k) — 6" (k — 1) Q:16(k — 1)

— 6T (k —7)Qa0(k — 7) (6.31)
k—1
AVi(k) = (7* + 1)67 (k) Q30 (k) — 5T (1)Q30(1)
I=k—7
< (77 +1)8" (k) Q30 (k) — 07 (k — 7(k)Q30(k — 7 (k) (6.32)
AVi(k) = 0T (k)T [T221 + 1% 25 + 7" Z5]9 (k)
k—1 k—1
Z ST z0(1) -1 Z 9T 2,0(1)
=k I=k—1
k—r—1
-7 Z 9T ()T 250(1) (6.33)
I=k—7
According to Lemma 6.3, we come up with
k—1
—T Z DT Z209(0) < —[6(k) — 6(k — 7" 21[0(k) — d(k — 7)] (6.34)
I=k—7
k—1
— > DT Z0(0) < = [6(k) — 6(k — 1)]" Za[0(k) — 6(k — 1)) (6.35)
I=k—1
Using Lemma 6.3 and Theorem 6.1, the following inequality is satisfied
k—7—1 k—7(k)— k—7—1
N )2 = Y 19T O Zs0() =7 > 0" (1) Z59(
I=k—7 I=k—7 l=k—7(k)

1 1
< —— Uy (k) 259, (k) — a—q’g(k?)TZzs‘%(k)
1

a7

Wy (k)
S _
Wy (k)

T
Zs R

R Z5
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whenever the following inequality holds:

Z, R
>0
R 2,
where aq, ag, Uq(k), and Wy(k) are given as follows
ap = %T(f) U, (k) = 6(k — (k) — 6(k — 7)
0n = T 2L (k) = ok — ) — (k — (k)

From the dynamics (6.9), it is easy to see that the following equation holds for any
slack variables Ly, Lo, L3, Ly, L5, Lg with appropriate dimensions:
26T (k)L™ |(I1 — 1)6(k)+1140(k — 7(k)) + Mee(k) — ﬁ(k;)} =0 (6.37)
where L = | 7 [T [T pr pr pr } Let
(k) = | 6T(k) 6T(k—1) oT(k—7(k)) 0T(k—7) 0T(k) (k) ]
Using Equations (6.30)-(6.37), we get the following bound:

AV + 67 (k)5(k) — v2el (k)e(k) < /O 1 ¢ (k)OE(k)do (6.38)
where © = Q+ U F(k)Uy+ UL F(k)U;. According to Schur complements and Lemma
6.1, © is negative definite if inequality (6.26) is satisfied. Since @) = M = I then
Equation (6.14) holds and inequality (6.26) becomes a sufficient condition to the
following inequality:

AV < —6T(k)d(k) + 72T (k)e(k)

]'V 2 Ltes >\max ‘CT'Cz
<_|1- 72 szgl Fi € ( i ) (5T(k})(5(/{3>
1-— Zi:l u?(l + Ei))‘maX(ﬁzT[’i)

< —CO6T(k)o(k) (6.39)

Hence AV (k) is negative, by condition (6.28), one can conclude that consensus is

achieved. Since V'(k) is positive and V(co) = 0. Taking the infinite sum for both
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sides of inequality (6.39) gives the following guaranteed performance

This completes the proof.

o = i::&T(k)d(k:) < éV(O)

Theorem 6.5 Given positive integers T and T, positive scalars p;, and weighting

matrices () = M = 1. The multiagent system (6.1) is said to achieve event based

consensus under the distributed protocol (6.4) and the event triggering scheme (6.13),

if there exist positive scalars vy, €;, d; and matrices P > 0, Q1 > 0, Qs > 0, Q3 > 0,

Z > 0, Z9 > 0, Z3 > 0, R, Xl, Xg, amd Lj >0,1= 1,...,N7 7=1,2..6 such that

the following inequalities hold:

o QTIeP) VIT(I®2) VvrOl(Ie 2,) e£ NT
e —(I®P) 0 0 0 0
° ° —([@Zl) 0 0 0
<0
. . . —(I ® Z5) 0 0
° ° ° ° —el 0
° ° ° ° o —¢l
X, N
U, = >0
* Zl
Xy S
Uy = >0
* ZQ
X+ X M
\Ijg == 2 O
* Zl +ZQ
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1+ez

SN (L L)

where

Sy — M,

Sy — M,
—(I ® Q) 0

—(I ® Qy)

X

esf]

X1
Xy =
0 °

_ 0 (I ®N/P)
N =
0 (I ® NyP)
O =1L+ +Q+(77+1)9;

(I ® N1P)

(I ® NoP)

(I)lg :,/\/‘QT _Nl —|—M1 —Sl+7iX112+T*X122

Boy = —Q3 — Ny — NI + My + M} — Sy — ST + 7X), + 7 X%
{H II; 0 0 He]
{ II, 0 0 He]
- T
T A/T]T Tor]T T2 11T
N:[NlNQ] :[S152:| ,andM:[M1M2]
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>0
1- Zi:l o (1 + Ei))‘maX(ﬁi Ei)
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(I ® N1P)

(I @ NoP)
= P)+ M+ N+ 7X) + 77X

Then the multiagent system



(6.1) achieves consensus with the following performance bound:

o = iéT(k)d(k:) !

< EV(O)

Proof. A Lyapunov functional candidate is constructed as follows:

N 0 k-1 - k—1
Vi =3 [srwram - 3 FOzZom+ Y S Tz
1=2 O=—7+11=k—1+6 O0=—7+11=k—1+6
k—1 k—1 —7+1 k—1
LY Smesn s Y 0o+ S Y 5?@)@3540} (6.44)
I=k—1 l=k—7 O=—7+11=k—1+6

where 9;(k) = 6;(k + 1) — §;(k). The following inequity is given by obtaining the
functional difference AV (k) = V(k + 1) — V (k) along the trajectory of multiagent

dynamics (6.9):

AV (k) + 0" (k)a (k) — %" (k)e(k) < /:0 [ClT(k)ElT(f @ P)E1Gi(k) — 0" (k)(I @ P)a(k)

k—1
- Z P @ 20)0(1) + ¢ (R)E; (T @ 21) + 71 @ 25)) ZaCi (k)
l=k—d(k
k—z—(l ) k—d(k)—1
- ) WU 20 - > ITWI (2 + 2)0()
I=k—d(k) I=k—7

+ 6T (F) (I © (Q1+ Q2))6(k) = 6" (k—1) (I ©® Q1) (k — 1)
— T k=TI ® Q)6 (k—7)+ (1" + 1) 6" (k) (I ® Q3)d(k

— 5k — d(B)) (I ® Q3)5(k — d(k)) + 6T (k)5(k) — 72eT(k)e(k)] do (6.45)

where

El<5):§21+{AH(s) Ally(s) 0 0 o} (6.46)

[1]

2(8):Ql+[AH(s) Ally(s) 0 0 0} (6.47)
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Consider the following augmented vector:
Gulk) = [07 (), 0" (k — d(k)),0" (k —1),0% (k= 7) " (k)]
then the following equations hold
0 =7¢ ()G (k) = Zim g ARG (R) = S5 ™ (k) XaGi (k) (6.48)

0 = 7¢F(B)XaCa (k) — 100 g ST (R) XaCi(k) — Simi ™™ (T (k) Xau () (6.49)

0 = 2¢ (k) RN[6(k) = 6(k — d(k)) = 32150 ()] (6.50)

0= 2T (W RM[3(k — d(k)) = 6 (k = 7) = 5 o) (6.51)

0 = 2¢F (k)RS[5 (k — 1) — 6(k — d(k)) — Y5 iy P(0)] (6.52)
~ I 00 0O

where X' = RX;RY, and R = . Exploiting the equations of slack
07 00O

variables appears in (6.48)-(6.52), then inequality (6.45) can be expressed as follows:

AV + 8 (R3(8) " (et < [ [cT o

BT @P)E +E5 (FI® 21) + 771 ® 25)) Es] Gi(k)

k—1 k—1—1
- G DGk D) — D ¢ (k1) TaGa(k, 1)
I=k—d(k) I=k—d(k)
k—d(k)—1

- Y G |do
where ((k,1) = [CQ( LT (1 )]T Since ¥; > 0,7 = 1,2,3 guaranteed by the
inequalities given in (6.41)-(6.43), then AV (k) + 67 (k)d(k) — v2eT (k)e(k) is negative
if W =&+ ZIP=, + 21 (T2, + 7°2,) 25 is guaranteed to be negative. Using the
Kronecker product properties, the following equations holds: AII(l ® P) = (I ®

EYI® F)(I® N,P) and All4(I @ P) = (I ® E)(I ® F)(I ® NoP). This allows us to

144



decompose W as follows:

o QTIeP) VIQT(Ie 2) Vol e 2,)
e —(I®P) 0 0
W =
° ° —(I® 2Z) 0
i ° ° ° —(I ® 2,) |
_ . _
0 (I ® F(0)) 0 i
+ {N 0 0 0}
0 0 (I ® F(0))
0
- . _
0 I® FT(o 0
+ | ) {ET 00 0} (6.53)
0 0 (I ®FT(0))
0

Applying Lemma 6.1 and Schur complement to the last inequality gives the con-

dition (6.40). The rest of the proof follows parallel details to Theorem 6.4. |

6.4 Simulation Results

6.4.1 Spacecraft Flying in Low Earth Orbits

In this section, simulation results are presented to demonstrate the effectiveness of the
proposed discrete-time consensus protocol for multi-agent systems under the effect of
nonlinear perturbation and time delay. Consider the discretized version of a spacecraft

flying in low Earth orbit [235] with nonlinear perturbation, where its dynamics is given
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Figure 6.1:

in terms of the discrete dynamical model (6.1) and its parameters are given as follows:
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0 1.1052
0 0
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0 0
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f(xi(k),zi(k —7(k)) =

0

0

0

sin(cTzy(k) + 3¢ i (k — 7))

stan™ (T x;i(k — 7)) + sin(cTz;(k))

1 0.0005 0 0

1 0 0.0005 0

0 0 0 0.0005
c= , and B=

0 0.1052 0 0

0 0 0.1052 0

1 0 0 0.1052

For the nonlinear perturbation, the matrices E, N; and N, are obtained by simple

calculations as follows:

000

110

0 0

0

0 01

and Ny = 2N, = diag{[1, 1, 0,0, 0, 1]}. Suppose that there are six agents with

an undirected communication graph G shown in Fig.6.1 where Laplacian matrix £ is
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given as follows

o o0 0 -1 -1 2

For such a Laplacian matrix, the eigenvalues are Ay = A3 = 1, Ay = \; = 3, and

A¢ = 4, whereas the eigenvalues of D* are \y(D*) = A3(D*) = A\y(D*) = 2 and
As(D*) = Xg(D*) = 3. Select ¢, = 0.2 and €2 = 0.25 and solving the resulting LMI

(6.16). A feasible event triggered control gain matrix is obtained as follows:

—1.3680 0.0007 0 —2.0684 —0.0002 0
K = —0.0007 —1.3680 0 0.0002 —2.0684 0
0 0 —1.3680 0 0 —2.0684

The state trajectories of the six satellites are shown in Fig. 7.4 for the discrete-
time multi-agent system (6.1) with the event-triggered consensus protocol (6.13). It
can be seen that the consensus is achieved asymptotically using the proposed event
triggered scheme. Moreover, the update instants are given in Fig.6.2, from which
it can be easily concluded that the consensus protocol policy effectively reduces the
transmissions as compared with the classical time-triggered schemes. The presented

simulation has confirmed that the designed consensus protocol performs very well.
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Figure 6.2: Update times of controllers.
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CHAPTER 7

OUTPUT-SYNCHRONIZATION

This Chapter investigates output synchronization of heterogeneous time-delay
discrete-time multiagent systems via output couplings. Firstly, sufficient conditions
are provided to guarantee dissipativity for an individual agent modeled by the de-
scriptor dynamics. A distributed consensus protocol based on the outputs of the
neighboring agents is proposed to show that the individual dissipativity leads to out-
put synchronization of the overall multiagent system. The proposed synchronization
scheme exhibits a strong robustness facing norm-bounded uncertainties. Moreover,
the counterpart of the result of the cooperation based on dissipativity for the mul-
tiagent system with event triggering mechanism is also investigated. The proposed
triggering mechanism and the consensus protocol solve the synchronization for all
admissible uncertainties and time varying delay. Finally, a numerical heterogeneous

model is carried out to illustrate the effectiveness of the proposed strategies.
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7.1 Introduction

Cooperation among agents without centralized controller while each agent can only
access to local/neighboring information is one of the main challenges in multiagent
systems. This problem is one of the most fundamental issues of cooperation control,
whose main duty is to implement a distributed protocol via local and neighboring in-
formation so that the states or the outputs of agents can reach a prescribed agreement
[72]. Analytical and numerical methodologies to solve the synchronization problem
have been reported in literature, which is evident from several monographs ([73],
[74]), and numerous articles in different settings, such as consensus ([75]) and the ref-
erences therein. However, most of the attention had been paid to cooperation among
homogeneous agents rather than heterogeneous systems. Whereas synchronization
methodologies for homogeneous multiagent systems have been thoroughly investi-
gated, synchronization of non-identical agents still remains a challenging problem.
Interesting results have been addressed for the multiagent synchronization problems
for heterogeneous dynamics, including descriptor system [135], [136].

Consensus protocols for linear and nonlinear multiagent systems is investigated
with the help of Lyapunov method, algebraic graph theory and matrix theory in [74].
Moreover, various consensus problem of second-order multiagent systems is addressed
where the consensus of velocity and position can be achieved [103]. Dissipativity as
well as its special case passivity has been exploited to analyze the stability of mul-
tiagent systems. The finite time synchronization problem is investigated based on

passivity approach by exploiting an adaptive state feedback with linear and nonlinear
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couplings [104]. Sufficient delay dependent conditions are derived to realize coopera-
tion of a class of nonlinear multiagent systems such that the trajectories converge to
the convex hull with mixed H, and passivity index [105]. Under switching topologies,
consensus protocol with the help of the dissipativity is proposed to ensure that the
agents can reach an agreement [106]. In [107], distributed suboptimal H,, consensus
problem was established based on dissipativity of uncertain systems.

Most of the synchronization passivity-based methods have considered continuous
time multiagent systems; however, implementation of cooperative discrete-time multi-
agent systems is needed. Discrete time output consensus for heterogeneous multiagent
systems is addressed using internal model principle [145]. The internal model is ex-
ploited to convert the synchronization problem into an output stabilization problem.
Two types of distributed protocols to solve the synchronization problem for discrete
time dynamical system is proposed using observer based methodology [146]. The
aforementioned results focus on continuously updated protocols such that every agent
need to continuously employs its state and neighbors’ states. On the other hand, to
avoid this problem, researchers have investigated the triggering algorithms to reduce
communication congestion over networks. Since continuous communication between
agents usually leads to the waste of energy and resources, event- triggered mechanisms
are usually used to reduce unnecessary transmissions in practical applications [147],
[148], [149]. Event triggering mechanisms have been tailored to fit synchronization
over networks [150], [151], and so far, a number of results have been widely developed
to address this issue [152], [153], [154], [155]. Some theoretical approaches have been

investigated to address event-triggering consensus control for time delay multiagent
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systems [132], [133], [134]. Moreover, a decentralized event-triggered protocol based
on dissipativity approach is proposed for systems with multiple sensors to sample
agents outputs [156]. This chapter focuses on fully distributed discrete-time protocols
using a disipassivity-based approach. In addition, unmodeled dynamics and imper-
fection of networks such as time delays must be taken into consideration. Motivated
by the aforementioned discussions, this chapter concentrates on dissipativity-based
synchronization problems for discrete time multiagent systems with delays.

In recent decade, a number of methodologies on guaranteed cost synchronization
have been reported for time delayed multiagent systems. A distributed event-triggered
guaranteed cost synchronization for uncertain multi-agents is achieved based on the
Lyapunov theory [236]. However, the guaranteed cost synchronization of uncertain
heterogeneous systems via event-triggered of multiagent systems with time delay is
not fully investigated, which is the main motivation of this chapter. Comparing this

chapter with some relevant results, the main contributions are:

1. The synchronization problem is investigated for heterogeneous systems that are
not passive but satisfies a weaker dissipative condition. In this chapter, the
considered dynamical system is not required to be passive nor stable. Sufficient

conditions on the consensus are presented to obtain the control low gains.

2. The problem of guaranteed cost synchronization control for a class of uncertain
discrete time descriptor multi-agent systems with time-delays is addressed. To

the best of our knowledge, there is few research on this issue for such systems.

3. Due to economic costs and practical constraints, states of agents can not be
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obtained directly. We assume that the output measurement but not the state
measurement of the agents is available, where the static output coupling is used
to achieve synchronization rather than observer based approach. Continuous

communication between neighboring agents is avoided.

4. We first establish simple time triggered synchronization protocol. Then a dis-
tributed event triggered policy id presented, where the measurement of each

agent will be transmitted only when its threshold is violated.

7.2 Problem Formulation and Preliminaries

Consider a group of N heterogeneous nth order agents represented by the following

descriptor state space representation with uncertainties for each agent:
(

Eiy(k+1) = (Ai+ AA) i (k) + (Ag+ AAg)x; (k—7(k)) + Buug(k)

zi(k) = Cix(k) + Cgixi(k — 7(k)) (7.1)

\ zi(k) = ¢io(k), k€ [-7,0]
where z;(k) € R™ is the agent i's state, z;(k) € RP represents the agent’s output,

and wu;(k) is the control law of the agent ¢ which can only use the local information
of neighbors’ outputs. ¢(k) is a compatible initial condition. The nominal constant
matrices E; € R™*" A, € R™" Ay, € R™" B, € R™™ C; € R"P, (59 € R"*P
might be not identical for different agents. The real matrix E; € R™™ could be
singular i.e. rank(E;) = r < n, which constitutes a generalization of state space

systems. 7(k) is a positive integer that represents the time delay and assumed to be
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time varying for all agents such that
T<7(k)<T

where 7 and T are positive integers representing the upper and lower bounds of the
time delay. AA;, AAg;, are real unknown time varying matrix functions representing
the parametric uncertainties which are the result of unmodeled dynamics or/and model
linearizion. Without loss of generality, the following assumption is introduced for
technical convenience

AA; = MiF,(k)N;  AAg = M;Fy(k) Ny

where Fj(k) represents unknown matrix functions with where its elements are
Lebesgue-measurable functions satisfying Fif (k)Fj(k) < I. Moreover, the matrices
M;, N; and Ny are real constant with appropriate dimensions which represent how
the uncertain parameters in F;(k) enter to the nominal matrices. The following as-
sumptions play a central role to get feasible solutions to the developed conditions on

consensus.

Assumption 9 The pair (A, B) is assumed to be controllable.

Remark 12 Note that the controllability is a mild assumption. In addition, no con-

ditions have been imposed on the eigenvalues of the state matriz A.
Assumption 10 The graph G is assumed to be undirected and connected.

Definition 7.1 The heterogeneous multiagent dynamical system is considered to
achieve output synchronization if for every initial state x;(ko) € R™, the following
holds

Jim {|zi(k) — 2 (k)| = 0
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foralli,jeV.

Firstly, we use time triggered protocol and each agent uses its own state to guar-
antee the dissipativity with respect to the new distributed control law. The following
control law is considered:

w;i(k) = Kz (k) + a;(k) (7.2)

A constant gain matrix K; should be designed such that each agent becomes
dissipative with respect the input @;(k). The control law u;(k) will be designed based
on local measurements of neighboring agents only, i.e. the cooperation approach
is distributed rather than centralized. Then the discrete time consensus protocol
(7.3) for the heterogeneous system (7.1) will be analyzed for both time triggered and
event triggered mechanisms based on dissipativity analysis. Consider the following

consensus protocol:

wi(k) = —ci Y (z(k) — (k) (7.3)
JEN;

A general event-triggered control framework for each agent can be illustrated in
Fig. 7.1. In classical consensus protocol settings, it is assumed that agents can access
to its continuous measurements and neighboring information. Such an assumption
requires enormous computing power and an ideal communication settings. This makes
the discrete time protocols more realistic and inevitable. Note that the discrete time
protocol (7.3) must be updated at each time instant & = 1,2,.... However, this
kind of consensus protocols might lead to a congestion in the communication network

particularly due to the performance requirements. Based on the previous results, we

focus on developing an event triggered scheme such that the multiagent system (7.8)
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Figure 7.1: Schematic diagram of event-triggered control for agent i .
is synchronized. The distributed event triggering policy for agent ¢ is designed as

follows:

Zzz kD) —2 (k) ‘} (7.4)
JEN;

where {kj,,} represents the event-triggered time sequence; {kj} and{kj ,} are

kl"H:inf{k:kﬂHel )| >
the adjacent sampling instants, 7; is a positive scalar to be designed, and I’ £
argmin {k — &/ }. Thus for each k € [k}, k{,,), k) is the last broadcasting time of
lEN:k>t]
agent j. The event -triggering error between the current and last updated measure-
ments for agent ¢ can be represented as:
ei(k) = zi(ky) — zi(k)

where z;(k}) is the system output at time k}. The event triggered protocol for the
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descriptor system (7.1) is governed by:

(k) = —c; 3 (z(k) — %K),k € [k k) (7.5)

JEN;
The graph is assumed to be connected in order to allow agents cooperate over
the network. If the communication topology is not connected, the problem becomes

unsolvable. Before proceeding, the following definitions and lemmas are introduced

to be used in deriving our main results.

Definition 7.2 (/237]) The following are some essential properties of descriptor sys-

tems:

1. Pair (E;, A;) is said to be regqular if the determinant of the matriz (zE; — A;) is

not identically zero.

2. If the pair (E;, A;) is reqular and deg det(zE; — A;) = rank(E;), then it is said

to be causal.

3. For given positive scalars T andr, discrete-time descriptor system (7.1) is said
to be reqular and causal for any time delay (k) satisfying = < 7(k) < 7, if
the pair (E;, A;) is reqular and causal. Finally, the dynamical system (7.1) is

admissible if it is causal, reqular and stable.

Definition 7.3 The dynamical system of an agent i is called QSR dissipative if for
any integer N, there exist symmetric matrices Q;,S;, and R; such that the following
inequality holds:

> 2l (k) Qizi(k) + 22 (k)Siua(k) + uf (k)Ryui(k) > 0

k=0
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Remark 13 The notion of passivity index (Q,S,R) comprises the H.-performance,
strict passivity, and shortage of passivity as special cases by selecting different values of
the index parameters. Obviously, if Q; = —I, R; = v*I, and S; = 0, then dissipative
inequality reduces to an Hoo-performance index. If Q; =0, R; <0, and S; = I, then
the system is called input excess passive. Moreover, If Q; =0, R; > 0, and S; = I,
then the system s called input shortage passive. In this chapter, we consider the index

with a trade off between Ho, performance and the shortage passivity indez.

Lemma 7.1 [238] Let (k) € R" be a vector function. Then, for any positive definite

matrix M > 0, and integers m > n the following inequality holds:

—(m—n+1)Y 2" (Max(r) <= 2T ()M x(r)

Lemma 7.2 Let N be the number of agents and a negative scalar 5 < 0, then the

following inequality holdS'

62”% ||2<B—ZZ

i=1 jEN;

2
zi(k) — z;(k)

Proof. It can be easily shown that the sum can be rewritten in the following form:

Zuzz I =5 23 = LSS e (7.6

=1 j=1
Based on the parallelogram law in inner product spaces and the representation in

(7.6), one has

Z 2 (R)II* =

NE

[ECIRCE

[\
2lH

[\;,I
2| -
M=M= I[M=

-
Il

-
<
Il

-

1

<.
I

WE

z:(k) + 2 (R)I* | Nl2i(k) — 2 (k)|
e

1

<.
Il

M-

(AV4
o~
S|~

zi(k) = 2 (k)
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Since the number of agents connected to the :—th agent is less than or equal to N

and the right side has positve terms, we come up with

N | NN
2

i=1 i=1 jeN;

multiplying both sides by the negative scalar S completes the proof. |

2

zi(k) = 2 (k)

Fact 1 Given any constant matrices M, N and Q) with appropriat dimensions, where
Q a is symmetric matriz, then the followng holds

Q+ MF(k)N + NTFT (k)M <0
for every matriz function F(k) satisfying |F(k)|| < 1, if and only if there ezists a
positive scalar € such that

1
Q+eMMT +=NTN <0
€

The following inequality will be used in the sequel:

z (K)ai(k) = —==(ai(k) — 0;z:(k))" (@i (k) — 6z (k))

IN
|H
IS4
~
=
gz
=
+

7.3 Synchronization Results: Dissipative Ap-

proach

In this section, analysis and synthesis of the proposed consensus protocol are ad-
dressed for the descriptor multiagent system (7.1).  In the centralized consensus
problem, all agents should be aware of the global information of the multiagent sys-
tem to achieve the synchronization. We investigate the distributed counterpart. In
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particular, every agent now execute its control law based on the measurements re-

ceived from its neighboring agents only.

7.3.1 Sampled-Time Synchronization

Firstly, we introduce the following result regarding the time -triggered consensus pro-

tocol (7.3).

Theorem 7.1 Consider the multiagent system (7.1) with the time -triggered consen-
sus protocol (7.3). For given positive integers T and T, and positive scalars c;, the
agents reach consensus robustly and every agent is dissipative with (5,1, a;)-indez, if
there exist positive scalars ¢;, §; and matrices P; > 0, Q1 > 0, Q5 > 0, Q% > 0,
Zi>0, 2L >0, 28 >0, Ry, L;, 1=1,...,.N, 5 =1,2,....,6 such that the following

inequalities hold:

© = o —¢l 0 <0 (79)
[ ] [ ] —61'[
Zi R;
>0 (7.10)
R, Zi
1, 5 1
C+ —)2d, 2y — 11
(az+25i)cldz+(6+2)4N<0 (7.11)
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where

I =

Iy T
o T
[ J [
[ J [ J
[ J [
[ J [ J

7
F13

I, ET'RE;

)
I\33
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1_‘14

%
F34

s
_ Lg
I
_ LZ

%
F55

I'e
LB
I
LB
IS

)
F66

(7.12)



Iy = Li(4A — E) 4+ (A — B)TLT + (7 +1)Q4
Q'+ Qi — E'ziE, — ETZIE, — pCTC;

I, =E'ZIE + (A — E)T LY

[y = Q1 — Ef Z,E; — E Z,E,

[y = LiAg + (A — E)' LY — BC Cys

Iy = —E'RIE; + E] ZEE; + Ly Ay

I, = -0+ LiAg + AL LY — 2Bl ZiE,
+ ETR,E; + ETRTE; — BCLCy

I, =FE'ZIE; + (A — B)TLY

I, = -E'RE; + E'ZiF; + AL LT

Ty =—Qy— Ef ZiE; — B} 23F,;, Ty; = Ly + Ay LY

I, =E'P,— L +(A-E)Y'LY — L}

Uy = T2+ 72+ 7 25— Ly — L + P

Iy =—-Cr+ L'B; + (A, — E)TLE

Iy =—Cy + ALy + LiB;

Il = LiB; + Ly, T = —oul + L§ B; + Bl L

T
Uy = [MiTLiT MILET MiTLgT]

U2:[Ni 0 N;y 0 0 0]

Proof. The detailed proof is provided in Appendix 7.5.1.
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Remark 14 The coupling strength c; can be designed for each agent independently
of the other agents couplings, i.e. the coupling strength only depends on its own
dissipativity parameters and the number of other agents as well. Moreover, the protocol
can be fully implemented in a distributed manner in the sense that an agent does not
require global information by neighbors to execute the consensus policy. Since [ is
negative, inequality (7.11) admits a solution of ¢; if the linear matriz inequalities in
Theorem 7.1 are feasible. The agents reach consensus robustly and every agent is

dissipative with (3,1, a;)-index.

7.3.2 Event-Triggered Protocol

It is worth noting that the triggering rule (7.4) is verified by each agent only based
on its own measurement and its neighboring agents’ information, which compromises
only the relative output measurement of agent ’s neighbors. The following theorem in-

vestigates event-triggered protocol (7.5) under the limited communication constraint:

Theorem 7.2 Given positive integers T and T, and positive scalars c;. If there exist
positive scalars €; and matrices P; > 0, Q) >0, Q5 >0, Q4 >0, Z{ > 0, Z& > 0,
2y >0, Ry, L >0,i=1,..,N, j = 1,2,..,6, then the multiagent system (7.8)
reaches consensus via the event triggered protocol (7.5) with the triggering condition

(7.4) if the inequalities (7.9), (7.10) and

11 14s+rs/2 5 1
+—+%’SSTTS/)C?CZZ'+<5+8+—)—<O (7.13)

(ai+2_6i 2r 2 AN

7

hold for positive scalars ;, 6;, s, and r.

Proof. The detailed proof is provided in Appendix 7.5.2. |
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Remark 15 The triggering mechanism does not require global knowledge by neighbors.
It solely requires the error at the last triggered instant rather than the error of the
neighboring agents at the execution time. This indicates that the implementation of
the proposed event-triggered protocol more realizable to be implemented over networks.
In particular, no continuous communication is required at all. In addition, the smallest
interevent time is bounded below by the sampling-time. It is not required to prove the

nonexistence of Zeno behavior for discrete systems.

In multiagent applications, it is important to check whether the descriptor multia-
gent dynamics is solvable for synchronization-protocols and every initial value that is
consistent with the protocol. The following proposition provides a sufficient condition

to investigate the regularity of the overall multiagent system.

Proposition 7.1 Given full column matrices Q; € R™" " satisfying EXQ; = 0 for

alli = 1,2,....N. If the conditions of Theorem 7.1 are satisfied with U5 is replaced

by

I, =S50 + E/'P— LT + (A, — E)TLY — L (7.14)
Then, the pair (E;, A;) is reqular, causal for all i =1,2,... N, and the consensus is
gquaranteed.
Proof. The detailed proof is provided in Appendix 7.5.3. |

Based on the previous Theorems, we concentrate on investigating a methodology
to synthesize controller gains such that the multiagent (7.1) is synchronized and dissi-

pative. It should be noted that the dissipative gain K; appearing in (7.2) is generally
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not known in advance. This makes the matrix inequalities in Theorem 7.2 to be bi-

linear inequalities and obtaining such gain could become a very hard task. Thus we

consider the following theorem to obtain the dissipative gain and coupling strength

simultaneously.

Theorem 7.3 Given positive integers T and T, and positive scalars c;. If there exist

positive scalars €; and matrices P; > 0, Q1 >0, Q) >0, Q% > 0, Z{ >0, Zi > 0,

Zi >0, R, L; >0,i=1,..,N, j=1,2,...,6, then the multiagent system (7.8)

reaches consensus via the event triggered protocol (7.5) with the triggering condition

(7.4) if the inequalities

and

1 1+s+rs/2

1
(Oéi+2—5i+§‘|“%

Fi

Ui

_Eil

2
5C;

GZUQZ

0

)eidi+(

hold for positive scalars 7y, d;, s, and r. where

' ° °
=
[ ] [ ]
(] [ J
[ ] [ ]

I-‘11 1112 F13

)
I‘33
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F14

%
1—‘34

%
1—‘44

<0

0;. 1
454+ )—<0

2 AN
o T
~Iy LB
Ty T
Iy LB,
T
« Ti |

(7.15)

(7.16)

(7.17)

(7.18)



T
vi= [ e e
[ N; 0 Ny 000 }
Iy = Al + A"+ (7 +1) Q4 + Q) + Q) — E Z{E;
— Ef ZLE; — BCTC;
I, = EfZiE+ A}, T, = Q) — El Z,F; — E] Z3F;
[y = Ay + A} = BCT Cas,
Iy, = —E/'RI'E; + E] Z1'E; + A%,
Ty = — Qi+ A + AY — 2] ZE, + B[ R,
+ E/'R]E; — BC},Cy, Ty = E] Z{E; + A{"
I, = —E/'R,E;+ El ZiE, + Al
Ty =—Qy— E] Z1E;, — E] ZiE;, 'y = Ly + A}/
Ljy = E/P,— L7 + A7~ I
Uhy =T 21+ T2, + 725 — Ly — L' + P,
g = —C{ + Bl + A", T = —Cf; + Ag + B}

Il = B> + L, Thg = —oyl + B + B

Y Li(Ai— B) + ATV LB, — AIF,
LéQ(Ai — E) + \Y; L;lBi — N\
LiAg 0

. 71 di

Ay = ’
I, ‘ L% B; , Li M,

1= Bi = M =

O(nfm)xm ngBz L;2M



i=1,2,...,Nj=1,2,...,6 and 7* = 7 — 7. Furthermore, K; = F, 'Y;.

Proof. The detailed proof is provided in Appendix 7.5.4. |

Y

L L L
60 70 80 90

0.5

Time Time

Figure 7.2: Outputs trajectories of the agents of time-triggered synchronization.

Remark 16 Compared with most exiting results dealing with the consensus problem of
multiagent dynamical systems [239],[209], the proposed results generalize the consensus
problem to synchronization of agents outputs, which covers a state consensus as as a

special case.

Although previous Theorems are allocated to single output synchronization, i.e.

zi(k) € R, the proposed methods can be easily extended to multi-output synchro-
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nization z;(k) € RP by portioning the output matrix of each agent into a set of p
rows O = { ch,...ch } In addition, denote ¢;; to represent the coupling strength

associated with the j-th row of the output matrix C; of the i-th agent. Moreover, the

consensus protocol can be expressed in the following form:

(k) = —K; Y (z(k]) — 2(k])), k€ [ki, ki) (7.19)
JEN;

where K; = [ Cit Cip ], 1 = 1,2,...,N. Compared with the available results

on the LMI-based distributed synchronization [240], [241], the proposed methodology
does not require dynamic controllers. In addition, the presented conditions are flexible

and less conservative due to the inserted slack variables L;

7.4 Simulation Results

Figure 7.3: Connected topology of the multiagent system.

For the time-triggered protocol, we consider a network which consists of 6 homo-
geneous agents whose communication topology is shown in Figure 7.3. We assumed

that only the edge output information is available and the state information can not
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be obtained. The corresponding matrices and parameters are given as follows

0.9307 0.9360 0.5102 0.6228

Ai = 04732 0.7668 0.0992 | »Bi= | 0.4134

0.7223 0.6461 0.0883 0.5094
_0.1 0.2 o_ -0.385 0.07 0.07_
Asi=1 0 —005 0|-Ci=1] 007 0455 0.035
0 0 0 007 0 0315

_1 0 0_ _0 0 0_

Ei=10101|:Cs=1]1000

000 0 00
The initial conditions for agen_t_s are givér_l as i i ) _
-3 2 -8
To1 = 2 y Lo2 = —1 y L03 = —2 )
—0.608 0.414 —1.249
3 2 5
Tog = —1 »  Los = 7 y L6 = 4 :
0.557 —0.018 0.64

The time delay is asumed to be bounded by the values 7 = 10 and 7 = 2 for
all agents. Based on the communication topology, we obtain the following in-degree
values for each agent: dy = dg = 1, dy = dy = d5 = 2, and d3 = 4. By using the LMI
Toolbox in Matlab, it can be solved that exist coupling strengths c;; satisfy the matrix
inequalities of Theorem 7.1 ¢17 = cg1 = 0.0824, ¢y = c41 = ¢51 = 0.0589, co1 = 0.0412,

Cig — Cg2 = 0.4932,022 = C42 = Cy2 — 003487, C3g — 02466, Ci13 — Cg3 = 0.05,C23 =
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Figure 7.4:  Outputs trajectories of the agents with event-triggered synchronization.

ca3 = 531 = 0.0353, ¢33 = 0.025, and adopting the controllers:

K, = K¢ = { 0.0824 0.4932 0.05

Ks = [ 0.0589 0.2466 0.025

Ky=K,=K;= { 0.0412 0.3487 0.0353

Applying the time triggered protocol, the agents (7.1) achieves consensus asymptoti-
cally (see Figure 7.2). One can clearly decide that all agent’s outputs are synchronized,
which clearly demonstrate the effectiveness of the considered methodology.

For the event-triggered case, consider the same descriptor multiagent dynamical

system, where the interaction topology among agents is given in Figure. 7.3. Applying
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the same procedure, using the LMI Toolbox in Matlab, it can be solved that exist
coupling strengths c¢;; satisfy the matrix inequalities in Theorem 7.3, we get 8 =
—300.5945 and o = 244.8650. The negative sign of S means that there exists a

solution to (7.17) by selecting appropriate coupling strengths ¢;; such that

Ky =Kg= { 0.1120 0.6708 0.0680

K; = [0.4636 0.4249 0.0780

Ky =K,=K; = { 0.052 0.374 0.0333
and the triggering parameters are given as v = v = 0.6327319, 75 = 74 = 75 =
0.5328, and 3 = 0.4327307. The synchronized event triggered outputs are shown in
Figure 7.4. Figure 7.5 shows releasing instants of each agent. This demonstrates that
event-triggered policy can reduce the frequency of agents broadcasts over networks and
reduce CPU usage effectively. The matrix inequality are not feasible for time delay
bound 7 = 10 if the lower bound 7 = 0. On one hand, this imply that the conditions
treat interval delays appropriately even if the upper bound of the delay is large. On
the other hand, this does not imply that the multiagent can not be synchronized
because the condition are sufficient and not necessary. Time delay in multiagents
leads to sever behavior which makes the synchronization more difficult. Since the
proposed methodology is proposed for output synchronization, we observe that the
state consensus appeared in literature can be obtained by replacing the output matrix

C by identity. Moreover, the homogeneous multiagent system becomes a special case

of the presented scheme.
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Figure 7.5: Triggering instants of each agent.

7.5 Appendix. Proofs of the Theorems

7.5.1 Proof of Theorem 7.1

Consider the following Lyapunov functional as

V(k) =) Vik)

i=1 =1
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T7—1
+Ty nl ()ET ZLEmi(1)
O0=—7 l=k+6

and 7* = 7 — 7 and n;(k) = z;(k + 1) — x;(k). The difference of Lyapunov functional

V (k) can be derived as follows:

AV (k) = 2T (k + 1) ETPEjx;(k 4+ 1) — 2T (k) EF Py B (k)

= n; (k)E; PiEni(k) + 2] (k) E{ P En;(k)

AV; (k) = z; (k)[Q) + Qoli(k) — 27 (k — 1) Qui(k —

— (k- 7) Qe — 7)

T
B}

AV (k) = (7" + D) (k) Qsi(k) — ) @7 (1)Qizi(l)

< () (k) Qawi(k) —a (k—7(k) Qs (k—7 (k)

A‘éf(k) =, (k:)ET[ QZZ + 7‘23’ + T*ZZ}Em(k‘)

k—1
-7 > i OEZEn() -1 ZUZT(Z)EszéEﬂ%(l)

k—7 I=k—1
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According to Lemma 7.1, we come up with

k—1
=7 ) 0 (DB ZiEmi(l) < = [wi(k) — 2y(k — 7)]" B} Z{Ei2:(k) — 24(k — 7)]
I=k—7
(7.24)
k—1
—1 > 0l (DEZ3Em() < = [wi(k) — @ik — 0)]" Ef Z3E,[xi(k) — @i(k —1)]
l=k—1
(7.25)
Using Lemma 7.1 and 7.2, the following bound holds:
k—7—1 k—7(k)—1
—7 Y 0 (OEZiEm(D) = = > ()%
I=k—7 I=k—7
k—7—1
EfZiEm () -7 Yl (DEI Z5Emi()
I=k—7(k)
1. : , 1. , ,
< — T B Z3EWS () — 0§k BT 23 B, wih)
1 . 1
vy (k) ElZ3E; EIR.E; || Vi(k)
<- (7.26)

W (k) EIR:E; EfZE; || Wy(k)
EIZiE; EI'R'E;
such that: > 0, where

o= 2 T®) Gy o — 1 (k) — ik — 7)

oy =TT ) = k- ) — il 7(R)
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i (k) Ly
zi(k — 7(k)) Ly
Let &i(k) = , Ly =
xi(k—7) L
ni(k)E; Li
;i (k) Ly

2 x & (k) Li | (A — Eo)zi(k)+ Agiwi(k — 7(k)) + Byai(k) — Emi(k)| =0 (7.27)
From the dynamics (7.1), and Equations (7.20)-(7.27), it is straight forward to see that
the following equation holds for any matrices L}, L}, L}, LY, Lk, Ly with appropriate
dimensions:

AV' = 2] (k)ai(k) — aqtf (k)ii(k) — B2 (k)zi(k) < & (k)O&(k) (7.28)
where © is given in (7.9). negative definite Using Lemma 7.2, Cauchy-Shwartz in-

equality, inequalities (7.8), (7.28), and (7.9) and the consensus protocol (7.3), we
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come up with the following upper bound of the proposed Lyapunov functional:

<3 [ + a0y + 270 0]

<3 (e g I+ 6+ D=

2]

N 2
1 0;. 1
< i+ o) d; =) ||zi(k) — zi(k 7.29
<> (ot gdddit (04 P - a0 a2
Thus, choosing the coupling strength ¢; such that the following inequality holds
1., 0;. 1
(v + 2—51)01 d; + (6 + E)m <0 (7.30)

we have that ||z;(k)—z;(k)|| converges to zero for all ¢, 7 = 1,2, ..., N which implies that
the nominal multiagent system achieves the output synchronization. In the light of
the same philosophy, it can be concluded that the multiagent system (7.8) is robustly
admissible and reaches consensus for all norm-bounded uncertainties. By considering
the uncertainty of the multiagent system, we can establish that

L + Uy Fi(k)Us + Uy" Fy(k)UT < 0
Then, according to Lemma 7.2, Fact 1, and applying the Schur complement completes

the proof.
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7.5.2 Proof of Theorem 7.2

Consider the same Lyapunov functional in Theorem 7.1.

inequalities (7.9), (7.28) and (7.10) and the protocol (7.5), we get

= AV'(k)
>

=1
N
i=1

£ k) — ) [ (k) — eiu«)]]

IN

Using Fact 1, the following inequalities hold:

)

7

for any scalars s,r > 0. With Cauchy-Schwartz inequality, we come up with:

JEN;
and

JEN;

From (7.31)-(7.35), we have

F(Ryius(k) + o (R)is(k) + /3z?<k>zz-<k>}

[z, kD) — ei(k)] (k) + agal (k)i (k)

el (k)u; (k) <

221 (kD)ei(k) < szl (K}

> eizilk)—

> (k) - Zj(k))

Using the linear matrix

(7.31)

(7.32)

(7.33)

(7.34)

(7.35)



(T a0+ T e )

2

JEN;

SZ[(ai+%+§r>

%

(st Ly I Al }
J=Ni

1+s+rs/2

S Gtk = 20|

JEN;

6.
L I Jr O

5C;

Thus, choosing the coupling strength ¢; such that (7.13) is guaranteed, forces

AV (k) to be negative whenever |z;(k) — z;(k)|| is positive. Then | z;(k) — z;(k)||

converges to zero for all 7,7 = 1,2,..., N which implies that the multiagent system

achieves the output synchronization.

7.5.3 Proof of Proposition 7.1

First of all, it is clear that 227 (k)S;QF E;n;(k) = 0 which can be added to the difference

of the Lyapunove function in Equation (7.29) such that Iy in Equation (7.14) is

modified without affecting the results of Theorem 7.1. Since rank(E;) = r; < n, there

always exist non-singular matrices H; and F; € R"*" such that
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0

Then for any nonsingular matrix ®;, we have ), = H; that satisfies £ Q); =
P,
0. Define the following partitioned matrices
Afy Al
A, = HAF, = (7.38)
Ay A

Al Al
Ay = HAuF = | 0 (7.39)
AZQI AZQ?

s
Si = FI's; = (7.40)
Shy
It follows from the inequality (7.9) with the modified I'{; that
| T T
I = <0
o I'i

which implies the following inequality:

| Uy T
U= <0 (7.41)
° \I/g5
where
U =LA —E)+(A—E) L' -El ZIF;,— E] Z\F;
Vi, =S50 + EI'Py — LT + (A, — E)'LE — L
W, — L - L
Multiplying both sides of (7.41) by [ I AT } and its transpose, respectively,
yields
B (P~ Ly — L") A+ A (P = Ly— Ly) Ef — L' E

—EN' 4+ 80T A+ AT QST —E' 2B, — El2,E,<0 (7.42)

Multiply both sides of (7.42) by FI' andFj, respectively, and then using equations
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(7.37), (7.38), and (7.40), we obtain

? ?
<0 (7.43)
hd S§1¢?Aé1 + qu)ng

The question mark represents elements which are not needed since they will be
eliminated as follows. Let v be a non zero vector such that Ay v = 0, i.e. Al is
singular. Then, multiplying both sides of (7.43) by [ 0 T } and its transpose yields
a zero value which is a contradiction. This implies that A%, is nonsingular and the

pair (F;, A;) is regular and causal for all ¢ = 1,2,..., N. This completes the proof.

7.5.4 Proof of Theorem 7.3

If we view agents input u;(k) as a state component, the multiagent dynamics (7.1)

can be represented as follows

Ei&i(k + 1) =(A+ AA)& (k) +(Asi+ AAg)&i(k—7(k)) + Biii(k)
&i(k) =dn(k), ke [-7,0]

T
where (1) = {xT(t) ul (1) } , AA; = MiF(k)N;, AAyg = MiF(k)Nyq, C; =

o ah =l o] 5=[ur o] 5= o]

B E;, 0 A, B;
E;, = A =
0 O K; I
. Ay 0 . 0
Adi = Bz =
0O O B;
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Applying Theorem 7.2 to system (7.44) with the following particular configuration
of real matrices L}, (j=1,2,3,4,5,6),i=1,2,...,N

|y AR L,
A 1=

L;’Z )\jF O(n—m)xm
condition (7.9) holds by replacing Y; = F;K;. It is clear from the inequalities in

Theorem 7.2 that a feasible solution fulfills the inequality T'i, < 0 for all i = 1,..., N.
This implies that L} are non-singular matrices for all ¢ = 1,..., N and thus Fj is

invertible. This completes the proof.
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CHAPTER 8

CONCLUSIONS

In this dissertation, we investigated various types of cooperative problems for multi-
agent systems. Firstly, we investigated the state and point formation protocols for
discrete-time multi-agent systems subject to DoS attacks. The discrete-time formation
problem is transformed into a stability problem of a switching system. Besides, mul-
tiple DoS attacks with independent characteristics for different transmission channels
were investigated. Sufficient and necessary conditions in terms of matrix inequalities
were derived to solve the formation problem. Secondly, the scaled-consensus prob-
lem has been investigated for multiagent systems over non-ideal networks where DoS
attack is considered where adversaries can exclude agents totally form the network.
Distributed protocols have been developed in order to achieve Leaderless and leader-
follower scaled-consensus. The problem is converted to mean square stability and
analysis of the disagreement error has been addressed. Then, we dealt with event-
based consensus protocols of multiagent systems with a class of nonlinear dynamics.
We showed a framework of designing distributed event triggered consensus protocol

for multagent systems with time delay, which include linear dynamics of any order
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as a special case. It has been theoretically demonstrated that the consensus problem
of multiagent systems with nonlinear perturbation and time delays can be achieved
if the control gains and the triggering parameters are appropriately selected. The
multiagent system is not only cooperative but also satisfies some level of performance
and the energy consumption. Moreover, the proposed results are extended to observer
based consensus methodology under the triggering policy. Finally, a new distributed
event-triggered protocol based on dissipativity approach has been investigated to solve
the synchronization problem for discrete time uncertain linear multiagent systems.
Compared to the previous related results, the main contribution is that we have
proposed both time triggered and event-triggered consensus protocols that do not re-
quire continuous monitoring of measurement nor continuous communication among
agents. The proposed triggering mechanisms do not reveal the Zeno behavior due to
the discrete nature of the multiagent dynamics. Furthermore, the event/time trig-
gering controller gains are solved by obtaining a feasible solution for a set of linear
matrix inequalities. Lastly, the effectiveness of the synchronization protocols have

been demonstrated by several simulation examples.

8.1 Future Challenges, Suggested Problems, and

New Directions

There are still several important problems and challenges that deserve more inves-
tigation, since so far the current cooperative control algorithms still susceptible to

perturbation, cyber attacks, time varying structure, impulsive behavior, networked
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problems, etc.

o A large amount of the existing research about cooperative control addresses sim-
ple cases where the agents acquire information in real time sensing. However,
in real applications, the agents broadcast their own information to the neigh-
bors over a digital communication network. Due to practical consideration, the
cooperative schemes should take into account the time delay, packet losses, cy-
ber attacks, band limited channel, and quantization error of the communication

networks.

o Various papers discuss the robustness and model uncertainty issues of coop-
erative control systems. Most of the vehicle dynamics are complex and their
effects can not be ignored or simplified by linearizion for the control design of
multi-vehicle systems. However, the results that have devoted to the robust co-
operative control still limited and most of the existing work is devoted to simple
dynamics such as single integrator and double integrator dynamics. Moreover,

the adaptive cooperative control of time varying dynamics is promising.

It is of interest to further investigate time varying formation control with switch-
ing topology for general linear dynamics of multiagent systems. Moreover, an-
other future work could be about the tracking control schemes in which all the
trajectories of the agents form a predefined time varying formation as well as

the formation itself tracks a formation trajectory.

» Most of the existing work on consensus problem focus on the standard consensus
while the the practical problems require an adequate level of performance on the
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positions and the process that achieves the consensus. Performance assessment

within multi-agent systems should be more investigated.
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