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Service Discovery (SD) and Routing Discovery (RD) in Low-power and Lossy Net-
works (LLNs) are crucial in the development of the Internet of Things (loT). The
design of SD and RD can be hampered by the underlying limitations and challenges of
LLNs which motivate the quest for efficient solutions. This thesis analyzes the most
promising SD and RD protocols to identify some of their potential gaps, and then pro-
poses cost-effective, time-efficient, lightweight, and backward-compatible mechanisms
to fill such gaps. Firstly, this thesis proposes an Enhanced multicast Domain Name
System (EmDNS) which augments mDNS, the standard SD protocol, with three im-
provements: the persistent-based selection stage, the simultaneous start-up enhance-
ment, and the announcement suppression mechanism. Through the evaluation of the

fairness index for a wide range of number of nodes, we demonstrate that EmDNS

XX



provides better load balancing for the collection of nodes in the network relative to
mDNS. Furthermore, results indicate that while EmDNS produces a memory footprint
in RAM that is only 4.2% more than that for mDNS, EmDNS manages to signifi-
cantly reduce the number of control packets by an average of 34.8% for the considered
range of network size. Accordingly, the corresponding reduction in energy consump-
tion for radio transmissions and micro-controller is 46.7% and 47.5%, respectively.
Secondly, the IPv6 Routing Protocol for LLNs (RPL) has been standardized as the RD
protocol for LLNs. However, it does not efficiently route the data between arbitrary
nodes within the LLN domain. To deal with such a shortcoming, this thesis proposes
a Hybrid RPL (HRPL) extension in which the RPL-based forwarding structure and
the link-state routing approach are integrated to discover more efficient routes between
arbitrary nodes. The salient features of HRPL include an optimized data forwarding
between arbitrary nodes, the use of the available RPL-enabling control messages, and
the support of backward-compatibility. HRPL is evaluated in a grid-like network un-
der different traffic intensities. Results show that HRPL increases the packet delivery
ratio by 22.3% relative to the RPL. While HRPL consumes RAM size that is 16.7%
more than that for RPL, HRPL retains low routing control cost which is 13.8% less
than that for RPL. It reduces the number of hops and MAC transmissions to deliver
packets between arbitrary nodes by 51.5% and 55.4%, respectively. Accordingly, the
corresponding reduction in the total consumed energy is 21.3%. Furthermore, HRPL
provides higher balance, relative to RPL, in terms of routing control messages and
energy consumption across all nodes in the network. The proposed extensions are

implemented on Contiki operating system and evaluated on Cooja emulator.
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CHAPTER 1

INTRODUCTION

The concept of the Internet of Things (IoT) was first proposed and coined by the
co-founder of the Auto-ID Center at MIT, Kevin Ashton, back in early 2000 [1]. This
concept basically envisaged a world where everything in our life can be managed
by the Internet, specifically using technology such as Radio Frequency IDentification
(RFID). Moving forward, this idea expanded and broadened because of the various
advances in related technologies such as wireless networking, sensors and actuators,
and microcontrollers. Having said that, many technical challenges should be tackled
before this vision is widely accepted. Thus, the main task of developers is to provide
efficient IoT solutions while considering such challenges.

In this introductory chapter, a brief introduction to IoT is offered by outlining its
main building blocks, for example, low power networks, and its protocols stack. Next,
the need for service and routing discovery mechanisms in IoT is discussed. Then, an
overview of the main objectives and contributions of this thesis is given. This chapter

concludes with the organization of this thesis.



1.1 Internet of Things (IoT)

The IoT paradigm has gained broad-spectrum attention due to its high potential influ-
ence on several daily-life aspects [2]. In this context, things are for everyday physical
devices embedded with sensing/actuating hardware to incorporate the smartness to
these devices. These devices are capable of interacting with the surrounding envi-
ronment, offering smart services in real-time, and communicating among themselves
while they can be uniquely addressed and accessed remotely through the Internet.
The smartness and connectivity features integrated with IoT devices bring a plethora
of smart applications into our life such as smart grids [3], smart homes [4], smart
cities [5], automated industrial monitoring [6], just to name a few.

Most IoT deployments rely on devices with limited resources to meet the large scale
and low-cost demands forming Low-power and Lossy Networks (LLNs). Devices of
LLNs are battery-powered with low storage and processing capabilities. The networks
connecting them, on the other hand, exhibit delivery failure with a high probability,
small packet size, low data rates, and variable link quality conditions with short
communication ranges. For example, the Wisemote platform is equipped with an
8-bit MSP430 microcontroller working at 16 MHz maximum, a 16 Kbyte Random
Access Memory (RAM) and a 128 Kbyte Random Only Memory (ROM) for storage.
For communication, Wisemote employs a CC2520 chip and a low-power 2.4 GHz IEEE
802.15.4 transceiver with a theoretical data rate of 250 Kbps and a 127-byte maximum
packet size.

Structurally, IoT requires software architectures which take into account the possi-



ble aspects that consume the constrained resources of LLNs. These aspects could be in
the form of unneeded packet transmissions, protocol overhead, and/or non-optimized
communication patterns. Considering these aspects, various standardization organi-
zations, most notably the Institute of Electrical and Electronics Engineers (IEEE) and
Internet Engineering Task Force (IETF), focused their efforts to create a framework
of the protocols targeting communications in developing systems.

The standard IEEE 802.15.4 that characterizes the low-power MAC and Physical
(PHY) layers, has had the most impact which several IoT technologies have been
developed on. The Internet Protocol (IP), on the other hand, has been shown to be
a lightweight, stable, and highly scalable architecture for communication. It operates
with small, battery-powered devices, and already connects billions of devices. Given
that most commercial wireless sensor deployments nowadays are based on the IEEE
802.15.4 standard, a better solution is to reuse the existing IP architecture for IEEE
802.15.4-based devices. However, existing traditional Internet-enabling protocols are
not fully optimized for low-power networks. This is due to their lengthy headers and
meta-data, implementation complexity and the excessive transmissions required for
reliability. Wasting resources this way would limit the capability of these protocols
to operate over LLNs unless adequate adaptations are applied [1]. These issues were
the catalyst for the creation of different IETF Working Groups (WGs) such as Zero
Configuration Networking (ZeroConf), Constrained Representational State Transfer
Environments (CoRE), IPv6 over Low-Power Wireless Personal Area Network (6LoW-
PAN), and Routing Over LLN (ROLL) [7]. The standardized protocols resulting from

the works of these groups and their close collaboration were crucial to the development



of IoT from a technological viewpoint. Figure 1.1 depicts some protocols spanned on

different layers of the IoT stack.

Monitoring
Service and
Discovery Management

RESTful

Web Services

mDNS/DNS-SD/? SNMP/NetConf/? HTTP/CoAP
Transport
A
ubDP TCP
Connection )
with Routing
IP Networks Discovery
A /
IPv6/6LOWPAN RPL
MAC/PHY
A
IEEE 802.15.4 RFID/BLE/...

Figure 1.1: IoT protocols stack

1.2 Thesis Motivations

LLN-based applications provide many important daily services for individuals and

communities. These services can be introduced locally or globally, for example, the

monitoring of the surrounding environment or the actuating of switches (i.e. turning

things on and off). In addition, monitoring health [8], buildings, atmospheric phe-

nomena [9], [10] such as pollution levels, temperature and humidity, place noise [11],

and smart parking [12] are some of these services. Furthermore, services such as these

could be offered in more combined forms to offer more complex functionalities [13].

To support this orientation, the successful deployment of LLN applications requires

4



two main mechanisms which are a Service Discovery (SD) and a Routing Discovery
(RD). On the one hand, the SD mechanism assists devices to configure, register and
advertise themselves and their services in a particular LLN. Enabling the SD is a
prerequisite for discovering the described devices and services they host [14]. On the
other hand, the RD mechanism is needed to enable the discovered devices to commu-
nicate using the least costly routes. However, the design of SD and RD solutions can
be hampered by the underlying challenges caused by the limitations of LLN resources.
This thesis analyzes the most common existing SD and RD solutions considering the
challenges and requirements of constrained LLNs, to identify some of their potential
gaps and then attempts to propose more efficient mechanisms to fill such gaps. The
remaining part of this section is devoted to explaining the SD and RD, and the most
common literature protocols supporting them. From now on throughout this thesis,

the terms “device” and “node” are used interchangeably

1.2.1 Service Discovery (SD)

Given that LLN nodes are expected to continuously join and leave networks, the
SD must provide a mechanism to configure, register and unregister nodes and their
services so that nodes can maintain enough information about each other. To realize
this goal efficiently, the SD mechanism needs to minimize the required configuration.
This could be achieved by automatically detecting nodes and their services in a generic
enough way, which enhances usability and reduces the amount of required development
to handle different system setup and usage scenarios. Manual configuration, however,

has been proven to be ineffective and impractical for the typical low capability LLN



nodes [15]. To this end, auto-configuration is an essential requirement for such an
environment, especially when a large number of nodes are connected [16]. On the
other hand, the traditional centralized approach where Dynamic Host Configuration
Protocol (DHCP) and Domain Name System (DNS) are employed to assign the names,
keep all bindings, and to respond to all name inquiries and resolution requests may
create considerable traffic. Therefore, resorting to the use of a distributed SD system
can best meet the requirements of the constrained nodes deployed in LLNs. [17]-[20].

In this direction, the IETF ZeroConf WG has proposed the use of multicast DNS
(mDNS) protocol [17] (RFC 6762) and its companion technology DNS-Service Dis-
covery (DNS-SD) [17] (RFC 6763) as the SD protocols for resource-constrained net-
works. For more details of mDNS/DNS-SD, please refer to Subsection 2.1.3. The
mDNS/DNS-SD protocols support an automatic configuration and discovery for the
participating nodes and their services without human intervention. In a sense, they
provide “zero-configuration” at the configuration phase and during the joining of new
nodes to the network. The most advantages of using mDNS/DNS-SD are that the
configuration for nodes can be achieved (i) automatically with no administrative inter-
vention, (ii) in the absence of the infrastructure, and (iii) even during infrastructure
failures. Moreover, they utilize roughly the same messaging format and operating
semantics as the traditional DNS protocol and possibly can work alongside the widely
known DNS protocol in one network [18].

Due to the aforementioned advantages and the low complexity of mDNS/DNS-SD
protocols, they are being considered by the IETF ZeroConf WG as the most appropri-

ate candidates for distributed naming and SD systems in constrained networks [21].



That said, mDNS in its current form suffers some issues which hinder its performance
in LLNs. In particular, mDNS generates high control traffic during the configuration
phase and registration process as reported in several studies [15], [18], [22]. This is
attributed, in the first place, to the fact that mDNS was originally designed for con-
ventional computing nodes with nearly no limit of bandwidth, memory, and processor

resources [23].

1.2.2 Routing Discovery (RD)

Given the high suitability that [P-based standards offer, the IETF ROLL WG [7] has
undertaken the task of identifying a routing solution for LLNs based on IP architecture
under specific deployments. The IETF ROLL WG studied existing routing solutions
and subsequently published a number of defining documents in the forms of Request
For Comments (RFCs). These documents identify the routing requirements of specific
deployments pertaining to automation in urban environments [24], industries [25],
homes [26], and buildings [27]. The mandatory requirements are related to scalability,
low control overhead, bounded end-to-end delay, and quick recovery from any dynamic
changes in the topology. Subsection 2.2.1 outlines these requirements in some details.

By considering these requirements, the IETF ROLL WG focused its work on de-
veloping a standardized routing protocol adequate for the considered deployments.
As a result, IPv6 Routing Protocol for LLNs (RPL) [28] has been standardized in
RFC 6550 [29]. Please refer to Subsection 2.2.3 for more details on RPL. RPL limits
the physical topology of the LLN to a Destination Oriented Directed Acyclic Graph

(DODAG) controlled by a particular user-defined Objective Function (OF). The Des-
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tination Oriented Directed Acyclic Graph (DODAG) is rooted at a pre-assigned re-
sourceful node named the DODAG’s root or simply the “root”. The DODAG is built
to optimize routes reaching the root. The OF is defined to minimize a specific routing
metric such as, among others listed in [30], hop count or Expected Transmission Count
(ETX) to reach the root.

RPL was mainly designed with an assumption that the predominant traffic flow
would be gathering data towards a single destination. However, most of the applica-
tions enabled by LLNs are not only data generators but also addressable endpoints
with actuation capabilities and can be introduced as resources on the Internet. This
implies, from a networking point of view, that data not necessarily be routed only to-
wards a pre-assigned destination, but also arbitrarily between nodes within the LLN
domain. This kind of communications are commonly known as Node-to-Node (N2N)
communications. In applications such as a remote control in building automation and
industrial monitoring, almost 30% of the traffic flows are N2N communications [31],
[32]. They would be employed to launch data transmissions, send acknowledgments,
or to carry infrequent network diagnostics such as ping and trace-route traffic [33].
The importance of such communications increases as nodes tend to become indepen-
dent [34]. In conclusion, using the RPL-based forwarding structure to handle N2N
communications would pose another challenge. In a sense, an N2N packet should be
forwarded upwards along the DODAG to the nearest common ancestor of the source
and destination. Thereafter, the packet is propagated downwards along the DODAG
until it reaches its destination. In the case where the downward routes are maintained

only by the root, the packet is forwarded upward all the way to the root whereupon it



is routed downward to its destination. Therefore, based on the current specifications
of RPL, it does not cater well to the N2N routing requirements. This shortcoming

limits the adoption of RPL in several N2N-based applications [35]-[39].

1.3 Thesis Aims and Objectives

In light of the above challenges and shortcomings, this thesis aims to extend the
mDNS and RPL protocols by proposing mechanisms that are able to mitigate their
aforementioned-related shortcomings. To quantify these aims, the measurable objec-

tives and requirements related to this ability are summarized by the following:

e Low energy consumption: LLN nodes consume energy while processing,
sleeping, and radio listening, receiving and transmitting. One of the main con-
cerns in LLNs is energy limitation as most LLN nodes are battery powered.
These batteries are not recharged very often and replacing them is not practi-
cal, thus they need to run for longer periods [2]. This makes energy a precious
resource that should not be wasted and any proposed solutions should require

lower energy consumption.

« Backward compatibility support: this ensures the compatibility of any pro-
posed solutions with existing systems and is an essential requirement for sup-
porting hybrid networks. This is also to guarantee interoperability which is

crucial in practice to enable the convergence of diverse technologies [40].

o High reliability: this is another key point to be considered which aims to in-



crease the rate services that are successfully delivered [41]. Furthermore, high
reliability is needed to deliver the control packets to efficiently handle the oper-

ations that are required by a particular protocol.

o Low latency: most LLN-based applications are very delay-sensitive [25].
Therefore, data transmission and routing should be maintained as timely as

possible [42].

o Even load distribution: distributing the load evenly among the participating
nodes in an LLN is essential to increase the overall network lifetime. Uneven
load distribution causes faster depletion of batteries of overloaded nodes which

in turn leads to the shortening of the overall network lifetime [39].

e« Low memory footprint: because of the low storage capacity of LLN nodes,
achieving a small memory footprint is considered one of the most important
requirements for designing LLN protocols in IoT. Minimizing the memory foot-

print allows nodes to include all the needed modules with increased features [43].

1.4 Thesis Main Contributions

This thesis aims to make the following contributions:

o A survey on existing solutions for SD and RD in IoT outlining their strengths
and drawbacks in the context of [oT requirements and challenges. Concerning
SD, the survey categorizes the existing SD solutions and outlines their proper-

ties individually. Moreover, it presents an account of existing enhancements for
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developing SD system with an emphasis on mDNS/DNS-SD optimizations. Re-
garding RD, the conducted survey gives a detailed comparative analysis for the
existing RD solutions. In particular, it focuses on those enhancements targeting

N2N communications.

An extension to mDNS named an Enhanced mDNS (EmDNS), is presented
in Chapter 4. EmDNS is the first work that takes into account the character-
istics of constrained LLN nodes in IoT and focuses on the auto-configuration of
naming and registration systems. Also, this work presents a thorough analysis
of the mDNS configuration phase considering the race condition problem aris-
ing from simultaneous start-up events. EmDNS mechanisms are implemented
using ContikiOS [44] and evaluated via various experiments on the Cooja emula-
tor [45]. Then, their strengths and shortcomings are evaluated according to the
results obtained. The results show that EmDNS is backward compatible with
mDNS and achieves a significant reduction in control traffic since less communi-
cation is needed to deploy and configure the nodes autonomously. Furthermore,
EmDNS outperforms the mDNS in terms of energy consumption, and the abil-
ity to provide unique names for deployed nodes while maintaining an acceptable

local cache hit ratio.

An extension to RPL called a Hybrid RPL (HRPL), is presented in Chapter
5. HRPL is the first work that integrates the concept of link-state routing with
the RPL-based forwarding structure. The salient features of HRPL include i)

an optimized data forwarding for the N2N communication pattern, ii) the use
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of control messages already available with RPL protocol to avoid redundant
transmissions, and iii) the support of backward compatibility so that HRPL can
seamlessly coexist with conventional RPL implementations in a hybrid network.
HRPL is implemented on ContikiOS and evaluated through extensive simula-
tions on Cooja. HRPL has shown a considerable improvement in delivery ratio
relative to the standard. Although HRPL consumes an acceptable memory size
more than that for RPL, HRPL manages to significantly reduce the control
plane packets, the number of hops, and MAC transmissions needed to success-
fully deliver N2N data packets. Accordingly, these reductions are translated

into lower packet delay and less energy consumption.

1.5 Thesis Organization and Overview

The remainder of this thesis is divided into five chapters as follows.

Chapter 2 covers a detailed background of SD and RD which are the main scope
of this thesis. This chapter is divided into three parts. The first part outlines the
objectives and requirements of SD in [oT and discusses the most common distributed
SD protocols, mDNS/DNS-SD, by illustrating their entities and operational phases.
The second part is related to the RD. In this part, the requirements and challenges of
RD in IoT are presented, traditional RD protocols are discussed by evaluating their
capabilities to satisfy such requirements, and RPL protocol is outlined by explaining
its routing structure and how it handles N2N communications. Also, this part tests

the correctness of the RPL code implemented in ContikiOS. The main purpose of this
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test is to confirm the match between the theoretical understanding of RPL operations
and the RPL implementation used for the evaluation. The last part discusses the
technological tools employed for the implementation and evaluation of the proposed
solutions and emphasizes the reasons behind their selection.

Chapter 3 provides an overview of efforts documented in various literature for
both SD and RD solutions and protocols in IoT. It first surveys SD protocols and
presents the existing enhancements targeting mDNS/DNS-SD protocols. Then, it
outlines a comprehensive survey for the relevant N2N routing enhancements summa-
rizing their properties individually.

Chapter 4 discusses the proposed EmDNS extension to the standard mDNS pro-
tocol. EmDNS introduces some mechanisms that can reduce the traffic generated and
also the energy consumption during the configuration phase and the registration pro-
cess of mDNS protocol. This chapter outlines the motivation and need for EmDNS,
lists the EmDNS-related contributions, formulates the underlying problem, and de-
scribes EmDNS and its proposed traffic reduction mechanisms. It also presents an
evaluation of the performance of EmDNS.

Chapter 5 describes the HRPL extension which is a modification of the original
RPL protocol. This chapter begins with a discussion of the RPL-based N2N routing
limitations that motivate the need for the proposed HRPL. Thereafter, the contribu-
tions in this chapter are listed. Subsequently, the performance evaluation of HRPL is
detailed considering different performance metrics and network conditions.

Chapter 6 reviews and discusses the contributions of this thesis within the context

of previous literature studies and outlines the scope for possible future work.
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CHAPTER 2

BACKGROUND

The emergence of IoT revolutionizes our daily-lives with countless opportunities in
many ways. [oT aims to transform the physical world around us into a sort of in-
formation system. This means that numerous services could be offered and a large
amount of data would be circulated in such systems. To deal with these aspects, we
first need mechanisms to identify and discover the provided services and to route the
relevant data to its intended consumers (i.e. IoT nodes, users, applications, etc..).
These tasks are undertaken by Service Discovery (SD) and Routing Discovery (RD)
mechanisms. This chapter covers the SD and RD mechanisms in detail by discussing
their objectives, their design challenges and requirements, and their most promising
existing solutions in the literature. At the end of this chapter, the experimental tech-
nologies and methodologies that are used to evaluate the mechanisms proposed in this

thesis are outlined.
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2.1 Service Discovery (SD) in IoT

A mechanism by which IoT nodes can discover and learn about available services in
a network is known as an SD mechanism. A new joining node would not function
properly in the absence of such a mechanism. In other words, a node would have no
way to discover the available services that it might need or to announce the services it
hosts. In deployments such as building automation, for instance, light switches need
the SD mechanism to discover smart lights available in their proximity. In the same
way, lights themselves need such a mechanism to recognize the availability of nearby
light switches. The automatic SD, therefore, is an essential requirement for smart
nodes due to their limited interactions with end-users.

The importance of the SD mechanism can be seen clearly with deployments running
simultaneous applications. In this case, each application has a requirement to find
its peer nodes and also those that it needs to report or request information from.
Likewise, a single application hard-coded into a system can also benefit from the SD
mechanism. In a network employed for collecting temperature data, for example, the
sensing application has a requirement to discover the data sink at which the generated
data should be gathered. The SD mechanism is of the utmost importance for a network
either in its initial bootstrapping sate or during its steady-state. This mechanism is
required, during the steady-state, to update nodes with information of the new joining
nodes or with the new services advertised.

In conclusion, the SD mechanism is closely associated with auto-configuration,

that is the procedure which autonomously enables joining nodes to get their interfaces
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addresses, services descriptions, and other related configurations that are essential for
these nodes to operate. Such a procedure represents an important building block in

many SD frameworks to enable a network to have connectivity.

2.1.1 SD Objectives

o Self-configuration: An SD protocol should function autonomously with no
administrative or human intervention. In other words, the SD protocol is re-
quired to support frequent dynamic changes in network topology and service
descriptions. In this way, nodes can automatically get updated information

about available services.

e Dynamic Discovery: The ultimate goal of any SD protocol is to enable users
to dynamically find their services of interest according to specific properties.
To do so, the SD protocol should identify the essential entities to undertake
these operations. Some of these entities are i) an entity to define the operating
semantics describing services, iii) an entity to host the information about these
services, and iii) an entity to look-up for services requested by nodes. Moreover,
the SD protocol should identify the relations and interactions between these

entities to achieve the goal mentioned.

2.1.2 SD Requirements

A developed SD protocol must carefully consider the following requirements:

o Identification: Identifiers used for nodes and services should be reconfigured au-
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tonomously and easily. The reuse of identifiers is beneficial for their recycling
due to the limited lifetime of most participating nodes. In addition, the identi-
fiers of the nodes should be independent of the current network because of their

frequent movement between different networks.

Decentralization: Most interactions between nodes are often limited network-
wide within their vicinity. Therefore, managing a large number of nodes by a
central entity is not practical because it would increase the access delay, com-
munication traffic, and cause privacy and security problems. So, a decentralized
approach should be used to avoid a global routing of extreme queries reducing

traffic generated and decreasing nodes overheads.

Service Oriented Architecture (SOA): The SOA interconnects heterogeneous
nodes seamlessly by enabling the collaboration between service providers and
consumers. This architecture has a minimal overhead requirement for delivering

and registering services.

Automation: The discovery process should take place autonomously without
manual administration and be adopted based on the current context. Therefore,
the interaction among nodes and also their ability to discover each other should

be fully automated.

Interoperability: To ensure wide acceptance of a developed SD protocol, it must

follow a standardized procedure that enables different technologies to converge.
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2.1.3 A multicast DNS (mDNS) and DNS-SD Protocols

After surveying the SD protocols which target constrained networks in Subsection
3.1, we select the standardized mDNS/DNS-SD protocols as viable candidates for the
SD in LLNs. We emphasize this choice with a consideration of the SD requirements
covered in Subsection 2.1 above. The mDNS/DNS-SD are distributed SD protocols
that roughly use the same messaging formats, language, and programming interfaces
as DNS protocol [18]. They facilitate discovering the available nodes and their services
in the neighborhood and maintaining a network automatically. The reuse of DNS
protocol can be advantageous in many ways. The most notable of which are 1) DNS
has attained outstanding popularity because it has worked with all network sizes
for many years, and 2) it avoids deploying and configuring a separate system to be
dedicated to SD. Aside from being standard-based protocols, mDNS/DNS-SD also
have lightweight memory footprints, broad usage, and good scalability. They have
been designed to provide auto-configuration (i.e zero-configuration) with IP-based
networking support. They enable a standardized SD of constrained nodes with the
same Internet mechanisms which are already used for ordinary computational devices.
Interoperability is guaranteed by the established DNS for the IoT at the application
layer. Thus, there is no need to use specialized protocol gateways nor to run IoT
node-specific code on computational devices.

mDNS/DNS-SD consist of two components: 1) mDNS protocol, which represents
a communication protocol. mDNS’s functionality is to resolve domain names without

the help of any unicast DNS server by sending DNS messages to a multicast group,
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and 2) DNS-SD protocol, which defines description formats of nodes and services, and
operating semantics of queries and responses. DNS-SD announces a detailed service
information (e.g., availability time, access protocol, IP address, port) via so-called
DNS Resource Records (RRs, referred to below) to other nodes in the network in a
way that applications and users can simply look up or wait for available or needed
services. Each node analyzes the released records inside the multicast group and each
of them generates a list of entities based on the received records. mDNS/DNS-SD
have two operational phases: a zero-configuration phase and a discovery phase, as

depicted in Fig. 2.1. These phases are discussed in the following two subsections.

mDNS/DNS-SD Phases
b
¥ 3
Zero-Configuration Phase Discovery Phase
X )&

3 v ¥ $ v v v
& & |5 g | |g 2 |55
g8 %8 |Eg |F2 |52 32582
S § gu 2@ 8 S E: <3 [EES
8-5. o £ t 6w $0 80 40 ged
“8 =g 2° |8 ||F |2 |[°%

[} o T
0 <

Figure 2.1: The mDNS/DNS-SD Operational Phases

2.1.3.1 The Zero-configuration Phase of mDNS/DNS-SD

The zero-configuration phase enables the networking in nodes, and assigns unique
names and descriptions for nodes and for their hosted services. A node performs

this phase whenever it starts up, wakes up from sleep, or receives an indication of a
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network interface “link change” event. In other words, it is performed when a node
has any reason to believe that its network connectivity may have changed in some
relevant way [46]. The flowchart in Fig. 2.2 shows the operational flow performed

by both a new joining node and nodes that already joined the network. This phase
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Figure 2.2: The mDNS/DNS-SD Zero-configuration Phase

includes three stages: a record Selection Stage (SS), a Probing Stage (PS), and an
Announcement Stage (AS). In the SS, a joining node selects names for all RRs that
are needed to be unique in a network. The selection method can be done through
any predefined strategy. For example, the RRs that describe interface’s addresses can
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be generated as in the RFC 4862 [47]. In the PS, the joining node must multicast
an mDNS query asking if the selected RRs are already in use by other nodes. If no
conflicting responses are received for three consecutive probing times, the joining node
then commits to these records. Having committed to RRs, a joining node advertises
them in the networks since this stage is called the AS. The joining node, however,
must select different names if a conflict takes place, and then performs the procedure
of the PS again. The respondents, on the other hand, store the advertised RRs in

case they need to contact the joining node afterwards for some services of interest.

2.1.3.2 The Discovery Phase of mDNS/DNS-SD

The discovery phase enables nodes to discover the services of their interest. DNS-
SD defines a set of DNS RRs used for discovery purposes. These RRs are service
locator (SRV), pointer (PTR), text (TXT), and IPv6/IPv4 addresses (AAAA/A).
Each RR can be seen as a mapping between two parameters, for example, SRV maps
the service name to its host-name. Table 2.1 lists these RRs along with their usages
and formats. In this table, the temperature service, uniquely identified by “templ”
hosted by “nodel” and described by the RRs, is mentioned as an example. The terms
included in these formats are explained in Table 2.2. When a node wants to inquire
about a name’s service of a specific type, it queries for PTR. The response for the
PTR lookup is a list containing all services of that specific type. Then, the requesting
node sends a query for SRV to get the host-name and port number of the obtained
service. Additional information about the service can be conveyed through a TXT

record. The TXT record is represented in a format of key-value pair. Finally, to get
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Table 2.1: Summary of the RRs describing the service temp1 provided by the nodel

’ RR H Purpose H Format H Example

PTR A service to type || _<apptype>. <protocol>.<domain> _coap.__udp.local.

assignment <class> PTR <service>. _ <apptype> || IN PTR
.__<protocol>.<domain.> templ.__coap. udp.local.

SRV A service to host || <service>. <apptype>. <protocol>. templ. coap. wudp.local.
name assignment <domain>.<TTL> <class> SRV | 3600 IN SRV 0 0 12345

<priority> <weight> <port> <target> || nodel.local.

TXT || service additional || <service>. <apptype>. <protocol>. templ. coap. udp.local.
information assign- || <domain>. <class> TXT <“Key || IN TXT
ment =value”> “PATH=/temp/valvel”

AAAA || An IPv6 to a host || <target>.<class> AAAA <IPv6> nodel.local. IN AAAA
name mapping aaaa :: 8
A An IPv4 to a host || <target> . <class> A <IPv4> nodel.local. IN A
name mapping 192.168.0.8
Table 2.2: Explanations of some filed of RRs in DNS-SD
Term H Meaning H Example ‘
< service > || Service name templ
< apptype > || Service type CoAP
< protocol > || Service’s accessing protocol UDP
domain Domain name of the service, usually .local in mDNS Jocal
<TTL > Time To Live. Record validity period in seconds 3600
< class > DNS class, usually IN IN
< priority > || Smaller value indicates higher priority 0
< weight > || Relative weight for entries with the same priority value 0
< port > Transmission Control Protocol (TCP) or User Datagram 12345
Protocol (UDP) port number the service listens to
< target > || The host name of the host providing the service nodel

the address of the host-name that provides the service, the requesting node makes a

query for the A or AAAA record based on the IP version in use.

2.1.3.3 The Implementations of mDNS/DNS-SD

The mDNS/DNS-SD protocols have been implemented with IP networking support

for constrained and also for non-constrained nodes such as PCs, smartphones, and

netbooks. Many operating systems and platforms install mDNS/DNS-SD to discover
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services advertised in a local network such as print services, file share, Secure Shell
(SSH) and web-servers. For example, Avahi [48], jmDNS [49], and Bonjour [50] are dif-
ferent implementations of mDNS/DNS-SD for Linux/BSD/OpenWRT /Android, Java,
and Mac/Windows/iOS, respectively. uBonjour [51], on the other hand, is a mini-
mized Bonjour-based implementation of mDNS/DNS-SD for constrained nodes run-

ning ContikiOS.

2.2 Routing Discovery (RD) in IoT

2.2.1 RD Challenges and Requirements

The RD mechanisms in loT-based networks poses many challenges that require proper
operations by RD protocols. Some of these challenges are i) The nodes inability to
store network topology or detailed routing information, ii) The cost of the routing
control traffic which would have to be a portion of what is allowed on the Internet,
keeping in mind network sizes can be up to thousands of nodes, and 3) The limited
power that nodes could have, as they are battery-powered with little to no chance
for recharging, being replaced, or harvesting power externally. At the same time,
the variation of the deployment scenarios produces different challenges based on the
characteristics of their traffic, profiles of their applications, and their critical data. To
this end, the IETF ROLL WG identified the RD requirements of a number of specific
deployment scenarios. Such requirements published in the form of RFC documents.
The studied deployments are related to automation of Buildings in RFC 5867 [27],

Homes in RFC 5826 [26], Urban environments in REFC 5548 [24], and Industries in RFC
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5673 [25]. The most common RD requirements of these deployments are highlighted

in the following:

o Constrained routing: A routing protocol must support predefined constraints
during routing. These constraints might be a node constraint, parameter con-
straint, or other constraints set by the user. For example, choosing the node of
mains-operated or battery-operated power, battery level, memory size, or/and

micro-controller speed.

o Auto-configuration: The joining process of nodes to the network should be au-
tomated. Therefore, a routing protocol should enable new joining nodes to get
the network configurations and parameters at the setup phase without human

intervention.

e Quick convergence: LLNs have high topological changes and unreliable links
with time-varying qualities due to external interference and a harsh environ-
ment. Therefore, a routing protocol must spend a reasonable amount of time to

converge with minimum control traffic.

o Consideration of constraints: Most LLN deployments are characterized by severe
constraints in their resources. A routing protocol, therefore, should retain a low-

cost communication rate.

o Supporting different traffic flows: A routing protocol should support different
traffic flows that don’t only gather data towards a single destination. The rout-

ing from a sink towards nodes inside the network and among nodes themselves
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should be supported as well.

o Bounded delay: A routing protocol should maintain stringent end-to-end latency

as most deployments are delayed sensitive applications.

2.2.2 Traditional RD Protocols for IoT

Routing protocols generally fall into two categories which are link-state and distance-
vector approaches. In the link-state approach, a node builds adjacency with its neigh-
bors and floods the topology information to the whole network. Therefore, each node
would have a global view of the network. In the distance-vector approach, however,
a node exchanges the routing information with its direct neighbors only.

Based on a set of criteria defining costs and benefits, the IETF ROLL WG evalu-
ated the appropriateness of existing protocols towards satisfying the RD requirements
previously mentioned. If any protocol cannot satisfy such criteria, it wouldn’t be rea-
sonable candidates for routing in major LLN applications. This evaluation has been
published in the form of an informational draft in [52]. The considered criteria are
derived from the documents that specify the RD requirements of deployments men-
tioned above. These criteria are 1) Routing state: which measures how the protocol
scales in terms of memory occupancy, 2) A loss response: which measures the proto-
col’s ability to maintain link changes or failures without the need of a global repair,
3) A control cost: a protocol fails this criterion if the rate of control traffic per-node
(i.e. transmissions plus receptions) is not confined by the data rate plus a small con-

stant. 4) A link cost: a protocol should evaluate links qualities based on an objective
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function considering optimizing various metric types such as latency, reliability, and
energy, and 5) A node cost: a protocol should account for the properties of the nodes
such as memory occupancy and the life of the battery during the construction of the
routing structure.

The formal big-O notation is used to precisely evaluate the studied protocols over
some of the listed criteria. Notations N, D, L refer to the network size, destination
size, and neighborhood size, respectively. R refers to the data rate and e is a small

constant. Table 2.3 specifies the pass or fail decision depending on the big-O condition.

Table 2.3: The satisfaction decisions based on the big- O conditions

Criteria Fail Pass

Routing state O(N) or O(L) or more O(D)

Loss response O(N) or more O(1) or O(D)
Control cost Otherwise O(R x log(L) + €) or less

Table 2.4 lists the studied protocols and summarizes the satisfaction performance
of these protocols in terms of the used criteria. The true mark “v” indicates that
the protocol passes the corresponding performance criterion whereas the false mark
“X” does not. The question mark “?” indicates that the protocol fails but there may
be a technique that could be implemented without violating original specifications.
However, there are no guidelines on how this should be accomplished. From the table,
it is clear that no protocol satisfies all criteria. In particular, it can be seen that all
link-state routing protocols flood the network through link updates. These protocols
fail to retain low overhead for the control cost because links in LLNs experience a high
frequency of failures and dynamic changes [52]. However, the distance-vector protocols

fail due to their lack of quick recovery from frequent topology changes and link churn.
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Table 2.4: Summary for performance satisfaction of the traditional IETF protocols
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Pro=Proactive, Rea=Reactive, LSR=Link State Routing, DV=Distance Vector,
AS= Autonomous System, BW= Bandwidth

In conclusion, a routing protocol for LLNs is needed. Such a protocol would be either
a modification of an existing protocol or a completely new one. To this end, the ROLL
IETF WG has designed an IPv6 Routing Protocol for LLNs (RPL), which is specified

in RFC 6550 [29], to be the standard RD protocol for LLNs. RPL is explained in the

next subsection.

2.2.3 Overview of IPv6 Routing Protocol for LLNs (RPL)

RPL is an IPv6-based RD protocol that has been designed to satisfy the RD require-
ments previously discussed. RPL is a distance-vector protocol that proactively creates
routes. It satisfies the constrained routing requirement by utilizing an OF in which a

node can choose its parents confirming a specific routing metric. With RPL, human
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intervention is not required as it supports an auto-configuration during the joining of
new nodes and the setup phase. Given that some requirements prefer small end-to-
end delays, the simulation of RPL in gathering date applications provides satisfactory
results in this regard [53]. Also, the study in [54] has shown that RPL can recover
quickly in the case of topology changes or link failures. Finally, RPL supports all
traffic types such as gathering data from nodes to a sink, traffic from the sink to
nodes located inside an LLN, and communication between nodes within an LLN. This
subsection discusses how the RPL-based routing structure is constructed and main-
tained, defines some of the important routing concepts in RPL, and explains how N2N

communications are handled in RPL-based networks.

2.2.3.1 RPL-based DODAG Construction

RPL organizes the LLN nodes, in a tree-like structure typically rooted at the BR
and named a Destination Oriented Directed Acyclic Graph (DODAG). Three Inter-
net Control Message Protocol (ICMP) messages maintain the DODAG construction
process which are 1) A DODAG Information Object (DIO), 2) A DODAG Information
Solicitation (DIS), and 3) A Destination Advertisement Object (DAO). The DODAG
construction is initiated by having the BR broadcasts a DODAG Information Object
(DIO) message containing its rank, implementation-dependent parameters, and the
common configuration attributes and policies needed to build the DODAG. Upon re-
ceiving the broadcast DIO, the neighboring node performs the following: i) selects
its preferred parent depending on the OF ii) calculates its rank (i.e position) relative

to the BR, which indicates the cost of reaching the BR from the node itself, and iii)

28



updates the received DIO with its rank and re-broadcasts it further. This process is
continued until all participating nodes in the network are covered. At the end of this
process, the upward routes from each node towards the BR are built.

Each node performs a parent selection process (i.e. parent switching) whenever it
detects a change in the routing metric to one of its neighbors. It changes its current
parent to the best alternative one from its parent set. The HRPL can trigger a
global recalculation of the DODAG by increasing a sequence number and a DODAG
version in the transmitted DIO messages. To keep the DODAG consistent, each node
emits DIO triggered by a Trickle timer [55] to avoid unnecessary traffic. The timer
duration increases exponentially but it resets to a minimum value if some events occur.
These events are parent unreachability, parent switching, DODAG recalculation, and
detecting of routing loops. Each node adopts a local repair mechanism to fix the
parent unreachability or unavailability of a route to the BR. It does so by initiating
the parent selection process and sending out a DIO message to notify its associated
nodes of the need for parent switching. When any node encounters a DIO with the
newer sequence number, it again starts the parent selection process as per the updated
link costs. In the case of the loop detection, the receiver attempts to repair the loop
by sending a unicast DIO back to the sender so that it gets a fresh update of the
receiver’s rank. Finally, when a node joins the network, it may wait to receive a DIO

or it may alternatively multicast the DIS message to proactively solicit a DIO.
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2.2.3.2 RPL-based Trickle Algorithm (TA)

To eliminate the redundant transmission of DIOs, RPL uses the TA. A node running
the TA suppresses the DIO transmission upon overhearing the same information it
plans to send through that DIO. In this way, energy depletion and bandwidth wast-
ing are reduced significantly. The TA reduces the DIO transmissions exponentially
when no inconsistencies are detected in the network and quickly propagates new up-
dates when inconsistencies are detected. The consistency is tested by comparing the
DODAG information locally cached with the information in the received DIO.

With the TA, the time is divided into intervals in which the DIO transmission may
occur following the Trickle’s rules. The intervals may have a variable length (I) ranging
from the minimum (7,,;,) to the maximum (I,,,,) length. At each interval, each node
selects a tentative transmission time 7 in which the DIO message is planned to be sent.
The 7T is randomly selected from the second half of the interval, i.e. T € [%[ ). In
the first half of an interval which is called a listen-only period, a node never transmits
a DIO. Each node manages a local counter C'. This counter is reset to zero at the
beginning of each new interval and incremented whenever a consistent DIO is received.
The node broadcasts its DIO at time instant 7 if and only if C' < K where K is a
predefined redundancy constant. If the node receives an inconsistent DIO message,
the next interval is reset to I,,;, or otherwise, it is doubled until it reaches I,,,,.

Figure 2.3 is an example that illustrates the behavior of nodes running the TA in
a network at a steady state for K = 2. Note that only nodes one and four are outside

of each other’s covering areas. The figure shows sending and suppressing events of
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Figure 2.3: Example of TA with and without synchronized intervals using K = 2 and

I= [max

the DIO transmission for two consecutive intervals with maximum length for both
synchronous and asynchronous start intervals. For a synchronous startup as depicted
in Fig. 2.3(a), all nodes begin their intervals at the same time. In the asynchronous
one, on the other hand, each node has a different start interval as shown in Fig. 2.3(b).

At the selected transmission time and as long as C' > K, the transmission of a DIO

is suppressed as shown in the figures.
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2.2.3.3 DAO Emissions and Downward Routing

Nodes joining the DODAG unicast their prefix and prefixes through reachable them to
their parents. These prefixes are carried in DAO messages particularly by means of the
target and transit options defined with the DAO message in the RPL specifications.
In turn, this information is unicast further up to eventually reach the BR to support
downward traffic from the HRPL towards non-HRPL nodes within the network. Each
node generates a DAO packet in the following cases: the preferred parent has changed,
a global repair has taken place, or a downward route refreshment has been triggered.
Upon receiving a unicast DAO message, the receiving node schedules a new DAO to
be propagated upwards. The received DAO is treated based on the mode of operation
used. RPL supports two Mode Of Operations (MOPs). These modes are non-storing
and storing modes that are referred to herein by NSRPL and SRPL, respectively.

In NSRPL mode, non-BR nodes are not required to manage routing tables in
their memory. NSRPL mode can be used either in large networks or in networks of
nodes with extremely restricted resources to enhance their scalability. Upon receiving
a DAO from direct children or other associated nodes in its sub-DODAG, the receiving
node forwards the DAO to its preferred parent, and eventually the DAO will be
received by the BR. Once the BR collects information about all nodes, only then will
it be able to route packets downward along the proper path. If the BR is not able
to build a path to a particular destination, it has no option but to drop the packet
directed to that destination. NSRPL involves the BR in constructing and inserting

a Source Routing Header (SRH) [56] into packets which are then transmitted on a
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hop-by-hop basis. By using the SRH, a full path from a source node to a destination
is explicitly listed in the header of the packet sent. Each node that is addressed in the
header then forwards the packet to a next address extracted from the header.

In SRPL mode, on the other hand, all participating nodes are supposed to main-
tain tables to store the routing information for nodes in their sub-DODAG. Whenever
the node forwards a destination prefix, available via itself or any of its children, it
creates a corresponding routing entry for that particular destination. If the node has
no free memory, it drops all new associations. This action leaves dropped children
unreachable from the BR point of view. Consequently, the BR has no choice but to
drop any packet destined to unreachable destinations. Maintaining routing entries for
the downward route to each destination at every node is unfeasible even for networks

of moderate size [57].

2.2.3.4 Node-to-Node (N2N) Routing in RPL-based Network

In the case of NSRPL mode, N2N packets are forwarded upwards through the preferred
parents to the BR whereupon the BR builds an SRH. This SRH specifies the nodes
which the packets should traverse downwards the DODAG to successfully reach their
final targets. On the other hand, in the case of SRPL mode, N2N packets are forwarded
upwards through the preferred parents of the node to the common ancestor of both the
source and destination nodes. Afterwards, the packets propagate downwards along the
DODAG to their final destination. Figure 2.4 depicts an example of DODAG topology
and the N2N-related data routing from node @ to node @ using NSRPL and SRPL

modes.
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Figure 2.4: The RPL-based DODAG topology with NSRPL and SRPL modes

2.2.4 Testing the Trickle Algorithm (TA) of ContikiOS

This section attempts to check the match between the implementation of RPL in
ContikiOS and the theoretical understanding of RPL operations. This is achieved by
making use the model presented in [58] which estimates the probability of sending
DIO via a node during the steady state of the network (i.e. I = I,,4,). This section
presents a model of the network being studied, then present the analytical model of
the sending probability of interest, and finally compares the results obtained from the

analytical model with those from the simulation.
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2.2.4.1 Network model and the sending probability of a DIO

Let N be a set of all nodes in the network with size . Each node n € N has a
neighborhood set of size w,, which contains all nodes in the one-hop distance of the
node n. The following definitions and assumptions are applied: i) The start time of
the intervals is synchronized among all participating nodes, ii) Nodes are distributed
uniformly in a two-dimensional area of size R, and iii) The coverage area of size r is
unified for all participating nodes. Let «,, denotes the probability that a random node
in the network belongs to the neighbor set of the node n. Based on these assumptions,
a,, can be calculated by (2.1).

r
n_>n 2.1
R n (2.1)

Ay =

The average probability P(S) that the node n € A is going to send a DIO in a given

interval can be obtained by (2.2), where K is the redundancy constant of the TA.

P(S) = Kf ((" B 1) (an) - (1 - an)””)

1=0

() o)
(5e5) (-E5) (E5 () wor-a-ror))
2)

2.2.4.2 Results and Discussion

This section first shows how to get the results from the analytical model. Next, the
simulation setup is detailed and then, the collected results for both the analytical

model and the simulation are compared and discussed.
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To get results from the analytical model, a root-finding algorithm is used to solve
(2.2) for P(S). We develop a MATHEMATICA code in which the available FindRoot
function is used to find the HRPL of P(S). The « value of a particular scenario is
obtained by dividing the average node degree over the total number of nodes. For
instance, the first scenario has an average node degree of 7.568 resulting in a of 0.076.
To cope with the effect of the border, we calculate the average node degree by making
use of a distance matrix according to the distances determined in the studied scenarios.

To get simulation results, we emulate real nodes running the ContikiOS where
RPL specifications and Trickle library are implemented. Cooja emulator is used for
this evaluation. In this simulation, we consider a uniform 2D-grid topology including
100 nodes that are distributed in a square area of length 180 meters. Three scenarios
are considered in this evaluation as shown in Fig. 2.5. The main difference among
these scenarios is the node communication range. For the three scenarios, as shown in
Figs. 2.5(a), 2.5(b), and 2.5(c), the coverage area per node has a radius of 35, 40, and
55 meters, respectively. The coverage area of a node is represented by a green circle,
so all nodes inside this circle can receive the sent packet correctly. It has different
sizes resulting in a different node degree (i.e. a number of neighbors) in each scenario.
In this figure, we display the node degree for multiple nodes (i.e. nodes of IDs 1,
45, 51, 92, and 98) to show the border effect. In a sense, the degree of the nodes
located on network boundaries such as node 1, for instance, is less than that for nodes
located in the middle of the network such as node 45. This difference has effects on
the results obtained by the analytical model as the model assumes a unified node

degree. To ensure that the sending process controlled by the TA would not intervened

36



o
B
k)
@
e

JEL

(a) First scenario: a small communication range with (b) Second scenario: a medium communication range

radious = 35 meters. with radious = 40 meters.
- o [ Pl
4 ~ [~
\
/
\
\
N /
™,
/
yd
N
\
/
/
/!
Tl .-"/

(¢) Third scenario: a large communication range with
radious = 55 meters.

Figure 2.5: The typologies of the studied network using different scenarios
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by other processes, we set-up the following configurations: 1) No data packets are sent
by the application layer or by Neighbor Discovery (ND) protocol, 2) The downward
routing procedure is disabled to guarantee that DAO packets are not sent out during
the intervals of interest, 3) For the duty cycling, the Null Radio Duty Cycle (RDC)
protocol is used to allow nodes to stay awake for the entire simulation period, and 4)
The links are lossless to guarantee the success of sending packets with no loss.

Given that the steady state of the network is considered by this model, the sim-
ulator computes the number of sent packets when all nodes reach the interval of the
length I,,,.. The sending probability is calculated by dividing the total number of
sent packets (i.e. by all participating nodes in a given interval) by the total number
of nodes and then is averaged over 20 consecutive intervals. It is important to men-
tion that the start times of the intervals are asynchronized in the simulation. This
asynchronous property may participate in increasing the mismatch gap between the
simulation and analytical results as the later assumes synchronized start for the inter-
vals. Table 5.2 summarizes the configuration setup of the parameters used throughout
this simulation.

Figure 2.6 shows the sending probability obtained by the analytical model (rep-
resented by red) compared to that obtained by the simulation (represented by black)
as a function of K. The figure includes the results for the three scenarios studied. In
the figure, “Model-First” and “Simulation First” legends correspond to the analytical
and simulation results, respectively, obtained from the first scenario. It is clear that
a higher communication range results in a less sending probability value for the same

redundancy value, K. Increasing the communication range means a higher number
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Table 2.5: General configurations for experiments

Property Configuration
Platform ContikiOS v3.0 / Cooja
Topology Uniformed 2D-Grid topology

Emulated mote
Network scale
Network dimensions
Root’s position
Network layer

Radio Environment
Transmission range
Minimum length 7,,;,
Maximum length 1[,,,,

Redundancy Constant D

MAC & PHY

RDC/CCR
Number of intervals

Wismote with 16KB RAM and 128KB ROM
100 nodes

180m * 180m

Upper-left corner of the studied network

RPL with Upward mode + ulPv6 + 6LoWPAN
Unit Disk Graph Medium (UDGM)

Variable (35, 40, and 55 meters)

12 which means 2'2 msec = 4.096 sec

20 which means 2!2+8 msec = 1048.576 sec
Variable in the range [1, 24]

Carrier Sense Multiple Access (CSMA)/Collision
Avoidance (CA) & IEEE 802.15.4

NullRDC /128Hz,

10 intervals

of neighbors for a node. This leads to receiving consistent messages higher than K
and then the node suppresses its transmission accordingly. Finally, the figure shows a
good match between the theoretical understanding of the RPL-related DIO emissions

and the implementation of RPL-based TA on ContikiOS.
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Figure 2.6: The average sending probability P(S) as a function of D for the three
scenarios
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2.3 Evaluation Methodologies

2.3.1 Technologies for Experiments

It is of utmost importance to choose appropriate tools for implementing and evaluat-
ing the performance of any proposed solution. On the one hand, real implementations
offer a dependable choice for studying the behavior of these solutions in realistic envi-
ronments. Although there are various options for such implementations, ContikiOS is
an excellent option as it is real and broadly used for implementing and experimenting
with IoT protocols [59]-[61]. On the other hand, testing and evaluating the proposed
solutions through a real testbed is costly, time-consuming, and a debugging chal-
lenge. Therefore, simulators are excellent alternatives that provide effective, low-cost,
scalable, time-limited, and easy-to-use tools. Although many simulators have been
developed in the recent past, most of these simulators are not conceived for hardware
modeling and they do not emulate the same application code installed in the real [oT
nodes. Besides, providing reproducibility becomes a major concern of the network-
ing community nowadays [62]. Therefore, emulators lend themselves as very viable
solutions for the performance evaluation of IoT protocols. A built-in Cooja emulator
represents the de facto emulator for experimenting with IoT protocols [60]. This sub-
section presents a short review of ContikiOS and Cooja emulator and the advantages

of using them.
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2.3.1.1 Contiki Operating System (ContikiOS)

ContikiOS is a lightweight and highly portable open-source operating system for IoT
written in C programming language. It is a tool box for building complex wireless
systems. There are many advantageous features that ContikiOS offers, some of them

can be summarized as follows:

o It handles an efficient memory allocation with dynamic support of module load-
ing, and runs using a small memory size (i.e. 10Kbytes RAM and 30Kbytes

ROM) [63)].

o It supports many hardware platforms such as Tmote Sky, MicaZ, Z1, and Wis-
mote; microcontrollers such as TI MSP430 family, Atmel AVR family, and ST
STM32w; and radios such as the Texas Instruments CC2420, CC2520, and

CC1020, and RFM TR1001.

« It enables an application to use either non-IP networking through Rime stack or
[P networking via ulPv4 and ulPv6 stacks where the letter “u” stands for the

micro. Figure 2.7 shows some of the IoT protocols that ContikiOS implements.

o It implements the 6LOWPAN adaptation layer and provides numerous imple-
mentations of MAC and RDC protocols. For the protocols of interest in this
thesis, ContikiOS provides a lightweight implementation for mDNS and RPL

protocols named “resolv.c” and “ContikiRPL” respectively.

o It provides a flexible hardware-level simulator called Cooja. We refer below to

Cooja with some details.
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Application Layer> mDNS, DNS-SD, MQTT, COAP, Powertrace, etc.
Transport Layer\ TCP, UDP, etc.
/
Network Layer > ContikiRPL, RIME, ulPv4, ulPv6, ICMPG6, etc.
Adaptation Layer> 6LOWPAN
MAC Layer N CSMA, TSCH, etc.
/
RDC Layer > ContikiMAC, CXMAC, NULLRDC, etc.
Radio Layer > CC1200, CC2420, CC2520, etc.

Figure 2.7: Some of loT-enabling Protocols implemented in ContikiOS

2.3.1.2 Cooja Simulator

Cooja is a cross-layer network simulator developed for IoT nodes running ContikiOS
and written in Java programming language. Cooja can simulate ContikiOS applica-
tions in two ways, either by running the application as a compiled native code directly
on the target Central Processing Unit (CPU) or by running it in MSPSim [64] for the
MSP430 microcontroller. Moreover, Cooja can simulate a Wireless Sensor Network
(WSN) without a specific IoT node or ContikiOS application focusing only on the
network behavior. Using MSPsim, Cooja can also simulate TinyOS [65] applications
for MSP430 motes.

The unique features of Cooja can be summarized by the following: 1) It models the
fine-grained node behavior by mimicking the exact instruction set of a particular node,
2) It performs a simulation at the hardware-level using the authentic hardware profiles
of the emulated nodes, therefore, the developed code can be uploaded directly into the

real targeted platform, 3) It allows exploiting available network models such as radio
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propagation, medium interference, topologies, and link quality models to evaluate the
proposed work under real-life conditions, and 4) It enables the simulation of large

scale networks with easy debug through both command line and graphical interfaces.

2.3.2 Calculation of Energy Consumption

It is important to mention that counting the packet transmissions is not necessarily
a good evaluator for total energy consumption. This is because IoT nodes operate
at different current levels. To perform energy calculations considering this fact, En-
ergest [66], a software-based module, is used to provide a real-time estimation of the
consumed energy for the different states of individual nodes. The Energest module
maintains a table with entries for node’s peripherals such as the micro-controller, and
the radio chip. Each table entry contains the total time that the corresponding com-
ponent has been turned on. To calculate the energy consumed by the micro-controller
component, the Energest module tracks the time intervals in which the CPU stays in
either the on state referred to as C'PU,,, or the low-power mode state referred to as
CPUypy,. The state of the radio transceiver is also tracked, and the intervals for the
transmission state, referred to as T'x, or the listening state, referred to as Rx, are also
logged. The energy consumption for each component, Eg, is calculated using (2.3) as

follows:

Eg = (Ts* Cs V) /(L) (2.3)
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where Ts and C's are the time spent measured in clock ticks and the electrical current
consumed, respectively, for the state S. V refers to the battery voltage, while L is the
number of clock ticks per second which is equal to 32768 ticks/sec. Using the data-
sheet of the emulated Wismote platform, the current requirements for states C'PU,,,,

CPU,pm, Tz, and Rz are 2.2 mA, 1.69 pA, 33.6 mA, and 18.5 mA, respectively [67].
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CHAPTER 3

LITERATURE REVIEW

3.1 Service Discovery in the Literature

In this subsection, firstly, the SD protocols tailoring IoT ae surveyed. Then, some
studies that adapt mDNS/DNS-SD are discussed. Finally, a brief account of the

related work for mDNS/DNS-SD optimizations is given.

3.1.1 Service Discovery Protocols for IoT

Many SD protocols have been developed in the literature with IoT requirements in
mind. For simplicity and relevance, the most current protocols that support IP net-
working are briefly introduced. The retrieved protocols broadly fall into three cat-
egories; centralized, distributed, and hierarchical approach. This categorization is
based on the communication pattern that is used among entities of a particular pro-
tocol.

In the centralized approach, descriptions of all offered services are stored in

a central component called a directory. All nodes should register their services in
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this directory so that other nodes can request their interested services from it. The
authors in [68] proposed a centralized context-based SD protocol named TRENDY.
TRENDY chooses the Border Router (BR) as directory and divides nodes to Group
Leaders (GL) and Group Members (GM). GLs and GMs are constructed based on
their locations (e.g., the nodes in a room are assigned one GL and the remaining be-
come GMs). However, in addition to the single point of failure and bottleneck issues,
TRENDY induces high maintenance overhead to manage the formation of GLs and
GMs and maintain the network consistent over time. An open service architecture for
sensors referred to as OSAS is another centralized SD presented in [69]. The most
recent centralized work is proposed by Lee et al. in [15]. They proposed a DNS-based
naming framework named DINSNA. This framework utilizes servers running central
DNS and DHCP. Nodes use these servers to register their names and services and to
discover the other services provided in the network as well. A new format to describe
these services is proposed which indeed causes incompatibility issues. Nodes in [15]
cannot get the configuration information distributively because the required informa-
tion is requested from the designated DNS server. Besides, since the DHCP does not
have a resolution mechanism for DNS name conflicts, Lee et al. framework has the
same shortcomings. Therefore, the resolution of these conflicts requires administrative
intervention.

In general, the workload in the centralized approach is undertaken by a dedicated
directory so that it stores information about all the nodes and services of the network.
Therefore, the directory should be powerful enough and be known to the joining nodes

beforehand. This approach suffers from a single-point-of-failure problem because of
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the use of the central directory. Moreover, high traffic is generated near the directory
which affects the performance of the overall network in terms of energy consumption
and delay.

In the distributed approach, however, each node stores information about the
services it provides locally. Any node interested in a particular service should query all
the nodes that could satisfy its request. A protocol named SDP is a distributed SD for
the Bluetooth technology presented in [70]. Another distributed SD protocol for ad hoc
networks named DEAPSpace is proposed in [71]. Another distributed SD protocol
designed for ad hoc networks is presented in [72] referred to as Konark. The authors
in [73] introduced a distributed SD protocol named Sleeper. The mDNS/DNS-SD
that have been introduced in [17], [46] are distributed SD standards widely used in
[oT. They are part of the main interests of this thesis and therefore, their details are
presented in Subsection 2.1.3. Finally, Djamaa et. al in [74] proposed a distributed
SD protocol named EADP. In EADP, Joining nodes broadcast their services in the
network utilizing the TA to reduce the traffic generated. Also, nodes broadcast their
queries in the case they are interested in some services provided by other nodes.

The hierarchical approach combines both centralized and decentralized ap-
proaches. It divides the participating nodes into groups or clusters. The nodes in a
particular cluster should elect the so-called cluster head (CH) which acts as a master.
These CHs should be resource-rich nodes which is something that can’t be assumed
in constrained networks. Nodes inside a cluster should then register their services
with their local CH node. A node contacts the CH if it needs to inquire about a

specific service of interest. A CH node should always be in an active mode to answer
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SD requests on behalf of non-CH nodes. The frequent maintenance and the elec-
tion process for the CHs induces a high overhead making this approach unsuitable
for constrained networks. The authors in [27] proposed a hierarchical SD protocol
for ubiquitous computing referred to as SANDMAN. Finally, an electronic number
mapping (ENUM) introduced in [28] is another hierarchical-based SD protocol. It
uses a distributed directory approach based on the idea of resource-rich master nodes
holding information about available services in their vicinity. Added to the intro-
duced complexity, delays, and maintenance overhead, ENUM-based SD assumes the
availability of powerful nodes to play the role of masters.

To sum up, Table 3.1 summarizes the key relevant characteristics of the SD pro-
tocols that are surveyed in this subsection. These properties have been identified in
several studies of the literature [75], [76]. In this table, “Discovery” and “Registra-
tion” columns define how the services are registered and discovered, respectively, by
the nodes in the network. The mark “ ?” indicates that the corresponding charac-
teristic is not clearly stated in the specification of the protocol. It can be concluded
that the lack of full backward compatibility is the main drawback of most of these
protocols. This is because they depend highly on special translation protocols, leading

to a loss of end-to-end functionality, interoperability, flexibility, and scalability.

3.1.2 Adaptations of mDNS/DNS-SD

The research community has been paying high attention towards adapting
mDNS/DNS-SD to provide the SD functionalities. In this subsection, some of such

adapting frameworks are sketched out. Jara et al. in [79] and [80] present a set
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Table 3.1: Comparative summary for the SD protocols in IoT

SD protocol Architecture Registration Discovery Description Compatibility
TRENDY [68] C M M URL X
OSAS [69] C U U ? X
DNSNA [15] C U U ? X
SDP [70] D U U UUID X
DEAPSpace [71] D B B None X
Konark [72] D M M XML X
Sleeper [73] D B B URL X
EADP [74] D B B ? X
mDNS/DNS-SD D M M DNS-SD v
SANDMAN [77] H U U ? X
ENUM (78] H U U DNS v
C=Centralized, H=Hierarchical, D=Distributed,
M=Multicast, U=Unicast, B=Broadcast

of adaptation layers to extend the current Internet stack for IoT nodes. The au-
thors adapt mDNS/DNS-SD to enable the homogeneous access of applications and
services at the application layer over the IPv6 protocol. The SD task in [19] is done
through mDNS/DNS-SD protocols. The SOA-governed industrial middleware intro-
duced in [81] employs the mDNS/DNS-SD to discover the published resources in
IoT-based networks. The authors in [82] presented a network management system
in which the mDNS is used to discover the neighboring nodes. The authors in [83]
proposed a distributed service framework in which mDNS/DNS-SD are utilized to
discover peer nodes and services in the network. Finally, the ZigBee-IP stack speci-
fies mDNS/DNS-SD as a protocol for realizing SD. The interested reader is referred

to, [51], [84]-[91] for more mDNS/DNS-SD adaptation examples.
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3.1.3 Enhancements of mDNS/DNS-SD

The study in [50] presents an implementation of mDNS for conventional nodes that is
referred to by Bonjour. Subsequently, it is minimized, resulting in a version referred
to as uBonjour, in [51] for constrained nodes and is integrated with ContikiOS. The
authors of [92] implement further optimizations of uBonjour that are based on DNS
message compression, and class code and Time-To-Live (TTL) field compression.

Stolkij et al. in [93] propose a context-aware extension for mDNS/DNS-SD to
improve the scalability in large IoT networks. A resource discovery solution based on
mDNS/DNS-SD for low power networks is presented in [94]. The proposed solution in
[94] extends mDNS/DNS-SD to include support of proxy servers for service discovery
in low power networks of resource-constrained nodes.

A distributed naming system referred to as DINAS is proposed in [18]. With
DINAS, the names of nodes are created by encoding their descriptors in Bloom Filters
(BEs) of predefined sizes. DINAS enables mDNS/uBonjour as an extension in case
some nodes may want to discover the offered services in the network. The evaluation
for DINAS highlights that mDNS still suffers from high communication overhead
despite its message compression optimization done by the work in [92] mentioned
above. Furthermore, the study points out that mDNS still needs improvements for
the efficient support of multicast in multi-hop wireless networks.

Jara et al. in [88] present a lightweight implementation of mDNS/DNS-SD, referred
to as ImDNS-SD, that is based on optimization strategies that are meant to fulfill the

requirements of constrained nodes. The ImDNS-SD focuses mainly on the following
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items. First, the number of records in authority and additional sections are pruned at
the discovery stage. Second, the TXT records are minimized and the CoRE format [95]
is utilized, while the TXT entries themselves are compressed. The study in [88] does
not provide any implementation for the proposed strategies nor does it provide any
relevant performance evaluation. Note that such strategies are incompatible with
the DNS standard, and they depend on compression algorithms that produce high
memory footprints. Hence, these strategies negatively affect the performance of the

constrained networks.

3.2 Enhancements of N2N Routing Discovery

Routing enhancements for N2N-based communications in LLNs have been proposed
by many studies in the literature. Please note that N2N traffic has various con-
ventional names in the literature, for example, point-to-point, any-to-any, device-to-
device, machine-to-machine, arbitrary, and bi-directional traffic. In this subsection,
the most relevant studies for routing N2N traffic are surveyed. Overall, the related
studies fall into four approaches which are: geographic, compact, hierarchical, and
spectrum-based routing approach.

In geographic routing, some or all participating nodes are assigned a coordinate
to reflect their geographic location within the network. The coordinate for the node
may be obtained by a Global Positioning System (GPS) receiver or set statically for
the case stationary nodes. In this approach, a packet is forwarded to the neighbor

which is geographically closer to the destination. The proposals utilizing this approach
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include GeoRank [96] and ER-RPL [32]

The authors in [96] present GeoRank in which SRPL is integrated with the
position-based routing protocol, namely, Greedy Other Adaptive Face Routing
(GOAFR) [97]. In GeoRank, a pre-configuring service or GPS receivers are used
to determine the node’s position. GeoRank considers a smart street lighting system
as a motivating application. In GeoRank, N2N packets are greedily forwarded to the
node nearest to the destination. A position list of pre-assigned DODAG roots is stored
by all nodes to handle a Local Minimum Problem (LMP). The LMP occurs when no
neighbor is closer to the destination other than the current forwarding node itself [98].
To deal with this, GeoRank selects the root with the smallest absolute angle difference
to the source-destination line as the next hop to deliver N2N packets.

A reactive energy-efficient region-based RPL routing named ER-RPL is presented
in [32]. In ER-RPL, the N2N routes are discovered by flooding a route request over
some of participating nodes utilizing some Reference Nodes (RNs) with the location-
awareness capability. To realize that, various temporary DODAGs are created by
making use of a region formation object (RFO). Creating extra DODAGs incurs high
traffic and makes the system even more complex. For N2N routing discovery, ER-
RPL utilizes four types of message request objects (MROs) namely MRO(0), MRO(1),
MRO(2), and MRO(4). ER-RPL is evaluated using the IEEE 802.11 which is usually
not considered to be the best candidate for LLNs since the IEEE 802.15.4 is viewed
as the optimal choice. Furthermore, ER-RPL neglects the buffer overflow issue which
is an unrealistic assumption in memory-constrained nodes.

As a summary, the geographical-based approach has at least four challenges that
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limit its adoption for providing appropriate reliability support for LLNs; these chal-
lenges are: 1) Increased system complexity due to the added extra hardware required
to obtain the accurate geolocation of a node, 2) Careful addressing of the LMP; a
problem caused by the incomplete connectivity of the coordinate space. The LMP
occurs when no neighbor is closer to the destination other than the current forward-
ing node itself [98], 3) Since this approach does not account for the lossy nature of
LLNs during the next-hop selection, it may end up with poor performance routes,
and 4) To maintain the coordinates, nodes need to exchange one- or two-hop routing
information which significantly increases the energy depletion.

The compact-based approach aims to achieve scalability through maximizing
the memory capability to store more route entries. To do so, compact data structures
such as a BF are used to represent the route entries rather than using flat information.
Example studies in this category include BVR [99], CBFR [100] and ORPL [101].

A beacon vector routing named BVR [99] is a compact-based discovery protocol
supporting N2N routing in LLNs. In BVR, predefined beacon nodes are selected to
construct spanning trees using the flooding approach. These trees are constructed
from every beacon node to all other ordinary nodes and subsequently used in the
N2N routing process. Each node maintains a coordinate for itself and a number
of coordinates for its neighbors. The coordinate is a vector containing information
of distances from the node to all beacon nodes. For N2N routing, a node greedily
forwards packets to the beacon node that minimizes the distance to a destination. A
scoped flooding is used to manage the LMP.

A counting bloom filter routing referred to as CBFR scheme presented in [100]
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is a routing mechanism targeting N2N communication and using a Collection Tree
Protocol (CTP) [102] as an underlying protocol. The CTP is a collection protocol
designed to work with applications for gathering data in WSNs. In CBFR, each
node stores routing information, utilizing BFs, for all nodes in its sub-tree. Using
BFs, rather than using flat information, decreases memory usage. N2N packets are
forwarded towards a root via an up-tree path in which every node along the path
check the presence of the destination address of the packet in its filter. If it does, the
packet is then forwarded down-tree until it reaches its destination.

An opportunistic RPL-based routing scheme named ORPL is presented in [101].
ORPL uses the opportunistic concept to enhance the scalability of RPL in downward
and N2N routing. Like SRPL, a node in ORPL stores routing information for all
nodes in its sub-DODAG. Unlike SRPL, ORPL represents this information as either a
bitmap or as a BF rather than the flat information used in SRPL. ORPL handles N2N
traffic by first routing packets upwards to any common ancestor, and then downwards
to the destination. A node anycasts N2N packets to a set of nodes instead of unicas-
ting it to the a particular next-hop. This multi-path routing exploits more nodes as
common ancestors where the opportunistic routing comes into the picture. When a
node receives a packet, it decides whether or not to forward it. If it does, it will send
back a link-layer acknowledgment.

To sum up, despite that the compact approach presents a memory-efficient way
as opposed to the conventional use of the routing table, the problem of routing the
packets through the root still exists. This is due to the possibility of false-positives

lookups inherited by the BF operations [98].
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The hierarchical-based approach aims to reduce the routing table size through
hierarchically assigning addresses for the participating nodes in the network. In a
sense, the addresses for close-by nodes are aggregated in a single routing entry. Exam-
ples of this approach include HiLow [103], SPR [104], MHCL [105] and MATRIX [57].

A hierarchical Routing over 6LoWPAN (HiLow) presented in [103] was suggested
by the 6LoOWPAN WG as an internet-draft. Nodes in HiLow are assigned short ad-
dresses during an association process with their parents. Assigning Addresses for
nodes follows a predefined scheme considering the parent address and the number of
associated children the parent already has. Subsequently, only these short addresses
are used for communication. Each node should maintain a neighbor table containing
information about its children and parent. The hierarchical addressing assignment
enables nodes to know their depth in the constructed tree. To forward a packet, the
receiving node determines whether it is ascendant or descendant to the destination.
Following that, it selects the next-hop according to a predefined formula to which it
should forward the packet.

The authors in [104] propose a stateless point-to-point (P2P) routing protocol
named SPR. This proposal is based on a shortcut tree routing (STR) algorithm, de-
veloped by the authors to construct short N2N routes in terms of hop count. The
STR constructs the forwarding structure of SPR by having nodes broadcast beacons
at the bootstrapping stage. From a neighbor list, each node greedily selects a parent
with the lowest depth and highest Link Quality Indicator (LQI). The parent selection
process takes place only at the bootstrapping or link failure events. To discover the

one-hop distance neighbors, a modified ND procedure with asymmetric link check is
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employed. Neighbor Solicitation messages are also used to estimate the LQI in terms
of ETX. Moreover, nodes periodically broadcast Neighbor Solicitation (ND) packets
to monitor the reachability of their neighbors. SPR utilizes the hierarchical address-
ing structure to determine the short route a packet should be forwarded through.
To recover the connectivity on link failure, an Orphan Notification (ON) packet is
broadcasted which indeed increases the overhead.

A hierarchical IPv6 address allocation scheme is presented in [105] and referred to
by MHCL. The objective of MHCL is to sufficiently enable downward and N2N traffic
with small routing tables. The main idea of MHCL is to partitioning the IP address
hierarchically among participating nodes connected with the BR. During DODAG
construction process enabled by RPL, each node receives an address range from its
parent and partitions it among its children. A node stores the address range of the
whole subtree rooted in itself. MHCL modifies the control messages defined by RPL
to contain the address allocation and partitioning policies.

A multi-hop address allocation and dynamic any-to-any routing for 6LoWPAN
named MATRIX is presented in [57] and [106]. MATRIX is built upon the idea
of using hierarchical IPv6 address allocation. It uses the underlying collection tree
topology provided by CTP protocol. The authors claim that their previous work,
MHCL, could not deal with network faults and dynamic networks. Therefore, MA-
TRIX comes to fill this gap. It considers nodes with static locations and enables them
to choose different parents based on LQI. MATRIX uses only one-hop information in
the routing tables. The memory footprint of the MATRIX nodes is in order of the

number of children at any given time. Finally, The authors also presented uMATRIX
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in [107] as a mobility extension support for MATRIX.

In general, the IPv6 addresses for LLN nodes are autonomously derived from
their unique MAC addresses. Therefore, the IPv6 addresses are unstructured and
do not reflect the underlying network topology. With the hierarchical approach, two
nodes that are physically close to each other may result in an arbitrarily longer path
between them compared to the shortest path. Furthermore, building and maintaining
structured IPv6 addresses require transmitting many control packets especially in high
dynamic networks such as LLNs which leads to high congestion.

The spectrum-based routing approach assumes an underlying distributed
cognitive radio architecture to sense and build a spectrum map to determine the
best available N2N routes in terms of hop count. Debroy et al. in [108] propose
spectrum-aware energy-efficient routing for device-to-device communication in IoT
termed SpEED-IoT. In SpEED-IoT, extra special spectrum sensors are deployed
geographically to cover the network. The uncovered nodes stay unreachable even if
they can communicate with other IoT nodes. Moreover, the unreachability issue is not
addressed in SpEED-IoT. The deployed sensors alongside some ordinary nodes, called
Edge Nodes (ENs), are utilized to discover N2N routes. The discovery mechanism,
initiated by the source node, employs a selective flooding approach to discover a path
towards the destination. While SpEED-IoT may end-up with sub-optimal N2N routes,
the following are some drawbacks SpEED-IoT may suffer from: 1) The use of extra
special sensors adds more complexity to the network, 2) SpEED-IoT still partially
inherits the drawbacks of the flooding approach in terms of excessive consumption of

network resources, and 3) SpEED-IoT suffers from an uneven load distribution issue
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since the ENs forward more packets, in terms of discovery-related messages, relative
to other ordinary nodes.

The authors in [109] proposed a reactive N2N route discovery named P2P-RPL.
To discover an N2N route in P2P-RPL, a source node initiates a route discovery
process by constructing a new DODAG rooted at the source node itself. Through
this process, a Route Discovery Object (RDO) is disseminated to the whole network
until it reaches the intended destination. Upon receiving the RDO, the destination
node sends back a Discovery Response Object (DRO) via the reverse path. Once
the N2N route is discovered, the temporarily constructed DODAG is removed, and
packets can flow between the source and destination nodes, along the installed route
utilizing the source routing approach. The main drawbacks of P2P-RPL are the
following: 1) It discovers an N2N route via flooding route request packets throughout
the whole network which increases traffic congestion and energy consumption, 2) It
creates an extra temporary DODAG in which the source node acts as a root. The
discovered path to the destination, therefore, might not be the optimal one especially
under asymmetric links, 3) It adds an extra overhead due to maintaining an additional
temporary DODAG by all participating nodes, and 4) it defines new control messages
requiring changes to the specifications of the standard protocol which lead to possible
compatibility issues.

Finally, [110] and [111] propose enhancements to RPL, named ERPL, that are
limited to work only when the destination node is either a direct neighbor of the source
node or a direct neighbor of a node relaying the data packet. However, multihop N2N

communications are not supported in ERPL, where ERPL falls back to using the
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original RPL protocol. In the latter case, ERPL resorts to using the original RPL
protocol.

Table 3.2 summarizes the properties of the studies mentioned in this subsection.
In the table, the “N/A” term means either the study has no baseline protocol such as

in “Base” column or the property is not stated clearly in the corresponding study.
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Table 3.2: Properties summary of N2N enhancements in the literature studies

Work Year Type DBase MOP Approach Routing Performance Metrics Compared With
Protocol Used Metric

GeoRank [96] 2015 Pro RPL S Geographical — Hops Hops, Cache SRPL

ER-RPL [112] 2016 Rea RPL NS Geographical ETX PDR, Hops, Energy ~ NSRPL

BVR [99] 2005 Pro N/A S Geographical ~ Hops PDR, CTO N/A

CBFR [100] 2012 Pro CTP S Compact ETX PDR, Delay CTP

ORPL [101] 2013 Pro RPL S Compact ETX PDR, Delay, Energy SRPL, CTP

HiLow [103] 2007 Pro N/A S Hierarchical ~ Hops  N/A N/A

SPR [104] 2012 Pro N/A NS Hierarchical ~ Hops PDR, Hops, RTT HiLow, SRPL

MHCL [105] 2016 Pro RPL S Hierarchical =~ ETX PDR, CTO SRPL

MATRIX [57] 2018 Pro CTP S Hierarchical ETX PDR, CTO SRPL, XCTP
[113], MHCL

SpEED-IoT [108] 2019 Rea N/A S Flooding Hops PDR, Hops, Energy  SAMER [114],
LinGO [115]

P2P-RPL [109] 2011 Rea RPL NS Flooding ETX Hops NSRPL, SRPL

ERPL [111] 2019 Pro RPL S As SRPL ETX PDR, ETX |, Delay SRPL

:

Pro=Proactive, Rea=Reactive, S=Storing, NS=Non-Storing
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CHAPTER 4

ENHANCED MDNS

4.1 Chapter Motivations

Service Oriented Architecture (SOA) has been considered the potential architecture
for the IoT vision [116]-[118]. In the simplest form, resources on LLNs nodes can be
introduced locally or globally as services for monitoring the surrounding environment
or controlling the actuating switches. Furthermore, these services may be presented
in more composite forms to offer more complex functionalities [119]. In SOA, LLN
nodes require standard mechanisms with high scalability to name and discover such
nodes and their offered services. The denoted names can be human-readable or even
appropriate for N2N communications [18], [120], [121]. The successful realization of
the SOA depends heavily on the availability of an SD protocol [74]. The main rule
of the SD protocol is to uniquely configure and advertise the participating nodes
along with their hosted services throughout the network. The mDNS protocol and
its companion technology the DNS/SD [17] are the most common distributed SD

protocol for constrained nodes nowadays. However, because it was mainly designed
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for conventional computing nodes with nearly unlimited capabilities, mDNS in its
current form is not optimized enough for constrained LLN nodes in [oT. In particular,
mDNS generates high control traffic during the configuration phase and registration
process [15], [18], [22]. To the best of the authors’ knowledge, existing researches
focus on enhancing the discovery phase and no work has considered the configuration
phase of the mDNS protocol. This chapter analyzes the operations of mDNS and
introduces some mechanisms that can reduce the traffic generated and thereby the

energy consumed.

4.2 Chapter Contributions

The following points summarize the key contributions included in this chapter:

1. This chapter presents a thorough analysis of the mDNS configuration phase con-

sidering the race condition problem arising from simultaneous start-up events.

2. We propose enhanced mDNS, referred to as EmDNS, the first work considering
the characteristics of constrained LLN nodes by focusing on the auto-configured
naming and registration processes. A significant reduction in control traffic is
achieved since less communication is needed to deploy and configure the nodes

autonomously.

3. We implement EmDNS in ContikiOS version 3.0 and provide extensive simula-
tions using Cooja. The simulation results demonstrate that the EmDNS outper-

forms the mDNS in terms of control traffic overhead, energy consumption, and
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the ability to provide unique names for deployed nodes while maintaining an

acceptable local cache hit ratio. Furthermore, EmDNS nodes work seamlessly

in a hybrid network with mDNS nodes which confirms the EmDNS backward

compatibility support.

4.3 System Models

This section covers the network and node models presented in this chapter. Table 5.1

lists the main notations used in this chapter and their definitions.

Table 4.1: Used notations summary

Total number of nodes in the network

Network area size

The " node

Node i™’s host_name

The 5™ service_name provided by i** node

Set of all services provided by " node

Set of all network services

Number of all services names provided in the network
Initial Waiting Time picked by ™ node at g™ PS stage.
Probing message by i** node at time &

Probing message responding to Py

Announcement message responding to Py

Time between sending P, and receiving either RP;;, or RA;.

4.3.1 Node Model

The nodes deployed in the network are denoted by Ny, Ny, ...., N;—;. The LLN nodes

are integrated with the IEEE 802.15.4 standard as the MAC and PHY layers operate

at 2.4 GHz band and provide 250 kB/sec. Each node N;, for 0 < ¢ < n — 1, has

to be assigned a unique host-name N} and a list of services £; where |£;] > 0 with
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unique service-name Nf 7 for each service where 0 < j < |£;| — 1. |L] is defined
as the cardinality of the set £. It is worth mentioning that the naming task is not
limited to the assighment of the N/ and Nf 7 but also can be extended to include
all host- or services-related attributes. Thus, all conditions and assumptions for these
assignments are also valid for other related attributes. The number of services |L;|
provided by each node varies from one node to the other, but each node provides at
least one service. The set denoted by €2 is the set of all services provided by all nodes.
The total number of all hosts_names is equal to 7, as mentioned earlier, whereas the
total number of all provided services names, denoted by V¥, in the network of interest
is equal to U = |Q| = 377, |£;|]. From now on throughout this chapter, the terms
“configurations” and “identifications” are used interchangeably and are used to mean
N} and Nf 7 assignments. The ultimate goal of any zero-configuration protocol is to
satisfy the three following conditions 1) Each node should have its unique host_name
within the local network, 2) Fach service should have its unique service_name within
the node, and 3) The services should have their unique service_ name across all

network nodes. These three conditions are summarized in the formulas below:

Nt £ NI VE A1 (4.1)
NJ* 4+ NP Y a #b (4.2)
NS £ NP YV k#0,Ya#b (4.3)

where 0 < k,/ <n—1and a,b e
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4.3.2 Network Model

We consider a large number, denoted by 7, of heterogeneous IoT nodes. These nodes
are deployed in an area of predefined size R squared meters. The stateless address
auto-configuration mechanism and the duplicate address detection procedure specified
in RFC 4862 [47] are exploited to generate the node’s local and global link TPv6 ad-
dresses. The mDNS protocol has been designed to work in a local link infrastructure-
less network where the nodes communicate distributively in a fully connected mesh-like
network. According to the protocol specifications, simply messages should be received
by all participating nodes in the network. However, multicast messaging can be used
to distribute control messages in multi-hop networks efficiently. Addressing details

are specified in Table 4.2.

Table 4.2: Multicast addresses used by mDNS protocol

] IPv4 \ IPv6 ‘
Mac address | 01:00:5E:00:00:FB | 33:33:00:00:00:FB
IP address 224.0.0.251 FF02::FB
UDP port 5353

4.4 Overview of Enhanced mDNS (EmDNS)

In this section, we overview and discuss the key traffic reduction mechanisms and the

definitions corresponding to the algorithms proposed in EmDNS.
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4.4.1 EmDNS Design Overview

The configuration phase in the mDNS protocol includes three stages: a Selection
Stage (SS), a Probing Stage (PS), and an Announcement Stage (AS). Upon every
start-up, the nodes must select their unique configurations such as the host_name
and services__names, the addresses for their interfaces, and any additional informa-
tion [17]. This procedure is referred to as the SS and is considered the very first stage
of the configuration phase. Upon completion of the SS, the starting-up node proceeds
to probe the network with these configurations after some delay. The purpose of this
PS is mainly to check the configurations redundancy within the network. If no conflict
is received for three consecutive probing cycles, the node proceeds to execute the AS.
In this chapter, we propose EmDNS consisting of the following three main enhanced
mechanisms: a Persistent-based Selection Stage (PSS), a Simultaneous Start-up En-
hancement (SSE), and an Announcement Suppression Mechanism (ASM). Figure 4.1

shows the flow chart for the proposed mechanisms in EmDNS.

4.4.2 The Persistent-based Selection Stage (PSS)

Using the original procedure of the mDNS protocol typically results, with a high
percentage, in selecting configurations during the SS that are not unique across the
network. These conflicts subsequently must be resolved during the PS. Therefore,
performing the selection process frequently at each configuration phase using the steps
recommended by the original mDNS procedure causes the following negative impacts:

i) increasing the convergence time as the node needs to begin a new round of SS in
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Figure 4.1: The configuration phase for the proposed EmDNS

case a conflict occurs, ii) increasing the power consumption by the CPU of the node
as the SS needs to be executed multiple times, and iii) increasing the generated traffic
in the network as the selected configuration will be used for probing at the PS leading
to increased energy usage by the radio transceiver.

To remedy the above mDNS shortcoming, the work of this chapter proposes using
the unique committed configuration selected from the previous start-up. Once an
available unique configurations have been determined, by probing without receiving
any conflicting response, record this newly chosen name in persistent storage so that
the node will use the same configurations the next time it is power-cycled. This

technique requires that the committed configuration be stored in persistent storage,
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and hence the selection process is not needed at every start-up except when the probing
stage fails. Figure 4.2 shows a flow chart of the proposed PSS. The PSS mechanism
is implemented using two functions: one is the Write configuration function to store
the unique committed configuration in the persistent memory, such as a one-megabyte
external serial flash memory. The second is the Read_ configuration function to restore

this configuration at the beginning of each start-up event.

Yes

Y
Selection Stage

Probing Stage

Figure 4.2: The PSS flow chart
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4.4.3 The Simultaneous Start-up Enhancement (SSE)

Having finished the SS successfully, the mDNS nodes proceed to probe the network
with the selected configuration after some Initial Waiting Time (IWT), denoted by
IWT,,, as shown in Fig. 4.3(a) and Fig. 4.3(b). As multiple PSs may be needed until
a unique configuration is successfully reached, the ITWT, refers to the IWT picked by
1™ node at ¢™ PS stage. The IWT in milliseconds is a random value chosen uniformly
from the interval [0,250]. In the case of simultaneous start-ups, it happens that some
nodes are starting-up and probing with the same configuration roughly at the same
time. This case can occur when several nodes are powered on simultaneously, or when
some external events happen to cause a group of hosts to send probes approximately at
the same time. In this subsection, we first discuss in details the behavior of the mDNS
protocol in the presence of such simultaneous start-up events as depicted in Fig. 4.3(a).
Then, the relevant EmDNS improvement, shown in Fig. 4.3(b), is discussed.

Figure 4.3(a) shows that IV; went to probing while Ny was probing. If this is the
case, then a race condition occurs as the two nodes Ny and N; are probing for the
same configuration simultaneously [17]. The probing messages by Ny and N; will be
received by each after an amount of time T}, depending on the network processing
and propagation speed. Once both of them are probing for the same configuration,
eventually one of them will win to use that configuration. The probing message
includes multiple records in which N/t or Nis 7 is only one of these records. Comparing
the data in these records of the two probing messages will help in deciding which node

will eventually win with the probed configuration.
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Figure 4.3: Timelines of mDNS and EmDNS protocols for the simultaneous start-up
events

Figure 4.3(a) shows that Ny wins with the probed configuration, and therefore Ny
will continue with sending the second Fy; and the third Py, probing messages. P,
refers to the (k + 1) message sent by i'® node. It should be mentioned here that
while Ny is in the probing state, it has to respond to all probing messages sent by

other nodes that are trying to probe for the same configurations. The probing node
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will respond only if it finds that its data is lexicographically greater than that in
the received probing message, an implementation-dependent condition, otherwise the
node will flip its behavior and act like N;. After 750 ms at time t3, Ny will begin the
AS by sending its first announcement message Ay notifying other nodes that it has
committed to Nt or N(‘)S 7 as its unique configuration. Furthermore, Ny will send one
more announcement message Aoy, and finally finishes the procedure by committing to
the selected unique configuration.

On the other hand regarding N;, 1000 ms later at t5, N; has to begin a new round
of probing (PS7) with the same previously probed configuration. Definitely, when N;
starts the new probing cycle, node Ny will be in the announcement stage. Therefore,
Ny will respond with the announcement message RAq; declaring that it is already
using N/t or N{S 7 as its unique configuration. When N; receives RAy;, it will change
its N7t or Nis 7 in the change configuration (CC;) stage. Once the N;’s configuration
is changed, a new probing stage PS; starts again by sending a probing message Pj,
at time t5, but now with a new (i.e. different) configuration. Figure 4.3(a) assumes,
for sake of simplicity, that the probed configuration is unique at this stage, and no
more conflicts, i.e. identical configurations, will be received by N;. Eventually, NV; will
proceed to probe again two more times and continues to the AS similar to Ny and
finally commit to the selected unique configuration.

The proposed improvement attempts to minimize the time needed to distribute
unique configurations for all nodes in the network and to reduce the number of the
packets required to achieve this goal. By recalling Fig. 4.3(a), NV; has to go through

the operations between t; and t; to satisfy the standard procedure of the mDNS
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protocol. In mDNS; it is assumed that the received probing messages after entering
first PSy, i.e. after sending P, message, might be either a real probing message or
an orphan message echoed by some switch in the network. For this reason, N; has
to probe again with the same configuration after 1000 ms delay which is hopefully
enough to eliminate the above ambiguity. The foregoing assumption is applicable for
Ethernet networks for which mDNS is originally designed. However, this assumption
is not valid for single-hop wireless networks where echos cannot occur. Even with
multi-hop communication, the used multicast mechanism should apply strict policies
to prevent the occurrence of these kinds of echos. While this chapter focuses the
single-hop communication, the work can be extended for multi-hop communication
networks as discussed in the future work Subsection 6.2.1. Therefore for the proposed
enhancement, the received probing message is considered to be a real one sent by
another node after start-up and there is no need to delay and probe with the same
configuration later on. When two or more nodes detect a conflict at the probing stage,
then the node which has data that is lexicographically greater will ultimately win. The
other probing nodes have to begin a new round of PS directly, i.e. with no 1000 ms
delay, using a different configuration. Figure 4.3(b) summarizes the interaction using

the revised configuration procedure.

4.4.4 The Announcement Suppression Mechanism (ASM)

Having finished the PS successfully, the node must send a chain of unsolicited an-
nouncements to update its neighbor’s caches with its new committed configurations.

The main purpose of this AS is to notify the local network with the services provided
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by the joining node. Upon reception of these announcement messages, the neighbor-
ing nodes will decide to store this information according to the availability condition
in their local caches. The availability condition can be evaluated by comparing the
number of entries currently used with the maximum possible entries. The cached in-
formation might be used later in case the node is interested in the advertised services.
In this case, the node can initiate the connection with the target address fetched from
its local cache instead of broadcasting a query to get this information. Each cached en-
try consumes approximately 66 bytes of the node’s memory divided into three parts:
18, 16, and 32 bytes for control fields, the IPv6 address field, and the name field,
respectively.

Due to the memory limitation of the typical IoT nodes, a small number of entries
in their caches can be allocated to store the announced information. As a result,
most of the received advertisements will be ignored or dropped out due to the lack of
enough memory capacity or buffer overflow issues [122]. Furthermore, the high loss
rate for LLNs causes some of these advertisements to be lost. As a consequence, the
benefits of the AS are circumvented by these three mentioned factors; limited cache,
buffer overflow, and high loss rate. The proposed ASM attempts to suppress the
AS without any adverse effects on the original protocol correctness or functionalities.
The other nodes will still be able to store the needed configurations of their neighbors
even with the use of the ASM mechanism. The ASM utilizes the three consecutive
probe messages, generated at the PS, as an implicit indication that the probing node
is going to commit on the probed configuration. The receiving node keeps track of

the probing nodes by assigning a tentative entry for each of the received probes in
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its local cache. The allocated tentative entries will be identified as consistent entries
when three consecutive probe messages, for the same configuration are received, and
no more conflicts on this particular configuration are observed. The availability condi-
tion mentioned above still should be considered before allocating any tentative entries
in the respective cache of the host node. Using the above reasoning, the configuration
phase can still function with the AS being suppressed. The ASM mechanism is de-
scribed in Algorithm 1 and explained in detail throughout the remaining part of this

subsection.

Algorithm 1 ASM ALGORITHM
Input: prob_msg, entry
Output: Service’s records resolution and caching
when new prob__msg is received and no conflict :
1: for each entries in the cache do
2:  if ( entry[name] = prob_msg[name]
&& entryladdr] = prob_msgladdr]
&& entry|count] < MAX _PROB_MSGS) then
entry[count] + +
if entrylcount] = MAX_PROB_MSGS then
entry[state] = DONE
end if
else
goto create_new _entry
end if
10: end for
create _new _entry :
11: if CURRENT ENTRIES < MAX ENTRIES then
12:  create entry
13:  entry[count] =1
14:  entry[state] = TENTATIVE
15:  entry[TTL] = 1000 ms
16:  entry[name] = prob_msg[name]
17 CURRENT ENTRIES + +
18: else
19:  Ignore prob_msg
20: end if
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Each node allocates some entries in its memory to cache information about its
neighboring nodes. This information includes fields such as configuration (i.e., name)
and address addr appended with an expiry time (i.e. TTL), the current state (TEN-
TATIVE, DONE, ... etc.) and a probe counter (count). These fields are among
other fields comprising the cache entry, and they are of the utmost relevance to the
ASM algorithm. Upon receiving a probe message prob_msg with no conflict with the
receiving node, the ASM algorithm is initialized. The ASM compares the received
probe information with all entries kept in its local cache. If the probe information
is found, then a count field is incremented and the process repeats until the probe
sending node reaches the maximum number of probes. At this point, the entry is
marked as DONE and the stored configuration is deemed valid. On the other hand, if
the probe is not found in the cache, then a corresponding entry is created and added
to the list of entries. The algorithm allows the creation of multiple entries that are
conflicting with each other, i.e. the same name but from different nodes. However,
only one of these records will eventually be completed and be marked as DONE. The
fact that the conflicting nodes will be delayed by 1000 ms, except for the node that
is going to win the competition, and the use of the 1000 ms as the TTL for these

entries, ensure that only one valid entry is kept at the end.
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4.5 Performance Evaluation

4.5.1 Simulation Set-up

EmDNS is implemented on ContikiOS version 3.0 and evaluated using Cooja emula-
tor. In this simulation, we consider a random topology in which the deployed nodes
can reach each other in the single-hop distance through the same wireless channel. To
model the lossy environment, a UDGM model is used with a transmission range of
100 meters and an interference range of 120 meters. For the sake of simplicity, the
transmission range is unified for all nodes in the local network under study. This eval-
uation uses the Wismote platform as the target mote for the proposed enhancements
in all experiments.

Given that the energy consumption is highly dependent on the routing overhead
and selected MAC and RDC protocols [123], these parameters are configured accord-
ingly. To focus on the properties of the naming protocol mDNS, no routing protocol
is used in this simulation since all nodes can reach each other in one-hop commu-
nication. The UDP, which does not involve re-transmissions, is used as a default
transport layer in the IoT platform. For the same mentioned reason, we choose to use
the IEEE 802.15.4 protocol at the MAC layer accompanied by unslotted CSMA/CA
in the beacon-less mode.

For the RDC, we employ the ContikiMAC protocol [124]. ContikiMAC utilizes
several optimizations to reduce the consumed energy by turning off the node’s radio
interface for most of the time. For the implemented asynchronous RDC protocol,

receivers wake up periodically to search for potential transmissions by a rate referred
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to as the CCR. The senders have to seize the moment when the targeted receiver is

awake. The time-lapse between two periodic wake-ups is called the Channel Check

Interval (CCI) or wake-up period. The CCR value used in the simulations is 32 Hz.

The simulation considers various sizes for the tested network, ranging from 5 nodes

to 30 nodes in steps of 5, for all evaluations. All the experiments are repeated with

10 different random seed values, and the overall number of packets produced in the

network, the convergence time, and all needed statistics are logged into a text file. The

95% confidence interval is used to plot the error bars in some of the presented results.

Overall, the simulation parameters summarized in Table 5.2 are used throughout this

work unless specified otherwise.

Table 4.3: Simulation parameters

parameter Configuration
Platform / Simulator ContikiOS v3.0 / Cooja
Topology Random topology with single-hop distance

Network size
Radio environment
Loss model
Transmission range
Emulated mote
Transport

MAC & PHY
Radio interface
RDC / CCR
Buffer size
Number of iterations
Confidence interval

Variable (5, 10, 15, 20, 25, and 30 nodes)
UDGM

Distance loss

Transmission: 100m, Interference: 120m
Wismote with 16KB RAM and 128KB ROM
UDP over IPv6

CSMA/CA & IEEE 802.15.4

CC2520 2.4 GHz

ContikiMAC / 32Hz

8 packets (8 * 127 bytes)

10 iterations

95%

The simulation scenario runs two stages as explained below. In the first stage,

all n nodes are started-up simultaneously with a unified configuration and begin to

compete on getting the unique configurations for their host _name. At the end of

this first stage, each node will, hopefully, get its unique configuration. All obtained
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respective configurations are logged into an output file to be used in the second stage of
the simulation. The uniqueness of the obtained configurations, evaluated in Subsection
4.5.5.1, at this stage depends on the employed protocol, i.e. mDNS or EmDNS. To
simulate the case where the nodes rejoin the network after the network converges, the
second stage of the simulation assumes a random 7/2 nodes are selected to restart
and rejoin the network. These restarting nodes are to use the unique configuration
previously logged in case of EmDNS, or the default configuration for the case of mDNS.
This step of the simulation aims to evaluate the PSS mechanism. Furthermore, after
the completion of the first stage, each node uses its local cache to perform address
resolution, i.e. host_name to address translation, for all host-address bindings in the
network. This is used to evaluate the effect of the ASM enhancement on the cache hit

ratio as presented in Subsection 4.5.5.2.

4.5.2 Impact of RDC on mDNS Performance

RDC parameters are expected to have a direct impact on overall network performance
[125]. Therefore, this study first evaluates the effect of using RDC on the original
mDNS protocol and attempts to select a CCR value to be used as a base for the
rest of the performance evaluation. Figure 4.4 shows the obtained results for a) the
convergence time, b) the energy consumption for the transmission state Tz, and c)
the energy consumption for the CPU ON state C'PU,, as a function of the network
size 1 for CCR values of 8Hz, 16Hz, and 32Hz.

From Fig. 4.4, one can observe that the mDNS performance is inversely propor-

tional to the CCR value. The network convergence time and the energy usage increase
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Figure 4.4: Impact of different CCRs on mDNS performance as a function of network
size
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with decreased CCR for a given number of nodes. The results shown in Fig. 4.4(b)
and Fig. 4.4(c) are counter intuitive since lower CCR may be thought to result in
lower energy consumption and in turn better performance. The depicted trend is due
to the ContikiMAC implementation of the broadcast method. The ContikiMAC ap-
proach forces the broadcasting nodes to transmit their packets for the whole wake-up
interval resulting in a large number of transmitted packets. In addition, during these
prolonged broadcast periods, other neighboring nodes are not permitted to send and
have to postpone their transmissions until the channel is clear. These adverse effects
are larger for smaller values of CCR. Increasing CCR for high values will have dimin-
ishing benefits as the energy used in the listening state also increases due to more
frequent wake-up times [126].

As it is clear from Fig. 4.4, the CCR value of 32 Hz gives the best performance
compared to 8 Hz and 16 Hz. For the rest of evaluations and comparisons for both

mDNS and EmDNS the value of 32 Hz will be used for the CCR parameter.

4.5.3 Implementation Overhead

Figure 4.5 shows the storage requirements for mDNS and EmDNS for three types
of motes. The requirement is characterized for both RAM and ROM, and the total
available memory is also depicted. It can be observed that memory requirements in
terms of ROM and RAM for EmDNS are slightly larger than those required for mDNS
with an average of 4.2% and 3.5% increase across the considered motes, for RAM and

ROM requirements, respectively.

80



b 00 E-mDNS £ 00 E-mDNS

£ 120 l1Total Available f 141 I Total Available

f 100 ﬁ 12/ 1

= 80 = 10| |

.; 'g |

£ 60 g 8p

S S 6[F 1

= a0l 7 / = A H A
Wismote  Sky 71 Wismote  Sky Z1

(a) ROM occupancy (b) RAM occupancy

Figure 4.5: Memory footprint overhead

4.5.4 Load Balancing and Fairness

Distributing the load evenly among the participating nodes in LLNs is essential to
increase the overall network lifetime. Uneven-load distribution among LLNs nodes
causes faster depletion of batteries for the overloaded ones. This subsection aims to
evaluate the load balancing aspect for both mDNS and EmDNS. Figure 4.6 shows
the per-node evaluation of both mDNS and EmDNS in terms of three factors: the
number of transmitted control packets, the consumed energy for the CPU,, state,
and the consumed energy for the Tz state. The evaluation is performed for n = 10
nodes, and the results are plotted versus the node identity. It can be seen that all
factors are higher for nodes with higher identities. This is because a higher identity
node completes its auto-configuration before lower identity nodes and has, as per
mDNS and EmDNS; to respond to all received probes while it is in the PS or to
all RAs while it is in the AS as well. Therefore, this higher identity node ends up

sending more control packets and consuming more energy for its CPU and radio
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transceiver, relative to a lower identity node. It can also be noted that differences
between performance figures for mDNS and EmDNS for a given node identity are
greater for greater identities. This means that EmDNS can potentially produce a
greater reduction in control packets and energy consumption for larger network sizes.
Lastly, it can be observed that results for EmDNS do not vary significantly across
nodes compared to that for mDNS. This means that nodes are roughly equally loaded
relative to the nodes for the case of mDNS. This balance is a direct consequence of
the fact that EmDNS with its SSE and ASM, eliminates numerous transmissions that
would have otherwise congested the network.

To examine the fairness issue further, we evaluate the same three factors used in
Fig. 4.6 but for different values of . We then utilize Jain FI as defined in [127] using

Eq. 4.4:

2

FI = <§x> /(nné:ﬁ) (4.4)

where FI ranges between 0 & 1, x; is the average performance figure for node 4, and
n is the network size under consideration. A value of 1 for FI corresponds to 100%
fairness, i.e. all z;’s are equal, while a value of 0 corresponds to no fairness at all, i.e.
great variation in z;’s. Figure 4.7 shows the FI as a function of the number of nodes
for mDNS and EmDNS protocols. It can be seen again that EmDNS clearly provides
a greater balancing, relative to mDNS, between nodes in terms of number of control
packet transmission and energy consumption, for network sizes ranging from 5 to 30

nodes.
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4.5.5 Results on Protocol Performance

The key performance metrics for auto-configuration protocols is giving unique con-
figurations with the least number of control packets, or equivalently, with the least

consumption of energy. This subsection discusses the obtained results for these met-

rics using both mDNS and EmDNS.

4.5.5.1 Identity Uniqueness Percentage (IUP)

The ultimate goal of any auto-configuration protocol is to allocate a unique identi-
fication for each node joining the network. If the protocol fails in this task, then
multiple nodes will be identified by the same identification, and this will lead to net-
work resolution conflicts. We define TUP as the ratio of unique identifications, i.e.

unique hosts_names, in the network to the total number of nodes n. Therefore, a
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perfect auto-configuration protocol will always produce a unique identification for ev-
ery node, and thus IUP will be equal to 100%. Figure 4.8 compares the obtained

IUP for mDNS and EmDNS protocols as a function of the network size. As can be
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Figure 4.8: TUP as a function of network size n

observed from Fig. 4.8, the IUP achieved by mDNS degrades gradually as the number
of simultaneous start-ups increases. This decrease is a direct consequence of the high
traffic experienced by the nodes participating in the simultaneous start-up event. As
the offered load to the network increases, the packet loss also increases due to link
congestion and buffer overflow. The high number of the lost probe and/or announce-
ment packets for mDNS, causes nodes not to respond to conflicting configurations,
and thus committing to identifications that are owned by other nodes. On the other
hand, TUP is equal to 100% for EmDNS for all considered network sizes as shown in

Fig. 4.8. EmDNS reduces the operations that contribute to generating considerable
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traffic in the network. Hence, link congestion and buffer overflows are less likely, rel-
ative to the case of mDNS, leading to a higher percentage of successfully completed

configurations.

4.5.5.2 Effectiveness of the ASM

One way to check the correctness and functionality of the proposed ASM is to measure
the Local Hit Ratio (LHR) for address resolution. The LHR indicator is the percentage
of address resolution requests that are fulfilled by consulting the local cache, relative

to the total number of requests [18] and it is calculated using Eq. 4.5.

Number of requests fulfilled locally "

LHR% = 100 (4.5)

Total number of request

High LHR percentages imply minimum or zero adverse effects of the implemented
ASM enhancement. Nodes are still capable of storing identifications in their respective
cache, despite the elimination of the announcement messages, and the used TTL
attribute for cached entries manages to delete stale and uncompleted identifications
entries from the local cache.

Figure 4.9 depicts the LHR as a function of the cache size parameter
MAX ENTRIES for the network of size equal to 20 nodes. The LHR is aver-
aged over all the participating nodes in the network. As expected, the larger the
MAX FENTRIES, the higher the LHR percentage, however, both protocols mDNS
and EmDNS do not reach 100% even for large cache sizes. The previous set of results

for the TUP figure showed that mDNS does not achieve a perfect IUP as some nodes
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end up with repeated identifications even after the network converges. These repeated
identifications prevent the cache from being filled with the proper identifications even
it MAX ENTRIES is large enough to keep all these configurations. Furthermore,
the EmDNS, also, does not achieve an LHR equal to 100%, even for large values
of MAX FENTRIES. This shortcoming is due to missing some probe messages in
some rare cases causing the premature removal, i.e. before receiving MAX PROB
_ MSGS identical probes, of cache entries with the TENTATIVE attribute. As a
summary, it can be concluded that the ASM eliminates the need for the AS resulting

in less communication overhead while approximately maintaining the same LHR.

4.5.5.3 Network Convergence Time (NCT)

NCT is the time required by all nodes, participating in the simultaneous start-up
event, to complete their configurations. It is literally, the time till the last node

completes its auto-configuration procedure. Ideally, the NCT should be minimized at
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Figure 4.10: NCT as a function of network size n

no extra cost in energy consumption. Lower NCT means less delay for getting the
unique configuration in the network. Figure 4.10 depicts the network convergence
time using EmDNS compared to the case when mDNS is used for different sizes of
the network. The figure shows that the NCT scales almost linearly with the size of
the network for the mDNS protocol, while it increases very slowly for the EmDNS
protocol. This reduction and also the tight variation in the confidence interval are
attributed to eliminating the 1000 ms period in case of EmDNS and to changing
the conflicting configuration right after the conflict is detected. EmDNS achieves a
significant 88% reduction in NCT for n = 30 nodes, while the average reduction is

equal to 77% for the considered range number of nodes.
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4.5.6 Control Traffic Overhead

This subsection evaluates the number of control packets as a function of network size
for the proposed EmDNS protocol. It attempts to assess the scalability of the proto-
col as the network size increases. To this end, the corresponding number of control
packets is one of the critical performance metrics for low-power IoT networks and it
is imperative to bound this overhead as much as possible. Figure 4.11 shows a com-
parison between mDNS and EmDNS for the average number of control packets as a
function of 7. Results show that EmDNS easily outperforms mDNS and has signif-

icantly lower number of control packets, especially for large network sizes. EmDNS
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Figure 4.11: Overall number of control packets as a function of network size 7

reduces the average number of packets for the configuration phase of mDNS protocol
by an average of 34.8% over the considered number of nodes since it requires fewer
packets for the configuration phase, relative to mDNS. This is mainly due to the PSS

enhancement that allows nodes to reuse previously reached and committed configu-
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rations, whereas mDNS nodes have to always use the default configuration which is
typically shared by all nodes. A fraction of the observed reduction in control packets
is also attributed to the ASM. It can be seen that the reduction is greater for greater

network sizes, with a maximum reduction of 45% for 1 = 30 nodes.

4.5.7 Energy Consumption

In this subsection, we characterize the energy consumption for the CPU and the
transceiver components. The comparisons shown in Fig. 4.12 consider the energy
needed by the Tx mode of the radio transceiver, and the micro-controller for both
modes of CPU,, and CPUj,,. The energy usage at the listening 'Rz’ mode is ex-
cluded from our comparison as it highly depends on the used RDC mechanism. Again,
the consumed energy in milli Joules is plotted as a function of the network size for
mDNS and EmDNS. It is noted from Fig. 4.12 that nodes using the proposed EmDNS
consume significantly lower amounts of energy for both the radio transceiver and the
CPU components. In specific, averaging over the range of number of nodes, EmDNS
decreases the energy depletion at Tx mode by an average of 46.6% relative to mDNS
as shown in Fig. 4.12(a). This reduction in energy consumption is attributed to the
following reasons. When the mDNS is used, the nodes have to run through the op-
erations between [t1, 4], corresponding to node NN; shown in Fig. 4.3(a), for multiple
rounds resulting in a wasteful increase in energy consumption. The number of iter-
ations executed by each node depends on the time when the node decides to change
its conflicting probed configuration. Changing the configuration at the CC stage

comes after the node has tried to probe with the same configuration already used in
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the network. Additionally, the PSS and the ASM mechanisms prevent sending out
unnecessary packets which further leads to reducing energy usage. Each operation
executed by the CPU consumes an amount of energy, and due to the frequent oper-
ations executed, the CPU will stay on most of the time. As depicted in Fig.4.12(Db)
and Fig. 4.12(c), EmDNS decreases the energy consumption by an average of 47.5%
and 81.0% for CPU,, and C'PU,,, modes, respectively. The curves show that the
maximum reduction occurs for the maximum network size of 30 nodes. The maximum
reduction for energy consumption is equal to 66%, 63%, and 89%, for Tz, C PU,,,

and C'PUy,,, modes, respectively.

4.5.8 EmDNS Backward Compatibility Support

Considering the consistency and compatibility of the proposed EmDNS extension is
utmost of importance. This is to guarantee seamless connections between EmDNS
and mDNS nodes. For the sake of ensuring backward compatibility, EmDNS exploits
the same messaging structures and operating semantics defined in mDNS without any
modification.

To assess the EmDNS compatibility issue, this subsection shows the performance
results conducted specially for this purpose. In this evaluation part, we first set-
up the network by making all the nodes running mDNS protocol. Then 20 nodes
are randomly selected and replaced with nodes that support the proposed EmDNS.
The corresponding results are gathered, and then the same procedure is repeated by
selecting 20 more nodes to support EmDNS until all nodes run EmDNS extension.

From the results obtained, the following conclusions can be inferred. First, nodes
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Figure 4.13: The hybrid network performance with different EmDNS node deploy-
ments.
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operating EmDNS or mDNS work together seamlessly in the same hybrid network,
and therefore EmDNS supporting nodes can coexist with conventional mDNS nodes.
Therefore, the interoperability for control packets between EmDNS and mDNS nodes
is verified. Second, as more EmDNS nodes are added to the network, better system
performance is observed as depicted from the results reported in Fig. 4.13.

Figure 4.13(a) shows that the uniqueness percentage (i.e. IUP) increases as the
HRPL nodes to NSRPL nodes ratio increases from 0% (i.e. all nodes run mDNS) to
100% (i.e. all nodes run EmDNS) Furthermore, It can be seen from Figs. 4.13(b),
4.13(c), that the NCT and control packets transmitted, decrease gradually as the
EmDNS nodes to mDNS nodes ratio increases. Accordingly, consumed energy re-
duction is achieved proportionally to the EmDNS nodes ratio increases as depicted
in Fig. 4.13(d). Figure 4.13(e) breaks down the total energy shown in Fig. 4.13(d)
into its constituent component. This figure shows that the energy, consumed by the
radio transceiver in its both transmitting and listening modes and also by the micro-

controller, is decreased gradually as the EmDNS ratio increases.

4.6 Chapter Summary

The successful deployment of LLN-based applications, especially in highly dynamic
scenarios, requires LLN nodes with the capability to adapt and configure themselves
automatically to the surrounding environment without any human intervention. Be-
cause of the expected high number and the low capabilities of LLN nodes, the manual

or centralized naming systems are not practical. Adapting the traditional protocols
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to work with these constrained nodes with no traffic reduction causes inefficient uti-
lization of their limited resources. In this chapter, we present EmDNS as an extension
for the mDNS protocol, which is considered to be the default distributed protocol
for configuring IoT nodes. Specifically, the proposed EmDNS includes three traffic
reduction mechanisms, namely; the PSS, the SSE, and the ASM. Both protocols are
evaluated using the Cooja emulator under a wide range of parameters. This study
investigates initially the impact of the RDC mechanism on the performance of the
original mDNS and decides on the RDC parameter to be used as a base for the rest of
the performance evaluations. Moreover, the chapter evaluates the memory footprint
requirement for both mDNS and EmDNS and determines that EmDNS requires only
4.2% more RAM storage than mDNS. Additionally, we evaluate the load balancing
aspect for both protocols and demonstrate that with EmDNS there is no significant
disparity between nodes, relative to the case of mDNS, in terms of number of transmit-
ted control packets or the amount of consumed energy. The evaluation then focuses
on the performance of EmDNS relative to mDNS in terms of IUP, the LHR, the NCT,
the number of control packet transmissions, and the energy consumption for both the
CPU and the radio transceiver components. The evaluations of IUP and the LHR
aim to verify the correctness and efficiency of the EmDNS protocol functions in terms
of granting unique identifications for simultaneously starting nodes and the correct
address resolution of hosts when the execution of the protocol completes. Results
show that EmDNS achieves higher IUP, especially for a larger number of nodes, while
both protocols provide roughly the same LHR figure. In terms of NCT, the EmDNS

protocol reduces the network convergence time by a factor ranging between 2 and
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8, relative to that for mDNS, for a network of size ranging between 5 to 30 nodes.
Furthermore, EmDNS is found to generate an average of 34.8 % fewer control packets
for the range considered for the number of nodes. Correspondingly, the energy con-
sumption is also reduced by an average of 46.7% for the radio T'x mode, while it was
reduced by averages of 47.5% and 81% for the C PU,, and the C'PU,,,, modes, respec-
tively. The percent reduction whether in terms of the number of control packets or
energy consumption always increases with the size of the network. For our simulation

parameters, the maximum reduction always occurred for a network with 30 nodes.
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CHAPTER 5

HYBRID RPL

5.1 Chapter Motivations

Cyper-Physical Systems (CPSs) are engineered solutions aimed at monitoring and
controlling the physical environment through seamless integration of computational
algorithms and physical components [42]. CPSs come in many application forms such
as power networks [3], traffic control, safety systems [5], building automation [4], in-
dustrial monitoring [6], autonomous vehicles, and distributed robotics [128]. CPSs
further employ standards-based architectures to be connected with the Internet to
realize the IoT vision [42]. Unlike pure sensing that focuses on traditional data gath-
ering, several CPS-based applications require distributed decision making, control,
and actuation [129]. This requires nodes to communicate with each other inside a
network in what is called N2N communications. However, based on RPL’s current
specifications, it does not cater well to fulfill N2N-related routing requirements and
that limits its adoption in several LLN-based applications [36]-[39]. The following

points summarize some of the relevant limitations that motivate the work of this
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chapter:

e Reliability: restricting N2N-communications to use only the pre-established
DODAG routes causes severe traffic congestion near the Border Router (BR)
or the root. As a consequence, packet loss rate would increase which negatively

impacts protocol reliability [34].

o Latency: the up and down routing along the DODAG topology may end up with
a path significantly worse than the shortest path available between the source
and destination pair. Moreover, packet drops caused by the congestion trigger

more retransmissions which increase end-to-end delivery delays.

o Links asymmetry: the LLN wireless links are asymmetric in nature [130]. This
is due to the effect of some factors such as the transmitter power and receiver
sensitivity variation, reflectors, and absorbers [131]. Not accounting for this

asymmetry produces less than optimal routing paths.

e Load distribution: nodes placed near to the BR may become congested at high
traffic loads. The congested nodes would drain their energy faster than other
nodes leading to the energy hole problem [132]. Evenly distributing the load
over the participating nodes is one of the primary goals of any routing algorithm

mainly to avoid disconnected regions.

To alleviate the aforementioned limitations, we propose a hybrid RPL-based exten-
sion referred to by HRPL. With HRPL, we retain the benefits of both the optimized

RPL-based forwarding structure and the potential capability of the BR for adopting
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link-state routing. To do so, the work in this chapter proposes that the BR node runs
a centralized algorithm to maintain up-to-date routing information and construct the
best-quality path, if it exists, between any source-destination pair within the LLN
domain.

The idea of delegating the control of the network to the BR has been stud-
ied by many literature studies. For example, the routing mechanisms presented in
pTunes [133], Hydro [33] and WirelessHART [134] build a partial network model pop-
ulated at the root. Hydro maintains a centralized routing mechanism for LLNs in
which the BR collects information about the participating nodes to build a global
view of the network. The collected knowledge is carried using dedicated predefined
control plane packets or piggybacked in the transmitted data packets. The network
operated by the WirelessHART is managed by a centralized manager which is in charge
of scheduling, creating routes, and optimizing the network. Recently, Corbalan et al.
in [135] presented a mechanism referred to by SMOG to build a fully centralized LLNs
topology model using a probabilistic data structure (i.e. Bloom filter). SMOG aims
to evaluate the model accuracy and analyze the possible inconsistencies occurring be-
tween the model and the underlying physical topology. Finally, Tripathi and Oliveira
in [136] propose a centralized algorithm managed by the BR to control DAO emissions

in the NSRPL mode.

5.2 Chapter Contributions

The major contributions included in this chapter are as follows:
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o We develop HRPL which integrates the concept of link-state based routing with
the existing RPL forwarding structure to discover more efficient N2N routes.
This is achieved using two mechanisms: 1) An adaptive reporting mechanism
that is implemented at the non-BR nodes to provide the BR with their neigh-
boring information. This mechanism also prevents nodes from sending their
neighboring information for too little changes to avoid the excessive traffic in
the network. Each node maintains both a current and advertised updated infor-
mation for all their neighbors and does not send a new update until the positive
or negative change reaches a predefined threshold, and 2) A single source short-
est path mechanism that is implemented at the BR to construct, upon request,
the shortest path between any two nodes in the network. The shortest path
is determined by considering the accumulated ETX needed to successfully de-
liver the packet along the path. Subsequently, the constructed path is used to
route the data packets towards their targets by making use of the source routing

approach [56].

o HRPL does not define new control messages, but rather utilizes existing ones.
This guarantees interoperability when both HRPL and non-HRPL nodes operate
seamlessly together in a hybrid network with no backward compatibility issues.
Such backward compatibility is crucial in practice because some routing layers

in non-programmable chips such as Zigbee cannot be updated [40].

« HRPL is targeted for IoT nodes enabled by ContikiOS version 3.0. Being based

on an RPL-oriented approach, HRPL is platform-independent and can be easily
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adapted to work with other IoT-enabled OSs such as TinyOS [65], RIOT [137].
HRPL source code is made publicly available [138] to allow further improvements

and evaluations by the research community.

o An experimental performance evaluation is carried out using the Cooja emulator
to evaluate HRPL feasibility and efficiency. The evaluation is achieved through;
1) Evaluating the HRPL backward compatibility when HRPL and non-HRPL
nodes work together in a hybrid network, and 2) Evaluating the HRPL per-
formance against original RPL modes and an RPL-based opportunistic routing

approach [101] under various network conditions.

5.3 Network Model

This section discusses the network model used in this chapter. This model considers
a static multi-hop LLN. The studied network comprises of a set of LLN nodes A
rooted at the BR and addressed by 1,2,3,...,n where n = |A/|. The network could
be connected, through the BR, to the public Internet or to a private network to form
a wide area network [139]. The network is modeled as a time-varying non-negative
weighted graph G(N, £, Q(t)) where L represents the set of all possible wireless links
connecting all node pairs in A/, and Q(t) holds the ETX of all links in £. For every
node n € N, we define a neighborhood set QY C N, which contains all nodes in the
one-hop distance from the node n. Let &, denotes to the ETX of a particular link
starting at node n and ending at node m at time ¢ where &/, € Q(t) Vm € Q. Due

to the dynamic nature of wireless links, the value of &, ,, is measured and updated
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continuously utilizing the link-layer feedback. That is, &, ,, is updated whenever a
traffic flow takes place between n and m reflecting some topological change. Due to
the links asymmetric characteristic, &£, is not necessarily equal to &', .. To make

EL . robust in the case of excessive or rapid link condition changes, it is smoothened

using an Exponentially Weighted Moving Average (EWMA) filter as shown in (5.1).

Em=0xE L+ (1-06)xE&,, (5.1)

where the parameter 0 < § < 1 defines the EWMA smoothness level. The default

value for ¢ is 0.3. Table 5.1 summarizes the notations that are used throughout this

chapter.
Table 5.1: The summary of the notations used in this chapter
N The set of all LLNs nodes
L The set of all LLNs wireless links
(n,m) The wireless link starting at node n and ending at m
ot The set of all LLNs wireless link metric qualities at time ¢
Em The quality indicator for the link from node n to node m at time ¢
958 The set of all single-hop neighbors of node n at time ¢
) The smoothness level of the exponentially weighted moving average filter
6] Reporting hysteresis threshold parameter
A& m The difference between &} and £& 1
At(Enm) The elapsed time from last reporting
DIOY DIO sent by node n at time ¢
DAO!, DAO sent by node n at time ¢
T o Maximum interval to report new update of &, ,,
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5.4 Overview of Hybrid RPL (HRPL)

This section describes the proposed algorithmic elements and highlights the method

of utilizing the link-state routing approach.

5.4.1 HRPL Core Phases

Typically, HRPL contains two core phases; an initialization phase and a route discov-

ery phase. These are explained below.

5.4.1.1 The initialization phase

HRPL inherits the operations of RPL to pre-establish the upward and downward rout-
ing during the DODAG construction process. Each HRPL node reports its neighbors
information and their link qualities to the BR as explained in Subsection. 5.4.2. HRPL
nodes utilize DAOs messages of RPL to piggyback their neighboring information as
detailed in Subsection. 5.4.3. The BR then builds a complete view of nodes’ intercon-
nections so that it can construct, upon request, the shortest path between any two

nodes in the network.

5.4.1.2 The route discovery phase

In the discovery phase, the source node that wants to send an N2N data packet should
fetch a path, from its local cache, to the intended destination. If the required path
is not cached, the source node should initiate a route discovery process by sending

an HRPL Route Request (HRREQ) message to the BR asking about a path to the
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destination of interest. The HRREQ is a UDP packet that is depicted in Fig. 5.1.

Type Seq Dest

Figure 5.1: HRREQ payload format

The HRREQ is then forwarded to the BR via RPL-based upward routing. Upon
receiving the HRREQ), the BR constructs a shortest path, if any, to the destination
stated in the HRREQ message. To construct such a path, the BR applies the mech-
anism detailed in Subsection. 5.4.4. The constructed path is then sent back to the
source node via RPL-based downward routing by means of the HRPL Route Re-
ply (HRREP) message. Figure. 5.2 depicts the UDP payload format of the HRREP
where “CmprN” indicates the compression level applied to the addresses in the vector
“Path[1...Hops/”. In the case of the loss of an HRREQ or HRREP, the routing falls

back to the default NSRPL mode

Type Seq Dest Hops ETX | CmprN
Path[1...Hops]

Figure 5.2: HRREP payload format

Referring to the scenario shown in Fig. 2.4, the constructed path in HRPL (i.e.
between nodes 9 and 11) would be expected to pass through @ — — @ Upon
receiving the HRREP, the source node locally caches the path and then utilizes the
source routing approach to send the data packet to the intended destination over the

provided path.

104



5.4.2 Reporting of Neighboring Information

Recalling the RPL behavior outlined in Subsection 2.2.3.1, each node n € N period-
ically unicasts its reachability information (i.e. prefix) upwards to the BR using the
target and transit options of DAO messages. HRPL utilizes this fact by making nodes
piggyback their neighboring information in the transmitted DAO as well. In other
words, at the reporting time, each node n € N appends its neighboring information
(i.e. in the form of (m,&} ), Ym € ). Since the appended information grows in
size as the neighborhood list increases, this results in high traffic particularly at the
nodes located along the path towards the BR. Accordingly, this leads to high net-
work congestion and high energy depletion. However, it is observed experimentally
that sometimes, at the reporting time, there is an insignificant difference denoted by
A&, m between the current updated metric £ ,, and the one previously advertised
Sffnll This newly reported update should be considered redundant as it would not
contribute towards the shortest path construction from the BR point of view. In
addition, insignificant updates make the already constrained network situation even
worse. To deal with this problem, we propose an adaptive reporting mechanism named
an updated metric with the hysteresis reporting function referred to by Updated Met-
ric with the Hysteresis Reporting Function (UMHRF) and described in Algorithm
2. The proposed mechanism adaptively determines whether a particular (m, 872;,m)7
should be appended to the transmitted DAO based on A&, ,, at the time of the re-

porting time. The adaptive updating has the benefits of being energy efficient and

making the network more scalable since control traffic is no longer linearly propor-
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Algorithm 2 UMHRF

Input: Q! Q(t), 5 and T
Output: DAO},

1: initialize DAOY,

2: for each m € Q' do

3 A&um &L, —E

4: if (JAEum| > B || At(Enm) = Tmaz) then
5: DAO;, +- DAO;, U {(m,€&] )}

6: end if

7: end for

8: return DAO!

tional to the reporting times and the size of the Qf. UMHRF is designed to provide
the BR with the node’s neighboring information while preventing excessive churn in
the network. UMHRF does so by employing two mechanics which are: 1) The change
in &, is detected utilizing the link-layer feedback, and 2) UMHRF appends the &) ,,
to the DAO! only if one or both of the following conditions are satisfied; i) The abso-
lute value of &, ., |AE, 1|, is higher than a predefined threshold 3, and ii) The period
since the last reporting time, At(E, ), exceeds the maximum reporting interval Ty,q4-
The latter condition aims to avoid the indefinite suppression of a particular update
due to its insignificant value. The node-related neighboring information, stored in
the BR, is assigned an expiration time and then it is removed if no more updates are

received. The second part of UMHRF is called “hysteresis”.

5.4.3 HRPL Neighboring Option

To ensure compatibility with RPL, HRPL uses the existing control message types of
RPL. HRPL introduces a new standard ICMP option added to the original DAO base

object. The proposed option is named as HRPL Neighboring Option (HNO) and is
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illustrated in Fig. 5.3. The payload of the HNO option has a variable length, specified

by Option Length field and it corresponds to the size of Q at the reporting time slot.

0 1 2 3
01234567890123456789012345678901
totetetototototatatototatatototatatatotatatatotatatatotatatatatat
| Type = 0x0A | Option Length | CntN | CmprN |Metric[1..CntN]|
fotetototototototatototatatototatatototatatatotatatatotatatatatat

| |
+ +
| Neighbor[1...CntN] |

thetetedtotetatatatatadatatatatatatatatatatatatatatatatatatatatat

Figure 5.3: HRPL neighboring information option

In Fig. 5.3, the CntN field specifies the number of neighbors which have their in-
formation appended to the aggregated DAO?, message. The Metric[l...CntN] vector
stores the quality of the links between the node n and its neighbors, &/, ¥m € €.
In the configuration of RPL-based domains, it is common that all nodes within the
domain share the same prefix of their addresses. The C'mprN field indicates the num-
ber of prefix octets (i.e. bytes) shared amongst the addresses of participating nodes
and the BR. In other words, the CmprN defines the compression level applied to the
neighbor’s address which consequently allows compaction of the Neighbor|l...CntN]
vector. The shared prefix octets are not carried within the HNO and each address
in Neighbor[l...CntN] has a length of (16— CmprN) octets since the full address has
a length of 16 octets. Finally, padding is utilized such that the length of the DAO!,

message is made a multiple of 4 bytes. Let N,,,, be the maximum number of neigh-
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boring information entries that can be contained in one aggregated DAO! . N4, can

be easily calculated using (5.2).

MTU - DAOover - HNOoveT

Nma:c =
(16 — CmprN) +1

(5.2)

where MTU is the Maximum Transmission Unit available at the link-layer, DAO e,
is the overhead associated with the DAO packet which is needed for the DAO base
object and the RPL-related options, and HNO,,., is the overhead associated with
HNO option. HNO,,., comes in terms of the fixed octets assigned to Type, Option
Length, CntN, and C'mprN fields.

The remaining part of this subsection explains (5.2) using a numerical example.
This illustration considers the communication technology IEEE 802.15.4 used in this
study. For IEEE 802.15.4 links, an MTU of 127 octets is supported. However, 46 octets
out of these 127 octets are reserved for the higher-layers headers which are divided
into 40 octets for IPv6 header, 4 octets for ICMP, and 2 octets for the compression
header. Therefore, only 81 octets available for the payload. DAQO,,., consumes 46
octets divided into 4 octets for the DAO base, 20 octets for the target option, and
22 octets for the transit option. If a full IPv6 address of 16 octets is included in
the Neighbor entry, the aggregation scope would be very challenging and limited.
However, it is common to use either one or both the following compression strategies
1) A header compression technique as in [140], and 2) An address field compression
by using 2 octets, i.e. CmprN= 14. Using a Cmpr N = 14 and uncompressed header,

%J or 10 neighbors can be contained in one aggregated DAO

a maximum of {
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packet. From an implementation point of view, the option codes in the range “0x01-

0x09” are reserved for RPL option types according to the RPL specifications. To

avoid interfering with existing RPL option codes, the HNO code in DAO messages is

set to “Ox0A”.

5.4.4 Shortest Path Construction

Given the BR has a global view of the network connections, it can always provide the

shortest path, if such one exists, in terms of the additive Sfl,m between any source and

destination pair. Finding a path, upon request from node s, between s itself and node

d can be solved as a Single Source Shortest Path (SSSP) problem. et £(n,m) = 1 if

the link (n,m) is included in the constructed shortest path, then the HRPL SSSP can

be formulated as follows:

s.t.

min Z Enm E(nym)

(n,m)el

Z &(n,m) — Z Emyn)=X,, n=12..n

{m:(n,m)}eL {m:(m,n)}eL

&(n,m) €{0,1}, V(n,m)e L

1 ifn=s

where Ay =19_1 ifn=d

0 otherwise

In the literature, several algorithms have been developed for solving the SSSP problem.
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All SSSP algorithms are based on the iterative approach and essentially rely on the
same important concept of distance labels. Since Dijkstra’s algorithm [141] is used
over directed graphs with non-negative weights, this makes it a perfect solution for the
graph under study. The Dijkstra’s algorithm used to solve SSSP of HRPL is described

in Algorithm 3.

Algorithm 3 Dijkstra’s algorithm for SSSP of HRPL
Input: G(N, L, Q(t)), s, d
Output: Vectors Il and I to extract the shortest path between s and d
1: C+ N\{s};T(s) < 0;TI(s) + s;
['(n) < oo;II(s) < nil;Vn e N',n # s
while C # () do

n + argminI'(m); C < C\{n}
meC
if n == d then

2:

3

4

5: break
6: end if
7.

8

9

for each m € Qf do
if I'(m) > I'(n) + &,.m then
: I'(m) < T'(n) + & ; II(m) < n
10: end if
11:  end for
12: end while

During the execution of this algorithm, the nodes set A is divided into two groups;
temporary and permanent nodes that are stored in a candidate list C. The algorithm
initially sets the source node as a permanent node. The algorithm maintains and
adjusts a vector {I'(1),I'(2),....,['(n)} of labels either scalars or co. Once the algorithm
is terminated, the labels I'(n) can be intuitively viewed as the length of the paths from
s to node n. Additionally, the algorithm maintains a vector II(m),m = 1,2,...,n to
store the predecessor indices of the nodes which are labeled as permanents. At each
iteration, the algorithm removes from C the node n corresponding to the minimum
temporary label and adds it to the list of permanent nodes. Then the outgoing links
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from n are scanned to update the temporary labels associated with the nodes adjacent
to n. The algorithm iterates until all nodes are set to permanents (i.e. C = 0).
There are different ways to implement this algorithm which depend on the par-
ticular data structure used to represent the sets N and L. These representations are
mainly utilized to facilitate nodes addition and removal, as well as to find the node
with the minimum label. In this work, an adjacency list is used at the BR to represent
the nodes and their neighboring information. This representation is efficient for many
applications due to the following reasons i) it is easier to find the links connected to
any particular node, and ii) its space complexity is small in the order of O(JN| + |£])
since the total length of all the lists is 2 * [£|. This is so since each link appears
twice, once for each of its end-nodes. The slowest operation that might commonly be
used is testing whether a pair of nodes are connected by a link; this has to be done
by scanning through one of the lists, but it may be speeded up through sorting the
adjacency lists and using binary search. he direct implementation of this algorithm

requires O(|N]?) steps because of the two nested loops.

5.5 Performance Evaluation

This section reports and analyzes the simulation results to assess the feasibility and
efficiency of HRPL. The first and second subsections list the performance metrics
and their definitions, and describe the simulation model and the used configuration,
respectively. The third subsection shows the memory footprint for the used HRPL

implementation, while the forth subsection analyzes the backward compatibility (i.e.
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interoperability) aspect when HRPL works within a hybrid network. The last sub-
section provides a detailed performance comparison of HRPL against both NSRPL,

SRPL, and ORPL modes under different traffic scenarios.

5.5.1 Performance Metrics

In this simulation, we mainly concentrate on the following performance metrics [60].

Please note that n € A and ¢ € {1,2, ...} in all subsequent equations of this subsection.

« Routing Control Traffic (RCT): Refers to the total number of routing-related
control messages, in terms of DIOs and DAOs, transmitted by all participating

nodes in the network. RCT is calculated by (5.3) .

RCT =YY (Dl(); + DA();) (5.3)

Vn Vit
» Packet Delivery Ratio (PDR): Is the fraction of data packets successfully received
over those sent in end-to-end communication. Let pkt:"¥(t) and pkt"(t) define
the sent or received packets by node n, respectively, at time ¢. Then PDR can

be calculated using (5.4).

PDR(%) = ( SN pktre (1) / » pkt;”d(t)) £ 100 (5.4)

Vn Vit Vn Vit

o End-to-end delay or simply delay: Is the average time for all transmitted data
packets from sources to successfully being received at respective destinations.
This delay accounts for all possible delays during the transmission such as trans-

112



mission, re-transmission, and queuing time.

Energy consumption (in Joules): Is the ratio of total consumed energy to the
number of data plane packets successfully received. Let E,, be the total energy
consumption by node n during the entire simulation period. The total energy

consumption Fj., and the average consumed energy per received packet EJC

are calculated as in (5.5) and (5.6), respectively.

Etotal = Z En (55)
Vn

et = Erotar [ DD Dk (L) (5.6)

Vn Vit

Load distribution fairness: We evaluate the load distribution in regard to three
metrics: transmitted DIOs, transmitted DAOs, and energy consumption over
the participating nodes. For those, we utilize Jain FI to calculate the respective
distribution fairness as defined in [127] using (5.7). The F;, parameter represents

the average performance figure of interest for the node n.

FI(F,) = (%}an / (n. %}Ff) (5.7)

End-to-end hop count or simply hops: Refers to the average number of hops the

packet traverses between the source to its final destination.

End-to-end transmission count or simply transmissions: Refers to the average

number of MAC-layer transmissions needed to successfully deliver a data packet
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along the used path. This metric is tightly coupled with other crucial metrics of
interest such as reliability, delay, and energy consumption [142]. A high number
of transmissions indicates that packets are routed either along paths with a high

number of hops or along congested paths.

5.5.2 Simulation Model and Configurations Set-up

HRPL is implemented on ContikiOS version 3.0 and evaluated through Cooja em-
ulator. We consider the uniform 2D-grid topology shown in Fig. 5.4 as a physical
topology for the network under study. The topology used in the experiments consists
of 50 nodes that are deployed in an area of size 450 m * 200 m. The BR is marked
with @ and placed in the top left corner of the network to maximize the network

diameter.
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Figure 5.4: The topology of the network under study
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To model the lossy environment, we opt a UDGM model commonly used in the
literature [143]. The UDGM is used with a transmission range of 60 meters and an
interference range of 80 meters. For the sake of simplicity, the transmission range is
unified for all nodes including the BR in the studied network. The Wismote platform
is used for experimenting with the implementation. The simulation uses the IEEE
802.15.4 protocol at the MAC layer accompanied by unslotted CSMA/CA in the
beacon-less mode. For the RDC, ContikiMAC protocol [124] is used. The default
CCR value used in all experiments is 8 Hz. The UDP, which does not involve re-
transmissions, is used as a default transport layer. The routing protocol utilizes a
routing table that consists of entries where each entry has a next-hop node, path cost
associated with the destination node, and expiry time. To bring fairness into the
subsequent comparisons, we set the routing table for both HRPL and SRPL to 20
entries and the expiry time for the inserted route entry is set to 10 minutes.

Using the aforementioned hardware and software configuration, all the nodes ex-
cept the BR are divided into two mutually exclusive lists of nodes: the sending nodes
list, and the receiving nodes list. The sending nodes generate UDP data packets
regularly according to a specified traffic intensity parameter. The traffic intensity
parameter is defined by the number of Packets Per Minute (PPM) generated by each
node. For each packet sent, a random destination is chosen from the receiving list.
The sending list has 24 nodes that randomly chosen nodes not belonging receiving
list. The receiving list is set to 20 nodes and these nodes are placed in the last two
rows of the network shown in Fig. 5.4. The aforementioned topology for the sending

and receiving nodes is mainly to avoid having upward or downward communications
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in the simulation as we focus only on N2N communications. The application layer of
the sending nodes passes the generated packets to the IPv6 layer. The packet size is
127 bytes in which the payload consumes 15 bytes and the rest are used for the net-
working and framing overhead. Each experiment lasts 5.5 hours which corresponds
to more than 32000 IPv6 packets, for the traffic intensity of 4PPM, exchanged for
each experiment. Results are averaged over 10 experiment runs with different seed
used for each run. The seed value affects, among other things, the order of packet
transmissions, the timers of the TA and MAC back-offs mechanism, and the nodes
start-up times. A Javascript code is used to extract the results and log them to text
files for subsequent analysis. The generated log files of all runs are fed into a bash
shell script developed to compute the required statistics. To automate the graphs gen-
eration from the obtained results, in-house developed GNUPLOT-based scripts [144]
are used. Finally, some of the presented charts show error bars that correspond to a
95% confidence interval around the mean. Table 5.2 summarizes the parameters used

throughout this evaluation.

5.5.3 Implementation Overhead

Since BR is assumed to be a resourceful node, we limit the calculation of memory
footprint to all nodes other than BR. Fig. 5.5 reports the total available memory for
the Wismote mote along with ROM and RAM requirements for HRPL, SRPL, and
NSRPL implementations. The memory footprint depicted in Fig. 5.5 includes the
ContikiOS code and all the underlay IoT stack modules besides the routing protocol

ContikiRPL. In terms of ROM requirement shown in Fig. 5.5(a), HRPL has a slightly
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Table 5.2: General configurations for experiments

Property Configuration
Platform ContikiOS v3.0 / Cooja
Topology Regular 2D-Grid topology

Emulated mote

Network scale

Network dimensions

Position of the BR

Traffic intensity
Transport layer

Network layer

UMHREF threshold ()

Radio Environment

Transmission range
MAC & PHY

RDC/CCR

Experiment iterations

Simulation period

Wismote with 16KB RAM and 128KB ROM
50 nodes

450m * 200m

Upper-left corner of the studied network
Variable (i.e. 1, 2, 3, and 4PPM per node)
UDP protocol

RPL mode (variable) + ulPv6 + 6LoWPAN
1.5

UDGM

TX: 60m, Interference: 80m

CSMA/CA & IEEE 802.15.4
ContikiMAC/8Hz

10 iterations

5.5 hours

larger memory requirement than that required for SRPL and NSRPL by 7.2% and

9.01%, respectively, for the considered Wisemote mote. On the other hand, Fig. 5.5(b)

depicts that HRPL has a RAM requirement that is 5.6% and 16.7% more than that
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Figure 5.5: Total available memory with Wismote platform and memory footprint
overhead for HRPL, SRPL, and NSRPL implementations
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required for SRPL and NSRPL, respectively. The results show that NSRPL mode
consumes least resources. The small RAM requirement with NSRPL is due to the fact
that NSRPL does not store any routing entry in any node other than the BR. This is
unlike HRPL and SRPL where more RAM is needed to store the routes provided by
HRREQ and DAOs. Regarding the ROM requirement, SRPL needs space to store the
functions of DAO-related operations and route entries maintenance. While the HRPL
implementation produces an insignificant increase in memory footprint, the code can

be optimized further to yield less memory usage.

5.5.4 Support for Hybrid Networks

Ensuring interoperability between HRPL and non-HRPL nodes is an essential re-
quirement for supporting hybrid networks. When a node running non-HRPL pro-
cesses receives DAO packet with the new HNO option, it considers the HNO option
to be unknown. The unknown ICMP option then would be ignored and the rest of
DAO message would be processed safely. This section assesses the ability of HRPL
to work in a hybrid network without backward-compatibility problems. First we set-
up the network by making all the nodes running NSRPL mode as our work is built
over this mode. Then 10 randomly selected nodes are replaced with nodes that sup-
port the proposed HRPL. The corresponding results are collected, and then the same
procedure is repeated by selecting 20 more nodes to support HRPL until all nodes
run HRPL mode. The following observations can be made from these experiments.
First, nodes operating NSRPL or HRPL work together seamlessly in the same hy-

brid network, and therefore HRPL supporting nodes can coexist with conventional
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NSRPL nodes. Furthermore, the BR serves both HRPL and NSRPL nodes at the
same time. In a sense, the BR forwards the packets downward to their destination
when the source nodes is an NSRPL node and responds by HRREP to the HRREQ
initiated by an HRPL node. Thus, the interoperability for data and control plane
packets between NSRPL and HRPL nodes on one side, and the BR on the other side
is verified. Second, as more HRPL nodes are added to the network, better system
performance is observed as depicted from the results reported in Fig. 5.6. One can
see from Figs. 5.6(a), 5.6(c), and 5.6(e) that the RCT, transmission count, and delay,
respectively, decrease gradually as the percentage of HRPL nodes increases from 0%,
i.e. all nodes run NSRPL, to 100% when all nodes run HRPL. Figure 5.6(b) shows
that PDR increases from 60% to 90% when the ratio of HRPL nodes changes from
0% to 100%. Moreover, Fig. 5.6(d) depicts the CDF of hop count for the received
packets. The figure shows that while about 80% of the received packets need 8 hops
or less for 100% HRPL nodes, this increases to 18 hops when no nodes support HRPL.
Accordingly, consumed energy decreases as the HRPL nodes percentage increases as
depicted in Fig. 5.6(f). The aforementioned behaviors are attributed to the reasons

illustrated in the next subsection.

5.5.5 Comparison with NSRPL and SRPL Modes

The comparisons conducted in this subsection show the effects of HRPL-related en-
hancements on the considered performance metrics compared to NSRPL and SRPL
modes. In the first series of these comparison figures, we show the effects of HRPL-

related enhancement on the RCT required to maintain the RPL-based DODAG topol-
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ogy and the load fairness with respect to the RCT for the participating nodes. The
effects of those enhancements on the network performance-related metrics are dis-
cussed subsequently. The second set of comparison figures study the energy-saving
and fairness with respect to the energy depletion for all nodes in the network. For all
comparisons, we consider four traffic intensities 1, 2, 3, and 4PPM, which correspond

to inter-sending intervals of 60, 45, 30, and 15 seconds, respectively.

5.5.5.1 Results on RCT

As mentioned earlier in Subsection 2.2.3, the DIO and DAO messages are used for
the DODAG construction process. To maintain the DODAG consistency, some events
such as the Trickle’s timer resetting, parent switching, and loop warning, are taking
place while RPL is running. These events require control messages to be transmitted
upward to a preferred parent or propagated downward to the whole sub-DODAG
according to the policy of the mode in use as detailed in Subsection 2.2.3.3. Figure 5.7
reports the occurrence frequency of these events throughout the entire simulation
period. On the other hand, Fig. 5.8 shows the corresponding RCT generated during
the simulation using the studied modes under different traffic intensities. For HRPL,
the HRREQ and HRREP messages are considered part of the RCT overhead as well.
The RCT, specially DIOs and DAOs, is highly affected by the previously mentioned
events as it is evident from the high correlation between Fig. 5.7 and Fig. 5.8. In
a sense, more parent switches, warnings, and resets contribute to more DIOs and
DAOs generation. Also, one can notice that, with SRPL, DAO packets contribute

significantly more to the overall RCT relative to the other two modes and the variation
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Figure 5.7: RPL events frequency under the studied modes as a function of the traffic
intensity.

gets higher as the traffic increases. However, this variation is less for HRPL and
NSRPL when considering total RCT. Frequent parent switch leads to frequent DIO
and DAO transmissions which increases the control cost but it keeps the forwarding
structure up-to-date. When the parent switch event takes place, the node sends out the
DIO packet to inform other nodes with this change. Additionally, the node sends out a
DAO message to the new preferred parent in the case of SRPL or to the BR in the case
of both HRPL and NSRPL modes. Moreover, in SRPL, the transmitted DIO triggers
all nodes in the sub-DODAG to send DAO messages upward to fix the respective
routing entries of the sending nodes in their preferred parents’ caches. In contrast,
for both HRPL and NSRPL, only the one-hop distance nodes and the BR need to
know about the switching event. On the other hand, resetting the Trickle timer to the
minimum value also increases the DIO transmissions since subsequent DIO messages

now have to be sent more frequently. For all cases, Fig. 5.8 demonstrates that HRPL
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Figure 5.8: Routing control traffic generated using the studied modes as a function of
the traffic intensity.

contributes to fewer event generations which translates to less RCT compared to

NSRPL and SRPL modes.

5.5.5.2 Results on DIOs per node

Figures 5.9(a) and 5.9(b) report the amount of transmitted DIOs per node for the
studied modes for traffic intensities of 1IPPM and 4PPM, respectively. These plots
have been obtained by averaging the transmitted DIOs for each node across all ex-
periment runs. Results indicate that the BR emits the least number of DIOs for all
considered modes. This is because BR sends out DIOs only in two cases; 1) at the
initialization stage of the DODAG construction, and 2) at the global DODAG repair.
The nodes other than the BR emit DIOs to maintain the DODAG consistency. The

DIOs emission interval is highly affected by the aforementioned events. Generally,
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the farther the nodes from the BR are, the higher the number of DIOs emissions are
as these nodes are more susceptible to changes in their DODAG depth. It should be
pointed out that the number of DIOs does not depend on the size of the sub-DODAG
tree of a particular node, but rather on the node level in the sub-DODAG tree. The
further the node from the sub-DODAG tree root is, the more DIOs are sent. One can
also observe that, at the traffic intensity of 1IPPM, HRPL exhibits less fluctuation in
the frequency of transmitted DIOs relative to the other modes. This behavior is a
byproduct of the load balancing provided by HRPL because it forwards the data pack-
ets horizontally to their destinations. When the traffic intensity increases to 4PPM,
HRPL has almost the same fluctuation as NSRPL. However, HRPL experiences less
fluctuation compared to SRPL for all considered traffic intensities. These observations

are also confirmed by FI(DIOs) results presented in Fig. 5.12.

5.5.5.3 Results on DAOs per node

Transmitted DAOs per node are reported in Fig. 5.10. The results show that SRPL
exhibits higher oscillation for transmitted DAOs per node compared to the other two
modes. With SRPL, the larger sub-DODAG the node has, the larger the number of
transmitted DAQOs. This is because nodes with larger sub-DODAG have to forward
a large number of DAOs transmitted by their children. Figure 5.11 depicts same
results shown in Fig. 5.10 but the nodes ID in the x axes have been ordered according
to the distances from the BR. In general, as this figure shows, the nodes closer to
the BR generate higher DAOs messages compared to the nodes that are farther from

the BR. Also the figure shows that the fluctuation in the transmitted DAOs range
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is insignificant in both NSRPL and HRPL cases. This is a direct the consequences
of the fact that nodes in both of these modes do not save any DAOs-based routing
entries in their caches, and thus there is no need to solicit DAOs from the nodes in

the sub-DODAG tree when parent switch events occur.

5.5.5.4 Results on RCT fairness index

To scrutinize the RCT fairness aspect further, we evaluate both FI(DIOs) and
FI(DAOs) for different traffic intensity as depicted in Fig. 5.12(a) and Fig. 5.12(b),
respectively. Here, again it is clear that HRPL has the highest FI figures and thus
the maximum load distribution fairness across all nodes and for all considered traffic
intensities, except for minor case of FI(DIOs) at 4PPM where it is slightly lower than
the corresponding fairness index for NSRPL. This balance has a significant effect on

many other metrics such as energy consumption and network congestion.
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Figure 5.12: Fairness index for control messages with varying traffic intensity
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5.5.5.5 Results on PDR

Figure 5.13 shows the performance of HRPL, NSRPL, and SRPL modes in terms of
the PDR percentage for traffic intensities of 1IPPM and 4PPM. The PDR percentage
is reported periodically every 12 minutes for the duration of the simulation. Figure 77
shows that HRPL provides considerably higher PDR percentages that are about 10%
and 20% more compared to that for NSRPL and SRPL, respectively. The results
indicate that PDR decreases from 97% to 86% with HRPL when the traffic intensity
increases from 1PPM to 4PPM. However, PDR decreases from 90% to 63.7% and from

60.5% to 49% for NSRPL and SRPL, respectively. As expected, it can be observed
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Figure 5.13: PDR using the studied modes as a function of the traffic intensity.

from Fig. 5.13 that higher traffic intensity leads to less PDR percentage across all
considered modes. This is because heavy traffic increases the network congestion and
buffer overflow which lead to high packet loss rate [143].
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5.5.5.6 Results on packets loss

Data packets are lost due to various reasons such as routing errors, MAC collisions,
or/and buffer overflows. Routing errors occur when the BR can not find a downward
path toward the destination. The MAC contention causes a packet to be dropped
if it exceeds the maximum allowed re-transmission limit. Similarly, buffer overflow
causes packets to be dropped when the node has no memory capacity to store arriving
packets before processing them. Figure 5.14 depicts the breakdown of the data packet
loss percentage concerning the three aforementioned loss causes for the considered

traffic intensity.
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Figure 5.14: The packet loss percentage caused by routing errors, MAC collisions, and
buffer overflow

It is observed that the loss caused by the MAC contention increases when the
traffic intensity increases. This intuitive proportional relationship is attributed to the
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fact that multiple nodes share the same radio channel to send and receive data and
control packets. Increasing the traffic intensity would increase the channel congestion
which is translated to more re-transmissions and that leads to exceeding the allowed
re-transmission limit and packet loss. For NSRPL, loss caused by MAC collision
increases significantly as the traffic intensity increases. This increase is attributed
to the increase of the contention for nodes near the BR as packets transit through
the BR and then are source-routed to the destination. In addition, these nodes for
the case of NSRPL suffer from buffer overflow especially when the traffic intensity
increases as they are responsible for forwarding heavy load upward to the BR. On
the other hand, SRPL suffers from high routing errors due to the lack of memory to
store all the routing entries for all targets in the node’s associated sub-DODAG. The
packets are forwarded upward to the common ancestor which is eventually the BR
itself to hopefully find a path to the destination. If the BR has no route to reach
the corresponding destination, the BR drops the packet. This unreachability problem
results in higher packet loss which degrades the protocol reliability. However, it is
noted that HRPL does not suffer from the routing errors as it uses the source routing
strategy to route the packets horizontally with no need to forward them upward to
the BR. Also, a small number of packets are lost due to the buffer overflow in HRPL.
This is because the used paths are evenly distributed in the network, and traffic is
not congested for nodes near the BR as in the case for NSRPL. In summary, it can

be concluded that HRPL shows robust reliability as the traffic intensity increases.
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5.5.5.7 Results on hops and transmissions count

To assess the quality of paths which are constructed by HRPL, we show in Fig. 5.15
the CDF for both hops count and transmissions count for all delivered packets using
the considered modes for the two extreme traffic intensities 1IPPM and 4PPM.
Figure 5.15(a) demonstrates that with HRPL mode 80% of the delivered packets
traverse 9 hops or less to reach their final destinations for the traffic of 4PPM. However,
the same threshold leads to 11, and 17 hops or less for SRPL, and NSRPL modes,
respectively. The figure also shows that CDF for the hop count for all studied modes
does not vary significantly across the considered traffic intensities. On the other hand,
Fig. 5.15(b) depicts the CDF for the transmissions count for all delivered packets again
for the two extreme traffic intensities of 1IPPM and 4PPM. The results reveal the
following observations. First, unlike the hops count, the transmissions count increases
with the increase of the traffic intensity for all studied modes. Second, HRPL exhibits
the best performance in terms of the transmissions count compared to the other two
modes. With HRPL, about 80% of the delivered packets require 8 transmissions or
less traffic intensity of 1IPPM and this value increases to 10 transmissions or less for
the traffic intensity of 4PPM. On the other hand, for SRPL and NSRPL, about 80%
of the delivered packets require around 11 and 18 transmissions or less, respectively,
for the traffic of 1IPPM. When the traffic increases to 4PPM, the delivered packets by
SRPL and NSRPL require 14 and 21 transmissions or less, respectively. Finally, for
the no congestion case, i.e. low traffic, a packet needs roughly one transmission to be

successfully received by the next-hop as can be seen from Figs. 5.15(a) & 5.15(b) for
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the traffic of 1PPM for all studied modes.

To sum up the above observations, we plot in Figs. 5.16(a) and 5.16(b) the average
number of hops and the corresponding number of transmissions needed per delivered
data packet as a function of the traffic intensity for the studied modes. Again one
can observe that the hop count is not very sensitive to the traffic intensity level. For
all cases, the results indicate that the HRPL mode delivers packets with the least
number of hops and transmission count compared to the other routing modes. The
transmission count for delivered packets using the HRPL mode is approximately 16.6%
and 55.4% less than that produced by the SRPL and NSRPL modes when averaged

across the considered traffic intensities.

5.5.5.8 Results on delay

According to RFC 5673 [25], most of the industrial-enabled CPSs are very delay-
sensitive. Therefore, data transmission and routing should be optimized to be as
timely and reliable as possible [42]. Figure 5.17 intends to compare the average delay
per delivered data packet for the modes under study as a function of the traffic inten-
sity. Results indicate that HRPL exhibits slightly less delay than SRPL by an average
of 7.4% across the considered traffic intensities. This small difference is attributed to
the fact that the delay is computed by considering only received packets. Therefore,
packets that have near common ancestors with shorter paths are over-represented in
the SRPL delay. Additionally, SRPL routes the packets in most cases through the
common ancestor of the source and the destination which avoids the high traffic that

may occur near the BR. HRPL experiences a delay very similar to that of SRPL par-
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Figure 5.16: The average number of hops and MAC transmissions count per received
packet using the studied modes.

ticularly at high traffic intensity. This due to the fact that the SRPL routes packets
through the nearest common ancestor of the source and the destination. Therefore,

when the traffic increases, the ancestor nodes experience high load leading increased
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Figure 5.17: The average delay per received packet as a function of traffic intensity.
queuing and MAC contention delays. On the other hand, HRPL reduces the delay by
an average of 74% relative to NSRPL. This is mainly because NSRPL routes all packets
through the BR, which leads to greater buffer occupancy and increased channel-access
delays especially at the nodes closer to the BR. The load balancing achieved by HRPL
helps in reducing the MAC contention and queuing delays. Finally, it can be noted
that HRPL scales almost linearly with the traffic intensity and this is attributed to
the buffer occupancy and MAC delays previously discussed in PDR discussion.

As mentioned earlier in this chapter, if any an HRPL node wants to communicate
with another node, first it sends an HRREQ message to the BR asking for a path
to the intended destination. The BR then constructs the shortest path, if any, and
responses to the requesting node by means of an HRREP message. Let 77% refer to the

sum of the HRREQ and HRREP transmission times, 727 refer to the time needed

to process the HRREQ by the BR, and p’ﬁ refer to the packet transmission time over
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the path provided by the BR. Then the total delay that the particular packet may

experience using HRPL mode is calculated by (5.8).

Delay = T + T2 + To (5.8)

Table 5.3 breaks-down the HRPL delays reported in Fig. 5.17 into the constituent
components specified in (5.8) for all considered traffic intensities. The table con-

tents show the time percentage for each component relative to the total delay. From

Table 5.3: Time percentage for the components in HRPL delay
Treg TR phi
1PPM | 3.07% 0.03% 96.89%
2PPM | 2.52% 0.0088% 97.47%
3PPM | 1.09% 0.024%  98.9%
4PPM | 0.5%  0.0009% 99.49%

Table 5.3, the following observations can be inferred:
. pt,ft represents the highest percentage of the HRPL delay.

o Interestingly, even though HRPL requires the source node to ask the BR for a
path to the destination, 7,% and 72°° are insignificant compared to 7. This

observation implies that the overhead incurred by HRPL is acceptable.

. ’7?6”; decreases by increasing traffic intensity. This is attributed to the fact that
the sending nodes locally cache the received paths from the BR and do not
request the path in subsequent transmissions. As the traffic intensity increases,

the fraction of requests fulfilled from the local cache also increases leading to a

decrease in the average T

o, Dercentage relative to the total delay.
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o It seems that there is no correlation between 727¢ and traffic intensity. This is

because the intended destinations are randomly selected and 72.° depends on

the path lengths constructed by the BR.

5.5.5.9 Results on Energy Consumption

In this subsection, the consumed energy by HRPL, NSRPL, and SRPL modes is
evaluated. Figure 5.18(a) depicts the energy consumption for the whole network using
the considered modes as a function of the traffic intensity. Results show that the main
portion of the consumed energy is due to radio transmissions. The RDC mechanism
contributes to saving most of the energy consumed by the radio while in the listening
mode. Also, the results indicate that SRPL outperforms both HRPL and NSRPL
consuming lower overall energy. However, this low energy consumption comes at the
cost of lower PDR for by SRPL as discussed earlier. Specifically, averaging over the
considered traffic intensities, the total energy consumed by HRPL is 20.57% higher
than that consumed by SRPL. However, HRPL decreases the total energy depletion
by an average of 21.3% relative to NSRPL. It is important to point out that if we
consider the consumed energy per delivered packet, then HRPL easily outperforms
both SRPL and NSRPL as shown in Fig. 5.18(b), expect for the traffic intensity of
4PPM where HRPL consumes slightly higher energy compared to SRPL. For this
case, HRPL decreases the energy consumption by an average of 34.98% and 21.68%
compared to NSRPL and SRPL, respectively, for the considered traffic intensities. At
the traffic intensity of 4PPM, SRPL consumes less energy per received packet relative

to HRPL. This is only because a small fraction of the sent packets is delivered for the
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case of SRPL where the delivered packets are routed through near common ancestors
with short and less congested paths. Therefore, these packets are over-represented in
the results for the consumed energy.

Finally, we examine the fairness index in terms of energy consumption, FI(E), over
the participating nodes, where the consumed energy is used as the parameter in (5.7).
Figure 5.18(c) shows the FI(E) using the considered modes as a function of the traffic
intensity. It can be seen that at the traffic intensity of 1PPM, the balance provided
by SRPL is slightly higher than that for HRPL. However, for higher traffic intensities,

HRPL provides better balance compared to SRPL.

5.5.6 Comparison with Opportunistic RPL (ORPL)

Referring to the categories of N2N routing studies outlined in Subsection 3.2, it is
unfair to compare most of these works with the approach proposed in this work.
For example, extra GPS hardware and special spectral sensors are required with the
geographical- and spectrum-based approaches, respectively. These additions lead to
unfair comparison as our approach which does not use any extra special tools or hard-
ware other than the minimum requirements specified by the standard. Furthermore,
most of the other works have no public implementation available to aid in the com-
parison effort. An opportunistic RPL study, presented in [101] and referred to by
ORPL, is the most appropriate work for a fair comparison. This is in addition to the
fact that its implementation is publicly available. In this subsection, a brief overview
of ORPL is presented and then a performance comparison between HRPL and OPRL

is given. ORPL is a compact- and opportunistic-based approach enhancing the scal-
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ability of RPL in N2N routing. It utilizes the Expected Duty Cycles (EDC) as the
routing metric, which refers to the number of MAC wake-up periods required to reach
the root. Like SRPL, a node in ORPL stores routing information for all nodes in its
sub-DODAG, however, ORPL utilizes a bloom filter to store the routing information
about children nodes instead of the routing table used in SRPL. ORPL handles N2N
traffic by first routing packets upwards to any common ancestor, and then downwards
to the destination. A node anycasts N2N packets to a set of nodes instead of unicas-
ting to a particular next-hop. The anycast strategy exploits the first awoken node to
improve the routing and thus the name the opportunistic routing. This routing ex-
ploits more nodes as the next hop to find shortcuts between branches of the topology.
When a node receives a packet, it decides whether to forward or ignore it. When the
packet is forwarded, a link-layer acknowledgment is sent back.

The RPL-enabling DAO messages are not used to build the upward routing, but
ORPL nodes instead broadcast their built routing set. Upon receiving the broadcasted
set, the node merges the set with its own through a bitwise OR operation. Since the
DAO messages are not used, ORPL is not backward compatible with the standard,
and therefore RPL and ORPL nodes cannot work seamlessly in a hybrid network.

The rest of this subsection focuses on the comparing the performance of HRPL
to that of ORPL. Firstly in terms of the memory footprint, HRPL has lager ROM
and RAM sizes of 8.7% and 12.6%, respectively, relative to that for ORPL. Secondly,
Fig. 5.19 compares the performance of both HRPL and ORPL in terms of the PDR
for traffic intensities 1, and 4 PPM. It can be noticed that HRPL provides better PDR

specifically for higher traffic intensities. This is attributed to the high contention and
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Figure 5.19: PDR using HRPL and ORPL as a function of 1IPPM and 4PPM traffic
intensities

buffer overflow that occur in the vicinity of common ancestors for the case of ORPL,
resulting in higher loss rates relative to HRPL. Additionally, due to the use of bloom
filters, a wrong routing decision may occur as a result of false positives during the
checking of a node against the routing set.

Thirdly, Fig. 5.20 depicts the average MAC transmissions per delivered packet. As
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Figure 5.20: The average MAC transmissions per received packet
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the figure shows, HRPL gives a comparable transmissions count per received packet
relative to ORPL. This is because for some source-destination pairs, ORPL cannot
find a shortcut over branches and hence the corresponding packets have to be routed
through the root.

Figure 5.21 compares the delay per received packet using HRPL and ORPL for the
considered traffic intensities. The figure shows that HRPL reduces the delay by up
to 40% relative to ORPL for traffic intensity of 4PPM. Routing packets through the
root and through common ancestors in ORPL increases the buffering and processing
delays. In addition, the false positive problem mentioned above triggers a recovery
action to bring a packet back to the right path. This recovery adds an extra delay for
packets to reach their destinations. Furthermore, because ORPL cannot distinguish
between an actual false positive and a loss due to bad link conditions or topology
changes, a recovery procedure is triggered in all these cases. All the above reasons

contribute to the excess delays for packets in the case of ORPL.
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Figure 5.21: The average delay per received packet as a function of traffic intensity
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Finally, Fig. 5.22 shows the energy consumption per received packet consumed
by the CPU and radio transceiver using HRPL and ORPL for the considered traffic
intensities. The figure shows that for high traffic intensity, ORPL consumes more
energy compared to HRPL . The CPU energy consumed for ORPL is higher than
that for HRPL. This is due to the bloom filter-operations which ORPL nodes have
to execute. The notable operations, among others, are node insertion-based hashing
to the bloom filter, merging of routing sets, and checking of element membership.
Also, the figure shows that the higher the traffic is, the higher the energy consumed
by the radio transceiver is for ORPL. This is because the number of received packets
gets smaller in ORPL as the traffic goes higher, which in turn is translated to higher

energy consumption per received packet.
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Figure 5.23 compares the fairness index for energy consumption across nodes for
both HRPL and ORPL as a function of traffic intensity. As the figure shows, the
ORPL fairness index gradually decreases with the increase in the traffic. This is due
to the uneven distribution of the load particularly for the common ancestors and the

nodes positioned close to the root.

0.8

0.6

F1

0.4

0.2

D%, W%, % %%
QY Y NS Y
IPPM  2PPM  3PPM  4PPM

Figure 5.23: The FI of the Energy consumption per received packet as a function of
traffic intensity

5.6 Chapter Summary

RPL was mainly designed with an assumption of gathering data towards a single
destination, typically the root node, is the predominant traffic low. On the other
hand, the N2N communication, where the root is neither source nor destination, is a
prime requirement in most of LLN-based actuating, decision making, and controlling
applications. However, RPL does not cater well to such applications where there is a

144



good number of inward N2N traffic flows. In this chapter, we have proposed a hybrid
routing mechanism based on RPL for high N2N communications in LLNs referred to by
HRPL. HRPL is implemented on Contiki and evaluated through extensive simulations
on Cooja. HRPL is fully backward compatible with RPL where HRPL and RPL
nodes can work together seamlessly in a hybrid network. Results show that HRPL
provides a considerable improvement in PDR relative to the standard. While HRPL
requires a slightly larger memory footprint more than that for RPL, HRPL manages to
significantly reduce the control plane packets, number of hops, and MAC transmissions
needed to successfully deliver N2N data packets. Accordingly, this is translated to

lower packet delay and less energy consumption.
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CHAPTER 6

CONCLUSIONS AND FUTURE

WORK

The Internet of Things (IoT) paradigm has gained broad-spectrum attention due to
its high potential influence on many daily-life aspects. LLNs are essential building
blocks to realize the vision of IoT. In this thesis, [oT has been studied in general
and essential discovery mechanisms in [oT are discussed. In particular, service and
routing discovery mechanisms have been studied in this thesis. The Service Discovery
(SD) mechanism along with auto-configure naming is required to uniquely identify
[oT nodes and their provided services in many areas such as monitoring and remote
control. On the other hand, the Routing Discovery (RD) mechanism is required to
enable efficient communication amongst these nodes. Novel extensions enhancing the
performance of these mechanisms have been proposed, implemented, and evaluated. In
this final chapter, the relevant contributions are summarized, some of the limitations

of the proposed mechanisms are discussed, an outlook on potential future work is
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sketched out, and the publications emanating from this thesis are listed.

6.1 Thesis Main Contributions

This thesis makes the following main contributions to foster the adoption of existing

discovery protocols in IoT-based networks.

6.1.1 Enhanced mDNS (EmDNS)

Many diversified services can be offered by Low-power and Lossy Network (LLN)
nodes contributing to the IoT vision. A distributed naming and registration system,
complying with the Internet Protocol (IP) standard, is needed for the unique identifi-
cation of these nodes and their provided services in many areas such as monitoring and
remote control. Due to the high expected number of IoT nodes, manual configuration
is not practical, and an efficient auto-configuration mechanism is essential. Although
the multicast Domain Name System (mDNS) is the most common distributed naming
protocol nowadays, it is still immature when it comes to working with constrained
LLN nodes in IoT. This thesis proposes an Enhanced mDNS (EmDNS) which aug-
ments mDNS with three proposed enhancements: the Persistent-based Selection Stage
(PSS), the Simultaneous Start-up Enhancement (SSE), and the Announcement Sup-
pression Mechanism (ASM). Using the Cooja emulation platform, we evaluate both
the mDNS and EmDNS for a wide range of conditions and network sizes, and pro-
duce a large array of performance figures that includes the number of control packets,

energy consumption for CPU and radio transmissions, memory footprint, and others.
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Through the evaluation of the fairness index for a wide range of number of nodes, we
demonstrate that EmDNS provides better load balancing for the collection of nodes
in the network relative to mDNS. Furthermore, results indicate that while EmDNS
produces a memory footprint in RAM that is only 4.2% more than that for EmDNS,
mDNS manages to significantly reduce the number of control packets by an average
of 34.8% for the considered range of network size. Accordingly, the corresponding re-
duction in energy consumption for radio transmissions and CPU is 46.7% and 47.5%,
respectively. The evaluation shows that these reductions are greater for a larger num-

ber of nodes.

6.1.2 Hybrid RPL (HRPL)

Routing discovery is a pivotal component of the communication stack in LLN. An
IPv6 Routing Protocol for LLNs (RPL) has been recently standardized to support the
routing discovery in a wide range of LLN-based applications. In RPL, the calculated
paths from an arbitrary source to an arbitrary destination, commonly called Node-to-
Node (N2N) communication, must go through a near common ancestor or the LLN’s
root even if shorter paths exist. In this chapter, we introduce Hybrid RPL (HRPL)
as an extension for RPL that aims to discover these shorter paths to exploit them
utilizing the link-state shortest path approach. HRPL is particularly suited for high
N2N traffic between constrained or duty-cycle LLN nodes forming ITEEE 802.15.4-
based multi-hop networks. The salient features of HRPL include i) an optimized data
forwarding for N2N communication pattern, ii) the utilization of the available RPL

protocol control messages to avoid the redundant transmissions, and iii) the backward
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compatibility as HRPL can seamlessly coexist with conventional RPL implementa-
tions in a hybrid network. This work implements HRPL in ContikiOS and provides
a thorough performance evaluation using the Cooja emulator for different network
conditions. Results show the following main observations: 1) HRPL provides a higher
PDR relative to the standard, 2) HRPL manages to significantly decrease the con-
trol plane packets required to maintain the underlined forwarding structure, 3) HRPL
needs less hop and MAC re-transmission counts to successfully deliver the N2N traffic,
and 4) HRPL contributes to reducing the energy consumption leading to an increased

overall network lifetime.

6.2 Limitations and Future work

This subsection attempts to identify some limitations of the proposals presented in

this thesis and the way that it is planned to deal with them.

6.2.1 Expansion of EmDNS for Multi-hop Networks

In this thesis, the performance of mDNS is evaluated using a network of a one-hop
distance. As future work, the authors plan to evaluate the performance of both mDNS
and EmDNS protocols in LLNs with multi-hop communication. In this case, we expect
that the underlying multicast protocol will play an important role in the performance
of the evaluated protocols. This subsection draws the main guidelines for extending
the EmDNS described in this thesis to multi-hop communication networks. Towards

this end, the following points should be considered.
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First, since the PSS mechanism is node-dependent, no modification is needed for
the PSS by nodes operating on the multi-hop network. Second, in the traditional
IP multicast protocol, delivery typically relies on topology maintenance mechanisms
to discover and maintain routes to all subscribers of a multicast group. However,
maintaining such typologies in LLNs is costly and may not be feasible given the avail-
able resources [145]. Due to the multicast property of mDNS, an efficient multicast-
capable protocol should be chosen carefully to enable mDNS and then EmDNS to
work efficiently in a multi-hop communication. Furthermore, the Multicast Protocol
for Low-Power and Lossy Networks (MPL) protocol, is designed to work in a multi-hop
constrained LLNs. The MPL supports two mechanisms to manage the control-plane
message transmissions [145], either by the Trickle Algorithm (TA) [146], or by the clas-
sic flooding. These mechanisms allow the trade-off between dissemination latency and
transmission efficiency. If the TA will be used with MPL, then the TTL value in the
proposed ASM needs to be adapted experimentally to avoid the premature deletion
of entries with the TENTATIVE state. This is because the TA disseminates control
messages based on its adaptive timing techniques. Therefore, the control packets of
mDNS or EmDNS may experience some unexpected delays. To this end, the suggested
1000 ms for TTL value may be less than the needed time to receive the subsequent
message from the probing node positioned some hops away in the multi-hop network.
For mDNS or EmDNS, when some name resolution conflicts are not resolved in the
configuration phase due to the effect of multi-hop transmission failure, these conflicts
can be resolved in the subsequent discovery phase using unicast instead of multicast

responses. To enable the unicast responses, an efficient underlying routing protocol
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should be used. Nowadays, RPL is the dominant routing protocol for constrained
IoT-based networks [29]. Finally, both MPL and RPL protocol apply strict policies
to prevent the looped-back multicast control packets echoed to the source node. This
feature of echo occurrence prevention enables the proposed SSE mechanism to work

correctly in a multi-hop communication scenario.

6.2.2 Expansion of the Analytical Model for Trickle Algo-
rithm (TA)

The limitations of the analytical model, presented in Subsection 2.2.4, for the DIO
sending probability estimated by TA are the following: 1) The model considers syn-
chronous start intervals for all participating nodes which is not the case in the real
and the simulated scenarios. This assumption might be one of the reasons which may
cause the mismatching between model and simulation result, 2) The model considers
a unified node degree (i.e. network density) for all participating nodes opposing the
real-world scenarios. Furthermore, the model assumes a unified communication range
for all nodes, and 3) The model only considers the stability state of the network (i.e.
when the interval reaches its maximum value). However, the generalized model should
consider intervals of lengths less than the maximum value.

In the future, it is planned to extend that model to overcome these limitations.
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6.2.3 Expansion of HRPL Experimental Analysis

Several experiments have been conducted to evaluate the feasibility and performance
of HRPL using different traffic intensities. The following are some recommendations
to further extend and broaden the experimental work: 1) Evaluating HRPL under
various settings of the Trickle timer, 2) Evaluating the influence of the cache capacity
on the HRPL performance, 3) Evaluating the effect of RDC parameter by using dif-
ferent values for the CCR, 4) Evaluating HRPL performance using mobile nodes as
opposed to static ones, and 5) Investigating the performance of HRPL using hardware

prototyping.

6.2.4 Integrating SD and RD Systems

By recalling the RPL-DODAG construction process discussed in Subsection 2.2.3,
control messages are broadcasted through the entire network. Utilizing this fact, the
information related to the nodes along with their provided services can be advertised

to all participating nodes as well.

6.3 List of Publications

This section presents the publications that have been emanated from the work of this

thesis.
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6.3.1 Journal Papers

o Mohammed Mahyoub, Ashraf Mahmoud, Marwan Abu-Amara, Tarek
Sheltami, ‘An Efficient RPL-based Routing Discovery Mechanism for Node-to-
Node Communications in IoT’, submitted to IFEE INTERNET OF THINGS

JOURNAL, (2020).

o A. Mahmoud, M. Mahyoub, T. Sheltami, and M. Abu-Amara, ‘Traffic-aware
auto-configuration protocol for service oriented low-power and lossy networks in

[oT’, Wireless Networks 25, 4231-4246 (2019).

6.3.2 Conference Papers

e Mohammed Mahyoub, Ashraf Mahmoud, Marwan Abu-Amara, Tarek
Sheltami, ‘Reliable and low-latency routing mechanism for IoT-based networks’,
in proceeding of IEEE 14th Malaysia International Conference on Communica-
tion (MICC) - Special Track on Future Trends in Internet of Things Technologies

(2019)

o M. Mahyoub, A. Mahmoud, T. Sheltami, ‘An optimized discovery mechanism
for smart objects in IoT”, in proceeding of IEEE 8th Annual Information Technol-
ogy, Electronics and Mobile Communication Conference (IEMCON), Vancouver,

BC, pp. 649-655 (2017).
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