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Cyber Physical Systems (CPS) such as power plants, water desalination utilities are

just a few examples of systems that may come under stealth attacks. These attacks can

threaten the proper operations of such systems without any indication. This problem

necessitates the design of a control system that is able to work under such attacks.

This dissertation contributes towards building secure control systems for the CPS.

First, a comprehensive survey on security aspects of CPS is discussed including, detec-

tion of cyber attacks and modeling, estimation, and control of the main cyber attacks,

which are: Denial of service (DoS), deception, and replay attacks.

Second, a secure observer based controller for discrete-time CPS subject to denial

of service (DoS) and deception attacks is designed. And the third issue discussed is the

estimation problem of CPS under cyber attacks. In these problems, the occurrences of
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DoS and deception attacks are modeled as Bernoulli distributed white sequences with

variable conditional probabilities. The criteria are presented in terms of linear matrix

inequalities. Detailed simulation experiments on representative systems are shown to

prove the applicability of the proposed methodologies.

Fourth, the stabilization of distributed CPS affected by a denial of service (DoS)

attack is examined. In the beginning, a static output feedback controller is designed

to achieve the stability of a nominal distributed system. Then, a simple and typical

scenario where communication sequence is purely Round-robin is considered and a

bound of attack frequency and duration is calculated to ensure the stability of the

distributed CPS. Finally, a numerical example is provided to demonstrate the feasibility

of the proposed system.
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الرسالة ملخص

حمدان عزات علي محمد معتز سم: ا

السيبرانية الفيزيائية ٔنظمة با ٓمن ا التحكم الدراسة: عنوان

والتحكم النظم هندسة التخصص:

ابريل 2019 العلمية: الدرجة تاريخ

هذه تهدد أن الممكن ومن المياه. تحلية ومحطات الطاقة توليد محطات ذلك ومثال الكترونية تسلل لهجمات السيبرانية الفيزيائية ٔنظمة ا تتعرض

العمل على قادرة تحكم أنظمة تصميم المواقف هذه وتتطلب ذلك. على مؤشر أي وجود دون ٔنظمة ا هذه لمثل السليم التشغيل عمليات الهجمات

ٓتية: ا ٔجزاء ا من وتتكون السيبرانية الفيزيائية ٔنظمة ل آمنة تحكم أنظمة بناء إلى الرسالة هذه تهدف الهجمات. هذه ظل في

والتخمين والنمذجة السيبرانية، الهجمات كشف على: تشتمل السيبرانية الفيزيائية ٔنظمة ا في ٔمنية ا للجوانب شاملة أدبية مراجعة عرض تم ،ً أو

والتكرار. والخداع الخدمات من الحرمان وهي: الرئيسية السيبرانية الهجمات بوجود والتحكم

الخدمات من الحرمان هجمات ظل في المنفصل الوقت ذات السيبرانية الفيزيائية ٔنظمة ل الحالة مراقبة على قائم آمن تحكم نظام تصميم تم ثانياً،

والخداع.

تمت المسائل هذه في السيبرانية. الهجمات بوجود السيبرانية الفيزيائية ٔنظمة ل الحالة تخمين مسألة هي مناقشتها تمت التي الثالثة والمسألة

معايير عرض تم وقد متغيرة شرطية ت احتما مع بيضاء برنولي توزيع متسلسلة باستخدام الخداع وهجمات الخدمات من الحرمان هجمات نمذجة

المقترحة. المنهجيات حية ص لبرهنة تمثيلية ٔنظمة مفصلة محاكاة تجارب عرض تم كما خطية. مصفوفية متراجحات شكل على ستقرار ا

نظام تصميم تم البداية، في الخدمات. من الحرمان هجمات تأثير تحت الموزعة السيبرانية الفيزيائية ٔنظمة ا في ستقرار ا فحص تم رابعاً،

يكون حيث ونموذجي بسيط سيناريو عتبار ا بعين ٔخذ ا تم وقد مثالي. موزع لنظام ستقرار ا لتحقيق وذلك فقط المخرجات على قائم مغلق تحكم

xvii



الموزعة. السيبرانية الفيزيائية ٔنظمة ا استقرار لها خ يتأكد والتي الهجمات ومدة تردد على القيود لحساب وذلك فقط روبن راوند هو تصال ا تسلسل

المقترح. النظام جدوى ظهار ٕ رقمي مثال عرض تم النهاية، وفي
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CHAPTER 1

INTRODUCTION

1.1 Cyber physical systems (CPS)

Cyber-Physical Systems (CPS) are defined as the integration of computation, commu-

nication, and control in order to achieve the desired performance of physical processes

[3]. Recently, CPS becomes an interest of research due to its wide applications in a

variety of fields such as: Sustainable and blackout-free electricity generation and dis-

tribution, clean and energy-aware buildings and cities, smart, medical and healthcare

systems, transportation networks, chemical process control, smart grids, water/gas

distribution networks, emergency management, etc. [4].

On the other hand, CPS have great potential security threats and can be affected

by several cyber attacks without any signs of failure. These attacks can cause dis-

ruption to the physical system. So, it is crucial to assure the control system security,

robustness, and resilience in CPS. There are three main types of attacks: denial of ser-

vice (DoS) attacks, deception attacks, and replay attacks. Fig 1.1 shows the structure

of CPS.
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Figure 1.1: Structure of cyber physical systems (CPS)

Security in safety-critical systems in which physical damages can be caused is

a crucial issue. In CPS, a lot of research can be done while considering security

issues. Some examples of these issues are: The cyber attack on a Supervisory Control

and Data Acquisition system is described in [5]. Other cyber attacks targeted water

systems [6], power utilities [7], trams [8], and natural gas pipeline systems [9]. The

most famous is the Stuxnet worm that affected SCADA system in Iran’s nuclear

program control systems causing substantial damage [10], [11].

Several survey papers are available in the literature summarizing the updated re-

sults on security control of CPS. In [12], the security of networked control systems

was discussed based on introducing the attack space which is defined by the system

knowledge of the adversaries. Then, the model and analysis of replay, bias injection,

and zero dynamics attacks were presented. An overview of applications, challenges,

and research issues of CPS was listed in [4]. [13] proposed a conceptual model for net-

worked control systems with malicious adversaries, cyber security metrics for stealthy

adversaries, and detection of stealthy adversaries. Approaches of modeling data cen-
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ters in CPS related to cloud computing were presented and their applications were

surveyed [14]. A general introduction to the issue of CPS security in networked con-

trol systems (NCS) could be found in [15]. The literature on both security filtering

and security control of CPS were reviewed while focusing on the main three aforemen-

tioned types of cyber attacks in [16]. [17] summarized detection, design, and secure

estimation and control of CPS cyber attacks.

The approaches of Software-Defined Networking (SDN) controller which is able to

establish paths between sensors and actuators were presented [18]. The differences

between CPS and IoT were discussed and several kinds of CPS attacks were reviewed

[19]. The CPS is analyzed as a special case of the Internet of Things (IoT) and its

characteristics and applications in control theory, computer sciences, and communi-

cation engineering were discussed in [20]. A general review including the applications

domain, security, privacy, and defense of CPS was provided in [21]. CPS security

under a unified framework was presented in [22]; the CPS attacks were classified as

cyber attacks, cyber-physical attacks, and physical attacks, and the security control

of CPS was discussed. In [23], the security challenges at different layers of CPS archi-

tecture, as well as the risk assessment and methods of securing CPS, were analyzed.

The concept and characteristics of CPS were introduced, and the development of CPS

was presented from several aspects such as software design, information processing

technology, and system model [24]. In [25], the authors reviewed several issues of

CPS security such as modeling of CPS systems, describing several attacks, discussing

the performance analysis and detection methods, and security control and estimation

in CPS.
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1.2 Dissertation outline and contributions

This dissertation is organized as follows:

In chapter 2, the literature on security aspects of CPS will be surveyed. First, some

of the existing methods for detecting cyber attacks will be presented. Second, Three

main cyber attacks, which are: Denial of service (DoS), deception, and replay attacks

will be discussed. In this discussion, some used models of these attacks, approaches

of filtering CPS subject to these attacks, and approaches of control CPS subject to

these attacks will be surveyed.

In chapter 3, a secure observer-based controller for discrete-time CPS subject

to both cyber (denial of service (DoS) and deception) and physical attacks will be

presented. The occurrences of the cyber and physical attacks will be considered as

Bernoulli distributed white sequences with variable conditional probabilities. A suffi-

cient condition is first derived under which the observer-based controller is guaranteed

to have the desired security level using the stochastic analysis techniques. Then, the

observer and controller gains will be designed by solving a linear matrix inequality us-

ing YALMIP and MATLAB. Finally, a numerical example is provided to demonstrate

the feasibility of the proposed system.

In chapter 4, an improved observer-based stabilizing controller will be proposed

for CPS including random measurements and actuation delays and affected by denial

of service (DoS) and deception attacks. The occurrences of DoS and deception attacks

are modeled as Bernoulli distributed white sequences with variable conditional prob-

abilities. The criterion is presented in terms of linear matrix inequalities. Detailed

4



simulation experiments on representative systems are shown to prove the applicability

of the proposed methodology.

One important problem, especially in power systems, is the estimation problem of

systems under cyber attacks. In chapter 5, a secure estimator for discrete-time delayed

nonlinear systems considering both denial of service (DoS) and deception attacks will

be presented. The occurrences of the DoS and deception attacks will be considered

as Bernoulli distributed white sequences with variable probabilities. First, a sufficient

condition is designed to obtain the required security level using stochastic analysis

techniques. Then, a linear matrix inequality will be solved to derive the gains of the

estimator using YALMIP. In the end, the feasibility of the proposed estimation system

will be proved by solving a numerical example using Matlab/Simulink.

In chapter 6, the stabilization of distributed CPS affected by denial of service

(DoS) attack will be examined. First, a static output feedback controller will be

designed to achieve the stability of a nominal distributed system. Then, a simple and

typical scenario where communication sequence is purely Round-robin is considered

and a bound of attack frequency and duration is calculated to ensure the stability

of the distributed CPS. Finally, a numerical example is provided to demonstrate the

feasibility of the proposed system.

Finally, the conclusions of this dissertation will be discussed and possible future

work will be presented in chapter 7.
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CHAPTER 2

LITERATURE SURVEY

In this chapter, a comprehensive literature review on secure control of cyber physi-

cal systems (CPS) will be presented including detection of cyber attacks, modeling

estimation, and control approaches of the main three types of cyber attacks namely,

denial of service (DoS), deception, and replay attacks.

2.1 Detection of Cyber Attacks

The first step in building a secure CPS is to build a reliable attack detector. There

are four main strategies proposed in the literature for attack detection as listed in Fig.

2.1

2.1.1 Bayesian detection with binary hypothesis

It is one of the detection methods which is used a lot especially in the deception attacks

in the sensor networks and it is consists of a hypothesis test with prior probabilities

of two hypotheses [26]–[27]. The performance limit of cooperative spectrum sensing

7



Figure 2.1: Detection strategies

is analyzed subject to Byzantine attacks while the fusion center is affected by false

data which increases the probability of wrong sensors output [28]. A likelihood ratio

detector based on binary hypothesis is proposed to cope up with the predetermined

bounded error in sensor networks data for the security of smart grid [29]. In [30],

a detector based on an improved likelihood ratio subject to colored Gaussian noises

under false data injection attacks is proposed for both observable and unobservable

scenarios in SCADA systems.

One example of this method was applied in [31], the main assumption applied

is that all packets transmitted from a node are independent. This means finding

a packet to be malicious will not affect the probability of the next packet. As a

result, the attacks could have several forms, affecting one or more packets. For the

computation of trust values calculation, it is assumed that the node is sending N

packets, m packets from that are trusted to be normal. The distribution of observing

n(N) = m is described by the following Binomial distribution:

P (n(N) = m|p) = (Nm)p
m(1− p)N−m (2.1)

8



where P (ni : normal) = p means the probability of the ith packet is normal, n(N) is

the number of normal packets, and Vi means that the ith packet is normal.

The Bayesian model aims to estimate the probability of P (VN+1 = 1|n(N) = m),

and find out whether the N + 1 packet is normal or not. The following probability

distribution is formulated using the Bayesian theorem.

P (VN+1 = 1|n(N) = m) =
P (VN+1 = 1, n(N) = m)

P (n(N) = m)
(2.2)

Now, the marginal probability distribution can be applied leading to the following

equations:

P (n(N) = m) =

∫ 1

0

P (n(N) = k|p)f(p) · dp (2.3)

P (VN+1 = 1, n(N) = m) =

∫ 1

0

P (n(N) = m|p)f(p)p · dp (2.4)

Since there is no prior data for p , it is assumed to be determined by a uniform

prior distribution f(p) = 1 where p ∈ [0, 1]. So, eq. (2.1)–(2.4) could be rewritten as

follows:

P (VN+1 = 1|n(N) = m) =

∫ 1

0
P (n(N) = m|p)f(p)p · dp∫ 1

0
P (n(N) = k|p)f(p) · dp

=
k + 1

N + 2
(2.5)

In conclusion, by solving (2.5), both of the number of normal packets m and

the total number of packets N can be determined in a WSN after collecting the

traffic information. And a malicious node can be known accordingly by applying an

9



appropriate threshold. So, a malicious node could be determined using this model.

Other examples of this approach could be found in [32], [33], [34]

2.1.2 Weighted least square approaches

A weighted least-square (WLS) approach is an efficient and reliable attack detection

method for measurement data. So, it is widely applied especially in power systems

[35]–[36] and smart grid [37]–[38]. The judgment on the presence of a bad measurement

is carried out by comparing the constructed measurement residual with a predefined

threshold.

Consider the following linearized system:

z = Hx + e (2.6)

where H = [hij]m×n is the Jacobian matrix of the measurement with full column rank

when m > n, z and x is the measurement and states vectors respectively, and e is

the noise affecting the system. The estimation problem is to calculate an estimate x̂

of the variables x that is the best fit of the meter measurements z with reference to

eq. (2.6). The difference between the observed measurements z and the estimated

measurements ẑ which is the residual is defined as r = z− ẑ = z−Hx̂. The weighted

least-squares (WLS) criterion problem is to calculate an estimate x̂ that minimizes

the performance index J (x̂) which is described by the following formula.

minx̂ J (x̂) , (z − Hx̂)T W (z − Hx̂) (2.7)
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where the weight matrix W , Σ−1. In ordered to calculate the first-order optimal

condition, J (x̂) is differentiated [39].

x̂ =
(
HTWH

)−1 HTWz , Ez (2.8)

with E is the “pseudo-inverse” of H and EH = I.

2.1.3 χ2 detector based on Kalman filters

In this approach, the characteristic of Kalman filter residual is used instead of the

calculation of the weighted least square (WLS) making it suitable to be used in the

presence of bad or false data.

Let us consider the following LTI model:

xk+1 = Axk +Buk + wk

yk = Cxk + vk (2.9)

where xk ∈ Rn, uk ∈ Rp and yk ∈ Rm are the state variables and control input and

system measurements, respectively, wk ∈ Rn and vk ∼ N (0, R) are the process noise

the measurement noise respectively. The optimal state estimate x̂k|k can be calculated
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using the following Kalman filter:

x̂0|−1 = x̄0, P0|−1 = Σ (2.10)

x̂k+1|k = Ax̂k +Buk, Pk+1|k = APkA
T +Q

Kk = Pk|k−1C
T
(
CPk|k−1C

T +R
)−1

x̂k = x̂k|k−1 +Kk

(
yk − Cx̂k|k−1

)
Pk = Pk|k−1 −KkCPk|k−1 (2.11)

It was shown that Kalman filter resides yi−Cx̂i|i−1 for the system 2.9 with Kalman

filter and LQG controller is Gaussian independent identically distributed (i.i.d.) with

zero mean and covariance [40].

Let:

gk ,
k∑

i=k−T +1

(
yi − Cx̂i|i−1

)T P−1
(
yi − Cx̂i|i−1

)
(2.12)

where T is the window size. gk has an χ2 distribution with mT degrees of freedom

during the normal operation, which means lower probability of a larger gk. The χ2

detector (gk) is:

gk
H0

≶
H1

δ (2.13)

where H0 denotes the null hypothesis, H1 denotes hypothesis that the system is under

attack, and δ is the threshold, selected for a predetermined false alarm probability
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[40]. This detector was implemented for SCADA systems in [40] and a similar result

was presented in [41].

The χ2 detector with the cosine similarity matching was applied for detecting false

data injection attacks affecting smart grid [42]. A residue-based detection algorithm

is presented for detecting deception attack in a remote state estimation application in

which a remote estimator receives data from smart sensors [43]. Another application

of this approach was proposed in [44] to detect bias injection attacks for stochastic

linear dynamical systems. The feature selection of the χ2 approach and multi-class

support vector machine (SVM) was applied to build an intrusion detection model

[45].

2.1.4 Quasi fault detection and isolation techniques

The Quasi fault detection and isolation (FDI) is a well known and applied widely

in networked control systems, it is consisting of monitoring a system and identifying

the occurrence of a fault and its type and location. This technique attracts attention

and applied in to determine the existence of external attacks in CPS. In [46], the

CPS subjects to several attacks were modeled as a descriptor system and the attacks

were considered as unknown inputs affecting both of the state and the measurements.

Then, the undetectable attacks were characterized using the graph theory and using

the leveraging on tools from geometric control theory, centralized and distributed

monitors were designed for detecting and distinguishing attacks. A fault detection

method based on a geometric approach was implemented for detecting faults and

cyber attacks in power networks [47].
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A general system implemented for detecting both sensor-actuator faults and de-

ception attacks affecting a water distribution network [48]. Similarly, a model-free

fault detection and diagnosis system was presented for detecting and isolating faults

in large scale CPS by using the model-free approach [49]. Also, model-based approach

was used to design a cyber attacks detector for water distribution systems [50]. An

Intelligent Generalized Predictive Controller (IGPC) was designed that is capable

of detecting both faults and cyber attacks and it can also differentiate between them

[51]. One disadvantage in FDI technique is that the cyber attacks may target a known

weakness in the system, this is different from failures which are normally independent

or random. So, this technique requires a careful examination in order to design the

desired robust system [41].

Remark 1 Due to its high importance, a lot of research directed to study the detection

of cyber security in power systems, examples could be found in [52], [53], [54].

2.1.5 Discussion

Bayesian detection with the binary hypothesis is widely applied in the data fusion of

sensor networks since it is easy to formulate, such as [28], [26], [27]. By means of the

state estimation, methods of attack detection require systems noises in a stochastic

framework which provides a probabilistic state estimation [55]. So, it is required to

apply mean and variance for describing the state distributions represented as random

variables. But, it is important to provide a confident state estimation in several prac-

tical applications such as target tracking and attack, system guidance, and navigation
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[55]. As a result, modeling the state distributions in certain sets considering unknown-

but-bounded (UBB) noises is much more appropriate. Therefore, the χ2-detector is

widely applied based on capturing discrepancies between estimated behavior and that

predicted by a model. The estimated and predicted states are single vectors in Kalman

filtering detection approach. So, the resulting UBB noises are suboptimal and the re-

liability of attack detection is reduced.

2.2 Denial of Service (DoS) Attack

DoS attacks are strategies that are often used for occupying the communication re-

sources in order to prohibit the transmission of measurement and\or control signals

and that cause a maximum possible deterioration of the system performance.

The most dangerous type of DoS attacks is the distributed DoS (DDoS) also called

coordinated attack, in which a large number of compromised machines are used to

perform the DoS attack [56]. Moreover, DDoS is frequently occurred due to the

simplicity of creating it, low cost and its high impact on systems including the ability

to completely disconnect an organization [57]–[58]. It is shown that this attack could

cause instability of power grids [59] and it could produce long delay jitter on NCS

packets [60]

The DoS attacks in radio frequency identification (RFID) system can be catego-

rized based on the factors causing them as follows [61]:

1. System Jamming: Electromagnetic jamming is done in this type to prohibit tags

from communicating with readers.
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2. Desynchronization Attack: It is destroying synchronization between the tag and

the RFID reader causing a permanent disabling of the authentication capability

of an RFID tag.

3. Tag Data Modification: Changing the data to a random number which cannot

be identified by the reader.

4. Kill Command Attack: The attacker sends a kill command with the hacked

password causing a permanent disabling of the tag.

5. Random DoS Attack: Which is affecting the system by injecting short periods

of noise signals.

Remark 2 The aforementioned types of DoS attacks are used to classify DoS attack

in (RFID) system as mentioned in [61]–[62]. However, they could be found in several

kinds of CPS.

2.2.1 Approaches of modeling DoS attack

There are two main methods for modeling DoS attacks in CPS which are: Queueing

model and Stochastic model.

Queueing model

Networking devices such as firewalls, end computers, and routers, become ill-behaved

under DoS attacks while dealing with high packet rate due to the constraints on

memory resources, central processing units, interrupt processing, and input/output
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(I/O) processing. Thus, delay jitter and packet loss highly affected under attack

which may affect the performance of the control system such as rise time and settling

time, mean-squared error, and percentage overshoot

The packet transmission of NCS under DoS attacks is approximated by applying

two simple models based on a multiple-input queue [63]:

• Type I: The attackers launch DoS attacks to an endpoint from computers in the

local area close to the endpoint. This causes a loss in a large number of packets.

• Type II: The attackers launch DoS attacks remotely to service-provider-edge

routers leading to slow down the network links between a remote plant and a

controller.

Figure 2.2: Block diagram of the closed-loop system with DoS attack [1]

The DoS is considered as the phenomenon that may prevent the control signal from

being treated at the desired time [1]. This means measurement and control channels

can be affected separately. So, it can be assumed that during DoS attack, data can be

neither sent nor received. Let us consider {hn}n∈N0 , where h0 ≥ 0, is the sequence of
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DoS off/on transitions, i.e., the time instants at which DoS change a transition from

zero to one (communication is possible to be interrupted). Then:

Hn := {hn} ∪ [hn, hn + τn[ (2.14)

with Hn is the time-interval of nth DoS attack, and its length is τn ∈ R≥0, during that

time the communication is not available. If τn = 0, the nth DoS attack is represented

as a single pulse at time hn.

The actuator generates an input based on the most recent data received from the

controller during the DoS attack. Given τ, t ∈ R≥0 with t ≥ τ , consider that

Ξ(τ, t) :=
∪
n∈N0

Hn

∩
[τ, t] (2.15)

Θ(τ, t) := [τ, t] \ Ξ(τ, t). (2.16)

That means, for each interval [τ, t], Ξ(τ, t) and Θ(τ, t) are referring to the sets

of time instants where communication is prohibited and allowed, respectively. The

control signal applied to the system at each t ∈ R≥0 can be represented as:

u(t) = Kx
(
tk(t)

)
(2.17)
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where

k(t) :=


−1, if Θ(0, t) = ∅

sup{k ∈ N0 | tk ∈ Θ(0, t)} , otherwise.

(2.18)

That means, for each t ∈ R≥0, k(t) represents the most recent successful control

update.

A similar model for DoS was presented in [64]–[65].

Remark 3 One drawback of this approach is the start and end of the attack is not

determined, so it is more applicable to post records.

Stochastic model

Stochastic model could be either Bernoulli model [66]-[67] or Markov model [68]. The

Bernoulli model could be seen from the following LTI system:


x(k + 1) = Ax(k) + α(k)Bu(k) + w(k),

y(k) = β(k)Cx(k) + v(k)

(2.19)

where w(k) and v(k) are the process and measurement noises, respectively, and nor-

mally considered as independent and identically distributed (i.i.d.) Gaussian random

vectors with mean 0 and covariance Q, and α(k) and β(k) are i.i.d. Bernoulli related

to occurrences of the DoS attack on the process and measurement noises, respectively

[67].
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For the Markov model, consider the following system:


x(k + 1) = Ax(k) + α(ξ(k + 1))Bu(k) + w(k),

y(k) = Cx(k) + v(k)

(2.20)

where α(ξ(k+1)) ∈ {0, 1} is the Markov modulated DoS attack sequence that prevents

transmitting the control signal packets to the actuator where ξ(k) is related to the

internal state of the attacker [68].

2.2.2 Secure estimation approaches

Compared with other types of attacks such as the replay attack, DoS attack received

less attention from researchers. This is largely due to its nature that requires focusing

on controlling the CPS. The detection approaches mentioned in section 2.1 covers this

area. Listed hereafter is some the researches on this topic.

Both detection and defending against DoS attacks in a state estimation problem

of a linear discrete‐time system was considered [69]. In this system, the data of the

sensors are sent to the estimator through a packet-dropping communication network.

A Modified Kalman Filtering which previously defined in [70] for state estimation in

an unreliable communication network is applied in this problem. First, the detec-

tion problem is formulated as a hypothesis testing problem while considering a prior

knowledge of the statistics of the network. Secondly, two defending strategies were

proposed, by using of secured packet coding approach for compensating the missing

data, and other is based on raising of the transmission power to overcome the jamming
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effect of the attack.

The game theory approach was applied such that the interaction between the

sensor and the attacker is modeled as a zero-sum stochastic game for a remote state

estimation subject to DoS attacks [71]. The existence of stationary Nash equilibrium

was initially discussed for this game and then optimal strategies were designed for

adjusting the transmission power of the sensor. In [72], a strategic form game was

applied to calculate the asymptotic performance of the remote estimator, then it is

used to determine the duty cycle over an infinite time horizon to guarantee a predefined

bounded error.

The problem of fault-tolerant control (FTC) for nonlinear chaotic systems with

adaptive slide-mode control was presented while considering Both of network faults

and DoS attack [73]. It is considered that network faults consist of deterioration, the

perturbations of the nonlinear couplings, and the signal attenuation. The compensa-

tion of the faulted and perturbed couplings was obtained by applying a slide-mode

control strategy by means of adaptive estimations of the unknown parameters. After

that, the Lyapunov stability theory and mathematical analysis method were imple-

mented to guarantee the asymptotic synchronization of the nonlinear chaotic systems.

Other examples of the estimation problem in CPS subjected to DoS attack could

be found in [74], [75], [76], [77], [78], [79], [80], [81], [82].

2.2.3 Secure control approaches of DoS attack

Several approaches were applied in the literature for controlling CPS subject to DoS

attacks. Following are a discussion on the main approaches which are summarized in
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Fig. 2.3.

Figure 2.3: Secure control approaches of DoS attack

Stochastic time delay system approach

In this approach, the DoS is modeled as a stochastic process with a delay in the signal.

In [83], both DoS and deception attacks are considered to be randomly occurring and

they are modeled as two sets of Bernoulli distributed white sequences. Let us consider

a discrete-time stochastic system with multiplicative noises affecting the system and

the measurement as follows:


xk+1 = (A0 +

∑r
i=1 ωi,kAi)xk +Buk

ỹk = (C0 +
∑s

i=1 ω̄i,kCi)xk

(2.21)

where xk ∈ Rnx is the state vector, ỹk ∈ Rny is the sensor measurement, and uk ∈ Rnu

is the controller input. Ai(i = 0, 1, · · · , r), B and Ci(i = 0, 1, · · · , s) are known

constant matrices with appropriate dimensions. ωi,k ∈ R(i = 1, 2, · · · , r) and ω̄i,k ∈
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R(i = 1, 2, · · · , s) are multiplicative noises with zero means and unity variances, and

are mutually uncorrelated in k and i, r and s are known positive integers. The rank

of B is assumed to be nu.

The following attack model is applied in order to study such problems:

ytks = αt
ks(ỹ

t
ks + γtksv

t
ks) + (1− αt

ks)y
t
ks−1

(2.22)

where ytks is the data received by the controller and vtks ∈ Rny stands for the signals

injected by attackers which is described by:

vtks = −ỹtks + ξtks (2.23)

where ξtks is an arbitrary bounded energy signal satisfying

∥ξtks∥ ≤ δ2 (2.24)

The stochastic variables αks and γks are Bernoulli distributed white sequences with

values of 0 or 1 and with probabilities as follows:

Prob{αks = 0} = 1− ᾱ, Prob{αks = 1} = ᾱ

Prob{γks = 0} = 1− γ̄, Prob{γks = 1} = γ̄ (2.25)

where α ∈ [0, 1) and γ ∈ [0, 1) are two known constants. The stochastic approach

is applied and some sufficient conditions are obtained to ensure the security require-
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ments of the above system and by solving certain LMIs with nonlinear constraints for

calculating the desired controller gain.

Impulsive system approach, Hybrid Model

In this approach, the system under DoS attack is represented by a hybrid model or in

other words ”impulsive system”.

The design of resource-aware and resilient control strategies for NCS affected by

malicious DoS attacks were considered in [84] and [85]. In particular, an output-based

event-triggered control scheme was applied to obtain the control and communication

strategy in a lass of non-linear feedback systems affected by exogenous disturbances.

The existence of a robust strictly positive lower bound on the inter-event times was

guaranteed by implementing this framework even with the existence of disturbances

and DoS attacks.

Consider the following plant P and controller C:

P :


ẋp = fp(xp, u, w)

y = gp(xp)

(2.26)

where w ∈ Rnw is a disturbance input, xp ∈ Rnp the state vector, u ∈ Rnu is the

control input, y ∈ Rny is the measured output of plant P .
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C :


ẋc = fc(xc, ŷ)

u = gc(xc, ŷ),

(2.27)

where xc ∈ Rnc denotes the controller state, ŷ ∈ Rny is the most recently received

measurement and u ∈ Rnu is the controller output. The performance output is given

by z = q(x), where z ∈ Rnz and x = (xp, xc). The DoS attacks interval is denoted by

{Hn}n∈N ∈ IDoS which is the period in time at which communication is not available

between the sensor and the controller because of the attack. So, the collection of times

of DoS attacks are given by:

T :=
∪
n∈N

Hn (2.28)

By applying the hybrid modeling framework, the jump/update of ŷ and the update

of the transmission error e := ŷ − y, can be written as:

ŷ+ =


y, when tj ̸∈ T ,

ŷ, when tj ∈ T ,

(2.29)

e+ =


0, when tj ̸∈ T

e, when tj ∈ T ,

(2.30)

for each jinN, the maximally allowable transmission interval bound τmiet is charac-

terized by:
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τmiet =



1
Lr

arctan ( r(1−λ)

2 λ
1+λ

(xL−1)+1+λ
) γ > L

1
L

1−λ
1+λ

, γ = L

1
Lr

arctanh ( r(1−λ)

2 λ
λ+1

(XL −1)+1+λ
), γ < L,

(2.31)

where r =
√
|(γ/L)2 − 1|, L ≥ 0 is a constant, λ ∈ (0, 1) representing the information

locally available at the event-triggering mechanism (ETM), and γ is obtained from

the following condition:

⟨∇V (x), f(x, e, w)⟩ ≤ −ρ(|x|)− ρ(|y|)−H2(x,w)− σ1(W (e))

+γ2W 2(e) + θ2|w|2. (2.32)

The details of this condition are described in [85]. Finally, by the normal consideration

that DoS attacks are restricted in terms of frequency and duration, the desired stability

and performance criteria in terms of induced L∞-gains are also guaranteed [85].

Small-gain approach

In [86], the stabilization problem of distributed systems subjected to DoS attack,

DoS frequency characterization, and duration of preserved stability is investigated. A

hybrid communication strategy is also considered to save communication resources.

It was shown that communication load can be reduced effectively and Zeno behavior

can be prevented by using the hybrid transmission strategy.

As an example of this approach a large-scale system that consists of N interacting
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subsystems is considered with the following model:

ẋi(t) = Aixi(t) +Biui(t) +
∑
j∈Ni

Hijxj(t) (2.33)

where Ai, Bi and Hij are matrices with appropriate dimensions and t ∈ R>0. xi(t)

and ui(t) are state and control input of subsystem i, respectively. The control input

applied to subsystem i is:

ui(t) = Kixi(t
i
k) +

∑
j∈Ni

Lijxj(t
j
k) (2.34)

where Lij is the coupling gain in the controller. Let {hn}n ∈ N0, h0 ≥ 0, denote the

sequence of DoS off/on transitions, i.e., the time instants at which DoS exhibits a

transition from zero to one. So,

Hn := {hn} ∪ [hn, hn + τn[ (2.35)

represents the n-th DoS time-interval, of a length τn ∈ R≥0, over which the network

is under a DoS attack. Alos, let

Ξ(τ, t) :=
∪
n∈N0

Hn

∩
[τ, t] (2.36)

is the subset of [τ, t] where the network is under a DoS attack.

Assumption 1: (DoS frequency). There Ξ(τ, t) :=
∪

n∈N0
Hn

∩
[τ, t] exist constants
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η ∈ R≥0 and τD ∈ R>0 such that

n(τ, t) ≤ η +
t− τ

τD
(2.37)

for all τ, t ∈ R≥0 with t ≥ τ .

Assumption 2: (DoS duration). There exist constants κ ∈ R≥0 and T ∈ R>1 such

that

|Ξ(τ, t)| ≤ κ+
t− τ

T
(2.38)

for all τ, t ∈ R≥0 with t ≥ τ .

Assumption 3: (Inter-sampling of Round-robin). In the absence of DoS attacks,

there exists an inter-sampling interval ∆ such that

||ei(t)k|| ≤ σi||xi(t)|| (2.39)

holds, where σi is a suitable design parameter.

Theorem 2.1 : For a distributed system (2.33) with a control input (2.34). The

plant-controller communicates over a shared network with a Round-robin communica-

tion protocol with sampling interval ∆ as in Assumption 3. The large-scale system is

asymptotically stable for any DoS attack sequence satisfying Assumption 1 and 2 with

arbitrary η and κ, and with τD and T if

1

T
+

∆∗

τD
<

ω1

ω1 + ω2

(2.40)
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in which ∆∗ = N∆, ω1 := min{ li−σ2
i ji

λmax(Pi)µi
} and ω2 := 4max{ji}

min{µiλmin(Pi)} . li, ji, µi and σi

are as in ([86], Lemma 1).

The detailed proof of Theorem 2.2 is provided in [86]

Triggering strategy

A plant-jammer-operator setup is considered where the communication channel be-

tween the operator and the plant is affected by a periodic jammer [87]. An event-

triggering time-sequence was adopted to reduce the communication in the system.

This triggering time-sequence has the ability to defend against the jammer attack

and also rendering the system asymptotically stable under some circumstances as pre-

sented in [87]. Let x ∈ Rn and u ∈ Rm be the state vector and the input vector,

respectively. The following system is considered:

ẋ(t) = Ax(t) +Bu(t),

u(t) = Kx(tk), ∀t ∈ [tk, tk+1[ (2.41)

where A,B and K are matrices of proper dimensions, and {tk}k≥1 is the triggering

time-sequence. And, let e(t) = x(tk) − x(t),∀t ∈ [tk, tk+1[. The system is asymp-

totically stable if the Lyapunov function V (x) = xTPx associated with ||Q|| > 1

is considered and the control u(t) is updated at times tk according to the following

triggering law

|e(tk)|2 = σ
∥Q∥ − 1

∥PBK∥2
|x(tk)|2, k ≥ 1, (2.42)
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The triggering time-sequence is given by:

t∗k,n = {tl satisfying(6.56)|tl ∈ [(n− 1)T, (n− 1)T + T cr
off]} ∪ {nT} (2.43)

Theorem 2.2 The system (6.55) with the triggering law (2.43) is asymptotically

stable if the following conditions are satisfied:

(1− σ)T cr
off(∥Q∥ − 1)

2
> ∥P∥ ln(α), (2.44)

where,

α , exp((T − T cr
off)µ(A+BK)) +

∥BK∥
µ(A+BK)

×(
∥BK∥
∥A∥

+ 1

)
(1− exp((T − T cr

off)∥A∥))×

(1− exp((T − T cr
off)µ(A+BK))), (2.45)

and,

µ(A+BK) < 0 (2.46)

The detailed proof of Theorem 2.2 is provided in [87].

The triggering method was applied in many works of literature, for example, the

control strategy was designed for linear [88] and nonlinear [89] systems subject to

DoS attacks based on the analysis of ISS-Lyapunov function. In these systems, the

maximal percentage of time of losing feedback data without leading the system to
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instability was characterized and an event-based controller for which the existence of

a minimal inter-sampling time is guaranteed was proposed.

Game theory approach

Game theory deals with strategic interactions among multiple decision makes, named

players [90]. The preference ordering of each player among several options is aug-

mented in an objective function for that player. And each player tries to optimize his

own objective function. The objective function of a player depends on the alternatives

of at least one other player and in general of all the players in any nontrivial game. So,

the optimization process for each player depends on the choices of the other players

[90]. For more information about game theory and its application in networks, one

can refers to [91], [92], [93], [94].

This approach was applied to achieve secure control in a wide range of researches.

In [95], the dropout caused by a DoS attacks is modeled as a Markov process based

on the game between attack and defense strategies. After that, four theorems were

derived using the Lyapunov theory to assure the system stability. A Nash Q-learning

algorithm is presented to handle the computation complexity of the optimal strategies

problem for both players [96]. The sensor data are sent to a remote estimator over

a multi-channel network, which may be affected by a malicious attacker. The sensor

requires to select a single channel among these paths for transmitting data packets

with less probability to be attacked. On the other hand, it is required from the attacker

to select which channel to attack. A two-player zero-sum stochastic game framework

is proposed and solved for modeling interactive decision-making problem [96].
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Other examples of applying this approach could be found in the literature such as

a hybrid game-theoretic framework in which the occurrence of unanticipated events

is represented by stochastic switching, and deterministic uncertainties are described

by the known range of disturbances was used to build a robust secure system [90].

A unified game approach was applied to design a resilient control of a networked

control system [97]. A multi-stage hierarchical game with a corresponding hierarchy

of decisions was implemented to achieve a resilient control system [98].

Discussion on the secure control approaches

The Stochastic time delay system approach is implemented easily for discrete-time

systems or event triggering systems subject to random DoS attack. Here, the system

is modeled using the Bernoulli process or Markov process with known statistical in-

formation to govern the randomly occurring DoS attacks. However, To the best of

the authors’ knowledge, the stochastic process with variable conditional probabilities

was not considered in the literature. The Impulsive system approach could be im-

plemented in event triggering systems and it is powerful in NCSs as shown in [84].

Triggering strategy is efficient to minimize the communication among system parts

since the signal is transmitted only when a certain triggering condition is violated and

this will reduce the communication burden.

One of the limitations of game theory is the requirement of full information about

the system. The application of game theory with incomplete and imperfect informa-

tion is an emerging field in network security and privacy. Additionally, agents need to

correctly estimate the security game parameters. In fact, observation capabilities pro-
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vide the necessary basis for attack prevention and security measures [93]. Moreover,

recent advances in cloud computing and multiprocessor systems make distributed ma-

chine learning an important research field relevant to the security domain and many

other domains. [93]

2.2.4 Jamming Attack

A special type of DoS attacks called jamming attack to refer to the situation when the

attacker occupies one channel to prevent other nodes from using it and that causes

stopping of the communication.

In [99], the stochastic game theory was applied to obtain an optimal defense mech-

anism for the NCS subject to jamming attacks. The dynamic interactions between

the attacker and the sensor transmitter in the NCS were formulated as a two-player

zero-sum stochastic game. the cost function in this stochastic game includes the re-

source costs used to conduct cyber-layer defense and attack actions as well as the

possible degraded dynamic performance of the NCS. The effects of the interactions

between the attacker and the defender on the dynamic performance of the NCS were

considered by this cost function. In the end, stochastic dynamic programming (SDP)

problem was solved to obtain the optimal defense mechanism.

The security issues in remote state estimation of CPS was discussed in [100]. The

communication between a sensor node and a remote estimator takes place through

a wireless channel which may be jammed by an attacker. The interactive decision-

making process of both communicating and attacking was studied while considering

energy constraints for both the sensor and the attacker. A game-theoretic problem
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was formulated and the optimal strategies for both sides constitute a Nash equilibrium

of a zero-sum game was proved. A constraint-relaxed problem was designed and the

Markov chain theory was used to obtain the corresponding solutions.

The optimal jamming attack that maximizes the Linear Quadratic Gaussian

(LQG) control cost function while considering energy constraint was considered in

[101]. The optimal jamming attack schedule and the corresponding cost function

was derived after analyzing the properties of the cost function under an arbitrary

attack schedule. The impact of jamming attacks on broadcasting by introducing

a new analytical model was investigated [102]. Also, the feasibility of the existing

threshold-based methods to detect jamming in real-time applications was discussed

and a real-time Medium-Access-Control-based (MAC-based) detection method was

proposed to meet the requirements of safety applications in vehicular networks.

In [103], an optimal energy efficient jamming attack schedule against remote state

estimation through wireless channels under energy constraints of the jamming attacker

was proposed. The proposed schedule was derived with an objective of maximizing

the remote estimation error covariances and an optimal jamming attack schedule for

the case of multi-system was derived using an optimal algorithm.

The event-based controller synthesis problem for NCSs under the resilient event-

triggering communication scheme (RETCS) and periodic jamming attacks was dis-

cussed [104]. The jamming attacks imposed by power-constrained pulsewidth-

modulated jammers are considered to be partially identified, that is, the period of

the jammer and a uniform lower bound on the jammer’s sleeping periods are known.

In the end, the piecewise Lyapunov functional was implemented to assure the expo-
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nential stability of the system.

2.3 Deception Attack

The deception attack is defined as the modification of the data integrity for the trans-

mitted packets among some cyber parts in a CPS [105]-[106]. As an example, Stuxnet

which is a famous malicious computer worm has the ability to reprogram the code run-

ning in PLCs in the SCADA systems causing a deviation from the required behaviors.

Another example found in the transmission systems of power grids, attacks could be

launched by adversaries by hacking remote terminal units (RTUs) like sensors placed

in substations [83]. An example of this kind of attack that has affected water SCADA

systems hierarchically and consists of several attacks including several objectives in

different cyber layers was discussed [107].

Remark 4 In order to understand this kind of attack, a lot of research was directed

to design and detect deception attacks. Examples of that could be found in [108], [109],

[110], [111], [112], [113], [114], [115], [116].

2.3.1 Modeling of the deception attack

Generally speaking, deception attack could be occurred in two forms: random attacks

in which arbitrary measurements are modified, and targeted attacks in which specific

states are affected [117]. From a control engineering point of view, deception attack

is modeled as a stochastic process [105] and [118]. To clarify the idea, consider the
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following system:



x(k + 1) = Ax(k) +Bu(k)

ȳ(k) = Cx(k)

y(k) = ȳ(k) + α(k)v(k)

(2.47)

where x(k) ∈ Rnx , u(k) ∈ Rnu , ȳ(k) ∈ Rny , and y(k) ∈ Rny are the states, control

input, the measured output, and the received signal by the controller, respectively.

The stochastic variable α(k) is a Bernoulli distributed white sequence denoting the

possibility of the occurrence of the deception attacks by taking values on 1 and 0 such

that:


Prob{α(k) = 1} = ᾱ

Prob{α(k) = 0} = 1− ᾱ

(2.48)

And the deception attack here is described as:

v(k) = −ȳ(k) + η(k) (2.49)

Remark 5 It is assumed that the injected false data sent by the attackers could be

divided mathematically into two terms as shown in (2.49), −ȳ(k) will cancel the

original signal and η(k) is assumed to be an arbitrary bounded energy signal with the
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Figure 2.4: Model of the deception attack [2]

following characteristic [105]:

∞∑
k=0

ηT (k)η(k) ≤ η̄2 (2.50)

The variance-constrained distributed filtering problem for a class of time-varying

systems subject to multiplicative noises, unknown but bounded disturbances and de-

ception attacks over sensor networks was discussed in [2]. The available measurements

at each sensing node are collected from both of the individual sensor and its neighbors.

The attacker inserts some deception signals into the true signals of the control input

uk and the measurement outputs yi,k during the process of data transmission as shown

in figure 2.4

A novel model for the deception attack was presented where the malicious signals

are injected by the adversary into both control and measurement data during the

process of information’s transmission via the communication network. The attacker
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affecting the system by the following signals [2]:


u⃗k = −uk + δk

y⃗i,k = −yi,k + θi,k, i = 1, 2, . . . , N

(2.51)

where δk and θi,k (i = 1, 2, . . . , N) are the unknown but bounded signals belonging to

the following ellipsoids:

δk ∈ E(0, Sk,m) , {δk ∈ Rm : δT
k S

−1
k δk ≤ 1},

θi,k ∈ E(0, Ri,k, p) , {θi,k ∈ Rp : θT
i,kR

−1
i,k θi,k ≤ 1} (2.52)

with Sk and Ri,k (i = 1, 2, . . . , N) being positive definite matrices of compatible di-

mensions.

Now, the actual control input ũk and the actual measurement outputs ỹi,k are

described by:


ũk = uk + Γu⃗k

ỹi,k = yi,k + Ξiy⃗i,k, i = 1, 2, . . . , N

(2.53)

where the matrices Γ and Ξi represent the physical constraints imposed on the attack

signals and are considered to be diagonal matrices and each element inside it has

known lower and upper bounds. By resorting to the recursive linear matrix inequal-

ity approach, a sufficient condition is derived for the existence of the desired filter

satisfying the predetermined characteristic of the estimation error variance.
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Remark 6 Due to its importance in the power in the electrical system, researchers

had a great effort in modeling the false data attack in these systems. One can refer

to [119] for a comprehensive review of the models used in the literature of false data

attack in power systems.

2.3.2 Secure estimation approaches of the deception attack

The estimation of deception attack is a serious issue since this kind of attack can be

designed to avoid any detection mechanism in the system in addition to the original

target of affecting the stability of the system [46], [107], [43], [120], [121]. In [44], the

issue of bias injection attacks targeting the Kalman filter in a system including chi-

squared detector was studied. It was proved that the problem of worst-case scenario

can be reduced to the constrained quadratic program allowing to obtain the criterion

that is used to choose sensors to secure as well as the condition on the number of

sensors required to maintain the effect of the attack within a predetermined threshold.

The problem of centralized security for linear time-invariant stochastic systems

with multirate-sensor fusion subject to deception attacks was discussed [122]. The

data sent by adversaries on each sensor are considered as additional signals that are

satisfying boundary conditions similar to (2.50). Then, the lifting technique was used

to formulate a single-rate discrete-time system. After that, the sufficient conditions

were obtained using the stochastic analysis techniques to achieve the predetermined

security level of the original system.

In [116], the deception attack in addition to the effect of a uniform quantization was

considered in a problem of the distributed recursive filtering of discrete time-delayed
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stochastic systems. To show how it works, Let us consider the following system:

x(k + 1) =

(
A0(k) +

r∑
s=1

ωs(k)As(k)

)
x(k)

+

(
Ad

0(k) +
r∑

s=1

ωs(k)A
d
s(k)

)
x(k − τ) +B(k)ω(k) (2.54)

with n sensors described by:

ỹi(k) = (C0(k) + ω̄i(k)Ci(k))x(k) +D(k)vi(k), i = 1, 2, · · · , n (2.55)

where x(k) ∈ Rnx is the state that cannot be observed directly, ỹi(k) ∈ Rny is the

output of sensor i without quantization. ω(k) ∈ Rs and vi(k) ∈ Rp(i = 1, 2, · · · , n) are

the white noises with zero-mean and unity covariance, and are mutually uncorrelated

in k and i. ωs(k) ∈ R(s = 1, 2, · · · , r) and ω̄i(k) ∈ R are multiplicative noises with

zero-mean and unity variances, and are mutually uncorrelated in k. r and τ are two

known positive integers. As(k), Ad
s(k) and Ci(k) are known constant matrices with

compatible dimensions. Here, the effect of the deception attack is considered to be

similar to equations (2.47)-(2.50). As per discussed in [116], the upper bound for the

filtering error covariance is characterized and it was used to obtain the gain matrices

of the Kalman-type recursive filter by solving of Riccati-like difference equations.

The event-triggered scheme was applied to design a distributed state estimator

for a system of wireless sensor networks subject to false data injection attack [123].

The estimate of each sensor is checked if it is attacked at each time step before trans-

mitting the data to its neighboring sensors, so, if it is attacked it will be stopped.
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An optimal estimator gain is proposed using the event-triggered scheme by minimiz-

ing the mean-squared estimation error covariance, and the stability of the designed

distributed estimator is guaranteed by deriving a sufficient condition.

The aforementioned Bayesian method in section 2.1.1 was applied for both detec-

tion and estimation of states for cyber-physical systems subject to switching signal

attacks and faked measurements [124]. The problem was formulated and solved as

a hybrid Bernoulli filter that updates in real-time the joint posterior density of the

detection attack Bernoulli set and of the state vector.

In [125], an algorithm based on a Kalman filter that guarantees a secure state

estimation for stochastic dynamic systems was presented. It is considered that the

adversary affected an arbitrary subset of sensors in this problem and an upper bound

on the number of sensors under attacks was characterized to maintain an acceptable

state estimation error. In [126], the conditions of insecure estimation are derived

for a networked control system subject to false data injection attacks including a

χ2 detector. Additionally, the attack is generated using a specific algorithm and a

scheme for protecting a few communication channels instead of protecting all of them

is presented.

The filtering problem of nonlinear stochastic discrete time-delay systems affected

by randomly sensor saturation and randomly deception attacks was discussed in [127].

Let us consider the following system:

x(k + 1) = Ax(k) + Adx(k − d(k)) +Bf(x(k))

+Bdfd(x(k − d(k))) +Dω(k) (2.56)
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where x(k) ∈ Rnx is the state vector, ω(k) ∈ R is a zero-mean Gaussian white noise

sequence with Eω2 ≤ δ2, A,Ad, B,Bd, andD are known real constant matrices with ap-

propriate dimensions. The nonlinear functions f and fd satisfy the following bounded

conditions:

[f(x)−K1x]
T [f(x)−K2x] ≤ 0

[fd(x)− T1x]
T [fd(x)− T2x] ≤ 0 (2.57)

where K1, K2, T1, and T2 are known real matrices of appropriate dimensions. K =

K1 −K2 and T = T1 − T2 are symmetric positive definite matrices.

The following filter model is used in this system:

x̂(k + 1) = Fx̂(k) +Ny(k) (2.58)

A sufficient condition is first derived to guarantee the desired security level in the

filtering system by applying the stochastic analysis techniques. Then, a linear matrix

inequality with nonlinear constraints was solved to obtain the filter gain.

2.3.3 Secure control approaches of the deception attack

The security control problem with quadratic cost criterion for a class of discrete-time

stochastic nonlinear systems affected by deception attacks was discussed in [105]. Both

of the measurement and actuating signals were subjected to the deception attacks as
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Figure 2.5: Schematic of a deception attack

shown in Fig. 2.5 and modeled as:

u(k) = ũ(k) + γ(k)ω(k)

y(k) = ỹ(k) + δ(k)v(k) (2.59)

where u(k) is the actuator inputs, ũ(k) is the controller outputs subject to attacks

y(k) is the received signals by the controller, ỹ(k) is the sensor measurements subject

to attacks, ω(k) and v(k) are the signals transmitted by the attacker, and γ(k) and

δ(k) are two mutually independent Bernoulli-distributed white sequences stochastic

variables with values 0 or 1 with probabilities as follows:


Prob{γ(k) = 1} = γ̄, Prob{γ(k) = 0} = 1− γ̄

Prob{δ(k) = 1} = δ̄, Prob{δ(k) = 0} = 1− δ̄

(2.60)

It is assumed that the attacker (A1) and (A2) in Fig. 2.5 insert false data in the

system such that: ω(k) = −ũ(k) + ζ1(k) and v(k) = −ỹ(k) + ζ2(k), where ζ1(k) and
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ζ2(k) are the bounded energy signals satisfying ∥ζ1(k)∥ + ∥ζ2(k)∥ ≤ σ, and σ is a

known positive scalar.

Now, The objective in this problem is to build a dynamic output feedback controller

such that the prescribed security in probability is achieved while obtaining an upper

bound of the preselected quadratic cost function. So, stochastic analysis approach was

applied to derive some sufficient conditions with the form of matrix inequalities in the

framework of the input-to-state stability in probability. Also, the controller gain and

the upper bound were obtained by applying the matrix inverse lemma.

A secure networked predictive control system (SNPCS) architecture is presented

[128], which integrates the Data Encryption Standard (DES) algorithm, Message Di-

gest (MD5) algorithm, timestamp strategy, and recursive networked predictive control

(RNPC) method. The RNPC method based on round-trip time delays is applied to

ensure the control system performance when it is affected by deception attacks such

that it will compensate for the attacks effects and the imperfections in the network

such as packet dropout, packet disorder, and time-varying delay.

In [129] the problem of consensus control for a class of discrete time-varying

stochastic multi-agent systems including stochastic nonlinearities and affected by de-

ception attacks was considered. A new definition of quasi-consensus was presented

for representing the consensus process with a constraint on all agents to stay within

a certain ellipsoidal region at each time instant. Based on the provided topology,

the measurement output available for the controller from both of the individual agent

and the neighbors. In order to achieve the quasi-consensus, sufficient conditions are

obtained by using a set of recursive matrix inequalities for the existence of the desired
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control scheme.

A resilient control strategy was proposed for NCSs affected by stealthy false-data

injection attacks that are designed so that they cannot be detected using the control

input and measurement data [130]. The consequence of a zero dynamic attack on

the state variable of the plant is undetectable during the attack and then it appears

after the end of the attack. So, a resilient linear quadratic Gaussian controller was

proposed such that the Kalman filter is online updated from information given by an

active version of the generalized likelihood ratio detector with the ability to quickly

recover the nominal behavior of the system after the attack is finished [130].

An adaptive controller of CPS subjected to a simultaneous sensor and actuator

attacks were proposed in [131]. And, an improved adaptive resilient control scheme

was presented for mitigating adversarial attacks in (CPS) [132]. The adaptive bound

estimation mechanism and a Nussbam function with a faster growth rate. A two-step

backstepping method was implemented to mitigate the effects of unknown sensor and

actuator attacks. Then, state variables were constrained by applying an exponentially-

decaying barrier Lyapunov function.

The reliable and optimal control problems of data-driven CPS subject to a class of

actuator attacks were discussed in [133]. An unknown continuous-time linear physical

system with the external disturbance was considered, and control input signals to be

sent via network layers are assumed to be vulnerable to cyber attacks. A novel data-

based adaptive integral sliding-mode control strategy is presented to eliminate the

effect of the actuator attacks such that the stability and nearly optimal performance

of the CPS can be obtained. In [134], the upper bound of the worst stealthy attacks is
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obtained using the detection mechanisms of the abnormal monitor which is composed

of the information of the detector’s threshold, the attack’s structure, and frequency

characteristic for a class of frequency-constrained sensor and actuator attacks.

2.4 Replay Attack

A special kind of deception attacks called replay attacks occurs when the adversary

succeeds in recording some of the data transmission such as sensing data and inject

it in the CPS [135]-[136]. This attack is considered to take place in two phases such

that the attacker recording data from the system in the first phase as shown in Fig.

2.6, and injecting this data into the system in the second phase while carrying out

the attack which could be directed to the physical system as shown in Fig. 2.7 [12].

As an example, the attacker can create a communication link between two endpoints

to insert replay messages observed in different regions in wormhole attacks commonly

existed in wireless sensor networks [137].

Figure 2.6: Schematic of a first stage of a replay attack

Clearly, no system information is needed in this kind of attack, including informa-
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Figure 2.7: Schematic of a second stage of a replay attack

tion on the designed controllers or estimators. This behavior of the attack makes it

very difficult to be detected. One solution against this attack is to adopt time-stamps

or counters in the transmitted data. In modeling, this attack could be considered as a

variable delay with unknown data on the upper bounds and variable rates. However,

from the scheduling point of view, the admissible maximum upper bounds can be

calculated by applying the time- delayed system theory together with optimization

approaches [25].

However, there is only a little literature that has addressed controlling of CPS

subject to replay attacks. As an example, a variation of the receding-horizon con-

trol subject to replay attacks has been discussed in [138], which derives a simple and

explicit relation among the infinite-horizon cost, the computing, and attacking hori-

zons. After that, the asymptotic exponential stability of systems is guaranteed by

providing a set of sufficient conditions. Another example provided for discrete-time

linear time-invariant Gaussian systems subject to replay attacks in [135]. To ensure

the desired probability of detection by trading off between decreasing control accuracy

and increasing control effort, an infinite horizon linear quadratic Gaussian controller
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has been proposed.

The conditions of the feasibility of the replay attack and suggesting countermea-

sures that optimize the probability of detection by conceding control performance was

described in [40]. Also, the effect of integrity attacks on the control systems is analyzed

and countermeasures capable of exposing such attacks were proposed. Other examples

of detecting replay attacks are: Considering power system as a linear time-invariant

descriptor system with unknown inputs subject to a replay attack [108], detection of

replay attacks on networked control systems, assuming that the actuation and sens-

ing signals are transmitted over an additive white Gaussian noise channel using of the

spectral estimation technique [136], detecting replay attack on a smart grid system by

applying the method of adding intentional noise to not only sensors as a code signal

but also input using fault diagnosis matrices that are composed of the estimator and

observed values [139], and detecting replay attack in a connected vehicle system under

Cooperative Adaptive Cruise Control [140].
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CHAPTER 3

SECURE CONTROL

STRATEGY-I

3.1 Background

The communication among the items of control systems, i.e. sensors, actuators, and

controllers, are occurred through heterogeneous forms of communications amongst all

the CPS components. For instance, programmable logic controllers (PLCs) can com-

municate over Modbus, Ethernet, and even Wifi communication. Different vendors

will also have proprietary protocols that are different for the same class of device.

This network needs to be secured to prohibit vulnerability of attacking by adversaries

during data transmission. These attacks could lead the system to instability or drive

the plant to undesired operations as mentioned before. Thus, considering security

issues is very important in designing controllers for such a system.

CPS are operated through IT infrastructures which enable the timely data trans-

mission among system components. However, the use of communication networks
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and heterogeneous IT components has made these CPS vulnerable to cyber threats

[141]. One such example is the industrial systems and critical infrastructures op-

erated through Supervisory Control and Data Acquisition (SCADA) systems. The

measurement and control data are commonly transmitted through unprotected com-

munication channels in these systems, leaving the system vulnerable to several cyber

attacks [142].

CPS could be affected by cyber and/or physical attacks. While the physical attack

directly perturbs the dynamics of the systems, cyber attacks disturb CPS through the

cyber-physical couplings [141]. Some types of physical attacks include measurements’

corruption and attacks on the control architecture or the physical state itself [143].

An example of this issue is that: water was pumped out of an irrigation system in the

experiments reported in [107], while the water level measurements were corrupted so

that the attack remained stealthy.

On the other hand, the two main types of cyber attacks from a control security

viewpoint: 1) Denial of service (DoS) attack, which is strategies that are often used

for occupying the communication resources in order to prohibit the transmission of

measurement or control signals. 2) Deception attack is defined as the modification of

the data integrity for the transmitted packets among some cyber parts in the CPS.

While some literature does not differentiate between deception attacks and false data

injection (FDI) attacks [120], most of the literature differentiates between these types

and consider FDI as a class of deception attack [141], [111], [144]. Moreover, FDI at-

tacks are not limited to “the modification of data integrity for the transmitted packets

among some cyber parts”. There are man-in-the-middle attack (MITM) attacks that
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occur by modifying the software running on the devices themselves, i.e., the software

may be compromised while the packet transmission is fine.

Control of CPS under cyber attacks is one of the main issues in control engineering

and it attracts a lot of research. Most of the literature consider one kind of the attacks

such as: [84], [85], [87], [88], [89] for the case of DoS attacks, and [107], [129], [113],

[114], [115] for the case of deception attacks. Some of the literature has considered two

kinds of attacks, in [83] both of randomly occurred DoS and deception attacks were

considered in designing an event-based security control system. The optimal control

problem has been investigated for a class of NCSs subject to DoS, deception, and phys-

ical attacks using a delta operator approach and by applying ϵ-Nash equilibrium [145].

A resilient linear quadratic Gaussian control strategy for networked control systems

(NCSs) subject to zero dynamic attacks was designed [130]. Dynamic programming

was applied for the control strategy and value iteration methods was applied for the

design of power transmission strategy for a class of CPS subject to DoS attack [146].

An H∞ observer-based periodic event-triggered control (PETC) framework was used

for designing a resilient control strategy for CPS subject to DoS attacks [147]. In [148],

H∞ minimax controller was applied in the physical layer by using a delta operator

approach to solve a resilient control problem for wireless networked control system

subject to DoS attack via a hierarchical game approach.

The major drawbacks of the aforementioned methods are that they have considered

the probability of the random occurrences of the attacks to be constant, which does not

fully cover the common practical behavior of attacks. Also, many works of literature

proposed a states feedback controller which means full information about the states
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[83], [145], but this is not the case in most of the practical systems.

In this chapter, three main contributions to the previous literature are attained.

1. Randomly occurred physical and cyber attacks are considered in designing a

secure control for discrete-time CPS. Moreover, both DoS and deception attacks

are considered in this chapter.

2. The occurrences of the physical and cyber (DoS and deception) attacks are

considered as Bernoulli distributed white sequences with variable conditional

probabilities.

3. A partial knowledge of the states is considered, so, an observer system is used

to estimate the unknown outputs. Then a secure control system based on the

estimated states is designed.

3.2 Cyber attacks on controller to actuator com-

munication network

A cyber physical system (CPS) composed of an actuator, plant, sensor, and controller

is considered in this chapter, where the communication network is used for connecting

controller and actuator as shown in Fig. 3.1. The considered system could be affected

by both physical and cyber attacks. The physical attack affecting the plant and it is

represented by (A1) in Fig. 3.1.

Assumption 1 A secured network is used for data transmission between the sensors

and the controller while the channel used for communication between the controller
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and the actuators is unsecured [149], [150], [101], so it could be affected by a cyber

attack which could be either denial of service (DoS) attack or deception attack, labeled

as (A2) and (A3), respectively, in Fig. 3.1.

Assumption 2 The observer and controller are located in a safe place in the super-

visory control center.

Remark 7 As shown in Fig. 3.1, a detector is used to determine the occurrence of the

attack and then informs the controller when it happened. Once the controller received

this signal from the detector, the gains of the observer and controller will be changed

to assure the stability of the system as shown in the next section. Here, I am focusing

on the post attack period and the observer and controller gains are designed to work

when the attack occurs.

Figure 3.1: Model of CPS with cyber attacks on controller to actuator communication
network
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The plant is described by the following formula:

x(k + 1) = Ax(k) +Bup(k) + η(k)f(k)

y(k) = Cx(k) (3.1)

where x(k) ∈ Rnx , up(k) ∈ Rnu , yp(k) ∈ Rny , and f(k) ∈ Rnf are the system state,

the control signals received by the actuators, the system output and physical attack

signal injected by the attackers, respectively. A, B and C are known matrices with

proper dimensions and B is partitioned as

B =

[
B1 B2 · · · Br

]
(3.2)

Also, control input received by the actuator up(k) is partitioned as

up(k) = Γ(k)

[
uT1 uT2 · · · uTr

]T
(3.3)

where Γ(k) describes the occurrence of the DoS attack as:

Γ(k) =

{
β1 β2 · · · βr

}
(3.4)

with indicator βi(k), i ∈ R := {1, . . . , r} being the Bernoulli distributed white se-

quence. The physical attack is considered to be source limited and satisfies ∥f(k)∥2 <

δ21, where δ1 is a known constant.
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When the full state information is not available, it is desirable to design the fol-

lowing observer-based controller:

Observer :

x̂(k + 1) = Ax̂(k) +Buc(k) + L(y(k)− ŷ(k))

ŷ(k) = Cx̂(k) (3.5)

Controller :

uc(k) = Kx̂(k) (3.6)

where x̂(k) ∈ Rnx is the estimate of the system states (3.1), ŷ(k) ∈ Rny is the observer

output, and L ∈ Rnx×ny and K ∈ Rnu×nx are the observer and controller gains,

respectively.

Assumption 3 The control signal uci(k) could be affected by both DoS attacks and

deception attacks, so it will be received by the actuator as:

upi(k) = Kix̂(k) + αi(k)ζi(k) (3.7)

where ζi(k) is the deception attack signal affecting actuator i and ∥ζ(k)∥2 < δ22 and

δ2 is a known constant. The indicator αi(k) is a Bernoulli distributed white sequence.

Assumption 4 The indicators η(k), αi(k) and βi(k), i ∈ R are uncorrelated with

each other and with stochastic properties as listed in Fig. 3.2.
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Remark 8 As noticed, the attacks can affect the CPS randomly since (a) the cyber

environment of CPS is complicated and fluctuates in a random way, and (b) the

successes of attacks are largely determined by security facilities and has a random

property [83] . So, it is more practical to consider the security problem of CPS

affected by various types of stochastic attacks.

Remark 9 Assuming that the attackers are energy-bounded is reasonable in engineer-

ing practice. So, it is valid to assume that the physical and deception attacks are both

norm-bounded [149].

Define the estimation error by e(k) = x(k) − x̂(k), The closed loop system and

estimation error is formulated using equations (3.2) – (3.7) as follows

x(k + 1) = Ax(k) +
r∑

i=1

βi(k)BiKix(k)−
r∑

i=1

βi(k)BiKie(k)

+
r∑

i=1

βi(k)αi(k)Biζi(k) + η(k)f(k) (3.8)

e(k + 1) = (A− LC)e(k) +
r∑

i=1

(1− βi(k))BiKie(k)−
r∑

i=1

(1− βi(k))BiKix(k)

+
r∑

i=1

(βi(k)αi(k)Biζi(k) + η(k)f(k) (3.9)

Remark 10 The occurrences of DoS and deception attacks at the same time is unlikely

to happen. Also, the DoS attack is assumed in this chapter to cause loosing of the

signal, which means that the signal either lost because of the DoS attack or manipulated

because of the deception attack [25]. As a result, this scenario is ignored as noted

in (3.8) and (3.9). However, it is assumed that both of these two types of attacks
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could occur during the attack period and this scenario is considered in the illustrative

example.

In terms of ξ(k) = [xT (k) eT (k)]T , system (3.8) and (3.9) can be cast into the

form:

ξ(k + 1) = Āξ(k) + B̄ζ(k) + C̄f(k) (3.10)

where ζ(k) = [ζ1(k), ζ2(k), . . . , ζr(k)]
T , and

Ā =

 A+
∑r

i=1 βi(k)BiKi −
∑r

i=1 βi(k)BiKi

−
∑r

i=1(1− βi(k))BiKi Ā22


Ā22 = A− LC +

r∑
i=1

(1− βi(k))BiKi

B̄ =

B̄1 B̄2 · · · B̄r

B̄1 B̄2 · · · B̄r

 , B̄i = βi(k)αi(k)Bi, i = 1, 2, . . . , r

C̄ =

[
η(k)I η(k)I

]T
(3.11)

Remark 11 As noted from (3.8), there are three scenarios of the cyber attacks on

each channel i: 1) DoS attack, when βi(k) = 0 and regardless the value of αi(k),

2) Deception attack, when βi(k) = 1 and αi(k) = 1, and 3) No cyber attack, when

βi(k) = 1 and αi(k) = 0. These scenarios in addition to the physical attack are

summarized in Fig. 3.2

Definition 3.1 Given the positive constant scalars δ1, δ2, δ3. The observer based
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Figure 3.2: Types of the attacks

controller (3.5) and (3.6) is said to be δ1, δ2, δ3 secure if, when E ∥f(k)∥2 < δ21,

∥ζ(k)∥2 ≤ δ22, then E∥e(k)∥2 ≤ δ23 for all k.

3.3 Main results

The aim of this chapter is to propose an observer based controller as presented in

(3.5) and (3.6) to guarantee that system (3.1) is δ1, δ2, δ3 secure. In this section, the

stability analysis and observer based design is thoroughly investigated for any CPS in

the shape shown in Fig. 3.1 and consist of a plant in the form of (3.1). First, sufficient

conditions under which the observer based controller (3.5) and (3.6) is δ1, δ2, δ3 secure

in the presence of stochastic DoS, deception, and physical attacks is derived. Then,

the designed method of the desired observer based controller is provided using the

obtained conditions.

Theorem 3.1 Given the positive scalars δ1, δ2, δ3 and the control and estimator gains
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(K1, K2, . . . , Kr) and L. The observer based controller (3.5) and (3.6) is δ1, δ2 secure

if there exist positive definite matrices P and positive scalars ε1 and ε2 satisfying the

following inequalities:


Ω̂ ≤ 0

ϕ2s20
λmin(P )(s0−1)

≤ δ23

(3.12)

where:

Ω̂ =


ĀTPĀ ĀTPB̄ ĀTPC̄

∗ B̄TPB̄ − ε2I B̄TPC̄

∗ ∗ C̄TPC̄ − ε1I

 (3.13)

where ϕ2 = ε1δ1 + ε2δ2 and Ā, B̄, C̄ are defined in (3.11)

Proof. To establish the main theorem, the following Lyapunov function is con-

structed

v(k) = xT (k)Px(k) (3.14)

Evaluating the difference of V (k), we have

E[∆V (k)] = E
[
V (k + 1)− V (k)

]
< E

[
ξT (k)ĀTPĀξ(k) + 2ξT (k)ĀTPB̄ζ(k)

+2ξT (k)ĀTPC̄f(k) + ζT (k)B̄TPB̄ζ(k) + 2ζT (k)B̄TPC̄f(k) + fT (k)C̄TPC̄f(k)
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−ξT (k)Pξ(k) + ε1(δ1 − fT (k)f(k)) + ε2(δ2 − ζT (k)ζ(k))

]
(3.15)

So, it could be rewritten as:

E
[
∆V (k)

]
≤ E

[
ΞT (k)Ω̂Ξ(k) + ϕ2

]
(3.16)

where

ΞT (k) =

[
ξ(k) ζ(k) f(k)

]
(3.17)

From (3.16), it is known that:

E[∆V (k)] ≤ −λmin(−Ω̂)E
[
||ξ(k)||2

]
+ ϕ2 (3.18)

Also, by referring to the definition of the energy-like functional V (k), it is seen

that

V (k) ≤ λmax(P )E
[
||ξ(k)||2

]
(3.19)

Also, a scalar s > 1 is introduced, and from (3.18) and (3.19) it follows that
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E[sk+1V (k + 1)]− E[skV (k)] = sk+1E[∆V (k)] + sk+1E[V (k)]− skE[V (k)]

≤ sk+1

[
− λmin(−Ω̂)E

[
||ξ(k)||2

]
+ ϕ2

]
+ sk(s− 1)E[V (k)]

≤ a(s)skE
[
||ξ(k)||2

]
+ sk+1ϕ2 (3.20)

where a(s) = −λmin(−Ω̂)s+ (s− 1)λmax(P ).

For any integer T , summing up both sides of (3.20) from 0 to T − 1 with respect

to k yields

E[sTV (T )]− E[V (0)] ≤ a(s)
T−1∑
k=0

skE
[
||ξ(k)||2

]
+
s(1− sT )

1− s
ϕ2 (3.21)

Since a(1) = −λmin(−Ω̂) < 0 and lims→∞ = +∞, there exists a scalar s0 > 1 such

that a(s0) = 0. So, a scalar s0 > 1 could be found such that:

E[sT0 V (T )]− E[V (0)] ≤ s0(1− sT0 )

1− s0
ϕ2 (3.22)

Noting that:

E[sT0 V (T )] ≥ λmin(P )s
T
0E
[
||ξ(T )||2

]
≥ λmin(P )s

T
0E
[
||e(T )||2

]
(3.23)

We have

E
[
||e(T )||2

]
≤ (sT0 − 1)ϕ2

sT−1
0 (s0 − 1)λmin(P )

(3.24)
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Referring to (3.15), it can be shown that E∥e(T )∥2 ≤ δ22, which, from Definition

5.1, implies that the estimation error system (3.10) is δ1, δ2, δ3 secure, and so, the

proof of Theorem 6.3 is complete.

Theorem 3.2 Given the positive scalars δ1, δ2, δ3, a positive definite matrix P and

positive scalars ε1 and ε2. The observer based controller (3.5) and (3.6) is δ1, δ2, δ3

secure if there exist controller and estimator gains (K1, K2, . . . , Kr) and L satisfying

the following inequalities:


Ω ≤ 0

ϕ2s20
λmin(P )(s0−1)

≤ δ23

(3.25)

where:

Ω11 Ω12

∗ −X̄

 (3.26)

with

Ω11 =


−X̄ 0 0

∗ −ε2I 0

∗ ∗ −ε1I

 , Ω12 =


Ψ

B̄T

C̄T

 (3.27)
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where:

Ψ =

Ψ1 Ψ2

Ψ3 Ψ4


Ψ1 = XAT +

r∑
i=1

βi(k)Y
T
i B

T
i , Ψ2 = −

r∑
i=1

(1− βi(k))Y
T
i B

T
i

Ψ3 = XAT +
r∑

i=1

βi(k)Y
T
i B

T
i , Ψ4 = XAT − ZT +

r∑
i=1

(1− βi(k))Y
T
i B

T
i

and Ki = YiX
−1, i = 1, · · · , r and L = ZX−1C†

Proof. Ω̂ in equation (3.12) can be rewritten as:

Ω̂ = Ω̂11 + Ω̂12Ω̂22Ω̂
T
12 (3.28)

with

Ω̂11 =


−P 0 0

∗ −ε2I 0

∗ ∗ −ε1I

 , Ω̂12 =


ĀT

B̄T

C̄T

 , Ω̂22 = P (3.29)

So, equation (3.12) is formulated using Schur complements as:

Ω̂11 Ω̂12

∗ −Ω̂−1
22

 (3.30)

Now, define X̄ = P−1, then multiply Eq. (3.30) from right and left by diag{X̄, I, I, I}
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and by selecting

X̄ =

X 0

0 X

 , Y T
i = XKT

i , i = 1, 2, . . . , r, ZT = XCTLT

Eq. (3.26) can be obtained.

3.4 Illustrative examples

The effectiveness of the proposed method presented in this chapter is shown by solving

two examples as described in the following subsections.

3.4.1 Numerical example

The following numerical example with parameters as shown in system (3.1) is consid-

ered:

A =



0.1 1 2 3 4 5 5

0 −0.2 3 4 5 6 7

0 0 −0.4 2 4 −3 2

0 0 0 −0.7 2 4 −3

0 0 0 0 0.8 −3 2

0 0 0 0 0 0.5 2

0 0 0 0 0 0 −0.2
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B is diagonal matrix of {B11, B22, B33}, such that B11 = [2; 10]; B22 = [2.5; 5; 10];

B33 = [0.10.25;−11]; So, B can be partitioned as B = [B1 B2 B3]; with

B1 =


B11

0

0

 ; B2 =


0

B22

0

 B3 =


0

0

B33



C =


1 0 0 0 0 0 0

0 1 0 0 0 0 0

0 0 1 0 0 0 0


Using YALMIP the gains of the controller and estimator (3.5) and (3.6) were

obtained to be as follows:

K1 = 10−3 ×
[
− 1.5799 3.6214 − 166.7601 − 253.3419

−429.7391 − 553.8924 − 279.0259
]

K2 = 10−3 ×
[
− 19.9563 − 106.2964 1.2131 2.9130

−55.8918 147.590 − 97.0861
]

K3 = 10−3 ×

 81.5008e− 3 471.3945e− 3 8.4428

−35.3270e− 3 228.9993e− 3 9.4184

−16.0644 −97.3650 −594.5690 −3.4557

−6.7051 −125.0653 −559.9038 −3258.1
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L = 10−3 ×



230.1872 475.3367 1237.4

351.9685 −401.0426 946.5461

84.9112 144.7963 −240.0106

−1.1219 18.0030 85.0714

2.6965 7.1696 28.7968

−235.4232e− 3 982.4951e− 3 5.5035

−76.5793e− 3 −93.6182e− 3 426.8155e− 3



Three scenarios of attacks were considered and the states and error in estimation for

them were obtained using MATLAB/Simulink as follows:

1. System without attack, Figs. 4.3-4.4.

2. System under DoS and physical attacks, Figs. 4.5-4.6.

3. System under Deception and physical attacks, Figs. 4.7-4.8.

As shown in Figs. 4.3-4.8, the designed observer based controller shows stability in

the states and a small error in estimating the states under all possibilities of attacks.
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Figure 3.3: States 1-3 with no attack
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Figure 3.4: States 4-7 with no attack
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Figure 3.5: Error in estimation of outputs (states 1-3) with no attack
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Figure 3.6: States 1-3 with DoS and physical attacks
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Figure 3.7: States 4-7 with DoS and physical attacks
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Figure 3.8: Error in estimation of outputs (states 1-3) with DoS and physical attacks
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Figure 3.9: States 1-3 with deception and physical attacks
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Figure 3.10: States 4-7 with deception and physical attacks
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Figure 3.11: Error in estimation of outputs (states 1-3) with deception and physical
attacks
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3.4.2 Quadruple-tank process

Figure 3.12: Schematic diagram of quadruple-tank system

One of the common CPS is considered in this example, the quadruple-tank process

controlled through a wireless communication network. As shown in Fig. 3.12, the

system consists of four tanks (two upper and two lower) and our objective is to control

the level in the lower two tanks with two pumps. The process has two inputs (input

voltages to the pumps) and two outputs (voltages from level measurement devices).
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The model as per described in [151].

ḣ1(t) = − a1
A1

√
2gh1(t) +

a3
A1

√
2gh3(t) +

γ1k1
A1

U1(t),

ḣ2(t) = − a2
A2

√
2gh2(t) +

a4
A2

√
2gh4(t) +

γ2k2
A2

U2(t),

ḣ3(t) = − a3
A3

√
2gh3(t) +

(1− γ2)k2
A3

U2(t),

ḣ4(t) = − a4
A4

√
2gh4(t) +

(1− γ1)k1
A4

U1(t),

L1(t) = h1(t), L2(t) = h2(t)

where hi is the water-level in tank i, Ai and ai are the cross-section area of the tanks

and the outlet hole, respectively, ki are the pump constants, γi are the flow ratios and

g is the gravity acceleration. The system has two outputs L1(t) and L2(t) measuring

the water-levels in tank 1 and 2, and two inputs, U1(t) and U2(t), corresponding to

the voltages applied to electrical pumps that drive the flow of water into the tanks as

shown in Fig. 3.12.

The system is linearized at a given equilibrium point (h0i , u0i , y0i ). Defin-

ing the state, input, and output of the linearized system as xi(t) = hi(t) − h0i ,

ui(t) = Ui(t) − U0
i , and yi(t) = yi(t) − L0

i , respectively, the linearized discrete time

system is formulated as:

x(k + 1) = Ax(k) +Bu(k), y(k) = Cx(k)
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with

A =



−0.0159 0 0.0309 0

0 −0.0110 0 0.0222

0 0 −0.0309 0

0 0 0 −0.0222



B =



0.0636 0

0 0.0488

0 0.0628

0.0456 0



C =

0.5 0 0 0

0 0.5 0 0



The process is controlled using an observer based controller running in a remote

computer and a wireless network is used for the communications. The communication

network has four nodes, including a relay node, as illustrated in Fig. 3.12. The

physical attack (A1) in which the adversary could directly perturb the dynamics of

the systems such as the measurements of the levels in the tanks. The cyber attacks

are performed through the relay node. The adversary may access and corrupt all

control signals (U1(k) and U2(k)) by blocking the arrival of the signal in the case of

DoS attack (A2) or modifying the signal in the case of deception attack (A3).

Using YALMIP the gains of the controller and estimator (3.5) and (3.6) were
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obtained to be as follows:

K1 =
[
− 5.0810 − 0.7155 0.5520 − 4.3266

]
K2 =

[
− 0.4143 − 3.9718 − 5.2888 0.5746

]

L =



1.3862 −0.0862

−0.0375 1.6380

−0.0486 −0.4662

−0.4410 −0.0623


(3.31)

The system model was built using Matlab/Simulink in which the attack function is

created with α(k), β(k), and η(k) are selected as Bernoulli distributed white sequences

with probabilities as presented in Fig. 3.2. Four scenarios were considered in this

example to represent all possible situations in the CPS, and the states of the systems

were obtained for each scenario using MATLAB/Simulink as follows:

1. System without attack, Fig. 3.13

2. System under DoS and physical attacks, Fig. 3.14.

3. System under deception and physical attacks, Fig. 3.15.

4. System under DoS, deception, and physical attacks, , Fig. 3.16

As shown in Figs. 3.13-3.16, the designed observer based controller shows stability

in the states under all possibilities of attacks.
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Figure 3.13: States of the system without any attack

Simulation for exceeding the limits

More simulation was carried out to explore the behavior of the quadruple-tank process

if the attacker goes beyond the limits used in the design as per determined in Detention

3.1. The system shows a change in the behavior of the states in the case of exceeding

the limit in the DoS attack but it maintains the stability as shown in Fig. 3.17.

In the deception attack scenario, when the limit is exceeded with small values, the

states maintain the stability with some error as shown in Fig. 3.18. Also, the limit

of the attack is exceeded with large values, the error in the state’s values was very

high as shown in Fig. 3.19. Although these notes cannot be generalized, the designed

controller in this example, maintain the stability when the attacker exceeded the limit

with small values.
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Figure 3.14: States of the system under DoS and physical attacks
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Figure 3.15: States of the system under deception and physical attacks
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Figure 3.16: States of the system under DoS, deception, and physical attacks
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Figure 3.17: States of the system under DoS and physical attacks exceeding the limits
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Figure 3.18: States of the system under deception and physical attacks exceeding the
limits with small values
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Figure 3.19: States of the system under deception and physical attacks exceeding the
limits with large values
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CHAPTER 4

SECURE CONTROL

STRATEGY-II

4.1 Introduction

In this chapter, the cyber attacks will be considered to affect the overall communica-

tion network, i.e. sensors to controller and controller to actuator signals. Moreover,

it has three main contributions over the previous literature.

1. Both DoS and deception attacks will be considered in designing a secure

observer-based stabilizing controller for discrete-time CPS.

2. The attacks are considered to affect both measurements and actuators signals.

3. The occurrences of the DoS and deception attacks will be considered as Bernoulli

distributed white sequences with variable conditional probabilities.
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Figure 4.1: Attacks on a cyber physical system (CPS)

4.2 Cyber attacks over the communication network

A cyber physical system (CPS) composed of plant, observer based controller, and com-

munication network is considered in this chapter as shown in Fig. 4.1. The considered

system could be affected by cyber attacks in the forward (plant to observer) or back-

ward (observer to plant) communication represented by (A1) and (A2) respectively in

Fig. 4.1. The discrete-time linear time-invariant model of the plant is:

x(k + 1) = Ax(k) +Bup(k), yp(k) = Cx(k) (4.1)

where x(k) ∈ ℜn is the plant’s state vector and up(k) ∈ ℜm is the control input,

and yp(k) ∈ ℜp is the output vector. A, B, and C are known matrices of the plant
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with appropriate dimensions. The measurement signal after passing the network is

described by

yc(k) = α(k)[yp(k) + β(k)(−yp(k) + ζy(k))] + (1− α(k))yp(k − τ fk ) (4.2)

where τ fk stands for forward delay with a Bernoulli distribution caused by DoS attack

in the forward path, and α(k) and β(k) are Bernoulli distributed white sequences

exhibiting the occurrence of forward DoS and deception attacks, respectively, ζy(k) is

the signal which affect the system in the forward deception attack.

The observer-based controller below is implemented while considering an attack

occurs on the forward path:

Observer :

x̂(k + 1) = Ax̂(k) +Buc(k) + L(yc(k)− ŷc(k))

ŷc(k) = Cx̂(k) (4.3)

Controller :

uc(k) = Kx̂(k)

up(k) = γ(k)[uc(k) + δ(k)(−uc(k) + ζu(k))] + (1− γ(k))uc(k − τ bk) (4.4)

where x̂(k) ∈ ℜn is the estimate of the states (4.1), ŷc(k) ∈ ℜp is the observer output,

L ∈ ℜn×p is the observer gain, K ∈ ℜm×n is the controller gain, and τ bk is the backward

delay caused by the backward DoS attack.

The stochastic variables γ(k) and δ(k), mutually independent of α(k) and β(k),
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Figure 4.2: Types of the attack

are also a Bernoulli distributed white sequences exhibiting the occurrence of DoS and

deception backward attacks, respectively, ζu(k) is the signal which affect the system

in the backward deception attack.

Here, τ bk and τ fk are assumed to be bounded time-varying variables as follows:

τ−f ≤ τ fk ≤ τ+f , τ−b ≤ τ bk ≤ τ+b (4.5)

Fig 4.2 shows the different types of attacks affecting the system on forward and

backward paths as well as the probability associated with each case. Here it is assumed

that only one type of the attacks will be happened, i.e. either DoS attack (j = 1, · · · , 3)

or deception attack (j = 4, · · · , 7) will take place at the same time.
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The estimation error is defined as e(k) = x(k)− x̂(k). So, one can obtain

x(k + 1) = Ax(k) + γ(k)(1− δ(k))BKx(k) + γ(k)δ(k)Bζu(k)

+(1− γ(k))BKx(k − τ bk)− γ(k)(1− δ(k))BKe(k)− (1− γ(k))BKe(k − τ bk)

(4.6)

e(k + 1) = (−BK + LC)x(k) + (A+BK − LC)e(k)

+γ(k)(1− δ(k))BKx(k) + γ(k)δ(k)Bζu(k) +BK(1− γ(k))x(k − τ bk)

−γ(k)(1− δ(k))BKe(k)−BK(1− γ(k))e(k − τ bk)

−α(k)(1− β(k))LCx(k)− α(k)β(k)Lζy(k)− (1− α(k))LCx(k − τ fk )

(4.7)

By defining ξ(k) = [xT (k) eT (k)]T , system (4.6) and (4.7) could be formulated

as:

ξ(k + 1) = Ājξ(k) + B̄jξ(k − τ fk ) + C̄jξ(k − τ bk) + D̄jζ(k) (4.8)

where ζ(k) = [ζTu (k) ζTy (k)]
T , and {Āj, B̄j, C̄j; D̄j, j = 1, · · · , 7} and j is an index

representing each situation in Fig. (4.2) and their values as follows:

Ā1 =

A+BK −BK

LC A− LC

 , Ā2 =

 A 0

−BK A+BK − LC

 ,

Ā3 =

 A 0

−BK + LC A+BK − LC

 , Ā4 =

A+BK −BK

0 A− LC

 ,
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Ā5 =

A+BK −BK

LC A− LC

 , Ā6 =

 A 0

−BK A+BK − LC

 ,

Ā7 =

 A 0

−BK + LC A+BK − LC

 ,

B̄1 = B̄3 =

 0 0

−LC 0

 , B̄j = 0, j = 2, 4, · · · , 7

C̄2 = C̄3 =

BK −BK

BK −BK

 , C̄j = 0, j = 1, 4, · · · , 7

D̄j = 0, j = 1, · · · , 4, D̄5 =

0 0

0 −L

 , D̄6 =

B 0

B 0

 , D̄7 =

B 0

B −L

(4.9)

Remark 12 The following can be noted from (4.9):

1. When there is no attack or there is a DoS attack, then

Āj + B̄j + C̄j =

 A+BK −BK

0 A− LC

 , j = 1, · · · , 4 (4.10)

The result of Āj + B̄j + C̄j, j = 1, · · · , 4 represents the fundamental matrix of

system (4.8).

2. Part of the fundamental matrix in (4.10) is changed due to signal injected by

the attacker in the case of the deception attack.
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Remark 13 The deception attack is considered as an arbitrary bounded energy signal

with the following characteristic:

ζT ζ < η2 (4.11)

The objective in this chapter is to build an observer based controller as formulated

in (4.3) and (4.4) to guarantee the exponential stability in the mean square of the

closed loop system (4.8). The method is inspired by the switched time-delay systems

[152]. For simplifying the expressions, each probability is defined as ρj and the the

expected value of it is E[ρj] for j = 1, · · · , 7 as shown in Fig. 4.2.

4.3 Design results

The stability analysis and controller synthesis problems for the closed-loop system

(4.8) will be investigated in this section. The stability analysis problem will be dis-

cussed to obtain sufficient conditions to guarantee the exponential stability in the

mean square of system (4.8) with the given observer based controller (4.4) and (4.5).

By expansion of the work of [153], the main theorem will be established using the

following candidate Lyapunov function:

V (ξ(k)) =
5∑

i=1

Vi(ξ(k)) (4.12)
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where

V1(ξ(k)) =
7∑

j=1

ξT (k)Pξ(k), P > 0

V2(ξ(k)) =
7∑

j=1

k−1∑
i=k−τfk

ξT (i)Qjξ(i), Qj = QT
j > 0

V3(ξ(k)) =
7∑

j=1

k−1∑
i=k−τbk

ξT (i)Qjξ(i)

V4(ξ(k)) =
7∑

j=1

−τ−f +1∑
ℓ=−τ+f +2

k−1∑
i=k+ℓ−1

ξT (i)Qjξ(i)

V5(ξ(k)) =
7∑

j=1

−τ−b +1∑
ℓ=−τ+b +2

k−1∑
i=k+ℓ−1

ξT (i)Qjξ(i) (4.13)

Let us define real scalars υ > 0 and ϱ > 0 with the following characteristics:

υ∥ξ(k)∥2 ≤ V (ξ(k)) ≤ ϱ∥ξ(k)∥2 (4.14)

Theorem 4.1 For a given controller and observer gains K and L, system (4.8) is

exponentially stable if there exist matrices P > 0, QT
j = Qj > 0, j = 1, · · · , 7 and

matrices Fi, Ui, and Zi, i = 1, 2, satisfying the following LMI:

Υj =


Υ1j Υ2j Υ3j

∗ Υ4j 0

∗ ∗ Υ5j

 < 0 (4.15)

86



Υ1j =


Ψj + Φj1 −F1 + UT

1 −F2 + UT
2

∗ −U1 − UT
1 − ρ̂jQj 0

∗ ∗ −U2 − UT
2 − ρ̂jQj



Υ2j =


−F1 + ZT

1 − Φj2 −F2 + ZT
2 − Φj3

−U1 − ZT
1 0

0 −U2 − ZT
2

 , Υ3j =


Φj7

0

0



Υ4j =

−Z1 − ZT
1 + Φj4 Φj5

∗ −Z2 − ZT
2 + Φj6

 , Υ5j = Φj8 − ηI (4.16)

where

Ψj = −P + ρ̂j(τ
+
f − τ−f + τ+b − τ−b + 2)Qj + F1 + F T

1 + F2 + F T
2

Φj1 = (Āj + B̄j + C̄j)
T ρ̂jP (Āj + B̄j + C̄j), Φj2 = (Āj + B̄j + C̄j)

T ρ̂jPB̄j

Φj3 = (Āj + B̄j + C̄j)
T ρ̂jPC̄j, Φj4 = B̄T

j ρ̂jPB̄j

Φj5 = B̄T
j PC̄j Φj6 = C̄T

j ρ̂jPC̄j

Φj7 = (Āj + B̄j + C̄j)
T ρ̂jPD̄j Φj8 = D̄T ρ̂jPD̄j

Proof. Let y(k) = x(k + 1)− x(k), so,

ξ(k − τ fk ) = ξ(k)−
k−1∑

i=k−τfk

y(i) (4.17)

ξ(k − τ bk) = ξ(k)−
k−1∑

i=k−τbk

y(i) (4.18)
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And system (4.8) can be represented as

ξ(k + 1) = (Āj + B̄j + C̄j)ξ(k)− B̄jλ(k)− C̄jϵ(k) + D̄jζ(k) (4.19)

where

λ(k) =
k−1∑

i=k−τfk

y(i), ϵ(k) =
k−1∑

i=k−τbk

y(i).

Now, by evaluation of the difference of V1(ξ(k)) along the solution of system (4.19),

leads to:

E[∆V1(ξ(k))] = E[V1(ξ(k + 1))]− V1(ξ(k))

=
7∑

j=1

[
ξT (k)[Φj1 − P ]ξ(k)− 2ξT (k)Φj2λ(k)− 2ξT (k)Φj3ϵ(k)

+λT (k)Φj4λ(k) + 2λT (k)Φj5ϵ(k) + ϵT (k)Φj6ϵ(k) + 2ξT (k)Φj7ζ(k)

+ζT (k)(Φj8 − ηI)ζ(k)

]
(4.20)

A straightforward computation gives

E[∆V2(ξ(k)] =
7∑

j=1

ρ̂j

[ k∑
i=k+1−τfk+1

ξT (i)Qjξ(i)−
k−1∑

i=k−τfk

ξT (i)Qjξ(i)

]

= ξT (k)Qξ(k)− ξ(k − τ fk )Qjξ(k − τ fk ) +
k−1∑

i=k+1−τfk+1

ξT (i)Qjξ(i)−
k−1∑

i=k+1−τfk

ξ(i)Qjξ(i)

(4.21)

88



In view of

k−1∑
i=k+1−τfk+1

ξT (i)Qjξ(i) =

k−τfk∑
i=k+1−τfk+1

ξT (i)Qjξ(i) +
k−1∑

i=k+1−τfk

ξT (i)Qjξ(i)

≤
k−1∑

i=k+1−τfk

ξT (i)Qjξ(i) +

k−τ−f∑
i=k+1−τ+f

ξT (i)Qjξ(i) (4.22)

We readily obtain

E[∆V2(ξ(k))] ≤
7∑

j=1

ρ̂j

[
ξT (k)Qjξ(k)− ξT (k − τ fk )Qjξ(k − τ fk ) +

k−τ−f∑
i=k+1−τ+f

ξT (i)Qjξ(i)

]
(4.23)

By applying the same procedure, we have:

E[∆V3(ξ(k))] ≤
7∑

j=1

ρ̂j

[
ξT (k)Qjξ(k)− ξT (k − τ bk)Qjξ(k − τ bk) +

k−τ−b∑
i=k+1−τ+b

ξT (i)Qjξ(i)

]
(4.24)

Finally

E[∆V4(ξ(k))] =
7∑

j=1

ρ̂j

[ −τ−f +1∑
ℓ=−τ+f +2

[ξT (k)Qjξ(k)− ξT (k + ℓ− 1)Qjξ(k + ℓ− 1)]

]

=
7∑

j=1

ρ̂j

[
(τ+f − τ−f )ξ

T (k)Qjξ(k)−
k−τ−f∑

i=k+1−τ+f

ξT (i)Qjξ(i)

]
(4.25)

E[∆V5(ξ(k))] =
7∑

j=1

ρ̂j

[
(τ+b − τ−b )ξ

T (k)Qjξ(k)−
k−τ−b∑

i=k+1−τ+b

ξT (i)Qjξ(i)

]
(4.26)
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It follows from (4.17) and (4.18) that:

ξ(k)− ξ(k − τ fk )− λ(k) = 0 (4.27)

ξ(k)− ξ(k − τ bk)− ϵ(k) = 0 (4.28)

So, for any matrices Fi, Ui and Zi, i = 1, 2, with appropriate dimensions, we could

use the formulas:

2[ξT (k)F1 + ξT (k − τ fk )U1 + λT (k)Z1]× [ξ(k)− ξ(k − τ fk )− λ(k)] = 0(4.29)

2[ξT (k)F2 + ξT (k − τ bk)U2 + ϵT (k)Z2]× [ξ(k)− ξ(k − τ bk)− ϵ(k)] = 0 (4.30)

The combination of (4.20)-(4.30) will lead to:

E[∆V (ξ(k))] ≤
7∑

j=1

[
ξT (k)Ψjξ(k) +

7∑
j=1

ξT (k)(−2F1 + 2UT
1 )ξ(k − τ fk )

+ξT (k)(−2F2 + 2UT
2 )ξ(k − τ bk) + ξT (k)(−2F1 + 2ZT

1 − 2Φj2)λ(k)

+ξT (k)(−2F2 + 2ZT
2 − 2Φj3)ϵ(k) + ξT (k − τ fk )(−U1 − UT

1 − ρ̂jQj)ξ(k − τmk )

+ξT (k − τ fk )(−2U1 − 2ZT
1 )λ(k) + ξT (k − τ bk)(−U2 − UT

2 − ρ̂jQj)ξ(k − τak )

+ξT (k − τ bk)(−2U2 − 2ZT
2 )ϵ(k) + λT (k)(−Z1 − ZT

1 + Φj4)λ(k)

+ϵT (k)(−Z2 − ZT
2 + Φj5)ϵ(k) + λT (k)Φj6ϵ(k) + 2ξTΦj7ζ + ζT (Φj8 − ηI)ζ

]
=

7∑
j=1

[
ΩT (k)Υ̃jΩ(k)

]
(4.31)
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where

Ω(k) =
[
ξT (k) ξT (k − τ fk ) ξT (k − τ bk) λT (k) ϵT (k) ζT (k)

]T (4.32)

and Υ̃j corresponds to Υj in (4.15) by Schur complements. If Υj < 0, j = 1, · · · , 7

holds, then

E[V (ξ(k + 1))− V (ξ(k))] =
7∑

j=1

[
ΩT (k)Υ̃jΩ(k)

]
≤

7∑
j=1

[
− λmin(Υ̃j)Ω

T (k)Ω(k)

]

< −
7∑

j=1

[
βjΩ

T (k)Ω(k)

]
(4.33)

where

0 < βj < min
[
λmin(Υj),max{λmax(P ), λmax(Qj)}

]

Inequality (4.31) implies that E[V (ξ(k + 1))− V (ξ(k))] < −ϕV (ξ(k)), 0 < ϕ < 1.

In view of [154], we have

||ξ(k)||2 ≤ υ

κ
||ξ(0)||2(1− ϕ)k +

λ

υϕ

So, the exponential stability of system (4.8) can be verified.

Corollary 1 For the case of DoS attack only, for a given controller gain K and

observer gain L. System (4.8) is exponentially stable if there exist matrices P >

0, QT
j = Qj > 0, j = 1, · · · , 3 and matrices Fi, Ui, and Zi, i = 1, 2, satisfying the
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following LMI:

Υ′
j =

Υ′
1j Υ′

2j

∗ Υ′
3j

 < 0 (4.34)

Υ′
1j =


Ψj + Φj1 −F1 + UT

1 −F2 + UT
2

∗ −U1 − UT
1 − ρ̂jQj 0

∗ ∗ −U2 − UT
2 − ρ̂jQj



Υ′
2j =


−F1 + ZT

1 − Φj2 −F2 + ZT
2 − Φj3

−U1 − ZT
1 0

0 −U2 − ZT
2

 ,

Υ′
3j =

−Z1 − ZT
1 + Φj4 Φj5

∗ −Z2 − ZT
2 + Φj6

 , (4.35)

where

Ψj = −P + ρ̂j(τ
+
f − τ−f + τ+b − τ−b + 2)Qj + F1 + F T

1 + F2 + F T
2

Φj1 = (Āj + B̄j + C̄j)
T ρ̂jP (Āj + B̄j + C̄j), Φj2 = (Āj + B̄j + C̄j)

T ρ̂jPB̄j

Φj3 = (Āj + B̄j + C̄j)
T ρ̂jPC̄j, Φj4 = B̄T

j ρ̂jPB̄j

Φj5 = B̄T
j PC̄j, Φj6 = C̄T

j ρ̂jPC̄j
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Proof. The proof of Corollary 1 could be obtained by applying the same procedure

of the proof of Theorem 4.1.

Theorem 4.2 For a given delay bounds τ+f , τ−f , τ+b , τ−b and ρ̂j, j = 1, .., 7. System

(4.8) is exponentially stable if there exist matrices X, Y1, Y2, Ξj > 0, j = 1, .., 7 and

matrices Hi, Mi and Ri, i = 1, 2, satisfying the following LMI:



Υ̂1j Υ̂2j 0

∗ Υ̂3j 0

∗ ∗ −ηI

Θ̂j

∗ −ρ̂jX̂


< 0 (4.36)

where

X̂ =

 X 0

0 X

 , (4.37)

Ψ̂j = −X̂ + ρ̂j(τ
+
f − τ−f + τ+b − τ−b + 2)Ξj +H1 +HT

1 +H2 +HT
2

Υ̂1j =


Ψ̂j −H1 +MT

1 −H2 +MT
2

∗ −M1 −MT
1 − ρ̂jΞj 0

∗ ∗ −M2 −MT
2 − ρ̂jΞj



Υ̂2j =


−H1 +RT

1 −H2 +RT
2

−M1 −RT
1 0

0 −M2 −RT
2

 , Υ̂3j =

 −R1 −RT
1 0

∗ −R2 −RT
2
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Θ̂j =

[
Θ̂1j 0 0 Θ̂4j Θ̂5j Θ̂6j

]T
(4.38)

with

Θ̂1j =

 XAT + Y T
1 B

T 0

XAT XAT − Y T
2

 , j = 1, · · · , 4, Θ̂15 =

 XAT + Y T
1 B

T Y T
2

XAT XAT

 ,

Θ̂16 =

 XAT −Y T
1 B

T

XAT XAT − Y T
2

 , Θ̂17 =

 XAT −Y T
1 B

T + Y T
2

XAT XAT



Θ̂4j =

 0 Y T
2

0 Y T
2

 , j = 1, 3, Θ̂5j =

 −Y T
1 B

T −Y T
1 B

T

0 0

 , j = 2, 3

Θ̂65 =

 0 0

0 −XLT

 , Θ̂66 =

 XBT XBT

XBT XBT

 , Θ̂67 =

 XBT XBT

XBT XBT −XLT

 ,
Θ̂4j = 0, j = 2, 4, · · · , 7, Θ̂5j = 0, j = 1, 4, · · · , 7, Θ̂6j = 0, j = 1, · · · , 4

and K = Y1X
−1 and L = Y2X

−1C†

Proof. By defining:

Θj =

[
(Āj + B̄j + C̄j) 0 0 −B̄j −C̄j D̄j

]T
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We can describe matrix inequality (4.15) by:

Υj = Υ̃j +ΘjPΘ
T
j < 0 (4.39)

Υ̃j =


Υ̃1j Υ̃2j 0

∗ Υ̃3j 0

∗ ∗ −ηI

 < 0

Υ̃1j =


Ψj −F1 + UT

1 −F2 + UT
2

∗ −U1 − UT
1 − ρ̂jQj 0

∗ ∗ −U2 − UT
2 − ρ̂jQj



Υ̃2j =


−F1 + ZT

1 −F2 + ZT
2

−U1 − ZT
1 0

0 −U2 − ZT
2

 , Υ̃3j =

 −Z1 − ZT
1 0

∗ −Z2 − ZT
2

(4.40)

Select X̂ = P−1, and by applying Schur complements, we formulate matrix Υj in

(4.39) as follows:



Υ̃1j Υ̃2j 0

∗ Υ̃3j 0

∗ ∗ −ηI

Θj

∗ −ρ̂jX̂


< 0 (4.41)

Multiplying the matrix inequality in (4.40) from right and left by
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diag[X̂, X̂, X̂, X̂, X̂, I, I] and applying (4.37) and

Ξj = X̂QjX̂, Hi = X̂FiX̂,

Mi = X̂UiX̂, Ri = X̂ZiX̂, j = 1, · · · , 7, i = 1, 2

Matrix inequality (4.36) subject (4.38) can be obtained.

Corollary 2 For the case of DoS attack only, for a given delay bounds τ+f , τ−f , τ+b , τ−b

and ρ̂j, j = 1, · · · , 4. Then, System (4.8) is exponentially stable if there exist matrices

0 < X, Y1, Y2, 0 < Ξj, j = 1, · · · , 4 and matrices Hi, Mi and Ri, i = 1, 2, satisfying

the following LMI:


Υ̂′

1j Υ̂′
2j

∗ Υ̂′
3j

Θ̂j

∗ −ρ̂jX̂

 < 0 (4.42)

X̂ =

 X 0

0 X

 (4.43)

Ψ̂j = −X + ρ̂j(τ
+
f − τ−f + τ+b − τ−b + 2)Ξj +H1 +HT

1 +H2 +HT
2

Υ̂′
1j =


Ψ̂j −H1 +MT

1 −H2 +MT
2

∗ −M1 −MT
1 − ρ̂jΞj 0

∗ ∗ −M2 −MT
2 − ρ̂jΞj
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Υ̂′
2j =


−H1 +RT

1 −H2 +RT
2

−M1 −RT
1 0

0 −M2 −RT
2

 , Υ̂
′
3j =

 −R1 −RT
1 0

∗ −R2 −RT
2


(4.44)

Θ̂j =

[
Θ̂1j 0 0 Θ̂4j Θ̂5j

]T

Θ̂1j =

 XAT + Y T
1 B

T 0

XAT XAT − Y T
2

 , j = 1, · · · , 4

Θ̂15 =

 XAT + Y T
1 B

T Y T
2

XAT XAT

 , Θ̂16 =

 XAT −Y T
1 B

T

XAT XAT − Y T
2



Θ̂4j =

 0 Y T
2

0 Y T
2

 , j = 1, 3, Θ̂5j =

 −Y T
1 B

T −Y T
1 B

T

0 0

 , j = 2, 3

Θ̂4j = 0, j = 2, 4, · · · , 6, Θ̂5j = 0, j = 1, 4, · · · , 6, (4.45)

with K = Y1X
−1 and L = Y2X

−1C†.

Proof. The proof of Corollary 2 could be obtained by applying the same procedure

of the proof of Theorem 4.2 with

Θj =

[
(Āj + B̄j + C̄j) 0 0 −B̄j −C̄j

]T
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4.4 Simulation example

The effectiveness of the proposed method presented in this chapter is shown by solving

the control problem of the Autonomous underwater vehicle (AUV) as per mentioned

in [155]. The objective of the controller is to guarantee a stable prescribed motion of

the AUV. The discrete-time model of the AUV is:

A =


−0.14 −0.69 0

−0.19 −0.048 0

0 1 0

 ; B =


0.056

−0.23

0

 , C =

[
1 0 0

]

The initial states value is assumed to be x1(0) = x2(0) = x3(0) = 1. Using

YALMIP the gains of the controller and estimator (6.3) and (6.3) were obtained to be

as follows:

K =

[
0.00388 0.16755 0.00001

]
L =

[
−0.038 −0.076 −162.02

]T

Three scenarios of attacks were considered and the states and error in estimation

for them were obtained using MATLAB/Simulink as follows:

1. System without attack, Figs. 4.3-4.4.

2. System under DoS and physical attacks, Figs. 4.5-4.6.

3. System under Deception and physical attacks, Figs. 4.7-4.8.
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As shown in Figs. 4.3-4.8, the designed observer based controller shows stability in

the states and a small error in estimating the states under all possibilities of attacks.

It can also be noted from Figs. (4.4), (4.6), and (4.8) that there is a high peak of error

in estimation at a certain time, while it is caused by the initial error in estimation in

the first scenario and the occurrences of high value of attacks in the second and third

scenario, it is not affecting the overall observer performance and the stability of the

states.

0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2

time (sec)

-1

-0.8

-0.6

-0.4

-0.2

0

0.2

0.4

0.6

0.8

1
States

x
1

x
2

x
3

Figure 4.3: States with no attack
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Figure 4.4: Error in estimation of states with no attack
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Figure 4.5: States with DoS attack
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Figure 4.6: Error in estimation of states with DoS attack
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Figure 4.7: States with deception attack
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Figure 4.8: Error in estimation of states with deception attack
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CHAPTER 5

SECURE ESTIMATION

STRATEGY

5.1 Preliminaries

Filtering of CPS under cyber attacks is one of the main issues in control engineering

due to its importance specially in power systems. This problem attracts a lot of re-

search [156]–[157]. Most of the practical systems are nonlinear. The complexity of

such systems inherently increases when considering control and estimation problems.

One of the fundamental and ongoing research subject in various engineering fields

such as smart and power grid systems, robotics, synchronous machines, is the nonlin-

ear state estimation [158]–[159]. The nonlinear estimation problems were solved using

a number of efficient algorithms. The extended Kalman estimation approach is the

most famous algorithm among them since its applicability to linearized systems with

foreknown Gaussian noises. Also, due to their excellent robustness against parameter

uncertainties and disturbances, the H∞ and robust estimators for nonlinear attracts
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much attention [160]–[161]. In addition the H∞ estimator has been applied in several

applications such as: sector-bounded nonlinearities [162], randomly occurring nonlin-

ear disturbances [163], nonlinear fractional transformations [164], and systems with

affine nonlinearities [165].

The problem of distributed dimensionality reduction fusion estimation for a class

of CPS subject to DoS attack was addressed by implementing a recursive distributed

Kalman fusion estimator (DKFE) [75]. In [166], the robust estimation problem was

discussed for a discrete-time nonlinear system including external stochastic distur-

bances, probabilistic missing measurements, and time delay. The stability and the

switching topology-dependent are obtained to ensure optimal control of disturbance

rejection for H∞ filter for a class of filtering networks including packet losses and time-

varying switching topologies [167]. A secure estimator is proposed using stochastic

analysis techniques for nonlinear stochastic discrete time-delay systems with random

sensor saturation and deception attacks [127]. However, the proposed method consid-

ers constant probabilities of the saturation and the attacks.

This chapter has two main contributions over the previous literature.

1. A secure estimator system will be designed for discrete-time delayed systems

that is considering the two main types of attacks, i.e. Denial of Service (DoS)

and deception attacks.

2. The occurrences of the DoS and deception attacks will be considered as Bernoulli

distributed white sequences with variable conditional probabilities.
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5.2 Discrete-time delayed CPS subject to cyber at-

tacks

The discrete-time nonlinear stochastic time delay system is described as follows:

x(k + 1) = Ax(k) + Adx(k − τ dk ) +Bf(x(k)) +Bdfd(x(k − τ dk )) + w(k)

(5.1)

where x(k) ∈ Rn is the plant’s state vector and w(k) ∈ R is a zero-mean Gaussian

white noise sequence with Ew2(k) ≤ δ2. A, Ad, B and Bd are known real matrices

with appropriate dimensions, and τ dk is a positive integer denoting the time-varying

delay in the system. The nonlinear functions f : Rnx → Rnx and fd : Rnx → Rnx are

satisfying the following bounded conditions:

[f(x)−K1x]
T [f(x)−K2x] ≤ 0,

[fd(x)− T1x]
T [fd(x)− T2x] ≤ 0 (5.2)

where K1, K2, T1, and T2 are known real matrices with appropriate dimensions. And:

K = K1 −K2, T = T1 − T2 (5.3)

where K and T are symmetric positive definite matrices.

For generality, it is assumed that the sensor measurement with random stochastic
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DoS and deception attacks is modeled as

yf (k) = α(k)[Cx(k) + β(k)(−Cx(k) + ζ(k))] + (1− α(k))Cx(k − τmk ) + v(k)

(5.4)

where τmk stands for measurement delay caused by DoS attack and its occurrence

satisfying the Bernoulli distribution, ζ(k) is the signal which affects the system in

the deception attack, v(k) ∈ R is a zero-mean Gaussian white noise sequence with

Ev2(k) ≤ δ2, and α(k) and β(k) are Bernoulli distributed white sequences exhibiting

the occurrence of DoS and deception attacks, respectively, with the following proba-

bilities:

ρ1(k) = Prob{α(k) = 0}, ρ̂1 = E[ρ1]

ρ2(k) = Prob{α(k) = 1, β(k) = 0}, ρ̂2 = E[ρ2]

ρ3(k) = Prob{α(k) = 1, β(k) = 1}, ρ̂3 = E[ρ3] (5.5)

Remark 14 As noted from (5.4), there are three scenarios of the attacks: 1) DoS

attack, when α(k) = 0 and regardless the value of β(k), 2) Deception attack, when

α(k) = 1 and β(k) = 1, and 3) No attack, when α(k) = 1 and β(k) = 0.

Remark 15 In the deception attack scenario, it is assumed that the injected false

data sent by the attackers could be divided mathematically into two terms as shown in

(5.4), −Cx(k) which will cancel the original signal and ζ(k) which is assumed to be
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an arbitrary bounded energy signal with the following characteristic:

∥ζ(k)∥2 ≤ δ21 (5.6)

The following estimator structure is applied based on the measurements mentioned

before:

x̂(k + 1) = Fx̂(k) +Nyf (k) (5.7)

where x̂(k) ∈ Rn is the estimate of the system states (5.1), F and N are the parameters

of the estimator.

Here, τ dk and τmk are assumed to be time-varying and with the following bounded

condition:

τ−d ≤ τ dk ≤ τ+d , τ−m ≤ τmk ≤ τ+m (5.8)

where τ−d and τ+d are the minimum and maximum delay occurs in the system respec-

tively, and τ−m and τ+m are the minimum and maximum measurement delay occurs due

to the DoS attack.

By Defining the estimation error as e(k) = x(k)− x̂(k). It is obtained that:

e(k + 1) = Fe(k) + [A− F − α(k)(1− β(k))NC]x(k)

+Adx(k − τ dk )− (1− α(k))NCx(k − τmk ) +Bf(x(k))

+Bdfd(x(k − τ dk ))− α(k)Nζ(k) + w(k)−Nv(k) (5.9)

107



And, using ξ(k) = [xT (k) eT (k)]T , and ϵ(k) = [w(k) v(k)]T , system (5.1) and

(5.9) can be formulated as:

ξ(k + 1) = Ajξ(k) + Adξ(k − τ dk ) + Amjξ(k − τmk ) + �Bf(Hξ(k))

+ �Bdfd(Hξ(k − τ dk )) + Cjζ(k) + Dϵ(k) (5.10)

where {Aj, Amj, Cj; j = 1, 2, 3} and j is an index indicating one of the attacks

situation and their values as follows:

A1 =

 A 0

A− F F

 , A2 =

 A 0

A− F −NC F

 , A3 =

 A 0

A− F F

 ,

Ad =

Ad 0

Ad 0

 , Am1 =

 0 0

−NC 0

 , Am2 = Am3 = 0

�B =

B
B

 , �Bd =

Bd

Bd

 H =

[
I 0

]
,

C1 = C2 = 0, C3 =

 0

−N

 , D =

I 0

I −N

 (5.11)

Definition 5.1 Given the positive constant scalars δ1, δ2, δ3. The estimator (5.7) is

said to be δ1, δ2, δ3 secure if, when Eϵ2(k) ≤ δ23, ∥ζ(k)∥2 ≤ δ21, then E∥e(k)∥2 ≤ δ22 for

all k ≥ τ+d + 1.
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5.3 Estimator Synthesis

The aim of this chapter is to propose an estimator as presented in (5.7) to guarantee

that system (5.10) is δ1, δ2, δ3 secure. The implemented method is depends on the

concepts of switched time-delay systems [152] and inspired by [168]. For simplicity,

each probability ρj and expected value of it E[ρj] for j = 1, 2, 3 is introduced as

mentioned in (5.5).

In this section, the stability analysis and estimation synthesis problem for the non-

linear discrete time delayed system (5.1) is thoroughly investigated. First, a sufficient

condition under which the estimator (5.7) is δ1, δ2, δ3 secure is derived in the presence

of both stochastic DoS and deception attacks. Then, the designed method of the

desired estimator is provided using the obtained conditions.

Theorem 5.1 Given the positive scalars δ1, δ2, δ3 and the estimator gains F,N . The

estimator (5.7) is δ1, δ2, δ3 secure if there exist positive definite matrices P,Q and

positive scalars ε1, ε2, ε3, ε4 satisfying the following inequalities:


Λ̄ = Λ11 + Λ12Λ22Λ

T
12 < 0

max
{

z(r0)
λmin(P )

,
θ2r20

λmin(P )(r0−1)

}
≤ δ23

(5.12)
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where:

Λ11 =



ψ1 0 0 ψ2 0 0 0

∗ ψ3 0 0 ψ4 0 0

∗ ∗ −Q 0 0 0 0

∗ ∗ ∗ −ε2I 0 0 0

∗ ∗ ∗ ∗ −ε4I 0 0

∗ ∗ ∗ ∗ ∗ −ε1I 0

∗ ∗ ∗ ∗ ∗ ∗ −ε3I


Λ12 =

[
�A Ad �Am �B �Bd �C D

]T
, Λ22 = P

�A = ρ̂1A1 + ρ̂2A2 + ρ̂3A3 �Am = ρ̂1Am1 + ρ̂2Am2 + ρ̂3Am3

�C = ρ̂1C1 + ρ̂2C2 + ρ̂3C3

ψ1 = (τ+d − τ−d + τ+m − τ−m + 2)Q− P − 0.5ε2(H
TKT

1 K2H +HTKT
2 K1H)

ψ2 = 0.5ε2H
T (KT

1 +KT
2 )H ψ3 = −Q− 0.5ε4(H

TT T
1 T2H +HTT T

2 T1H)

ψ4 = 0.5ε4H
T (T T

1 + T T
2 )H θ2 = ε1δ

2
1 + ε2δ

2
2

and

z(r0) = 2(µ1 + µ2)δ
2
2

µ1 = τ+d λmax(Q)(r
τ+d
0 − 1)(τ+d − τ−d + 1) + τ+mλmax(Q)(r

τ+m
0 − 1)(τ+m − τ−m + 1)

µ2 = T0 max
(
λmax(P ), (τ

+
d − τ−d + 1)λmax(Q), (τ

+
m − τ−m + 1)λmax(Q)

)
T0 = max(τ+d , τ+m)
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and r0 > 1 is the solution of:

−λmin(−Λ̄)r0 + (r0 − 1)λmax(P ) + 2r0(τ
+
d − τ−d + 1)λmax(Q)(r

τ+d
0 − 1)

+2r0(τ
+
m − τ−m + 1)λmax(Q)(r

τ+m
0 − 1) = 0 (5.13)

Proof. To establish the main theorem, the following Lyapunov function is con-

structed

V (k) =
5∑

i=1

Vi(k) (5.14)

where

V1(k) = ξT (k)Pξ(k), P > 0

V2(k) =
k−1∑

i=k−τdk

ξT (i)Qξ(i), Q = QT > 0, V3(k) =
k−1∑

i=k−τmk

ξT (i)Qξ(i)

V4(k) =

−τ−d +1∑
ℓ=−τ+d +2

k−1∑
i=k+ℓ−1

ξT (i)Qξ(i), V5(k) =

−τ−m+1∑
ℓ=−τ+m+2

k−1∑
i=k+ℓ−1

ξT (i)Qξ(i) (5.15)

Evaluating the difference of V1(k), we have

E[∆V1(k)] = E
[
V1(k + 1)− V1(k)

]
= E

[
ξT (k)( �ATP �A − P )ξ(k) + 2ξT (k) �ATPAdξ(k − τ dk ) + 2ξT (k) �ATP �Amξ(k − τmk )

+2ξT (k) �ATP �Bf(Hξ(k)) + 2ξT (k) �ATP �Bdfd(Hξ(k − τ dk )) + 2ξT (k) �ATP �Cζ(k)

+2ξT (k) �ATPDϵ(k) + ξT (k − τ dk )Ad
TPAdξ(k − τ dk ) + 2ξT (k − τ dk )Ad

TP �Amξ(k − τmk )
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+2ξT (k − τ dk )Ad
TP �Bf(Hξ(k)) + 2ξT (k − τ dk )Ad

TP �Bdfd(Hξ(k − τ dk ))

+2ξT (k − τ dk )Ad
TP �Cζ(k) + 2ξT (k − τ dk )Ad

TPDϵ(k) + ξT (k − τmk ) �AT
mP �Amξ(k − τmk )

+2ξT (k − τmk ) �AT
mP �Bf(Hξ(k)) + 2ξT (k − τmk ) �AT

mP �Bdfd(Hξ(k − τ dk ))

+2ξT (k − τmk ) �AT
mP

�Cζ(k) + 2ξT (k − τmk ) �AT
mPDϵ(k) + fT (Hξ(k)) �BTP �Bf(Hξ(k))

+2fT (Hξ(k)) �BTP �Bdfd(Hξ(k − τ dk )) + 2fT (Hξ(k)) �BTP �Cζ(k) + 2fT (Hξ(k)) �BTPDϵ(k)

+fT
d (Hξ(k − τ dk )) �BT

dP �Bdfd(Hξ(k − τ dk )) + 2fT
d (Hξ(k − τ dk )) �BT

dP
�Cζ(k)

+2fT
d (Hξ(k − τ dk )) �BT

dPDϵ(k) + 2ζT (k) �CTP �Cζ(k) + 2ζT (k) �CTPDϵ(k) + 2ϵT (k)DTPDϵ(k)
]

(5.16)

A straightforward computation gives

E[∆V2(k)] = E
[ k∑

i=k+1−τdk+1

ξT (i)Qξ(i)−
k−1∑

i=k−τdk

ξT (i)Qξ(i)

]

= E
[
ξT (k)Qξ(k)− ξ(k − τ dk )Qξ(k − τ dk ) +

k−1∑
i=k+1−τdk+1

ξT (i)Qξ(i)−
k−1∑

i=k+1−τdk

ξ(i)Qξ(i)

]
(5.17)

In view of

k−1∑
i=k+1−τdk+1

ξT (i)Qξ(i) =

k−τdk∑
i=k+1−τdk+1

ξT (i)Qξ(i) +
k−1∑

i=k+1−τdk

ξT (i)Qξ(i)

≤
k−1∑

i=k+1−τdk

ξT (i)Qξ(i) +

k−τ−d∑
i=k+1−τ+d

ξT (i)Qξ(i) (5.18)
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We readily obtain

E[∆V2(k)] ≤ E
[
ξT (k)Qξ(k)− ξT (k − τ dk )Qξ(k − τ dk ) +

k−τ−d∑
i=k+1−τ+d

ξT (i)Qξ(i)

]
(5.19)

Following parallel procedure, we get

E[∆V3(k)] ≤ E
[
ξT (k)Qξ(k)− ξT (k − τmk )Qξ(k − τmk ) +

k−τ−m∑
i=k+1−τ+m

ξT (i)Qξ(i)

]
(5.20)

Finally

E[∆V4(k)] = E
[ −τ−d +1∑

ℓ=−τ+d +2

[ξT (k)Qξ(k)− ξT (k + ℓ− 1)Qξ(k + ℓ− 1)]

]

= E
[
(τ+d − τ−d )ξ

T (k)Qξ(k)−
k−τ−d∑

i=k+1−τ+d

ξT (i)Qξ(i)

]
(5.21)

E[∆V5(k)] = E
[
(τ+m − τ−m)ξ

T (k)Qξ(k)−
k−τ−m∑

i=k+1−τ+m

ξT (i)Qξ(i)

]
(5.22)

On combining (5.16)-(5.22) while noting (5.2), and (5.6), we reach

E[∆V (k)] ≤ E
[
ξT (k)( �ATP �A − P )ξ(k) + 2ξT (k) �ATPAdξ(k − τ dk )

+2ξT (k) �ATP �Amξ(k − τmk ) + 2ξT (k) �ATP �Bf(Hξ(k)) + 2ξT (k) �ATP �Bdfd(Hξ(k − τ dk ))

+2ξT (k) �ATP �Cζ(k) + 2ξT (k) �ATPDϵ(k) + ξT (k − τ dk )Ad
TPAdξ(k − τ dk )

+2ξT (k − τ dk )Ad
TP �Amξ(k − τmk ) + 2ξT (k − τ dk )Ad

TP �Bf(Hξ(k))

+2ξT (k − τ dk )Ad
TP �Bdfd(Hξ(k − τ dk )) + 2ξT (k − τ dk )Ad

TP �Cζ(k)

+2ξT (k − τ dk )Ad
TPDϵ(k) + ξT (k − τmk ) �AT

mP �Amξ(k − τmk )
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+2ξT (k − τmk ) �AT
mP �Bf(Hξ(k)) + 2ξT (k − τmk ) �AT

mP �Bdfd(Hξ(k − τ dk ))

+2ξT (k − τmk ) �AT
mP

�Cζ(k) + 2ξT (k − τmk ) �AT
mPDϵ(k) + fT (Hξ(k)) �BTP �Bf(Hξ(k))

+2fT (Hξ(k)) �BTP �Bdfd(Hξ(k − τ dk )) + 2fT (Hξ(k)) �BTP �Cζ(k) + 2fT (Hξ(k)) �BTPDϵ(k)

+fT
d (Hξ(k − τ dk )) �BT

dP �Bdfd(Hξ(k − τ dk )) + 2fT
d (Hξ(k − τ dk )) �BT

dP
�Cζ(k)

+2fT
d (Hξ(k − τ dk )) �BT

dPDϵ(k) + 2ζT (k) �CTP �Cζ(k) + 2ζT (k) �CTPDϵ(k) + 2ϵT (k)DTPDϵ(k)

+ξT (k)((τ+d − τ−d + τ+m − τ−m + 2)Qξ(k)− ξT (k − τ dk )Qξ(k − τ dk )− ξT (k − τmk )Qξ(k − τmk )

+ε1(δ
2
1 − ζT (k)ζ(k)) + ε3(δ

2
2 − ϵT (k)ϵ(k))− ε2[f(Hξ(k))−K1Hξ(k)]

T [f(Hξ(k))−K2Hξ(k)]

−ε4[fd(Hξ(k − dk))− T1Hξ(k − dk)]
T [f(Hξ(k − dk))− T2Hξ(k − dk)]

]
(5.23)

So,

E[∆V (k)] ≤ E
[
ΩT (k)Λ̄Ω(k) + θ2

]
(5.24)

where

Ω(k) =
[
ξT (k) ξT (k − τ dk ) ξT (k − τmk ) fT (Hξ(k)) fT

d (Hξ(k − dk)) ζT (k) ϵT (k)
]T
(5.25)

From (5.24), it is known that:

E[∆V (k)] ≤ −λmin(−Λ̄)E
[
||ξ(k)||2

]
+ θ2 (5.26)

Also, by referring to the definition of the energy-like functional V (k), it is seen
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that

V (k) ≤ λmax(P )E
[
||ξ(k)||2

]
+ λmax(Q)(τ

+
d − τ−d + 1)

k−1∑
i=k−τ+d

E
[
||ξ(i)||2

]
+λmax(Q)(τ

+
m − τ−m + 1)

k−1∑
i=k−τ+m

E
[
||ξ(i)||2

]
(5.27)

Also, a scalar r > 1 is introduced, and from (5.26) and (5.27) it follows that

E[rk+1V (k + 1)]− E[rkV (k)] = rk+1E[∆V (k)] + rk+1E[V (k)]− rkE[V (k)]

≤ rk+1

[
− λmin(−Λ̄)E

[
||ξ(k)||2

]
+ θ2

]
+ rk(r − 1)E[V (k)]

≤ a(r)rkE
[
||ξ(k)||2

]
+ b(r)

k−1∑
i=k−τ+d

rkE
[
||ξ(i)||2

]
+c(r)

k−1∑
i=k−τ+m

rkE
[
||ξ(i)||2

]
+ rk+1θ2 (5.28)

where

a(r) = −λmin(−Λ̄)r + (r − 1)λmax(P )

b(r) = (τ+d − τ−d + 1)(r − 1)λmax(Q)

c(r) = (τ+m − τ−m + 1)(r − 1)λmax(Q)

For any integer T ≥ max(τ+d , τ
+
m) + 1, summing up both sides of (5.28) from 0 to
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T − 1 with respect to k yields

E[rTV (T )]− E[V (0)] ≤ a(r)
T−1∑
k=0

rkE
[
||ξ(k)||2

]
+
r(1− rT )

1− r
θ2

+b(r)

Td−1∑
k=0

k−1∑
i=k−τ+d

rkE
[
||ξ(i)||2

]
+ c(r)

Tm−1∑
k=0

k−1∑
i=k−τ+m

rkE
[
||ξ(i)||2

]
(5.29)

Now, the last two terms can be calculated as follows:

T−1∑
k=0

k−1∑
i=k−τ+d

rkE
[
||ξ(i)||2

]
≤

( −1∑
i=−τ+d

i+τ+d∑
k=0

+

T−τ+d −1∑
i=0

i+τ+d∑
k=i+1

+
T−1∑

i=T−τ+d

T−1∑
k=i+1

)
rkE
[
||ξ(i)||2

]
≤ rτ

+
d − 1

r − 1

−1∑
i=−τ+d

E
[
||ξ(i)||2

]
+
r(rτ

+
d − 1)

r − 1

T−1∑
i=0

riE
[
||ξ(i)||2

]
+
r(rτ

+
d −1 − 1)

r − 1

T−1∑
i=0

riE
[
||ξ(i)||2

]
(5.30)

And similarly:

T−1∑
k=0

k−1∑
i=k−τ+m

rkE
[
||ξ(i)||2

]
≤ rτ

+
m − 1

r − 1

−1∑
i=−τ+m

E
[
||ξ(i)||2

]
+
r(rτ

+
m − 1)

r − 1

T−1∑
i=0

riE
[
||ξ(i)||2

]
+
r(rτ

+
m−1 − 1)

r − 1

T−1∑
i=0

riE
[
||ξ(i)||2

]
(5.31)

Substituting (5.29), (5.30) and (5.31), it is obtained:

E[rTV (T )]− E[V (0)] ≤ r(1− rT )

1− r
θ2

+
b(r)(rτ

+
d − 1)τ+d
r − 1

sup
−τ+d ≤i≤0

E
[
||ξ(i)||2

]
+
c(r)(rτ

+
m − 1)τ+m
r − 1

sup
−τ+m≤i≤0

E
[
||ξ(i)||2

]
+g(r)

T−1∑
k=0

rkE
[
||ξ(k)||2

]
(5.32)
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where:

g(r) = a(r) +
2rb(r)(rτ

+
d − 1)

r − 1
+

2rc(r)(rτ
+
m − 1)

r − 1

Since g(1) = −λmin(−Λ̄) < 0 and limr→∞ = +∞, there exists a scalar r0 > 1 such

that g(r0) = 0. So, a scalar r0 > 1 could be found such that:

E[rT0 V (T )]− E[V (0)] ≤ r0(1− rT0 )

1− r0
θ2

+
b(r0)(r

τ+d
0 − 1)τ+d
r0 − 1

sup
−τ+d ≤i≤0

E
[
||ξ(i)||2

]
+
c(r0)(r

τ+m
0 − 1)τ+m
r0 − 1

sup
−τ+m≤i≤0

E
[
||ξ(i)||2

]
(5.33)

Noting:

sup
−τ+d ≤i≤0

E
[
||ξ(i)||2

]
= sup

−τ+d ≤i≤0

E
[
||x(i)||2 + ||e(i)||2

]
≤ sup

−τ+d ≤i≤0

E
[
||x(i)||2

]
+ sup

−τ+d ≤i≤0

E
[
||e(i)||2

]
≤ 2δ22 (5.34)

And similarly:

sup
−τ+m≤i≤0

E
[
||ξ(i)||2

]
≤ sup

−τ+m≤i≤0

E
[
||x(i)||2

]
+ sup

−τ+m≤i≤0

E
[
||e(i)||2

]
≤ 2δ22 (5.35)

E[rT0 V (T )] ≥ λmin(P )r
T
0 E
[
||ξ(T )||2

]
≥ λmin(P )r

T
0 E
[
||e(T )||2

]
(5.36)
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and

E[V (0)] ≤ T0 max
(
λmax(P ), (τ

+
d − τ−d + 1)λmax(Q), (τ

+
m − τ−m + 1)λmax(Q)

)
× sup

−T0≤i≤0
E
[
||ξ(i)||2

]
(5.37)

where T0 = max(τ+d , τ+m), we have

E
[
||e(T )||2

]
≤ (rT0 − 1)θ2

rT−1
0 (r0 − 1)λmin(P )

+
z(r0)

rT0 λmin(P )

= r−T
0

[
z(r0)

λmin(P )
− θ2r0
λmin(P )(r0 − 1)

]
+

θ2r0
λmin(P )(r0 − 1)

≤ max
{

z(r0)

λmin(P )
,

θ2r0
λmin(P )(r0 − 1)

}
(5.38)

Referring to (5.12), it can be shown that E∥e(T )∥2 ≤ δ22, which, from Definition

5.1, implies that the estimation error system (5.7) is δ1, δ2, δ3 secure, and so, the proof

of Theorem 5.1 is complete.

Corollary 3 For the case of DoS attack only, let the positive scalars δ2, δ3 and given

the estimator gains F,N . The estimator (5.7) is δ2, δ3 secure if there exist positive

definite matrices P,Q and positive scalars ε2, ε3, ε4 satisfying the following inequalities:


Λ̄′ = Λ′

11 + Λ′
12Λ

′
22Λ

′T
12 < 0

max
{

z(r0)
λmin(P )

,
θ2

′
r20

λmin(P )(r0−1)

}
≤ δ23

(5.39)
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where:

Λ′
11 =



ψ1 0 0 ψ2 0 0

∗ ψ3 0 0 ψ4 0

∗ ∗ −Q 0 0 0

∗ ∗ ∗ −ε2I 0 0

∗ ∗ ∗ ∗ −ε4I 0

∗ ∗ ∗ ∗ ∗ 0

∗ ∗ ∗ ∗ ∗ −ε3I


Λ′

12 =

[
�A Ad �Am �B �Bd D

]T
, Λ′

22 = P θ2
′
= ε2δ

2
2

Proof. The proof of Corollary 3 by applying the same procedure of the proof of

Theorem 5.1

Theorem 5.2 Given the positive scalars δ1, δ2, δ3. If there exist positive definite

matrices P = diag{P1, P2} , Q, matrices X, Y and positive scalars ε1, ε2, ε3, ε4

satisfying the following inequalities:


Λ =

Λ11 Λ3

∗ −Λ22

 < 0

max
{

z(r0)
λmin(P )

,
θ2r20

λmin(P )(r0−1)

}
≤ δ23

(5.40)
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where:

Λ3 =

[
~A PAd ~Am P �B P �Bd ~C ~D

]T
~A = ρ̂1~A1 + ρ̂2~A2 + ρ̂3~A3

~A1 =

 P1A 0

P2A−X X

 , ~A2 =

 P1A 0

P2A−X − Y C X


~A3 =

 P1A 0

P2A−X X

 , ~Am = ρ̂1

 0 0

−Y C 0


~C = ρ̂3

 0

−Y

 , ~D =

P1 0

P2 −Y

 (5.41)

and r0 > 1 is the solution to the following equation

−λmin(−Λ)r0 + (r0 − 1)λmax(P ) + 2r0(τ
+
d − τ−d + 1)λmax(Q)(r

τ+d
0 − 1)

+2r0(τ
+
m − τ−m + 1)λmax(Q)(r

τ+m
0 − 1) = 0 (5.42)

Then, the estimator system (5.7) is δ1, δ2, δ3-secure. And, the estimator gain matrices

F and N are calculated by the following equations:

F = P−1
2 X, N = P−1

2 Y (5.43)
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Proof. Using Schur complement, it is known that Λ̄ < 0 could be rewritten as:

Λ̄ =

Λ11 Λ12

∗ −Λ−1
22

 < 0 (5.44)

By multiplying the inequality (5.44) by diag{I, P} from right and left, it is ob-

tained:

Λ =

Λ11 Λ3

∗ −Λ22

 < 0 (5.45)

where

Λ3 = PΛ12 (5.46)

and by substituting X = P2F and Y = P2N it can be shown that Λ̄ < 0 is exactly the

same of inequality (5.45), and that means the conditions in Theorem 5.1 are satisfied

and the rest of the proof of Theorem 5.2 could be shown by following the proof of

Theorem 5.1.

Corollary 4 For the case of DoS attack only, If there exist positive definite matrices

P = diag{P1, P2} , Q, matrices X, Y and positive scalars ε2, ε3, ε4 with a given

positive scalars δ2, δ3 satisfying the following inequalities:
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Figure 5.1: Structure of the system


Λ′ =

Λ
′
11 Λ′

3

∗ −Λ′
22

 < 0

max
{

z(r0)
λmin(P )

,
θ2

′
r20

λmin(P )(r0−1)

}
≤ δ23

(5.47)

where:

Λ′
3 =

[
~A PAd ~Am P �B P �Bd ~D

]T
(5.48)

Then, the estimator system (5.7) is δ2, δ3-secure. And, the estimator gain matrices F

and N are calculated by the following equations:

F = P−1
2 X, N = P−1

2 Y (5.49)

Proof. The proof of Corollary 4 by applying the same procedure of the proof of

Theorem 5.2
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5.4 Numerical example

The effectiveness of the estimation methods presented in this chapter is shown by

solving the following numerical examples. Following are the parameters of system

(5.1):

A =


−0.2 0.0 0.1

0.1 −0.3 0.1

0.0 0.0 −0.2

 , Ad =


0.1 −0.1 0.0

0.1 −0.2 0.0

0.0 −0.2 −0.1

 ,

B =


0.1 0.1 0.0

0.1 0.2 0.0

0.0 0.2 0.1

 , Bd =


0.1 0.0 0.1

0.1 0.2 0.0

0.1 0.0 0.1

 , C =

1 0 0

0 1 0

 (5.50)

The nonlinear functions (5.2) are selected as:

f(x(k)) = sign(x(k))log(sign(x(k))x(k) + 1);

fd(x(k − d(k))) = sign(x(k − d(k)))log(sign(x(k − d(k)))x(k − d(k)) + 1)

(5.51)

Also,

K1 = T1 =


0.2 0.1 0

0.1 0.3 0

−0.1 0.1 0.3
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K2 = T2 =


−0.2 0.1 0

0.1 −0.3 −0.1

−0.1 0 −0.3

 (5.52)

The gains of the estimator (5.7) were obtained by solving (5.40)-(5.43) using Matlab

and YALMIP as follows:

F =


0.0648 −0.0783 −0.0283

0.7386 −0.4756 −0.1054

1.0451 −0.2533 −0.4352

 N =


−0.4033 −0.0801

−0.3955 −1.1062

−1.2845 −1.1494

 (5.53)

The system model shown in Fig. (5.1) was build using Matlab/Simulink. Three

scenarios were considered and the error in estimation for them were obtained using

MATLAB/Simulink as follows:

1. Estimation under DoS attack, Fig. 5.2.

2. Estimation under deception attack, Fig. 5.3.

3. Estimation without any attack, Fig. 5.4.

Note that the gray color in Figs. 5.2 and 5.3 represents the attack periods which

was selected to have the same stochastic characteristics in the two cases of DoS and

deception attacks. As shown in Figs. 5.2-5.4, the designed estimator is functional

under all possibilities, i.e. in the presence of DoS or deception attacks and in the

absence of any attack. Moreover, the error in estimating the states was small in the

three scenarios.
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Figure 5.2: Error in estimation under DoS attack
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Figure 5.3: Error in estimation under deception attack
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Figure 5.4: Error in estimation without attack
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CHAPTER 6

STABILIZATION OF

DISTRIBUTED CPS

6.1 Background

Cyber Physical Systems (CPS) are the integrations of communication, computation,

and control for achieving the desired performance of physical systems. With its wide

range of applications such as sustainable and blackout-free electricity generation and

distribution, CPS attract the interest of researchers [169]. Other applications for CPS

include clean and energy-aware buildings and cities, smart, medical and healthcare

systems, transportation networks, chemical process control, smart grids, water/gas

distribution networks, emergency management [4], to new a few.

On the other hand, security issues increase the challenges in control of CPS due to

the fact that CPS have a high possibility to be affected by several cyber attacks without

providing any notification about failure. These attacks can lead to a disruption to the

physical system such as the coordination packets disarrangement in medium access
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control layers could be a result of injecting some malware by an adversary. Moreover,

in order to destroy the nominal operation, an attacker can illegally obtain access to

the supervision centers while obtaining the encryption key. That means, the system

dynamics can be disturbed arbitrarily by the attacker, and when there is a lack of

security protection either in hardware or software strategies he has the capability of

inducing any perturbation [25].

The communication among the items of control systems, i.e. sensors, actuators,

and controllers, are occurred through a common network medium. This network needs

to be secured to prohibit vulnerability of being attacked by adversaries during data

transmission. These attacks could lead the system to instability or drive the plant to

undesired operations as mentioned before. Thus, considering security issues is very

important in designing controllers for such a system.

DoS attacks are strategies that are often used for occupying the communication

resources in order to prohibit the transmission of measurement and\or control signals

and that cause a maximum possible deterioration of the system performance. Sev-

eral approaches for controlling systems affected by DoS attacks were applied in the

literature due to its high importance in CPS.

The cyclic-small-gain theorem was implemented to design an output-feedback con-

troller for large-scale nonlinear systems subject to non-smooth sensor noise [170].

A distributed output feedback control of LTI system in the presence of unreliable

communication was designed by solving an optimization control problem [171]. The

problem of lossy sensors and cyber-attacks in a discrete-time multiagent system was

discussed and a distributed observer-based consensus controller was proposed using

128



event-triggering method [106]. The backstepping adaptive approach was implemented

for a large-scale stochastic nonlinear time-delay system in the presence of constrained

outputs and saturation of actuators [172].

An observer based controller was proposed for linear systems affected by process

disturbances and false data injection attacks by implementing a controller gain scheme

and a supervisory switching strategy [173]. A secure distributed controller for power

systems subject to time-varying data injection attacks was proposed using the model

predictive control approach [174]. A distributed controller is designed for networked

control systems suffering by stochastic cyber-attacks using event-triggered approach

[175]. Another implementation of the event-triggered approach was presented with

the help of H∞ optimization to achieve the stability of neural networks affected by

cyber-attacks and considering a constrained bandwidth of the network [176].

The small gain approached was widely applied by researchers to solve the sta-

bilization problem of distributed systems. An event-triggered sampling scheme was

presented to ensure the stability of large-scale systems by distributed controllers in the

presence of limited communication medium [177], [178]. A hierarchical game method

was presented to solve the control problem of a wireless networked control system

subject to DoS attack [148]. A robust pinning synchronization control problem was

proposed to ensure that the initial state will be restored for a complex CPS subject

to mixed attacks affecting independent transmitting channels [179].

The analysis problem of distributed systems subject to cyber attacks attracts a

lot of researchers. The duration and frequency of the DoS attacks for CPS with

multiple transmission channels were characterized to ensure the stability of a switched
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system [180]. The bound of a DoS attack frequency and duration was discussed for

distributed systems in the presence of pure Round-robin communication [86]. The

major drawback of these techniques that it considered the availability of the full states

for all subsystems, which is not true for most of real practical CPS. In this chapter,

the stabilization problem of a discrete time distributed cyber physical system (CPS)

subject to denial of service (DoS) attack is examined while considering that partial

information of the states is available through the output of each system. The main

contributions of this work are:

• Discuss the robustness problem in distributed CPS by examining the stabiliza-

tion of these systems in face of denial of service (DoS) attack and elaborating

on the published work from various respects,

• Consider a static output feedback control problem of a ’nominal discrete-time’

distributed cyber-physical system (CPS) and design an appropriate control law

using LMI technique to achieve the closed-loop stability.

• Derive a bound of attack frequency and duration to ensure the stability of the

distributed CPS with partial information by means of a simple and typical sce-

nario where communication sequence is purely Round-robin,

• Demonstrate the feasibility of the proposed system through numerical simula-

tion.
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6.2 Problem formulation

6.2.1 Distributed CPS

Let us consider the following discrete time distributed system consisting of N inter-

acting subsystems

xi(k + 1) = Aixi(k) +Biui(k) +
∑
j∈Ni

Hijxj(k)

yi(k) = Cixi(k) (6.1)

where Ai, Bi, Hij, and Ci are system matrices with appropriate dimensions. xi(k),

ui(k), and yi(k) are state, control input, and output of each subsystem i, respectively.

Ni denotes for the set of neighbors of subsystem i.

The distributed systems are controlled through a communication network which

is used by each subsystem to send the output of the sensors to controllers. The

controllers use these data to calculate the input signals and send it to the actuators

of the systems. The outputs arrives in sample-and-hold fashion such as yi(k′i) where

k′i represents the sequence of transmission instants of subsystem i.

Remark 16 It is assumed that there exists a feedback gains Ki such that matrix

Āi = Ai + BiKiCi is Hurwitz. So, each control input ui affecting subsystem i is

written as
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ui(k) = KiCixi(k
′
i) +

∑
j∈Ni

LijCjxj(k
′
i) (6.2)

6.2.2 Characteristics of the DoS attacks

In this chapter, the effect of the DoS attacks will be considered as a failure in the

transmission of signals. Also, this effect will be accumulated with the failure caused

by channel unavailability. The communication attempts of all the subsystems are

simultaneously affected by the DoS attacks because the network is shared.

Similar to [1], the model of the DoS attacks will be considered to have a limited

frequency and duration. Let {Hn}n∈N0 , h0 ≥ 0, refer to the sequence of DoS off/on

transitions such that the time instants at which DoS exhibits a transition from possible

to impossible transmissions (or zero to one). So, the n-th DoS time-interval of a length

τn ∈ R≥0 is given by:

Hn := {hn} ∪ [hn, hn + τn−1] (6.3)

If τn = 0, then Hn takes the form of a single pulse at hn. If τn ̸= 0,[hn, hn + τn−1]

represents an interval from the instant hn (include hn) to (hn + τn−1). Similarly,

[τ, k − 1] represents an interval from τ to k − 1. Given τ, k ∈ R ≥ 0 with k ≥ τ , let

n(τ, k) refers to the number of DoS off/on transitions over [τ, k−1], also Ξ(τ, k) refers

to the subset of [τ, k] during which the network affected by the DoS attack such that:
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Ξ(τ, k) :=
∪
n∈N0

Hn ∩ [τ, k] (6.4)

Also, Θ(τ, k) refers to the interval where the attack is not exist such and repre-

sented by:

Θ(τ, k) := [τ, k]\Ξ(τ, k) (6.5)

Assumption 5 - The frequency of the DoS attack: There exists constants η ∈ R ≥ 0

and τD ∈ R > 0 such that

n(τ, k) ≤ η +
k − τ

τD
(6.6)

for all τ, k ∈ R ≥ 0 with k ≥ τ .

Assumption 6 - The duration of the DoS attack: There exist constants κ ∈ R ≥ 0

and T ∈ R > 1 such that

|Ξ(τ, k)| ≤ κ+
k − τ

T
(6.7)

for all τ, k ∈ R ≥ 0 with k ≥ τ .
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Remark 17 Assumptions 5 and 6 constrain the average frequency and duration of the

DoS attack signals. τD and η in Assumption 5 could be named as the average dwell-

time between consecutive DoS off/on transitions and the chattering bound, respectively.

Assumption 6 constrain the duration of the DoS attack such that it is limited by a

certain fraction of time named 1/T . The constant κ is used for regulation [86].

6.3 Design Results

The objective In this section is to find stability conditions for the distributed CPS

affected by DoS attacks. First, an output feedback controller is presented to ensure

the stability of the system in the nominal case (absence of DoS). Also, the stabilization

problem of distributed CPS under a digital communication channel in the nominal

scenario is discussed.

6.3.1 Static output feedback for nominal distributed systems

The error between the value of the current state and the transmitted one is defined

as ei(k) where i refers to the subsystem such that

ei(k) = xi(k
′
i)− xi(k), i = 1, 2, . . . , N (6.8)

The dynamics of each subsystem i could be described by combining (6.1), (6.2)
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and (6.8) by

xi(k + 1) = Āixi(k) +BiKiCiei(k) +
∑
j∈Ni

Ājxj(k) +Bi

∑
j∈Ni

LijCjej(k) (6.9)

where Āj = BiLijCj +Hij. It can be noted that the interconnected neighbors xj(k)

affect the dynamics of subsystem i in addition to ei(k) and ej(k).

Remark 18 it is clear from (6.9) that the stability can be accomplished in the case

of small error e and weak couplings. Moreover, the “smallness” of e can be explained

by the x-dependent bound ∥ei(k)∥ ≤ σi∥xi(k)∥, with a suitable design parameter σi.

The objective in this section is to design static output feedback in the form of (6.2)

to achieve the asymptotic stability for nominal distributed systems 6.1.

Theorem 6.1 Let the controller gains Ki and Lij of (6.2) be given. System (6.9) is

asymptotically stable if there exist positive matrices Pi satisfying the following inequal-

ities:

Λi =



Λ1i Λ2i Λ3i Λ4i

∗ Λ5i Λ6i Λ7i

∗ ∗ Λ8i Λ9i

∗ ∗ ∗ Λ10i


< 0 (6.10)
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where:

Λ1i = ĀT
i PiĀi − Pi, Λ2i = ĀT

i PiBiKiCi

Λ3i = ĀT
i Pi

∑
j∈Ni

Āj, Λ4i = ĀT
i PiBi

∑
j∈Ni

LijCj

Λ5i = CT
i K

T
i B

T
i PiBiKiCi, Λ6i = CT

i K
T
i B

T
i Pi

∑
j∈Ni

Āj

Λ7i = CT
i K

T
i B

T
i PiBi

∑
j∈Ni

LijCj, Λ8i =
∑
j∈Ni

ĀT
j PiĀj,

Λ9i =
∑
j∈Ni

ĀT
j PiBiLijCj, Λ10i =

∑
j∈Ni

CT
j L

T
ijB

T
i P

T
i BiLijCj (6.11)

Proof. To establish the main theorem, the following Lyapunov function is con-

structed

Vi(k) = xTi (k)Pixi(k) (6.12)

Evaluating the difference of V(k), we have

∆Vi(k) = Vi(k + 1)− Vi(k) < 0

∆Vi(k) = xTi (k)
(
ĀT

i PiĀi − Pi

)
xi(k) + 2xTi (k)Ā

T
i PiBiKiCiei(k) + 2xTi (k)Ā

T
i Pi

∑
j∈Ni

Ājxj(k)

+2xTi (k)Ā
T
i Pi

∑
j∈Ni

BiLijCjej(k) + eTi (k)C
T
i K

T
i B

T
i PiBiKiCiei(k)

+2eTi (k)C
T
i K

T
i B

T
i Pi

∑
j∈Ni

Ājxj(k) + 2eTi (k)C
T
i K

T
i B

T
i Pi

∑
j∈Ni

BiLijCjej(k)

+
∑
j∈Ni

(
xTj (k)Ā

T
j

)
Pi

∑
j∈Ni

(
Ājxj(k)

)
+ 2

∑
j∈Ni

(
xTj (k)Ā

T
j

)
Pi

∑
j∈Ni

(BiLijCjej(k))

+
∑
j∈Ni

(
eTj (k)C

T
j L

T
ijB

T
i

)
Pi

∑
j∈Ni

(BiLijCjej(k)) < 0 (6.13)
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So, it could be rewritten as:

∆Vi(k) = ΩT
i (k)ΛiΩi(k) < 0 (6.14)

where

ΩT
i (k) =

[
xi(k) ei(k)

∑
j∈Ni

xj(k)
∑

j∈Ni
ej(k)

]T
(6.15)

and Λi as described in (6.10)

Remark 19 For the case of a single system where the number of subsystems is 1 such

that: i = 1, and H = 0 in (6.1), and the control input is selected as u(k) = KCx(k).

Then, the dynamics of the system is described by:

x(k + 1) = (A+BKC)x(k) +BKCe(k) (6.16)

Corollary 5 For the case of a single system. Let the controller gain K be given.

System (6.16) is asymptotically stable if there exists positive matrices P satisfying the

following inequalities:

Λ′ =

Λ′
1 Λ′

2

∗ Λ′
3

 < 0 (6.17)
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where:

Λ′
1 = ĀTPĀ− P, Λ′

2 = ĀTPBKC, Λ′
3 = CTKTBTPBKC (6.18)

with Ā = A+BKC

Proof. The proof of this corollary could be obtained by following the same steps of

the proof of Theorem 6.1.

Theorem 6.2 If there exist positive definite matrices Xi and matrices Yi and Yij such

that the following inequality is satisfied

Λ̄i =



−Xi 0 0 0 Y T
i B

T
i +XiA

T
i

0 ϵiI 0 0 Y T
i B

T
i

0 0 ϵiI 0
∑

j∈Ni
Y T
ij B

T
i +XiH

T
ij

0 0 0 ϵiI
∑

j∈Ni
Y T
ij B

T
i

∗ ∗ ∗ ∗ −Xi


< 0 (6.19)

Then, system (6.9) is asymptotic stable and the controller gains are given by:

Ki = YiX
−1
i (Ci)

†, Lij = YijX
−1
i (Cj)

† (6.20)

Proof. Λi in LMI (6.10) can be rewritten as:

Λi = Λ̄i11 + Λ̄i12PiΛ̄
T
i12 < 0 (6.21)
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with Λ̄i11 = diag{−Pi, 0, 0, 0} and Λ̄i12 =

[
Āi BiKiCi

∑
j∈Ni

Āj

∑
j∈Ni

BiLijCj

]T
.

So, LMI (6.21) is formulated using Schur complements as:

Λ̄i11 Λ̄i12

Λ̄T
i12 −P−1

i

 < 0 (6.22)

Now, define Xi = P−1
i , then multiply (6.22) from right and left by

diag{Xi, Xi, Xi, Xi, I}. Then, by recalling of the values of Āi and Āj and by selecting

Y T
i := XiC

T
i K

T
i and Y T

ij := XiC
T
j L

T
ij, the LMI (6.19) can be obtained.

Corollary 6 For the case of a single system. If there exist positive definite matrix X

and matrix Y such that the following inequality is satisfied

Λ̄i =


−X 0 Y TBT +XAT

0 ϵI Y TBT

∗ ∗ −X

 < 0 (6.23)

Then, system (6.16) is asymptotic stable and the controller gain is given by:

K = Y X−1(C)† (6.24)

Proof. The proof of this corollary could be obtained by following the same steps of

the proof of Theorem 6.2.
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6.3.2 A small-gain approach for distributed CPS

In this chapter, a periodic sampling protocol is implemented for updating the law, e.g.

Round-robin protocol.

Assumption 7 - Inter-Sampling of Round-robin: There exists an inter-sampling in-

terval ∆ in the absence of DoS attacks satisfying:

∥ei(k)∥ ≤ σi∥xi(k)∥ (6.25)

holds, where σi is a suitable design parameter.

Although one can find a ∆ satisfying (6.25), σi should be selected appropriately

to avoid loosing of the stability [86].

For Qi = QT
i > 0, and Pi is the the unique solution of the Lyapunov equation

ĀT
i PiĀi − Pi + Qi = 0. Considering the Lyapunov function Vi(k) = xTi (k)Pixi(k) for

each subsystem i satisfying:

λmin(Pi)∥xi(k)∥2 ≤ Vi(xi(k)) ≤ λmax(Pi)∥xi(k)∥2 (6.26)

where λmin(Pi) and λmax(Pi) refer to the smallest and largest eigenvalue of Pi, respec-

tively. The selection of σi to ensure the stability of the system is presented by the

following lemma
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Lemma 6.1 For a distributed CPS described by (6.1) controlled by inputs described

by (6.2). Suppose that the spectral radius r(A−1B) < 1. The distributed CPS is

asymptotically stable if there is σi such that

σi <

√
li
ji

(6.27)

where li is the i-th entry of the row vector L := µT (A− B) = [l1, l2, . . . , lN ] and ji is

the j-th entry of the row vector J := µTΓ = [j1, j2, . . . , jN ]. µ ∈ RN
+ is an arbitrary

column vector satisfying µT (−A+B) < 0. The matrices A, B and Γ are given by

A =


α1

. . .

αN

 (6.28)

B =



0 β12 · · · β1N

β21 0 β23 β2N

... ... 0
...

βN1 βN2 · · · 0


(6.29)

Γ =



γ11 γ12 · · · γ1N

γ21 γ22 γ23 γ2N

... ... ... ...

γN1 γN2 · · · γNN


(6.30)
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with

αi = λmin(Qi)− δ −
∑
j∈Ni

2δ (6.31)

βij = δ +
∥ĀT

j PiĀj∥2

δ
+ ∥ĀT

j PiĀj∥+ ∥CT
i K

T
i B

T
i PiĀj∥2 (6.32)

γii =
∑
j∈Ni

2δ +
∥ĀT

i PiBiKiCi∥2

δ
+ ∥CT

i K
T
i B

T
i PiBiKiCi∥ (6.33)

γij =
∥ĀT

i PiBiLijCj∥2

δ
+

∥CT
i K

T
i B

T
i PiBiLijCj∥2

δ

+
∥ĀT

j PiBiLijCj∥2

δ
+ ∥CT

j L
T
ijB

T
i PiBiLijCj∥ (6.34)

where δ is a positive real such that αi > 0 and λmin(Qi) is the minimum eigenvalue of

Qi for i = 1, 2, . . . , N .

Proof. The difference equation (6.13) could be described by: So,

∆Vi(k) ≤ −λmin(Qi) ∥xi(k)∥2 +
∥∥2ĀT

i PiBiKiCi

∥∥ ∥xi(k)∥ ∥ei(k)∥
+
∑
j∈Ni

∥∥2ĀT
i PiĀj

∥∥ ∥xi(k)∥ ∥xj(k)∥+∑
j∈Ni

∥∥2ĀT
i PiBiLijCj

∥∥ ∥xi(k)∥ ∥ei(k)∥
+
∥∥CT

i K
T
i B

T
i PiBiKiCi

∥∥ ∥ei(k)∥2 +∑
j∈Ni

∥∥2CT
i K

T
i B

T
i PiĀj

∥∥ ∥ei(k)∥ ∥xj(k)∥
+
∑
j∈Ni

∥∥2CT
i K

T
i B

T
i PiBiLijCj

∥∥ ∥ei(k)∥ ∥ej(k)∥+∑
j∈Ni

∥∥ĀT
j PiĀj

∥∥ ∥xj(k)∥2
+
∑
j∈Ni

∥∥2ĀT
j PiBiLijCj

∥∥ ∥xj(k)∥ ∥ej(k)∥+∑
j∈Ni

∥∥CT
j L

T
ijB

T
i PiBiLijCj

∥∥ ∥ej(k)∥2
(6.35)

The Young’s inequalities for any matrices E, F , and G with any positive real δ yield
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the following

∥E∥ ∥F∥ ∥G∥ ≤ δ ∥F∥2 + 1

δ
∥E∥2 ∥G∥2 (6.36)

Using (6.36), (6.35) could be rewritten as follows:

∆Vi(xi(k)) ≤ −αi ∥xi(k)∥2 +
∑
j∈Ni

βij ∥xj(k)∥2 + γii ∥ei(k)∥2 +
∑
j∈Ni

γij ∥ej(k)∥2 (6.37)

with αi, βij, γii, and γij as in (6.31)-(6.34). Also, δ can be always found such that

αi > 0 for i = 1, 2, . . . , N .

By defining vectors

Vvec(xi(k)) := [V1(x1(k)), V2(x2(k)), . . . , VN(xN(k))]
T

∥x(k)∥vec :=
[
∥x1(k)∥2 , ∥x2(k)∥2 , . . . , ∥xN(k)∥2

]T
∥e(k)∥vec :=

[
∥e1(k)∥2 , ∥e2(k)∥2 , . . . , ∥eN(k)∥2

]T

The inequality (6.37) can be compactly written as

∆Vi(xi(k)) ≤ (−A+B) ∥x(k)∥vec + Γ ∥e(k)∥vec (6.38)

with A, B, and Γ as in Lemma 6.1

There exists a positive vector µ ∈ Rn
+ satisfying µT (−A + B) < 0 if the spectral

radius satisfies r(A−1B) < 1 [181]. The Lyapunov function is selected to be V (x(k)) :=
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µTVvec(xi(k)). Then ∆V yields

∆V (x(k)) = µT∆Vvec(xi(k))

≤ µT (−A+B) ∥x(k)∥vec + µTΓ ∥e(k)∥vec (6.39)

By noticing that µT (−A+B) < 0, we have

∆V (x(k)) ≤ −L ∥x(k)∥vec + J ∥e(k)∥vec (6.40)

where L := µT (A−B) and J := µTΓ are row vectors.

Let li and ji to be the entries of vectors L and J , respectively. So, we obtain

∆V (x(k)) ≤
∑
j∈N

li ∥xi(k)∥2 +
∑
j∈N

ji ∥ei(k)∥2

= −
∑
j∈N

(
li ∥xi(k)∥2 − ji ∥ei(k)∥2

)
(6.41)

which implies asymptotic stability with σi <
√

li
ji

Remark 20 The matrices Pi and Qi which are required for applying Lemma (6.1)

and calculating σi, could be calculated by solving LMI (6.19) of Theorem 6.2, such

that:

Pi = X−1
i , Qi = Pi − ĀT

i PiĀi (6.42)

Corollary 7 For the case of a single system and a controller as described in Remark
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(19). The CPS is asymptotically stable if there is σ′ such that

σ′ <

√
l′

j′
(6.43)

where l′ = λmin(Q) − δ′, j′ = ∥Ā′TPBKC∥2
δ′

+ ∥CTKTBTPBKC∥, δ′ is a positive real

such that l′ > 0, and λmin(Q) is the minimum eigenvalue of Q.

Proof. The proof of this corollary could be obtained by following the same steps of

the proof of Lemma 6.1.

6.3.3 Stability analysis of distributed CPS subject to DoS

attacks

The selection of σi which related to the error bound is discussed to ensure the asymp-

totic stability of a distributed CPS using Round-robin protocol but under no attack

in the previous section. Unfortunately, the stability of the system is not guaranteed

when the DoS attack affecting the system even with the same Round-robin protocol

[86]. Our objective in this section is to discuss the stability of the distributed CPS

subject to DoS attack for a Round-robin protocol.

Theorem 6.3 For a distributed CPS (6.1) and a control input (6.2). Also, a Round-

robin protocol is used in the network communication with sampling interval ∆ as in

Assumption 7. The distributed system subjected to DoS attack with time and duration

as of Assumption 5 and 6 with arbitrary η and κ, and with τD and T is asymptotically

stable if
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1

T
+

∆∗

τD
< 1; , ω1 < 1 (6.44)

in which

ω1; = min{ li − σ2
i ji

λmax(Pi)µi

} (6.45)

and ∆∗ = N∆, li, ji, µi, and σi are as in lemma 6.1.

Proof. The proof of Theorem 6.3 is shown in three steps:

Step 1. Lyapunov function in periods without attacks. Referring to Assumption 3,

(6.25) holds true for σi satisfying Lemma 6.1 and (6.41) is negative. So, the derivative

of the Lyapunov function is described as follows:

∆V (x(k)) ≤ −
∑
j∈N

(
li − jiσ

2
i

)
∥xi(k)∥2 ≤ −

∑
j∈N

li − jiσ
2
i

λmax(Pi)µi

µiVi

, −ω1V (x(k)) (6.46)

where ω1; = min{ li−σ2
i ji

λmax(Pi)µi
}. Thus for k ∈ [hn + τn, hn+1[ (DoS-free time), the Lya-

punov function yields:

V (x(k)) ≤ (1− ω1)
k−hn−τnV (x(hn + τn)) (6.47)

Step 2. Lyapunov function during attacks periods. Let us define zim as the last

successful sampling instant before occurring of the DoS attack. By implementing ei(k)
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as defined before, we will get

ei(k) = xi(z
i
m)− xi(k) = xi(hn)− xi(k) (6.48)

and

∥ei(k)∥2 ≤ ∥xi(hn)∥2 + 2 ∥xi(k)∥ ∥xi(hn)∥+ ∥xi(k)∥2

≤ 2 ∥xi(hn)∥2 + 2 ∥xi(k)∥2 (6.49)

for k ∈ Hn. By summing up ∥ei(k)∥2 for i ∈ N , we obtain

∑
i∈N

∥ei(k)∥2 ≤ 2
∑
i∈N

∥xi(hn)∥2 + 2
∑
i∈N

∥xi(k)∥2 (6.50)

If
∑

i∈N ∥xi(hn)∥2 ≤
∑

i∈N ∥xi(k)∥2 we have that
∑

i∈N ∥ei(k)∥2 ≤

4
∑

i∈N ∥xi(k)∥2. Otherwise, we have
∑

i∈N ∥ei(k)∥2 ≤ 4
∑

i∈N ∥xi(hn)∥2

Recalling (6.41), it is simple to see that

∆V (x(k)) ≤
∑
j∈N

ji ∥ei(k)∥2 (6.51)

Thus, for all k ∈ Hn (DoS-active time) in the case that
∑

i∈N ∥xi(hn)∥2 ≤
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∑
i∈N ∥xi(k)∥2, the difference of the Lyapunov function yields

∆V (x(k)) ≤ max{ji}
∑
j∈N

∥ei(k)∥2 ≤ 4max{ji}
∑
j∈N

∥xi(k)∥2

≤ 4max{ji}
min{µiλmin(Pi)}

∑
j∈N

µiV (xi(k))

, ω2V (x(k)) (6.52)

with ω2 := 4max{ji}
min{µiλmin(Pi)} . On the other hand, for all k ∈ Hn such that∑

i∈N ∥xi(hn)∥2 >
∑

i∈N ∥xi(k)∥2, one has

∆V (x(k)) ≤ ω2V (x(hn)) (6.53)

Thus (6.52) and (6.53) imply the Lyapunov function during Hn satisfies

V (x(k)) ≤ (1 + ω2)
k−hnV (x(hn)) (6.54)

Step 3. Switching between stable and unstable modes. Let us consider a DoS attack

with period τn, the overall system has to wait an additional period with length N∆ at

the end of this attack to have a full round of communications. So, the period where at

least one subsystem transmission is not successful can be upper bounded by τn+N∆.

For all τ, k ∈ R≤0 with k ≥ τ , the total length where communication is not possible

over [τ, k[, say |Ξ̄(τ, k)|, can be upper bounded by

|Ξ̄(τ, k)| ≤ |Ξ(τ, k)|+ (1 + n(τ, k))∆∗ ≤ κ∗ +
k − τ

T∗
(6.55)
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where ∆∗ = N∆, κ∗ := κ+ (1 + η)∆∗, and T∗ =
τDT

τD+T∆∗
.

Also, the additional waiting time caused by the protocol is considered, the

Lyapunov function yields V (x(k)) ≤ (1 − ω1)
k−hn−τn−N∆V (x(hn + τn + N∆)) for

t ∈ [hn+τn+N∆, hn+1[ and V (x(k)) ≤ (1+ω2)
k−hnV (x(hn)) for t ∈ [hn, hn+τn+N∆[.

As a result, we can deal with the overall behavior of the closed-loop system as

a switching system with two modes. Applying simple iterations to the Lyapunov

functions in and out of DoS attacks status, we obtain

V (x(k)) ≤ (1− ω1)

[
k−κ∗−( 1

T
+∆∗

τD
)k
]
(1 + ω2)

[
κ∗+( 1

T
+∆∗

τD
)k
]
V (x(0)) (6.56)

To ensure the stability of the last equation, (6.44) could be easily obtained.

Remark 21 The resilience of the distributed systems depends on the largeness of ω1

and the smallness of ω2. To achieve this, one can try to find Ki and Lij such that

∥BiCiKi∥ and ∥BiCjLij∥ are small. On the other hand, the sampling interval of

Round-robin also affects stability in the sense that it determines how fast the over-

all system can restore communication. One can always apply smaller Round-robin

inter-sampling time to reduce the left-hand side of (6.44) at the expense of higher

communication load.

Corollary 8 For the case of a single system and a controller as described in Remark

(19). Also, a Round-robin protocol is used in the network communication with sampling

interval ∆ as in Assumption 7. The system subjected to DoS attack with time and
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duration as of Assumption 5 and 6 with arbitrary η and κ, and with τD and T is

asymptotically stable if

1

T
+

∆∗

τD
< 1; , ω1 < 1 (6.57)

in which

ω1; = min{ l
′ − σ′2j′

λmax(P )
} (6.58)

and ∆∗ = N∆, l′, j′, and σ′ are as in Corollary 7.

Proof. The proof of this corollary could be obtained by following the same steps of

the proof of Lemma 6.1.

6.4 Illustrative Example

The effectiveness of the proposed method presented in this chapter is shown by con-

sidering one of the common CPS which is the quadruple-tank process which described

in [151]. As shown in Fig. 6.1, the system consists of four tanks (two upper and two

lower) and our objective is to control the level in the lower two tanks with two pumps.

The process has two inputs (input voltages to the pumps) and two outputs (voltages

from level measurement devices). Following are the system matrices for the linearized

discrete time state space model of the system:
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Figure 6.1: Schematic diagram of quadruple-tank system

A1 =

0.9998 0

0 0.9998

 , B1 =

0.6359(10)−3

0.4559(10)−3



H12 =

0 0.0003

0 0

 , C1 =

[
1 0

]

A2 =

0.9999 0

0 0.9997

 , B2 =

 0.488(10)−3

0.6279(10)−3



H21 =

0 0.0002

0 0

 , C2 =

[
1 0

]

Using YALMIP the gains of the controller gains were obtained to be as follows:

K1 = −0.8476, K2 = −1.8838
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L12 = −0.4756, L21 = −1.3312 (6.59)

Also,

P1 = 10−5 ×

 0.6421 −0.5143

−0.5143 0.9261

 , P2 = 10−5 ×

 0.8421 −0.4895

−0.4895 0.6357



Q1 = 10−8 ×

 0.5514 −0.1250

−0.1250 0.3704

 , Q2 = 10−8 ×

0.5583 0.1060

0.1060 0.3813

 (6.60)

Figures 6.2 and 6.3 shows that the system with the designed controller is stable in

the nominal case.
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Figure 6.2: States of the subsystem 1 in nominal situation

Using Lemma 1, one can obtain:

A = 10−8 ×

0.2758 0

0 0.3010

 , B = 10−9 ×

 0 0.1059

0.1032 0

 ,
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Figure 6.3: States of the subsystem 2 in nominal situation

Γ = 10−6 ×

0.0278 0.0087

0.0630 0.1265


Also, the parameters σ1 and σ2 are calculated to be (0.1570) and (0.1316), respec-

tively. So, σ is selected to be (0.1). Based on Assumption 3, Round robin sampling

interval is selected as ∆ = 0.01s. By applying these parameters, ω1 and ω2 are found

to be (1.2445(10)4) and (0.2050), respectively.

The characteristics of the DoS attack was designed using Theorem 6.3. As shown

in figures 6.4 and 6.5, the designed controller maintain the stability of the system in

the presence of the DoS attack.
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Figure 6.4: States of the subsystem 1 under DoS attack
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Figure 6.5: States of the subsystem 2 under DoS attack
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CHAPTER 7

CONCLUSIONS AND FUTURE

WORK

7.1 Conclusions

Cyber Physical Systems (CPS) are defined as integrations of computation, communi-

cation, and control in order to achieve the desired performance of physical processes.

CPS are almost everywhere; they can be accessed and controlled remotely. These

features make them more vulnerable to cyber attacks. Since these systems provide

critical services, having them under attack would have dangerous consequences. Un-

fortunately, cyber attacks may be detected, but after the damage is done. Therefore,

developing a cyber system that can survive an attack is a challenge. In this disserta-

tion, several problems of secure control of CPS were considered.

The literature on security aspects of CPS was surveyed in chapter 2. First, some of

the existing methods for detecting cyber attacks have been presented. Second, three

main cyber attacks, namely denial of service (DoS), deception, and replay attacks
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were discussed. In the discussion, some existing models of these attacks, approaches

of filtering CPS subject to these attacks, and approaches of control CPS subject to

these attacks have been surveyed.

In chapter 3, a secure observer based controller for discrete-time CPS subject to

both cyber (DoS and deception) and physical attacks were presented. The occurrences

of the cyber and physical attacks were considered as Bernoulli distributed white se-

quences with variable conditional probabilities. A sufficient condition was first derived

under which the observer based control system is guaranteed to have the desired se-

curity level using the stochastic analysis techniques. Then, the gains of the observer

and controller were designed by solving a linear matrix inequality using YALMIP and

MATLAB. Finally, a numerical example has been exploited to show the effectiveness

of the proposed control system.

An improved observer-based stabilizing controller for CPS under DoS and decep-

tion attacks were discussed in chapter 4. The occurrences of DoS and deception attacks

are modeled as Bernoulli distributed white sequences with variable conditional proba-

bilities. The criterion was formulated in terms of linear matrix inequalities. Detailed

simulation experiments on representative systems have shown the applicability of the

proposed methodology and its ability to keep the system within the desired stability

conditions.

In chapter 5, a secure estimator for discrete-time delayed nonlinear systems con-

sidering both DoS and deception attacks is presented. The occurrences of the DoS

and deception attacks are considered as Bernoulli distributed white sequences with

variable conditional probabilities. First, a sufficient condition is designed to obtain
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the required security level using stochastic analysis techniques. Then, a linear ma-

trix inequality was solved to derive the gains of the estimator using YALMIP and

MATLAB/Simulink. In the end, the feasibility of the proposed estimation system

was proved by solving a numerical example.

The stabilization of distributed CPS affected by DoS attack was considered and

discussed in chapter 6. First, a static output feedback controller was designed to

achieve the stability of a nominal distributed system. Then, a simple and typical

scenario where communication sequence is purely Round-robin was considered and

a bound of attack frequency and duration was calculated to ensure the stability of

the distributed CPS. Finally, a numerical example was provided to demonstrate the

feasibility of the proposed system.

7.2 Future Work

One important factor in CPS security is that attacks might not only come from out-

side of the system but also from inside, such as from employees who do not need much

additional knowledge about the target system. The knowledge that insiders possess

often gives them unrestricted access to steal or modify data in the system or to de-

activate that system. So, it is important to have a secure control system to maintain

the stability of the system during such an attack.

Security control techniques for CPS is still at an early stage in comparison with

other control applications. The effects of a successful attack on CPS is generally

more serious in comparison with attacks on other systems due to the core of critical
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infrastructures. It is an inevitable challenge of how to mitigate the impact of cyber-

attacks along with the other imperfections of the network communications.

One of the ongoing challenging research issues is to design a secure filter based

on attacked measurement outputs so as to achieve an acceptable index of security

performance [122]. But, the existing filtering schemes might not work properly to

guarantee security since it is difficult or even impossible for defenders to estimate

when/how the system is affected by a cyber-attacks. The traditional Kalman filter,

for example, has the capability of achieving the minimal variance of the filtering errors

by considering exact knowledge of noise statistics, while this assumption is usually not

true for CPSs since statistical characteristics of signals transmitted by the attacker

cannot be usually obtained [122].

In an H∞ filtering framework, the disturbance noises are required to be energy-

bounded. It means that the energy of the external signals tends to zero when time

goes on. But, such a requirement may be too stringent for CPS as the signals sent

by attackers cannot be ensured to meet the L2 gain condition. In fact, the filtering

and control problem with security constraint has been becoming an emerging topic of

research starting to attract some initial research attention. As an example, in [182], a

security-guaranteed estimation strategy has been formulated against integrity attacks

by using the minimax optimization technology, where the estimator optimally mini-

mizes the “worst-case” of the expected cost considering all possible attacks launched

by the adversary [122].

The estimation performance can be increased by using multiple sensor systems

instead of one single sensor system. Data fusion is a process in which data is received

158



and integrated from different sensors observing the same system, which often leads

to better estimation accuracy. In the previous works considering data fusion, the

sensor systems have been implicitly considered to have equal sampling rates. This

assumption is, unfortunately quite restrictive since sensor devices tend to be asyn-

chronous with different sampling rates because of the hardware constraints, and the

resulting multirate fusion problem has drawn some preliminary research attention.

Some examples are [183], [184], [185].

For practical applications, it is highly important to consider the scenario of fac-

ing multiple attacks at the same time. An adaptive strategy defending against dif-

ferent types of attacks has not received adequate attention yet for industrial CPS,

also, the effect of these attacks on the system performance should be profoundly

discussed. Moreover, security requirements and resource constraints such as com-

munication bandwidth, limited energy, etc. in practical systems usually need to be

considered simultaneously. So, it is also important to pay more attention to co-design

the system parameters of CPS by considering both the security and the quality of

service (QoS).

Further research on coordinated cyber attacks is much needed since it increases the

success rate of cyber intrusions. Also, in a cyber attack event, an operator could be

deceived by falsified data. So, the response of operators should be taken into account

in the cyber security studies.

Finally, one of the important topic still not covered is to study secure control

systems in the internet of things (IoT) applications. More examples and problems in

this topic could be found in [186].
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