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explored the use of FPGAs as computing devices. FPGAs provide excellent performance
for several application domains, achieve lowmwer per operation, provide more
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application is bottavendoranda devicedependent. As such, developing an FPiG&ed

HW application is still restricted tthardware designers. For others to develop HW
applications on FPGAs, the FPGA has to be properly virtualized, and its interfaces
abstracted. Virtualization also enables integrating FPGAs within computing infrastructures
such as data centers and cloudshls dissertation, we introduce an FPGA virtualization
platform that enables any application hardware to be ported on virtual FPGA and accessed
as a standalone custom computing machine (CCM). We propose an FPGA cloud
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CHAPTER 1

Introduction

1.1 Motivation
Field Programmable Gate Arrays (FPGAsgre first introduced aslarge capacity

platforms of glue logic used for logic emulation and prototyping. Later, research efforts
exploredthe use of FPGAs as computing devideBGAsreportsexcellent performance

for Al, image processingdata compressigrand other applicationsBy using FPGA
acceleratoattached to CPUsjfterent applications in pattern matching can become 300+

times faster, 200+ times faster for compression, 100+ times faster in machine learning and
more[1]. Intel announced three powerful FP&Ased accelator librarieq?2]; 1) Intel
Convolutional Neural Networks (CNN) engine for FPGAs. 2) Riea¢ data analytics
algorithms. 3) Data compression algorithms with dynamic compression faiffesent

Azure network relies on FRPGpowered softwarelefined networking(SDN) [3]. The

bandwidth between two VMs inside Azuvégth a 48gigabit network adapter on ea¢,



is only around 4Gbps per second; with FR&ekelerated networking, that goes up to

25Gbps, with five to ten times less laterig}.

Excellent performanctr several applications not the only motivatiofor using FPGAs
in computation.FPGAs are the least poweconsumes per operation among existing
procesing units such as CPUs and GPMs 5]. Realtime applications prefer FPGA
because their latentéy deterministic with accuracy reaches to nanosec®RISA can be
programmed to deal with any type of interfacesd canbe offered asa standalone

computing device.

Unfortunately, FPGA programmability is the worst among other computing devices such
as CPUs and GPUS]. Compiling an application code written in hardware description
languages (HDL), the standard method to write designs for FPGAs, to FPGA configuration
bitstream takes minutes and maybe hours (a typical FPGA design flow is explained in
chapter 3). Hardwardebugging and verification usually require several design changes,
synthesis (compilation), and simulation that cost hoursnaagbedays. Due to this long

design and compilation time, hardware designers tend to produce their designs as hardware
cores whit are simulated, verified, tested and then introduced as black boxes. Those
hardware cores could be used directly for computation or as a building block within other

hardware cores.

Although usingFPGAsfor computation succeeded for several applicatiomalos,their
usage isstill limited to hardware designergvorking with FPGAs requires laardware
backgroundwvhich prevents many users from usiR§@GAs for computationpurposesA

lot of work is required before havirfgPGAsavailableon the cloud for the mass. First,



FPGAs must be virtualizedo be a cloud resourc¥irtual FPGAs reveals the user from
implementation detailsThere are a lot of physical details that need to bdehittom the
FPGA userFPGAs varyin their architecture, capacity, vendors, clocking resources and
frequency There are common tasks that are needed for all applications such as FPGA
programnmng, clocking management, securimata and interfacing FPGA with the
ecosystemFPGA virtualizaton hides physical details and automates the frequently needed
tasks Secondthe FPGA interface must be abstractedenable FPGA to interact with the
ecosystem smoothlfach hardware core has its own interface and interfacing protocol.
Using the hardwareore requires following theorespecifications provided ks designer
FPGA interfaceneed to beabstractegduch that iprovides FPGA that cagasilyhold any
hardware coreand let itwork smoothly.Third, standardsoftwarelibraries should be
provided as a mechanism to interact wagpplications ilFPGAs.FPGAshouldbe able to

work easily with the data structures used in the ecosystem.

There is an increasing trend for using FPGAs in cloud and data centers since they provide
better utilization with dw power compared with the current CBased servers which
consume excessive power withw utilization. Microsoft uses FPGAs to accelerttie

Bing search[6]. It uses FPGAased SDN to accelerate its networking operat[@hs
Amazon introduced FPGA infrastructure as a ser{ii¢dwo years ago. The increasing

trend for using FPGASs reveals the need to virtualize FPGAs and intradeasiemethod

to interact with then. FPGA virtualization is the first step to introduce them as cloud
computing resources. Two common approaches have emerged for attaching FPGAs to data
centers (DCs); as accelerators attached to compute nodes via a local bus such as the

Peripheral Componéninterconnect Express (PCle), or as statmhe independent



computing resources connected to the DC's interconnect fabric (i.e. Ethernet LAN). Since
cloud computing resources are netwatitached nodes, FPGAs should be network
attached devices rather th®Cleattached ones. FPGAs should be disaggregated from
CPUs, dealt with as standalone computing machines and provided as standalone cloud

computing resources.

To summarize, the main motivation behind this work is to facilitate the use of custom
application hardware in typical computingfrastructure such as data centers and clouds.

This requires the following:

1) A method for deploying HW applications on any netwattached FPGA without the

need to redesign or resynthesize the application for differdfiPGAs,

2) A method for completely abstracting hardware interfaces to enable accessing them as
standalone computing machines (similar to SW application servers). Abstraction layers
should be clearly identified and awugeneration tools for these layers shobiel

provided,

3) The overheads (cost/area, performance, and power) resulting from these abstraction

layers must be evaluated to determine the feasibility of the whole approach,

4) Finally, even with virtualization and abstraction, current FPGAs are not general
computing platforms. Hence suitable applications and execution models for the

developed techniques must be identified.



1.2 Thesisstatementand contributions

The notion of building a custom computing machine (CCM) appeared to indicate creating
specialhardware ér a specific computing task on FPGA. There are a lot of already
designechardwarecoresthat efficiently docomputationon FPGAsuch as crypto cores,

image and video processors, arithmetic cores and machine learningSmresof these

cores are opesau r c e cores provi ded i n websites
Aopencores. orgo while ot her &achcerscoutdbeg ui r e
introduced aa standalone CCM accessible over the network by userawndihthardware
backgroundWhatever he design flow used to build hardware cores, there should be a
flexible platform capable of hosting them, abstract their interfaces and deploy their services
to the mass. This platform should provide flexibility by hiding hardware complexities and
restricing the input methotb well-known data formats used in the ecosysseich as text,

images andvideo streamdt should provide low power consumption since it uses FPGAs

only withoutthe help ofanexternalCPU-based controlleiThe hardware corghould also
maintainits high performancewhen it is hosted on the platforfihe platformshould

virtualize FPGAsabstract theimterfaceand enable integrating them data centers and
introducing thenas cloud serviceg.he process of accessing andngsCCMsshould be
automatedThe resuihg CCM should interact with the user usiagoftwarelibrary that

can be integrated with thregh-level programming languadelLL ) used by the user

The goal of this dissertation is to developnew methodologyfor using FPGA for
computation in cloud and data centekere, we outline the contributions of this

dissertatioras follows:



1 We propose the FPGA custom computing machine (C@Myan abstractioof
applicationhardwarefor cloud and data centel€CM hideshardware complexities
and restrictghe application hardwareput and outputo well-known data formats
used in the ecosystem.

1 We introduce a cloud platform fovirtual FPGA resources management and
introducing CCMasa-service. We introduce the softwalibrary for launching,

using, releasing CCMs.

1 We proposean FPGA virtualization platform which provides netwosttached
virtual FPGAs. We clearly illustrate the physical FPGA interface and the virtual

FPGA interface.

1 For the virtual FPGA interface,avntroduce our wrapper desighhe wrapper is a
circuit that should be added to the user hardware to adapt its interface to match the
vFPGAInterface It abstracts thdata movement with the application hardware. It can
be added to any alreaalyade hardwareoreand makeat a CCMwithoutanyinternal
modifications The wrapper iautagenerated from thieardwarecore specifications.

We alsoillustrate the aut@eneration process.

1.3 Overview of the thesis

The thesis is organized in the following manner. Chapter 2 gaelsgrouncabout cloud
computing principles and the main virtualization techniques usebeicloud virtual
machines and containers. The chapter discusses OpenStack, the open source cloud
computing platform, which is used for integrating FPGAs in the cloud. Chapter 3 gives

background on HW application design using FPGAs. It explores FPGA architectures, its



components, and the hardware description languages (HDL) as the main method to write
hardware designs. It also discusses H&tel synthesis (HLS) tools amigscribethe most
notable ones. Chapterdviews the state of the art in FPGA virtualization, interface abstraction,
integration with data centers and cloud management framewborgsecial review of OpenCL is

also provided as it completely abstracts using FPGAs for computation. Chapter 5 presents an
overview of the proposed cloud platform that introduces GG service. The FPGA hypervisor

with the software library is discussed alhastrated with usecase scenarios. CCM creation process

is also discussed and also chaining several CCMs to use them as one CCM. Chapter 6 discusses the
FPGA virtualization platform with physical implementation detailba@ter 7 presentgsuls

and canparisonlt startswith a test case that explains creating the wrapper and how it works.
Then, the virtualization platform is evaluated and the overhead is reported in terms of area,
performance, throughpuandpower with several hardware cores. The C@lsltform is

evaluated with an edge detector hardware application. A comparison with other works is

stated. Finally, chapter 8 presents a conclusion



CHAPTER 2

Cloud Computing

Cloud computings a model for enabling network access to a shared pool of resources.
These resources can be provisioned and released with minimal service provider interaction.

As stated by NIST8], doud computingrevealghe followingfundamental characteristics:

1 Ondemandselfservice New resourceareprovisioredwithout human interaction.

1 Network accesRResourcesare accessed over the netwbgkstandard mechanisms.

1 Resource poolingResources are abstracted into pools to esenultiple users
dynamially.

1 Rapid elasticity Theamountof resources isxpan@d and shrunk smoothly so tliat
appeas to the customer unlimited.

1 Measured servicdResource usage is metered, controlled and reported.
Cloud computing provides services usorge of these models:

1 Software as a Service (Saa®Provides application software, databases, support.

Example: Googlépplications



1 Platform as a Service (PaaSProvides Operating system, developmestd
execution framework, database, web server. Exarvpt#osoft Azure.
1 Infrastructure as a Service (laaSProvides virtual machines, storage, and

connectivity. ExampleAmazon Elastic Compute Cloud (Amazon EC?2)

Cloud computing provides us with several benefits including the following:
1 Cloud computing is &ostefficient system and it has a ppgruse billing model.
The maintenance is lower than that in traditional computing since the infrastructure
is not purchased.
1 Cloud computing systems offargestorage and handtbeir maintenance, backup,
and recwoery.
1 Cloud computing offers anoreflexible solution and adaptingpplications rapidly
with thechanges obusiness conditions.
On the other side, cloud computing faces several challenges that must béntaken

consideration when dealing with them:

9 Datasecurity and privacy are big concerns on cloud compuSegvice providers
providedata security and privacy the user should rely on them.

1 Cloud services management is not trivial. Data replication and recovery, capacity
management, awscaling, and trasactions monitoring all have to be served
sufficiently to avoid damage and severe impacts.

1 Cloud computing systems must obey some government regulations in many cases.
For example, some governmermnts not allow having storage systems outside the

country that might store people personal information.



2.1 Data center

Data center (DC) is a collection of servers interconnected by switches within a
room/building.DC provides large storage, largeale services that procesiargeamount

of data and servalargenumber of users. Large companies such as Facebook, Migrosoft
and Google hae their own DCs. Small companies rent DC resources through cloud

computing servicedVithin the data center building, we find the following components:

1 IT devices: The IT devicesan be categorized into servers, communication devices,
and storage.
A server is a device that provides functionalities, called "services", for other devices
called "clients". In theclientserver model, computations are distributed across

servers. Typidaservers are database servers, file servers, mail servers, print servers,

web servers, game servers, and application servers. The servers of the data center are

stacked in racks that are placed in rows and called server farms.

The storage imlata centerss usually disaggregated from the servers as a storage or
disk array. A disk array is a disk storage system consists of multiple disk drives and
cache memory and supports virtualization and Redundant Array of Independent Disks
(RAID).

1 Mechanical and eled¢tal infrastructures: data centers require a cooling system for
the IT devices. It also requireedundantelectricity. The electrical infrastructure
provides power without interruption for the IT devices. A backup generator provides
reliable power in casef power outage. An uninterruptible power supply (UPS)

ensures that the quality remains constant even after a power outage.

10



The data center components are well organized in racks and cabinet. A rack is a
physical steel that is designed to house serveetwarking devices, and other
computing equipment. It is prefabricated with slots for connecting cables. Data center
racks are classified based on their dimensions and capacity, the amount of equipment

they can hold.

The data centearchitecturehas three layess; core, aggregation and access (edge)
Figure2.1. The core networks contain the border routersabiabecthe data center to the
internet. The aggregation layer provides functionalitiss routing, load balancing,
firewalls, intrusion detection, traffic flow, and mofiéhe access network contaisterage,

servers, and thi@expensive switches that access the servers.

Internet
P Data Center

S
e~

Core ¥ Layer-3 router
Aggregation Layer-2/3 switch
Access 99— J Layer-2 switch
, [\
99 68§ B

Figure 2.1: Data center architecture has three layers.

There are two design models for the data centers; the-tienlthodel and the server cluster
model. The multtier model divides the data center servers into three tissreérs: web

servers tier, application servers tier, and database servers tier. This model is used to provide
web services and HTFPased applications. The server cluster model combines several
CPUs as a unified higherformance systemsing a highspeednetwork. This model is

used for highperformance computing (HPC), parallel computing, and grid computing.
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2.2 Virtualization

Virtualization is the creation of a virtual version of something. All IT equipment in data
centers and cloud are virtualized, includisgrvers, storage devices, and network
resources. Using virtualization, we get several benefits such as raising the resource
utilization, sharing the resources, reducing the overall cost, encapsulating and isolating the
computing environment of each user virtual machines, and migrating the virtual
instances among different physical hosts.

2.2.1 Hardware virtualization

Hardware virtualizations the creation of virtual resources that act like real ofks.
purpose is teeparatehe computeenvironment from physical resourcasdto increase
resource utilization.Virtualization is the main building block in cloud computing.
Containers and virtual machines are two deployment methodirtual platformsn cloud

computing

Virtual Machine(VM) is a software that emulates and provides the same functionality of

a physical computer. Operating systems can be installed and run on VMs.

The hypervisor,which is also callec Virtual Machine Monitor YMM), allows several
virtual machines to share tlardware resources. It is responsible for creating, running
virtual machines, andolating each running instanceaofirtual machinegrom the physical

machine

Containersareisolated usespacs hosted on operating systamstance and may look
like real maching Programs running inside a container cannot see computer resources

except those assigned to the container.

12



Cloud instance is a virtual servéfirtual hardware is implemented Ispftwareon top of

real hardware. Cloud instanga®videseveral advantages. It is possible to replace the real
hardware and move the virtual servers to work on another resource. Adding removing
resources using the software is easy which maximizes HW resouitegtion. It is
possible to expand to multiple machines. It avoids crashes by changing resources. The user
does not have to worry about how many servers are needed to run a task.

2.2.2 Application virtualization

In application virtualization, part of the runtmenvironment is replaced with an
application virtualization layer which intercepts all disk operations of the virtualized
application and redirects them to a virtualized location, often a single file. Examples
include Citrix XenApp, VMware ThinApp, and Nliosoft AppV. With application
virtualization, it becomes easy to run the application on different computers. The
application remains unaware that it accesses a virtual resource instead of a physical one.
Some applications cannot be virtualized such disvamises, applications that require a

device driver, and applications thatea lot of OS functions.

Service virtualization is the emulatiaf specific components behavior in componrent
based applications. Examples include Alfilven applications, cloudlased applications,
and serviceoriented architectures. It is useful for testing and development of software
components. It focuses on virtualizing web services.

2.2.3 Desktop virtualization

In desktop virtualization, the operating system (OS) is isolated tinenclient device of

the user. The desktop environment is separated from the physical client devitieasuch

no data is saved in the user's device and all components are saved in the data center. The

13



user basically either logins to a shared desktop r@mate server which is called session
virtualization orconnects to a virtual machine hosted in a data center which is called virtual
desktop infrastructure (VDI). Some examplesdudeXenDesktopand View.

2.2.4 Network virtualization

In network virtualizationthe networking functionalities are implemented on a software
based entity called a virtual network. Network virtualization is useful for software testing
since it can simulate the network environment. Some exanpuiksle SDN, VMware,

NetScaler, and Ct®.

External network virtualization combines or subdivides local area networks (LANS) into
virtual networks to improve efficiency. Internal network virtualization ussEswareto

emulate a network. It is useful to isolate applications to separate costaine

The performance of network virtualization suffers when using 10 gigabit/sec networks and
above. With these networks, the packet rate might exceed that processing capability. To
overcome this limitation, some hardware devices are combined with theassiiased
network to higheprocessingerformance.

2.2.5 Storage virtualization

In storage virtualization, all storage media are treated as a single pool of storage. It can be
eitherfile virtualization which eliminates the dependency between the file namthand

file contents locations dslock virtualization which introduces logical partitions. In data
centers, multiple disk drives are combined and form a disk array and storage virtualization
is used to provide them as a storage system. Some examgliede NetApp, IBM,

Compellent, etc.
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2.3 OpenStack open source cloud computing platform

In this section, w illustrate the Open&ck cloud computing platform as an example to
understandhe components of cloudomputing platformsOpenStacks anopen source
software for creating private and public cloudlnlike mostexisting cloud computing
platforms, OpenStack supports adding and pooling custom hardavatrgrovides
infrastructure as a service. It is used in sevaersgarchesn FPGA integration in cloud

computing[9, 10, 11, 12]In the following, we list eme importantcomponentof the

OpenStack
©00| pASHBOARD . | IDENTITY
FTIE —  SERVICE
B (Horizon) B
COMPUTE  BLOCK STORAGE = NETWORKING =~ IMAGE SERVICE ~OBJECT STORAGE
% - —} .f(_) .
0001] P =L 5= < h_4 _
B =="8 o5 R - B
(Nova) - (Cinder) = (Neutron) = (Glance) —_ (Swift) —  (Keystone)

Figure 2.2 OpenStack corecomponents(13].

1 Nova The computenodescontroller which providevirtual machines as laa8.is
written in Python and uses many external libraf@ghonis an interpretedi.e. the
source code is not compiled and availdblemodifications)igh-level programming
language for genergurpose programmingThis allows researchers tdouild a
modified versiorof the Novathat integrates FPGAs as computing resources

1 Neutron The networking managewhich is responsibldor providing IP addresses
and ensuring thahe network is not a bottleneck or limiting factbisers can create

their own networks and control traffiGoftwaredefined networking (SDN) is

15



supported.lt provides general services such as load balancing, dilewvirtual
private networks (VPN) and intrusion detection systems (IDS).

1 Swift Theredundant storageanagethatstoresfiles.

1 Glance The image service managéircan add, delete, share, or duplicate images. It
could be used to store backupsto enableVM migration between physical servers
at runtime. It enablesdynamic optimization of resources arallows performing
maintenance.

1 KeystoneThe identity managehat manages the authority and provides a directory
of userswith the services they can access.

1 Horizon Thedashboardhat provides a graphical interface to access, provision, and

automatdhe deploymenof cloudbased resources.

Cloud computing platforms are senssed clouds which depend on CPUs as the main
computation device. Even when a iGRU computing device is offered, it is offered as an

I/O device attached to a CHbased virtual machine. Offering FPGAs as standalone
computing devices on cloud computing systeraguire extending the virtual machine
concept to include ne@PU computing devices. With FPGAs, instead of the virtual
machine image, that represents the virtual server, we have the bitstream that represents the
application hardware. Instead of launching a virtual machine from an image file, we
configure an FPGA by a bitstream file. Since OpenStack is an open source cloud computing
platform, it provides the flexibility to extend the virtual machine concept to irdHREIGAS.

Its source code can be modified to allow integrating FPGAs as computing resources as

seen in several work8, 10, 12]

16



CHAPTER 3

Design withFPGAs

Field Programmable Gate ArrélyPGA) is a programmable ghihat can be configured to

be anyintegrated circuit FPGA can be reconfigured again and agaihold a different
design each timeEarly use of FPGA was to prototype and test hardware designs before
fabricating them as neconfigurable chips(ASIC). Nowadays, FPGAis used in
computation either as acceleratattached to a servetio accelerate compational
intensive task®r asa standalonalevice to doreattime computationsuch asnetwork

packet processing.

In this chapterwe introduce FPGA architture and design flowwWe talk about the
standard methods of writing hardware designs; the hardware description languages (HDL)
and highlevel synthesis (HLS) tool3.hen,we list strength and weakness FP@Ad try

to identify the place of FPGA amoniaditionalcomputingdevices CPUs and GPU.
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3.1 FPGA architecture

Field programmable gate array (FPGA) consislafgenumberof reconfigurable blocks

with configurable interconnectiond=igure 3.1. Almost everything in the FPGA is
reconfigurable including theonfigurablelogic blocks (CLBs), the static memories
(SRAMS), the digital signal processing units (DSPs), and theupotalles (LUTS). In
addition, the connection between these components is reconfigurable. This makes FPGAs
very flexible hardware that can be reconfigured again and again to work as different
hardware each time. Putting such hardware resourcekearioud to be available for

everyone in an easy way is such a dream that needs serious work.
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Figure 3.1: FPGA Architecture is a two-dimensional array of reconfigurable resources. Components or
FPGA are programmable: control logic blocks (CLBs), SRAMs, DSP blocks, and interconnecf$4].
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1 Configurable logic block (CLB) is a configurable block thairovides simple logic
functions. CLB is the main components theadistin every FPGAEach CLB contains
several slices. Each slice contains severalHagps (onebit memory) and_ook up
table (LUT).

1 Look up table (LUT) could be seen as a memory that stores the truth table of a logic
function Figure3.2. The LUT inputsvork as an address of that memory. This way it
canrepresenany logic function. Recent FPGAs contains® or 6-input LUTS.

Logical view Block diagram

MSB LSB

[ 5(0,0,0)
5(0,0,1)
5(0,1,0)

Truth s

(
(
(
(
5(1,0,0
(
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a s
b 3-input LUT
—c

table

Figure 3.2: 3-input LUT implementations

1 Block RAM (BRAM) is a memory block that can be used to store data words in
specificaddress Read and write to BRAM consumes only one or two cydles.
general, BRAM has three inputs which are address, wrablerand input data and
has one output for reading data. BRAM caraloeial port. In thiscaseits inputpins
and outpupinsaredoubled

1 Digital Signal Processor (DSPis a configurable block that contains multipliers,-pre
adders, adders, subtractors, accumulators, coefficient register storage, and a
summation unitThe DSP is commonly used to implement floating point operations.

1 Clock generator andbuffers provideclock distribution system with a configurable
frequency Some clock buffers are controllable allbw stalling the clock signal to

freeze the design that operates by this clock.
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FPGA is configured bw streamof bits called the @nfiguration bitstreas The bitstream
contains all needed information about FPGA components such as their type, lpaations
their initial values The configuration process is done in seconds while genertiisg
bitstreamcould take minutesThe bitstream represents the iraagf the application
hardware. ModerrPGAs supportslynamicpartial reconfiguration(DPR)which is the
ability to reconfigure part of FPGA at rdmme without disturbingother parts. The
bitstream size is proportional to the reconfiguration region sateo the application

hardwaresize.

3.2 Design flow

The traditional method of designing application hardwaré write a code using the
Hardware Description Languages (HDL) such as Verilog and VHDIen the code is
synthesized byspecific synthesis toolgrovided by the FPGA vendor arttien, its
bitstreamis generatedor that FPGA.The @mpilation process for HDL to bitstream

consistanainly of the following séps

1 Synthesize The HDL file is compiled tdhe netlist The retlistis a list ofgeneral
primitive component§LUTs, FFsBRAMSs, etc.)and their interconnections.

1 Map: The primitive components in the netlist is mapped to actual components of the
specified FPGA dvice. Thiss a timeconsuming process.

1 Place and route The components are placaad connected. Heuristic algorithms are
used to find the best places and the best routes to match the area and performance
constraints. It is the most tim@nsuming procesand heuristic algorithms are
extensively used

1 Bitstream generation Thefinal configuration bitstream is generated
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The compiling process takes minutes and h¢eigs 30 minutes) arge designs iasmall
area take longer than small desigm a large area. Modern FPGAgakes longer

compilation time because they hawere resources

3.3 Partial Reconfiguration

Modern FPGAs support partial reconfiguration which allows configuaipgrtionof the
FPGA.Dynamic partial reconfiguration (DPR) allows configuring part of the FPGA while
other designs on other parts on the FPGA is workiihg partial bitstream hassmaller

size and it is only applied to that partial region.

FPGA can be configured externally throughberialinterface such as the JTAG interface
or internally through internal configuration modylevidedby the FPGA manutdurer.
Xilinx introduces the Internal Configuration Access Port (ICAP) that can do partial
configuration. It introduces thBlanaheadool that supports the generation of partial
bitstream Altera introduces the configuration \agrotocol(CvP)that albws configuring
FPGA through the PCle interfac€heyintroducethe Intel® Quartus® Prime Tool that

enablsthe generation ahe partial bitstream for their FPGAs.

Partial reconfiguration faces several limitations and neadsefulunderstanding of the
device architecture and its configuration memory. The following exaniplesate how

does it affect the reconfiguration region size and shape. In Xilinx Virtex Il and Virtex Ill
devices, the configuration memory is organized adbalit array in whicheach column
represents one franjg5]. A frameis an atomic unit of configuration. The frame contains
configuration bits thabelong toseveral physical resources that share the same column.

Those resources are configured usageral frames. Using Xilinx Virtex Il and Virtex IlI
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devices, it is difficult to have two partially reconfigurable regions gtwreseveral

columns. We may need to extend each design for the full height of the device.

In Virtex 6 devices, theonfiguration memory is organized as-®dit array of frames
[16]. Each row of the array represents a clock region. Each column of the array represents
contains a single type of FPGA primitive. The CLB frame contains 40 CihBsDSP

frame contains 8 DSPs. The BRAM frame contains 8 18Kbit Block RAMS.

In addition to these limitations, the interfacing between the partially reconfigurable region
and the static region needs special considerations. For example, Xilinx FPGAssratjuire
I/O of the partial region to be registered. Those registers should be disabled while doing
the partial reconfiguration. In a recent version, Xilinx Vivado can automatically add

partition ping17].

For partial reconfigrations, Intel introduces the secure device manager (SD&])for

Stratix 10 and the PR control block IP c¢i®] for Arria 10 FPGAs. The PR IP core
contains three controllers; Control Blokckerface Controller, Freeze/Unfreeze Controller,

and the Data Source Controller. The Freeze/Unfreeze controller provides a signal that is
used to freeze the interface between the partial region and the static logic during the
reconfiguration process. Ifte uses the term APR personao
bitstream[20]. As explained in Intedocumentation21], partial reconfiguration may
corrupt the contents of some BRAM blocks in the steggion if careful floor planning is

not taken.

Finally, not all resources are dynamically reconfigurable. Clock buffers, I@QBd,

transceivers are usually nosdynamically reconfigurable resources. The internal
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configuration of DSP blocks and the initialues of block rams cannot be dynamically

changed.

3.4 High-level synthesis

Although hardware description languages (HDL) is the natural method writing hardware
codes, HDL describes tlmemputemachine architecture not the computing task algorithm.
High-levd synthesis (HLS) tools provide higher abstraction because it udée C
constructs. Designing hardware that runs on FPGA is done by writing code in hardware
description languages (HDLs) which are mainly VHDL and Verilog. HDLs provide a very
low abstracton level analogous to assembly in software design. It requires developers with
a strongbackground on designing digital circuit components such as registers, counters,
control units, ALUs, data path, state machines, etc. It also requires a deep undgystandi
of digital circuit terminologies such atck, synchronous and asynchronous signals,-inter
domain communication, harghaking protocols, etc. In addition, the designer should

understand the FPGA components to be able to uiitiz®@mponents and debis code.

With the increasing trendf using FPGAs to do computations, extensive researches have
been done on compiling algorithms written fugh-level programming languages (HLL)

to hardware description languages (HDA)lot of HLL to HDL compilers aranvented

and researched lot of problems raisedecauseHLLs are built on top of the Ven
Neumann architecture and sequential execution with memory hierarchy, not the inherently
parallel HW execution modeHLL constructssuch as recuisn and dynamic memory
allocation cannot be supported on FPGAs unless a soft processor (i.e. a processor built
using FPGA's configurable resources) is us¢alwvever, using soft processors results in

very poor performanceéCompiler directivesare suggestedo indicateblocks that can be
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parallelized just like those th&trgetGPUs or multiprocessing systems. Almost all HLL

to HDL academic researches ends up to a commercial HLS tool. HLS tools are the state of
the art of HLL to HDL researcheé&n HLS tool acceptsas input a dike code that
describes the user application and produces as output a hardware description written in

HDL or registeftransferievel (RTL).

HLS provides higher abstraction since the application can be expressed itiriesef

code. It also decreases the designer design tigh-level synthesis (HLS) tools allow
designers to efficiently explore the design space trading off performanaestmand/or
power.However, it increases the compilation time since the tetsibd time is increased.

It produces less efficient circuits compared to handwritten HDL ¢#id® tools are vendor
specific. HLS tools still require hardware design background that is beyond typical
application developer§ome HLS tools such as BlueSp8gstemVerilog, and SystemC
may facilitate hardwardesigners life by hiding some lelevel details such as the clock
signals but theytill need the user to be aware of the underlying hardware components.
Some other HLS tools are suitable only to desageceleratos for specific application

domainsThere are fewopensourceHLS tools such as Legand Bamby22].

1 OpenCL[23] is an extension to C/C++ language that allows writing kernels to be
executed in accelerators such as GPUs and FPGAs. The user writes a C program and
definesseveral kernels. The program is implemented in a CPU while the keroel
on the acceleratorntel introduces the Intel SDK for OpenCL which is a compiler
from OpenCL to Altera FPGAs. Xilinx introduces the SDAc{24] which is a
compiler from OpenCL to Xilinx FPGAs. SDAccel is used by Amazon EC2 F1
instanceg7].
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1 Vivado HLY25] is a compiler that targets only Xilinx FPGAs. It accepts C/C++ and
SystemC programs and supports C++ classes, templates, functions and operator
overloading. It also supports convertingedDEL kernels to IPs.

1 Lequp[26] is anopensourceacademic HLS toollt accepts a C code, debug it and
run it in software. Then, the HDL code is generated for the function that is declared
as a hardware core. It allows the usedefine FIFGbased inputs to a function and
provide a library for reading from and writing to the FIFKDe last version 5.1 is a
commercial version and supports automatic pipelifangpecified functioror loop

It also supportparallel threads witieén by pThreadf27].

3.5 FPGA strengthsand weaknesss

Compared to other processing units such as CPUs and GPUs, FPGAs achieve better in
terms of energy consumption per operation. In addition, duthegolargeamount of
computing logiaesourcesFPGAs expose better performance than CPUs for applications
that contain parallel task€PUs runs parallel threads bwitching between threads, the
parallelism in FPGAs is true parallelism (hardware parallelism). Tiegyesent an
excellent option for accelerating and firattime control systems. However, when it
comes to sequential tasks, FPGA exposes poor performance compared to CPU which run
on gigahertzes while FPGAIns at 10s or 100s megahertz in the best cdseally, an

application contains both. It contains a parallel part and a sequential part.

Figure3.3 shows computation models comparison among CPU,,GRIFPGA.CPU is
based on the von Neumann computing model. GPU is based on vector processing model

since it has several parallel processing cores. FPGA uses a chain of dedicated processing
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elementsnstead of performingomputationon one ALU. It can explore parallsm in

different ways and only if therreenough resources.

a b
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Figure 3.3: Compute paradigms comparison[28]. a) CPU represents the Von Neumann model. b) GPU
represents the vetor processing model. ¢) FPGA represents spatial computing.

To show the strength and the weakness of the FR@Acompare different computing
devices CPU, GPU and FPGA This helps to decidénow and whento use FPGAfor

computation and what computation model is best suited to FR@Ay advantages
motivate using FPGA in computation an acceleratoror asa standalone computing

machine:

1 The kteny of FPGA is better than GPU. FPGA is more suitable for-ties
computaton. It provides deterministitme with accuracy reaches m@anoseconds.

1 FPGA can be programmed to deal with any type of interfacdig&e GPUs which are

restricted tahePCle interface.

1 Low power is another factor that makes FPGA a good compuataxhine.
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FPGAs suffer from many limitations that prevent them from being widely used in

computations:

1 FPGA areexpensiveompared to other computing devices. Their design flow tools
licenses are expensive too. The design time of FPGA is the worst.

1 Compiling an HDL code to a bitstream could take minutes and hours. Hardware
simulation and debugging is alsoverytime-consuming procesdn contrast, the
compilation time for GPUs and CPU is almost instant. Their debugging time is much
betterthan thatfor FPGA.

1 Applicationsizein FPGA is much smaller than that in GPU and CPU because FPGA
does not use instruction memoinysteadit built speciahardware for the application.

The performance versus area tradeoff makealler applications performs bettan
FPGAcompared with other applications.

1 Software programming provides high flexibility while FPGA is the woBRU is

slightly better in applications that need floating point operations. FPGA uses DSP

blocks to do floating poimperationsbut it ha a limited number of DSPs.

Floating-Point
Processing

Processing / € Timing Latency

Development Interfaces

Processing / Watt

FPGA~ .-~

GPU -~~~ Flexibility Backward

Compatibility
Figure 3.4: GPU vs FPGA qualitative comparison5].
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CHAPTER 4

Literature Review

The techniques and definitions of FPGA virtualizatiame changing over time. Two
common approaches can be seen in recent works for virtualizing FPGAs; FPGA overlays
[29] and virtualization by adding abstraction layer (AL) that abstracts the FPGA interfaces.
In this chapter, we expte the FPGA virtualization worksThen, we explor¢he other

works on integrating FPGA idatacentersand clouds.

4.1 Overlay architecture

Overlay architectureare to build virtual FPGAs on top of physical FPGAs to reduce
vendor dependencig29]. The overlay works aan intermediatdayer between the user
hardware and the vendor FPGA. First, the several instances of the same overlay are
synthesized and implemented on different FPGAs types. Then, the user haislware
translated only one time to the overlay and become able to run on all FPGAs. Overlays can
exhibit features independent from the host FPSa&h as allowingontext switching by
reading configuration bitstreanas well asthe contents othe registersOverlayshave

three main advantages over physical FPGAs:
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1 Portability: The user application become completely independent from the physical
FPGAs and their vendar®ne bitstream represents the aailon for devices.

1 Maintainability: Upgrading physical FBAs and replacing old one become smooth.

1 Migration ability: Context switchingand timemultiplexing several applications
become possibldt is possible to migrata running application froma physical
location to anotherThe demonstration if80] shows live migration between two

nodes of a cluster of heterogeneous FPGAs.

Overlay architectures can be figeained[31, 32]or coarsegrained[33, 34,35]. In fine-

grained overlays, FPGA components such as LUTs, CLBs, interconnects, etc. are modeled
in HDL, synthesized and a bitstream is generated for the new configurable virtual FPGA.
The enable signals in physical registers become a virtual ckiok.grained overlay
involves high area overheadaind causegerformance penaltypecause it lowers the
operating frequencyProductivity is too lowin fine-grained overlay because its input is

HDL code whichneedto be synthesized, placed and routed usinglar tools of normal
FPGAs. Coarsgrained overlays contain larger antbre abstract componenssich as

FFT, SQRT, adder, multiplieetc. that target a smaller number of applicatidhe marse
grainedoverlay is less general purpose than-imainal ones. The coarser the cells are the
more domainspecificwe get.Restricting it tospecific application domains the main
disadvantage.The ®arsegrainedoverlay does not suffer from area and performance
overhead like finggrainedoverlays. Productity is high,theinstantcompilation is possible

and therefore their applications are easy to debug. Configuration time is also fast because

their configuration bitstreams are small. They are easy to be used dojtware
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programmer The programmer introades theHLL code, its control flow graph (CFG) is

extractedandfinally, the interconnectiononfigurationis produced

Although overlay architectures provide portability which fits well with virtualization
requirements, the cost in area and the performance overheadgndinedoverlays make
them not practical for using FPGAs in computatioimscoarsegrained overlaysit is
difficult to have general FPGA virtualization platform sirmarsegrained overlaysire
domainspecific. Therefore, works on integrating FPGA in cloud and data celotes not
use overlays as virtualization techniguesstead they usevirtualizaion by addingan

abstraction layer (AL).

4.2 Virtualization usingabstraction layer (AL)

In this type of virtualizationan abstraction layefAL) is created which containa
collectionof commorhardwarecomponents that are needsdall applicationsA software
library is also created to provide standard API functions that inteiticthe abstraction

layer. Thehardware componentd the abstraction layere:

1 Communication controllesuch as PCle endpoint, Ethernet controller orcbfp
memory contller.

1 Routing It is includedwhenthe platform supports severdFPGAsper a physical
FPGA.

1 Reconfiguration managemeiit is included i dynamic reconfiguration ofFPGAs
is supported.

1 Clocking managemenit is includedif different clock domainareneeded
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1 Soft processorin some worksa soft processor is included as a reconfiguration
manager. Other works us#tk soft processor to contralFPGAand the application
run.

1 Security blocksSome platformaddsecuritymodulesat the abstractiolayerlevel.

1 Reqistersit collects information and status or store configurations that control the

abstraction layer and vFPGAs

Each physical FPGA is divided into two pattse abstraction laydl% up to 25% of the
physical FPGAareg andone or more/FPGAregions tohold the application The size of
the abstraction layetiffers fromwork to another andlepends on whatomponents are
included/excluded in itEach researchiefer to theabstraction layemusing different
terminologysuch as static logif86, 9], RC2F[37], service layef10], vendor logid12,
38], network service layer [39], FPGA hypervisof1l, 40] and shell[7, 41]. In some
researcheghe vVFPGA region issuggested to be a dynamliy reconfigurable regiofo,
10, 12, 37}while in other workg[7, 42] the user design is combined with thlestraction

layerand compiled together to form one full bitstream

The abstraction fer has a hardware side as explained above and has a software side.

Software libraries are introduced in several platforms for-&@iched FPGAR!3, 37, 44,

36, 45] Knodel[37] for example, introduces the RC3E FPGA hypervibat provides

functions for device control, vFPGA control, data flow control that interacts with the off

chip memory, load bitstream, get status and set configuralibeprovided API functions

by different works can be categorized as follows:

1 API functions for device info and existence querggs_device_info()
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1 API functions for accessingFPGA, FPGA or an individual channel on FPGA
throughsend) andreceivd) API functions.
1 APIfunctions for reading or writing to registers in the FPGA.

1 API functions for resetting FPGA and the transfers on all channels.

There are important researches tadressome virtualization propertieSlerging several
VFPGATregions to form one large regias discusseth [46]. This allows having VFPGA

of different sizesMigrating a design from oneFPGAto another is discussed [#7] in

which the measured migration time is around one second.

4.2.1 Interf acing the abstraction layer (AL) with vVFPGASs

Platforms that dordt support dynamic partial reconfiguratio@PR)f or v FPGAs do
require high abstraction in the VFPGA interface. This is because the application and the
abstraction layer are merged and cdatptogether as one bitstream. However, if DPR is

supported, the vVFPGA interface should be a fixed intetfaatdits for all applications.

The AXI [48] interface is commonly used for vVFPGA interfacing in severaks It is a
handshaking interface that allows both sides of the link to (stalp) data movement. It
provides efficient data interchange and can offer one data element per cycléddséd
interfaces are also used8v, 40, 12, 39, 44]The empty and full signals of the FIFO allow
both sides to know when the other side is busy. Asynchronous iBIES&ed when the
application works o differentclock than the abstraction layenmwazon EC2 F1 instance

[7, 49] uses three AXH interfaces, three AXLite interfaces, and some generic signals
such asclock, reset, status, etin OpenCL based platforms and other Gi#g platforms,
VFPGA interfaceact as a DMA controller since the vFPGA interface is restricted to the
off-chip memory44, 38}
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Some workg39, 44]indicate that some standard logic might be needed insidé-BP@A

to abstract its interfacélhe VFPGA interface in DyRACT44] consists ofstreaming
channed andFIFOsinside the VFPGA to be added by each applicafitwe. application is
clocked using the control logic's frequency. Another version of this W&k uses
asynchronous FIFBased SDRAM interfacesiowever, they did not introduaegeneral
abstraction method instead, thieft this to the application desigr to build a specific
wrapper for the applicatiorsiatici et al.[50, 51] suggest addingnboardprocessor or

soft processor to the shell for orchestrating the hardware acceled@atatien. A manager
executing parallel constructson the processor manages the FPGA resources and
communicatesvith the host over the PCle.

4.2.2 OpenCL and the CPUFPGAs interface abstraction

OpenCLdefines a mechanisifb2] for CPUFPGA communicatiorand supports API
functions forqueryingdevicesinfo, FPGA partitioning and command queues (suchaas
memorywrite and read oexecuting &erne). Just like OpenCL for GPUs, the application

is written in HLL language where tlommputeintensive functions are defined as kernels
to be accelerated on P@ttached FPGA. The compileompiles the software part and the
hardware and manages the interfacing between them. This helps the designer to focus only

on his application logic.

Xilinx and Intel developedheir ownOpenCL compilers for FPGAeviceg53, 54] The
compiler compiles the kernels into hardware on vFPGA and integrates the abstraction layer
with them according to a predefined architeetexplained in thestocumentatiofi55, 14}

TheXilinx OpenCL compiler is used by several wofks11].
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Amazon announced EC2 F1Z] which is a cloud compute instance that provides FPGA
infrastructure as a servi¢ma3. It uses FPGAs and design tools from Xilinx. Amazon
EC2 F1 provides two methods for buildingdoud hardwareThefirst approachis to use

the OpenCL development amnment to build heterogeneous applicasidmat run on

CPU and accelerated on FPGA. They have used the X3D#ccel tool and theiser
should obtain a license from Xilinx and install it to use these tdblssecond approach

is to install and use theivado IP Integrator (IPI) provided by Xilinx. In this approach, the
user is free to build cores that can be acaksser PCI. To abstract the FPGA interface,
Amazon EC2 F1 introduces the Hardware Development Kit (HDK) library. The HDK
integrates the statilogic (shell) with the Custom Logic (CL) provided by the user. The
shell interface at the hardware side is connectedi@AM controller and/or PCI express
controller. The shell interface at the custom logic (CL) side provides several AXI
interfaces. Thre are three AX#l interfaces, three AXLite interfaces, and some generic
signals such as clock, reset, status, etc. The Shell and CL are synchronous to one clock
with amaximumfrequency of 250MHz. There are seven more clock signals. The developer
can lect among a set of available frequencies provided in the clock recipe table. There
are four DRAM interfaces. One of the four DRAM interface controllers are implemented

in the Shell, and three are implemented in the Custom Logic[85L.)

Amazon EC2 F1 introduces thhenazon FPGA Image (AFl) management tofi6] to
manage FPGA images (bitstreams) on the cloud. It includes fun@biolnsting available
FPGA slots, getting image status, loading imagearing image, start virtual JTAG to

debug the design, get/set LEDs and switches.

34



Intel acquiredAltera (a manufacturer of FPGAS) in 2015. Iritetoduces FPGA aBCle
attached devices just like GPU devices. The OpenCL language is used to write software
that runs on CPU and define some kernels that run on FPGA. Abstracting the FPGA
interface in InteFPGA is done bysing theoff-chipDDRAM as a shared memory between
CPU and FPGA. First e data are sent from the system main memory over the PCI to the
FPGA boardoff-chip DDRAM. Secondthe accelerator is invoked to stafhird, the
acceleratodoes computationsn the data and store results on EH@RAM. Forth, when

the accelerator finishes it interrupts the CPU. Finally, the results are moved back to the

system main memory at the CPU sjg4].
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Figure 4.1: The architecture and design compoants in Intel OpenCL for FPGAs[14].
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4.3 FPGA attachment interface
FPGAbased compute node properties sexerelyaffected by thestyle of physically

attaching FPGAs to the system. PCle and Ethernet interfaces are the most commonly used

approach because of their high bandwidth.
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With PCle interface, the FPGA is physically coupled to a @@bEed server. Integrating
FPGAs on cloud computinglatforms is done by introducing compute nodes or virtual
machines with PClattached FPGAE7, 37, 36, 10, 7]in this case, the VM hypervisor

is slightly modfied to launch VM requ&ts inmachines that have P@ttached FPGAL1L].

Wanget al.[58] showa different method in which P&ittached FPGA can be common
among several servers. They used the Xen virtual machimeéangvVMM) to provide

FPGA access to all servers on the network and manage the PCle traffic between servers
and hardwareln [59, 60]a technique is proposed to make a single R(@teched FPGA
appears as several segda@ coprocessors to multiple VMs running on the same host node.
Taking advantage of the PCle Singtet I/O virtualization capabilities, each VFPGA
appear as aseparate RCt t ached FPGA and each VM got e x

VFPGA.

The tight coupng between FPGAs and CPUs in compute nodes leads to several

limitations:

1 The number of FPGAs in a DC is limited to the number of CPU nodes and PCle slots
per node,

1 FPGAs cannot be used independently from the CPU node they are attached to; i.e.
CPUs musexplicitly send/receive data and instructions to the FPGAs wasting both
CPU's and FPGA's cycles,

1 In a cloud setting, customers actually instantiate two compute instances (one on a

CPU and another on an FPGA),
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1 Aggregation of several FPGAs to implementrgésapplication becomes difficult and
inefficient as the data traffic between these FPGAs must go through the nodes (i.e. no

direct communication between FPGAS).

Weerasinghd12, 38, 39]proposed conecting FPGAs to the data center network as
standalone computing devicés.[61], networkattached FPGAs are configured to one of
three block types; compute cofer generalpurpose computingmemory block, or
hardwareacceleration. These types allogers tachoosdghe most suitable architectuaad

memory managemefar their applicatios.

In Microsoft catapul{6] both interfaces are used. FPGAs are connected usegpadary
networkwhile they are still PGattached device#\ largeapplicationis implemented on a
chain of FPGAsuch that each FPGA implements one phase of the applidadon FPGA
contains the abstraction layer and one application pfiase, severatopies of thesame

applicationare launched on sevetalraise the throughput

4.4 FPGA in the cloud and data center
Cloud computing systems usfPU-based server® do computationdntegrating FPGA

as a computing resource is not supported directly. Large companies dditationsto
their own cloud systems to support their FPGAs. Microsoft Catpgililis hosted orthe
Microsoft Azure cloud computing platform. Amazon Cloud hosts the EC2 F1 instéhce
Several academic worK9, 10, 11, 12]suggest modificationgn the OpenStackcloud
computing system to enable integrating FPGAs as computing resobrg@penStack,
FPGA could be integrated to accelerate the data center functiondliiie®t provided as

cloud servers. Microsoft uses FPGASs to accelerates Bing g@drdhalso uses SDN on
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FPGAs to accelerate its networking operatifit]s The user is not award the FPGAS

existence.

Byma,et al. [9] introduceda method for virtualizing FPGAs to enable their integration as
standalone compute nodes (i.e. not coupled to a)CRiis is the first work, as far as we
know, that introduces virtualizing FPGAs using abstraction layer mettiedabstraction
layer includes ethernet controller, a soft processmia memory controller. vVFPGAs are
introduced as Infrastructwas-a-Service (laaS) and ti@penStack cloud systemadapted

to manage VFPGA resources. Configuration is done @l AG interfaceand a UART

is used to configure network address registEingss meant that the FPGA stiktquires to

be attached to a servéw be configured by bitstreams or to configitsenetwork address

registers The cost ofntegratingFPGAs into data cent@rcreaseslue to excess cabling.

Tarafdaret al.[11], suggest platform for attaching FPGASs to virtual machines (VMs).
The platform assumes that the VM is running on a serveh#&h&Cl-attached FPGAThe
Xilinx SDAccel Platform[24] is used tqorovide the abstraction layer and the software
drivers. It is deployed usinipe OpenStaclcloud system and provided as Infrastructure
asaService (laaS). OpenCL allows the user to whigeapplication with kernels, compile
it, configure it andabstract the VMFPGA interface, enabling the user to focus on the

application logic.

Knodel et al.[37] introducedRC3Eas a framework to integrate FPGAstire cloud In
their framework, each physical node includes a server with several FPGAs connected to it
through PCle. Themntroduced their abstraction layer which is calledRI@2F It consists

of PCle endpointclock management, and control and reconfigurati@nawger They
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introduceAPI functionslike those provided b@penCL.Their platform allows introducing

accelerator as a service or the vFPGA region as a service.

Kidaneet al.[40] adapted the networdn-chip (NoC) architectureo build a virtualization
platform. The idea is to map each processing element (PEp@ito a dynamically
reconfigurable region. The switches (routers), links and network interfsmesne the
abstraction layerThe platform introducethe reconfigurableregion as a service dhe

reconfigurable IP as a service.

Chen et al[10] did major effort to integrate FPGAs as accelerators. Multiple virtual
FPGAs were tightly coupled with one CPU through a PCle interface. Multiptegses

can be scheduled on the same virtual FPGA (throughméguration). The user configures

a virtual FPGA with a customized accelerator with a custom communication interface. The
system can contexdwitch the same accelerator among usersteTiseo virtualization at

the level of inteconnection Another drawback is that the PCle interface becomes a

bottleneck and its bandwidth should be balanced as discussed in their paper.

4.5 ASIC Clouds

ASIC Clouds[62] suggest fabricating several instances of the same accelerator with
routing and interconnection on an ASIC chipd having several ASIC chips on boards and
racks Thereareon-PCB network and a control plane that interpret incoming packets from
the onPCB network and schedules computation and data onto replicated compute
acceleratorsUnlike FPGAbased accelerators, the designed hardware in ASIC chip can
never be modified but it provides the highest possible performaiticdow power They
showed that ASIC:loud optimizes the total cost of ownership (TCO) 8 @rders of

magnitude better than CPU and GPU on four case studies; the Bitcoin mining ASIC
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Clouds, YouTubsstyle video transcoding ASIC Cloud, a Litecoin ASIC Cloud, and a

Convolutional Neural Netwé&rASIC Cloud.

4.6 Summary

Table 4-1 below shows aummary of notable platforms of FP@®&ased processing for
clouds or datacenters. The ASIC clasdncludedin the comparisgnalthough it is not
reconfigurabléhardwarepecause it provides AStBasedcustom computing machines for

the cloud.

The configuration/attachment refers to how the FPGA is attached to the cloud (or
datacenter) and how it is used. FRG&sed accelerators are attached to a host CPU via the

PCle bus and cannot be used independently from the host (i.e. in a cloud enviydmenent
usemeedo instantiate two compute instances). Depending on their shells, FPGAs attached

to the data centerods network can be used o
in tandem with a host CPU that runs the main application ansl EBIGA acceleration

functions over the Ethernet. The latter option also requires two compute instances.
Network-attached standalone FPGAs act as servers (i.e. can be used by multiple
users/ applications) . Mi cr os o fattabhsnets Gadt ap ul t

configuration at a staggering logic c&}.

The clustering column shows if several FPGAs can be connected directly to run large
applications without having the data going through CPU nodes. JetStream is tREbnly

attached FPGA that allovasvFPGA-to-vFPGA connection.

The IF (Interface) abstraction column reflects the level of abstraction for the application

interface. Our proposed platform can receive data in their oritpnalat, so it provides
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full abstracion. Medium abstraction is provided by FIFO interfaces. A platform with a low
abstraction is one that requires users to adapt their design to its fixed interface. Platforms

that require the users to develop custom interfaces have no IF abstraction at all.

The DDRx col umn speci f aneoff-chip memary rmanagemerda r mo s
interface. We have not opted for this option as it increases the static logic area significantly

and it is not crucial for streamed applications.

| BMO6 s nradached FPGA [39] is the closest work to our work. lisiterface

abstraction is medium because it introduces fixed HiB€ed interfaces and the data
formatting@and t he computation control i sertoompl et
design. Thetable shows that standalone COMth abstracted data interfage not

introduced by other FPGA virtualization platforms. It also shows that our proposed

platform provides ultimatéexibility with relativelylow overhead.

Our platform introduces netwoikitached solution and support in which several virtual
FPGAs can be chained to perform computation phases for large applications. The interface
abstraction is complete such that the user sends data with no controls. Wéaeenand

off-chip memory support because taegetstreaming applications.

OpenCl:based platforms completebbstractthe FPGAinterfae allowing the user to
focus on his applications. The computing model of OpenCL assumes that FPGA will be
attached to €U and used only as accelerators #ratcontrolled by a running software
application.The DDRAM is used to store data before computation and store the result after
computation is doneWhen integratednto the cloud, OpenClbased platforms are

provided wthin a virtual machine. Therefore, it is provided aplatform as a service
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(PaaS)Our platform completely abstracts the FPGA interface allowing the user to focus
on his applications. It provides standalone FPGA that is not attached to CPU. It executes
the applicationand provides its service without external control. There is no DDRAM to
buffer data or store results. The computing modeadtisamingcomputemodel. When

integratedinto the cloud,our platform introduces the application on FPGA as a servi

which isaform of software as a service (SaaS)

Table 4-1: List of notable platforms of FPGA-based processindor clouds or datacenters.

Conf i ur I nter
LS Attachr?len c:lustAbstr;DDR
[ 37 RC3E PClad t ach Low
[ 44 Dy RAC] PClad t ach Low V
[ 36 Fahmy PClad t ach Low V
[ 50, Asi at PClad t ach Low V
[ 12| Hypers| Et heatntedc V Medi u V
| B Standal ¢
[38Disagg| Net wor k 3 Low v
| B & Standal ¢ .
[ 38 Nedtta( Net wor k 38 v Me di y
PCle or
[ 11 Tar af | Et heainted c \% None| V
[ 7] Amazo PCilad t ach None| V
PClad t ach
[ 6] MS Cat|Net wor k at \% None| V
FPGA Net
Standal ¢
[ 63 By ma Net wor k 4 None| V
[ 10 Chen PCilad t ach Low V
[ 43 RI FFA PClad t ach Me di u
PCtlad t ach
[ 62/ ASI C C| Standal on Medi u V
attachm
[ 64| Jet St PClad t ach \% Me di u
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CHAPTER 5

Overview of the Cloud-BasedFPGA Custom Computing

Machines Platform

In this chapter, we are explainiogir proposed cloud systewhich offers virtual FPGAs
(VFPGASs) as custom computing machines (CCNIgg focusof this chapter is on general
concepts. Implementation details will be explained in next chapters. Thadtidrmis

not implemented as it is explained. For example, we have implemented a light version of

the network controller. We did not implement thé hetwork controller stack.

The CCM is a netwoHattached VFPGA configured wittardwarghatdoescomputations

on streamed data. The CCM can be accessed only through a socket interface. The CCM is
highly abstracted such thiatworks directly withstreamed data without data refortiradg

or any additional control informatiohe data reformatting information atide protocol

of applying datao the hardwarareconpletely included within the CCMThe streamed
resultsproduced bya CCM arealsoready tobe consumed by anoth€CM or software

function
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Unlike other work$9, 10, 11, 12that integrate FPGA ithecloudby doingamodification
on existing cloud system componenige are providing standalone FPGA cloud system
that can be integrated to other cloud systems without modificatiotieiincomponent.
The FPGA hypervisas astandalonentity that manages FPGA resourcHse computing
nodes on our platform are the CCMkich can be connected directly to the cloud network.
The FPGA hypervisor contactee image management to fetch CCM images from the
storage. Image management fetches and stores bitstreams using théursetioas

provided by the cloud system to accessdloud storage.

5.1 FPGA Virtualization

The FPGA virtualization platform consists of several abstraction layers shown in
Figure 5.1. In the following, we list and explain thosebstractionlayers The
implementatiorand the hardwaréetails of thevirtualizationplatform will beexplained in

the next chapter.

Software Library (Socket connection API)

Network Controller (De)Packetizing IP & MAC tables Sessions
The static logic Security  Routing Reconfiguration
<« N
4 (De)Serializer (Un)Packing Controls and clocking
[F 8
3
& Data-application controller Clock controller Input registers Output dispatcher
>
Application Hardware

o /
Figure 5.1: FPGA virtualization is based onseveral abstraction layers.

1 The software librarys the highest abstraction layer gmebvides several functions

for launching, using, releasing CCMs and other management functions.
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The network controllehandles physicéakvel connections and networking protocols
and establishes TCP network sessions between the users and their applications in the
virtual FPGAs. It assigns one MAC address and one IP address to the static logic as
well as each vVFBA andmalkes each of them appean the network as a standalone
networkattached device.

The static logigrovides several functionalities. It manages secure data traffic with
each CCM. It also reconfigures a VFPGA by a received bitstream.

The serializemreceives e incoming data from the network controller through the
static logic The packinginpackingunits change the data widdnd the serializer
reformats the data, adds controls and generates timing information according to the
specifications of the applicatichardware stored within it.

The deserializeremoves controls from the results gsrdduces results standards

data format. Then, the packiongjpackingunits change the data width to match the
fixed-width interface between the static logic and the vFPGA

The application controllereceives the data with timing information and applies them

to the application hardware. It controls clocking the application hardware according
to data arrivallt gates the input clock to the application hardwaregate a dck, a
controllable clock buffer is used whichaprimitive resource in most FPGA devices.

The application controller alsoontains information about which output should be
produced and how many clock cycles should be applied for each datum.

The applicabn hardwarecan be any hardware design watharbitraryinterface. The
automatic wrapper generator generates a specific wrapper for each application

allowing to fit in the VFPGA.
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1 Finally, the clocking managemeobuld be considereg@sa crosslayercompmentor
as part of the static logic laydtis a physical component that manages several clock
domains for all layers. It could be configurable tlse FPGA hypervisor can change

the clock frequency of each vVFPGA according to the configured §6&dificaions

To illustrate the abstraction level the network controller, we compare it with controllers
other works. Byma et a9] did alayer 2 encapsulation (i.e. MAC laye Their platform
ftismoreforpacket processing systems as [63own by
such as load balancing and extending SDN capabilities using vFRR@As.only provide
infrastructureasa-Service (laaS)Catapulj41] and Tarafdaf11] do layer 3 (i.e. network

layer) by doing UDHike encapsulation.Catapult takes care of having a lossless
transmission using Ethernet flow control (802.1Qbb). In our platform, vee the
abstraction to layer 4 and 5€(i.transport and session layéithe conceptual OSI model)

by using the TCP stream and mandbe sessions inside the controllers. Tregwork
controllerin our platform produces data stream pghesindex of the tegetedvFPGA. This

raises the abstraction level and enables introducing computation as a service instead of

laaS.

The network controller can be implemented ascbip to save the FPGA resources. It can
also be implemented inside the FPGA. According toraraercial implementatiof65] of

10 Gigabit Ethernet network controller on Xilinx Zynq Ultrascale+ MPSoC ZU9 FPGA,
full stack (UDP and 2 TCP engines) consumes around 30k LUTs and around 10k LUTs is
needed for each additional T€Rgine.The Virtex 6 FPGA used in our lab contains around

340k LUTSs.
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The TCP transmission protocol is chosen because of its lossless transmission and packet
reordering for long data streams. In addition, we would like to match the ecosystem data
format aml interchanging protocols by using -dffe-shelf socket connection. However, in

the case of changinthe needs of the ecosysterwe may use different networking
controller that match its networking protocols. For example, internet of things (loT)
networking uses IPv6 for interchanging data with small packet sizes. In this case, we can

replace the network controller only and produce a suitable virtualization platform for loT.

5.2 FPGA Cloud Architecture

Our platform framework for ogloud data processing using virtual FPGAs is shown in

Figure5.2. The framework includes the following components

! Client User User
::::::::::::::::::::::::_'_'::_'_'_'_'_'_'_'_'_'::_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_':::::::::::::::::::::_::::_—:_—::_"!‘_’::::::E
i Cloud Launch (ccm_i0) [
E FPGA Release (CCM_ID) E
' . — 5 !
: Hypervisor | Get cov tist () User |
! + = !
| s _8||3% - |
| S| [88 = | & !
i 539 o gl |7 i
| = 5] 20 IN] 1
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2 static | [VFPGA ] P
! i Hardware Storage Logic VvFPGA < i i
¥ FPGA Do

Figure 5.2: Proposed FPGA Cloud Architecture

1) The cloud infrastructure consists of FPGA hypervisesources databas€CM
creator and other components. THRGA hypervisolis used to manage VFPGAS

resources, launching and terminating CCMs. It requests Gitteamfrom the
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2)

3)

cloud storage management. Theources databastores information about CCMs
and vRPGA for the management process. UM creatorprovides CCM creabin
service. It receives hardware comgritten inHDL with their specification files and
produes CCMsthat can be implemented and sold by the cloud operator (CO) or
other third paresas new servicedt updates the resources database witméve
CCM information.

FPGAswhichare networkattached devices connected to the internal cloud network.
Each FPGA contains a static logic and one or more virtual FPGAs (VFPTG#s)
static logic on the FPGA is also known as FPGA hypervisor-badkEach vFPGA

can beconfigured with a CCM bitstream aratts asa compute noder part of a
compute noden the cloud.

Software library defines the necess#tyl functionsto manage and use virtual
FPGAs The API functions are represented by the arrows going in and ou of th
cloud components ifigure5.2. The FPGA hypetisor providesAPI functionsto
launch, release CCMs. TR GAhypervisor baclend definefPI functions to be
used byhypervisor frordend like configuringspecific VFPGA reading status
registers, set client IP address, dtice client can conventionally request to launch
the CCM and initiate the data sending, processing and receiieg:lient can use

the Send/Receivavhich aresocketbasedAPI functions to access a CCM

The CCM can be used by a client through the dashboardsmftwarewithin the cloud.

5.3 FPGA hypervisor
The FPGA hypervisor manages VFPGA resources and CCM imdigésunches

terminates CCMs anKkeeps track of available vFPGAs and CQ@Wh the help of the
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resources DBThe static logic in each FPGA manages VFPGAs in that FPGA so we refer

to it as a hypervisor baednd.

The resources DBs a database that stores VFPGA &@M management information
such as occupied/free VFPGA resources, -@€& relationship, VFPGACCM
relationship, etc. Virtual FPGA (VFPGA) is the reconfigurable region on the physical
FPGA that can hold a CCM. vFPGA is configured by a CCM bitstream. CCMel
application hardware configured on a vVFPGA. CCM might have several bitstreams to

match each different vFPGA type.

FPGA hypervisor provides API functions for launching, using and releasing VFPGAs.
Table5-1 lists the mainAPI functions provided by the software library of our platform.
Accessinghe CCM is done through only two functionsne for transmittig dataand the

other for receivingesults
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Table 5-1: Main API function in the software library.

Functi on nECommunl Categc¢l mpl eme
type

Send (data str Socke|Us¢wCM Put da
Listen (resulty (TCP St ful TCP pa
Use t he

Launch (CCM_ID Mess ad me s S a ¢
Get CCM List ( Passi Hypervipassing
Rel ease (CCM_I ut t hiags e d
| aunch

Configure (CCM Socke Put da
Read CCM bitst| (TCP St | TCP pa

Hy per-tvo

Read status re Hyper v The UL
Send key (CCM_ baehk d packet
Set client inf({Socket functi commaad
,Receiver and con

Set Parameters val ue

5.3.1 User-to-CCM API functions
Accessing CCM is done through only two functions one for transmitting and the other for

receiving. An implementation example of two functions using python is shown in

Figure5.3.

the data stream over the session. The fundiidni st e n

The

fSiemat i( am tdstablshes eeT&Pngtréam session andssend

(r eestablishes astr ea

listening TCP stream seesi and collectthe results. The user should call the listener first

then he sends his data. The CCM hardware receives a reset signal with the creation of each

TCP sess

ion.
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import socket
BEUFFER_GSIZE = 10Z4

Eldef Send data({SERVER _TIF, SENDING FPORT, data):

conn_ server = socket. socket{socket.AF INET, socket.30CE STREAM)
conn_server.connect{ (3ERVER_TIF, SENDING EPORT))
conn_server.send{data)

conn_ server. shutdown({=socket. SHUT RDWR)

-  conn_server.close()

Eldef IListen to results(IERVER IF, RECEIVING EORT):
conn_server = socket. socket{socket.AF INET, socket.30CE STREAM)
conn_server.connect{ (3ERVER_TFP, RECEIVING PORT))
data=""
[ while len{data)<100
= data = data + conn_server.recv(BUFFER_SIZE)
conn_server.shutdown{=socket. 3HUT RDWR)
conn_server.close()
return data

Figure 5.3: Python implementations f or the functions fASend (data stream
stream)o. Both functions use TCP stream socket and requi

5.3.2 User-to-Hypervisor API functions
The hypervisor functions are message passing funciidresame functions used in other

cloud platforms torequestlaunching and releasing virtual machines adapted for

requesting launching and releasing virtual FPGRse functono Launch ( CCM_1 D
sends a message to the hypervisor to launch a CCM. Once the hypervisor receives this
message, it looks for the CCM_ID in the databaselaokk for a suitable free vVFPGA.

Then, it fetches the suitable bitstream image from the storage. Then it usesctionfun
AConfi gur e ( Qdewnladthe €GMeanaage) Finally, the hypervisor sends

a message to the client to inform him about the IP address of the launched CCM. The
functiono Re |l e as e (sdbd3 M mesBapedto the hypervisaretease theeFPGA

resources of a CCM. When the functisrGe t  C C Mis talled, the Hypexvisor using

the resources DB builds a CCM list as long with their unique CCM_IDs and description.

If the user needs secure communication, he interchanges an encryption kég WRGA

hypervisor using DiffieHellman key exchange method. Then, the hypervisor uses the
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commaS8end kiy (CCM_ID) t o send the key-endoThet he h
encryption and decryption engmese that key to decrypt incoming data and encrypt
outgang results. The hypervisor frornd backendstakecare of removing the key with

each change on the IP sender and receiver.

5.3.3 Hypervisor-to-Hypervisor back-end API functions

The hypervisor backnd functions are socket functions between the hypervisurdral

and backend.There are two functions thaseTCP stream sockdtased communication.

The functionn Conf i gur e ( Cdowhlodds & partial bdstrean that represents

a CCM image on the FPGAt uses TCP stream socket connectama workslike the
functSiean @ dat &he tunctioeiaRnre)acd CCM b reads backettem () 0
CCM bitstream which is useful for supporting CCM migratibruses TCP stream socket
connectiorand workdike the functiomi L i st en ( r eTharénaisingdottions a m) 0

useUDP socket connections.

The rest of the functions uses UDP sodk&ted communicatiori.he hypervisor sends

UDP packetandthey per vi s or Oies with a t/RPepacitet Figwgbi shows

the UDP packeformatwhich containsequences of the CMD/Value pairs in its payload.

The CMD/Value represents a function number and valle functioni Read st at u:
r egi s treadsmforrhatian about the running CCM status. The funcfio® e nd k ey

( CC M_ IcHanges the encryption/decryption key of the CCM. The funéti®et c | i e n't
info (Sender | P Addr @éanges thdRsernder and ¢he redeiver IR d d r €
addresses of the ®GC The functionii S e t Par aimasedto sonfigujessome

registers with specific values. One example is the frequency registetetieamnins the

CCM operating frequency.
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0 14 34 42
MAC Header IP Header | UDP Header | CMD | Value | CMD | Value | |

Figure 5.4: Hypervisor to hy per vi sorés backend functi ohesUDR paglead UDP soc
contains a sequence of CMD and value pairs. Several commands can be sent on one UDP pagipervisor sends
a UDP packet andentireplyevithwaUBPopacées. b a c k

5.4 A scenaiio of Launching, Using and Terminating a CCM

In the following, we explain how commands of the software library of our platfark.
We assume a user wants to launch and use a specific CCM. The user issues the four

commands listed ifigure5.5.

User commands:
IP Address = Launch CCM (CCM ID);
results = Listen ((IP Address , Receiving PORT NO)) ;
Send ((IP Address, Sending PORT NO), data stream)
Release CCM (CCM _ID);

Figure 5.5: Scenario of using a CCM on a cloud computing system. The user issues four commands to launch,
send data, receive results, and terminate CCM.

In the following, we list all in cloud steps done to serve the user request. The message

sequence diagram is shownFigure5.6.

1. IP Address = Launch CCM (CCM_ID)

111t gets the CCM information and availab
Then, it decides which vVFPGA is going to be used and requests the CCM image
from t he ACCM i maVWeare asaumagtieaintie noseralready knows
the CCM_ID. The user can get the CCM_ID using the comn@atdCCM Lisy).

1.2. The hypervisor gets the IP address and port number of the specific FPGA, and
other network parameters frahne Dynamic Host Configuration Protocol (DHCP)
server and then executes the internal funcfi8end ((IP Address, Port_no),
bitstream)o .

1.3. The hypervisor backnd configures the vFPGA with the CCM image
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14The hypervisor i nt eSet@lently Addresses (endetr he c o
IP Address, ReceiverIPAddress) t o configure the sender
addresses in the hypervisor baaid.

1.5. The hypervisor backnd opens a listener to receive CCM inputs and starts another
TCP session for sending thesudts.

1.6. The hypervisor returns the CCM IP address to the user. The hypdrasdoend
is never revealed to the user.

results = Listen ((IP Address, Receiving PORT NO))

2.1.The command is executed in the user machine to start the listening session. It is
usualy executed as a netirread,so the program caoverlapsending data and
receives results.

Send ((IP Address, Sending PORT N@gtastream)

3.1. The user sends the data to the CCM. The command is executed in the user machine.

It establishes a TCP stream sessisends the data to the CCM and terminates the
session.

. ReleaseCCM (CCM_ID)

4.1.The hypervisor executesn internalc o mmand A Send ( (I P Addr
empty bitstream)o

4.2.The hypervisor backnd configures the vFPGA with the blank CCM image

4.3.The hypervisobackendcleass the registers of the sending and the receiving IP
addresses.

44The hypervisor updates the fiResources D
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CCM User FPGA Hypervisor Static Logic

Launch cc
-LCM(cCm_Ip) Conﬁgure(bitstream)

P Address Setdliarrin———»
send data 4’%’/ Set client |p address
en
‘”(T/CP(Stream) Mark CCM as busy

Listen to Resyts
(TCP Stream)

Mark CCM as free

elease_ccm

Figure 5.6: Scenario of using a CCM on a cloudtomputing system. First, the user requestto launch a CCM.
The FPGA hypervisor configures a vVFPGA with the CCM bitstream and returns the CCM IP address back to the
user. The user interacts with the CCM by sending data and receiving resultginally, the user releases the CCM.

5.5 CCM Creation

The platform introduces CCM as a service in which CCMs can be implemented and sold
by the cloud operator (CO) or other third parties to the cli€he CCM provides
synthesizing tools for thEPGAs used in theloud systen. The CCM creationprocess is
depicted irFigure5.7. First, a designer usasigh-level synthesis tool (HLS) and hardware
description language (HDL) to createadiware and send it to the CCM creator. Then, the
designer sends his hardware (HLS/Verilog code) veithadditional XML file that
describes the hardware I/Oénother Vera file describes how data should be applied to
the hardware to the CCM creator. T¢reator uses automatic tool that creates a wrapper
for this hardware to match its interface with the vFPGA standard interface. The whole
hardware is synthesized several times to generate several partial bitstreams for the
hardware design each one matche#farent vFPGA. After generating partial bitstreams
they are stored on the cloud storage. The resource database is updated with the new CCM

and its generated bitstreams information like the CCM ID, file name, and vVFPGA ID.
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I/0 description Data application Hardware design
(XML) rules (vera) (HDL)

Text VText
N Wrapper
"l Generator HDL
HDL code code
Y
Wrapper Code

Hardware

v

Synthesizer
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v bitstreams

CCM info
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DB Storage

Figure 5.7: CCM creator receives hardware design (HLS/HDL), XML file describes hardware 1/0Os, and Vera
file describes how data is appliedThen, it and creates a CCM, synthesized and generates partial bitstreams.
Finally, it savesthe bitstreams in the cloud storage and their info in the Resources database.

5.6 Properties of the Platform

In this section, we illustrate the computation model of our platform. Then, we list cloud
properties supported by our platform and explain how those iegpare achieved.

5.6.1 The platform computing model

The computing model of our platform is a streaming computing model. The CCM is a
networkattached computing machine thas a receiving port and a transmitting port.
Sending data to the CCM and receivinguitessfrom the CCM is done through the usual
networking protocol used in the cloud. In the current version we have chosen the TCP

Stream as the main communication protocol with the CCMwWormainreasons:

1- The recent software libraries thatplementhe TCP stream relyon the data plane
development kit (DPDK) which allows fast packet processing. Using the DPDK
allows the software side to send and receive dategghtspeed and¢anapproach

the theoretical speed of the communication link.
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2- TCP protocol guantees packet orderinghis makes the application feels as it
received a continuous long stream. This also removes the need to build a custom

reordering mechanism in the static logic on the FPGA and on the software side.

In ideal casesthe CCM consumption rate matches the dateoming ratewe do not
assume a large buffer that stores unlimited déteen the CCM consumption rate is faster
than the data incoming rate, the CCM is stalled waiting for data arrival. When the CCM
consumption rate islower than the data incoming rate, the CCM issueac&pressure
signal which propagates to the Ethernet controller through AXI interfatesplatform
consists of several layers with AXI interfaces betweegry two layersas explained in
section6.1 and illustrated irFigure 6.4. When the network controller receives thack
pressuresignals, its buffebecoms full and it starts dropping packets. The TCP stream

does not acknowledge the nmeteived packets and therefoetransmissios done.

Adjusting clock frequencies in different clock domains in the platform is itapbio

control the produceonsume model of the systeirhe static logic should be clocked at
least at the Ethernet controller clocking speed (i.e. 156.25MHz for 10GE or 125MHz for
1GE). Since packet headers and interpacket gaps are discarded (whisbntspse bytes

at least), the static logic could work fine at a little bit lower frequency (e.g. at 150MHz for
10GE or 120MHz for 1GE).

5.6.2 Abstraction

The virtual FPGAs are standalone resources which are completely disaggregated from
servers. Thisimplifiestheir management and renting them as standalone resources. The
CCMs arestandalone networkttached computing devices. Their interfaces are clearly

defined and standardized to match the common data interchanging methods in the cloud.
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The CCM user is notveare whetherthis machine is a hardware or a software machine

since the data and results are sent over-kveivn networkprotocok. The user does not

need to adapt the daftar eachspecific CCM No need to adtdming and control signals

as hardware desigrs do. Thevrapper within th€€CM is responsible for adapting the data

to the hardware input.

5.6.3 Sharing

A CCM can be shared among several users by interleaving computation sessions. The
computation session is an atomic operation that cannot be interrWied a user uses a

CCM, the hypervisor prevents other wusers f
session(s) to the CCM terminate, another user can request the same CCM and the
hypervisor restricts its use to the new user for one session and \8btloreachsession

the whole CCM is reset. The CCMOs serializ
results out before terminating the session.

5.6.4 User data security

If the user requires a secure channel to the CCM, (s)he exchanges a symmetricabencryp

key with the FPGA hypervisor using Diffielellman key exchange. Then, the hypervisor

uses the function ASend key (CCM-dnd)he t o s
encryption and decryption engmese that key to decryphcoming data and ecrypt

outgoing results. The hypervisor fremind backends take care of removing the key with

each change in the senderdés and receiveros
5.6.5 CCM clusters on Multi-vFPGA

A cluster of networkconnected CCMs can be created and saved as a new CCM. CCM
networkcan be built by carefully setting the sending and receiving IP addresses of each

CCM in the cluster. For example, an FPGA chain can be created by setting the receiving
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IP address of each FPGA in the chain as a sending IP addrespfevitsisvFPGA. Tle
receiving address of the first vVFPGA and the sending addresses of the last vVFPGA in the
chain becomes addresses for the resulted CCM. The new CCM information is stored in the

Resources DB with pointers to the information of other CCMs constructing it.
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CHAPTER 6

FPGA Virtualization Platform

Our proposed virtualization platform is based on partial dynamic reconfiguration. The
physical FPGA is divided into a static region (that is kept as is with no reconfiguration),
one or more dynamically reconfigurabiegions, and a communication controller. Each
dynamically reconfigurable region corresponds to one VFPGA where a user's design can
be placed (along with the wrapper). Our specially developed wrapper controls clocking the
user design according to data aati An overview of the proposed platform is shown in
Figure6.1. It has four distinct layers; a network layer, static logic, wrapper(s), and user
design(s). The network controller handles physical connections and establishes TCP
network sessions betwedretusers and their designs in the virtual FPGAs. It manages the
MACs and IP addresses assigned to the vVFPGA. This enables users to use theik VFPGA
based applications like any standard server; sending requests (input data) to the assigned

IP (in this implenentation we are ignoring ports, though later we may direct traffic to a
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specific user's subircuit based on port number). The static logic routes TCP payloads
between VFPGASs and the network controller. It also contains clock management resources

that geneate controllable clock domains for each VFPGA and thecamfiguration
management logic that can download a user's design at run time to one of the vVFPGAs. The
re-configuration management unit has its own MAC/IP addresses to receive the partial
reconfiguation bit streams and reconfigure the VFPGA regions. Having its own MAC/IP
address allows it to be integrated with the cloud/DC management tools as a
OReconfiguration Serverd. The wrapper has :

(automatical-generated) interface to the user's design allowing it to fit into a vVFPGA.

Ethernet
Network = = - Network Controller - ==
Controller I FPGA
/ Static Logic I Write channels Read channels
|
/ Wrapper | Routing Clock
I Arbiter Management
/ User Design I
I

Static Region - wrapper ||| wrapper

Reconfigurable ,J
Regions

Figure 6.1: Virtualization platform overview. FPGA is partitioned into a static region and several reconfigurable
regions to beused as virtual FPGAs.

6.1 Data Communications

Data movement between thiest threelayers of the platform follows the standard tway

handshaking mechanism as defined in AXI4 stream specificgd8hsThis enables both
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reader ad writer to control the data transmission rate and to communicate without losing
any cyclesFigure 6.2 shows the timing diagram of the AXI interface. The deaasfer

only when both TVALID (from the source) affldREADY (from the destination) are high.

S e

INFORMATION b X
TVALID ff i\
TREADY (f ‘\
T
Figure 6.2: Timing diagram of the two-way handshaking proces448].

Cross clockdomains data movement is achieved vattynchronous FIFQd-igure 6.3.
Therearetwo asynchronous FIFOs in the Ethernet controller and another two per each
wrapper as shown iRigure6.6. These FIFOs are implemented with embedded FPGA
RAM blocks (BRAMSs) with AXI read/write interfaces. The writing ports of the FIFOs are
directly mapped to AXI write channels. Readimgwever is not straightforward since
BRAMs require two clock cycles for the first read (then one cycle per other consecutive
reads). Hence a pifetch circuit and a control logic were added to guarantee correct AXI

timing (one read per cycle).

Async. FIFO
CLK_w >CLK W CLK_rd< CLK_r
WDATA ——>| WDATA RDATA
WVALID < WEN REN k d
outb1
doutb2
I Y
Reading |«|— RREADY
o FSM1 (—» RvALID
Figure 6.3: BRAM -based asynchronous FIFO for transferring data across unrelated clock domains using

the AXI interface.

Theinterface betweesvery two layersis clearly identified and presented kigure 6.4.

the interfacdetween the network controller and the static logitsists ofead and write
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AXI channels associated with the virtual FPGA indExe network controller sets tie

virtual FPGA index according to the MAC address of the received packet. The router in
the static logic sets the tx virtual FPGA index and forwards the VFPGA resulie to
networkcontroller. The network controller seghe MACaddres®f the transmitted packets
according to the tx vFPGA indeXheinterfacebetweerthe staticlogic andeach vFPGA

region consists atlocking signak andread and write AXI channel$he clocking signals
includet he wr apper 6 d¢dlogad bsepdse dtidctpokdugdclock-enable

and wr ap pAd dataduses engh@dX| read/write channelfiave the same width

which depends on the Ethernet interface underuse. For example, 1 G Ethernet introduces

8-bit words while 10 G Etbrnet introduces 6%4r 128 bit words.

Network Controller

4 N

2‘8‘ 13 3

EE %E:ﬁ S %Em S

<< sl= 5 < =5 <

) &) ~|=(gl = el N

EE = =

= |51 e =

v
The static logic (Security)
15} =i 4 N
'9'5” > 3 e K
JEF |2 2= sl TIE| g 2
= = |2 Sl== S S|z = 3
HEEIRE A= = S|4 <
A E o 9 ~
wlvelg] Bl = 1=
(313|353 ié <
olololZ|o
v v
(De)Serializer
R= =

%\EM._]E %\.'9‘—‘—:!

el == Hel=li

[~ =3 O] 7] [a ez [ Jon (2

Data-application controller

Figure 6.4: Inter -layer interfaces. The interface between L1 and L2 consists of two AXI interfaces and the virtual
FPGA indices. The interface between L2 and L3 consists of two AXI interfaces and clocking signals. The interface
between L3 and L4consists of two AXI interfaces whose data havthe internal wrapper formats.

The AXI interface is used everywhere in the platform. The static laguter is an AXI

interconnect between one master (data are comingtfre&thernetcontroller) to several

63



slaves (data are rted to VFPGAS). The static logic tx router is an AXI interconnect
between several masters (VFPGAS) to one slave (Ethernet contréler)wrapper
components such as packing, unpacking, serializer, deserialiwkasynchronous FIFOs

all of themcommunicée through AXI interfaces.

AXI interface can issue a bagkessure signand this signal propagates through all AXI
interfaces in the data pafhihis explains how our systecontrok the data stream flowt

the incoming data rate is greater than what dpelication can consume, the busy
appl i c a tpressuredsighabic (ropagated to the network controller. The network
controller starts dropping packets and the TCP protocol retransmits Tinesnway the
backpressure propagates to the ustes theuser responsibility to send daecordingto

the consuming rate of the CCM. The CCM designer should provide information about the

CCM throughput.

6.2 Network Controller

The network controller i mplements the TCPO
OSI network stack. It establishes sessions between vVFPGAs and their users and ensures
data ordering and correctneligieceives configuration bitstreamsam er s 6 dat a, d
it to the static logic and transmit the results back to the user. Moreglyect performs

the following tasks:

I Establishes and terminates TCP sessions between vVFPGAs and their users. It stores
source addresses and other session data.
1 Forwards the payload of the received TCP packets to the static logic associated with

the targévFPGA index.

64



1 Constructs TCP packets for the received results from vFPGAs and transmits them to
their users.

1 Stores and manages MAC/IP addresses for all associated VFPGAs and negotiates for
dynamic network addressing using the DHCP protocol.

1 Announces theexistence of associated VFPGAs over the network and replies to

network queries about VFPGAs such as ARP and ping requests.

The network controller can either be integrated with the static logic in the physical FPGA
or it can be an oftheshelf device extmal to the FPGA. It is also possible to share a
network controller among several vFPGAs using a single Ethernet cable connected to the
physical FPGA or associate one network controller per vFPGA such that each vFPGA will

have a dedicated Ethernet cablamected to the physical FPGA.

The fixed interface between the static logic and the network controller consists of AXI
readdata channel, writdata channel, and the vVFPGA indices. The data width is 8/64 bits
for the 1 GE/10 GE Ethernet interface, respetyivAsynchronous FIFOs are used to move
the data across the three clock domains of the static tbhgiEthernet transmittegndthe

Ethernet receiver.

Figure 6.5 showsour Ethernet controller designed to achieve the maximum throughput.
The receiver works as follows; the Phy rx
CRCs. The sniffer reads gleet header otthe-fly, check addresses, and trigger the suitable
reaction. If a TCP packet is received, its payload is stored in tAsymc buffer. The
asynchronous buffer depth can hold two pagiatioads. So, a packet can be read while

the other paaddt is buffered. The transmitter works as follows; once th&stync buffer
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has a ready payload, it triggers the finite state machine controller to start constructing an
Ethernet packet and choose the suitable Ethernet header. Phy_tx transmits the gacket an

adds a preamble, CFD, and CRC to it.

rx clock | Static clock

GMIIRX >| Phy rx | Payload ASYNC. | 2EnD data >
; i ¢ buffer

: Header sniffer Session 1 RY wFPGA i
' > S > RX v rd_index
E [Chk addr. [Memory | €«—— X _vFPGA_index
i [_mmem Addr. table SRC. t'ii)t’.?l",—fn’dres‘sev i
i FSM :
}/<—| Eth. header ;
ARPreply |, crock | Statie clock
i - IP header !
: I Asyhc.
m Phy_tx | Packet | 2 |« _ICWP reply | o A
' * |«—{ UDP Header |
' TCP Header :
_________________________________________ Payload ]
Figure 6.5: The implementation of the Ethernet controller.

6.3 Static logic

The static logic includes data routers, a reconfiguration managemerd daigsecurity

unit (optional) and a clock management unit. These components are described next.
6.3.1 Data routing

Data routing is needed when the network controller is shared among several virtual FPGAs.
Routing data between the network controller and VFPGAs is done throwgiXiv
interconnects. The first one reads from thésync buffer and route to the corresponding
VFPGA. The second AXI interconnect reads results from one VFPGAs at a time and
forward them to the tAsync buffer. The result of each vVFPGA is collected sspdyr to

guarantee no interference with other vFPGASs outputs.



6.3.2 Recorfiguration management unit (RM)
Reconfiguration manager (RM) receives partial bitstreams over the Ethernet to reconfigure

any of the VFPGAs. It has its own MAC/IP addresses and the network controller deals with

it as another VFPGA. It consists mainly of an internal reconfiguration apoesgéCAP)
surrounded with a wrapper. It also responsibidreezing the partial region 1/O interfaces

during the configuration.

6.3.3 Clock management unit (CM)

The clock management unit produces several clocks for the different domains as shown in
Figure6.6 The Ethernet controller has two separate clock domains; one for the transmitter
and another for the receiver. The static logic has its own clock domain. Each user design
is clocked by a dedated controllable clock signal. Though the wrapper that surrounds the
user design uses the same frequency, it has a separate clock domain than the design. Finally,
part of the wrapper shares its clock with the static logic. These separate clock domains
allow optimum operation of different parts of the system independently from other parts,
users to set up the frequency of their circuits in the vFPGA, and most importantly, the static
logic does not need to be-sey nt hesi zed with thanewsserssod de
design is loaded inta VFPGA The last point is essential for virtualizing the FPGA among

multiple users.
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Figure 6.6: The platform's different clock domains and the use of asynchronous bufferto move data across
these domains.

Standard clock buffers and clock management units (CMUs) available on commercial
FPGAs have many properties that are utilized in the wrapper design. First, they are
controllable (i.e. stoppable). The wrapper uses tfopgrty to stall andeleasehe user
design cloclkaccordingto the availability of input data and other conditions. Second, they
are runtime reconfigurable, allowing the wrapper to set the user design's clock frequency
at runtime. Third, their clock prses can be shifted by 180 to provide negative edge

clocking for the user design.

The static logic should be clocked at least atBtteernetcontroller clocking speed (i.e.
156.25MHz for 10GE or 125MHz for 1GE). Since packet headers andpat&et gaps
are discarded (which represents 60 bytes at least), the static logic could work fine at a little

bit lower frequency (e.g. at 150MHz for 10GE or 120MHz for 1GE).

6.4 The wrapper's design

Ideally, users would want to chgure their application circuit on @atacenterattached
VFPGA, and then use it by sending input dstteams and receive output data streams
through Ethernet packets. Theapper allows users fat, communicate, and control their
designs imany partially recofigurable region (i.e. vVFPGA). i automaticallygenerated

for each design according to a upeovided XML input/output spedication The designer
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also prepares a description of theta format and application/capture rules using a subset
of the verficationlanguage OpenVera (SystemNog) [66]. The wrapper generatéwmm

the user's spetcations (XML and Vera) provides the interfdoetween the user's design
from one side and the static logic frotime other side. The usepecfied control is
incorporaéd into thewrapper's design itself. This means users can pack and send/receive
their raw data/results to the FPGA as dense packets with no embsmidsnl data to

utilize the maximum communication bandwidth.

A custom wrapper is generated for the use€sigh based on a usgrovided XML
specification which is then synthesized with the design to produce the partial configuration
bitstream of the design. Sevetatstreamscould be generated for each of the different
VFPGA instances available on all theG# types attached to the cloud (hence, a user's

design can be seamlessly migrated between any vVFPGA on the cloud).

In the XML description, users can divide their circoitgputs andutputs into groups such
that one input/output group is applied/captuaee@ach clock cycle. If thelie more than

one output group, theesign is stalled until all groups are captured.

In the Vera descriptiorysers specify how input/output groups are applied and captured.
So,auser could specify one input group todgplied, then clock the circuibr a certain
amount of cycles, then capture a certain output gralugn a certain outpus change

(e.g. a Doneflag), and so on. This allowBr any computation semantics to be

implemented. An input/outpgfroup’s size add be anything from 1 to-hits.
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6.4.1 Conceptual design of the wrapper
Figure 6.10 and Figure 6.7 show the conceptual design of the wrapper afidwa chart

describing its operation, respectively. When a network paak@étes, its payload is
extracted by thé&é xed logic and sent to the vVFP&A a sequence ofbit words €=8 or 64

for 1 Gb Ethernet or 10 GBthernet, respectively). Packing/unpacking circuits convert the
received/sentc-bit words tow_in-bit words.w_in represents the circuitiaput data size
(with no control signals) and is inferred from the usspscfi cations(hencew_in On).

The packing/unpacking circuitry idesigned to achieve the maximum throughput. If
c>W_in, one output igproduced per cycle, and ¢kw_in, one output is produced each
w_in/c cycles. If c=w_in, then the packing/unpacking circuits are osed from the
wrapper. A serializer then groups the input data anatdinérol signals that it generates
into userspecfied input groups anapplies them to the circuit in thiserspecfiedorder.

Input groups wittsizes less thamare simply connectet the lowest bits of the serializer.

The wrapper receives consecutive words withb&4length, combine them together,
generate w_ibit data words, and pass them to the serializer. The serializer genebodtes n
word starts with the application bit, folwed by input group index, and finally the data.

The serializer output is stored in the input FIFO.
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8/64-bit words

Convert bus width
(Bit packing/unpacking)

w_in-bit words

Generate design inputs
(Serializer)
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(Wrapper FSM)
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(Bit packing/unpacking)
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f
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1
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Figure 6.7: A flow chart illustrating the data flow from/to the design through the wrapper. The lefthand side
shows the data input flow starting from receiving a payload of a user's network packet till its application to the
design. The righthand side shows formatting and sending the results starting from capturing the outputs till
generating the payload ér the network packet to be sent back to the user.

6.4.2 Wrapper components
1 Bit unpacking it receives wbit words, combine them together and then prodaces

n-bit word, where n > w. If the input is streamed, it will prodacgord exactly each
n/w cycles.It contains slicer, state machine, and several registers as depicted in
Figure6.8.
1 Bit packing it receivesthe m-bit word, divides it to m/w words and produces-it
word each cycle. Itontainsslicer, state machine, and several registers as depicted in

Figure6.8.
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Figure 6.8: Our implementation of the Packing/unpacking circuitry. If the input data width is greater than the
output data width, the packing circuitry is used. Ifit is less the unpacking circuitry is used. If they are equal, the
packing/unpacking part isremoved

Our implementation of the bpacking and-unpacking circuits are depicted in
Figure6.8. Each onéhasa slicer, state machine, word and bit counters, and several
registers as. The bit counter gives the number of shifted hiteislicer. The word
counter in the unpacking circuleterminathe index of selected word from the wide
input. The word counter in the packing circdéterming when a complete output
becomsvalid at the circuit output.

Slicer. The slicer is the maibuilding block in the packing and the unpacking circuits
in our implementationlt is a combinational circuit that receivesbin input and
produce (n/2)-bit word as output. The output is just a slice of the input chosen

according taheselectioninput. Its diagram is shown Figure6.9 below.
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Figure 6.9: Slicer is a combinational circuit that selects n/2 awsecutive bits from an nbit input.

1 The serializertranslates the data into the wrapper internal dgtat format. The
internal data format consists of three fields; clocking information, input register, index
andinput register valueTheserializer degjn withanexamples illustrated below.

1 The deserializetranslates the internal data output format to data. The internal data
output format consists of two fields; output group index and value. If there is only
oneoutput,then there is no index. The deserializer decides wdsatitsshould be
transferred to the usand what is the format of these resultise deserializer circuit
design is much simpler than the skzer. In several cases, its job isflarward the
circuit outputs withoutontrol signals anthe selection bits to the output FIFO.

1 Input registers The hardware inputs are divided into groups and need to be stored
into input registers. This wrapper FSM guarantees that the hardware will never be
clocked withwrong inputs.

1 Cycle counterstores the number of clock cycles that should be appligdeach
application command. The counter is updated atiraa.

1 Maskregisteris bits vectorin which each bit corresponds to an output grolip
indicates whether theutput group should bgentto the output FIFQor should be

bypassed
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1 Output arbiterdecides which output group will be captured each cycle. The arbiter is

reset when a new user input arrives, then it advances once a new output is captured.

C(8 or 64)
vFPGA ‘
Bit packing/unpacking
Data stream J w_in
Serializer
.y nt+sel i+1
Bufferin
l, ntsel i+1 | Internal data
ok [SEL data < format
. I
v —> Input demux \‘\\ Input
,l,n ,Ln \!,n ‘Ln \!,n_ _.---- registers
FSM  <--1 Cycle |  Mask | || | e (groups)
yn yn yn
L e )L User Design ~___ Output
________________________ im Vlrm J’m*,_— groups
arbiter > Output Mux//
l m
'SEL| | data | <d Internal results
.' m+sel o format
Buffer out
‘ m+sel o
Deserializer
Data stream‘ w out
‘ Bit packing/unpacking ‘

8/64

Figure 6.10: The wrapper's conceptual design.

1 Wrapper FSMcontrols the clock buffer chip enable signal (CE) to control clocking
the user design according to data arrival. It also controls the incoming/outcoming data

to the user design by controlling reaidysignal and valiebut signal. An FSM

74



controls clockinghe user's design according to data arrivals and user specifications,
reading data from the input FIFO, applying it to the inputs, reading the output results,
and capturing outputs and storing them in the output FIFO. When a new input arrives,
if its clock-control bit is on, the FSM clocks the user design for the number of cycles
indicated in the cycles register. The Verilog code of a wrapper FSM is shown in
Figure 6.12. Figure 6.11 shows a diagram that illustrates the wrapper FSM
complexity. The wrapper reaches the "counting” state if the user has specified several
clock cyclesper input application. At this state, the wrapper stalls inputs and stop
capturing outputs until the clock count reach zero. The wrapper goes to the "One
output” state if there is only one or no output to capture. This state allows receiving
inputs while apturing the output. In the "Mulbutput” state, the wrapper keeps
capturing output without accepting new inputs until it receives the "last output” signal

from the output arbiter (reading new inputs can overlap with the capturing the last

output).
Single cycle
apply—> R I f\ —> ready_in
valid_in—> SR 3>
- S \Q\\ . —> user_enable

ready_out—> /A - \ = _
multi cycle—> \;.‘\ O\\'L /e \= |—>valid_out

count>0—> \‘)QQ / =\ A

/& o s\ |= |—> count dec
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Figure 6.11: Diagram shows the complexity of building the wrapper state machine. If the hardware has one output
group, then an input can be applied while capturing the output s. If the hardware has severaltputs, then the
controller should flush out outputs before accepting new inputs. For some inputi is required to apply several
consecutive clock cycles withut capturing outputs or applying new inputs.
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/lapply_bit: the apply bit in the input FIFO read channel
/ITVALID_in: The valid signal of the input FIFO read channel

/ITREADY _out: The ready signal of the output FIFO write channel

/[ZC: cycle register is zero

/[Zero: cycle counter is zero

/ZO: No output is required to be transmitted to the user

/ 100: Only one output is required to be transmitted to the user

/[Last; Current output is the last output to be transmitted to the user

module wrapper_Moore_FSM (input clk, reset, apply_bit, TVALID_in,
TREADY _out, zc, zero, zo , last, oo,
Output  TREADY_in, USER_EN, TVALID_out,
cntr_dec, cntr_load);
reg [6:0] state = 7'b0;
assign USER_EN = cntr_dec | (state[1] & TVALID_in & TREADY_in &
apply_bit & (oo | zo | (last & TREADY_out)));
assign TREADY _in = state[0] & ~(~z0 & (~TREADY_out | ~last));
assign TVALID_out= ~zo & USER_EN;
assign cntr_dec = state[3] & last & TREADY_out;
assign cntr_load = ~state[3];

always @(posedge clk)
if (reset)
state <= 'hQ0;
else case (state)
'h00: state <="'h03;
'h03: if (TVALID_in & apply_bit) begin
if (~zc) state <="'h0a;
else if (00) state <="'h07;
else state <='h17;
end
'hOa: if (zero) begin
if (00) state <= 'h07;
else state <='h17;
end
'h07: begin
if (TVALID_in & apply_bit) begin
if (~zc) state <= "'h0a;
end else state <= 'h00;
end
'h17: if (TVALID_in & apply_bit & TREADY_out) begin
if (~zc) state <= "'h0a;
else state <="'h17,;
end else if (last) state <="'h00;
default: state <="'h00;
endcase
endmodule

Figure 6.12: Verilog code ofafinite state machineof a wrapper.

The user_enable signal is used to gate the application hardwardgtGks are provided

with controllable clock buffergg7, 68] Figure6.13 shows a timing diagram that explains
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the effect of the user_enable signal on the output clotdck resources are part of the
static logic. They are noareconfigurable parts. For this reason, the wrapper interface

includesthe user_enable output and the user_clock input.
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Figure 6.13: The controllable clock buffer allows controlling the application clock. When it is enabled the
application run. When it is disabled the application freezesThe upper timing diagram shows a clock buffer which
always produces a low output when its enable signal is off. The lower timing diagram shows a clock buffer which
alwaysproduces a high output when its enable signal is off.
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By controlling thisclock buffer, we can freeze the usapplicationwhen the input buffer

is emptyand whenthe output buffer is full. This isolates the user application completely
and gives it the feeling dfaving acontinuous input/output stream. If the design has input
groups, the controllable buffer stalls the application until setting up all input gooups
each cycle. The clock cycle counter allows having several clocks for the same inputs. It
also allows flushing out the results when all computatase done. The serializer decides

when to change the clock cycle counter.

6.5 Wrapper generation

A wrappergenerationtool is a templatdasedtool that has templates for all wrapper
componentsSome of the wrapp@omponentare parametrizablgo need to modify its
Verilog code)such as packing/unpacking circuitries, asynchronous buffers and the finite
statemachine (wrapper FSM). Other components are modifiable and need to be rewritten
according to th&ML/JSON specification file of the application hardware such as the input

registers, input demultiplexer, outpuaultiplexer, andoutput arbiter.
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The wrappegeneration process illustrated in the flowchart ifrigure6.14. It starts by
parsing the XML fileto determine all parameter valumsdto generatéhe Verilog code

of the modifiable component3hen, the serializer is generated according to the Vera
description file. The output of the generator is a Verilog file for the wrapper wiultlles

its modifiable components, instantiations of the paranzet® components, instantiations

of the serializer and the deserializer and instantiation of the user application. The wrapper
file with the related Verilog files are sent to the synthesizer to generate partial bitstreams

and the CCM is created.

@ >
+ User hardware (HDL)

* 1/0 groups description (XML)
» Data application rules (Vera)
v
| Parse XML File |

¥
/ Generate HDL code for: Input registers, Input /
Demux, Output fo, Output arbiter

I Parse Vera Files |

Generate:
Serializer and Deserializer

Generate wrapper: Instantiate the user
hardware with all wrapper components

| Synthesizer |

/ Partial bitstreams /

Figure 6.14: CCM creation flowchart.

Figure 6.15 shows theemplatebasedwrapper generation algorithm. It receives the I/O
data bus widths of the static logic / vVFPGA interface, the specification files(XML aa)l Ve
and design naméines?2 calls the parse XML algorithm which prepares the Verilog code
of the modifiable componentsr the given design name from the given XMlefiLine 3
calls the serializédeserializer generaticgorithm whichreturns the Verilog code of the
two modules. Lines-43 decides whetheo instantiater notpackingor unpacking circuit

at the input and the output interfaces. Line 14 adds thdizeriand the deserializer
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modules Verilog code. Line 15 copies the Verilog file head#nes 1621 adds
instantiationsof the parameterizable components. Line 22 adds the unmodifiable

componentd/erilog code. Line 23 adds the end module code.

Algorithm 1 Generate wrapper
procedure GENERATEW RAPPER(static. DATAWIDTH_IN, static . DATAWIDTH_OUT,
XML file, design_name, Verafile)
2: VCodel = Parse XM L(X ML file, design_name)
VCode2 = GenerateTheSerializers(Verafile)
4: if static. DATAWIDTH _IN < w_in + InputSelectionBits + 1 then
VerilogCode = VerilogCode + Instantiate_packing_inputs()
6: else if static. DATAWIDTH _IN > w_in + InputSelectionBits + 1 then
VerilogCode = VerilogCode + Instantiate_unpacking_inputs()

8: end if
if static. DATAWIDTH _OUT > w_out + QutputSelectionBits then
10: VerilogCode = VerilogCode + Instantiate_packing_outputs()
else if static. DATAWIDTH OUT < w_out + QutputSelectionBits then
12: VerilogCode = VerilogCode + Instantiate_unpacking_outputs()
end if

14: VerilogCode = V Code2
VerilogCode = VerilogCode + W apper_header()
16: VerilogCode = VerilogCode + Instantiate_deserializer()
VerilogCode = VerilogCode + Instantiate_ ASY NC_FIFO_in()
18: VerilogCode = VerilogCode + Instantiate_ASY NC_FIFO_out()
VerilogCode = VerilogCode + Instantiate wrapper_F.SM ()
20: VerilogCode = VerilogCode + Create_clock_cycles_counter()
VerilogCode = VerilogCode + Create_mask_register()
22: VerilogCode = VerilogCode + V Codel
VerilogCode = Wapper_footer()
24: Return(VerilogCode)
end procedure

Figure 6.15: Algorithm for generating the wrapper from the XML specification file and the Vera description file.

6.5.1 Parsing the XML/JSON specification file
The designer should prepare a description of his hardimprgs and outputs. In the

description input andoutputgroups should be defined. The description should be written
in XML or JSON format. These formats are chosen because theyerebasedormat

and theyallow expressing a hierarchy in the descoptiThe designer should prepare an
XML/JSON specification file according to the schemas showrFigure 6.17 and
Figure 6.18. Table 6-1 contains the description of the XML tags and their attributes.
Figure 6.16 showsan algorithm for parsng the XML specification fileto generate the

wrappermodifiablecomponents.

79



Algorithm 2 Parse the XML description

1: procedure PARSEXML(X M L file, design_name)

2 VerilogCode =77, instantiation = """, w_in = 0, w_out =0
3% design_name = getDesign(X ML file, name = design_name)
4 for each parameter p in design_name do

5 VerilogCode = VerilogCode + parameter_de fination(p)
6: end for

7: InputSelectionBits = loga(countI nputGroups(design_name))
8: for each input group g in design_name do groupWidth =0

9 for each bus in g do

10: if isNumerie(bus.width) then

11: wireWidth = bus.width

12: else

13: wireWidth = get Parameter(bus.width).value

14: end if

15: if (bus.start # —1 A bus.end # —1) then

16: wireWidth = ||bus.end — bus.start||

17: end if

18: groupWidth = groupWidth + wireWidth

19: VerilogCode = VerilogCode + bus.reg_decalrations()
20: instantiation = instantiation + bus.instantiation()
21: VerilogCode = VerilogCode + BusDeclaration(i)

22: end for

23: w_in = Max(w_in, groupWidth)

24: VerilogCode = VerilogCode + NewInpReg(groupWidth, load = (sel_in == g.index))
25 end for

26: L = countQutputGroups(design_name)
27 if L > 1 then

28: VerilogCode = VerilogCode + instantiate_output_arbiter()

20: end if

30: QutputSelection Bits = logy (L)

31: for each output group g in design_name do groupWidth = 0 mask_pin =""
32: for each bus in g do

33: if isNumeric(bus.width) then

34 wireWidth = bus.width

35: else

36: wireWidth = get Parameter(bus.width).value

37: end if

38: if (bus.start £ —1 A bus.end # —1) then

39: wireWidth = ||bus.end — bus.start||

40: end if

41: groupWidth = groupWidth + wireWidth

42: if (bus.mask == true) then

43: AddToM ask(mask_pin, bus.name

44: end if

45: VerilogCode = VerilogCode + bus.wire_decalrations()

46: instantiation = instantiation + bus.instantiation()

47 VerilogCode = VerilogCode + BusDeclaration(i)

48: end for 1

49: w_out = Max(w_out, groupWidth)

50: VerilogCode = VerilogCode + AddMaskWire(g.index, mask_pin)

51: VerilogCode = VerilogCode + AddT oOutput Multiplexer(g.index, bus.name)
52: end for

53: VerilogCode = VerilogCode + instantiate_user_design(design_name, instantiation)

54: ReturnVerilogCode, InputSelectionBits, OutputSelection Bits, w_in, w_out
55: end procedure

Figure 6.16: Algorithm for parsing the XML specification file and generating Verilog code for the modifiable
parts of the wrapper.
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Table 6-1: A description of the XML tags and their attributes used to describe the user hardware 1/0Os and their
groups.

XML t Attrih Description
<User DesignCont aiinsst aof sever al user
<User DesigrContains a | ist of intphuet uygs
anaut put groups
The name of the Verilog n
wrapper
gener ated
design _The name of t_he weeli | dgsin
Jinstantiated in the wrapfy
List ar a t besVdrif li m@idsng
SFET EneT G [ = used Fo dgigcribe I / O gk;us
name The name of the paramet e
val ue The value of the par amet g
<l nput GroufbDefine an input group whi
<Output_Gr0tEefine an output group wi
uses
Define a wire, bus or af
<Bus> bus. the siadisbmbe dulsede:r
name Wi re/ bus name
wi dt h Total wire/ bus width
start The starting index withio
end The ending index within
I ndi cates that t foiudi bbad i
ma s k should be used to mask t}
groups onl y.t tlufetthlree brmass kvd
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{ "$schema": "http://json-schema.org/draft-04/schema#",

2 "type": "object",

3 "properties": {

4 "wrapper name": {"type": "string"},

"design name": {"type": "string"},

) "Parameter": {"type": "array",

7 "items": [{

8 "type": "object",

9 "properties": {"name": {"type": "string"},
10 "value": {"type": "number"}},
11 "required": ["name","value"]
12 }H
13 e
14 "Input_ Group": ({
15 "type": "array",
16 "items": [{
17 "type": "object",
18 "properties": {
19 "Bus": {
20 "type": "array",
21 "items": [{
22 "type": "object",
23 "properties": {"name": {"type": "string"},
24 "width": {"type": "string"},
25 "start": {"type": "number"},
26 "end": {"type": "number"}},
27 "required": ["name","width"]
28 H
29 }
30 b
31 "required": ["Bus"]
32 H
33 },
34
35 "Output_Group": {
36 "type": "array",
37 "items": [{
38 "type": "object",
39 "properties": {
40 "Bus": {
41 "type": "array",
a2 "items": [{
43 "type": "object",
a4 "properties": {"name": {"type": "string"},
45 "width": {"type": "string"},
46 "start": {"type": "number"},
a7 "end": {"type": "number"},
43 "mask": {"type": "boolean"}},
49 "required": ["name","width"]
50 H
51 }
52 |3
53 "required”: ["Bus"]
54 11
55 }
56 .
57 "required": ["wrapper name","design name"”, "Input_ Group", "Output_ Group"]
58 }

Figure 6.17: The JSON schema file for describing hardware 1/0s and their groupto the wrapper generator.
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<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.org/2001/XMLSchema">

<xs:element name="User Design">
<xs:complexType>
<%3:sequence>

<xs:element name="Parameter" maxOccurs="unbounded" minOccurs="0">

<xs:complexType>
<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute type="xs:string" name="name" use="optional"/>

<xs:attribute type="xs:integer" name="value" use="optional"/>

</xs:extension>
</%xs:simpleContent>
</xs:complexType>
</zs:element>

<xs:element name="Input Group" maxOccurs="unbounded" minOccurs="0">

<zs:complexType>
<Xs:sequencel>

<xs:element name="Bus" maxOccurs="unbounded" minOccurs="0">

<xs:complexType>
<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute type="xs
<xs:attribute type="xs
<xs:attribute type="xs
<xs:attribute type="xs
</xs:extension>
</%xs:simpleContent>
</%s:complexType>
</xs:element>
</®3:3equence>
</%s:complexType>
</xzs:element>

:string" name="name" use="optional"/>
istring" name="width" use="optional"/>
:integer" name="start" use="optional"/>
:integer" name="end" use="optional"/>

<xs:element name="Output_ Group" maxzOccurs="unbounded" minOccurs="0">

<xs:complexType>
<xs:sequence>

<xs:element name="Bus" maxOccurs="unbounded" minOccurs="0">

<xs:complexType>
<¥s:simpleContent>

<xs:extension base="xs:string">

<xs:attribute type="xs

<xs:attribute type="xs:

<xs:attribute type="xs

<xs:attribute type="xs:
<xs:attribute type="xs:

</xs:extension>
</xs:simpleContent>
</xzs:complexType>
</xs:element>
</®s:sequence>
</zs:complexType>
</%s:element>
</%s:sequence>

:string" name="name" use="optional"/>
string" name="width" use="optiocnal"/>
:boolean" name="mask" use="optional"/>
integer" name="start" use="optional"/>
integer" name="end" use="opticnal"/>

<xs:attribute type="xs:string" name="wrapper name"/>

<xs:attribute type="xs:string" name="design_ name"/>

</xs:complexType>
</xs:element>
</%xs:schema>

Figure 6.18: The XML schema file for describing hardware 1/0Os and their groups to the wrapper generator.
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6.5.2 Parsing the Vera specification file
The wrapper also contains an instantiation for the serializer which should be generated by

another tool as explained beloln.this subsection, we just explain how the serializer and
the deserializer can be automatically generatenrently, we did not bid the serializer
generation tooand wedid not write the algorithm of creating tiserializer Instead, we
used Microsoft Excel to generate the serializer output in our experincenbe sserializer

functionality is donenthe user side.

The serialier generator tool translates the Vera description file to mingtouctions and
stores them in the control store of the microcdtgure6.19. A serializergenerabn tool

is alsoa templatebased tool. It hag microcode templatwhich consists of; control stoye
address registeoutputmultiplexer, andloop countes. The number of loop counters varies
accordingto the existence ohested loops in the Verdescription file We need a loop

counter for each level in a nested loop. A counter can be reused in separate loops.

Build

Testbench Translate plnstructions hardware o
(writtenin OpenVera, (Microcode) Serializer
or any HDL)

Intermediate representation

Figure 6.19: The OpenVera code is translated to meroinstructions then the Serialized iggenerated.

The Vera language is chosen because it is a standard verification langdageeimork,
we are going to define a special simple language to write serializer ingyyirédra.
Currently, we assume that thardware core designerites a tesbenchfor his core. In
the test benchthe read_data() function pullsput from an input data stream anithe

write_result() function pushes output on an output data stream
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6.5.3 An example for generating a serializer from a Vera description
In thefollowing, we explain an illustrative example for generating the serializer of the DCT

hardware cor¢69]. The DCT XML description is depicted Figure6.20, the Vera test
bench and its translation into miemstructions are shown ihable 6.2 and the resulted

serializer is shown ifigure6.21.

Discrete Cosine Transform (DCT) and its inverse (IDCT) are used in compressing
multimedia streams in video and audio applicatidd€T decomposes the signal into
weighted sums of cosine harmonidsie DCT core inputs ar@&:bit data, data in strobe,

reset and enable. The core outpats12-bit data and data out strobe. The core designer
provided a Verilog testbench to explain howvdrks. To start computing the user reset the
core through thest input. Then, the enable input is set high. Ts&binput is set high

then low, then the data is sent one byte with each clock cycle. The core receives 64 data

bytes. Wherdoutenoutputbecomes high, 64 words are captured from theutoutput.

é <User Design wrapper name="fdot" design name="fdot prepared">
<Parameter name="di width" wvalue="8"/>
<Parameter name="do width" wvalues="12"/>

=R ¥ 1 Y S V' I %)

- <Input Group>

<Bus name="rst" width="1" />

<Bus name="ena" width="1" />

<Bus name="dstrb" width="1" />

g = </Input Group>

10 = <Input_Group>

11 <Bus name="din" width="di width" />

12 - </Input_Group>

3 = <Output Group>

14 <Bus name="dout" width="do width" />

5 <Bus name="douten" width="1" mask="true"/>
16 - </Cutput_Group>
1 - </User Design>

Figure 6.20: The FDCT 1/O specification inthe XML file.

Usually, the test bench should start by specifying mask and clock counter values. In line 1,

the mask variable is set to OxFF which is translate8etomask Fnicro-instruction. In
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line 2, the clock counter variable is set to 0x00 which is translat8dttolock counter 00
micro-instruction. Lines 4 assigns different values for several irgpat the same clock
cycle. The tool generates on@croinstructionin line 5 (i.e.Set datawith three input
values) since all of them belongs to the same input group as described in the XML
specification,Figure 6.20. The micreinstruction outputs the three inputs in the internal
wrapper format (i.e. CLK, SEL, DATA). Lines-B) also generate one similar micro
instruction. Thefor loop come next in linesll, 12 and 1%hey are translated to
LoadCounterl 3andLoopNZImicro-instructions. Only counting loops with deterministic
counters are allowed. Line 13 reads an elenfieorh the input data stream which is
translated to the input group index and data in the wrapper internal format (i.e. CLK, SEL,
data). Lines 3 and 16 shows that the whole could is repeatedeigr32 bytes. Lines 7,

10 and 14 indicates that the CLK value gldobe 1 for the corresponding miero

instructions.

As shown inFigure6.21, all outputs have the wrapper internal format (CLK, SEL, DATA).
Some input groups are intex (i.e.dstri reset and enable). Their values are determined

in the test bencmot by the input bitstream. Those inputs should be placed directly at the
output multiplexer since they have several constant values. The input stream (i.e. data) is
placedas a separate input to the output multiplexer because of line 13 which assign it to

data_in which represents the hardware core input.
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Table 6.2: FDCT benchmark verification code written
microinstructions.

on OpenVera and its translation to microcode

OpenVer a Mi cromdoadér ucti on
M |alal I' yudukdnann {Sd YlIajl cCC
H [/ [ Y/ 2dzySNam { S Of 201 O2dzy i SNJ
o |[F2NB@SN)I 0S3
n RAGND I ™My
P NBEasSd r muinn {SG RFGF 6asStrnn 9
C SyFrotS I wm
T Il mnT
y RAGND I ™My
® NBEaSad I mUjino {SiG RFOGlF oasStrnann 9
Mmna|l I mnT
MM| F2NJ 6A ' nlni2FR O2dzyiSNM owm
MH| 0 S3AY
Mmo| RFEGIFWAY T |np {SG RIFIGlI oaStram 9
M N Il mnT
Mmp| SYR np [22Lb%m np
Mc|SYR nc WdzYLJ nH
FDCT Serializer
data_in
Control Store
00001 1000
valid_in —>{EN 000101001 1,01, data —>
S addr > 000111010 1,00,00000011 —>
101001011 1,00,00000110 —>| = data out
T 011001100 0,10,clk_cntr —> -
inc 000100000 0,11, Mask —>
load| dec jaddr|next| sel
zero&dec l« ‘L ‘ | > i
> valid_out
Loop cntr

Figure 6.21: The serializer for the FDCT can be generated automatically from the Vera specification code Using
a microcodetemplate. Each cycle of the microcode generates data for one input group and generates the group
index and one bit represents whether to apply a clock or not for this data.
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6.5.4 Wrapper generation software
We used MS Visual basic 6 to build the wrapper generation tool (a snapshot is shown in

Figure6.22). The tool already has a wrapper template in Verilog. It readbatdwvare

core specifications from the XML file (reading JSON files might be added in the next
version) and generates the Verilog file of the wrapper. The generated code includes the
wrapper code, an instantiation of the hardware core and instantiatiatiseofwrapper
components. The current version of the wrapper does not generate the serializer and the

deserializer. Théool can modify the input/output groups and bus widths and updates the

XML file.

uzer design

Deszigh Input Group: Output Group: load ML ——l
image_edge_detectEd
plackboud ! tatic_DATA_WIDTH_IN

Addergd atc_ - _INE
blackbos_3G_15 Gt B N
blackbos_2G_8

Inputs Outputs
blackbos_2G_4

; 26 input ping =16
decr_comp_sncr! 28 wFPGA_stat output ping =12
decr_comp_encrl 32 ena, 1 douten, 1 ic DATA_IN_wIDTH =11
decr_comp,_enci256 dstib, 1 DATA_OUT_WIDTH
aes_ 128 ELDEK =12
static_DATA_WIDTH_OUT:
fd_onegloup I8 _I
123_onegroup

1za v data |
|Text4 | |rst | |'| | |dnut |C|CI_WI| update |
Selsct Capy

‘define ane(BITS) {{[BITS-1}{1'b0}}, 1'b1}

‘define zero(BITS) {[BITS){1'b0}}

madule fdct_wrapper #/parameter

ADDR_WIDTH=5,

static_DATA_WIDTH_IN =8,
static_DATA_WIDTH_OUT=8,

WORD_IN_SIZE=3,

SEL_IN_SIZE=2,//in #bits, log[#in groups+2)
DATA_IN_WIDTH =WORD_IN_SIZE+SEL_IN_SIZE+1,
WORD_OUT_WIDTH =12,

SEL_OUT_SIZE=0,//in #bits, log#out groups)
DATA_OUT_WIDTH = WORD_OUT_WIDTH +5EL_OUT_SIZE)(
input wrapper_clk

Jinput static_clk

Jinput RESET

J/read data channel

Jinput wrapper_out_ready

,output wrapper_out_valid//=1'b0

Figure 6.22: A snapshot of the wrapper builder software. The list on the left contains several hardware cores. The

wrapper is generated instantly for the selected hardware core. The bottom large textbox contains the generated
wrapper Verilog code.
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CHAPTER 7

Results andComparison

In this section we first introduce a hardware coexampleandexplain how to generate a
wrapper forit and then implement it on virtual FPGAecond, w implement the
virtualization platform withfour hardware core examplesd evaluates the virtualization
overhead in terms of area, performance, througtgmdpower.A comparison between
our virtualization platform and other platforms in the literature is also provided. Finally
we introduce a CCM example for the edigtedion application and show how CCM can

be accessed using the same software library used to access similar software function.
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7.1 Generating a wrapper for the JPEG Encode core

In the following, we show a complete CCM generation scenario for a given hardwaye c
the JPEG Encoddr0]. For this experiment, we use 1GE Ethernet communication with
Xilinx Virtex 6 XC6vIx550t FPGA.We used the Xilinx Chipscope tool to takeunning

snapshothat shows how the wrapper componemtsk and how the hardware core clock

is controlled.
a) XML describtion b) OpenVera describtion
Mask = 28"hFFFFF;
CLK_Counter = 28’h0;
. . . . . rst=1'b1;
<User_Design wrapper_name="jpeg_encoderl" design_name="jpeg_top" w_in="24" w_out="32"> ble = 1’b0:
<Input_Group> enable = "’ )
<Bus name="data_in" width="24"/> end_of_file_signal =1'b0;
<Bus name="enable" width="1"/> #10; rst = 1’b0;
</Input_Group> For (j=0; j<100; j++) begin
<Input_Group> enable =1'bl;
<Bus name="rst" width="1"/> for{i=0; i<63; i++) begin

<Bus name="end_of_file_signal" width="1"/>

</Input_Group> data = read_data();

<Output_Group> #10;
<Bus name="JPEG_bitstream" width="32"/> end
<Bus name="eof_data_partial_ready" width="1"/> #130;
<Bus name="end_of_file_bitstream_count" width="5"/> =1’b0:
<Bus name="data_ready" width="1" mask="true"/> enable = 1'b0;
</Output_Group> #10;
end

</User_Design>

¢) The benchmark with the auto-generated wrapper

24 jpeg_top
-)[ :f:ﬁ? T JPEG bitstream [=z
eof data partial ready
st end of file bitstream count ==
Lyl end of file signal datail.:eady

39

o w

(0] =

w

o} o

o, [21]
(8]

= =

™~ >

(1]

@ oq

775 In0Jayng

Serializer
Input mux

< i
. -{ rrrrrrr >
AA > BUFGCE

Figure 7.1: Generating the wrapper for the JPEG Encoder from the XML and Vera specifications.

Bit unpacking

;.1 Bufferin

7.1.1 Preparing the XML Description File
Figure7.1 (a) shows the XML description of the JPEG Encoder's interface used to generate

the wrapper. The specially developed tool assumes that the wrapper data bus width (same
asthe Ethernetoot r ol | er 6s used in this experiment)
two input groups with a maximum input width is 25 bits. Adding two selection bits and

one bit for clock control results in 28 bi
only one group in the XML description. Therefore, the mask register is only one bit wide,
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and the tool removes the output arbiter and multiplexer since they are not needed. Setting
the property mask "true" means that the output will be captured only wheatédready"

is high. Since the total input width is 28 bits, a packing circuit is instantiated at the
wrappeb Biputbecaus&8<2 8 whi |l e an unpacking circuit
output because 398.

712 User 6s Vera Data Specifications
Figure71( b) shows the Vera description of the
data should be applied to the circuit. In this case, it specifies that the caaeiites one

block of the image at a time, does computation, produces compressed data for the block,
and repeat this process with other blocks until it finishes the image. Each block of data of
the image is applied to the inputs using 64 consecutive atycles (In the core
documentation 64 cycles are reported but in the simulation test bench provided by the core
designer only 13 cycles are usetihe "enable" signal should stay high during the input of
each block and should be brought low for one cyctedeneverytwo consecutive blocks.

It also specifies that there is a minimum of 33 cycles of computation betvegntwo
consecutive blocks where no new data can be applied to the inputs. The wrapper generator
uses these details to generate the sesralizhe generated serializefigure 7.1 (c))
receives 24it RGB color for one pixel at a time. The serializer ha$8 output which
consists otlock (1 bit),selection (2vits), enable(dbit), and data. The selection has two

bits because the XML description defines only two input groups. The wrapper generator
produces a Verilog file with the user design instantiated as a component. After generating
a wrapper, gartial bitstream is generated for it and stored to be launched upon a user

request.
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Table 7.1 below illustrates how the generated wrapper formats and apply teeagc

payl oad data to the JPEG Encoder-bisoutpunput s.
of the serializer (which go to the input FIFO). The column with the header "CLK" shows

the 1st data bit which determines whether to clock the jpeg encodee frurtient data or

not. The next column, "SEL", represents the next two bitsdisi@rminethe index of the

input register that will receive the current data. There are four options; "11" represents
mask register, "10" represents the clock counter, "0dresents the second groupget

end_of file_signg) and "00" represents the first group. The next two columns are the input
regi st e ENanddata) If BE.="00". The rightmost column in the table is the
concatenation of all these bits which représ the seriater outputThe gerationwould

start by setting the mask register (specified with SEL=11) to all 1s to read all output groups
(1«row in Table7.1). Then the clock cycle counter (specified with SEL=10) value is set to

zero (2srow of Table7.1). After that, the reset is set to one, the design is clocked once
(setting CLK=1), and then the user design is reset back\dof Table7.1). Starting from

the fifth data word, image blocks of 64 pixels each are applied Isgtiaizer to the inputs
as24bit RGB value concatenated with the AENS=
the clock counter is set to 13 cycles. Then the process is repeated for the next block by

setting EN=0 and clock counter to zero.
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Table7.1: For matting and

applying

t he

JPEG Encoder 6s

i nput dat

with each input. The last column represents the complete output of the serializer which is applied to the inp

FIFO.

CLK SEL Val ueDescr Seria

Out p

0 11 all® ma s k 7fFff

o |10 0 clocl 40004
count

1 1 1 resetf AOOOO

0 1 0 resetf 20000

|l mage bl ock #1 (64 ¢

CLKSEL EN| Dat |Descr Dat a

1 1 0 1 3653l RGB p| 93653

2 1 0 1 3754 RGB p| 93754

3 1 0 1 4764 RGB p| 947614

é

6 2 1 0 1 182D RGB p| 91820

63 1 0 1 1427 RGB p| 91427

o | 10| 0 21 clocl 40000
count

6 4 1 0 1 [OA1E/ RGB p| 90A1E

o | 10| 0 0 clocl 40000
count

1 0 0O |OA1E EN o1 80A1EH

|l mage bl ock #2 (64 ¢

1 3748 RGB p| 93748

2 313FRGB p| 9313H

3 2630 RGB p| 92630

7.1.3 JPEG Encoder mplementation on a vVFPGA
The JPEG Encoder was synthesized with the generated wrapper and a partial configuration

bitstreamw a s

generated

targeting

one of

the c¢cr e:

used to make three reconfigurable regions (VFPGAS) on the FPGA beside thiogiati

region. The whole platform (VFPGASs, static logic, and the JPEG Encoder) was then

i mpl emented on

a Xi i

nx Vi

rtex 6

XC6vI x550

controller configured the vFPGA with the Encoder using the internal configunadidn

(ICAP). To verify the correctness of this implementation (i.e. platform delivers the data
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correctly to the Encoder in the vFPGA), the internal signals on the FPGA were captured
using Chipscope Pro Analyzer tool from Xilinx. The Chipscope clock frequevas

200MHz while the JPEG Encoder and the Ethernet network controller (viathdata

wi dt h) were clocked at 100MHz and 125MHz,
output channelsaretl8i t wi de to match the Et hemiveset 0s.

8-bit data words and packs them inteld8data words for the serializer.

Figure7.2s hows snapshot s digureCZhshqws theompapp@rdusesunt p ut .
the following order; wrappemn, AsyncFIFO-in, AsyncFIFOo u t the JPEG En
inputs and outputs, output FIH® channel, output FIF@ut channel, and wrappeut

channel. It shows how the wrapper FSM controls clocking the user design according to
inputs arrval and the clocking information produced by the serializer. In addition to the
packing latency, the serializer adds some delay at the beginning of each image block which
requires stalling the user design according to data arrivals as shoWigure 7.2.

Therefore, the user design should receive
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Figure72. Snapshot of the complete wrapperds and the Encoder 6

The snapshot ifigure 7.2 is taken at the end of the first-®it block of image data and
shows the 13 clock cycles of computation followed by the enable signal (EN) going low
for one cycle before the next image block is supplied to the Encoder. The snhapshot also
shows how data arrival is overlapped with the packimugess (as indicated by the several
consecutive clock cycles after the 13 computing cycles) due to the use of the FIFO at the
wrapperinput. Thesnapshots ifrigure7.3 andFigure7.4 show the signals captured at the
inputs and outputs of the vVFPGA, respectively to show the data packing/unpgarcdess.

As shown inFigure7.3, the packing circuitry continuously packsB words into 28bit

words. Similarly,Figure 7.4 shows how the unpacking circuitry unpacks@9Encoder

output data into -®it words.
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Figure 7.3: Packing the 8bit wr apper i nput s i nbitsoinputshre~28Bregclesperrinpu. e.g. 8
input sequence 7F FF FF D4 00 00 00 is packed into 7FFFFFD 4000000 sequence.
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Figure74: Unpacki ng t h ebitsbutpute td pradoce 803 & wr apper d86s out put per

7.2 Simulation methodology

Since the FPGA in our platform is an Ethera#tiched device, the whole platform
simulator should receive Ethernet packet and outputs Ethernet packets. The input method
of the Xilinx 1ISim simulator is a Verilog test bench. The process is depictéidume7.5.
Therefore, we need a software tool to generate Ethernet packéte foser data and a
software tool to generate a Verilog test bench for these packets. In this section, we list and
explain the implemented algorithms the Ethernefpacket and test bench generation. We
have implemented softwaretool that reads the input data (images, or encryption data),

packetizes thentrealsthe packets into input vectors ageheratethe required test bench.
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input data Packet Ethernet packet: test bench Verilog Simulator Ethernet packets
(images, or encryption data) | generator (sw) |  64-bit words | generator (sw) | test bench 64-bit words

Figure 7.5: Simulation methodology to simulate he whole platform. The simulator inputs are Ethernet packets.
The simulator outputs are Ethernet packets.

For each benchmark, we run two simulations. The first one is the original simulation
prepared by the core builder. The second simulation is a sionlfati our platform that
contains the same core. We report the latencytlanodighputof each simulation for each

benchmark.

In Figure7.6 we show the simulation ofié¢ FDCT core as it is written by the core designer.
The latency and full computation time are reported. Then, we put the core within a virtual
FPGA implemented using our virtualization platform and simulate the whole platform. We
usethe same data used the original simulation. Waseour Ethernet packet generator to
generate Ethernet packet sequences. Themseeur test bench generation software to
generate the whole platform test bench. The simulation of the FDCT &itviiPGAIn

our platform is dejated inFigure7.7.

¥ W fdct
1 den o

» B doutl11:0] 2fe
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» B z51:0 00000152
» B err_entl3n0] 0000003e

Te ak_perioa 6.400000

03 P TR s (R [
Figure 7.6: The simulation of the FDCT core
is measured to be 175,811.2 nanoseconds.
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otalmputation time
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Figure 7.7: The simulation of the FDCT core placed within a vVFPGA in the implemented virtualization platform
(using 10GE). The time from receivinghe first Ethernet packet (RXDV changes) until the last Ethernet packet is
transmitted out (TXEN changes) is measured to be 198,860.6 nanoseconds.
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7.3 Virtualization OverheadEvaluation

To verify the effectiveness of the proposed FPGA virtualization schetheatuate its

area, power, and speed overhead, a complete platform was implemented and used to host
four different designs placed in its VFPGAs. Four different open IP cores were used as
benchmarks; an RSA512 encryption endife, a JPEG Encoder (JPEGE€)], a fast
discrete cosine transformation (FDCT) endi®@], and an AES encryption (AES128R]

engine. A Virtex6 Xilinx FPGA with a 1/1@Gigabit Ethernet port (XC6VLX550t) was
used to host the virtualization platform with four the vFPGAs. The 4 IPs were synthesized
with the generated wrapper and a partial configurdiitstreamwas generated for each IP
targeting one of the created vFPGASlinx's Planahead tool was used to make four
reconfigurable regions (VFPGAs) on the FPGA beside the static logic and network
controller regions. The 4 IP circuits were then configured on the FPGA via the static logic's
configuration controller using theternal configuration access port (ICAP). Using Xilinx's
ChipScope, a technology that allows rgale monitoring of internal FPGA signals, the

proper operation of the wrappevssverified.
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To evaluate the overhead of our virtualization scheme, it eeaspared to a direct
implementation of the four IPs on the same FPGAremetal with no virtualization)
without any design mofications tathe IPs. Also, to eliminate thdfect of frequency on
performance, all IP&r both implementations were opera&dl56.25 MHz, the 10 GE
Ethernet controller frequency. Though the direct implementation nplts/outputs
applied/captured directly to/from the IPs throughBR&A 1/0 pins may not be practical
or even realizable, it constitutes theoretical bestase in terms of area, power, and speed.
That is why itwas used as a baseline for evaluating the area/power/speed overtiead of

proposed virtualization infrastructure

Table 7.2 summarizes the virtualization overhead of our scheampared to the direct
implementation in terms of area, latency, poward throughput. For these resulis,

obtain the overhead farach IP separately, four copies of each IP were planethe
virtualization platform since the static logicsisarecdbetween the fourFPGAs. The results

in Table7.2 are based on post place and route simulations. This is due to two reasons; (1)
there is no way to injecteadout inputs/outputs to the direct FPGA implementations, and
(2) Wedo not have a 10 GE switch that can be used to send packetsk®tBA platfam.

The total computation times are measured femnding thdirst Ethernet packet of the
user's input data until receivirije last Ethernet packet of the results. In the case of the
AES128, thecomputation time overhead is dominated by the communicatierhead.

The total computation time overhead for the other 3 IPs is acceptable because computations

are more prominent than communication for these benchmarks.
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Table 7.2: Virtualization overhead compared todirect implementation on an FPGA for 4 benchmarks. For the
VFPGAs, the wrapper's I/0 widths are 64/64 bits for all designs.

RSA51 DCT |JpegEn AES12
l nput s/
Wi dt hs 64/ 1] 14/ 1 28/ 3 128/ 1
Data (Bytes)
FPGA 3,84 25,7 27,64 327,5
vFPGA| 4,50/, 36,4 33,79 337, 9
Overheg 17.3141.8{ 22.24 3.16%9
Time (ns) wusing 100G
FPGA |18, 75| 175, 73,14 131, 1
VFPGA (18, 76| 198, 80,3%7 356, 4
Overhg 0.08|13.1 9.869¢ 171.7
Latemgy (
FPGA | 1,249 439 790 131
VFPGA| 1, 250 577 941 416
Overhg 0.01|31. 4 19.11 217.5
Throughput (MBytes/ s)
FPGA 0.20 139. 360.3 2,381
vFPGA 0.20 123. 328.0 876. 5
Overhg 0.08|11.5 8.979 63.19
Dynamic power (m
FPGA 138.| 248. 433.2 T717. 7
VFPGA| 362. 7346.9¢ 822.1 1239.
Overheg 161.139.5| 89.77 72.74
Area (Slices)
FPGA 2,67 726 9,69 919
vVFPGA| 3,08 1,26 14, 471 1, 82(
Overhg 15.2173.9 49.28 98.01

1 Latencywas measured as the time from receivingfithst input untilproducing the
first output. For the VFPGA, the latency increase is attributed to the initialization of
the mask register and the clockingunter which consumes 15200 ns. AES128
latency increased motkan others because its input size is 128 bits which is double
theEthernet data bus width of the system which in turns made the wizgdpes the

IPs clock frequency to match the communication chatimelighput. For sutIPs
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(with extrawide input/output widths), &rger bus width would reduce the latency
overhead (e.g. a 28fit, 40GE databus).

Average Throughpuh bitssecondsvas measured as the ratio of tb&al data over

the total time for both virtual arghysical FPGAs in th&able. Throughput overhead

of the VFPGA platform was around 1@%cept for the AES128 circuit. The overhead
depends on how mudahput/output data packing/unpacking is required and how much
control bits are consumed with the data pgcle. More packing/unpacking means
more time spent is preparing the data for the aatoaiputation, increasing the
overhead. Similarly, more control bits peput cycle results in less data throughput.
For the RSA 512 benchmarthe IP's input width makes the wrapper's very well,
hence unpackingakes very little overhead. For the DCT and JPEG Encoder,
unpackingbecomes more sidgincant (the DCT is slightly better matched with the
wrapper's data width). As mentioned before, due to the huge mishetten the
AES128 input width and the wrapper's, tifleeetivefrequency of this IP's clock was
half that of the wrapper (and the physical FPGA version), yielding the largest
throughput overhead. Again,wider data bus would have reduced this overhead
significantly.

Area overheads measured in FPGA slices and is due to the wragmstatic logic.

For four vFPGA patrtitions, the static logic's total areeoisstant at 2377 slices (i.e.
9,508 LUTSs, oD 3% of the FPGA LUTS), dD600 slices per vVFPGA. The waer's
area dominates the area overhead and varies for each benchmark depending on its
input and outpusize because of the packing/unpacking circuifiye reported area

of the DCT and RSA is the total area of the platform divided by four since there are
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four vVFPGA each of which contains one core. For the AES128 two core are
implemented in two VFPGA. The reported area is the total platform area divided by
two. For the JPE&ncoder the full area of the platform is reported since only one
VFPGA is implemented.

Figure7.9 shows the XML specification ad black box (an empty designyhich is
usedto generate different wrappers wilkfferentnumber of inputs and outputs and
different groups. The generated wrappmms synthesizedri t h t he fikeep hi
option since the design is emilyd the resulted area is reportédure7.8 illustrates

how the wrapper area (LUTS and FFs) changes as a functibwe afputs/outputs
data widths. For thiBgure, the design is treated aslack box with the equal number

of inputs and outputs, and for eachQ/ width, three wrappers were generated;
assuming the inputs/outpwgee grouped into one, two, or three groups. The wrapper's
area increasesxponentially with the 1/0O width while dividing 1/Os into groups

reduces tharea sigrficantly.

16.0
14.0 B One group
© 12.0 B Two groups
_<Z 10.0 Three groups
& 80
E 6.0
2 a0 I
2.0
oo Hm I_ I- I

513 1,025
Inputleutputs (eres)

Figure 7.8: Wrapper area versus the number othe applicaionl/Os for 1, 2, 3 grouping.
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<User Design wrapper name="blackbox64" design name="blackbox">
<Parameter name="WIDTH_IN" value="61"/>
<Parameter name="WIDTH_OUT" value="64"/> —>clk blackbox
<Input Group> WIDTH_IN
<Bus name="data in" width="WIDTH_IN" />
</Input_Group>

WIDTH _OUT
— -

data in data_out

<Output_Group>
<Bus name="data out" width="WIDTH_OUT" />
</Output_Group>
</User_Design>

Figure 7.9: The XML specification of the input/output groups of a black box (one group, two groupsand three
groups). The black box has no design inside. It is used to generate a wrapper for an assumed design with arbitrary
inputs/outputs and an arbitrary number of groups. The black box is usedto evaluate the wrapper area for
different number of inputs/outputs and different number of groups.

1 Power overheads incurred due to the additional circuitry of tweapper and static
logic. The &ect of the wrapper and static logic power is morgrominent for IPs
that have less time overhead (e.g.R8A512) since the total energy per computation

(independent of th&requency) is spent over less time which increases the average
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