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Information security is of fundamental importance to many organizations in

our community. Cryptographic techniques are used to protect data from unautho-

rized access. One of the most common components in cryptographic techniques

is the use of pseudorandom bit generators. There are several types of pseudoran-

dom bit generators used in different cryptographic algorithms. In recent years,

nonlinear feedback shift registers (NLFSRs) have received much attention in de-

signing various cryptographic algorithms such as stream ciphers and lightweight

block ciphers to provide high-level security in communication systems. In general,

NLFSRs have much greater linear complexity than linear feedback shift registers

(LFSRs) of the same period. However, there is no mathematical foundation on
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how to construct an NLFSR feedback function with optimal period. Therefore,

the problem of finding new functions for NLFSR of arbitrary size n that give

optimal periods remains challenging.

The optimal periods of any feedback shift register grow exponentially in terms

of the size of the register, n. Therefore, it is very beneficial to find feedback

functions with optimal periods for large n. This work shows the importance of

NLFSRs and their security strength in recent applications as compared to LFSRs.

Moreover, it constructs new feedback functions with optimal periods for large

values of n, and verifies existing functions of various register sizes, n, that provide

optimal periods for NLFSRs.
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خوارزميات التشفير المختلفة. العديد من المستخدمة في  ةشبه العشوائي ةالشفر أنواع من مولدات 

 (NLFSRs) ةالراجع ةالتغذي اتذ ةغير الخطي ةسجلات الإزاح ، حازتالسنوات الأخيرة خلال

التدفق  ةشفر خوارزميات هتمام في تصميم مختلف خوارزميات التشفير مثل على الكثير من الإ

(Stream Cipher) ةتشفير الكتل خوارزميات وأ (Block Cipher) لتوفير الأمن  فيفةالخ

 اتذ ةالخطي غير ةسجلات الإزاحعتبر ، تعام بشكلٍ على مستوى عالٍ في أنظمة الإتصالات. 

لنفس  (LFSRs) ةالراجع ةالتغذي اتذ ةالخطي ةمن سجلات الإزاحأكثر تعقيدًا  ةالراجع ةالتغذي

 ذات ةإنشاء دالة التغذية الراجع /ومع ذلك، لا يوجد هناك أساس رياضي لكيفية تركيب .ةالفت 

  الفتة  
ُ
 جمالحذات  دوال جديدة . ولذلك، فإن مشكلة إيجادةغير الخطي ةلمسجل الإزاحثلى الم

 ، لا تزالةمثالي  التي تعُطي فتاتو ، ةالراجع ةالتغذي اتذة غير الخطي ةسجلات الإزاحلم شوائيالع
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CHAPTER 1

INTRODUCTION

Nonlinear feedback shift registers (NLFSRs) are basic components, typically found

in stream ciphers and other cryptosystems. The main purpose of these compo-

nents is to generate pseudorandom sequences of bits. Several security applications

require the property of randomness to remain secure. There are many applica-

tions of random numbers, like generation of keys for public key cryptography and

digital signature algorithms, generation of a symmetric key for use as a temporary

key which is used in several network applications such as TLS protocol, Wi-Fi,

E-mail security and IP security. Moreover, random numbers can be used in many

key distribution protocols such as Kerberos protocol and initialization values (IVs)

for handshaking in order to prevent replay attacks and other types of attacks that

target the network protocols.

Feedback shift register(FSR) is one kind of implementation which has the prop-

erty of randomness. It can be implemented in either software or hardware form.

Depending on its internal feedback function, the FSR can be either linear (LFSR)
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or nonlinear (NLFSR).

An LFSR is a shift register that is used to generate pseudorandom sequences.

Although LFSR has several advantages, including simplicity, speed, the capability

of generating a maximal cycle sequence and ease of implementation, it has critical

drawbacks. Its linearity and the simplicity of its structure lead to a relatively

easy cryptanalysis. The area of LFSRs is considered well-known and most of the

LFSR fundamental problems are solved. A designer only needs to use a primitive

generator polynomial in order to build a LFSR of size n bits with a maximum

period.

An NLFSR is a generalization of LFSR in which a current state of the register

is an output of the nonlinear transformation of the previous state [4]. The impor-

tance of NLFSR comes from its ability to produce a very secure pseudorandom

sequence which is hard to break. To determine the structure of NLFSR, at least

θ(2n) sequence bits are needed, where n is the register size [5], while breaking

an LFSR just needs a sequence of θ(n) bits. While the theory behind LFSR is

well understood, NLFSRs still have many fundamental problems, which remain

open even with well-understood theory. A systematic method to construct NLF-

SRs, which generates the longest period, is the most significant problem to be

solved. This is a challenging problem since there is no mathematical foundation

supporting it.
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In this work, the importance of NLFSRs and their security strength in modern

applications are studied and compared to the LFSRs. Known NLFSR functions

with optimal periods are verified. Moreover, new feedback functions that provide

optimal periods for NLFSRs are constructed for large values of n .

1.1 Research Objectives

The main goals of the present research are the following:

• Verifying the existing functions of various register sizes, n, that provide op-

timal periods for NLFSRs: To achieve this objective, we need to implement

an NLFSR verifier system to test a list of feedback functions and to find their

periods. We need to verify the existing feedback functions of various sizes,

n, that provide optimal periods for NLFSRs proposed by Dubrova [1]. This

also helps verifying the correctness of the implementation of our NLFSR

period verifying system.

• Constructing new feedback functions with optimal periods for large values of

n, to ensure greater security and immunity against cryptanalytic techniques:

As a result of our verification phase that was done to achieve the first objec-

tive of our work, we found that Dubrova's work did not list all the feedback

functions having optimal periods for many values of n. Therefore, the goal

of this work is to close the gap by constructing the missing feedback func-

tions with optimal periods in the previous studies for all n = 4, 5, · · · , 25.

Moreover, this work aims to propose a new type of feedback function, that
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also provides optimal periods for NLFSRs for different values of n ≤ 25 to

ensure these feedback functions are the only ones existing within this range.

1.2 Research Methodology

The goal of this work is to construct new feedback functions with optimal periods

for large values of n. This work would be conducted in several phases as follows:

• Extended study and literature survey for NLFSR: where the impor-

tance of NLFSRs and their security strength in recent applications are stud-

ied and compared to the LFSRs.

• Implementation of NLFSR period verifying system: where anNLFSR

period testing algorithm is designed, and a verifier program is implemented

to test a list of feedback functions and to find their periods.

• Reviewing and verifying the existing functions of various register

sizes,n: where the existing feedback functions of various register sizes, n,

that provide optimal periods for NLFSRs are verified. This phase also helps

verifying the correctness of the implementation in the previous phase.
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• Proposing new functions with optimal periods for large values of n:

where new feedback functions with optimal periods for large values of n are

constructed (up to n = 25).

1.3 Motivations

FSR is one kind of implementation which has been widely used in key stream

generators for many stream ciphers cryptosystems and pseudorandom number

generators for many cryptographic algorithms. Numerous network security appli-

cations based on cryptographic algorithms make use of random numbers to remain

secure. There are many applications of pseudorandom numbers, like generation

of keys for public key cryptography and digital signature algorithms, generation

of a symmetric key for use as a temporary key which is used in several network

applications such as TLS protocol, Wi-Fi, E-mail security and IP security. More-

over, pseudorandom numbers can be used in many key distribution protocols such

as Kerberos protocol and initialization values (IVs) for handshaking in order to

prevent replay attacks and other types of attacks that target the network proto-

cols [6].

The importance of NLFSR comes from its ability to produce a highly secure

pseudorandom sequence which is harder to break than the one generated by an

LFSR of the same size. To determine the structure of NLFSR, at least θ(2n) se-

quence bits are needed, where n is the register size [5], while breaking an LFSR just

needs a sequence of θ(n) bits. Since still have many open fundamental problems,
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including finding a systematic method to construct NLFSRs with optimal period,

this work is considered one step towards these challenges. This is a challenging

problem since there is no mathematical foundation supporting it.

Having a complete list of NLFSRs feedback functions with optimal periods of

different types for different sizes might help stream cipher system designers moving

from LFSRs which are less secure-domain to NLFSRs which are more secure-

domain. In addition, providing a complete list of NLFSRs feedback functions will

give the designers the variety and the freedom to choose the appropriate NLFSR

feedback functions based on the environment of cryptographic applications such

as stream ciphers and light weight block ciphers to provide high-level security in

communication systems. Moreover, we hope that our work might help analyzing

feedback functions of maximum-period NLFSRs and finding a supporting theory

characterizing them.

1.4 Contributions

The contributions made by our work are as follows:

• New feedback functions with optimal periods for large values of n are con-

structed to include all feedback functions of sizes n = 4, . . . , 25.

• A new type of feedback function with optimal period is proposed, and all

feedback functions of this type are constructed for n = 5, . . . , 25.

6



1.5 Thesis Outline

The reminder of this work is structured as follows. Chapter 2 discusses the back-

ground of our work. Chapter 3 presents the related work that focuses on non-

linear feedback shift register functions with optimal periods. Chapter 4 highlights

the necessary preliminary information and some related definitions, environmen-

tal setup, the proposed construction method and the proof of correctness of our

method. Chapter 5 discusses the final results obtained from our work and lists new

NLFSR feedback functions with optimal periods. Finally, Chapter 6 concludes the

thesis with future prospects for the work.
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CHAPTER 2

BACKGROUND

This chapter is structured as follows. Section 1 presents a review of the concepts

related to feedback shift registers, linear feedback shift registers and non linear

feedback shift registers. Section 2 presents some usages of LFSR and NLFSR

for different applications. Section 3 discuses the security of NLFSRs and their

security strength in recent applications as compared to LFSRs.

2.1 Feedback Shift Registers (FSR)

Feedback shift register (FSR) is an implementation that has the property of ran-

domness. FSR has n binary storage cells; each cell can hold a single bit. Cell

i ∈
{

0, 1, . . . , n− 1
}

is linked with a state variable xi that shows the current

value of a cell i and the feedback function fi : {0, 1}n → {0, 1} which reveals

the updated value of bit i. The state of an FSR can be presented as a vector of

values of its state variables (x0, x1, . . . , xn−1). The period of the FSR is defined

as the length of the longest cyclic output sequence that can be obtained. The
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value of the cell 0 determines the output of an FSR, while the input of an FSR is

determined by the value of the cell n− 1.

FSR can be implemented in either hardware or software. It exists mainly

in two types: Linear Feedback Shift Register and Non- Linear Feedback Shift

Register.

2.1.1 Linear Feedback Shift Register (LFSR)

One of the most prevalent tools used to generate pseudorandom sequences are

Linear Feedback Shift Registers (LFSRs). They have various applications such as

data compression [7], cryptography [8], error detection and correction [9] and test-

ing [10]. Research on LFSRs has been developed since early 1960’s [11]. Nowa-

days, LFSRs are considered to be a well-known and mature area and most of

LFSRs fundamental problems are solved.

A designer only has to use a primitive generator polynomial in order to build a

LFSR of size n bits with a maximum period of length 2n − 1. Berlekamp-Massey

algorithm [12] can be used to generate a given binary sequence of a minimal LFSR

(The smallest length of LFSR that can generate the output sequence). Golomb's

postulates [11] have characterized the properties of sequences created by LFSRs

statistically. Unlike NLFSR, The current state in LFSRs is a linear function of

the previous state [4]. The general structure of an n-bit LFSR implementation is

shown in Figure 2.1.
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Figure 2.1: The General Structure of an n-bit LFSR [2].

A FSR is called a Linear Feedback Shift Register (LFSR) when it has only

linear feedback functions (i.e. of type f(x0, x1, . . . , xn−1) = c0 · x0 ⊕ c1 · x1 ⊕

. . . cn−1 · xn−1, where ci ∈ {0, 1} for i ∈ {0, 1, . . . , n− 1}), and c0 = 1 to include

the output bit in the feedback. Otherwise, it is called a Nonlinear Feedback Shift

Register (NLFSR). All terms in LFSRs are linear, like (ci ·xi). However, NLFSRs

include nonlinear terms. For example, an NLFSR of degree 2 includes at least

one term of the form (ci · xj · xk), where j 6= k.

In LFSR system, there is a unique transformation between the configurations

of Galois and Fibonacci. Therefore, It can reverse the order of LFSR's feedback

taps and adjust the initial state to get the configuration of Galois from Fibonacci

(or vice versa).
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2.1.2 Non- Linear Feedback Shift Register (NLFSR)

The strength of NLFSR comes from its ability to produce a very secure pseudo-

random sequence which is hard to break (i.e. NLFSR needs at least θ(2n) bits of

a sequence to determine the structure, where n is the register size). NLFSRs still

have many fundamental challenges, which remain open even with well-understood

theory. Getting a systematic method to construct NLFSRs, which generates the

longest period, might be the most significant issue. There are many algorithms

that either deal with particular cases of NLFSR [13] [14], or can be implemented

only on small values of n (Like n =1, 3, 4, 11—13, 15—17, 19 —21, 23) [15].

Generally, the problem is very hard since there is no mathematical foundation

supporting it. Figure 2.2 shows the general structure of the feedback function of

NLFSR with n-bit.

Figure 2.2: The General Structure of an n-bit NLFSR [1].

An NLFSR can be implemented using either Fibonacci configuration or Ga-

lois configuration. The Fibonacci configuration applies the feedback only to the

input cell (n − 1) of the shift register as shown in Figure 2.2, while the Galois

configuration is able to potentially apply the feedback to any cell or stage. An

example of a 4-bit Fibonacci NLFSR with its feedback function f(x0, x1, x2, x3) =

x0 ⊕ x1 ⊕ x2 ⊕ x1 · x2 is shown in Figure 2.3.
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Unlike LFSR system, where the transformation between Fibonacci and Galois

NLFSR can be done by only adjusting the initial state and reversing the order of

feedback taps of LFSR, the NLFSR system does not have a unique transformation

between Fibonacci and Galois configurations [16] [17].

Figure 2.3: A 4-bit Fibonacci NLFSR Example [1].

The maximum possible period for an n-bit NLFSR is 2n. The size of period has

been extended to be 2n by adding the complement of a product term x1, x2, . . . , xn

to the feedback functions. The complement of x is determined by x = x⊕ 1.
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2.2 Applications of LFSR and NLFSR

LFSRs and NLFSRs can be implemented in hardware, and this makes them useful

in applications that require very fast generation of a pseudorandom sequence, such

as direct-sequence spread spectrum radio. They have also been used for generating

an approximation of white noise in various programmable sound generators. In

this section, we list some usages of LFSRs and NLFSRs as the following:

• LFSRs have long been used as pseudo-random number generators for use

in stream ciphers (especially in military cryptography), due to the ease of

construction from simple electromechanical or electronic circuits, long pe-

riods, and very uniformly distributed output streams. However, an LFSR

is a linear system, leading to fairly easy cryptanalysis (For more details see

section 2.3).

• The repeating sequence of states of an LFSR allows it to be used as a clock

divider or as a counter when a non-binary sequence is acceptable, as is often

the case where computer index or framing locations need to be machine-

readable. LFSR counters have simpler feedback logic than natural binary

counters or Gray-code counters, and therefore can operate at higher clock

rates. However, it is necessary to ensure that the LFSR never enters an

all-zeros state, for example by presetting it at start-up to any other state in

the sequence [6].
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• Complete LFSRs are commonly used as pattern generators for exhaustive

testing, since they cover all possible inputs for an n-input circuit. Maximal-

length LFSRs and weighted LFSRs are widely used as pseudorandom test

pattern generators for pseudorandom test applications.

• LFSRs are used in circuit testing for test pattern generation (for exhaus-

tive testing, pseudorandom testing or pseudo-exhaustive testing) and for

signature analysis.

• LFSRs are also used in radio jamming systems to generate pseudo-random

noise to raise the noise floor of a target communication system [6].

• NLFSRs are components in modern stream ciphers, especially in RFID and

smartcard applications. NLFSRs are known to be more resistant to crypt-

analytic attacks than LFSRs. (For more details see section 2.3).

• NLFSR feedback functions are used as building blocks in many recent appli-

cations and products of stream cipher cryptosystems such as (Achterbahn,

Grain, Mickey, Dragon, Trivium, VEST, ...).
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2.3 Security of NLFSR

Stream ciphers based on NLFSR are very important, especially in environments

with high throughput requirements. Although LFSR has a large period and linear

complexity, it can be reproduced using Berlekamp-Massey algorithm after observ-

ing 2n output sequence bits [12]. Another drawback of LFSR is the linearity

problem, that is the same pattern may be repeated on or before completing 2n

potential patterns. Moreover, LFSRs are exposed to many attacks like algebraic

attack, known plaintext attack and correlation attack [18]. The following points

show how LFSR-Based system is not immune to known plaintext attack and how

it is easy to break LFSR and recover the entire LFSR configuration, and thus

recover the entire plaintext.

• In Kirchhoff’s Principle, we assume that everything is known to the attacker

except the key consists of LFSR initial fills, that means the attacker know

the following:

– The ciphertext(yi).

– The first (2m) of the plaintext (x0, . . . , x2m−1)

– The degree (m) of LFSR.

– Since the attacker knows: (yi = xi + bi), so it can recover (bi = yi +xi),

for (i = 0, 1, 2, . . . , 2m−1).
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• The goal of the attacker is to recover (b2m, b2m+1, . . . ), but there are m

unknown variables (a0, a1, . . . , am−1). Therefore, the attacker has to solve a

system of (m) linear equations with (m) unknown variables (these equations

can be easily solved either by Gaussian elimination or matrix inversion).

bm+1 = a1bm ⊕ a2bm−1 ⊕ a3bm−2 ⊕ . . .⊕ amb1

bm+2 = a1bm+1 ⊕ a2bm ⊕ a3bm−1 ⊕ . . .⊕ amb2

bm+3 = a1bm+2 ⊕ a2bm+1 ⊕ a3bm ⊕ . . .⊕ amb3

... . . .

b2m = a1b2m−1 ⊕ a2b2m−2 ⊕ a3b2m−3 ⊕ . . .⊕ ambm

• If the attacker gets LFSR initial fills (a0, a1, . . . , am−1), he can recover

the entire LFSR configuration and compute (b0, . . . , b2m−1, b2m, b2m+1, . . . ).

Thus, he can decipher (xi = yi + bi), for (i = 0, 1, 2, . . . , ) and recover the

entire plaintext.
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NLFSR is the appropriate solution to overcome these drawbacks especially

in designing a cryptographically secure stream cipher. However, the security of

NLFSR is still not well investigated. Grain, one of the well-known NLFSR based

stream cipher. This stream cipher is vulnerable to key derivation attack1and

distinguishing attack2 [21] [22] [23], and it is shown that part of internal state of

Grain stream cipher could be obtained, and therefore it is partially vulnerable to

algebraic attack [24]. Trivium is another NLFSR based stream cipher, which is

vulnerable to many attacks and the initial state of the cipher can be recovered

as shown in [25]. Pommerening [26] showed that NLFSR is vulnerable to known

plaintext attack by knowing one of two numbers; either the number of the period

or the number of degrees of the feedback function.

Table 2.1 shows a comparison between LFSR and NLFSR in terms of the

following factors:

• Maximum Period: indicates the length of the longest cyclic output se-

quence which is produced by the shift register [11].

• Complexity: is defined as the degree of the minimal generator3 of the out-

put sequence, and it measures the unpredictability4 of the sequence. Com-

plexity is an indication for how difficult a sequence might be replicate.
1The attack by which the attacker can obtain keys of a required format, such as converting

the output of Diffie-Hellman key exchange into a specific form of symmetric key or Keyed-hash
functions [19].

2The attack by which the attacker can distinguish the random data from the encrypted data
by using cryptanalysis techniques on the ciphertext [20].

3The length of the smallest FSR that can generate the output sequence.
4Unpredictability means that the future elements of the sequences generated by a FSR cannot

be predicated on the basis of the earlier elements.
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• Algebraic Degree: of a Boolean function is the number of variables in the

largest product-term of its Algebraic Normal Form (ANF ) [1].

• Algebraic Attack: is the attack that solves a system with more than a

variable of algebraic equations and breaks any stream cipher especially that

has a small number of input state [27] [28].

Table 2.1: A Comparison Between LFSR and NLFSR

FACTOR LFSR NLFSR

Maximum Period 2n − 1 2n − 1

Complexity 2n 2n

Algebraic Degree 1 ≥ 2

Algebraic Attack Immunity NO YES
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CHAPTER 3

RELATED WORK

This chapter presents the existing studies related to non-linear feedback shift reg-

ister functions with optimal periods. Section 3.1 presents studies that focused

mainly on exploring NLFSR feedback functions having optimal periods. The

studies in this section concentrated on finding new feedback functions that have

simple Algebraic Normal Form (ANF) in order to be desirable for many of the

security applications such as stream ciphers and lightweight block ciphers to pro-

vide security in algorithms communication systems. Section 3.2 presents studies

that did not focus mainly on exploring NLFSR feedback functions with optimal

periods. However, they made use of one or more of NLFSR feedback functions as

building blocks in many recent applications and products of stream cipher cryp-

tosystems. Finally, section 3.3 summarizes the most related previous studies that

focused on exploring NLFSR feedback functions and shows a comparison between

them.
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3.1 Exploring NLFSR Feedback Functions

This section presents studies that focused mainly on exploring NLFSR feedback

functions having optimal periods. The first attempt in order to develop the general

theory of (n, k) for NLFSRs is presented by Dubrova et.al. [29]. The authors

introduced (n, k) -NLFSRs as Galois LFSR and derived some of their properties.

Moreover, the authors recommended their approach as a fast way for generating

the output sequence in order to use with stream cipher application.

Depending on its internal feedback function, the FSR can be either linear

(LFSR) or nonlinear (NLFSR). The area of LFSRs is considered well-known and

most of the LFSR fundamental problems are solved. A designer only has to use

a primitive generator polynomial in order to build a LFSR of size n bits with a

maximum period.

LFSRs have feedback functions of the following type:

f(x0, x1, . . . , xn−1) = c0 · x0 ⊕ c1 · x1 ⊕ . . . cn−1 · xn−1

where ci ∈ {0, 1} for i ∈ {0, 1, . . . , n− 1}). All terms in an LFSR are linear,

like (ci · xi). However, NLFSRs include nonlinear terms. For example, a NLFSR

of degree 2 includes at least one term of the form (xi · xj), where i 6= j. The

primitive LFSRs have a drawback as their linear complexity is equal to their

order. Berlekamp-Massey algorithm [12] can be used to generate a given binary

sequence of a minimal LFSR.
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Dubrova [1] presented Fibonacci NLFSR feedback functions of degree 2, with

optimal periods of 2n − 1, for 4 ≤ n ≤ 24, in the following three types:

• Type 1: f(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb ⊕ xc · xd

• Type 2: f(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb · xc ⊕ xd · xe

• Type 3: f(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb ⊕ xc ⊕ xd ⊕ xe · xh

where a, b, c, d, e, h ∈ {1, 2, . . . , n − 1}, xi ∈ {0, 1}, and the addition (XOR)

and multiplication (AND) operations are in modulo 2. However, the list in [1] is

incomplete, and many feedback functions are missing. Table 3.1 shows a summary

of the feedback functions of NLFSRs proposed by Dubrova [1] for various values

of n (4 ≤ n ≤ 24).

Another heuristic algorithm based approach for finding the period of NLFSRs

is proposed in [30], which is used to generate a random n-stage boolean full-length

shift register sequences with n ≤ 6. The heuristic algorithm proposed in this study

is efficient for 6-argument function, and it is used in constructing n-NLFSRs for

FSR− 255 family of hash function. However, this approach is only applicable to

small NLFSR feedback functions.

Table 3.2 outlines the strengths and the weaknesses of the two studies [1] [30]

that focused mainly on exploring NLFSR feedback functions, and compares them

to our work.
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Table 3.1: Number of NLFSR Feedback Functions for (4 ≤ n ≤ 24) Proposed by
Dubrova [1]

n Type 1 Type 2 Type 3
4 3 2 -
5 4 9 -
6 8 13 -
7 7 24 9
8 15 18 9
9 4 24 12
10 7 28 12
11 3 22 25
12 3 15 18
13 2 19 15
14 1 10 14
15 1 8 15
16 1 6 8
17 - 6 9
18 - 2 5
19 - 3 4
20 - - 1
21 - - 4
22 - 2 3
23 - 1 2
24 - - 1

Total 61 212 166

Table 3.2: The Strengths and the Weaknesses of the Studies Focused on Exploring
NLFSR Feedback Functions

Reference Weaknesses Strengths

[1]

- Proposing 3 different
This study is incomplete, and types of feedback functions.

many feedback functions are missing. - Constructing NLFSR
functions up to n = 24.

[30]

- Only proposing one type - Efficient for 6-argument
of feedback function. feedback function.
- Only applicable for - Used for FSR− 255
small NLFSRs(n ≤ 6). family of hash function.

Our work

- Due to the time limitations, - Proposing 5 different
It constructs NLFSR types of feedback functions.

functions up to (n = 25). - Applicable for large n.
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3.2 Using NLFSR Feedback Functions

This section presents studies that did not focus mainly on exploring NLFSR feed-

back functions with optimal periods. However, they proposed few NLFSR func-

tion examples, for different goals. The studies in this section make use of one or

more of NLFSR feedback functions as building blocks in many recent applications

and products of stream cipher cryptosystems such as (Achterbahn, Grain, Mickey,

Dragon, Trivium, VEST, ...).

Rachwalik et.al. [31] implemented NLFSRs in Field Programmable Gate Ar-

rays (FPGA) in order to design NLFSRs with maximum period. This study used

exhaustive searching method to explore NLFSR functions with optimal periods.

Moreover, this study showed some statistical properties of the binary sequences

of order of n = 25 and 27.

Dubrova [3] suggested using the Galois configuration of NLFSRs to control the

circuit complexity of feedback functions easily. This study presented a new idea

using the cross-join pairs which are determined by a nonlinear function which is

added to the input stage of the LFSR. Moreover, this method does not take more

time compared to previous methods. Figure 3.1 shows how to use this method to

generate keystream for communication systems.

23



Figure 3.1: An Approach for Generating Keystream Using NLFSRs [3].

Another study by Dubrova [32] presented the initial state for NLFSR and

showed a method to generate the initial state for a Fibonacci NLFSR so that it

matches a given initial state of the equivalent GaloisNLFSR. Moreover, Zhiqiang [33]

showed the way of transforming a Galois NLFSR into the Fibonacci configuration,

and the way of mapping between the initial states of them. In addition, this study

discussed the problems of the Galois NLFSRs and their relation with Golomb’s

postulates.

Fredricksen [15] showed several algorithms to generate full length NLFSR se-

quences, which are periodic with length equals 2n, and every two-different binary

n-tuples appear exactly one time in a periodic portion of the sequence. The con-

struction of a special class of NLFSRs with maximum period has been given by

Mykkeltveit et.al. [34] [35]. Recently, maximum period NLFSRs for generating de

Bruijn sequences of order n = 23, 24 and 27 have been constructed, and their soft-

ware implementations and performances are showed. Moreover, this study used

Algebraic Normal Form (ANF) for the software implementation of the three pro-
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posed de Bruijn sequences to optimize the computation [36]. Giinther [37] showed

how to generate a n-bit NLFSR of maximal length 2n, and the way of generating

a De Bruijn sequence by extending a maximal-length LFSR with n stages. This

approach is considered as a new and very efficient generator of pseudorandom

sequences which can be used in stream cipher cryptograph. Sainte-Marie [38] and

de Bruijn [39] [40] show that the number of sequences which are cyclic equivalent

is given by:

Bn = 22n−1−n (3.1)

The primitive sequence is a significant factor in the applications of cryptogra-

phy. The number of primitive sequences jointly (in linear and nonlinear functions)

is given by Bn in (3.1). We have φ(2n−1)/n primitive LFSRs, where φ refers to the

Euler phi function. Since we have 22n−1 Boolean functions on n− 1 variables, the

probability of selecting a primitive NLFSR function of the form in (4.4) is given

by [31]:

(22n−1−n)

22n−1 =
1

2n

Mandal and Gong [41] have defined the relation between a NLFSR and a

regular directed graph on a field extension. They assumed two states kth and

(k + 1)st such that Sk = (ak, ak+1, . . . , ak+n−1) and Sk+1 = (ak+1, ak+2, . . . , ak+n),

where Sk+1 = f(Sk), for k ≥ 0 and f refers to the feedback function. They used

G = (V,E) to be the directed graph defined as follows:

• Each state Sk is denoted as a vertex vk ∈ V .
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• There is a directed edge ek ∈ E between the state Sk to the state Si
k+1.

• Si
k+1 = (ak+1, ak+2, . . . , an+k−1, a

i
n+k), where ain+k 6= ajn+k, i 6= j, for i =

1, 2, 3, . . . , 2q.

The directed graph (G) here is called de Bruijn graph [39] [42], which consists

of 2q regular graphs along with |V | = 2qn and |E| = 2q(n+1). They relied on a

uniform probability distribution Ω to define the random feedback functions, as:

F = (f,Ω)

where the uniform probability is computed by pj =
1

2q
, for j = 1, 2, . . . , 2q. The

input state is Sk and the output of F is Si
k+1, (F (Sk) = Si

k+1) for some values

of i which is selected depending on f and Ω where Si
k+1 is not generated by

F . Let S0 be an initial state, then the random NLFSR sequence, that F can

generate, is given by a = {a0, a1, . . . , ak, ak+1, . . . } and the sequence period is P ,

for S0 = F P (S0), where F P (S) = F P−1(F (S)).

Mandal and Gong used a random walk definition on the directed graph G.

They used it among the vertices vk and vk+1 imposing the distribution of uniform

probability defined as follows:
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• Assume Sk and Sk+1 are the states which are corresponding to the vertices

vk and vk+1.

• Next, at vk, the random walk selects randomly vk+1 according to F beneath

uniform distribution Pr(Sk+1 = F (Sk)) =
1

2q
.

Motwan et al. [43] and Banderier et al. [44] considered a basic random walk

R(P) on the directed graph G of length P which works as follows:

• Start from any vertex v0.

• The next vertex v1 will be selected from v0 with probability Pr(S1 =

F (S0)) =
1

2q
, if v1 has not been visited yet.

• Repeat the second step until it finds v0.

• If v0 has been found, stop.

Therefore, the sequence {ai} generated by F and the random walk are equiva-

lent. Obtaining the value of P in R(P ) means obtaining the NLFSR sequence

period [44].

Liu [13] [45] showed how to use NLFSR in 5G mobile applications. This pro-

posed method is a fast alternative to filter generators, and it can be used for

applications that need high data rates especially in data communication environ-

ments. Dabrowski et.al. [46] proposed and applied a parallel computing technology

to find the maximum period NLFSRs using exhaustive searching technique.
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This proposed method was applied in both hardware and software using sim-

ple algebraic normal form. Poluyanenko [47] suggested a new hardware-based

approach of NLFSR using (FPGAs) to generate a maximum cycle sequence with

degrees polynomials between 26 and 29. However, this study only proposed 4

NLFSRs examples to show the ability of FPGA to generate NLFSR binary se-

quences with more efficient asynchronous and parallel architecture than GPU and

CPU microprocessor-based solutions.

An approach suggested by poorghanad et.al. [48] using an evolutionary algo-

rithm to introduce non-linearity. In this approach, the genetic algorithm is used

to apply different operations on strings from LFSR to enhance their quality in

order to meet the criteria of fitness function based on NIST standards.

Grain and Trivium are two kinds of NLFSRs with time varying feedback func-

tions reported by Hu et.al. [49]. The structure of Grain consists of one NLFSR

and one LFSR. While the structure of Trivium consists of three NLFSRs. The

authors implemented these two types of NLFSRs namely, Grain-like and Trivium-

like structures, and presented the results related to their periods.

At the end of this section, we leave the reader with Table 3.3 which outlines

the strengths and the weaknesses of the related work discussed in this section.

The presented studies in this table make use of one or more of NLFSR feedback

functions for different security applications.
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Table 3.3: The Strengths and the Weaknesses of the Studies Using NLFSR Feed-
back Functions

Reference Weaknesses Strengths

[31]
Only proposing 7 Minimizing search time of

NLFSR functions NLFSRs using FPGAs

[36]
Only proposing 3 Optimizing the computation

NLFSR functions using simple ANF

[46]
Only proposing one type NLFSR functions

of feedback function with simple ANF

[47]
Only proposing 4 Minimizing search time of

NLFSR functions NLFSRs using FPGAs

[49]
NLFSR functions Combining the features of

with complex ANF Grain & Trivium stream cipher

3.3 Summary

The purpose of this review is to show that many researchers focused on exploring

NLFSR functions with optimal periods. However, much of their work is either

restricted to particular cases, or only applicable to small NLFSRs. Section 3.1

presents studies that focused mainly on exploring NLFSR feedback functions hav-

ing optimal periods. While section 3.2 presents studies that did not focus mainly

on exploring NLFSR feedback functions with optimal periods. However, they pro-

posed few NLFSR examples of feedback functions, for different objectives such as

presenting the statistical properties of the binary sequences generated by NLFSR

feedback functions with optimal periods, showing the capability of generating the

random numbers in many applications like RFID tags and showing the ability of
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FPGA to generate NLFSR binary sequences with more efficient asynchronous and

parallel architecture than GPU and CPU microprocessor-based solutions.

Table 3.4 summarizes the most related studies that focused on exploringNLFSR

functions with optimal periods, and compares them to our work. The comparison

is done in terms of three main factors: the method to search for NLFSR feedback

functions with optimal periods, the value of n (the size of the shift register) and

the completeness check of finding NLFSR feedback functions. We note that these

studies are either restricted to particular cases, or only applicable to small NLF-

SRs. In this work, we close the gap by constructing the missing feedback functions

with optimal periods in the previous studies. Moreover, we propose a new type of

feedback function that also provides optimal periods for NLFSRs. We hope that

our work might help analyzing feedback functions of maximum-period NLFSRs

and finding a supporting theory characterizing them.
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Table 3.4: Summary of Existing Studies on NLFSR Functions with Optimal Pe-
riods

Year and
Method Value of n Completeness Check

Reference

2004 [30]
Heuristic Algorithm for

n ≤ 6
All the possible

a Random Generation NLFSR Functions

2012 [36]
Exhaustive

n = 23, 24, 27 Special Case1

Searching

2012 [1]
Exhaustive

n ≤ 24
Most of the

Searching NLFSR Functions

2012 [31]
Hardware-Based Approach

n = 25, 27 Special Case2

Using FPGA

2017 [47]
Hardware-Based Approach

26 ≤ n ≤ 29 Special Case3

Using FPGA

Our Work
Exhaustive

n ≤ 25
All the possible

Searching NLFSR Functions
1 Only 3 NLFSRs examples are proposed in order to generate the longest de Bruijn sequences to
show the capability of generating the random numbers in many applications such as RFID tags.
2 Only 7 NLFSRs examples of algebraic degree three and four are proposed to show the statistical
properties of NLFSRs.
3 Only 4 NLFSRs examples are proposed to show the ability of FPGA to generate NLFSR bi-
nary sequences with more efficient asynchronous and parallel architecture than GPU and CPU
microprocessor-based solutions.
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CHAPTER 4

METHODOLOGY

In this chapter, section 1 introduces the concept of feedback shift registers and

related definitions. Section 2 is dedicated to describe the proposed construction

method (Sequential NLFSR Function Construction Method), while the proof of

correctness of our method is covered in Section 3.

4.1 Preliminaries

This section presents the basic concepts and definitions related to feedback shift

registers. An FSR consists of a shift-register to store the state, and a function

to compute the feedback bit. The register has n binary storage cells, each cell

i ∈
{

0, 1, . . . , n− 1
}

holds a single bit xi in the state register. The feedback

function f : {0, 1}n → {0, 1} computes a feedback bit used as an input to the

register to update the state using a shift operation.
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The state of an FSR is presented by a vector of bits X = (x0, x1, . . . , xn−1).

An FSR generates a pseudorandom sequence of bits obtained by extracting the

bits from the shift-register one-by-one. The initial state X0 is a seed used to

generate the output sequence of bits. From the current state, the feedback function

computes xn, which is the input to the FSR and it updates the input cell (n− 1),

while the value x0 of the cell 0 determines the output of the FSR.

Definition 1: The period of the FSR is defined as the length of the longest

unrepeated output sequence. The period is called optimal if it is equal to 2n − 1,

where n is the size of the shift register. Due to the limitation of register size, n,

there will be a repeated state eventually (when all the 2n states are exhausted).

In FSR, the all-zeroes state (X = 0) should not be allowed at any given point,

or otherwise the FSR will remain locked up at this state. If X = 0, then f(X) = 0

for all new states. Hence, the sequence s will be all zeros. Therefore, the maximum

period of an FSR of size n is at most 2n−1. It is important to include the output

bit x0 in the feedback function to maximize the period. Hence, the FSR can take

the following form:

f(x0, x1, . . . , xn−1) = x0 + g(x1, x2, . . . , xn−1)

Where g denotes to a Boolean function on n− 1 variables.

Definition 2: Let F2 be the binary finite field and F2[x] represent the ring

of polynomials in undefined value of x with coefficients taken from F2. Assume

that, Fn
2 is an n-dimensional vector space over F2 which consists of n-tuples of F2
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elements. Each function from Fn
2 to F2 is represented by a Boolean function of

n variables. The elements sequence s = (s0, s1, . . . ) of F2 is known as a binary

sequence. The sequence s = (si)
∞
i=0 is periodic when there is a positive integer w

such that si+w = si,∀i ≥ 0. The least such positive integer is called a period.

In a binary n-stage FSR, Fn
2 is mapped into Fn

2 as shown below, where F is

the mapping function:

F : (x0, x1, . . . , xn−1)→ ((x1, . . . , xn−1, f(x0, x1, . . . , xn−1))

The feedback function is the Boolean function f over n-variables. If F is a

linear transformation from Fn
2 to itself, it is called a linear feedback shift register

(LFSR), otherwise it is called a nonlinear feedback shift register (NLFSR). More-

over, if the function F is mapped as a bijection, it is called non-singular [31].

Definition 3: The sequence of de Bruijn (a0, . . . , a2n−1) of order n which

consists of elements from F2 has a period of 2n where each n-tuples appears exactly

once.

Gammel et al. [50] called the sequences that satisfied the Definition 3, the

primitive sequences. In LFSRs, these sequences can be produced using primitive

polynomials and the theory of such sequences is well-understood [51].

Definition 4: An n-bit NLFSR is called a primitive NLFSR if its nonlinear

feedback function generates a sequence of period 2n − 1.
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4.2 Environmental Setup

Because our experiments are very computationally expensive and would incur

extremely long times if run on standard computers, we use the High Performance

Computing Environment (HPC) at the Information Technology Center (ITC) of

KFUPM to carry out our experiments especially for large values of n. Table 4.1

shows the technical details and the software used for our experiments. For more

detailed specifications about HPC cluster resources, you can visit the following

website: http://hpc.kfupm.edu.sa/Resources.html.

Table 4.1: Experimental Setup

Number of Nodes 32 Nodes

Processors Xeon E5-2680 10-Core, 2.8 GHz (Dual-processor)

Number of Cores 660 Cores

Memory 64 GB RAM on each node

Number of Nodes with GPU 12 Nodes

Operating System Red Hat Enterprise Linux 6

Interconnect InfiniBand QDR 40Gb/s
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4.3 Proposed Construction Method

This work proposes and uses a sequential NLFSR function construction method,

which sequentially enumerates all feedback functions of a desired type. Then,

we compute the period for each feedback function and verify its optimality. The

normal straightforward method to check all values located in a register is very

expensive in terms of both time and computation power since the number of

functions grows exponentially in terms of n.

The proposed construction method consists of two parts:

• Sequential Function Generator (SFG): which is an enumeration of the

feedback functions. Thus, given a specific type of a function f and its size n,

SFG sequentially increments the indices of the state variables (xa, xb, xc, . . . )

in f such that all nonequivalent functions are enumerated. Since x0 is a

fixed input in all types of feedback functions, all other indices are chosen

relatively to the x0 such that the constructed functions are nonequivalent.

For the linear terms of f , the first index a is initially assigned to 1, while

the next index b (in types 1, 3 and 4) is assigned to a+ 1 and is sequentially

incremented. When b reaches to the end, the previous index a is incremented

and b is reset to a + 1 again, and so on. The enumeration of the nonlinear

terms of f is done similarly.
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• Period-Testing Algorithm: tests whether the generated function f has

an optimal period of 2n− 1 or not. This algorithm selects a predefined seed

(X0) and starts searching from this point. We prove in section 4.4 that the

seed must appear again in the register since it generates a cycle of periodic

states as shown in Figure 4.1. The length of the generated cycle is the

period. We argue that the seed cannot be outside the state cycle as shown

in Figure 4.2. For a given value of n, if the seed X0 appears after 2n−1 shift

operations, then the maximum period for the given function f is achieved

and f is reported as a feedback function with an optimal period. Otherwise,

the function f does not have an optimal period. To shed more light on the

scenario shown in Figure 4.1, Algorithm 1 shows how to evaluate the period

of a given feedback function with certain parameters.

Figure 4.1: The Seed Belongs to the Cycle.
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Figure 4.2: The Seed is Outside the Cycle.

By construction, the feedback functions generated by the proposed SFG are

pairwise nonequivalent. Therefore, they are expected to output nonequivalent

pseudorandom bit sequences.

Algorithm 1 GetPeriod
Input: Initial Seed S, NLFSR f
Output : period

1: T := S
2: period := 1
3: while True do
4: T = T [1, . . . , n− 1] + f(T )
5: if S = T then
6: break
7: end if
8: period = period+ 1
9: end while
10: return period
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This work mainly extends Dubrova's work in [1] by proposing a complete

list of all new NLFSR functions with optimal periods of 2n − 1 for all values of

n = 4, 5, ..., 25. This work considers the following four types of feedback functions

of which the first three types are of degree 2, while the fourth one is of degree 3.

These types are the only ones that generate primitive NLFSRs for which the

algebraic normal form of the Boolean function g in the following formula is quite

simple.

f(x0, x1, . . . , xn−1) = x0 + g(x1, x2, . . . , xn−1)

In addition, these four types of feedback functions have low algebraic degree (2

and 3) and a possibly small number of terms which made them desirable for many

cryptographic applications [1]. Moreover, we propose a fifth type of feedback func-

tion of degree 3 defined in (4.5) that generates many NLFSR feedback functions

with optimal periods of 2n − 1.

These five types are defined as follows:

f1(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb ⊕ xc · xd (4.1)

f2(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb · xc ⊕ xd · xe (4.2)

f3(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb ⊕ xc ⊕ xd ⊕ xe · xh (4.3)

f4(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb ⊕ xc · xd · xe (4.4)

f5(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb · xc ⊕ xd · xe · xh (4.5)
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Where a, b, c, d, e, h ∈ {1, 2, . . . , n− 1}, xi ∈ {0, 1}, and the addition (XOR) and

multiplication (AND) operations are in modulo 2.

4.4 Proof of Correctness

For a seed generating a periodic bit sequence of length p, the seed must also

generates p periodic states in the register where each bit in the sequence is the

right-most bit in the corresponding state. This work examines two scenarios:

(Scenario A) the seed generates p− 1 states then it comes back to itself to make

a cycle of length p that includes the seed, and (Scenario B) the seed generates

a number of states outside the cycle, then it generates p states in a cycle that

excludes the seed. Figures 4.1 and 4.2 illustrate the two Scenarios A and B

respectively.

In order to properly check for NLFSR periods, our Period-Testing algorithm is

based on the following observation: Given a feedback function f of some NLFSR,

and its size n, it is sufficient to monitor the state of the register to find the period.

This observation follows from the following easy-to-prove theorem, which rules

out scenario B.

Theorem 4.1 An NLFSR repeats the same bit sequence if and only if the seed

appears again in the register.
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Proof. First, if the seed appears again in the register, then proving that the

NLFSR will repeat the sequence s = (s0, s1, . . . ) is straightforward. Second, to

prove the converse, let y = (y0, y1, . . . , yn−1) and z = (z0, z1, . . . , zn−1) be two

states such that the NLFSR repeats the same sequence s = (s0, s1, . . . ) if y or z

appears in the register (See Figure 4.2). Since the first output bit s0 is the one

in the cell 0 of the register, it should be the first bit in y and z, which implies

s0 = y0 = z0. Similarly, the second output bit s1 = y1 = z1 after a shift operation,

and hence, the ıth output bit si−1 = yi−1 = zi−1, for i = 1, 2, . . . , n. Therefore, y

and z generate the same output sequence of bits if and only if y = z.
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CHAPTER 5

PROPOSED NLFSR FUNCTIONS

WITH OPTIMAL PERIODS

This chapter presents the new feedback functions with optimal periods for n ≤ 25.

All the feedback functions listed in [1] for different values of n ≤ 24 are verified

using our period-testing algorithm which was introduced in section 4.3, and it is

found that all functions yield optimal periods. However, the list in [1] is incom-

plete, and many feedback functions are missing. This work constructs the missing

feedback functions for n ≤ 25 for the four types of feedback functions proposed

in [1], and proposes a new type of feedback functions with optimal periods for

n ≤ 25 to ensure these functions are the only ones existing within this range.

About 110 experiments for all the five types of feedback functions considered

in this work have been conducted (i.e. 22 experiments for each). A total of (1718)

new NLFSR feedback functions with optimal periods have been yielded. Table 5.1

summarizes the improvement achieved by our construction method in each type of
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the feedback functions considered in this work, while Table 5.2 shows a summary

of the new feedback functions of NLFSRs with optimal periods for various values

of n (4 ≤ n ≤ 25). We note that as the value of n (the size of the shift register)

grows, the probability of getting primitive NLFSR feedback functions becomes

smaller, as the case of (n = 25), where no new functions were found for the first

three types of feedback functions, whereas only 1 and 3 feedback functions were

found for type 4 and type 5, respectively. Going for larger function sizes seems to

be not promising since the time complexity grows exponentially.

Table 5.1: Number of NLFSR Feedback Functions for (4 ≤ n ≤ 25)

Type Proposed Existing [1] Total
1 59 61 120
2 212 212 424
3 169 166 335
4 140 127 267
5 1138 - 1138

Table 5.2: Summary of the New Feedback Functions of NLFSRs with Optimal
Periods for (4 ≤ n ≤ 25)

n f1 f2 f3 f4 f5 n f1 f2 f3 f4 f5

4 3 2 - - - 15 1 8 5 4 58
5 4 9 - 4 18 16 1 6 8 3 44
6 8 13 8 8 25 17 - 6 5 1 46
7 7 24 9 11 87 18 - 2 5 3 18
8 15 18 13 22 104 19 - 3 4 3 31
9 4 24 12 14 109 20 - - 2 2 13
10 7 28 18 13 105 21 - - 4 - 13
11 3 22 25 15 161 22 - 2 3 1 8
12 3 15 18 17 87 23 - 1 2 - 3
13 2 19 13 7 123 24 - - 1 - 2
14 1 10 14 11 80 25 - - - 1 3

Total 59 212 169 140 1138
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5.1 Constructing New NLFSR Feedback Functions

In this section, Dubrova’s work [1] is extended by constructing all missing feedback

functions with optimal periods for all n = 4, 5, ..., 25. These function are pairwise

nonequivalent and different from the existing ones. Tables [5.3–5.6] show examples

of the new feedback functions with optimal periods for the values of n in the range

(4 ≤ n ≤ 25) for the first four types presented in section 4.3. For the complete list,

Tables [7.1–7.22] in the Appendix list all the new feedback functions with optimal

periods for the functions of types 1, 2, 3 and 4 in the range (4 ≤ n ≤ 25) (see

the Appendix). Any missing entry in these tables implies that no new feedback

functions with optimal periods were found for that particular type and value of n.

5.1.1 Proposed Functions of Type 1

Our construction method found 59 new functions with optimal periods for n =

4 . . . 16. However, no new functions were found for 17 ≤ n ≤ 25. Examples

of the new feedback functions of type 1 that have optimal periods are listed in

Table 5.3 (see the Appendix for the complete list). Each function in Table 5.3 is

of the form: [n 0 a b c d e h] where n is the size of the NLFSR, and

a, b, c, d, e and h are the indices of the variables in type 1 functions, as defined

in (4.1) in section 4.3. Notice that e and h are ignored in type 1, and indicated

by N/A (Not Applicable).
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Table 5.3: Examples of Type 1 Functions with Optimal Periods

n 0 a b c d e h n 0 a b c d e h

4 0 2 3 1 2 N/A N/A 11 0 2 10 7 10 N/A N/A

5 0 2 4 1 4 N/A N/A 12 0 4 9 3 9 N/A N/A

6 0 2 5 2 5 N/A N/A 13 0 2 12 4 8 N/A N/A

7 0 2 6 1 3 N/A N/A 14 0 12 13 2 7 N/A N/A

8 0 2 7 1 7 N/A N/A 15 0 6 10 4 13 N/A N/A

9 0 3 8 1 5 N/A N/A 16 0 3 14 13 14 N/A N/A

10 0 2 9 3 4 N/A N/A

In Table 5.3, the indices of the state variables of NLFSR feedback functions are

expressed as x0, xa, xb, xc, xd, respectively. For example: f(x0, x1, x2, x3, x4) =

x0 ⊕ x2 ⊕ x3 ⊕ x1 · x2 is a function of type 1 with register size n = 4, and is

represented in Table 5.3 by the following entry: [4 0 2 3 1 2 N/A N/A],

as shown in Figure 5.1. It should be noted that number of variables in the largest

product term (last term) of the presented functions in this table, is equal two.

Therefore, this type of feedback function is of algebraic degree 2 which using

simple algebraic normal form. This type of functions is recommended for stream

ciphers which require lightweight devices.
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Figure 5.1: An Example of Feedback Function of Type 1 .

Figure 5.2 shows the total number of feedback functions of type 1 obtained in

this work for each function size n. For n = 8, we obtained a total of 30 feedback

functions (proposed and existing) of this type which is the largest among other

values of n. We found new feedback functions as well for almost every size of n

between 4 and 16. It also shows that there were no existing feedback functions

for n > 16. However, Dubrova [1] found two functions of size n = 19. Moreover,

we notice that there are no more new functions that can be obtained for n =

20, 21, 22, 23, 24, or 25. Therefore, we conclude that going beyond n = 25 seems

not promising from the data provided in this figure, and because this process will

require long searching time since the time complexity of this process is exponential

in the length of the shift register, n.
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Figure 5.2: Total Number of Feedback Functions (Proposed and Existing) of
Type 1.

5.1.2 Proposed Functions of Type 2

For type 2 functions, we proposed 212 new feedback functions with optimal periods

for n = 4 . . . 25. However, no new functions were found for n = 20, 21, 24 or 25.

Examples of the proposed feedback functions of type 2 that have optimal periods

are listed in Table 5.4 (see the Appendix for the complete list). Each function in

Table 5.4 is of the form: [n 0 a b c d e h] where n is the size of the

NLFSR, and a, b, c, d, e and h are the indices of the variables in type 2 functions,

as defined in (4.2) in section 4.3. Notice that h is ignored in type 2, and indicated

by N/A (Not Applicable).
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Table 5.4: Examples of Type 2 Functions with Optimal Periods

n 0 a b c d e h n 0 a b c d e h

4 0 2 1 3 2 3 N/A 13 0 7 1 11 8 12 N/A

5 0 3 1 2 3 4 N/A 14 0 8 1 2 5 9 N/A

6 0 3 2 3 2 5 N/A 15 0 8 2 5 4 13 N/A

7 0 4 1 4 3 6 N/A 16 0 9 2 8 4 5 N/A

8 0 5 1 2 4 6 N/A 17 0 9 1 6 5 7 N/A

9 0 5 1 4 6 7 N/A 18 0 15 7 16 11 12 N/A

10 0 6 1 3 2 3 N/A 19 0 13 1 2 11 15 N/A

11 0 6 2 5 7 10 N/A 22 0 17 8 15 10 18 N/A

12 0 9 1 7 2 6 N/A 23 0 20 4 5 4 10 N/A

In Table 5.4, the indices of the state variables of NLFSR feedback functions are ex-

pressed as x0, xa, xb, xc, xd, xe, respectively. For example: f(x0, x1, x2, x3, x4, x5) =

x0 ⊕ x2 ⊕ x1 · x3 ⊕ x2 · x3 is a function of type 2 with register size n = 4, and

is represented in Table 5.4 by the following entry: [4 0 2 1 3 2 3 N/A].

The number of variables in the largest product term (last term) of the presented

functions in this table, is equal two. Therefore, this type of feedback function

is of algebraic degree 2 with fairly simple algebraic normal form. This type of

functions might be useful in low-power sensing devices in the Internet of Things

(IoT).
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The total number of feedback functions of type 2 obtained in our work for each

function size n is shown in Figure 5.3. It should be noted that for n = 10, a total of

56 feedback functions (proposed and existing) were obtained, which is the largest

among other values of n; whereas for n = 7 and 9, they are the second largest

among other values with a total of 48 feedback functions for each. In addition, It

shows that there were new feedback functions for every size of n between 4 and

19. Moreover, we notice that there were no existing feedback functions for n ≥ 20.

However, we found new functions of size n = 22 and 23.

Figure 5.3: Total Number of Feedback Functions (Proposed and Existing) of
Type 2.
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5.1.3 Proposed Functions of Type 3

We proposed 169 new functions of type 3 with optimal periods for n = 6 . . . 25.

There are no new functions for n = 4, 5 or 25. Examples of the new feed-

back functions of type 3 that have optimal periods are listed in Table 5.5 (see

the Appendix for the complete list). Each function in Table 5.5 is of the form:

[n 0 a b c d e h] where n is the size of the NLFSR, and a, b, c, d, e

and h are the indices of the variables in type 3 functions, as defined in (4.3) in

section 4.3.

Table 5.5: Examples of Type 3 Functions with Optimal Periods

n 0 a b c d e h n 0 a b c d e h

6 0 1 2 3 4 1 5 16 0 2 3 11 15 1 2

7 0 1 4 5 6 1 5 17 0 3 5 14 16 7 15

8 0 1 3 6 7 4 6 18 0 3 6 12 16 3 7

9 0 1 4 6 8 4 6 19 0 2 11 15 18 6 18

10 0 1 5 6 9 1 5 20 0 5 13 14 16 13 17

11 0 1 4 7 10 2 10 21 0 2 4 6 20 6 8

12 0 1 6 7 11 4 5 22 0 4 6 12 21 1 19

13 0 2 3 6 12 7 11 23 0 5 7 12 20 4 19

14 0 1 9 10 13 8 13 24 0 9 15 16 23 6 17

15 0 2 6 12 13 8 12
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In Table 5.5, the indices of the state variables of NLFSR feedback functions are ex-

pressed as x0, xa, xb, xc, xd, xe, xh, respectively. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0 ⊕ x1 ⊕ x2 ⊕ x3 ⊕ x4 ⊕ x1 · x5 is a function of type 3 with register size n = 6,

and is represented in Table 5.5 by the following entry: [6 0 1 2 3 4 1 5].

We note that number of variables in the largest product term (last term) of the

presented functions in this table, is equal two. Therefore, this type of feedback

function is of algebraic degree 2. Comparing with type 1 and 2 functions, number

of terms and the circuit complexity of this type is increased. Thus, the usage of

this type of functions is somehow limited for some special cases, where the time

issue does not matter.

Figure 5.4: Total Number of Feedback Functions (Proposed and Existing) of
Type 3.
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Figure 5.4 illustrates the total number of feedback functions for type 3 obtained

in our work for different sizes of n. We obtained a total of 50 feedback functions

of type 3 for n = 11, and this is the largest among all different values of n for the

shift register. Moreover, we can observe that whenever the size of n between 6

and 24, we found new NLFSR feedback functions. It also shows that there were

no existing feedback functions for n = 4 or 5. However, we found 8 new functions

of size n = 6. In addition, we also found 13, 18 new functions for n = 8 and 10,

respectively as proposed in this work. Moreover, we notice that there are no more

new functions that can be obtained for n = 25.

5.1.4 Proposed Functions of Type 4

For type 4 functions, we proposed 140 new feedback functions with optimal periods

for n = 5 . . . 25. However, no new functions were found for n = 4, 21, 23 or 24.

Examples of the proposed feedback functions of type 4 that have optimal periods

are listed in Table 5.6 (see the Appendix for the complete list). Each function in

Table 5.6 is of the form: [n 0 a b c d e h] where n is the size of the

NLFSR, and a, b, c, d, e and h are the indices of the variables in type 4 functions,

as defined in (4.4) in section 4.3. Notice that h is ignored in type 4, and indicated

by N/A (Not Applicable).
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Table 5.6: Examples of Type 4 Functions with Optimal Periods

n 0 a b c d e h n 0 a b c d e h

5 0 2 4 1 2 3 N/A 14 0 2 13 3 7 9 N/A

6 0 3 4 1 3 5 N/A 15 0 5 13 8 9 10 N/A

7 0 2 6 1 3 5 N/A 16 0 8 9 2 4 11 N/A

8 0 2 7 1 2 7 N/A 17 0 10 13 2 14 16 N/A

9 0 3 7 2 3 8 N/A 18 0 9 16 1 12 13 N/A

10 0 2 9 1 2 5 N/A 19 0 8 13 2 10 14 N/A

11 0 2 10 3 8 10 N/A 20 0 6 15 9 10 17 N/A

12 0 3 10 1 5 6 N/A 22 0 16 17 12 17 20 N/A

13 0 5 11 1 3 5 N/A 25 0 9 21 2 4 24 N/A

In Table 5.6, the indices of the state variables of NLFSR feedback functions are

expressed as x0, xa, xb, xc, xd, xe, respectively. For example: f(x0, x1, x2, x3, x4, x5) =

x0 ⊕ x2 ⊕ x4 ⊕ x1 · x2 · x3 is a function of type 4 with register size n = 5, and

is represented in Table 5.6 by the following entry: [5 0 2 4 1 2 3 N/A].

The number of variables in the largest product term (last term) of the presented

functions in this table, is equal three. Therefore, this type of feedback function is

of algebraic degree 3 with simple algebraic normal form. This type of functions is

closed to type 1, and it can be useful in limited-power environments.

The total number of feedback functions of type 4 obtained in our work for
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Figure 5.5: Total Number of Feedback Functions (Proposed and Existing) of
Type 4.

each function size n is shown in Figure 5.5. We found 13 new functions of size

n = 10 as proposed in this work. It should be noted that when the size of the

register n = 11, a total of 44 feedback functions (proposed and existing) of this

type were obtained, which is the largest among other values of n. It also shows

that there were new feedback functions for every size of n between 4 and 25.

However, we notice that there were no existing feedback functions for n = 4, 21,

23, or 24. Thus, from the data provided in this figure, we can note that going

for larger function sizes greater than 25 seems to be not promising since the time

complexity grows exponentially.
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5.2 Proposing New Type of NLFSR Feedback

Functions

In this section, we tried to examine all possible combinations of the feedback

functions of degree 3 with different terms in order to propose new functions of

degree 3 that provides optimal periods for NLFSR. In particular, the following

types of feedback functions are considered:

f5(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb · xc · xd (5.1)

f5(x0, x1, . . . , xn−1) = x0 ⊕ xa · xb ⊕ xc · xd · xe (5.2)

f5(x0, x1, . . . , xn−1) = x0 ⊕ xa · xb · xc ⊕ xd · xe · xh (5.3)

f5(x0, x1, . . . , xn−1) = x0 ⊕ xa ⊕ xb · xc ⊕ xd · xe · xh (5.4)

After we verified all the four types of feedback functions using our period

testing algorithm, we found that the first three types of feedback functions defined

in (5.1), (5.2) and (5.3) did not provide any function with optimal period whereas

the last function defined in (5.4) is the only type of feedback function that provides

functions with optimal periods for NLFSRs. Therefore, we used our construction

method (SFG) described in section 4.3 to construct all the possible feedback

functions of this type (5.4) for n ≤ 25. Tables [5.8–5.28] list the new feedback

functions with optimal periods in the range (5 ≤ n ≤ 25) for the type defined

in (5.4), which is the type 5 considered in this work (see section 5.2.2).
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5.2.1 Proposed New Feedback Functions of Type 5

We proposed 1138 functions of type 5 with optimal periods for n = 5 . . . 25. There

are no new functions for n = 4. Examples of the feedback functions of type 5 that

have optimal periods are listed in Table 5.7 (see section 5.2.2 for the complete list).

Each function in Table 5.7 is of the form: [n 0 a b c d e h] where n is

the size of the NLFSR, and a, b, c, d, e and h are the indices of the variables in

type 5 functions, as defined in (5.4) in the previous section.

Table 5.7: Examples of Type 5 Functions with Optimal Periods

n 0 a b c d e h n 0 a b c d e h

5 0 1 1 3 1 2 3 16 0 1 2 4 3 4 6

6 0 1 2 3 1 2 3 17 0 1 2 9 3 8 13

7 0 1 1 4 1 3 4 18 0 1 6 7 6 12 16

8 0 1 1 4 2 4 5 19 0 1 2 4 1 3 7

9 0 1 1 6 1 5 6 20 0 1 7 10 3 12 14

10 0 1 2 3 1 2 3 21 0 1 10 14 3 7 11

11 0 1 1 3 3 4 5 22 0 2 5 7 1 13 18

12 0 1 2 5 2 3 11 23 0 7 5 9 8 12 22

13 0 1 1 9 3 4 9 24 0 1 3 6 2 10 14

14 0 1 2 4 2 5 8 25 0 6 10 14 9 13 14

15 0 1 3 9 4 6 8
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In Table 5.7, the indices of the state variables of NLFSR feedback functions are

expressed as x0, xa, xb, xc, xd, xe, xh, respectively. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0 ⊕ x1 ⊕ x1 · x3 ⊕ x1 · x2 · x3 is a function of type 5 with register size n = 5, and

is represented in Table 5.7 by the following entry: [5 0 1 1 3 1 2 3].

We note that number of variables in the largest product term (last term) of the

presented functions in this table, is equal three. Therefore, this type of feed-

back function is of algebraic degree 3. This type of function is close to type 3 in

terms of number of the tabs and increasing the circuit complexity of the function.

This type of functions is new, and it can meet the purposes of security protection

for many cryptographic applications especially increasing the complexity of the

modern stream cipher cryptosystems.

Figure 5.6 shows the new NLFSR feedback functions of Type 5 which are

explored by our construction method for each function size n. We notice that

our proposed type (Type 5) is quite promising comparing with other four types

proposed by Dubrova [1]. For n = 11, we obtained 161 new feedback functions of

this type which is the largest among other values of n. It also shows that there

were no existing feedback functions for n = 4. Moreover, It should be noted that

there are only few new feedback functions that can be obtained for n = 23, 24

and 25.
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Figure 5.6: Exploring New NLFSR Feedback Functions of Type 5.

Figure 5.7: Total Number of Feedback Functions (Proposed and Existing) For all
Types.

Figure 5.7 shows the total number of feedback functions for all the five types

considered in our work. It shows that our construction method proposed new

NLFSR feedback functions for almost every size of n between 4 and 25. It should

be noted that we proposed a large number of NLFSR feedback functions compar-

ing with the feedback functions proposed by Dubrova [1]. Moreover, For n = 11,

we obtained a total of 291 feedback functions for all types which is the largest
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among other values of n. Since there were no new feedback functions for n = 25

for the first three types of feedback functions, whereas only 1 and 3 feedback

functions were found for type 4 and type 5, respectively. Moreover, because feed-

back functions enumeration process requires long searching time since the time

complexity of this process is exponential in the length of the shift register, n.

Therefore, we conclude that going beyond n = 25 seems not promising and we

decide to stop our experiments of exploring new NLFSR feedback functions with

n = 25.
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5.2.2 List of the Proposed Feedback Functions of Type 5

In this section, we reiterate the explanation of the proposed feedback functions

of type 5 for completeness and clarity purpose. Tables [5.8–5.28] list the new

feedback functions of type 5 with optimal periods for (5 ≤ n ≤ 25).

Table 5.8 lists the new feedback functions of type 5 that have optimal periods

for n = 5. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x2⊕x1 ·x2⊕x1 ·x2 ·x4 is a function of type 5 with register size n = 5, and is

represented in Table 5.8 by the following entry: [5 0 2 1 2 1 2 4]. This

type of feedback function is of algebraic degree 3 because of the number of vari-

ables in the largest product term (last term) of the presented functions in this

table is equal three. We obtained (18) new feedback functions of this type for

(n = 5) which are constructed by our construction method (SFG) described in

section 4.3.

Table 5.8: NLFSR Functions (Type 5) with Optimal Periods, n = 5

n 0 a b c d e h n 0 a b c d e h

5 0 1 1 3 1 2 3 5 0 2 1 2 1 2 4

5 0 1 1 3 2 3 4 5 0 2 1 2 1 3 4

5 0 1 1 4 1 2 4 5 0 2 1 4 1 2 3

5 0 1 1 4 1 3 4 5 0 2 1 4 1 2 4

Continued on next page
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Table 5.8 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

5 0 1 2 3 1 2 3 5 0 2 1 4 2 3 4

5 0 1 2 3 1 2 4 5 0 2 2 3 1 2 3

5 0 1 2 3 2 3 4 5 0 2 2 3 2 3 4

5 0 1 3 4 1 2 3 5 0 2 3 4 1 2 4

5 0 1 3 4 2 3 4 5 0 2 3 4 1 3 4

Table 5.9 lists the feedback functions of type 5 that have optimal periods

for n = 6. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0 ⊕ x1 ⊕ x2 · x3 ⊕ x1 · x2 · x3 is a function of type 5 with register size n = 6, and

is represented in Table 5.9 by the following entry: [5 0 1 2 3 1 2 3].

A total of (25) new feedback functions for (n = 6) have been yielded.

Table 5.9: NLFSR Functions (Type 5) with Optimal Periods, n = 6

n 0 a b c d e h n 0 a b c d e h

6 0 1 2 3 1 2 3 6 0 2 1 3 1 2 5
6 0 1 2 3 1 2 4 6 0 2 1 3 1 4 5
6 0 1 2 3 1 2 5 6 0 2 1 3 2 4 5
6 0 1 2 3 2 3 5 6 0 2 1 3 3 4 5
6 0 1 2 3 3 4 5 6 0 2 1 4 1 3 5
6 0 1 2 4 1 2 3 6 0 2 1 5 1 3 4
6 0 1 2 4 1 2 4 6 0 2 1 5 1 3 5
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Table 5.9 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

6 0 1 2 4 1 2 5 6 0 2 3 5 1 3 4
6 0 1 2 5 1 3 4 6 0 2 3 5 2 3 4
6 0 1 3 4 2 3 5 6 0 2 3 5 2 3 5
6 0 1 3 4 3 4 5 6 0 3 1 4 1 2 3
6 0 1 4 5 1 2 3 6 0 3 1 4 3 4 5
6 0 1 4 5 2 4 5

Table 5.10 lists the feedback functions of type 5 that have optimal periods

for n = 7. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x1⊕x1 ·x4⊕x1 ·x3 ·x4 is a function of type 5 with register size n = 7, and is

represented in Table 5.10 by the following entry: [5 0 1 1 4 1 3 4]. For

n = 7, we obtained (87) new feedback functions with optimal periods of this type.

Table 5.10: NLFSR Functions (Type 5) with Optimal Periods, n = 7

n 0 a b c d e h n 0 a b c d e h

7 0 1 1 4 1 3 4 7 0 1 3 5 1 3 5
7 0 1 1 4 2 3 4 7 0 1 3 5 3 4 5
7 0 1 1 4 3 5 6 7 0 1 3 5 4 5 6
7 0 1 1 5 1 4 5 7 0 1 4 5 1 2 6
7 0 1 1 6 1 3 6 7 0 1 4 5 1 3 4
7 0 1 1 6 1 5 6 7 0 1 4 5 2 3 5
7 0 1 2 3 1 3 5 7 0 1 4 6 1 3 5
7 0 1 2 3 2 3 5 7 0 1 5 6 1 4 5
7 0 1 2 5 1 2 4 7 0 1 5 6 3 5 6
7 0 1 2 5 1 4 5 7 0 2 1 2 1 2 6
7 0 1 2 5 1 5 6 7 0 2 1 3 1 3 5
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Table 5.10 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

7 0 1 2 5 2 3 5 7 0 2 1 3 2 4 6
7 0 1 2 5 2 5 6 7 0 2 1 4 1 3 4
7 0 1 3 4 1 3 4 7 0 2 1 4 1 4 6
7 0 1 3 4 1 3 5 7 0 2 1 4 2 4 6
7 0 1 3 4 2 4 5 7 0 2 1 6 1 5 6
7 0 1 3 5 1 2 5 7 0 2 1 6 2 3 5
7 0 2 1 6 2 4 6 7 0 2 3 5 2 4 6
7 0 2 1 6 2 5 6 7 0 2 3 6 1 2 4
7 0 2 1 6 4 5 6 7 0 2 3 6 3 4 6
7 0 2 2 3 3 4 5 7 0 2 4 5 1 2 3
7 0 2 2 3 4 5 6 7 0 2 4 6 1 2 5
7 0 2 2 5 1 2 5 7 0 2 4 6 1 2 6
7 0 2 2 5 2 3 5 7 0 2 4 6 2 5 6
7 0 2 2 5 2 5 6 7 0 3 1 2 1 2 5
7 0 2 2 6 1 3 5 7 0 3 1 3 1 3 5
7 0 2 2 6 1 3 6 7 0 3 1 5 3 5 6
7 0 2 2 6 1 4 6 7 0 3 1 6 1 5 6
7 0 2 2 6 2 4 6 7 0 3 1 6 4 5 6
7 0 2 3 4 1 2 3 7 0 3 2 3 1 4 5
7 0 2 3 4 2 3 5 7 0 3 2 3 2 5 6
7 0 2 3 4 2 4 5 7 0 3 2 4 1 3 5
7 0 2 3 4 2 5 6 7 0 3 2 5 1 3 5
7 0 2 3 4 3 5 6 7 0 3 2 5 1 4 5
7 0 2 3 4 4 5 6 7 0 3 2 5 2 3 4
7 0 3 2 5 2 3 6 7 0 3 4 5 2 3 5
7 0 3 2 5 4 5 6 7 0 3 4 5 2 3 6
7 0 3 3 4 1 3 4 7 0 3 4 5 3 5 6
7 0 3 3 4 3 4 5 7 0 3 5 6 1 5 6
7 0 3 3 4 3 4 6 7 0 3 5 6 2 3 5
7 0 3 3 5 1 4 5 7 0 3 5 6 2 4 5
7 0 3 3 5 3 5 6 7 0 3 5 6 3 4 5
7 0 3 4 5 1 2 5 7 0 3 5 6 3 5 6
7 0 3 4 5 1 4 5
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Table 5.11 lists the feedback functions of type 5 that have optimal periods

for n = 8. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0 ⊕ x1 ⊕ x1 · x4 ⊕ x2 · x4 · x5 is a function of type 5 with register size n = 8, and

is represented in Table 5.11 by the following entry: [5 0 1 1 4 2 4 5].

A total of (104) new feedback functions for (n = 8) have been constructed.

Table 5.11: NLFSR Functions (Type 5) with Optimal Periods, n = 8

n 0 a b c d e h n 0 a b c d e h

8 0 1 1 4 2 4 5 8 0 1 2 6 1 4 7
8 0 1 1 7 1 3 7 8 0 1 2 6 2 3 7
8 0 1 1 7 1 5 7 8 0 1 2 6 2 4 6
8 0 1 2 3 1 4 5 8 0 1 2 7 2 4 6
8 0 1 2 3 2 3 7 8 0 1 3 4 1 2 3
8 0 1 2 4 1 2 3 8 0 1 3 4 1 5 6
8 0 1 2 4 1 3 6 8 0 1 3 4 2 6 7
8 0 1 2 4 1 6 7 8 0 1 3 5 2 4 6
8 0 1 2 4 2 3 6 8 0 1 3 6 1 2 7
8 0 1 2 5 1 2 4 8 0 1 3 6 1 4 7
8 0 1 2 5 1 2 6 8 0 1 3 6 2 4 5
8 0 1 2 5 1 2 7 8 0 1 3 6 2 4 6
8 0 1 2 5 1 5 6 8 0 1 3 6 2 5 7
8 0 1 2 5 2 4 6 8 0 1 3 7 3 5 7
8 0 1 2 5 3 6 7 8 0 1 4 5 3 4 6
8 0 1 2 5 5 6 7 8 0 1 4 6 2 3 7
8 0 1 2 6 1 2 6 8 0 1 4 7 1 6 7
8 0 1 4 7 2 3 4 8 0 2 1 7 2 5 6
8 0 1 5 6 2 3 4 8 0 2 1 7 3 5 7
8 0 1 5 6 2 4 6 8 0 2 2 5 1 5 7
8 0 1 6 7 1 2 6 8 0 2 2 5 3 5 7
8 0 1 6 7 2 4 5 8 0 2 3 5 1 2 7
8 0 1 6 7 2 6 7 8 0 2 3 5 1 5 6
8 0 1 6 7 5 6 7 8 0 2 3 5 2 3 7
8 0 2 1 3 2 3 7 8 0 2 3 7 1 2 4
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Table 5.11 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

8 0 2 1 3 4 6 7 8 0 2 3 7 1 2 6
8 0 2 1 5 1 2 3 8 0 2 3 7 1 3 6
8 0 2 1 5 1 5 6 8 0 2 3 7 2 6 7
8 0 2 1 5 2 3 5 8 0 2 3 7 4 6 7
8 0 2 1 5 3 4 6 8 0 2 4 5 1 5 7
8 0 2 1 5 3 6 7 8 0 2 5 7 1 2 6
8 0 2 1 6 3 5 7 8 0 2 5 7 2 3 6
8 0 2 1 7 1 2 3 8 0 2 5 7 3 6 7
8 0 2 1 7 1 2 6 8 0 2 5 7 4 5 7
8 0 2 1 7 2 3 4 8 0 3 1 4 1 2 6
8 0 3 1 4 1 6 7 8 0 3 4 5 1 2 4
8 0 3 1 4 3 4 6 8 0 3 4 5 1 3 6
8 0 3 1 4 4 6 7 8 0 3 4 5 1 4 6
8 0 3 1 6 2 4 5 8 0 3 4 5 2 3 4
8 0 3 1 7 3 5 7 8 0 3 4 5 3 6 7
8 0 3 2 3 1 2 6 8 0 3 4 6 2 4 6
8 0 3 2 3 2 6 7 8 0 3 4 6 4 5 6
8 0 3 2 4 1 4 7 8 0 3 4 6 4 5 7
8 0 3 2 6 1 2 3 8 0 3 4 7 2 4 5
8 0 3 2 6 1 2 6 8 0 3 4 7 3 4 7
8 0 3 2 6 1 3 5 8 0 3 4 7 4 5 6
8 0 3 2 6 1 4 6 8 0 3 4 7 4 6 7
8 0 3 2 6 1 4 7 8 0 3 5 6 1 2 3
8 0 3 2 6 2 4 6 8 0 3 5 6 3 4 7
8 0 3 2 6 4 6 7 8 0 3 5 7 1 3 7
8 0 3 2 7 1 2 7 8 0 3 6 7 2 4 6
8 0 3 4 5 1 2 3 8 0 3 6 7 3 6 7

Table 5.12 lists the feedback functions of type 5 that have optimal periods

for n = 9. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0 ⊕ x1 ⊕ x1 · x6 ⊕ x1 · x5 · x6 is a function of type 5 with register size n = 9, and
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is represented in Table 5.12 by the following entry: [5 0 1 1 6 1 5 6].

We obtained (109) new feedback functions with optimal periods of this type for

(n = 9).

Table 5.12: NLFSR Functions (Type 5) with Optimal Periods, n = 9

n 0 a b c d e h n 0 a b c d e h

9 0 1 1 6 1 5 6 9 0 1 3 6 2 4 7
9 0 1 1 6 2 3 7 9 0 1 3 6 4 5 7
9 0 1 2 3 1 3 8 9 0 1 3 8 2 5 7
9 0 1 2 4 1 3 5 9 0 1 4 5 1 7 8
9 0 1 2 5 1 5 7 9 0 1 4 5 3 5 7
9 0 1 2 6 2 4 6 9 0 1 4 5 4 5 8
9 0 1 2 6 4 6 8 9 0 1 4 7 1 4 7
9 0 1 2 7 1 2 7 9 0 1 5 6 1 4 8
9 0 1 3 4 3 4 6 9 0 1 5 6 1 6 8
9 0 1 3 5 1 2 4 9 0 1 5 6 1 7 8
9 0 1 3 5 2 3 6 9 0 1 5 8 1 2 4
9 0 1 3 5 2 4 6 9 0 1 5 8 1 4 7
9 0 1 3 5 3 5 7 9 0 1 5 8 3 4 5
9 0 1 3 6 1 2 4 9 0 1 6 7 1 3 4
9 0 1 3 6 1 3 6 9 0 1 6 8 1 3 7
9 0 1 3 6 1 4 6 9 0 1 6 8 3 5 7
9 0 1 3 6 1 7 8 9 0 1 7 8 1 2 7
9 0 2 1 4 2 3 4 9 0 2 3 8 5 6 8
9 0 2 1 4 3 6 8 9 0 2 3 8 6 7 8
9 0 2 1 6 4 7 8 9 0 2 4 5 1 2 7
9 0 2 1 7 2 4 8 9 0 2 4 5 2 4 5
9 0 2 1 7 2 6 8 9 0 2 4 5 3 4 6
9 0 2 1 8 2 4 7 9 0 2 4 5 4 7 8
9 0 2 2 3 5 6 7 9 0 2 4 6 1 2 8
9 0 2 2 6 1 3 5 9 0 2 4 6 1 3 7
9 0 2 2 7 2 7 8 9 0 2 4 6 2 4 5
9 0 2 3 4 1 2 4 9 0 2 4 6 2 5 7
9 0 2 3 4 1 7 8 9 0 2 4 7 1 2 4
9 0 2 3 4 3 4 5 9 0 2 4 7 2 5 6
9 0 2 3 5 3 5 7 9 0 2 4 7 3 4 8
9 0 2 3 6 1 4 5 9 0 2 4 7 4 5 8
9 0 2 3 6 3 4 5 9 0 2 4 8 1 2 7
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Table 5.12 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

9 0 2 3 6 3 5 8 9 0 2 4 8 1 2 8
9 0 2 3 8 2 3 5 9 0 2 4 8 1 4 7
9 0 2 3 8 3 4 6 9 0 2 4 8 2 4 8
9 0 2 5 6 1 3 4 9 0 4 2 3 3 4 5
9 0 2 5 6 1 3 8 9 0 4 2 3 3 6 7
9 0 2 5 6 2 3 8 9 0 4 2 3 4 6 7
9 0 2 5 6 3 6 8 9 0 4 2 5 1 6 8
9 0 2 6 8 1 4 6 9 0 4 2 6 1 2 5
9 0 2 6 8 2 6 7 9 0 4 2 6 5 7 8
9 0 2 6 8 3 6 7 9 0 4 2 7 1 6 8
9 0 2 7 8 1 7 8 9 0 4 2 7 6 7 8
9 0 3 1 4 3 4 5 9 0 4 2 8 3 5 8
9 0 3 1 4 4 7 8 9 0 4 3 5 2 4 8
9 0 3 1 6 1 4 7 9 0 4 3 6 2 3 5
9 0 3 1 7 1 6 8 9 0 4 3 8 2 3 7
9 0 3 1 7 2 6 7 9 0 4 3 8 4 5 8
9 0 3 2 5 4 5 8 9 0 4 5 6 3 5 6
9 0 3 4 7 2 3 6 9 0 4 5 8 2 3 7
9 0 3 4 7 3 4 8 9 0 4 5 8 2 5 8
9 0 3 5 8 1 7 8 9 0 4 6 7 5 6 7
9 0 4 2 3 2 7 8 9 0 4 6 8 3 4 5
9 0 4 6 8 3 7 8 9 0 4 7 8 2 4 5
9 0 4 6 8 4 5 6

Table 5.13 lists the feedback functions of type 5 that have optimal periods for

n = 10. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x2 · x3⊕ x1 · x2 · x3 is a function of type 5 with register size n = 10, and

is represented in Table 5.13 by the following entry: [5 0 1 2 3 1 2 3].

A total of (105) new feedback functions for (n = 10) have been proposed.
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Table 5.13: NLFSR Functions (Type 5) with Optimal Periods, n = 10

n 0 a b c d e h n 0 a b c d e h

10 0 1 2 3 1 2 3 10 0 1 4 7 1 4 7
10 0 1 2 3 1 2 9 10 0 1 4 8 1 4 6
10 0 1 2 4 2 3 7 10 0 1 4 8 1 5 7
10 0 1 2 4 4 6 8 10 0 1 5 6 1 4 5
10 0 1 2 5 2 3 6 10 0 1 5 6 1 4 7
10 0 1 2 5 4 5 8 10 0 1 5 6 2 3 8
10 0 1 2 7 1 4 9 10 0 1 5 7 3 5 9
10 0 1 2 7 2 5 7 10 0 1 6 7 2 3 7
10 0 1 2 8 1 3 7 10 0 1 7 9 5 7 9
10 0 1 2 8 1 7 9 10 0 1 8 9 2 4 5
10 0 1 2 8 3 4 7 10 0 2 1 3 2 4 9
10 0 1 2 9 1 6 8 10 0 2 1 4 1 3 9
10 0 1 3 4 4 7 9 10 0 2 1 4 1 7 9
10 0 1 3 8 2 3 8 10 0 2 1 5 1 6 9
10 0 1 4 5 1 6 9 10 0 2 1 5 2 6 9
10 0 1 4 6 4 7 8 10 0 2 1 7 1 5 8
10 0 1 4 7 1 4 6 10 0 2 1 7 1 8 9
10 0 2 1 7 2 3 5 10 0 3 1 6 6 7 9
10 0 2 1 7 2 6 9 10 0 3 2 4 1 5 8
10 0 2 1 9 1 5 7 10 0 3 2 4 5 6 9
10 0 2 1 9 4 8 9 10 0 3 2 5 2 3 8
10 0 2 3 8 1 3 7 10 0 3 2 6 1 3 7
10 0 2 3 8 1 7 9 10 0 3 2 6 1 8 9
10 0 2 3 9 2 5 9 10 0 3 2 6 2 3 6
10 0 2 3 9 5 7 8 10 0 3 2 6 2 3 8
10 0 2 4 5 1 3 7 10 0 3 2 6 2 5 7
10 0 2 5 7 1 5 9 10 0 3 2 6 2 6 7
10 0 2 5 9 1 4 5 10 0 3 2 6 4 7 8
10 0 2 5 9 4 6 9 10 0 3 2 7 4 7 8
10 0 2 6 7 3 5 9 10 0 3 2 8 1 2 9
10 0 2 7 9 1 7 8 10 0 3 2 8 3 5 6
10 0 3 1 2 2 3 5 10 0 3 2 9 2 3 6
10 0 3 1 2 2 6 8 10 0 3 4 6 2 3 4
10 0 3 1 2 3 6 8 10 0 3 4 6 3 4 5
10 0 3 1 6 4 6 8 10 0 3 4 9 2 6 7
10 0 3 4 9 2 8 9 10 0 4 1 9 1 8 9
10 0 3 4 9 4 6 8 10 0 4 3 5 1 2 8
10 0 3 5 6 1 3 8 10 0 4 3 5 2 5 6
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Table 5.13 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

10 0 3 5 6 2 8 9 10 0 4 3 5 2 7 9
10 0 3 5 6 3 7 8 10 0 4 3 5 3 7 8
10 0 3 6 7 2 6 8 10 0 4 3 7 1 2 3
10 0 3 6 8 2 4 8 10 0 4 3 7 1 4 6
10 0 3 6 9 2 4 7 10 0 4 3 7 2 3 4
10 0 3 7 8 2 7 8 10 0 4 5 7 1 6 7
10 0 3 8 9 3 8 9 10 0 4 5 7 2 5 9
10 0 3 8 9 5 6 7 10 0 4 5 7 3 4 9
10 0 4 1 5 1 3 9 10 0 4 5 7 7 8 9
10 0 4 1 5 2 5 7 10 0 4 5 9 2 5 6
10 0 4 1 5 3 4 9 10 0 4 6 7 1 7 9
10 0 4 1 5 7 8 9 10 0 4 7 8 1 3 9
10 0 4 1 7 1 5 8 10 0 5 2 7 4 6 9
10 0 4 1 7 4 7 9 10 0 5 2 7 4 7 9
10 0 4 1 7 7 8 9

Table 5.14 lists the feedback functions of type 5 that have optimal periods for

n = 11. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x1⊕x1 ·x3⊕x3 ·x4 ·x5 is a function of type 5 with register size n = 11, and is

represented in Table 5.14 by the following entry: [5 0 1 1 3 3 4 5]. For

n = 11, we obtained (161) new feedback functions of this type which is the largest

among other values of n.
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Table 5.14: NLFSR Functions (Type 5) with Optimal Periods, n = 11

n 0 a b c d e h n 0 a b c d e h

11 0 1 1 3 3 4 5 11 0 1 3 9 2 4 9
11 0 1 1 3 8 9 10 11 0 1 3 9 2 7 8
11 0 1 1 6 4 5 6 11 0 1 3 10 3 6 8
11 0 1 1 8 2 3 9 11 0 1 4 5 3 5 7
11 0 1 1 10 1 3 10 11 0 1 4 7 1 3 10
11 0 1 2 3 5 6 7 11 0 1 4 7 1 5 10
11 0 1 2 3 5 7 9 11 0 1 4 7 5 6 9
11 0 1 2 5 3 5 7 11 0 1 4 9 5 6 10
11 0 1 2 7 2 3 4 11 0 1 5 7 3 7 9
11 0 1 2 7 3 5 10 11 0 1 5 8 1 5 8
11 0 1 2 9 2 4 9 11 0 1 5 8 6 9 10
11 0 1 3 4 8 9 10 11 0 1 6 7 1 4 5
11 0 1 3 5 1 4 9 11 0 1 6 7 1 8 10
11 0 1 3 6 3 4 9 11 0 1 6 9 2 5 10
11 0 1 3 6 3 6 8 11 0 1 6 9 3 8 10
11 0 1 3 8 5 8 10 11 0 1 6 9 4 5 6
11 0 1 3 9 1 2 5 11 0 1 6 9 4 9 10
11 0 1 6 10 2 6 10 11 0 2 4 7 4 5 9
11 0 1 7 9 4 5 6 11 0 2 4 9 1 4 9
11 0 1 7 10 3 5 9 11 0 2 4 10 2 6 9
11 0 1 7 10 4 6 7 11 0 2 5 7 1 3 7
11 0 2 1 3 2 4 8 11 0 2 5 10 1 5 10
11 0 2 1 3 4 8 10 11 0 2 5 10 1 8 10
11 0 2 1 4 1 4 10 11 0 2 5 10 2 4 5
11 0 2 1 7 5 7 9 11 0 2 5 10 3 6 8
11 0 2 1 8 2 3 9 11 0 2 6 7 1 5 8
11 0 2 1 8 3 4 10 11 0 2 6 7 3 4 7
11 0 2 1 10 4 6 9 11 0 2 6 9 2 5 8
11 0 2 3 5 2 4 8 11 0 2 6 10 2 5 8
11 0 2 3 5 3 5 7 11 0 2 7 8 3 7 10
11 0 2 3 8 2 4 6 11 0 2 7 8 4 5 8
11 0 2 3 8 2 4 9 11 0 2 7 10 2 8 9
11 0 2 3 8 3 5 6 11 0 2 8 9 3 8 9
11 0 2 4 5 4 6 8 11 0 2 8 10 7 9 10
11 0 2 4 7 1 2 9 11 0 2 9 10 1 2 8
11 0 3 1 4 1 5 8 11 0 3 6 7 2 4 5
11 0 3 1 4 1 7 10 11 0 3 6 7 3 4 7
11 0 3 1 7 2 5 7 11 0 3 6 9 1 2 5
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Table 5.14 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

11 0 3 1 7 2 7 9 11 0 3 7 8 4 5 7
11 0 3 1 8 2 5 10 11 0 3 7 9 1 4 9
11 0 3 1 9 1 4 10 11 0 3 7 9 4 7 8
11 0 3 1 10 5 8 9 11 0 3 7 9 4 9 10
11 0 3 2 7 2 3 7 11 0 3 7 10 1 3 9
11 0 3 2 7 3 7 8 11 0 3 7 10 3 8 10
11 0 3 3 4 7 8 10 11 0 4 1 2 2 3 4
11 0 3 3 8 2 3 8 11 0 4 1 2 4 5 9
11 0 3 3 8 3 7 8 11 0 4 1 2 4 6 9
11 0 3 3 9 3 6 9 11 0 4 1 2 4 6 10
11 0 3 4 7 6 9 10 11 0 4 1 5 3 7 9
11 0 3 4 9 1 2 5 11 0 4 1 6 2 4 7
11 0 3 4 9 1 7 9 11 0 4 1 6 3 5 6
11 0 3 5 6 1 3 10 11 0 4 1 6 4 5 7
11 0 3 5 10 4 5 10 11 0 4 1 7 1 3 9
11 0 4 1 7 3 5 9 11 0 4 6 8 1 4 9
11 0 4 2 5 4 6 7 11 0 4 6 9 4 6 10
11 0 4 2 5 6 8 9 11 0 4 6 9 5 6 8
11 0 4 2 6 1 5 10 11 0 4 6 10 8 9 10
11 0 4 2 6 2 5 7 11 0 4 7 10 2 3 6
11 0 4 2 6 4 6 8 11 0 4 8 9 1 8 10
11 0 4 2 6 5 8 10 11 0 4 8 9 4 6 10
11 0 4 2 8 1 6 7 11 0 4 8 10 7 8 9
11 0 4 2 9 3 6 9 11 0 4 9 10 2 5 9
11 0 4 3 6 1 8 9 11 0 4 9 10 3 4 5
11 0 4 3 8 8 9 10 11 0 5 1 5 2 4 10
11 0 4 3 9 2 6 8 11 0 5 1 5 2 6 10
11 0 4 4 7 2 4 7 11 0 5 1 8 1 7 8
11 0 4 5 6 7 8 9 11 0 5 1 9 2 4 7
11 0 4 5 8 2 7 8 11 0 5 1 10 4 7 8
11 0 4 5 8 4 5 8 11 0 5 1 10 6 7 9
11 0 4 5 8 4 5 10 11 0 5 2 3 2 7 9
11 0 4 6 8 1 2 5 11 0 5 2 3 3 4 5
11 0 5 2 7 5 7 10 11 0 5 6 8 6 8 10
11 0 5 2 8 4 8 10 11 0 5 7 8 3 6 10
11 0 5 3 4 2 3 10 11 0 5 7 9 1 3 5
11 0 5 3 7 1 6 7 11 0 5 7 9 1 4 6
11 0 5 3 7 6 7 8 11 0 5 7 9 2 3 10
11 0 5 3 7 7 9 10 11 0 5 7 9 4 8 9
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Table 5.14 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

11 0 5 3 8 1 7 10 11 0 5 7 10 5 7 10
11 0 5 4 7 3 7 10 11 0 5 8 9 5 6 9
11 0 5 4 9 4 7 9 11 0 5 9 10 4 5 10
11 0 5 6 7 6 7 9

Table 5.15 lists the feedback functions of type 5 that have optimal periods for

n = 12. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x2 · x5⊕ x2 · x3 · x11 is a function of type 5 with register size n = 12, and

is represented in Table 5.15 by the following entry: [5 0 1 2 5 2 3 11].

A total of (87) new feedback functions for (n = 12) have been yielded.

Table 5.15: NLFSR Functions (Type 5) with Optimal Periods, n = 12

n 0 a b c d e h n 0 a b c d e h

12 0 1 2 5 2 3 11 12 0 1 6 7 1 2 6
12 0 1 2 5 2 6 9 12 0 1 6 7 2 8 9
12 0 1 2 5 4 5 6 12 0 1 6 7 5 9 10
12 0 1 2 6 1 2 6 12 0 1 6 8 1 3 6
12 0 1 2 6 4 5 11 12 0 1 6 8 2 3 4
12 0 1 2 6 6 7 8 12 0 1 6 8 5 7 11
12 0 1 2 7 7 8 11 12 0 1 6 9 2 9 10
12 0 1 2 9 4 8 11 12 0 1 7 9 2 6 8
12 0 1 3 4 3 7 10 12 0 1 8 10 3 10 11
12 0 1 3 6 3 5 10 12 0 1 8 11 1 2 6
12 0 1 3 6 6 8 11 12 0 1 8 11 3 6 8
12 0 1 3 10 1 6 10 12 0 1 8 11 6 8 9
12 0 1 3 10 8 9 10 12 0 1 8 11 7 8 11
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n 0 a b c d e h n 0 a b c d e h

12 0 1 4 8 1 5 11 12 0 1 10 11 9 10 11
12 0 1 4 11 2 4 9 12 0 2 1 3 6 7 8
12 0 1 5 6 2 8 10 12 0 2 1 4 3 5 9
12 0 1 5 7 2 8 10 12 0 2 1 5 1 4 9
12 0 2 1 7 1 2 8 12 0 3 2 5 3 5 8
12 0 2 1 7 2 3 6 12 0 3 2 5 3 7 10
12 0 2 1 7 4 5 10 12 0 3 4 7 5 6 9
12 0 2 1 11 4 5 8 12 0 3 4 10 3 5 11
12 0 2 3 4 1 5 11 12 0 3 4 10 3 8 9
12 0 2 3 7 5 9 10 12 0 3 5 8 1 4 5
12 0 2 3 9 1 6 9 12 0 3 5 8 2 7 9
12 0 2 3 9 4 6 7 12 0 3 7 8 2 5 8
12 0 2 5 9 1 5 9 12 0 4 1 5 4 6 8
12 0 2 6 11 1 3 9 12 0 4 1 5 4 7 8
12 0 2 7 11 4 10 11 12 0 4 5 9 1 2 7
12 0 2 8 9 1 3 5 12 0 4 5 9 4 6 8
12 0 2 9 10 1 3 11 12 0 4 7 11 4 7 8
12 0 2 9 11 3 4 8 12 0 5 1 4 3 4 11
12 0 3 1 4 6 10 11 12 0 5 1 6 1 2 6
12 0 3 1 6 1 4 10 12 0 5 1 10 1 6 10
12 0 3 1 10 7 8 10 12 0 5 2 10 5 7 11
12 0 3 2 5 1 2 6 12 0 5 3 9 1 3 9
12 0 5 4 6 1 2 4 12 0 5 6 9 3 6 9
12 0 5 4 6 1 2 10 12 0 5 6 9 4 6 10
12 0 5 4 6 1 3 7 12 0 5 6 10 1 4 5
12 0 5 4 10 2 3 7 12 0 5 6 10 2 3 6
12 0 5 4 10 2 4 6 12 0 5 6 11 1 6 7
12 0 5 4 10 3 4 6 12 0 5 8 9 3 8 9
12 0 5 6 7 6 7 11 12 0 5 8 10 1 9 10
12 0 5 6 8 1 2 3 12 0 5 8 10 4 10 11
12 0 5 6 8 3 4 10
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Table 5.16 lists the feedback functions of type 5 that have optimal periods for

n = 13. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x1 · x9⊕ x3 · x4 · x9 is a function of type 5 with register size n = 13, and

is represented in Table 5.16 by the following entry: [5 0 1 1 9 3 4 9].

We obtained (123) new feedback functions of this type for (n = 13) which are

constructed by our construction method (SFG) described in section 4.3.

Table 5.16: NLFSR Functions (Type 5) with Optimal Periods, n = 13

n 0 a b c d e h n 0 a b c d e h

13 0 1 1 9 3 4 9 13 0 1 6 7 4 8 11
13 0 1 1 11 8 9 12 13 0 1 7 10 1 6 12
13 0 1 2 3 1 4 10 13 0 1 7 11 4 5 6
13 0 1 2 7 1 3 8 13 0 1 7 12 1 3 5
13 0 1 2 7 1 8 12 13 0 1 8 9 1 5 11
13 0 1 2 8 7 9 11 13 0 1 8 9 3 10 11
13 0 1 3 5 5 8 11 13 0 1 9 10 1 10 11
13 0 1 3 7 7 10 11 13 0 1 10 12 1 3 7
13 0 1 3 11 1 2 12 13 0 2 1 3 2 8 10
13 0 1 4 6 5 7 9 13 0 2 1 4 2 11 12
13 0 1 5 6 2 5 9 13 0 2 1 6 2 3 10
13 0 1 5 6 3 11 12 13 0 2 1 10 2 5 8
13 0 1 5 6 4 5 7 13 0 2 3 4 3 4 5
13 0 1 5 7 5 8 10 13 0 2 3 4 5 6 12
13 0 1 5 8 2 5 11 13 0 2 3 10 2 3 12
13 0 1 5 10 1 4 7 13 0 2 3 12 2 5 7
13 0 1 5 11 6 8 11 13 0 2 3 12 3 4 6
13 0 2 4 7 2 6 10 13 0 3 3 10 2 3 10
13 0 2 4 7 5 6 8 13 0 3 5 9 1 3 6
13 0 2 5 8 1 2 10 13 0 3 5 12 2 7 9
13 0 2 6 9 1 7 12 13 0 3 6 9 1 8 10
13 0 2 6 10 2 3 5 13 0 3 6 11 3 6 9
13 0 2 6 12 4 5 12 13 0 3 6 12 5 7 11

Continued on next page
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Table 5.16 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

13 0 2 6 12 5 6 11 13 0 3 7 8 5 9 11
13 0 2 7 10 7 9 10 13 0 3 7 11 2 8 11
13 0 2 8 9 1 5 6 13 0 3 8 10 1 5 9
13 0 2 8 9 1 8 12 13 0 3 9 12 2 3 6
13 0 2 8 11 1 4 9 13 0 3 9 12 2 11 12
13 0 2 8 12 7 9 11 13 0 3 9 12 3 8 12
13 0 2 11 12 1 10 12 13 0 3 11 12 1 3 8
13 0 2 11 12 3 7 12 13 0 4 1 7 4 6 8
13 0 3 1 5 9 11 12 13 0 4 1 12 6 10 11
13 0 3 1 6 1 11 12 13 0 4 2 3 1 2 3
13 0 3 2 6 4 8 12 13 0 4 2 7 3 6 11
13 0 3 2 9 6 9 10 13 0 4 2 10 5 6 7
13 0 4 3 10 4 5 7 13 0 5 6 9 9 10 11
13 0 4 7 9 4 8 12 13 0 5 6 11 4 6 9
13 0 4 7 10 2 7 9 13 0 5 6 11 6 9 10
13 0 4 7 12 1 2 10 13 0 5 7 8 2 9 11
13 0 4 7 12 8 10 12 13 0 5 7 10 2 3 11
13 0 4 8 10 1 2 5 13 0 5 7 12 2 5 11
13 0 4 8 11 2 5 11 13 0 5 7 12 3 10 11
13 0 4 8 11 3 5 10 13 0 5 8 11 1 3 12
13 0 5 1 2 5 8 12 13 0 5 8 11 3 6 12
13 0 5 1 7 2 9 12 13 0 5 9 10 3 4 11
13 0 5 1 9 1 2 5 13 0 5 9 11 1 5 12
13 0 5 1 9 1 5 8 13 0 5 11 12 5 10 11
13 0 5 1 9 2 3 5 13 0 6 2 3 3 5 8
13 0 5 1 9 3 6 9 13 0 6 2 4 3 8 12
13 0 5 1 10 10 11 12 13 0 6 2 6 4 8 11
13 0 5 4 7 9 10 11 13 0 6 2 8 5 6 10
13 0 5 4 9 1 2 6 13 0 6 2 10 1 10 11
13 0 5 4 9 5 6 9 13 0 6 2 11 5 6 10
13 0 6 2 12 1 4 6 13 0 6 4 9 2 5 11
13 0 6 3 4 2 6 10 13 0 6 4 11 3 8 11
13 0 6 3 10 2 3 10 13 0 6 5 8 4 5 6
13 0 6 3 12 1 5 8 13 0 6 6 11 6 11 12
13 0 6 4 5 1 2 10 13 0 6 8 9 1 4 6
13 0 6 4 8 2 9 10 13 0 6 10 12 2 5 6
13 0 6 4 8 3 7 11 13 0 6 10 12 4 6 8
13 0 6 4 8 5 7 12 13 0 6 11 12 1 2 10
13 0 6 4 9 2 3 10
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Table 5.17 lists the feedback functions of type 5 that have optimal periods for

n = 14. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x2 · x4⊕ x2 · x5 · x8 is a function of type 5 with register size n = 14, and

is represented in Table 5.17 by the following entry: [5 0 1 2 4 2 5 8].

A total of (80) new feedback functions for (n = 14) have been constructed.

Table 5.17: NLFSR Functions (Type 5) with Optimal Periods, n = 14

n 0 a b c d e h n 0 a b c d e h

14 0 1 2 4 2 5 8 14 0 2 1 7 3 7 11
14 0 1 2 5 1 6 10 14 0 2 1 7 4 9 13
14 0 1 2 9 2 7 8 14 0 2 1 9 1 10 11
14 0 1 2 12 1 8 10 14 0 2 3 5 1 2 6
14 0 1 4 5 2 6 10 14 0 2 3 7 3 7 13
14 0 1 4 7 5 7 12 14 0 2 3 11 2 3 9
14 0 1 4 9 1 6 11 14 0 2 3 13 1 4 9
14 0 1 5 12 2 5 11 14 0 2 4 13 3 9 13
14 0 1 5 12 2 8 13 14 0 2 4 13 7 9 13
14 0 1 6 7 4 6 11 14 0 2 5 6 1 5 11
14 0 1 6 10 3 4 11 14 0 2 5 7 3 10 12
14 0 1 6 13 2 7 8 14 0 2 5 7 4 9 12
14 0 1 8 9 3 4 6 14 0 2 5 11 3 7 12
14 0 1 8 11 5 11 12 14 0 2 5 11 4 8 13
14 0 1 8 11 6 12 13 14 0 2 5 11 4 9 10
14 0 1 10 11 1 9 10 14 0 2 5 11 5 9 10
14 0 2 1 3 5 8 13 14 0 2 5 12 3 7 11
14 0 2 5 13 1 7 12 14 0 3 12 13 4 5 7
14 0 2 7 13 2 4 6 14 0 4 2 3 1 5 11
14 0 2 8 13 1 3 5 14 0 4 3 5 7 10 11
14 0 2 9 11 8 12 13 14 0 4 5 13 1 2 9
14 0 3 1 4 1 4 12 14 0 4 7 9 2 3 6

Continued on next page
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Table 5.17 – continued from previous page

n 0 a b c d e h n 0 a b c d e h

14 0 3 1 12 1 3 10 14 0 4 7 9 4 8 11
14 0 3 4 6 4 7 10 14 0 4 9 11 5 10 12
14 0 3 4 8 1 3 13 14 0 5 1 2 2 6 10
14 0 3 4 9 2 4 10 14 0 5 1 4 3 4 11
14 0 3 4 10 5 6 7 14 0 5 2 8 8 10 13
14 0 3 4 10 8 10 11 14 0 5 2 10 7 8 13
14 0 3 4 12 3 12 13 14 0 5 2 11 5 10 11
14 0 3 4 13 8 9 12 14 0 5 6 10 1 5 8
14 0 3 6 7 3 7 10 14 0 5 7 10 2 3 11
14 0 3 6 9 1 6 10 14 0 5 8 10 3 5 8
14 0 3 7 9 1 3 9 14 0 5 8 13 2 12 13
14 0 3 7 9 3 11 13 14 0 5 9 10 1 12 13
14 0 3 10 12 7 9 11 14 0 6 1 5 1 5 8
14 0 6 1 5 10 11 12 14 0 6 3 7 3 6 10
14 0 6 1 9 9 10 11 14 0 6 4 11 9 11 13
14 0 6 1 11 1 6 12 14 0 6 7 12 3 5 11
14 0 6 1 11 2 3 10 14 0 7 2 9 6 7 12
14 0 6 1 12 7 9 11 14 0 7 3 10 3 4 5

Table 5.18 lists the feedback functions of type 5 that have optimal periods for

n = 15. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x3 · x9⊕ x4 · x6 · x8 is a function of type 5 with register size n = 15, and

is represented in Table 5.18 by the following entry: [5 0 1 3 9 4 6 8].

For n = 15, we obtained (58) new feedback functions with optimal periods of this

type.
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Table 5.18: NLFSR Functions (Type 5) with Optimal Periods, n = 15

n 0 a b c d e h n 0 a b c d e h

15 0 1 3 9 4 6 8 15 0 2 1 12 3 6 8
15 0 1 3 11 4 10 11 15 0 2 4 10 1 6 7
15 0 1 4 9 9 11 13 15 0 2 8 12 4 9 14
15 0 1 4 11 1 7 14 15 0 3 2 5 7 12 13
15 0 1 5 7 2 4 8 15 0 3 4 7 3 8 9
15 0 1 5 8 7 10 12 15 0 3 7 10 1 6 10
15 0 1 5 9 5 9 12 15 0 3 10 13 9 10 12
15 0 1 5 12 3 6 11 15 0 4 1 3 7 9 11
15 0 1 5 12 5 7 9 15 0 4 2 5 6 12 13
15 0 1 5 12 5 9 12 15 0 4 3 12 3 4 5
15 0 1 5 13 1 8 14 15 0 4 5 6 4 10 11
15 0 1 6 13 3 8 12 15 0 4 5 12 5 6 12
15 0 1 7 12 1 10 12 15 0 4 6 10 8 10 12
15 0 1 8 13 1 5 8 15 0 4 6 12 3 8 11
15 0 1 9 10 5 8 11 15 0 4 11 12 5 10 12
15 0 1 9 13 3 5 7 15 0 4 12 14 3 7 14
15 0 2 1 10 7 12 14 15 0 5 2 7 4 9 13
15 0 5 3 8 6 7 13 15 0 7 3 12 1 9 10
15 0 5 3 13 2 3 11 15 0 7 5 6 2 7 14
15 0 5 3 13 3 4 12 15 0 7 5 7 5 7 14
15 0 5 7 12 5 7 10 15 0 7 5 12 3 9 14
15 0 6 2 5 2 3 14 15 0 7 6 8 5 7 13
15 0 6 2 14 10 12 13 15 0 7 6 11 1 2 3
15 0 6 5 8 7 8 14 15 0 7 6 11 1 2 5
15 0 6 8 11 4 5 10 15 0 7 6 12 4 8 14
15 0 7 3 6 4 10 13 15 0 7 8 11 2 3 11
15 0 7 3 9 8 10 13 15 0 7 9 11 10 12 14
15 0 7 3 10 4 12 13 15 0 7 11 12 8 11 12
15 0 7 3 11 3 8 12 15 0 7 12 13 5 6 14

Table 5.19 lists the feedback functions of type 5 that have optimal periods for

n = 16. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =
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x0⊕ x1⊕ x2 · x4⊕ x3 · x4 · x6 is a function of type 5 with register size n = 16, and

is represented in Table 5.19 by the following entry: [5 0 1 2 4 3 4 6].

A total of (44) new feedback functions for (n = 16) have been proposed.

Table 5.19: NLFSR Functions (Type 5) with Optimal Periods, n = 16

n 0 a b c d e h n 0 a b c d e h

16 0 1 2 4 3 4 6 16 0 2 13 15 1 2 8
16 0 1 2 8 1 10 15 16 0 3 1 4 1 10 13
16 0 1 4 7 5 7 8 16 0 3 2 6 1 3 14
16 0 1 4 8 1 5 7 16 0 3 2 14 10 11 14
16 0 1 5 8 1 8 12 16 0 3 4 5 10 11 14
16 0 1 7 12 7 8 9 16 0 3 4 15 9 11 12
16 0 1 8 15 4 8 15 16 0 3 6 9 5 12 13
16 0 1 9 14 8 9 14 16 0 3 8 11 4 5 13
16 0 1 10 14 6 7 11 16 0 3 14 15 3 8 14
16 0 2 1 5 5 8 14 16 0 4 7 15 1 4 7
16 0 2 1 11 4 6 15 16 0 4 11 15 6 8 13
16 0 2 1 13 2 10 11 16 0 5 2 11 7 12 15
16 0 2 1 15 4 9 11 16 0 5 4 7 8 11 14
16 0 2 3 15 2 3 9 16 0 5 7 14 7 9 14
16 0 2 5 7 8 9 15 16 0 5 10 14 6 12 14
16 0 2 9 11 7 9 14 16 0 5 12 15 1 5 12
16 0 2 11 15 1 6 15 16 0 6 5 13 7 10 11
16 0 6 9 11 2 3 4 16 0 7 2 15 6 8 11
16 0 7 1 8 2 5 14 16 0 7 4 5 10 11 13
16 0 7 1 10 11 14 15 16 0 7 4 9 3 6 13
16 0 7 1 12 3 4 14 16 0 7 5 12 6 8 11
16 0 7 2 13 3 10 13 16 0 7 9 13 3 11 13
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Table 5.20 lists the feedback functions of type 5 that have optimal periods for

n = 17. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x2 · x9⊕ x3 · x8 · x13 is a function of type 5 with register size n = 17, and

is represented in Table 5.20 by the following entry: [5 0 1 2 9 3 8 13].

We obtained (46) new feedback functions with optimal periods of this type for

(n = 17).

Table 5.20: NLFSR Functions (Type 5) with Optimal Periods, n = 17

n 0 a b c d e h n 0 a b c d e h

17 0 1 2 9 3 8 13 17 0 3 1 13 3 12 14
17 0 1 2 12 4 6 12 17 0 3 2 4 11 13 15
17 0 1 3 5 2 4 7 17 0 3 6 15 2 3 11
17 0 1 3 9 5 12 14 17 0 3 7 10 1 3 4
17 0 1 6 15 5 6 8 17 0 3 7 16 1 11 14
17 0 1 6 15 9 10 15 17 0 3 7 16 12 15 16
17 0 1 7 13 4 11 12 17 0 3 13 16 3 7 16
17 0 1 9 10 5 9 14 17 0 4 1 7 8 10 12
17 0 1 11 16 6 7 11 17 0 4 1 12 11 14 15
17 0 2 1 10 1 13 14 17 0 4 2 8 9 11 13
17 0 2 1 10 4 8 9 17 0 4 5 14 1 5 14
17 0 2 4 8 6 10 16 17 0 5 1 14 3 4 7
17 0 2 4 9 6 7 12 17 0 5 2 16 2 4 6
17 0 2 7 14 3 6 10 17 0 5 6 7 7 11 13
17 0 2 8 14 1 12 13 17 0 5 6 11 2 5 8
17 0 2 10 16 4 5 11 17 0 5 11 13 4 5 7
17 0 2 14 16 4 8 12 17 0 6 1 10 2 11 15
17 0 6 4 10 3 13 14 17 0 7 5 12 4 7 11
17 0 6 4 12 4 6 13 17 0 7 11 14 5 7 16
17 0 6 10 16 1 5 15 17 0 8 6 7 3 10 13
17 0 6 12 13 2 13 14 17 0 8 7 14 13 14 15
17 0 7 2 5 8 9 14 17 0 8 11 16 3 6 14
17 0 7 3 9 1 5 16 17 0 8 14 15 6 10 14
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Table 5.21 lists the feedback functions of type 5 that have optimal periods for

n = 18. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x1⊕x6 ·x7⊕x6 ·x12 ·x16 is a function of type 5 with register size n = 18, and

is represented in Table 5.21 by the following entry: [5 0 1 6 7 6 12 16].

A total of (18) new feedback functions for (n = 18) have been yielded.

Table 5.21: NLFSR Functions (Type 5) with Optimal Periods, n = 18

n 0 a b c d e h n 0 a b c d e h

18 0 1 6 7 6 12 16 18 0 4 11 13 4 11 17
18 0 1 6 9 5 7 16 18 0 5 7 14 6 7 9
18 0 1 6 10 6 7 16 18 0 5 11 16 3 14 16
18 0 2 1 3 1 8 16 18 0 6 7 13 1 6 7
18 0 2 1 7 5 10 13 18 0 7 2 3 3 8 14
18 0 3 1 10 3 6 13 18 0 7 6 12 13 15 17
18 0 3 5 8 6 11 13 18 0 8 1 12 3 9 17
18 0 4 6 13 1 5 9 18 0 8 3 15 3 16 17
18 0 4 8 11 3 13 15 18 0 8 7 13 4 6 8

Table 5.22 lists the feedback functions of type 5 that have optimal periods for

n = 19. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕ x1⊕ x2 · x4⊕ x1 · x3 · x7 is a function of type 5 with register size n = 19, and
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is represented in Table 5.22 by the following entry: [5 0 1 2 4 1 3 7].

For n = 19, we obtained (31) new feedback functions with optimal periods of this

type.

Table 5.22: NLFSR Functions (Type 5) with Optimal Periods, n = 19

n 0 a b c d e h n 0 a b c d e h

19 0 1 2 4 1 3 7 19 0 3 9 14 2 9 10
19 0 1 7 12 2 11 13 19 0 4 1 2 2 5 8
19 0 1 7 17 2 5 12 19 0 4 7 16 5 12 18
19 0 1 9 11 12 14 17 19 0 4 9 10 6 10 14
19 0 1 10 11 6 11 13 19 0 4 14 16 2 10 15
19 0 1 10 15 6 8 13 19 0 5 1 6 5 7 16
19 0 1 10 15 8 15 16 19 0 5 1 11 1 6 16
19 0 1 12 14 2 8 12 19 0 5 3 13 3 5 8
19 0 1 13 16 1 4 15 19 0 5 8 11 3 14 15
19 0 2 1 4 10 11 14 19 0 5 9 11 15 16 18
19 0 2 8 9 10 12 16 19 0 6 9 10 4 5 6
19 0 2 8 14 2 9 18 19 0 6 10 15 3 8 16
19 0 2 12 18 5 11 16 19 0 7 2 13 3 8 14
19 0 2 14 16 5 11 14 19 0 7 10 11 1 6 18
19 0 3 5 6 4 9 17 19 0 9 3 11 2 10 14
19 0 3 5 14 2 8 17

Table 5.23 lists the feedback functions of type 5 that have optimal periods for

n = 20. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x1⊕x7 ·x10⊕x3 ·x12 ·x14 is a function of type 5 with register size n = 20, and is

represented in Table 5.23 by the following entry: [5 0 1 7 10 3 12 14].

A total of (13) new feedback functions for (n = 20) have been constructed.
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Table 5.23: NLFSR Functions (Type 5) with Optimal Periods, n = 20

n 0 a b c d e h n 0 a b c d e h

20 0 1 7 10 3 12 14 20 0 7 3 18 1 18 19
20 0 1 10 11 5 10 12 20 0 7 8 11 13 15 16
20 0 2 5 9 4 8 17 20 0 7 11 18 10 11 14
20 0 2 7 9 2 14 17 20 0 8 5 17 1 6 13
20 0 3 4 12 5 12 17 20 0 9 3 18 10 14 16
20 0 3 10 15 2 8 12 20 0 9 11 13 3 9 15
20 0 5 2 12 2 3 10

Table 5.24 lists the feedback functions of type 5 that have optimal periods for

n = 21. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x1⊕x10 ·x14⊕x3 ·x7 ·x11 is a function of type 5 with register size n = 21, and is

represented in Table 5.24 by the following entry: [5 0 1 10 14 3 7 11].

We obtained (13) new feedback functions with optimal periods of this type for

(n = 21).

Table 5.24: NLFSR Functions (Type 5) with Optimal Periods, n = 21

n 0 a b c d e h n 0 a b c d e h

21 0 1 10 14 3 7 11 21 0 7 3 17 2 4 5
21 0 2 3 14 9 18 19 21 0 8 1 10 6 10 18
21 0 2 10 18 6 8 19 21 0 8 3 6 10 18 20
21 0 3 5 13 4 7 16 21 0 8 4 7 11 12 13
21 0 3 5 20 3 8 14 21 0 9 1 19 4 8 14
21 0 5 10 15 2 17 18 21 0 10 3 8 9 16 18
21 0 5 16 19 1 4 7
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Table 5.25 lists the feedback functions of type 5 that have optimal periods for

n = 22. Each function in this table is of the form: [n 0 a b c d e h],

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the vari-

ables, as defined in (5.4) in section 5.2. For example: f(x0, x1, x2, x3, x4, x5, x6) =

x0⊕x2⊕x5 ·x7⊕x1 ·x13 ·x18 is a function of type 5 with register size n = 22, and

is represented in Table 5.25 by the following entry: [5 0 2 5 7 1 13 18].

A total of (8) new feedback functions for (n = 22) have been proposed.

Table 5.25: NLFSR Functions (Type 5) with Optimal Periods, n = 22

n 0 a b c d e h n 0 a b c d e h

22 0 2 5 7 1 13 18 22 0 6 3 15 2 20 21
22 0 5 1 4 2 9 14 22 0 6 3 15 12 16 17
22 0 5 11 20 12 14 20 22 0 6 3 21 3 6 16
22 0 5 18 21 14 18 20 22 0 7 4 21 6 13 19

Tables [5.26, 5.27, 5.28] list the feedback functions of type 5 that have optimal

periods for n = 23, 24 and 25 respectively. Each entry in these tables is of the

form: [n type 0 a b c d e h] where n is the size of the NLFSR, and

a, b, c, d, e and h are the indices of the variables, as defined in (5.4) in section 5.2.

This type of feedback function is of algebraic degree 3 because of the number

of variables in the largest product term (last term) of the presented functions

in these tables is equal three. We obtained (3, 2 and 3) new feedback functions

with optimal periods of this type for n = 23, 24 and 25 respectively, which are
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constructed by our construction method (SFG) described in section 4.3.

Table 5.26: NLFSR Functions (Type 5) with Optimal Periods, n = 23

n type 0 a b c d e h

23 5 0 7 5 9 8 12 22
23 5 0 8 14 22 3 7 16
23 5 0 9 6 16 2 6 16

Table 5.27: NLFSR Functions (Type 5) with Optimal Periods, n = 24

n type 0 a b c d e h

24 5 0 1 3 6 2 10 14
24 5 0 2 19 21 12 13 14

Table 5.28: NLFSR Functions (Type 5) with Optimal Periods, n = 25

n type 0 a b c d e h

25 5 0 6 10 14 9 13 14
25 5 0 7 5 20 5 8 12
25 5 0 11 5 6 9 13 24
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CHAPTER 6

CONCLUSION AND FUTURE

WORK

This thesis proposes newNLFSR functions with optimal periods for different five

types of feedback functions. The methodology used in this thesis follows four

phases. In phase 1, we studied the importance of NLFSRs and their security

strength in recent applications such as stream cipher cryptosystems and pseudo-

random number generators of many cryptographic algorithms. In phase 2, we

implemented NLFSR period verifier system to test a list of feedback functions

and to find their periods. Then, we verified the existing feedback functions of

various sizes, n that provide optimal periods for NLFSRs in phase 3. This phase

also helps verifying the correctness of the implementation in phase 2. Finally, in

phase 4, we constructed newNLFSR functions with optimal periods for the ex-

isting types of feedback functions of algebraic degree 2 and 3, which have simple

algebraic normal form. Moreover, we proposed new type of feedback functions of
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algebraic degree 3 having optimal periods for n ≤ 25.

In this chapter, we summarize the work of this thesis in section 6.1. Moreover,

we discuss the important results and their indications in section 6.2. In the end,

section 6.3 introduces some outlines for the future work.

6.1 Thesis Summary

Nonlinear feedback shift registers (NLFSRs) have received much attention in de-

signing various cryptographic algorithms such as stream ciphers and light weight

block ciphers to provide high-level security in communication systems. In this

work, the importance of NLFSRs and their security strength in recent applica-

tions have been studied and compared to the LFSRs. An NLFSR period verifier

program is implemented to verify the existing NLFSR feedback functions. The

previous study done by Dubrova has been verified which provides a list of NLFSR

feedback functions in four predefined types with optimal period of 2n − 1, for

(4 ≤ n ≤ 24), where n is the size of the register. This study is considered the only

and best so far study that mainly focused on exploring NLFSR feedback functions

with optimal periods. This study constructed NLFSR functions of different three

types of feedback functions. Therefore, we choose this study as one of the main

references in our work, especially for the verification phase.

As a result of our verification phase, we found that Dubrova's work did not

list all the feedback functions having optimal periods for many values of n in the

specified range. Therefore, this work closes the gap by constructing the missing
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feedback functions with optimal periods for all n = 4, 5, · · · , 25. Moreover, a new

type of feedback function (type 5) is proposed, that also provides optimal periods

for NLFSRs for different values of n ≤ 25.

The construction method of these functions is briefly explained. This construc-

tion method consists of two steps: the enumeration step and the period-testing

step. The enumeration step uses Sequential Function Generator (SFG) method

which enumerates feedback functions by incrementing the subscripts of a given

feedback function. Then the period-testing algorithm selects a start point of

the states of the NLFSRs and determines the period of the sequence by state-

transforming operations until the start point appears again. Finally, we keep

all the n-stage feedback functions generating sequences whose periods achieving

2n − 1.

The contributions of this thesis are indicated by dotted lines in Figure 6.1.

NLFSR feedback functions of all the five types considered in this work yield (1718)

new feedback functions with optimal periods. For type 1, 59 new feedback func-

tions are proposed. In addition, 212, 169 and 140 new feedback functions of types

2, 3 and 4 are constructed, respectively. Moreover, for type 5, 1138 new feedback

functions are constructed.
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Figure 6.1: Taxonomy of Thesis Contributions.

6.2 Concluding Remarks

In this thesis, (1718) new NLFSR feedback functions with optimal periods were

proposed for all the five types considered in our work. All these functions are

either of algebraic degree 2 or 3, which have a fairly simple algebraic normal form.

Therefore, these functions are desirable for many applications since the circuit

complexity of feedback functions are not increased.

Modern stream ciphers can make use of one NLFSR feedback function as the

case of Grain stream cipher, or many NLFSR feedback functions such as Trivium

stream cipher to increase the complexity of the output sequences generated by

the periodic state of NLFSR, and therefore, increasing the complexity of the key

stream in stream cipher cryptosystems.

The importance of this work lies on generating new feedback functions that can

significantly improve the cryptographic strength of the generators of stream ci-
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pher cryptosystems and pseudorandom number generators of many cryptographic

algorithms. Moreover, numerous network security applications based on crypto-

graphic algorithms can make use of random numbers for different objectives, such

as generation of keys for symmetric key cryptography, hash function algorithms,

public key cryptography, digital signature algorithms and network security proto-

cols.

6.3 Future Work

In this section, we suggest extending this work in the following ways. One sug-

gested approach to extend this work is to explore different types of feedback

functions with simple algebraic normal form to be desirable for implementation.

Providing different types of feedback function will give the designers the variety

and the freedom to choose the appropriate NLFSR feedback functions based on

the environment of cryptographic applications that NLFSR based stream cipher

will be used in.

Another way to extend this work is by constructing feedback function with

larger values of n for new types. Therefore, strengthening the complexity of the

generators of stream cipher cryptosystems. In addition, the searching method

can be improved by using Field Programmable Gate Arrays (FPGAs) to reduce

the search time of NLFSRs with optimal period. Using FPGAs will improve and

optimize the performance as compared with using only the personal computer

CPU resources.
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7.1 List of Proposed NLFSR Feedback Functions

with Optimal Periods

In this section, Table 7.1 lists all the new feedback functions with optimal periods

for the functions of types 1, 2, 3 and 4 in the range (4 ≤ n ≤ 25). Any missing

entry in this table implies that no new feedback functions with optimal periods

were found for that particular type and value of n.

Each function in this table is of the form: [n type 0 a b c d e h]

where n is the size of the NLFSR, and a, b, c, d, e and h are the indices of the

variables, as defined in (4.1), (4.2), (4.3) and (4.4) in section 4.3. Notice that e

and h are ignored in type 1, while h is ignored in types 2 and 4, and indicated by

N/A (Not Applicable).

Table 7.1: NLFSR Functions with Optimal Periods for (4 ≤ n ≤ 25)

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

4 1 0 2 3 1 2 N/A N/A 4 2 0 2 1 3 2 3 N/A
4 1 0 2 3 1 3 N/A N/A 4 2 0 3 1 2 2 3 N/A
4 1 0 2 3 2 3 N/A N/A
5 1 0 2 4 1 4 N/A N/A 5 2 0 3 1 4 2 3 N/A
5 1 0 2 4 2 3 N/A N/A 5 2 0 4 1 2 3 4 N/A
5 1 0 2 4 2 4 N/A N/A 5 2 0 4 1 3 2 4 N/A
5 1 0 3 4 1 3 N/A N/A 5 2 0 4 1 4 2 3 N/A
5 2 0 3 1 2 3 4 N/A 5 2 0 4 2 3 2 4 N/A
5 2 0 3 1 3 1 4 N/A 5 2 0 4 2 3 3 4 N/A
5 2 0 3 1 3 2 4 N/A 5 4 0 2 4 1 2 3 N/A
5 4 0 2 4 1 2 4 N/A 5 4 0 2 4 2 3 4 N/A
5 4 0 2 4 1 3 4 N/A
6 1 0 2 5 2 5 N/A N/A 6 2 0 4 1 2 1 5 N/A
6 1 0 3 4 1 5 N/A N/A 6 2 0 4 1 3 2 3 N/A
6 1 0 3 4 2 4 N/A N/A 6 2 0 4 1 3 3 4 N/A

Continued on next page
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Table 7.1 – continued from previous page

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

6 1 0 3 4 3 4 N/A N/A 6 2 0 4 1 3 3 5 N/A
6 1 0 3 4 3 5 N/A N/A 6 2 0 4 1 5 2 4 N/A
6 1 0 3 5 1 5 N/A N/A 6 2 0 4 2 3 3 5 N/A
6 1 0 4 5 2 4 N/A N/A 6 2 0 4 2 4 3 5 N/A
6 1 0 4 5 4 5 N/A N/A 6 2 0 5 1 2 4 5 N/A
6 2 0 3 2 3 2 5 N/A 6 2 0 5 1 3 3 5 N/A
6 2 0 3 2 4 2 5 N/A 6 2 0 5 1 4 3 4 N/A
6 2 0 3 2 5 3 4 N/A 6 3 0 1 2 3 4 1 5
6 3 0 1 2 3 4 3 5 6 4 0 3 4 2 3 4 N/A
6 3 0 1 2 3 5 1 4 6 4 0 3 4 2 3 5 N/A
6 3 0 1 2 3 5 2 3 6 4 0 3 4 2 4 5 N/A
6 3 0 1 3 4 5 2 5 6 4 0 4 5 1 2 4 N/A
6 3 0 1 3 4 5 3 4 6 4 0 4 5 1 2 5 N/A
6 3 0 2 3 4 5 1 3 6 4 0 4 5 2 3 4 N/A
6 3 0 2 3 4 5 1 5 6 4 0 4 5 2 4 5 N/A
6 4 0 3 4 1 3 5 N/A
7 1 0 2 6 1 3 N/A N/A 7 1 0 3 6 4 6 N/A N/A
7 1 0 2 6 2 4 N/A N/A 7 1 0 5 6 1 5 N/A N/A
7 1 0 2 6 2 6 N/A N/A 7 2 0 4 1 4 3 6 N/A
7 1 0 3 5 2 5 N/A N/A 7 2 0 4 1 6 3 4 N/A
7 1 0 3 5 5 6 N/A N/A 7 2 0 4 1 6 4 6 N/A
7 2 0 4 2 3 4 5 N/A 7 2 0 6 2 4 2 5 N/A
7 2 0 4 2 4 2 5 N/A 7 2 0 6 2 4 4 5 N/A
7 2 0 4 2 4 2 6 N/A 7 2 0 6 2 6 3 4 N/A
7 2 0 4 4 5 5 6 N/A 7 3 0 1 4 5 6 1 5
7 2 0 5 1 2 1 4 N/A 7 3 0 1 4 5 6 2 6
7 2 0 5 1 2 1 6 N/A 7 3 0 1 4 5 6 4 6
7 2 0 5 1 3 1 5 N/A 7 3 0 2 3 5 6 1 5
7 2 0 5 1 3 2 5 N/A 7 3 0 2 3 5 6 2 6
7 2 0 5 1 3 5 6 N/A 7 3 0 2 3 5 6 5 6
7 2 0 5 1 4 1 6 N/A 7 3 0 3 4 5 6 1 5
7 2 0 5 1 5 2 6 N/A 7 3 0 3 4 5 6 1 6
7 2 0 5 1 6 3 5 N/A 7 3 0 3 4 5 6 4 5
7 2 0 5 2 4 3 5 N/A 7 4 0 2 6 1 3 5 N/A
7 2 0 5 3 4 3 6 N/A 7 4 0 2 6 1 3 6 N/A
7 2 0 6 1 2 5 6 N/A 7 4 0 2 6 1 4 5 N/A
7 2 0 6 1 6 2 3 N/A 7 4 0 3 5 1 2 3 N/A
7 2 0 6 2 3 2 5 N/A 7 4 0 3 5 1 2 5 N/A
7 2 0 6 2 3 3 4 N/A 7 4 0 3 5 1 3 4 N/A
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Table 7.1 – continued from previous page

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

7 4 0 3 5 1 4 6 N/A 7 4 0 3 5 3 5 6 N/A
7 4 0 3 5 2 4 5 N/A 7 4 0 3 6 2 4 6 N/A
7 4 0 3 5 2 4 6 N/A
8 1 0 2 7 1 7 N/A N/A 8 1 0 4 5 1 4 N/A N/A
8 1 0 2 7 2 3 N/A N/A 8 1 0 4 5 1 6 N/A N/A
8 1 0 2 7 3 4 N/A N/A 8 1 0 4 5 2 4 N/A N/A
8 1 0 2 7 4 6 N/A N/A 8 1 0 4 5 4 5 N/A N/A
8 1 0 2 7 6 7 N/A N/A 8 1 0 4 5 4 6 N/A N/A
8 1 0 3 6 1 5 N/A N/A 8 2 0 5 1 2 4 6 N/A
8 1 0 3 6 3 4 N/A N/A 8 2 0 5 1 4 2 7 N/A
8 1 0 3 6 4 6 N/A N/A 8 2 0 5 1 5 2 6 N/A
8 1 0 3 7 3 7 N/A N/A 8 2 0 5 2 3 5 6 N/A
8 1 0 4 5 1 2 N/A N/A 8 2 0 5 2 4 2 7 N/A
8 2 0 5 2 5 2 7 N/A 8 3 0 2 3 4 5 2 6
8 2 0 5 4 6 4 7 N/A 8 3 0 2 3 4 6 4 5
8 2 0 5 4 6 6 7 N/A 8 3 0 2 4 5 6 3 4
8 2 0 6 1 2 1 5 N/A 8 3 0 2 5 6 7 1 3
8 2 0 6 1 2 3 7 N/A 8 3 0 2 5 6 7 3 5
8 2 0 6 1 3 5 7 N/A 8 3 0 3 4 5 6 2 6
8 2 0 6 1 7 5 6 N/A 8 3 0 3 4 6 7 4 6
8 2 0 6 2 4 5 7 N/A 8 3 0 3 5 6 7 2 6
8 2 0 7 1 2 4 6 N/A 8 4 0 2 7 1 2 7 N/A
8 2 0 7 1 4 4 5 N/A 8 4 0 2 7 2 3 5 N/A
8 2 0 7 2 7 3 6 N/A 8 4 0 2 7 2 3 7 N/A
8 2 0 7 4 6 4 7 N/A 8 4 0 2 7 2 4 5 N/A
8 2 0 7 4 6 5 6 N/A 8 4 0 2 7 2 5 6 N/A
8 3 0 1 3 6 7 4 6 8 4 0 2 7 2 6 7 N/A
8 3 0 1 4 5 7 1 5 8 4 0 2 7 3 4 7 N/A
8 3 0 1 4 5 7 2 7 8 4 0 4 5 2 5 7 N/A
8 3 0 1 4 5 7 4 7 8 4 0 4 5 3 4 7 N/A
8 3 0 1 4 6 7 3 7 8 4 0 4 5 4 5 7 N/A
8 4 0 4 7 1 3 7 N/A 8 4 0 6 7 1 2 3 N/A
8 4 0 4 7 1 4 5 N/A 8 4 0 6 7 1 5 6 N/A
8 4 0 4 7 1 6 7 N/A 8 4 0 6 7 2 3 4 N/A
8 4 0 4 7 2 4 6 N/A 8 4 0 6 7 2 3 6 N/A
8 4 0 4 7 3 4 5 N/A 8 4 0 6 7 3 6 7 N/A
8 4 0 4 7 4 6 7 N/A 8 4 0 6 7 4 5 6 N/A
9 1 0 3 8 1 5 N/A N/A 9 2 0 5 1 7 4 7 N/A
9 1 0 3 8 3 5 N/A N/A 9 2 0 5 1 7 6 8 N/A
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Table 7.1 – continued from previous page

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

9 1 0 5 6 2 6 N/A N/A 9 2 0 5 2 6 4 6 N/A
9 1 0 5 7 4 5 N/A N/A 9 2 0 5 3 6 3 8 N/A
9 2 0 5 1 4 6 7 N/A 9 2 0 6 1 5 2 8 N/A
9 2 0 5 1 6 2 7 N/A 9 2 0 6 2 5 6 7 N/A
9 2 0 5 1 7 2 3 N/A 9 2 0 6 2 5 7 8 N/A
9 2 0 6 2 8 3 8 N/A 9 3 0 2 4 6 8 3 4
9 2 0 7 1 8 5 6 N/A 9 3 0 2 5 6 7 1 7
9 2 0 7 2 5 3 4 N/A 9 3 0 2 5 7 8 3 8
9 2 0 7 2 7 3 5 N/A 9 3 0 2 6 7 8 3 5
9 2 0 7 2 7 3 8 N/A 9 3 0 3 4 7 8 3 7
9 2 0 7 3 5 4 8 N/A 9 3 0 3 4 7 8 3 8
9 2 0 8 1 4 2 6 N/A 9 3 0 4 5 6 8 2 6
9 2 0 8 1 6 6 7 N/A 9 3 0 5 6 7 8 2 6
9 2 0 8 1 7 2 6 N/A 9 4 0 3 7 2 3 8 N/A
9 2 0 8 1 8 2 7 N/A 9 4 0 3 7 3 7 8 N/A
9 2 0 8 1 8 3 4 N/A 9 4 0 3 7 4 5 6 N/A
9 2 0 8 2 3 3 8 N/A 9 4 0 4 6 1 2 5 N/A
9 2 0 8 4 6 5 6 N/A 9 4 0 4 6 1 7 8 N/A
9 2 0 8 4 7 4 8 N/A 9 4 0 4 6 2 5 6 N/A
9 3 0 1 4 6 8 4 6 9 4 0 4 6 3 4 5 N/A
9 3 0 1 4 7 8 3 7 9 4 0 4 6 4 5 6 N/A
9 3 0 2 3 5 8 2 8 9 4 0 4 6 4 5 8 N/A
9 3 0 2 3 7 8 3 6 9 4 0 5 7 1 3 4 N/A
9 4 0 5 7 4 7 8 N/A 9 4 0 6 8 1 3 5 N/A
9 4 0 6 8 1 2 8 N/A 9 4 0 6 8 3 6 7 N/A
10 1 0 2 9 3 4 N/A N/A 10 2 0 6 2 3 7 9 N/A
10 1 0 5 6 1 6 N/A N/A 10 2 0 6 3 9 7 9 N/A
10 1 0 5 6 2 6 N/A N/A 10 2 0 7 1 2 3 4 N/A
10 1 0 5 6 4 8 N/A N/A 10 2 0 7 1 2 3 8 N/A
10 1 0 5 8 5 9 N/A N/A 10 2 0 7 1 3 2 8 N/A
10 1 0 6 9 3 7 N/A N/A 10 2 0 7 1 3 7 9 N/A
10 1 0 8 9 1 2 N/A N/A 10 2 0 7 1 4 4 9 N/A
10 2 0 6 1 3 2 3 N/A 10 2 0 7 2 7 4 9 N/A
10 2 0 6 1 3 5 9 N/A 10 2 0 7 2 8 8 9 N/A
10 2 0 6 1 3 7 9 N/A 10 2 0 7 4 8 7 8 N/A
10 2 0 6 1 9 5 9 N/A 10 2 0 8 1 2 1 7 N/A
10 2 0 8 1 5 1 9 N/A 10 3 0 2 6 8 9 5 9
10 2 0 8 1 6 5 9 N/A 10 3 0 2 6 8 9 6 8
10 2 0 8 3 6 7 9 N/A 10 3 0 3 4 5 6 2 6
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Table 7.1 – continued from previous page

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

10 2 0 8 3 7 5 7 N/A 10 3 0 3 4 5 7 2 6
10 2 0 8 3 7 6 9 N/A 10 3 0 3 4 5 7 4 6
10 2 0 8 3 9 4 6 N/A 10 3 0 3 4 5 9 2 8
10 2 0 8 3 9 4 9 N/A 10 3 0 3 4 6 8 4 9
10 2 0 8 5 7 5 9 N/A 10 3 0 3 4 7 9 4 9
10 2 0 9 1 3 2 8 N/A 10 3 0 3 5 6 7 4 6
10 2 0 9 2 6 3 4 N/A 10 3 0 3 5 6 7 4 8
10 2 0 9 2 7 3 6 N/A 10 3 0 3 6 7 9 4 7
10 2 0 9 5 8 6 8 N/A 10 3 0 4 5 6 7 4 8
10 2 0 9 6 7 8 9 N/A 10 3 0 4 6 7 8 4 7
10 3 0 1 5 6 9 1 5 10 4 0 2 9 1 2 5 N/A
10 3 0 1 5 6 9 1 6 10 4 0 4 8 1 5 9 N/A
10 3 0 1 5 6 9 1 9 10 4 0 5 8 1 3 4 N/A
10 3 0 2 5 6 8 6 8 10 4 0 5 8 3 6 8 N/A
10 3 0 2 5 8 9 1 5 10 4 0 5 8 6 8 9 N/A
10 4 0 5 9 2 4 6 N/A 10 4 0 7 8 2 5 7 N/A
10 4 0 6 9 1 2 6 N/A 10 4 0 8 9 1 4 9 N/A
10 4 0 6 9 1 5 7 N/A 10 4 0 8 9 4 5 9 N/A
10 4 0 6 9 4 8 9 N/A 10 4 0 8 9 6 8 9 N/A
11 1 0 2 10 7 10 N/A N/A 11 2 0 8 1 4 4 8 N/A
11 1 0 3 9 2 5 N/A N/A 11 2 0 8 1 6 2 10 N/A
11 1 0 6 9 2 10 N/A N/A 11 2 0 8 2 3 5 10 N/A
11 2 0 6 2 5 7 10 N/A 11 2 0 8 2 5 6 8 N/A
11 2 0 6 3 5 3 9 N/A 11 2 0 8 3 6 5 8 N/A
11 2 0 6 4 5 4 7 N/A 11 2 0 8 4 6 4 9 N/A
11 2 0 7 1 2 9 10 N/A 11 2 0 9 1 2 5 7 N/A
11 2 0 7 1 9 8 9 N/A 11 2 0 9 1 3 2 4 N/A
11 2 0 7 3 7 4 8 N/A 11 2 0 9 1 5 6 7 N/A
11 2 0 10 1 8 4 9 N/A 11 3 0 3 4 8 9 1 7
11 2 0 10 2 10 4 9 N/A 11 3 0 3 4 9 10 1 2
11 2 0 10 3 4 4 8 N/A 11 3 0 3 4 9 10 2 10
11 2 0 10 3 8 4 8 N/A 11 3 0 3 5 6 10 2 6
11 2 0 10 3 9 4 10 N/A 11 3 0 3 5 8 10 3 5
11 2 0 10 6 7 8 9 N/A 11 3 0 3 6 7 10 4 6
11 2 0 10 6 9 7 8 N/A 11 3 0 4 5 6 8 3 7
11 3 0 1 4 7 10 2 10 11 3 0 4 5 7 8 8 9
11 3 0 1 5 8 10 2 4 11 3 0 4 7 9 10 2 3
11 3 0 1 7 8 10 1 5 11 3 0 4 7 9 10 2 7
11 3 0 1 7 9 10 2 8 11 3 0 4 7 9 10 8 9
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n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

11 3 0 1 7 9 10 2 10 11 3 0 5 6 7 8 1 9
11 3 0 2 3 5 10 5 9 11 3 0 6 7 9 10 5 7
11 3 0 2 4 6 10 3 9 11 3 0 6 8 9 10 5 7
11 3 0 2 4 8 10 3 10 11 4 0 2 10 3 8 10 N/A
11 3 0 2 6 7 9 2 6 11 4 0 4 8 1 7 10 N/A
11 3 0 3 4 8 9 1 4 11 4 0 4 10 1 2 10 N/A
11 3 0 3 4 8 9 1 5 11 4 0 4 10 3 4 7 N/A
11 4 0 4 10 3 5 6 N/A 11 4 0 7 9 2 3 9 N/A
11 4 0 4 10 4 6 9 N/A 11 4 0 7 9 4 9 10 N/A
11 4 0 5 7 1 3 4 N/A 11 4 0 7 10 2 6 10 N/A
11 4 0 5 7 4 7 9 N/A 11 4 0 8 10 2 8 9 N/A
11 4 0 7 9 1 3 8 N/A 11 4 0 8 10 6 7 10 N/A
11 4 0 7 9 2 3 4 N/A
12 1 0 4 9 3 9 N/A N/A 12 2 0 10 1 9 3 9 N/A
12 1 0 5 8 5 8 N/A N/A 12 2 0 10 1 11 2 11 N/A
12 1 0 5 8 5 11 N/A N/A 12 2 0 10 3 5 9 10 N/A
12 2 0 9 1 7 2 6 N/A 12 2 0 10 3 7 3 9 N/A
12 2 0 9 2 5 4 11 N/A 12 2 0 10 4 10 5 11 N/A
12 2 0 10 1 4 1 7 N/A 12 2 0 10 6 9 9 11 N/A
12 2 0 10 1 5 3 5 N/A 12 2 0 11 1 4 2 3 N/A
12 2 0 11 2 4 4 5 N/A 12 3 0 4 6 7 11 6 8
12 2 0 11 2 6 4 10 N/A 12 3 0 4 6 9 10 6 9
12 2 0 11 2 9 7 10 N/A 12 3 0 5 6 9 11 2 8
12 2 0 11 8 9 9 10 N/A 12 3 0 7 9 10 11 3 7
12 3 0 1 6 7 11 4 5 12 4 0 3 10 1 5 6 N/A
12 3 0 1 6 10 11 6 10 12 4 0 3 10 2 3 5 N/A
12 3 0 2 3 7 11 5 6 12 4 0 3 10 4 7 11 N/A
12 3 0 2 4 8 11 7 10 12 4 0 4 9 1 4 11 N/A
12 3 0 2 5 9 11 7 8 12 4 0 4 11 2 4 11 N/A
12 3 0 2 6 7 10 2 10 12 4 0 6 7 4 7 10 N/A
12 3 0 2 6 9 10 2 8 12 4 0 6 11 1 2 5 N/A
12 3 0 2 6 9 10 6 10 12 4 0 6 11 5 7 10 N/A
12 3 0 2 8 9 10 4 9 12 4 0 6 11 6 7 10 N/A
12 3 0 3 5 7 11 1 11 12 4 0 6 11 6 7 11 N/A
12 3 0 3 6 9 11 2 8 12 4 0 7 8 1 2 8 N/A
12 3 0 3 6 9 11 3 11 12 4 0 7 8 2 3 4 N/A
12 3 0 3 7 10 11 1 5 12 4 0 7 8 5 8 11 N/A
12 3 0 4 6 7 11 2 6 12 4 0 8 9 4 5 11 N/A
12 4 0 9 10 3 7 11 N/A 12 4 0 10 11 2 3 10 N/A
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Table 7.1 – continued from previous page

n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

12 4 0 9 11 3 5 11 N/A
13 1 0 2 12 4 8 N/A N/A 13 2 0 10 2 4 7 9 N/A
13 1 0 5 9 3 4 N/A N/A 13 2 0 10 2 11 4 12 N/A
13 2 0 7 1 11 8 12 N/A 13 2 0 10 3 4 4 5 N/A
13 2 0 8 1 10 2 4 N/A 13 2 0 11 1 3 3 6 N/A
13 2 0 8 1 12 2 6 N/A 13 2 0 11 1 4 7 12 N/A
13 2 0 8 4 9 7 10 N/A 13 2 0 12 2 7 10 11 N/A
13 2 0 8 4 9 8 12 N/A 13 2 0 12 2 8 8 11 N/A
13 2 0 8 4 11 8 9 N/A 13 2 0 12 4 11 8 9 N/A
13 2 0 9 1 3 10 12 N/A 13 2 0 12 5 7 7 11 N/A
13 2 0 9 3 5 4 11 N/A 13 2 0 12 6 10 6 12 N/A
13 2 0 9 7 9 10 12 N/A 13 3 0 2 3 6 12 7 11
13 3 0 2 3 11 12 1 7 13 3 0 7 9 10 12 3 7
13 3 0 2 5 10 11 3 12 13 3 0 8 9 11 12 6 12
13 3 0 2 6 8 12 3 5 13 4 0 5 11 1 3 5 N/A
13 3 0 2 7 8 11 2 5 13 4 0 6 10 1 4 7 N/A
13 3 0 3 6 7 11 1 5 13 4 0 6 12 2 8 12 N/A
13 3 0 3 6 8 10 3 11 13 4 0 6 12 3 4 10 N/A
13 3 0 3 7 8 10 2 5 13 4 0 6 12 7 8 9 N/A
13 3 0 3 8 9 12 5 9 13 4 0 8 12 1 2 10 N/A
13 3 0 4 6 8 12 4 5 13 4 0 11 12 3 5 7 N/A
13 3 0 6 7 8 12 4 8
14 1 0 12 13 2 7 N/A N/A 14 2 0 9 1 8 10 12 N/A
14 2 0 8 1 2 5 9 N/A 14 2 0 11 1 8 2 12 N/A
14 2 0 8 1 13 5 9 N/A 14 2 0 11 2 7 4 9 N/A
14 2 0 11 2 8 10 12 N/A 14 3 0 6 9 10 13 6 12
14 2 0 11 2 10 8 13 N/A 14 3 0 7 9 11 12 9 13
14 2 0 12 3 11 9 13 N/A 14 3 0 7 10 12 13 11 13
14 2 0 13 1 12 2 10 N/A 14 3 0 9 11 12 13 11 13
14 2 0 13 2 5 2 9 N/A 14 4 0 2 13 3 7 9 N/A
14 3 0 1 9 10 13 8 13 14 4 0 4 13 10 11 13 N/A
14 3 0 2 4 8 13 5 7 14 4 0 5 10 9 11 12 N/A
14 3 0 2 4 8 13 7 11 14 4 0 5 10 9 12 13 N/A
14 3 0 2 4 11 12 4 5 14 4 0 6 9 2 3 13 N/A
14 3 0 2 5 7 13 1 11 14 4 0 6 9 5 6 13 N/A
14 3 0 2 8 9 12 4 8 14 4 0 7 10 2 6 12 N/A
14 3 0 3 5 7 12 2 3 14 4 0 7 10 4 6 10 N/A
14 3 0 3 7 10 13 3 13 14 4 0 8 11 5 6 10 N/A
14 3 0 4 7 8 10 1 9 14 4 0 8 11 6 12 13 N/A
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n

ty
pe 0 a b c d e h n

ty
pe 0 a b c d e h

14 3 0 6 8 9 10 10 13 14 4 0 12 13 6 10 12 N/A
15 1 0 6 10 4 13 N/A N/A 15 3 0 2 6 12 13 8 12
15 2 0 8 2 5 4 13 N/A 15 3 0 3 10 11 14 11 12
15 2 0 8 2 12 3 12 N/A 15 3 0 5 8 10 11 1 14
15 2 0 9 2 3 4 7 N/A 15 3 0 5 10 11 12 8 12
15 2 0 11 1 3 7 8 N/A 15 3 0 7 8 10 12 2 12
15 2 0 11 1 10 9 10 N/A 15 4 0 5 13 8 9 10 N/A
15 2 0 11 4 13 5 8 N/A 15 4 0 7 9 2 3 12 N/A
15 2 0 11 5 6 5 9 N/A 15 4 0 7 11 2 6 7 N/A
15 2 0 13 1 3 7 9 N/A 15 4 0 12 14 2 3 8 N/A
16 1 0 3 14 13 14 N/A N/A 16 2 0 11 4 10 8 12 N/A
16 2 0 9 2 8 4 5 N/A 16 2 0 11 4 12 8 9 N/A
16 2 0 9 3 6 10 14 N/A 16 2 0 13 2 9 3 14 N/A
16 2 0 13 9 11 11 15 N/A 16 3 0 6 7 8 12 4 8
16 3 0 2 3 11 15 1 2 16 3 0 6 8 9 14 10 13
16 3 0 2 6 11 14 2 10 16 3 0 7 13 14 15 2 10
16 3 0 3 4 5 15 1 11 16 4 0 8 9 2 4 11 N/A
16 3 0 3 8 9 14 1 13 16 4 0 8 9 6 8 10 N/A
16 3 0 4 5 10 14 1 2 16 4 0 8 15 5 8 9 N/A
17 2 0 9 1 6 5 7 N/A 17 3 0 3 5 14 16 7 15
17 2 0 10 3 8 9 16 N/A 17 3 0 5 8 13 15 1 11
17 2 0 11 5 10 8 15 N/A 17 3 0 5 8 14 16 4 10
17 2 0 12 4 11 10 13 N/A 17 3 0 6 8 12 16 4 16
17 2 0 14 3 4 8 11 N/A 17 3 0 7 10 11 14 2 8
17 2 0 16 2 8 7 10 N/A 17 4 0 10 13 2 14 16 N/A
18 2 0 15 7 16 11 12 N/A 18 3 0 7 9 10 17 3 16
18 2 0 17 6 7 6 9 N/A 18 3 0 11 13 14 17 8 16
18 3 0 3 6 12 16 3 7 18 4 0 9 16 1 12 13 N/A
18 3 0 5 7 9 15 2 14 18 4 0 10 11 6 8 9 N/A
18 3 0 6 7 13 17 9 17 18 4 0 10 17 3 6 8 N/A
19 2 0 13 1 2 11 15 N/A 19 3 0 5 7 13 14 1 17
19 2 0 15 3 14 5 12 N/A 19 3 0 11 14 15 18 4 14
19 2 0 17 9 11 11 13 N/A 19 4 0 8 13 2 10 14 N/A
19 3 0 2 11 15 18 6 18 19 4 0 9 11 7 12 16 N/A
19 3 0 3 10 12 16 2 16 19 4 0 9 17 6 11 14 N/A
20 3 0 5 13 14 16 13 17 20 4 0 6 15 9 10 17 N/A
20 3 0 6 8 13 14 14 16 20 4 0 12 13 8 12 17 N/A
21 3 0 2 4 6 20 6 8 21 3 0 8 12 16 18 4 6
21 3 0 4 9 14 19 11 17 21 3 0 10 12 13 17 10 18
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22 2 0 17 8 15 10 18 N/A 22 3 0 7 11 16 17 1 13
22 2 0 21 4 11 12 18 N/A 22 3 0 10 14 16 21 5 12
22 3 0 4 6 12 21 1 19 22 4 0 16 17 12 17 20 N/A
23 2 0 20 4 5 4 10 N/A 23 3 0 5 7 12 20 4 19
23 3 0 9 13 17 21 10 18 24 3 0 9 15 16 23 6 17
25 4 0 9 21 2 4 24 N/A
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