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This research is about investigating a new attaela ion anonymous communication
systems, in particular Tor network. Tor is an opearce anonymity network that helps
users defends against a form of network surveidainat threatens personal privacy,
confidential business activities and relationships: is currently the state-of-the-art in

low-latency anonymity systems and is the largeptaj@d anonymity network ever.

Since its first deployment in the late 2003, selMeutnerabilities have been discovered
and several attacks have been reported. At the d¢emee the design of Tor went
through several modifications and improvements alrivby the discovered
vulnerabilities and the reported attacks. This aeg® moves in the same direction as it
investigates a relevant attack idea that would titois a major threat to Tor clients. The
attack aims to push the client to use specific jgalicies (unpopular ports) for its traffic.
This way, the path selection algorithm of Tor isnipalated to select among a small
number of Tor relays from which the attacker colstam important fraction. The attack
is successful if both the entry and exit nodes ctetk by the client happen to be

compromised.
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CHAPTER 1

INTRODUCTION

As people are massively depending on Internet enréitent years for their day to day
activities, privacy is undoubtedly a critical issU@pinion poll keeps reminding us that
one of the most important reservations most usehe Internet have, is the fear of
having their privacy been infringed. Unfortunatetizat isn’t unjustifiable as corrupt

marketers, private and government security agerags been aggressive in monitoring

and censoring user’s activity on the Internet.

Today there are some compliant network servicesuseflul data encryption algorithms
to protect network traffic. However it is still [thto hide routing information such as
source and destination addresses, packet lengthi-@t this reason attackers can make

use of such parameters to obtain some valuablenaftton about users.



Anonymity System is an information security ternatthiefers to a measure taken to
protect user privacy over a network in which theniaty of a sender (information source)
and a recipient (information destination) is comedafrom public including a legal
network monitoring agency. More precisely, it is #tate of being not identifiable within
a set of subjects (that is anonymity set) [1]. Adsent various technologies of anonymity
have been employed in various fields of human ermatesuch as e-voting, e-commerce,

e-banking, e-auction and many more.

Tor is undoubtedly the most popular low latency TRdsed anonymity protocol that
supports wide range of Internet applications suslwab browsing (http), file transfer
protocol (ftp), instant messaging (chat), file shgrand email clients. This research work

focuses on Tor Networks.

1.1. MOTIVATION

Tor is the most widely used anonymity network alleo the world. It has enabled
approximately 36 million people around the worldetgperience fundamental freedom of

access and expression on the Internet while pintettteir privacy and anonymity [15].

Tor is an open source Protocol which makes it jdesdor researchers to mount several
attacks on the protocol and exposing vulnerabdlitveith the intention of revealing

possible flaws and provide mitigation or suggestiteans. This has led to several update



of Tor software. In the same spirit we studied Pootocol intensively, present a new

attack scenario and provide mitigation.

1.2. BACKGROUND OF THE STUDY

Tor is an onion routing anonymity system originatlgveloped for the U.S. Navy
primarily to protect government communications. Heer, this purpose has
dramatically changed after it has been donatechéoQpen source community. Tor is
reported to have clients in more than 126 diffemmintries with Germany, China, and

United States as the major users of Tor [2].

Tor is used by people with varieties of purposesinial people use Tor to protect their
privacy as well as that of their children from lkgistolen by corrupt marketers and
identity thieves. Military use Tor to hide theircktion, protect military interests and
operations, as well as protecting themselves friwysigal harm when deployed in the
field. Journalists use Tor to investigate statgppganda and opposing viewpoints, to file
uncensored stories and avoid the risk of beingstede Activists use Tor to anonymously
report abuses from danger zones of the world. Biogygse Tor to avoid being sued or
fired for saying completely legal things online.w.a@nforcement officers use Tor for

carrying undetected surveillance on questionable sites and much more [3]



Tor protocol utilizes the power of the two main apmity approaches. Mixing and
proxy, it uses public key cryptography to establdhcuit and use symmetric key
cryptography to move data like SSL-TLS based pxikis makes it possible to fool
Bob in believing that a request is coming from atirgg relay and not Alice. In addition,
the protocol distributes trust among the intermedigelays just like mix system, a
condition that makes it difficult at least for amalicious relay node to know that the
transmitting payload is channeling to Bob or thteada coming from Alice. Tor protocol

system has four recognizable features:

Perfect forward anonymity, incrementally buildirtircuit through session key

negotiation with each next node and regular ren@dvaircuit.

Il. Several TCP streams are multiplexed in a ctramhich helps in reducing latency.

[I. Leak pipe circuit topology, Tor initiator isesponsible for directing traffic to
nodes pathway down the circuit, meaning that tafi¢rcan exit the circuit at the

middle thereby prevent end-to-end attack.

IV.  Transaction between nodes is TLS based, whiekes it difficult to modify the

transmitting data and as well depict a relay.



1.2.1. Tor Unpopular Ports

Tor is mainly designed to support Internet appiceg which typically require high

responsiveness and because of the fact that cexpgilications have tendency to leak
some fragments of relay information or making Telays vulnerable to spams and
viruses, Tor default exit policy rejects relay regis for some applications (ports)

through Tor Networks as shown in tablel.1, thuy tire termed as unpopular ports.



TABLE 1.1: List of Tor unpopular ports which are rejected by the default
Tor exit policy

Port
25
119
135-139
445
563
1214
4661-4666
6346-6420
6699
6881-6999




1.3. PROBLEM DEFINITION

Typical attacks on Tor anonymity network aim togalbthe identities of clients (senders)
and/or servers (destinations). However, Tor treefitle the connection between clients
and servers by forwarding the traffic through @wir composed of typically three nodes.
A successful attack involves identifying the firgide in the circuit (entry-node) and the
last one (exit-node). In a very simple attack, dicimaus party may inject several Tor

relays in the network and then waits until a clisetects two of these compromised
relays as entry and exit nodes. This will reveghlibe client and the server identities.
Since the path selection algorithm used by Torasdwidth-weighted (high bandwidth

relays tend to be selected with high probabiliyy),improved version of the attack would
be to inject malicious Tor relays with high bandthido that to maximize their chances
of being selected by the client. Empirical analysisMurdoch and Watson [6] confirmed

the efficiency of this attack.

More precisely, Murdoch and Watson investigated rislationship between the path
selection algorithm and path compromise with resgecthe attack’s cost for the
adversary. They identified the fraction of maligodior routers and the fraction of
adversary-controlled bandwidth as important factorgpredicting the adversary’s ability

to compromise paths.



In this research work we investigated a new attswdnario similar to attack in [6],
however instead of relying on bandwidth of the citgel relays, we play on the exit

policies of the injected relays.

1.4. CONTRIBUTION OF THE STUDY

The main contribution of this thesis is as follows:

We present detailed technical study of Tor protocol

A study of the weaknesses of the path selectiooridfgn.

Investigation of a new attack on Tor based on thespused by TCP based
applications.

Present experimental analysis showing the impat¢hefproposed attack on the

anonymity of Tor.



1.5. RESEARCH METHODOLOGY

The research methodology followed in this reseaarh be summarized in the following

phases:

1.5.1. Phase 1: Understanding Tor

The project starts by a thorough study of the Totgrol/network. The study focuses on:

The literature papers: we carry out intensive syiime both old and most recent
research papers on anonymity in general, andhateow down to Tor protocol.
The design documents: all Tor design documentsamedlable from the Tor
Project website including the TLC RFC specificatipetc. we study essentially,
Tor main design specifications and path selectpmtification.

The source code: Since Tor is open source softth&asource code is available,
we modified the code to obtain some statisticabrimfation, recompiled and
implemented.

The local deployment of the network: the Tor netwoan be locally deployed
which will constitute a valuable source of concretdormation about the

functioning of the protocol.



1.5.2. Phase 2: Attack Design, Implementation and Deplayme

Our attack methodology consists of combining thestniques:

Technique 1: Path selection manipulation

Focus on the manipulation of Tor path selectionomdtigm to make it selects the
malicious Tor relays with more probability. Thisaknown and well-proven technigue to
attack Tor network. It is well established thattife path selection algorithm is
successfully manipulated, the attacker has a stgmifly better probability to control one,

two, or the three nodes of the Tor circuit.

Technique 2: Port redirection

In network communication, every application typdtgh ftp, telnet, etc.) has a port
number associated to it and standardized by theAlAMternet Assigned Numbers
Authority). However, port redirection is a knowick that allows bypassing firewalls by
tunneling traffic through another port number. listattack, our approach is to push the

client to use some unpopular port numbers.



Technique 3: Injecting Malicious Relays

Injecting relays is a very popular technique to poomise circuit nodes. It has been used
in most of reported attacks on Tor. In the contexthis research, we use this technique
because it does not require large networking ressurt only requires a certain number

of relay information that we can moderately satisfy

1.5.3. Phase 3: Experimental Methodology

In this attack we assume that the attacker is mrobof a web server and has the ability
to inject a certain number of Tor relays with thesided bandwidth and exit policy.
Hence, the experimental setting is composed ofnapcomised web server and a certain
number of compromised Tor relays. Then, we simudatéient that will repeatedly open
circuits in the Tor network. The experiment corssist measuring the fraction of the
circuits being broken by the attacker (i.e. theyeanhd exit nodes of the circuit happen to

be injected by the attacker). We will observe tead of this fraction as we play on:

number of injected relays
bandwidth of the injected relays

exit policies of the injected relays



1.5.4. Phase 4: Attack Mitigation

This phase focuses on proposing mitigation to prettds attack or at least make it very
difficult to execute. More precisely for every eaiped weakness that made the attack

possible, suggest countermeasures.

1.6. ORGANIZATION OF THE THESIS

The rest of this report is organized as followsafikr 2 presents different anonymity
Systems. Chapter 3 presents related work on Tawanks. Chapter 4 presents our
proposed attacks based on unpopular ports, asasetletails on simulation of Path
Selection Algorithm. The implementation and expemtal analysis are discussed in

chapter 5. Finally, attack mitigation and conclus@we presented in Chapter 6.



CHAPTER 2

ANONYMITY SYSTEMS

This chapter is a survey of various anonymity prots. We attempt to provide
classification of anonymity systems and we prestet state-of-the-art anonymity

services or free software.

2.1. DINING CRYPTOGRAPHERS NETWORK (DC-NET)

The Anonymity idea was first proposed by David Gham the journal of cryptology
1988 where he illustrated the non-routing basedhwamity communication systems “The
Dining Cryptographers problem - unconditional serm®l recipient unlinkability [7, 8].

Figure 2.1 below illustrates the DC-Net.



FIGURE 2.1: lllustration of dining cryptographers’ Network (Dc-Net). A
paid but its identity remains anonymous to B and C



The above illustration involves three cryptogragh@ho are served food in a restaurant
and were expected to settle the bill anonymouslga way that if one among the three
pays the bill anonymously the remaining two canit the payment to the payer.
However, another party not among them (says NSA) pag the bill and in that case no
anonymity is involved. So the problem is to findavactually paid the bill among the
cryptographers through the use of two stage pratdoahe first stage a secret key is
shared pairwise among the three cryptographerggaytoss of a coin on condition that
they all follow the ethics of not revealing to eaather the secret shared by each other
pair. In the second stage of the protocol eachhemt privately XOR the two secrets
shared with others and announce the result of X@Rily if one is not the payer of the
meal or announces the opposite of the result of X@Rf and only if one paid the bill.
The third stage of the protocol involves finding etho paid the bill for the meal. If the
result of XORIng the three announce results bythinee cryptographers is zero, then the
third party not among the three cryptographersq9¢$A) paid the bill and in that case
no anonymity is needed, otherwise one of them eésphyer but it turns out to be not
linkable to any participants. In the above illustra, in the second part ‘A’ is the payer,
but ‘B’ cannot link the payment to ‘A’ because, @®esn’'t know the secret between ‘A’
and ‘C’. Likewise ‘C’ can neither link the paymetiot‘A’ because, ‘C’ doesn’t know the
secret between ‘A’ and ‘B’. However, the protodsl extendable to n group of

participants in a ring topology.



Wright et al in [16] presented a generic attackeblasn probabilistic approach on group
of anonymity protocol models DC-Net inclusive ammhcluded that it lacked scalability,
it is vulnerable to Denial of Service attack anduieed extremely low cost to attack the

ring-based version of DC-net.

2.2. MIXSYSTEM ANONYMITY PROTOCOL

Prior to DC-Net mix system anonymity protocol waseduced by Chaum. This was in
the late 1981 when RSA public key encryption waatieely new [7]. The main idea is
that messages to be anonymous are relayed throveghranore nodes called mix which
originally uses RSA public key encryption. Messagas divided into blocks and
encrypted using RSA. Conceptually the first fewcht® are the header of the message
and contain the address of the next mix node. Mweeisely, a mix first generates a
public and private key pair and makes the publimgonent known to clients who wish
to relay messages through the mix. We let C = Exdbhote encryption of a message M
with mix x’s public key and also let M = Dx (C), migte decryption of a ciphertext C with

mix x’s corresponding private key.

The concept of mix was invented to prevent tra#italysis associated with mailing
system. Mix system receives several mails fromedd#it client mailing servers and other

mix nodes it then permutes the collected mails serbls out to mail server or another



mix in such a way that the sources and the interdkstinations cannot be linked.
Through the use of mix system between the mailergess (say two mix system shown
in figure 2.2), Alice prepares and encrypts the sage to be sent to Bob, using Bob
public key Kz appends with the Bob address, thereafter she demglg/pts the resulting

message with the public keys of the two mix systam#llow:

FIGURE 2.2: Mix Networks for two mixes



Kva (Rva (Kme(Rve (Ke(Re, M) | Baddresy ) | MBaddresy Kve(Rve (Ke(Re , M) |

Baddres§)  Kg(Rs, M)

Where Kua, Kus and Kg are the public keys of the first mix, second mndaBob

respectively, and % Rvs , and B are random strings of the first mix, second mig an
Bob respectively added to prevent vulnerabilityatibcksdue to identical message under
the same asymmetric key, these are discarded. Andepresent transformation of the
message as it passes through the Mix System. Witbssi of generality, we assume that
Alice sends Iga (Rua (Kms(Rve (Kg(Rs ., M) | Baddresd ) | MBaddresy  tO the first mix

node, the node decrypts the incoming messages usingrivate key, permutes the
messages and sendsd{Rve (Ke(Rs , M) | Baddresy) t0 the second mix node, on
reaching the next mix node, it decrypts the messageding other messages it receives
from various sources with its private key, permutesmessages and sendgRg M) to

bob.

In [17], Pfitzmann and Pfitzmann shown how an actattack can break the original
Chaum’s mix networks, their argument was basedhendirect use of the RSA for
signing and encryption, rather than the mix protaself, RSA has a well-known attack
which exploits its mathematical bases; the intefgstorization. In 1995 Kocher

described a new timing attack [18] based on defaitsnvledge of processing power of



the machine in which the RSA is implemented, aptlit measure the decryption time of

some known ciphertext then decryption key ‘d’ casily be deduced.

Nevertheless, following Chaum’s mix network progdosssearchers have developed
diverse anonymity systems for different applicasioexamples include Crowd’s for
anonymous web transaction[9], Freenet for distaduanonymous information storage
and retrieval [10], Onion Router for anonymous mgit{11 and 12], Tarzan for p2p
networking [13], and VPN for secure shell. Whilevso other researchers work toward
enhancing mix network for instance, [1] stated tHzdbel and Mixmaster are
implemented based on original Chaum’s mix model boith extended the original idea
of mixing. Batches of messages to provide backveed of messages in a pool as in the
case of Mixmaster, while Babel delays some fractbmessages on additional round,
these together with other methods aimed to prefrent1) attacks, in which an attacker
sends one message in order to trace an empty rgether with (n -1) recognizable

messages.

2.3. CROWDS ANONYMITY PROTOCOL

Reiter and Rubin in [9] presented a different amoity system called Crowds for web
transactions. In Crowds protocol the client requestandomly sent to one of the user

participating in crowd which in turn randomly forwis it to another user or the intended



server on behalf of the originator of the requé&sirough this protocol, web servers are
unable to learn the originator of a request becallggarticipants are equally likely to be
the originator of the request and not even theabollating member who forwards the
request on behalf of another. Crowds in [1] wascdeed as landmark in anonymity
research since its security lies on the inabilityao attacker to observe the links, rather
assumed to control a small fraction of nodes wiiah be achieved using simple link

encryption and padding.

2.4. TARZAN ANONYMITY PROTOCOL

Tarzan is an onion routing peer-to-peer anonyméusiétwork overlay [13]. Tarzan
achieves its anonymity with layered encryption amdlti-hop routing, very much like
Chaum original mix. It uses a network address tedos (NAT) to bridge between
Tarzan hosts and obvious Internet hosts. A petates the transport of a stream through
the network, creates an encrypted tunnel to anatbde and requires that the node to
connect the stream to another peer. By so doingahahas a restricted network topology
in which each node maintains persistent connectioitis a small set of other nodes
creating a structure called mimics. Paths for anonys traffic are selected in a way that
they will go through mimics in order to avoid linksth insufficient traffic. [1] Points out

that the weak spot of mimics scheme is that seleaf neighboring nodes is done on the



basis of network identifier or address which isyets spoof in real-world networks.
Clayton and Denezis reported in [1] that they fowmdattack against original Tarzan
strategy which requires each node to know a randabset of other nodes in the

network.

Another widely used onion routing anonymous netwekTor. Tor is a second

generation onion routing anonymity system desigoestipport TCP-based applications.

2.5. TOR PROTOCOL INNER-WORKING

Tor is the most popular anonymity network knownapdlt is designed with different
flavors to provide anonymity to Internet usersislbpen source software maintained by
Tor Project. The network relies on public usergsibmate their bandwidth as relay. Tor
relays are mainly three types: (1) entry node-fiety through which a client connects to
Tor network, (2) middle node-intermediate relay evhhelps to extend client traffic forth
and back, and (3) exit-node which submits cliequesst to a remote server. The chosen
exit node must have exit policy that supports ¢liapplication port. Other Tor nodes
include guard node, directory servers, autonomausess and hidden service relays

(introductory and rendezvous points).

In a broader sense, for Alice (the client) to comioate with Bob (the server)

anonymously over Tor networks as illustrated inufeg2.3(a), Alice’s onion proxy (OP)



obtains a list of Tor relays ( nodes) from diregtserver. From the list, it randomly
selects pathway through Tor relays to Bob (seedigu3(b)). Starting with the selection
of an exit node by ensuring that its exit policynst, client proxy establishes session key
and circuit with the first or entry node, tunnelittgrough this circuit it incrementally
extends the circuit one node at a time up to thereode. In each step, it establishes

session key with the Tor node in its pathway asvwshio figure 2.3 (c, d and e).

Once the circuits are successfully establishedgeAtan then communicate with Bob
relaying traffic through Tor nodes anonymouslyrasigure 2.3 (f). The OP's edge onion
relay (entry node) in the circuit knows that itdsmmunicating with Alice client and
knows that it is to relay the incoming payloadtie hext Tor node in the path, but cannot
confirm that Alice is the owner of the incoming gypted data, neither can it say that the
next node in the path is the final recipient of tata. The same applies to the next onion
relay up to the exit node who knows that the messador the Bob but cannot say who

originated the communication (see illustrationigufe 2.4).
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and extends the circuit, and (f) Alice traffic passes throughn&bwork to
Bob.
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Moreover, to see the in depth description of how Works based on the specification
obtained from [4], it is good to note that the uofitcommunication in Tor protocol is

fixed-width "Cell" (see figure 2.5a), Cell packeamly consists of three components:

I.  The Circuit ID whose values indicate which virteakuit the cell references to.
Il.  The COMMAND whose values are different commandsdutse communicate
between client and Tor relays forward and backward.
lll.  Lastly, PAYLOAD which is the store for messagesad&i be transmitted to

another node.

Additional details of other fields and/or the difént values they can accept will be
cleared to us as we describe further. For the me&@d description again, we assumed
that Alice (the client) wants to communicate witblB(the server), and that Alice Onion
Proxy (OP) has obtained a list of Tor relays frdme trusted directory server. Also,
supposed that Alice client proxy has randomly chasdy three distinctly unique relays,
namely R_1, R_2, and R_3, where it chooses R_8 fosserve as its exit OR node and

R_1 as the entry OR node. The following descriliesiic establishment:



a) Alice proxy generates CREATE Cell (see figure 2.%ssigns arbitrarily unique
2- byte integer value as Circuit ID, assigns 'CREAds COMMAND field value, while
PAYLOAD contains padding and the following; OAEP pi®nal Asymmetric
Encryption Padding, which is used mainly in RSApi@vent vulnerability of short
message attacks), Symmetric key K, 1st part‘ofagd 2nd part of’g In this step the
client proxy divides the expected random numbest(fnalf of DH) which is used to
create master secret in to two parts for securtpgse, it uses the public key of R_1 to
encrypt the 1st part of the random number, andynemetric key K. Moreover, it uses
the symmetric key K to encrypt the 2nd part of tlsedom number and forwards the cell
to R_1. The idea here is that, only R_1 could be &b decrypt the first part of the
Encrypted message with her private key, and thérageess to the shared symmetric

key K to decrypt the 2nd part of g

So, when the CREATE Cell reaches R_1, it will detitye first part of the message with
its RSA private key and use the revealed sharedKk&y decrypt the second part of the
message. Then combines the two part‘ofogform the complete random number (i.e. 1st
half of DH) sent from the client proxy. R_1 themgeates its own random numbef g
(2nd half of DH) and combines the two™{gy to form the pre-master secret (KO).
Subsequently, it uses the pre-master key to genenaister secret (KH) and finally,
further hashing of KO creates 100 bytes key mdt&rig.e. K= (KH| Df| Db| Kf| Kb)) in

accordance to Tor specification schemes [4]. Wheni$ done, R_1 sends respond to the



client by creating CREATED Cell (see figure 5¢c)ntaning the same value of Circuit
ID, CREATED as COMMAND field value, and PAYLOAD ctains server's random
number g (second part of DH), and derivative key (KH). Whé&iient receives
CREATED Cell, it uses its random numbef X¢pgether with the returns server's random
number (g) to calculate pre-master key and subsequentlyrthster key K. It uses the
agreed SHA hash algorithm with first 20 bytes ofokform the derivative key (KH) and
compare with the one received in the CREATED Qélthey are the same, then the

Handshake is completed. Session key, plus cirs@siablished with R_1.



CircutlD CircutID

CircutID

Command Command
OAEP
Command | | Symmetrick | | &y value
1 part of g"x
| 2partofg’x | [ KH_
Payload

Padding Padding

Figure 2.5: (a) A typical Tor cell, (b)) CREATE Cell and (c) CREATED Cell

CELL_LEN =512 bytes; 2 bytes Circuit ID, 1 byte Command and 509 bytes
PAYLOAD



CircutlD CircutlD CircutID
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------------------------------------ Length __length
Digest Address
Length o Port
______________________________ OAEP
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Ipartofgix
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FIGURE 2.6: (a) A typical Relay Cell, (b) Relay Extend Cell, and (c)
Relay Extended Cell



b) To tunnel through the circuit established with Rahd extend to R_2, Alice
client creates a RELAY Cell (see figure 2.6(a)) wWRELAY as COMMAND field

value, and PAYLOAD containing two messages as shaviigure 2.6(b).

The first message is unencrypted and is to be bhgdel 1 for further instruction about
the nature of RELAY command. This unencrypted mgssantains RELAY EXTEND
as REL-COMMAND field value, an integer digit grelatean O (which means R_1 is to
process the cell and forwards it to another Relageh as RECOGNIZED field value,
zero or an arbitrarily chosen ID by OP (assigned telay cell of the same circuit and
used to determine cells belonging to the same ste¢am) as STREAM ID field value,
DIGEST field value is 4 bytes of running digestdexk from Df (forward digest) shared
with R_1, and the number of bytes in relay paylé@&dreal payload data as LENGTH
field value. Address and port refers to ipv4 and pomber for the next relay node in
the path (R_2). The second message contains a TREAformation - OAEP,
Symmetric key K, 1st part of‘gand 2nd part of g similar to the one described in a)
above. Interestingly 1st part of @nd symmetric key k are encrypted with R_2 RSA
Public key, while the 2nd part of‘gs encrypted with symmetric key k. The entire

messages in the payload are then encrypt withoitveafd key (kf) shared with R_1.

The RELAY Cell is transmit to R_1, on receiving el R_1 checks the Circuit ID and

determines if it has corresponding circuit alongttbhonnection (which it has in this



case), then decides if RECOGNIZED field is zeroifphhs not) and ensures that other
conditions hold. R_1 executes RELAY EXTEND commérydcreating CREATE Cell,
generates unique 2 bytes integer Circuit ID notugetd on the connection, and encloses
the second part of message it received as paytoad RELAY Cell into the CREATE

cell as PAYLOAD and transmits to R_2.

In returns, R_2 decrypts the first half of DH usitgyprivate key and shared key k in a
similar way described previously, it then creatdREBTED cell containing its own
randomly generated half of DH (2nd half of DH) atmmputes KH (which is the 20
bytes derivative key) as Payload data. It then sehid cell backward to R_1 as shown
in figure 2.6(c). R_1 will then replaces the comteh RELAY Cell PAYLOAD with
RELAY EXTENDED as REL-COMMAND field value, 4 bytedigest seeded from Db
(backward digest) shared with OP as DIGEST, 0 &asevaf RECOGNIZED field and
the payload handshake data from R_2 CREATED celvel as the new value of

LENGTH field.

The PAYLOAD is encrypted using shared Kb (backweagl) and the cell transmits back
to OP. When Client OP receives RELAY EXTENDED cetlecrypts the payload using
Kb (backward key) it shares with R_1, it then olesrthe Circuit ID, stream ID to

ensure that there are matches, observes that twgRMeed field is zero and the Digest
value equals. Thereafter, it uses its half of Dithwhe received half of DH from R_2 and
calculates full DH key (pre-master key) using tleg ko derive K (the master key). Then,

it compares the generated derivative key KH withdhe received in payload, if they are



the same, the handshake is completed, sessiorstaylished and the Circuit is extended

toR_2.

c) To further extend this circuit to R_3 which is theit node in this case, Alice
client creates a RELAY Cell similar to b) above.lika the above, the PAYLOAD is
firstly encrypted with the Kf (forward key) sharedth R_2 forming the inner onion
layer, and then with forward key shared with R_fimfimg the outer onion layer. The
relay cell is sent to R_1. On reception of the Redall, R_1 decrypts the outer onion
layer with the forward key shared with OP and obserthe content of PAYLOAD, it
further processes the data in the PAYLOAD if itageizes it. Otherwise it forwards the
Cell along the circuit. R_2 receives the RELAY celbserves the Circuit ID, decrypts
the inner onion layer, and uses the unencryptedsagesin the PAYLOAD to process
the RELAY Cell. It observes the Stream ID and Rehktnand field values. With the
value of RECOGNIZED field not equal to zero andess that other condition been
hold, R_2 creates CREATE Cell with a unique CirdDit and encloses the encrypted
data of RELAY EXTEND cell payload into the CREATEICPAYLOAD and sends to
R_3 after observing the port number and validitytloé address. R_3 receives the
CREATE cell, use its RSA private key to decrypt fivst part of the data in the

PAYLOAD, which is the same with the one describesdesal time above - OAEP,



symmetric k shared key, 1st part of g* X and ugeréivealed symmetric key to decrypt

the second part of the data in the PAYLOAD, whiglmieanly the 2nd part of'g

R_3 then creates CREATED Cell contains its own oanlgt generated half of DH (2nd
half of DH) and computes KH (which is the 20 bytesivative key) as Payload data and
sends backward to R_2. In sequence R_2 retrievesCIREATED Cell Payload,
encloses in RELAY cell, replaces the command wiLRY EXTENDED encrypts the
entire payload with backward key (Kb) shared witR,@nd sends backward to R_1.
R_1 further sends backward the RELAY cell once ynted with its backward key
shared with OP. On receiving the Relay cell, Alatient decrypts the outer layer with
the backward key shared with R_1, and decryptsniher layer with the backward key
shared with R_2 to reveal the RELAY EXTENDED Cédtl.observes the Circuit ID,
stream ID to ensure that there are matches, olsdnat the Recognized field is zero
and the Digest value equals. Thereafter, it usekatf of DH with the received half of
DH from R_3 and calculates full DH key (pre-masdtey), using the key to derive K
(the master key). It then compares the generatadatige KH with the one received in
payload. If they are the same, the handshake ipleded, session key established and
the Circuit is extended to R_3. And this completee session keys and circuit
establishment. What follows is the data exchangeewid-to-end TCP connection with

Bob (the server).



2.6. TAXONOMY OF ANONYMITY SYSTEMS

Anonymity systems can be divided into differentdggeither based on anonymity objects
or based on mechanisms of operation. Based onrtbeymity object, the anonymity

systems are divided into three classes namely:

Sender anonymity which conceals the relationshipréen message and its sender
Recipient anonymity which conceals the relationsbgiween message and its
recipient

Relationship anonymity which conceals relationshigtween sender and the

recipient.
However based on the mechanism of operation andypyan be divided into two types:

A non-routing-based anonymity communication systé@ Dining Cryptograph
technology (DC-Net) which ensures the unlinkability sender anonymity,
recipient anonymity and relationship anonymity.

The other type is the routing-based anonymity inctvldata are passed through
one or more transmitting nodes between the sentkrttee recipient, while the
nodes can rewrite, fill and transmit data packethitle the source of data packets
and their relationship between input and outputargples of routing-based

anonymity are mix system, Onion Routing, Tarzan @naivd, etc.



Moreover, these routing-based anonymity systemsfiatber divided into high
latency and low latency systems based on Interpetications they support.
Common Internet applications such as Web browsiitigo teleconferencing, file
transfer protocol (ftp), remote login (Telnet), elmand broadcast all of which use
IP (Internet protocol) as the transmission mechmasisThese have different
performance indices because of their requirement network bandwidth,
responsiveness, tolerance to communication noideénaplementation techniques.
Thus, mix systems which are suitable for low respness application such as
email, are referred to as high latency systemslewbinion routing systems which
are suitable for high responsiveness applicatioich &is web browsing, chatting,

ftp, etc. are referred to as low latency system.

2.7. FREE ANONYMITY SOFTWARE

While they may not provide 100% anonymity onlinggde free anonymity software can
be used in places where there are high need foraqyi Places like Internet café,
libraries, Airport, schools, workplaces, public apeepaid Wi-Fi hotspot. Pending on
individual needs they are good for home usagederaio avoid Internet eavesdroppers of

all kinds.



2.7.1. Cross-Platform Solutions

JonDo originally known as JAP is a VPN client waiitin java and routes data
across the JonDo networks. JAP was originally dmesd as part of project of the
Dresden University of Technology, the University Régensburg and Privacy
Commissioner of Schleswig-Holstein, Germany [14kdnds requests through a
cascade and mixes data streams from different useseder to further conceal
data to outsiders. Unlike Tor, the mix cascades géenonymization proxies)
used by JAP are known individual organizations asers themselves may
choose among the operators they will trust. JAPenaras changed to JonDo in
2007 after financial backing of the original prdjean out. Now JonDo is
maintained by members of the original project teard it provide free services as
well as enhance commercial services.

Vidalia is a Tor client that bundle Tor softwaredaRolipo and routes traffic
across Tor network. Vidalia provides Tor users wagptions to donate their
bandwidth as Tor relay, it constantly change uBetoldisguise user Internet trail,
and provide better anonymity.

PocketiX.NET is an academic, non-profit online eamment for PocketiX VPN
offered by SoftEther Corp. Unlike Hotspot Shieldlasther VPN clients, it is not
based on OpenVPN, rather uses a proprietary sysw#in.traffic over

PocketiX.NET is encrypted using SSL, just like otMPN. Since it is run by



university of Tsukuba in Japan the actual speed gestedepends on geographical
location in relation to Japan.

JanusVM is a VMware based Tor/Privoxy/Squid/Open\dfiBint that allows user
to browse Internet without censorship. It combirted power of Tor, Privoxy,
Squid, and openVPN to increase anonymity. Janusdidiire VMware Player to
work, it has advanced filtering capabilities for difging web page content,
managing cookies, controlling access, and remowitg; banners, pop-ups and
other intolerable Internet junk.

ProxPN is a lightweight VPN client based on openYRMNrently have servers
located in USA, thereby making speed varies pendmgour location. To use
the services, users are required to register dinsk traffics are tunneled through
encrypted connection through VPN servers, therobtite Internet.

USAIP is VPN based on PPTP and L2TP protocols, ghooot bound to any
operating System, Microsoft played major role m dievelopment and it can be
used on Mac OS and Linux as well. The program @ffely tunnels all traffics
through this service, thereby making all of youemet activities anonymous.
Your Freedom is java based tunneling solution.al$ plain and simple looking
java GUI with servers located worldwide, support RJBnd allows you to play

games online using the tunnel.



2.7.2. Window-based Solutions

xB Browser also known as XeroBank Browser, preMipiésaown as TorPark is a
Firefox and Tor bundle it is often refers to asialbne solution, it has a vary
speeds as it is the case with all Tor connectibogjever disabling images will
speed up things. It is a window based solution.

Hotspot Shield, also known as AnchorFree is a Yfe&l based on openVPN. It
encrypts all Internet activities of user and naitja browser as is the case for
JonDo and Tor. It ideal for users requesting anatyyior other applications
without the use of proxy. Because it doesn't cali@ay identifiable data about
user, it is the world must trusted VPN used by dM@million people [23]. Users
are rests assure that their privacy is guarantéethther good feature of
AnchorFree is high speed comparable with commesuéition on the normal
ground, but often display advert on a requeste@ pdten using browsers such as
IE, Chrome, Safari and Opera, etc. But it is conghjefree.

AdvTor is developed with Tor advanced user in miacdhowerful alternative to
Vidalia bundle. It allows pretty well customizingf dor connection from
adjusting bandwidth to manual entry / exit nodestbn. One of its best features
is the ability to force a program such as instamissaging client to use Tor

connection. Good to note that Tor is TCP based yndg protocol which



doesn’t support UDP protocol. So any applicaticat tses UDP protocol will be
sent unencrypted over user’s network connectiohowit the feel of Tor.
SecurityKiss is a simple window VPN based on opedVP has relatively fast
speed depending on location. SecurityKiss perdigtesay they do not keep
personally identifiable data about their users, dnly log of user’s IP addresses,
connection/disconnection times and traffic volun¥hey used the 128-bit
blowfish algorithm to encrypt session data and 1&24-bit RSA certificates for
session keys, so as to make user be rests assatexdot eavesdropper can steal
user’s data.

UltraSurf is a VPN program for Windows with servecated in USA. The
program collect user IP, the property of browsed aror your computer, the
number of links you click within a site, state @uatry from which you accessed
the site, date and time of your visit, name of ssE8P, web page you linked to
our site from, as well as page you viewed on the Some antivirus program
false positively identifies UltraSurf as virus /oJan since it can pierces through
firewalls.

CyberGhost is a VPN client with server in Germaifiey used 128-bit AES
encryption on all connections to ensure a highllef@nonymity and use special

data compression techniques to make speeds faster.



FreeGate is a free proxy offered by Dynamic Interfiechnology Inc. The
program offers unrestricted access for Chinesesubeit restricted access to other

users.

2.7.3. Linux-based Solutions

Incognito Live System (Amnestic) is a Debian-bakee@ CD. Vidalia is bundled
with the CD which forces all connection to go thgbuTor network. Absolutely
no data is stored when using the Live CD unles$i@ttyp configured to do so.
Estrella Roja (Red star) is a Linux based Live CBick comes with Tor and
Privoxy. All data are route through Tor networkisttistribution is in Spanish.
Privatix is by design almost identical to Incognitive System, significant

different is that Firefox with Tor button is thefdalt browser.

For the taxonomy of the above free anonymity saftwaee appendix. Details
information such as speed rating, anonymity ratingage allowance, logging level,
server location, supporting OS, Web of Trust (WQ@jing, and RAM usage are

provided in the taxonomy.



CHAPTER 3

SURVEY OF ATTACKS ON Tor

Since its deployment in the late 2003 several &fftlave been made to analyze the
anonymity claim of Tor through different attacks Dor protocol, some of which resulted
in patching and updating of the program. Sevetatcks claim have been presented in the
literature. The need to have a standard means a$umeg the efficiency of such attack

claims is highly needed.



3.1 TRAFFIC ANALYSIS

Among the earliest attacks on Tor protocol was ficafAnalysis. The attackers
demonstrate the possibility of obtaining informatifsom Tor without even tempering
with the core relays. This attack utilizes the ¢aifl between the need for low latency and

complete anonymity.

In [19] Murdoch and Danezis presented Low-codtitranalysis that can be mounted on
Tor by looking at a different behavior of Tor retaySince in Tor cells from different

streams can be sent out in round robin fashion whklows that higher load increases
latency of all other connections. So by routingoarection through specific Tor nodes
and measuring the latency of messages, an atteakeget estimate of the Traffic load on
the Tor node and thereby possibly trace the path Wareover the possibility of linking

transactions based on this attack was expressedhduesult of the experiment shows
that they were only able to reveal the pathways™work was done in 2004 when Tor
relays were relatively fewer in numbers comparetht present number of Tor relays.
We think it would be very difficult to realize tlsame result today, even without patching

up Tor.

In another work [20] Murdoch and Zieli'nski demaastd how traffic analysis can be

used on Internet exchange points by developindidrahalysis techniques which work



on sample data collected from Internet exchangéeg) and use Bayesian methods to
obtain the best possible inference. This work riacedhe vulnerability of Tor on a

specific traffic while guaranteed safeness on ather

Prateek et al in [24] presented a traffic analgsipw latency system through the use of
throughput fingerprinting. The attack is based d@sesving throughput of a Tor circuit

over multiple connections, and is able to say ib woncurrent TCP connections belong
to the same Tor user. The attack utilizes inforarateakage through circuit throughput.
Using fingerprint the author determines whether wirguit share a common sub-path
and finally analyzed their correlation using simmtatistical test. The probabilistic

observation was combined over multiple circuitsd deads to de-anonymize guard

relays.

3.2 ATTACKS ON Tor HIDDEN SERVICES

Tor Hidden service was first deployed in 2004, #inty aimed at providing protection to
dissident and activists in a danger zones and wesntmended by both Electronic

Frontier Foundation and Reporters without borders.

However in its earlier time @verlier and Syvers@i][presented an attack on how to
locate a hidden server by demonstrating how a einghlicious node can reveal the

hidden server, this attack utilizes packet countingoming/outgoing packets matching,



and etc. But the report seems to be presentedlatetetime after the introduction of

guard node which protects Tor against such attack.

In another work [22] Murdoch presented a possilitack that can reveal the Hidden
server through their clock skew. The basic ideaoisutilize temperature difference
between the CPU of working nodes and that of idides which has effect on clock
skew, clock skew can be observed remotely by attattk identify active and inactive
nodes using timestamp and sequentially give clumutathe likely region the hidden

serves are located by exploiting time zone diffeeen

A technique to prove that a confiscated hiddenesemas hosted a particular content was
presented in [25]. The technique relies on leaxaniming channel fingerprint in the
confiscated server’s log file. It is based on segdtiTTP requests to the hidden machine
and storing “date field” of the responses obtairfeal.to detect the fingerprint a logged
entry is look for in a window around the time tlegipears in these responses. While,
there are false positive results, the author peaidalytical expression for the probability
of detection and the false positive. One importasiie that the paper did not address is
how to reveal the Tor hidden server, as far as m@\vk no previous research on how to
reveal the hidden machine has proved viable. Mashment of the hidden server attacks
was that of [21] which is not applicable to thegmet Tor network and that of [22] which
only give idea on the region the hidden machifdedated, but not revealing the machine.
As we know the hidden server has no customary tfPesdes, it mainly provide services

as a local host through Tor network, which is veayd to detect.



3.3. CELL-BASED ATTACKS ON Tor

The unit of communication in Tor network is Cell.Qell has a fixed width with length
of 512 bytes, exactly the size of typical TCP pacBecause of the fact that different
types of Tor cells are used to carry different tygdeinformation, researchers exploit

vulnerability due to the nature of information theg designed to transmit.

Ling et al in [26] presented a cell counting baa#ddck on Tor. This attack was inspired
by extensive experiment that reveals that the gi2® packets in the Tor network may
not be fixed. The attack has potential of revealiagonymous communication
relationship among clients, a malicious exit routandomly intercept a traffic from
server to the client insert a unique signal that daange the cell counts and channel the
cell to client along the circuit, however, malicgoantry node detect the difference in the
received cell and the enclosed signals. The cogetaf the malicious exit router is to
intercept a CELL_RELAY_DATA which is the type of lceised in Tor network for
transmitting data stream. Furthermore, the authmesented a situation where a
malicious exit router only can be used to succdlygsfunch the attack based on sniffing
the packets transmitted between client and entdenobut we feel this seems to be

unlikely, because exit node is unaware of the embge, so even if attacker wants to sniff



packet between entry node and client, he may enpedth a wrong packet since is hard

to pinpoint the real “client — entry” peer of ingst.

Moreover, a New Replay Attack against Anonymous @amication Networks was
presented in [27]. The replay attack is based gficagion of Cell which is the unit of
communication in Tor. The attack involves the ud$enmlicious entry node which
duplicates cells from the client and traverses lells across the middle node to the exit
node, present of duplicate cells at exit node téeulecognition error due to disruption of
normal counter. The attack is successful if attdskaccomplice from the entry node
controlling the exit node detect such decryptiommors;, thereby exposes the
communication relationship between client and serVhis attack was implemented on
Tor and validated. Result of the experiment indidaihe feasibility and effectiveness of

the attack.

3.4. PERFORMANCE ANALYSIS

The research direction in Tor nowadays tilted talsagnhancing the status quo through
network performance analysis while maintaining ctatg privacy. In this direction,
Murdoch and Watson [6] presented a metric for sgcand performance in low-latency
anonymity systems and compared different path sete@lgorithms and analyze the

algorithms using two metrics, vulnerability of bgircompromised with respect to



attackers resources claim and expected latencycobwts of the analysis indicated that
Tor default path selection based on high bandwattihms improve performance as well
as anonymity compared to the supposedly more setareuniform path selection

algorithm.

A case Study on Measuring Statistical Data in the Anonymity Network was

presented by Loesing et al [29]. In the paper th@s provided guidelines for safety
measurement of Statistical data in the Tor AnonynNetwork. However, the paper
addresses two issues concerning measuring two bffEnsitive data in the Tor network
for performance evaluation; measuring client IP radges and exiting port. The

guidelines include:

Data Minimalism-minimizing the amount of statistickata required for solving a
particular problem.

Source Aggregation-sensitive data should have at $lme span, aggregation
should be the source of data and always approxiexatet event counts.
Transparency-public discussion of all algorithms data gathering is essential
before deployment and all measured statistical sladald be publically available

to avoid gathering of too sensitive data.

[28] Presents a new method for path selection wialbbwed performance-improved
onion routing. The authors believe that this neappsed method can be used to increase

performance and security of the Tor network’s d¢keand equally serves as input for



improved designs of future anonymity protocols. Timetric is based on actively
measured round trip time and estimations of aveldimk-wise capacities through

passive observation of throughput.

In [30] Norman et al proposed an algorithm thatedet DoS in Tor network, using graph
theorem to model the Tor network and mathematieadrtem they were able to prove that

the algorithm is capable of detecting DoS in Tdxvaek.

A new anti-misbehavior system for Tor network wasposed in [31]. After critically
evaluating the existing Tor exit policies which @ngthor claimed that it is insufficient to
mitigate misused of Tor services. The new Anti-ralsdvior system will contain two
blacklists-global and local blacklists and threetpcols-reporting misbehavior, building
blacklists and blocking misbehavior user protocd®obal blacklist is built according to
every Tor relay local blacklist and maintained bysted directory servers. On regular
basis, every Tor node reports local blacklist tectory server and the directory server
update the global blacklists and distribute thebgldblacklists to every Tor node. The
authors provided a comparative evaluation of the sgstem by comparing the Tor exit
policies against the proposed new anti-misbehasystem using three metrics - user
experience, performance and anonymity. Though ngemxent was carryout, one
important issue regarding the applicability of gfreposed system that was missing in the
paper is the case of two important error measur&neve observed that the case of false
negative in which a genuine user is blacklisted afalse positive in which wrong user is

undetected was not giving account anywhere in #pep



Optimal Path Length for Tor was studied in [34].eTauthors investigate path length
design decision and evaluate both two—hop and-thigepaths through experiment. The
evaluation was based on two metrics. Security sifmulating Tor default path selection

for two-hop and three-hop paths, result shown tlvathop paths are less vulnerable to
circuit compromise compared to three-hop paths, thety are more vulnerable to

adaptive surveillance. However, in terms of perfance — the authors simulate real
clients making http request for some popular welsiind measure their downloads time,
performance result shown that the download timetlioee-hop path is almost twice as
the expected download time for two-hop path. Desthie outcomes of the evaluation the
authors concluded that the argument is not stroioggh to reduce the length of Tor path

to two-hop.

3.5. ATTACKS ON TOR PATH SELECTION ALGORITHM

Low resource routing attacks against Tor was ptesehy Bauer et al in [2], in their
work they demonstrated how much extend is the mgusBelection optimization for
performance exposed Tor protocol to end-to-endi¢rahalysis attack from non-global
adversaries with minimum resources. Their appraacblves compromising guard and

exit nodes, by injecting few nodes with high bandiviand high uptime claims, then



using their end-to-end traffic analysis method ssogiate the client's request to its

destination before any payload data is sent.

Browser based attacks on Tor was presented by Akbal [24].The main idea is that
the attacker can trick a user’s web browser intedsey a peculiar signal over the Tor
network which subsequently can help identify teeris identity using traffic analysis. In
the paper they described how a malicious node @getinexit node, when selected by a
client can insert a JavaScript code into unencodygiayload which is run on client

machine and can generate identifiable signal patteat can be detected by the server.

Predicting Tor path compromise by exit port wasspreged by Bauer et al in [5], the core
idea is to exploit the role of ports in compromgsirouting path based on the type of
traffic being propagated. They achieved this bgdting exit nodes with different exit
policy which makes client to select an exit nodéhviiigh bandwidth and satisfy its exit
port requirement. Through these they were ablentyae different applications. The
research project we propose deviates from theikwwmrce our attack model goes beyond
the passive attacker, here we considered a maxee attack that tries to force the client

redirect its traffic through unpopular ports.

A practical Congestion Attack on Tor Using Long Patas investigated in [32], the
attacker relies on using malicious exit routeriegitHTTP traffic to inject JavaScript to
the client which request user browser to perforrtp hequest every second and

constructing a long circuit that include a partasulelay repeatedly. This can be seen as



constraint of Tor path design which allows condiarc of circuit of arbitrarily length.
Subsequently, using statistical evaluation of ddfee in latencies the attacker will

determine with high probability the relays that makp the circuit.

[33] presents a potential HTTP-based applicativell@ttack against Tor which takes
advantage of Tor design feature and vulnerabiliti ©TP to man-in-the-middle-attacks.
It employed a malicious exit router to act as mathie-middle-attacks to client’s
communications. A respond usually a webpage toqaes made by the client through
malicious exit router can be modified or inject@wnforged webpage which makes the
client's web browser to initiate malicious connens to get those hidden objects,
subsequently, malicious entry router will detecttsualistinctive signal. Through traffic
analysis an external attacker can be able to ater¢he traffic between the client and the

webserver.

Manils et al in [35] presented attacks that tafg2P protocol, particularly accessing
BitTorrent with Tor. The attack explained how tloentity of user can be reveal due to
information leakage. The authors presented thi@etques on how malicious exit router
can de-anonymize BitTorrent traffic. Two of theleirjues are completely passive attack
that relies on information leakage of the applmatitself, while the third technique is an

active attack that exploits the lack of authenigratn the BitTorrent protocol.



CHAPTER 4

PRESENTATION OF THE PROPOSED ATTACK BASED ON UNPOFAR PORTS

In this chapter we present a new attack scenaabftituses on Tor unpopular ports and
combines inspirations from both Abbott et al [SHeBauer et al [6]. Our work is similar

to [6] in the sense that we investigate the refsinp between the application layer
protocol and the resources needed by the advetsarympromise path. The difference
lies in the definition of attack scenario. Theitaak scenario is passive. It involves
injecting malicious entry and exit routers with idgpandwidth claimed. Our attack
however, is more active as it intends to revealidieatity of a Tor client connected to a
compromised webserver. The attacker takes advaofagepopular ports to play on the
Tor path selection algorithm to select from few sétrelays in which the attacker

controlled a significant fraction. Our attack difealso from [5] since their attack is



browser based and tries to trick the user’'s welwbeo to send peculiar signals over Tor
network. Our attack on the other hand, involveshpug a Tor client to open a new

connection through an unpopular port.

4.1.ATTACK SCENARIO

In this attack scenario (depicted in figure 4.1)agsume that a client uses Tor network to
connect to a compromised server. This means tleasénver provides a certain web
service and a visitor uses Tor to hide his reatinguidentity, so that you hardly know
who visited the site and from where. However, tloenpromised server injected a
program into a requested page that will force timntto open another communication
through one of the Tor unpopular ports. This wag ¢thances that the client will choose
one of the adversary injected malicious exit nodéh high self-advertised bandwidth

and exit policy that accept only the requesteduirgropular port increases.

The description of the attack is as follows:

I.  The attacker controls a compromised web serveriwhas the ability to inject a
program to any client visiting the site.
.  The attacker injects some large number of maliciexi$ routers that accept a

particular unpopular port, say port 1214, with higndwidth claims.



The attacker injects some large number of maliciensy routers with high
bandwidth claims.
A client connects to the compromised web servengmously using Tor network.

The server injects a hidden JavaScript into theestpd web page by the client.



FIGURE 4.1: Our Port Redirection Attack Model; first the Webv8eris
compromised by storing a Script. A client uses Tor via path (1-Rt8-fhake
HTTP request; the response from compromised server contains teaddad
stored Script (5-6-7-8). On the Client side the Script opens a oemection

torrified through Tor network sending request (9-10-11-12) via unpopular port
listen by Script Server.



VI.  On reaching the client this hidden Script opensew monnection through Tor

network sending repeated request through port 1214.

VIl.  The attack is successful when the client passégttlarough both malicious entry

and exit routers.

To make this attack successful we need to answae sending questions such as how
could the attacker compromises the webserver? # #itacker succeeded in
compromising the webserver and injects the scrf the client machine how can the
script forces the client to open a new connectivough Tor network to a remote server

using unpopular port?

4.1.1. Method for Compromising a Webserver

Here we considered two possible ways an attacker ccanpromise the webserver
pending on the type of attacker in question. Therimal attacker can simply find a way to
modify a particular webpage in the webserver wipprapriate authorization, so that a
malicious script is stored. Another possibility ahwes external attacker to discover
vulnerability due to poor programming practice ars® cross-site scripting like (XSS-

like) technique to inject a script into the webpaghkis script is then stores in the page



unknown to the server. Subsequently, each timesnwisit the site the script runs in his

machine.

4.1.2. How to force a client to open a new connectionugtoTor

Since the intention of this attack is to forceiard browser to open a new connection to a
remote server using an unpopular port. The attaokey decide to use a WebSocket
technology which is a web technology that runsibeational communication channels
over a TCP socket enough to tunnel Tor traffic [3%his technology has been
standardized by both IETF and RFC6455 [37]. Oneontgmt feature of WebSocket
protocol is the ability of its client side implentation to sense if user’'s web browser is
configured to use proxy to connect to a remote eseland port and uses HTTP
CONNECT to setup a persistent tunnel. This propeftyebSocket protocol is essential
to the core idea of our attack. WebSocket API leenistandardized by W3C. Socket.lO
(is a WebSocket API) provides a method that carn pradfic from client to server in an
efficient manner using simple syntax [38]. Apaxn that, WebSocket technology is

accessible to JavaScript in a newer version of welwsers such as Firefox, Chrome, etc.

A simple client side JavaScript implemented to atpély send requests to a remote
server listening to one of the unpopular ports, wwembedded into HTTP response from
the compromised webserver, will force the clientoanproxy to open a new circuit.

Because, it is unlikely that the Tor exit relay disey the client to connect to the



compromised webserver will relay traffics that veauts the use of any unpopular port.
This way Tor path selection algorithm is left wah option of selecting from small set of

exit relays that are ready to accept the unpopdar
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FIGURE 4.2: Client side WebSocket API Snippet



4.2. Tor PATH SELECTION SIMULATION

In order to investigate the relationship of Tortpaglection algorithm and the amount of
resources needed to make this attack successfudewadoped a simulation that adhered
to default Tor path selection specification as pited by the Tor Project. There are two
parts of Tor path selection algorithm as elaborat€l@]. The Entrance Router Selection
Algorithm which was incorporated into path selectadgorithm with the introduction of

Entry Guard, in which a client automatically cha®seset of onion routers flagged as
‘fast’ and ‘stable’ by the trusted directory semveAnd the second part of Tor path
selection algorithm is the Non-Entrance Router Grla Algorithm used for selecting

subsequent routers in the circuit. In this work smnulated the Non-entrance Path
Selection Algorithm since it is optimized to favauter selection with high bandwidth

and high uptime.

4.2.1. Non-Entrance Router Selection Algorithm

This algorithm was optimized to favor router withglh bandwidth for network
performance reasons (see the Pseudo-code in #g8)e The algorithm has all known

onion routersyouter_listas an Input, and produces a randomly chosen rougghted



toward the router advertising the highest bandwidét the beginning the algorithm

compute total bandwidth (B) for all the availabteiters in theouter_list subsequently

choose pseudo random number C between 1 and rEag€b onion router from the list,

a router is selected and its bandwidth is addedvariable T, if variable T is greater than
C then the onion router is chosen for inclusioro itite path provided the Tor path
selection constraints are met. In the other hahd, is less than C then more onion
routers are selected and their bandwidth added watil T is greater than C. From this
we can infer that the more bandwidth an onion nogtdf-advertised the greater the
probability that the router is to be chosen, sittee algorithm assign weight to onion
router based on probability distribution that tillteowards the magnitude of router’s self-

advertised bandwidth.



Input: A list of all known onion routersouter _list = 0

Output: A pseudo-randomly chosen router, weighted towasd rfuterswith highes
self-advertising bandwidth

B- 0

T-0

C-0

i- 0

router _ bandwidth - 0

bandwidth _list = ¢

For eachrouter r1i router _list do
router _bandwidth - get _router _ advertised _ bandwidth (r)
B - B + router _ bandwidth

bandwidth _list = bandwidth _list E router _ bandwidth

end

C - random _int(1, B)

While T <C do
T - T +bandwidth _ list[i]
i~ i+1

end

return router _ list[i]

FIGURE 4.3: Non-Entrance Router Selection Algorithm



Details path selection specification can be sedd]ihowever, router selection algorithm

chooses router with the following constraints

I.  All routers in a path must be unique- no routesakected twice for the same path.
II.  All routers in a path are chosen from different illgrmo any router is of the same
family with another router in the same path.
lll. By default, only one router is chosen from a gV subnet.
IV.  Routers chosen for a path must be all running dhdadid, except otherwise
configured by default.
V. The first router on the circuit must be flaggedeay guard by a directory server
VI.  The exit router selected must support connectiari¢mt’s chosen destination host

and port.

In all cases, the choices for entry and exit rautere based on considerably large
bandwidth. Too much bandwidth above one-third ef tibtal bandwidth of all routers in
the network may lead to rejection of an onion rgutéile router with too low bandwidth

may not be favored by router selection policy.



In developing the simulation we make the followaggsumptions:

The use of Entry Guard is disabled.
We assumed that all routers to be used in the atoul are valid and stable
We assumed that all routers to be used are froi@reift family

All routers to be chosen are from different / 16rset



CHAPTER 5

EXPERIMENTAL ANALYSIS

In this chapter we describe the experimental proewe have adopted to show the
workability of our proposed novel attack idea. Tinst part of this chapter presents our
developed prototype implementation of the attatkcdntains the implementation of
compromised webpage and how to push a Tor clieit apening a new connection
through Tor network that require the use of a paldr unpopular port. While the
remaining part of this chapter discuss the simotatf Tor default path selection and
how an attacker with significant fractions of madics exit relays with exit policy that
support this particular unpopular port could cohtange proportion of Tor traffics that

need exit through the same particular unpopulat. por



5.1. PROTOTYPE IMPLEMENTATION OF THE ATTACK

We developed the prototype implementation of thtecit on a local machine using

virtual box.

First we developed a simple webpage using php-mgstinology hosted locally
on apache web server. The webpage provide user mats or article and
requires users to drop a feedback in a text are@. article webpage was poorly
developed which makes it vulnerable to injectiorm dfavaScript.

Apart from the webpage that provides article asculesd above, we also
implemented a client and server sides, simple mgi@ation that is based on
Websocket technology using socket.io. Socket.i@ isvebsocket API. 1t is a
node.js libarary which has ability to push trafftom client to a remote server
through web browser proxy setting. So we instatieth node.js and socket.io and
later code a simple server side script that listeport 6969. And client side script
that recite on our apache web server directory. t&§td the connection between
the client side script that resides in our apacled werver installation and the
server side script that resides in Socket.IO itegtah. Client side script initiates

connection to the remote server through port 6969.



We compromised the article webpage by injectindientside script which was
then stored in the webpage. To observe the effetheoattack we require that
each time a user visits the webpage a new tab ioomjahe client side script is
open and connected to the remote server.

Finally, we visited the article webpage anonymousking Tor browser bundle,
and immediately a new tab opened by the side insHme Tor enabled web
browser and established connection to the remotisehich is listening to port
6969.

This way we strongly believe that the Tor connettised to reach the article
webpage (which passes through port 80) is likelypeodifferent from the new
open connection used to reach the remote servehwisien to port 6969, since

most exit relays exit policy do not support por689

5.2 EVALUATING Tor PATH COMPROMISED DUE TO MALICIOUS

ROUTERS EXITING UNPOPULAR PORTS

We obtained snapshot of the active onion routensi fior's directory servers consisting
of 2858 routers as of 27th March, 2012. We premsee the data to obtain information

such as each router’s name, status, version, dedfrased bandwidth and exit policy and



use these preprocessed data in our simulationistiais indications of what client would

experience while taking part in real Tor network.

To test the behavior of the above Tor path selecéigorithm to unpopular ports, we
firstly simulate the collected routers for some olar application without injecting any
passive malicious routers. The applications areTBNR5), NNTP (119), NNTP over
SSL/TLS (563), Kazaa P2P (1214), Gnutella P2P (§3@&hutella alternate (6347),

eDonkey P2P (4661), BitTorrent (6881) and BitTotreacker (6969).

However, to evaluate how vulnerable is path comjgento unpopular ports malicious
routers in the range of 8 to 112 are injected thi® preprocessed dataset and used our
developed path selection simulator to generate® X®uits for each of the above
mention unpopular applications protocols (defaolt® numbers). Each malicious router
consists of 10MB bandwidth, which is the maximurnowed bandwidth and advertises

an exit policy that allows the client’s applicatitmexit only.

The same experiment was repeated with the diffeseapshot obtained from directory
server on 14th April, 2012 consisting of 2998. Heesm in this case the numbers of

circuits generated by path selection simulatoriraeeeased to 3000.



5.3. RESULTS

Since the focus of our work is the use of unpopplant to reveal the identity of client

visiting a compromise server, the wide range ofapypar applications and their ports as
listed above were simulated. By default these waeges of applications are rejected by
Tor Network, partly because some of them leak mettion as they pass through the Tor
network due to their unencrypting nature or whemg®NS lookup, and partly because

some may carry viruses thereby exposing Tor rdlaysfection.

However, since Tor is an open source anonymitygaatin which individual users
donates bandwidth to relay traffic, it is complgtédie responsibility of relay donors to
decide how they intended to make contribution to Aietwork. Some relay donors may
decide to accept such unpopular ports in their palicies. In this study we run Tor
browser bundle and generate the statistic of Torese exiting unpopular ports as of
snapshot of 1st March, 2012 in table 5.1. Theetadeals how unpopular these ports are
in Tor network, with NNTP over SSL (port 563) witighest number of servers (156 out
of 2827 routers) ready to exit it, while the res¢ @significant; most of the amounts
recorded are from small set of servers whose @litypaccept a range of port numbers

that include most unpopular ports.



TABLE 5.1: Number of Tor Servers exit unpopular ports as'dflarch, 2012, at
time interval between 9:00-12:00.

Port Number of Exit Nodes
25 17
119 31
135-139 10
445 10
563 156
1214 10
4661-4666 13
6346-6420 10
6699 0
6881-6999

0




In another experiment we investigate the effectsgicting malicious exit routers to a
normal Tor network by obtaining the counts for miwetjuently occurring router in total
circuits generated for each application before mgldmalicious exit routers. And
subsequently adding malicious exit routers in thages of 4 to 52 for the same
application and recounts the number of times timesmost frequently occurring router
appears each time. Table 5.2 provides the reldtiprisetween a router that accept port
25 as its exit policy with the bandwidth of 559 (et has the highest occurrence in the
circuits generated without injecting malicious ®ng) and the number of injected
malicious exit routers with bandwidth of 10240. 8lation result shows that the router
with the bandwidth of 559 appears 84 percent irDl&cuits generated without injecting
malicious exit routers. However, with only four meadus exit routers the percentage of
exit router with the bandwidth 559 reduced by 53%00 circuits generated. This trend is

observed in all the remaining unpopular ports unmalegstigation.



TABLE 5.2: percentage exit router with the highest bandwidth before and after
injecting malicious exit routers compared to the % malicious exit router in the
circuits

No of % malicious exit % exit router without
Malicious exit | (bandwidth=10240) | malicious(bandwidth=559)
routers
0 0 84.26666667
v 65.33333333 29.13333333 ___—>
8 81.86666667 15.13333333
16 90.26666667 9.2
32 95.33333333 4,133333333
36 95.06666667 4533333333
40 95.8 4.066666667
44 96.4 3.066666667
48 97.06666667 2.933333333
52 97.26666667 2.4
56 96.4 3.333333333




Finally, the results of path compromise rate oladimy simulating each of the nine

unpopular ports mentioned above are shown in flgdreo figure5.9.

Path compromise rate indicates the percentage efntimber of circuits in which

malicious entry and malicious exit nodes appearsther word the percentage of attack
success in 1500 circuits generated for each gag.dbserved from all figures below that
there are fluctuations in the path compromise este¢he number of malicious router
injected increases. This is due to random natureoofer selection algorithm which

sometimes may not favor router with higher bandwidiowever overall result shows
that path compromise rate increases as the nunfinealaious routers injected increases

in all unpopular ports.



Port 25 is officially used for email routing (SMTBgetween mail servers. Figure 5.1
indicate that path compromise rate of 20 percemthésmaximum obtained as the no of

malicious routers increases to 112.

Path compromise rate for Port 25
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FIGURE 5.1:Path compromise rate for port 25 obtained from simulation of the
default Tor path selection specificat



Port 119 is officially used for retrieval of newsgp messages (NNTP). The trend here
indicates that path compromised rate increaseshasntimber of malicious routers

increases (see figure 5.2).
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FIGURE 5.2:Path compromise rate for port 119 obtained from simulation of the
default Tor path selection specification



Figure 5.3 shown the path compromise rate for p68. This port support NNTP over
SSL/TLS (NNTPS). Despite that port 563 indicateat ths the number of malicious
routers increases the path compromise rate alseases, it records the least compromise
rate among the ports under consideration — apprabeiyn 8 percent as the number of

malicious is 112.

Good to note that port 119 (see figure 5.2) whecthe same protocol as port 563 (though
unsecure) also records low compromise rate. Theoreéor these occurances could be
explained by looking at the table 5.1 which sholat both ports have considerably large
number of normal Tor routers that are willing tgopart such protocols in their exit
policies. This implies that the chances of chosatiaius routers exiting such ports in

Tor network will decrease significantly as indiaaia both figures (5.2 and 5.3).



Path compromise rate for Port 563
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FIGURE 5.3:Path compromise rate for port 563 obtained from simulation of
the default Tor path selection specification



Port 1214 is officially used by Kazaa (a peer-tespie sharing application). Figure 5.4

shown the path compromise rate increases steadliyeasumber of malicious routers

increases.
Path compromise rate for Port 1214
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FIGURE 5.4:Path compromise rate for port 1214 obtained from simulation of
the default Tor path selection specification



Port 4661 unofficially use by eDonky (a peer-tospapplication) has maximum path
compromise rate of 20 percent as the number ofcioab routers is 112 (see figure 5.5)

and indicates increase in path compromise as thauof malicious routers increases.

Path compromise rate for Port 4661
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FIGURE 5.5:Path compromise rate for port 4661 obtained from simulation of
the default Tor path selection specification



Port 6346 is officially used by gnutella (also aep®-peer applications). Figure 5.6

shown that the maximum path compromise is 18.6gmtrat 104 malicious routers.
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FIGURE 5.6:Path compromise rate for port 6346 obtained from simulation of
the default Tor path selection specification



Port 6347 is officially use for gnutella alterngtelarge peer-to-peer network) also for
file sharing application. Maximum path compromisgéeris 18 percent at 112 malicious

routers (see figure 5.7)
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FIGURE 5.7:Path compromise rate for port 6347 obtained from simulation of
the default Tor path selection specification



Figure 5.8 presents path compromise rate for @8t &vhich is unofficially among the
port used by BitTorrent. The maximum path compra@miate is roughly 18 percent

obtained at 112 malicious routers.
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FIGURE 5.8:Path compromise rate for port 6881 obtained from simulation of
the default Tor path selection specification



BitTorrent tracker unofficially uses port 6969 fend-to-end communication. Figure 5.9
presents path compromise rate against number atima routers, there is a steady

increase in the path compromise rate as the nuaibealicious routers increases.
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FIGURE 5.9: Path compromise rate for port 6969 obtained from sionilafi
the default Tor path selection specification



CHAPTER 6

ATTACK MITIGATION AND CONCLUSION

6.1. ATTACK MITIGATION

This type of attack is so strong that it is hardheéomitigated, since it involves injection of
hidden script to a webpage unknown to both visitord webserver (the host). However,

certain number of precautions could be taken taati the effect of the attack.

The first precaution is from webserver point ofwidn this case ensuring that all inputs
to webpages are validated by imposing validatide during development of the site will

prevent any external attacker from compromisingwiebdpage, since compromising the
webpage involve injecting a script on a webpagetdugoor programming practice. So,
this way the identity of anonymous visitor will ram unknown. However, in the case of

internal attacker who is within the system and dg@sropriate privilege to edit a webpage



in a website. This type of attacker is extremefRidalilt to be detected since adding a line

of hidden script on webpage will remain hidden igtar and the host.

Regardless of the way a webserver is been compedim@éonymous client can mitigate
against this attack by disabling all active objdstisch as flash, JavaScript and active X)
plugins on a web browser at least when using andgynetwork like Tor. Most web
browsers like Firefox provide users with option disable any active contents from
running when user visits a website that contairth ®mbedded active objects. This way
the chances of having hiding script to run on ¢li@achine is highly reduced. But this of
course will come at a greater price, since mostsited have useful active contents which
when users disable all active plugins from runnimgheir web browser this will affect

user experience.



6.2. CONCLUSION

In this work we present a new attack idea whiclesalidvantages of unpopular port to
reveal anonymity of Tor clients visiting a compreeud website. The attack involves
forcing a client web browser to open a new conpecthat requires the use of an

unpopular port in which the attacker’s controlled af Tor routers support.

We demonstrate the possibility of successfully inpénting the attack by presenting
different viable techniques, and we go further tespnt the prototype implementation of

the attack.

Through simulation of Tor default path selectiogagithm we are able to present the
effect of injecting malicious router with consideha higher self-advertised bandwidth
into Tor network, as well shown the probability erid-to-end attack on Tor network.
Maximum of 20 percent compromise rate was recofdedome application ports as the
number of malicious routers increases to 112. Hewnewverall simulation results
indicated that compromise rate increases as thebeumf injected malicious routers

increases.

Finally, we provide different mitigation optionsagst the attack.



A.1 Taxonomy of Free Anonymity Software

APPENDIX A

SN | Name Platfor | speed Anonymity | Usage Logging | Server oS WOT RAM
m Rating | Rating Allowance | Level location Rating usage
1 JonDO cross- | Slow High unlimited | Minimal| worldwide| Windows,Excellent| 76 MB
platform Linux and
Mac.
2 Vadalia cross- | generall | medium - | unlimited | varies worldwide| Windows,Excellent | 44.5-
platform |y slow low Linux and 52.5
Mac. MB
3 PocketiX.| cross- medium | High unlimited | high Japan WindowdsExcellent | 19MB
NET platform and Linux
4 JanusVM | cross- | generall | High unlimited | varies worldwide| Windows Excellent | 53 MB
platform |y slow and Linux
5 ProxPN cross- | Fast High unlimited | Minimal| USA Windows Excellent | 6.6 MB
platform and Mac
6 USAIP cross- | Fast High unlimited | Minimal| USA, UK, | Windows, | unknown
platform China, Linux and
Netherland | Mac.
, and

Germany




7 Your Cross- Slow High Low Minimal | worldwide | Windows|, Excellent
Freedom | platform Linux and
Mac.
8 xB Window | Slow medium - | unlimited | varies worldwide| Windows Excellent
Browser | -based low
9 hotspot | Window | Fast High Medium | Minimal | USA and | Windows | Good
Shield -based up to UK
5GB/Mont
h
10 AdvTor Window | Slow Medium- unlimited | varies worldwide| Windows Excellent 8 MB
-based High
11 SecurityK| Window | Fast High medium, | Minimal | USA, UK, | Windows | unknown| 5 MB
iss -based 300 MB Canada,
/day Switzerlan
d, and
Germany
12 UltraSurf | Window | Fast High unlimited | high Usa Windows Good 5 MB
-based
13 CyberGh | Window | Fast High low 1 unknow | Germany | Windows| Excellent 27 MB
ost VPN | -based Gb/month | n
14 FreeGate| Window medium | Medium unlimited | unknow worldwide | windows | Excellent 15 MB
-based n
15 Incognito | Linux- medium | High unlimited | varies worldwide  Linux Good
Live based
System
16 Estrela Linux- Slow Medium- unlimited | varies worldwide| Linux unknown
Roja based High
17 Privatix Linux- | Slow Medium- unlimited | varies worldwide| Linux Excellen
based High r




B.1

APPENDIX B

Experimental Results for 1500 circuits generated.

Table 4: simulation Result for Port 25 with malicious

No of total no of no of no of | total % % of %
Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 980 8 4 984 0.27 65.60 65.33
16 160 1228 116 97 1247 6.47 83.13 81.87
32 320 1354 98 87 1365 5.80 91.00 90.27
64 640 1430 214 204 1440 13.60 96.00 95.33
72 720 1426 203 196 1433 13.07 95.53 95.07
80 800 1437 205 196 1446 13.07 96.40 95.80
88 880 1446 247 233 1460 15.53 97.33 96.40
96 960 1456 261 257 1460 17.13 97.33 97.07
104 1040 1459 299 295 1463 19.67 97.53 97.27
112 1120 1446 310 301 1455 20.07 97.00 96.40




Table 5: simulation Result for Port 119 with malicious

No of total no of no of no of | total % % of %
Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 65 8 8 65 0.53 4.33 4.33
16 160 144 120 10 254 0.67 16.93 9.60
32 320 265 114 23 356 1.53 23.73 17.67
64 640 421 181 48 554 3.20 36.93 28.07
72 720 489 209 57 641 3.80 42.73 32.60
80 800 509 258 76 691 5.07 46.07 33.93
88 880 573 234 92 715 6.13 47.67 38.20
96 960 571 265 98 738 6.53 49.20 38.07
104 1040 560 254 88 726 5.87 48.40 37.33
112 1120 634 296 134 796 8.93 53.07 42.27




Table 6: simulation Result for Port 563 with malicious

No of total no of no of no of | total % % of %
Malicious bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 72 38 1 109 0.07 7.27 4.80
16 160 158 133 8 283 0.53 18.87 10.53
32 320 251 106 20 337 1.33 22.47 16.73
64 640 430 210 56 584 3.73 38.93 28.67
72 720 453 232 66 619 4.40 41.27 30.20
80 800 497 219 72 644 4.80 42.93 33.13
88 880 535 238 92 681 6.13 45.40 35.67
96 960 569 260 91 738 6.07 49.20 37.93
104 1040 564 274 98 740 6.53 49.33 37.60
112 1120 645 301 121 825 8.07 55.00 43.00




Table 7: simulation Result for Port 1214 with malicious

No of

total no of no of no of | total % % of %

Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 641 37 10 668 0.67 44.53 42.73
16 160 939 126 75 990 5.00 66.00 62.60
32 320 1171 114 92 1193 6.13 79.53 78.07
64 640 1314 198 172 1340 11.47 89.33 87.60
72 720 1328 214 187 1355 12.47 90.33 88.53
80 800 1353 247 215 1385 14.33 92.33 90.20
88 880 1341 267 237 1371 15.80 91.40 89.40
96 960 1347 280 256 1371 17.07 91.40 89.80
104 1040 1395 285 263 1417 17.53 94.47 93.00
112 1120 1386 302 288 1400 19.20 93.33 92.40




Table 8: simulation Result for Port 4661 with malicious

No of

total no of no of no of | total % % of %

Malicious | bandwidth | malicious | malicious | match | malicious | match malicious | malicious
routers in MB exit entry exit

8 80 639 34 13 660 0.87 44.00 42.60
16 160 940 111 63 988 4.20 65.87 62.67
32 320 1160 108 77 1191 5.13 79.40 77.33
64 640 1289 202 177 1314 11.80 87.60 85.93
72 720 1331 211 179 1363 11.93 90.87 88.73
80 800 1362 244 225 1381 15.00 92.07 90.80
88 880 1353 264 242 1375 16.13 91.67 90.20
96 960 1357 242 215 1384 14.33 92.27 90.47
104 1040 1385 262 243 1404 16.20 93.60 92.33
112 1120 1378 326 300 1404 20.00 93.60 91.87




Table 9: simulation Result for Port 6346 with malicious

No of total no of no of no of | total % % of %
Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 595 42 11 626 0.73 41.73 39.67
16 160 944 115 76 983 5.07 65.53 62.93
32 320 1136 109 80 1165 5.33 77.67 75.73
64 640 1293 191 164 1320 10.93 88.00 86.20
72 720 1320 230 204 1346 13.60 89.73 88.00
80 800 1348 237 216 1369 14.40 91.27 89.87
88 880 1344 260 228 1376 15.20 91.73 89.60
96 960 1372 254 239 1387 15.93 92.47 91.47
104 1040 1352 315 280 1387 18.67 92.47 90.13
112 1120 1384 296 271 1409 18.07 93.93 92.27




Table 10: simulation Result for Port 6347 with malicious

No of

total

no of no of no of | total % % of %

Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 631 30 8 653 0.53 43.53 42.07
16 160 952 135 83 1004 5.53 66.93 63.47
32 320 1135 95 71 1159 4.73 77.27 75.67
64 640 1311 214 185 1340 12.33 89.33 87.40
72 720 1327 196 171 1352 11.40 90.13 88.47
80 800 1343 241 213 1371 14.20 91.40 89.53
88 880 1347 266 240 1373 16.00 91.53 89.80
96 960 1352 259 231 1380 15.40 92.00 90.13
104 1040 1374 269 242 1401 16.13 93.40 91.60
112 1120 1378 296 269 1405 17.93 93.67 91.87




Table 11: simulation Result for Port 6881 with malicious

No of

total no of no of no of | total % % of %

Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 431 39 10 460 0.67 30.67 28.73
16 160 757 128 72 813 4.80 54.20 50.47
32 320 975 79 53 1001 3.53 66.73 65.00
64 640 1208 217 169 1256 11.27 83.73 80.53
72 720 1217 198 160 1255 10.67 83.67 81.13
80 800 1229 265 214 1280 14.27 85.33 81.93
88 880 1277 238 201 1314 13.40 87.60 85.13
96 960 1281 266 228 1319 15.20 87.93 85.40
104 1040 1294 290 250 1334 16.67 88.93 86.27
112 1120 1333 288 261 1360 17.40 90.67 88.87




Table 12: simulation Result for Port 6969 with malicious

No of total no of no of no of | total % % of %
Malicious | bandwidth | malicious | malicious | match | malicious | match | malicious | malicious
routers in MB exit entry exit

8 80 414 45 11 448 0.73 29.87 27.60
16 160 682 118 58 742 3.87 49.47 45.47
32 320 892 108 76 924 5.07 61.60 59.47
64 640 1127 206 157 1176 10.47 78.40 75.13
72 720 1149 216 176 1189 11.73 79.27 76.60
80 800 1171 243 190 1224 12.67 81.60 78.07
88 880 1198 265 193 1270 12.87 84.67 79.87
96 960 1219 263 214 1268 14.27 84.53 81.27
104 1040 1231 290 224 1297 14.93 86.47 82.07
112 1120 1237 289 233 1293 15.53 86.20 82.47




APPENDIX C

C.1 Figures generated in simulating path selectior8@80 circuits
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