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Chapter 1

Introduction

The information exchanged in data networks is encoded in packets. Packets trans-
fer between different source-destination pairs in the network need a sort of proper
handling. Routing is the process of handling data packets. Routing is basically

composed of two main functions [1]:

1. The construction of routing tables at each router in the network, and the

selection of a route for a given source-destination pair.
2. The delivery of messages to their correct destinations via the selected routes.

The delivery of messages is straightforward using a variety of protocols and rout-
ing tables. Routing tables are data structures, which contain sufficient information

to each reachable node with its next hop information.



Routers construct routing tables using routing algorithms. A routing algorithm
selects paths to connect network nodes and its goal is to globally optimize the net-
work performance, namely to maximize the network throughput. These algorithms
generate routing tables based on the information that might be periodically ex-
changed among the nodes of a network and according to the methodology adopted
in the routing algorithm. The methodology adopted could be to use the minimum

number of hops or use the least loaded path.

Routing is one of the most complex and critical operations in data networks.
The complexity is partially due to the following:
1. Routing requires coordination between all the nodes of the subnet rather than

just a pair of modules, a source and a destination.

2. The routing algorithm must cope with link and/or node failures, that requires

redirection of traffic and updating the databases maintained by the nodes.

3. The routing algorithm may need to modify the routes in the routing table in

response to network traffic changes.

Router

B
Host Router / \ Router Host
s A Y D
\ Router
C

Figure 1.1: Routing in a simple data network.

To understand the routing process, consider the network shown in Figure 1.1.



Suppose that a data is to be transferred from the host S to the host D. When router
A receives the data it has to decide whether to send it to router Y, on its way to D,
through B or C. The path through router B will be the optimal if its link is shorter,
faster, or wider in bandwidth compared to router C link. In this case, the routing
protocol will give the decision to send packets through B. Now if router B fails or the
link gets congested then router A, having received this information, runs its routing
algorithm again which gives the decision to use the path through router C.

In the following sections, we provide details of some basic concepts related to

routing in data networks.

1.1 Connection-Oriented and Connectionless Rout-
ing

Networks usually provide either connection-oriented or connectionless service. Rout-

ing in connection-oriented networks is performed utilizing the concept of virtual cir-

cuits. A virtual circuit (VC) is a cascaded sequence of links and nodes to connect a

pair of end-nodes. These links may be shared partially or fully with other VCs.

In connection-oriented networks, data transfer is completed in three phases:
1. A source node (sender) establishes a connection by issuing a request.

2. The sender, after having established the connection, starts transmitting data.



3. At the end of transmission, the sender releases or tears down the connection.

In the connection establishment phase, a path is selected based on the require-
ments specified by the source router, resources are reserved at every router along
the path to the destination. This path is uniquely identified in the router’s routing
tables. Connection-oriented networks need a sort of signaling protocol to be used in
establishing the VCs states in switches and to close sessions.

Once a virtual circuit is established, packets are sent along this circuit with
minimal routing information since they will follow the same path. In addition no
sequencing information is needed to preserve the packet order since packets arrived
in the destination in the same transmission order. This reduces the processing
required to interpret and route each packet.

Reliable connection-oriented routing is of two types: message sequences and
byte stream. There is a slight difference between the two types. In the first type
the message boundaries are preserved, while in the other type data is treated as a
stream of bytes.

In connectionless routing, no connection establishment phase is required and
hence no signaling protocol is needed. Connectionless networks rely on little or no
state being stored in the network. States indicate connections made and resources
being reserved for them. In connectionless routing, each packet carries the full
destination address, and each packet is routed independent of the others. Packets

may take different routes since routing decisions are made differently for each packet.



As a result, packets may arrive at the destination out of order, which necessitates
assigning sequence numbers to each packet to preserve the order. The connectionless
model is also known as the datagram model.

Connectionless routing may result in better resource utilization when compared
to connection-oriented routing. On the other hand connection-oriented routing guar-

antees better service than connectionless routing.

1.2 Distance-vector and Link-state Routing

Routing protocols can be categorized as distributed and centralized protocols [1].
Distributed routing implies that each node makes decisions regarding routing path
selection independent of the other nodes in the network. In adaptive routing, routers
employ a technique in which routes may change as a result of the dynamics in the
network topology or traffic [2].

Distributed adaptive routing algorithms are commonly used in data networks
and two classes of algorithms are broadly defined. In the first class, a node ex-
changes information with its neighboring nodes. Algorithms of this class are known
as distance-vector algorithms. In the other class, a node exchanges information with
all other nodes in the network. Algorithms of this class are known as link-state al-
gorithms. The most popular distance-vector routing algorithm is the distributed

Bellman-Ford algorithm [1].



The Bellman-Ford algorithm has been widely used in the Internet and it is known
as the Routing Information Protocol (RIP). Using this protocol a node constructs
its routing table with one entry per reachable network(s) address. One peace of
information in the entry is the distance to the destination. The distance is expressed
in metric form. The metric may represents the hops count to the destination or the
routers queue length. It may also represent the delay experienced by a packet to

reach its destination.

RIP algorithm has some limitations that can be summarized as follows:
1. It is limited to networks with small number of nodes.

2. It uses fixed metric (e.g., hop count), to compare alternative routes and does

not account for the link bandwidth.

3. It takes long time to converge.

The link state algorithms have been developed to overcome the limitations of
distance-vector algorithms. The most popular link-state protocol is the open short-
est path first (OSPF) routing protocol [2].

Information exchange in OSPF is performed by broadcasting where each node
broadcasts link state advertisement to every one of its neighbors. The link state
advertisement contains information about all of the router interfaces. When an ad-
vertisement packet is received, it is retransmitted to every outgoing link except the

one on which it has arrived. Broadcasting ensures a reliable transfer of informa-



tion and does not require any network topology information. Consequently each
router obtains the entire network topology database and runs the shortest path first
algorithm on its database to build its routing table.

OSPF supports different kinds of connections like, point-to-point and multi-
access. OSPF routing is supposed to support a variety of distance metrics and to
adapt automatically and quickly to changes in network topology. An important
feature of OSPF routing is its support to quality of service [3]. For instance real-
time traffic is routed differently from regular data. This is accomplished by having
multiple routing tables. Each table is labeled with a cost according to the associated
metric, e.g., one with the hop count metric, another with the queue metric, and a
third with the delay metric. This complicates the computation and increases the
hardware requirements but allows separate routing based on traffic type. When a
connection is requested, the type of traffic is checked and the table labeled with the
corresponding QoS metric is referenced accordingly to select the route to forward
packets. It is worth mentioning that the IP protocol has a Type of Service (TOS)

field, but it has not been used for routing decisions.

1.3 Interior Routing and Exterior Routing

Considering where the protocol can be deployed, there are two instances: Interior

Routing Protocols (IRP), and Exterior Routing Protocols (ERP). Interior routing



protocols are used to exchange routing information within an Autonomous System
(AS), while exterior routing protocols are used to exchange information between
routers in different ASs.

An autonomous system is a system with the following characteristics:

1. It consists of a group of routers exchanging information using a common rout-

ing protocol.
2. These routers and networks are managed by a single organization or entity.
3. Each node is reachable from every other node.

RIP and OSPF for example are interior routing protocols. These protocols are
not efficient for inter AS routing because different ASs may have different distance
metrics, priorities, and restrictions. Therefore exterior routing protocols are used.
These protocols simply provide information about networks that can be reached by
a router and the ASs that must be traversed. Border Gateway Protocol (BGP) and
Inter-domain Routing Protocol (IDMP) are examples of such protocols [1]. BGP
uses path-vector routing technique [2]. The main features of this technique that

makes it different from IRP are:

1. It does not include any distance or cost estimates, and each set of routing

information sent by a router lists all the ASs visited to reach a destination

network using this router.



2. The type of information provided enables a router to perform policy routing.
Policy routing allows a router to avoid certain paths to avoid transiting through
a particular AS e.g., a router may have information about the performance or

quality of an AS that encourages or discourages the usage of that AS.
3. Its design allows gateways in different ASs to exchange routing information.

BGP has three functional procedures: neighbor acquisition, neighbor reachabil-
ity, and network reachability. Neighbor acquisition procedure is used to make two
neighboring nodes in different ASs agree to exchange routing information. It is
needed because one of the routers may not wish to participate in the operation. In
this procedure, a router sends an Open message to another neighbor router, which
may either accept or reject the offer. If the receiving router accepts the request, it
retains a Keep-alive message as response.

Whenever the neighbor acquisition procedure is over, the neighbor reachabil-
ity procedure is activated to maintain the agreement to exchange the reachability
information. This procedure assures that routers still exist and engaged in the re-
lationship which is confirmed is confirmed by continuously exchanging Keep-alive
messages.

Finally, each router maintains a routing table that contains the reachable net-
works and the preferred routes. Whenever a change is made to this table, the router

issues an update message that is broadcasted to all BGP group members. This
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process represents the final procedure of BGP, the network reachability procedure.
The Inter-Domain Routing Protocol (IDRP) is another exterior routing protocol.
IDRP is also based on path-vector technique and it is advantageous over BGP [2].

The main differences between BGP and IDRP are:
1. IDRP operates over the Internet Protocol while BGP operates over TCP.
2. IDRP uses variable-length identifiers, while BGP uses a 16-bit AS numbers.
3. IDRP can deal with multiple internet protocols and address schemes.

4. BGP communicates a path by specifying the complete list of ASs visited, while

IDRP aggregates this information.

Table 1.1 contains most of the important routing protocols. The four interior
gate protocols are in use currently in the internet while the BGP is the only exterior

gate protocol in use in the Internet.

Table 1.1: Main Types of Routing Protocols.

Protocol Type | Distance Vector | Link State

IGPs RIP OSPF
IGRP Integrated IS-IS
EGPs EGP IDPR

BGP
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1.4 Forwarding IP Packets

Forwarding is the process of directing incoming packets of the ingress of a router
to an outgoing port in their way to destinations. It is the second major process
in data routing after the process of path selection. Forwarding is accomplished by
examining the IP header of an incoming packet .

When a router receives a packet, it first checks the data-link layer header. If
the link-layer header type indicates an IP packet, the router examines its header.

Figure 1.2 shows the IP header structure [3].

Vers | IHL | TOS
Length
Identification
Fragmentation

TTL | Protocol
Header Checksum
Source
IP Address
Destination
IP Address

Figure 1.2: IP Header Format.

The router verifies the IP header contents by checking the Version, Internet
Header Length (IHL), Length, and Header Checksum Fields. The version should be
either 4 or 6 indicating IPv4 or IPv6, respectively.

The Header Length must be greater than or equal to the minimum IP header size

(five 32-bit words). The Length, IP packet length, must be larger than the minimum
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header size. Packet checksum is calculated and checked against the Checksum field.
If any of these basic check parts fails, the packet is dropped.

The router then checks to assure that the TTL field value is greater than 1. TTL
field is set to a value greater than or equal to the maximum number of hops, the
packet is expected to traverse in order to reach its destination. Each hop decrements
the TTL field by 1 when forwarding. When the TTL field value reaches 0 the packet
is discarded and an ICMP TTL Exceeded message is sent to the sender. Using the
TTL assures that a packet will not circulate forever.

Finally, the router checks the Destination IP address. The router uses this
address as an index for the routing table lookup. The best-matching routing table

is returned; it specifies the packet forwarding output port and the IP address of the

next hop.

The forwarding process can further be modified [3]. For this purpose one or more

of the following techniques could be considered:
1. Multipath Routing
2. Type of Service (TOS) Routing
3. Extending IP options

Multipath Routing: According to this technique, a router may have multiple paths

to a destination. Any of these paths can be used as a route. This could lead to
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balancing the load over the links. A router that employs this technique, will have a
number of alternative paths when it consults its routing table for path selection.
Type of Service (TOS) Routing: The IP packet header TOS field may also be con-

sidered when selecting a path. Five TOS values have been defined for IP [3]:

1. Normal Service.
2. Minimize Monetary cost.
3. Maximize Reliability.

4. Maximize Throughput.

w

. Minimize Delay.

Using TOS would enable a router to provide packets with better service and
assign best paths. To implement TOS routing, a router keeps a separate routing
table for each TOS. The router uses the packet TOS to specify the corresponding
routing table then it runs the normal table lookup to choose the route. TOS routing
has rarely been used and so far only OSPF and IS-IS protocols have been using TOS
based routing. For the IPv6 the TOS bits have been removed.

Extending IP options: This technique implies extending the IP header by appending
new fields to the header. These fields are used to assist or direct the path selection.

The explicit route field is one of the options that might be considered in this regard.
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Explicit route enables either strict-source route or loose-source route. The strict-
source route is used to specify the exact path that should be followed by a packet.
The loose-source route is used to assist in specifying the route path. It has been

used for diagnosing the Internet routing problems and as a tunneling mechanism.

1.5 Tunneling

Tunneling is the process of configuring a path between two routers to be used in
transferring data between them. In this case intermediate routers will only pass the
data between the tunnel edge routers [3].

Consider Figure 1.3, assume that routers S and D know how to take packets
from any source (e.g., Host N) to the destination Host R and the remaining routers
in the network (X to Y) do not know how to perform that. In such case, a tunnel

is configured between routrs S and D.

Host Router Router Router Router Host
N 1S X F——1 Y D [~

Figure 1.3: Tunneling in an IP Network.

The well known example of tunneling is the Internet Multicast Backbone (MBONE).
The MBONE consists mostly of a collection of UNIX workstations running a com-

mon protocol that calculates path for multicast packets. The protocol used for this
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purpose is the Distance Vector Multicast Routing Protocol (DVMRP) [4]. Since
most of the routers in the Internet do not run DVMRP and hence do not know
about multicast paths, the MBONE routers are interconnected by tunneis.

The situation could also be that the data application requires special treatment
or handling that the intermediate routers do not support or do not support efficiently.
Tunneling serves as a solution in this case.

To implement tunneling two mechanisms could be used: Source Route Option

and Packet Encapsulation.

1. Source Route Option: Using this mechanism the router at the tunnel entry
point uses the tunnel exit router address into the IP header as a destination
address and moves the destination address to a loose route option. The router

at the tunnel exit point recovers the original packet and forwards it to its

destination.

2. Packet Encapsulation: In this mechanism the packet is encapsulated into an
extra header addressed to the tunnel exit point router. This tells the tunnel

exit point router to strip the IP header and forward the packet using conven-

tional IP routing.

The encapsulation mechanism is preferred, due to the bad effect of using the source
route option on the network performance [3]. Tunneling is generally avoided unless it

is necessary because it has many drawbacks that can be summarized in the following:
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1. The information adding and stripping at the two tunnel end points decreases

the forwarding performance.
2. Tunneling makes traffic monitoring more difficult.

3. Tunneling may badly affect security issues since it can subvert firewalls.

1.6 Quality of Service Routing

Quality-of-Service (QoS) refers to the concepts and mechanisms that enable a net-
work to give performance guarantees to traffic passing through it. Performance
guarantees can be stated as guarantees on minimum throughput, maximum delay,
maximum loss rate, or maximum delay variations (delay jitter).

QoS may be defined at the user-level or the network level. The main network
QoS parameters include throughput, reliability, delay, and delay variation (jitter).
The user QoS requirements specify the bandwidth that the user application needs,
and the packet loss ratio and delay it tolerate.

The primary goal of QoS routing is to find for each traffic source a path that has

sufficient resources to meet the QoS requirements of the source and to select a low

cost path whenever possible.
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1.7 Problem Statement

Traditional routing algorithms primarily make routing decisions based on available
information and strive to satisfy some form of least cost criterion; the criteria could
be to minimize the number of hops used, the monetary cost of using hops, the delay
associated with the trip between a source and a destination, or some combination of
these. The cost may be inversely proportional to the link capacity and proportional
to the link traffic load. Routing protocols (e.g., RIP and OSPF) make use of a single
metric such as hop-count or delay and they often use shortest path algorithms for
path computation.

Traditional routing algorithms and routing protocols have shown efficient per-
formance with traditional data networks where most applications are file transfer or
electronic mail. However they fail to perform efficiently in current networks where
there is different types of traffic with variable QoS requirements. This failure of

providing QoS routing is mainly due to the following:
1. Routing algorithms are mainly concerned with connectivity and reachability.
2. Routing algorithms provide a best effort delivery service for all applications. In

other words, they do not support service type routing and adopt same routing

policy whatever the type of traffic is or whatever its QoS requirements.

3. Routing algorithms only consider optimal cost routes although acceptable

paths may exist.
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The routing problem can be defined as follows: Given a network G = (V,E)
where V is the set of nodes, E the set of edges or links, and given a set of sources
S, a set of destinations D, a set of QoS constraints C, as well as a traffic profile,
¢, describing the traffic behavior of each source e.g, a Constant Bit Rate (CBR) or
a Variable Bit Rate (VBR) and related parameters, find the best existing path or
route from S to D which satisfies C. A good routing algorithm to produce such route

should seek to satisfy some or all of the following;:

1. Improves the network performance by making the best utilization of the avail-

able resources.
2. Protects delay-sensitive type of traffic.
3. Takes the minimum possible time for route selection.

4. Has a reasonable complexity as well as a minimum possible computation over-

head to have a feasible hardware implementation.

Current network applications such as audio, video, VoIP etc. have QoS concerns.
Traditional routing does not have the ability to satisfy these concerns. This has lead
research towards developing a new generation of routing algorithms and routing

techniques that consider the type of application and its QoS requirements.
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1.8 Proposed Work

Major efforts are being made to transform the Internet into an application-aware

network. Problems addressed in this regard include:

1. Traffic differentiation: A means to differentiate between applications is needed

to guarantee satisfying different applications requirements.

2. Traffic Engineering: Certain capabilities such as flow control and fast recovery

in case of link or node failure should be provided.

3. Faster switching/routing: To reduce processing time at edge and core routers

which results in reduced end-to-end delay.

4. Packet scheduling: New methods for scheduling based on traffic classes are

needed.

The major technology solutions provided are: Traffic Pritorization [5], Integrated
Services (Intserv) [6] with RSVP, Differentiated Services (Diffserv) [7], and Multi-
protocol Label Switching (MPLS) [8, 9]. Mechanisms and methods of operation of
these technology solutions are provided and detailed later.

MPLS is taking the lead among the proposed schemes to address the QoS re-
lated concerns. In this Thesis, we propose to work on the experimental evaluation

of MPLS in supporting traffic flows with QoS requirements. Issues to be studied

include:
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1. To find out how an MPLS network behaves towards different types of appli-

cations under different network states.
2. To examine the MPLS reaction to link failure.

3. To evaluate the MPLS enabled network fairness and resources allocation.

1.9 Thesis Organization

The rest of this Thesis is organized as follows: Chapter 2 reviews the literature
published addressing the issue of routing in general and QoS routing as well. Chap-
ter 2 also introduces some basic concepts related to our work and covers the main
techniques that supports QoS routing. Chapter 3 details the operation of MPLS
and provides full coverage of related issues.

In Chapter 4 a review of the data traffic behavior and characterization is given
and performance metrics are detailed. In this Chapter we have defined our test
platform, tools used, and related details. In the rest of this Chapter and the following
Chapter, Chapter 5, each simulation set is described and its objectives are stated.
Finally results are provided, analyzed, and discussed in detail.

In the last Chapter, we conclude by a summary, conclusion, and suggestions for

the future work.



Chapter 2

Literature Review

Many schemes have been proposed in the context of designing a powerful, efficient,
and less complex routing algorithm for dynamic networks [10]. In some cases, such as
in [11] and [12], the algorithm effectiveness depends on the traffic load conditions.
Some algorithms, like in [13] and [14], are computational intensive and that may
result into inefficient performance and hence affect connection acceptance rate.
Classical routing algorithms select the routing path with the least cost which may
be presented as a function of the number of hops used, congestion state, delay, etc.
For example hop-based routing algorithms include the minimum hops only (MHO)
count or minimum hops (MH) count. The two algorithms are basically similar but
they differ in that, the MHO strictly checks for the availability of the route with
the least number of hops. If path is not available or the available bandwidth cannot,

handle the connection requested bandwidth, the request is rejected. However, when

21
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MH is implemented, an alternate path is sought even at a higher cost. Studies such
as [11] and [13] have shown that the minimum hops algorithm (named as alternate
path algorithm in some references) is more efficient at high traffic load than at light
traffic load. Routing algorithms based on congestion state such as the least-loaded
(LL) algorithm are also implemented. The least loaded algorithm is more efficient at
low traffic load than high traffic load. In short, this means both types of algorithms
are not efficient under all states. Delay-based algorithms strive to guarantee the
minimum delay but cannot avoid congestion.

Some of the proposed routing algorithms [15], [16], [17], and [18] work to support
QoS requirements of applications. The primary goal of QoS routing is to find for
each traffic source a path that has sufficient resources to meet the QoS requirements
of the source traffic and to select a low cost path whenever possible.

In this chapter we will review some of the traditional routing algorithms as well
as those proposed to support QoS routing. Some of the techniques developed to

provide differentiation in services are also reviewed.

2.1 TUnicast Routing Algorithms

T. E. Tedijanto and Onvural [11] considerd the path total delay as the cost metric.
They attempted to satisfy the end-to-end delay constraint; this means that their

algorithm finds the path whose hops total delay causes the minimum possible delay
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to the routed packets. The major drawback of this algorithm is that its optimizing
object is based on a local load balancing function instead of the global optimization
of the network performance. In their work they mentioned that it has a complexity
of polynomial order but no analysis is presented.

N. F. Huang et. al [19] proposed a frame work that combines both concepts of
minimum-hop and least-loaded. The decision on adopting which of the two methods
is based on the available bandwidth threshold value. In their work, a threshold
value equals to half of the link capacity is specified and used to find out whether the
routing decision is to be based on satisfying the hop count using the minimum-hop
algorithm, or to be based on load balancing using the least-loaded algorithm.

Antonios F. Atlasis et. al in [13] have proposed an algorithm based on a cost
function that combines the use of load-balancing concepts and the MH route and
employs the trunk reservation algorithm. The trunk reservation algorithm is a sim-
ple variation of the minimum-hop algorithm. It aims to enhance the performance of
the routing algorithm in heavy traffic load conditions. The basic idea in the trunk
reservation algorithm is to fix a value as a trunk utilization threshold p;yunk. When
the expected route utilization proy. is higher than the trunk utilization, the call is
accepted and assigned this route only if this is a minimum hop one. Otherwise, an-
other route is tried. The route utilization p,.u. is defined as the maximum expected
utilization of the links that constitute this route [13]. In this algorithm, routing

tables are constructed at the source routers using any standard shortest-path algo-
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rithm, while the trunk reservation technique is applied with a probabilistic linear
equation [13]. This equation adopts the use of the trunk reservation at high traffic
load where it performs very well and increases the throughput and hence perfor-
mance, at the same time it is not used at light traffic load where it performs badly.
Their simulation studies have shown that their algorithm performs better than the
other algorithms whether these algorithms are based on minimum-hops, least-loaded
or trunk reservation principles. Their algorithm is centralized and it is not tested
under variable traffic load. The traffic source used for the simulation provides one
type of traffic that is voice. The network they use is of small size with limited link
capacity of 10.6 Mbps.

J. M. Jaffe [15] proposed an algorithm known as multi-label algorithm that finds
the optimal path while satisfying multiple constraints. A router using this algorithm
considers all links to the next node in a path in what is called a temporary label
set. The link that satisfies the constraints and has the minimum cost is selected and
added to the permanent label list. The process continues till the sink node is reached.
If a node(s) in the path can not satisfy the constraints it is discarded and adjacent
nodes are considered. The multi-label algorithm complexity is exponential because
the comparison is between vectors when comparing elements in the temporary labels
set since constraints and cost are all compared [12]. If no constraint is considered the
algorithm tends to be the classical Dijkstra algorithm and its complexity is O(n?).

Jin Liu et. al [12] considered the exponential complexity which increases with
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network scale as the major drawback in the multi-label algorithm. The authors
proposed, as a solution, to limit the total number of label at each node to a certain
value L,,. The authors presented analysis that show limiting the number of labels
makes the algorithm complexity polynomial [12]. The problem with their work is
that in the search process some labels in the set of temporary labels are discarded.
If the optimal shortest path falls in the discarded labels the algorithm will not be
able to find the optimal cost. They proposed to solve this problem by allowing the
variance between output and optimal value of cost and constrain to be within a range
of DeltaCost and DeltaConstraint, respectively. According to their statements this
results in considering two paths that start and end at two same nodes, and their
cost and constraint are close enough to each other, the same. In this case L,, is
defined as follows:

L., = (1/DeltaCost) x (1/DeltaConstraint)°

where c is the number of constrains. For further reduction in L,,, they stated
that the discard rule of temporary label is to minimize the potential increase on the
path cost [12]. The authors in this work stated that their algorithm complexity is
also polynomial and presented analysis that proves this. However the mechanism for
discarding labels is not clear and does not guarantee avoiding to discard the optimal
path label.

Antonios F. Atlasis et. al [20] have proposed an adaptive routing algorithm based

on a learning automaton. A learning automaton is a finite state machine that in-
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teracts with a stochastic environment, trying to learn the optimal action the en-
vironment offers, through a learning process [20]. The authors used a Stochastic
Estimator Learning Algorithm (SELA). In operation, a standard algorithm is used
to select routes. SELA is to be run in case of congestion and calls are blocked due
to that. Their simulation study examines SELA performance in an ATM network in
terms of the blocked calls and the successfully transmitted cells. Their results com-
pared with the results of standard LL and trunk reservation algorithms have shown
that SELA minimizes the number of blocked calls and maximizes the successfully de-
livered cells. SELA can be easily implemented according to the procedure described
and it does not require complicated computation and other overhead. SELA can be
used only in ATM networks which limits its application.

K. R. Krishnan and R. M. Cardwell [21] realized what there is a basic similarity
between the virtual channel/virtual path concepts and the circuit-switched concepts
where a certain link between two nodes in a network is reserved for some time. In this
regard they made use of a single-link and two-link connection technique employed
in circuit-switched networks in which the number of links used for routing is limited
to one or two. They applied this technique to an ATM network and examined the
effect of this restriction on the performance. They compared their results with the
results collected by applying an algorithm that may use many routes as in virtual
path. The results have shown that, limiting the routes to one or two links will not

affect the performance significantly at high traffic load but, at low traffic load, it
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has a clear negative effect on the performance. It has also been pointed out that
network performance degrades as its size increases.

Turner and Tamir [14] modified the virtual channel connection basic idea in what
they call a dynamic virtual circuit (DVC). In virtual channel once a connection
is established, the assigned path is reserved for the connection life time. In their
modification a virtual channel can be terminated during transmission to free the path
for some other connections and the remaining packets are to be transmitted later
or through a better alternative path. For this purpose, they introduced what they
call Circuit Establishment Packet (CEP) and Circuit Destruction Packet (CDP).
A CEP is inserted by the source at the initiation of the DVC, while the CDP
is inserted to indicate the end of the connection. It is possible for a router to
terminate a connection by inserting a pseudo CDP. To forward the remaining bits of
the connection, the router inserts a new CEP. In order to keep the sequence of packets
belonging to a particular DVC an Input Mapping Table (IMT) is introduced. IMT
is used to keep information about the current connections passing through a router
and it augments the packet header with a sequence number. Packet reordering is
conducted at the router connected to the destination node. This technique may be
efficient in improving the performance for some networks such as small full meshed
networks but, it does not address the issue of QoS routing.

S. C. K. Nahrstedt {16] proposed a heuristic algorithm for multi-constraint rout-

ing. The idea behind the heuristic is to break the problem into two. The problem
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is solved first considering one constraint then, the solution is repeated considering
the other constraint. The final solution satisfies both constraints. Nahrstedt ap-
plied his algorithm on a network considering end-to-end delay and path cost as the
two constrains. The problem is first solved for cost then, repeated for delay. The
simulation he conducted results are compared to results obtained using an optimal
algorithms. Figures presented for the algorithm performance under different sce-
narios, have shown that it was able to find the optimal path in most of the cases
[16]. Again this does not constitute service based routing. An obvious drawback of
the algorithm is the considerable amount of setting time and the complex hardware
design.

D. Subramanian et. al [22] proposed an algorithm that was based on observing
the behavior of ants in their search for a route between their house and a food
source. In this algorithm every node periodically injects a short packet, known as
an ant, to explore the network. An ant has the form (hy, h,,c); where hy indicates
the destination address (d), h, indicates the source address (s) and c indicates the
cost of the path from d to s. Initially the cost is zero and whenever a node receives
this ant it states its address and adds the cost of the path from the source to
itself. The ant is destroyed at some node when the cost exceeds a predefined value.
According to the authors ants can be piggybacked with any transmitted data which
reduces the amount of information exchanged between nodes. This algorithm is

expected to save a considerable bandwidth that has been consumed in exchanging
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control information. This improves the performance and increases the rate of call
acceptance. However it has been tried on a limited number of networks and with a
single type of data (voice). This algorithm does not provide QoS routing since only

cost and not any other constrain is considered.

2.2 Multicast Routing Algorithms

In unicast routing data is routed from a source node to a single destination node; it
is also known as a point-to-point routing. On the other hand broadcasting is where
a message is received by all active destinations in a network. Multicast routing is a
selective broadcast in which a message is sent to some members in the network. A
critical design issue in multicasting is to minimize the number of copies of a message
sent to the recipient. The multicast routing problem is to find the best feasible tree to
cover a source node, s, to a set of destinations while satisfying certain constraints (c).

An N-unicast is a process that achieves multicast transmission by using N sep-
arate unicast transmissions, one to each recipient. An algorithm based on this
technique is known as an N-unicast routing algorithm. N-unicast is not a multicast
transmission, but it can be used as a reference for comparison. If a multicast routing
algorithm performance results in worse than N-unicast, the proposed algorithm is
not a practical multicast routing algorithm.

The Conference Call (CC) routing algorithm [23] is an example of multicast
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routing algorithms. CC routing algorithms is used in the telephone system for
voice conference calls. It uses a specialized conference hub, statically located in the
network, as a synchronizing point for the sender. A sender sends one copy of a
message to the central hub which replicates the message and delivers a copy to each
member in the conference or the multicast group. The call blocking probability
in the conference call routing algorithm increases with the mesh size. For small
meshes with small multicast groups, conference call routing algorithm has a blocking
probability rate smaller than that of unicast algorithms. On the other hand for small
meshes with large multicast groups, conference call routing algorithm has a blocking
probability rate higher than that of unicast algorithms.

The core-based trees (CBT) [24] is another example of multicast routing algo-
rithms. As the situation in CC algorithm, CBT uses a hub to handle messages
delivery to the multicast group members. Instead of using a static hub, it locates
the hub dynamically for each multicast call depending on where sender and recipi-
ents are. Again the sender sends one copy of a message to the Hub which replicates
the message and delivers a copy to each member the multicast group. The call

blocking probability of the CBT increases with the increase in the mesh size.
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2.3 QoS Routing Algorithms

QoS routing is the first step to guarantee QoS requirements of different applications.
QoS routing tends to identify paths that meet QoS constraints, and selects the
one that improves the network overall performance while making better resources
utilization.

Chen et. al [17] proposed a multipath distributed heuristic for QoS routing. The
basic idea of this algorithm is to send routing messages called ‘probes’ from a source
(s) to some destination (d) to search for a path that satisfies the end-to-end delay
constraint. Probes are guided along the best path using the state information of
intermediate nodes. The number of probes generated depends on the contention
level of the network and the degree of the QoS demands. According to the authors
statements this algorithm search strategy achieves good tradeoff between routing
overhead and routing performance, and considers QoS as well as path optimization.
The algorithm does not consider other QoS parameters such as packet loss ratio and
delay variation.

F. Xiang et. al [18] proposed to use genetic algorithm to guarantee QoS routing
in multimedia applications environment. They have applied genetic algorithm to
solve QoS unicast and multicast routing problems. In this work they established a

fitness function that satisfies the following conditions:

1. The total cost of the selected route should be minimal.
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2. There is only one route from source to destination.
3. Prevent non-existing links in the network to be selected.

4. Satisfy QoS constraints.

They considered one-point crossover and bit mutation. The elitist model is
adopted as the selection operator, which is done by executing the selection operation
according to the Monte Carlo method, then copying the chromosome with highest

fitness to the next generation. Their simulation results have indicated that, the

optimal solution has been achieved.

2.4 Mechanisms for Quality of Service Routing

The major technology solutions developed in response to the challenge of QoS rout-

ing are:
1. Traffic prioritization (Class of Service (CoS)).
2. Integrated services (Intserv).
3. Differentiated services (Diffserv).
4. Multiprotocol Label Switching (MPLS).

The following sections review these mechanisms which are developed to provide

QoS routing. The main techniques used in these mechanisms are also covered.
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2.5 Resource Reservation Protocol

Resource reSerVation Protocol (RSVP) is a mechanism that is designed to operate
with routing protocols. RSVP was originally intended to assist QoS routing in
networks with integrated services [25]. In operation, RSVP is used by a host on
behalf of an application to request a specific QoS from the network. It is also used
by routers to establish and maintain a state to provide the requested service. An
RSVP request in general results in resources being reserved along the data path.

RSVP has four types of messages which are defined as follows:

1. Path Message: A Path message is initiated by the sender to set a path and

forwarded to the next hop.

2. Resv Message: This message is a reply to the Path Message indicating

that the requested path has been reserved. Resv Message is initiated from

the receiver.

3. Error Message: When a path cannot be established an Error Message is

initiated from the receiver and forwarded to the sender indicating the reason

for path declination.

4. Tear-down Message: This message is initiated either from the sender or the

receiver when a session is to be terminated. It results in releasing the resources

along the path.
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RSVP uses Path and Resv messages in setting a path. The Path Message
is originated by a source node to install a path-state in every node along the route.
The destination node, having enough resources, responds with a Resv message
containing traffic descriptors and QoS parameters traversing the path to reserve
resources at each node along the path.

The most important object of Path and Resv messages, considering QoS rout-
ing issue, is the FLOWSPEC. This object defines the flow and specifies its QoS
requirements. If FLOWSPEC, also known as class of service CoS, is set to zero best

effort mechanism will be used. FLOWSPEC object has three fields:
1. Service number: Specifies the type of service requested.

2. RSPEC: Describes the flow QoS special requirements. The description may be
in a qualitative form (e.g., specifying controlled load service). It may also be
in a quantitative form (e.g., asking for a maximum delay of 100 milliseconds,

for audio/video real time applications).

3. TSPEC: Describes the flow characteristics. It specifies the bandwidth needed
for the flow. The bandwidth required may not be specified as a single number
as the case when the token bucket filter is used to define and specify the
bandwidth required. The token bucket filter is described by two parameters: a
token rate () and a bucket depth (B). In short, B specifies the longest burst

that can be accommodated by a node/router and r specifies the rate at which
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packets are sent. The token bucket filter allows the packets sending rate to
change i.e., the sender can send in a rate faster than r but for a sufficiently

long period of time the sender should not exceed r.

In connection-oriented networks resource reservation is carried by the sender ac-
cording to the QoS requirements of a flow as the case in ATM networks. RSVP
adopts receiver-oriented resource reservation approach in which the Path message
figures the path and the receiver conduct the reservation [25]. This approach facili-
tates multicasting groups because it permits receivers to decide about the specifica-
tions of the application to receive. This is useful in multicasting groups that have
receivers more than senders and receivers have different requirements.

The second main feature of RSVP beside the receiver oriented resource reserva-
tion, is the use of a soft state approach to manage the reservation state in routers
and hosts. The soft state is created and periodically refreshed by Path and Resv
messages [25]. The soft state principle enables the receiver to change the reservations
it has made using the Resv refresh message to demand for a new reservation. RSVP
relies on the soft state mechanism for tearing down since a state is automatically

torn down if it is not refreshed within the time period fixed for refreshing.
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2.6 Traffic Prioritization (Class of Service (CoS))

Traffic prioritization technology, also referred to as Class of Service CoS, is a product
from 3Com’s company. Its vendors believe it is an effective, yet simple, tool for

providing differentiated services [5]. Traffic prioritization has two approaches to

prioritize the traffic:

1. The switches and routers implement a packet classifier that identifies incoming

traffic and prioritizes it.

2. Desktops mark their packets with a priority value, which is used by switches

and routers to queue outbound traffic.

Once a packet is marked with a certain priority, traffic is tagged for this traffic
priority. To simplify administration and prevent users from setting their own priori-
ties, the network provides a centralized control where traffic priorities can be defined
for the entire network. The network administrator can prioritize traffic based on the
type of application, the protocol used, the user, and any other conditions.

To implement traffic prioritization all or at least some of the following compo-

nents should be available in the network.
1. Desktops and servers: They must be able to:

(a) Receive and store centrally set priority policies.
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(b) Recognize applications (e.g., based on TCP and UDP port information)

in order to prioritize them.
(c) Label packets with priority markings.

3Com’s Dynamic Access software (version 1.5), supports all these functions,

with no impact on desktop or server performance [3].

2. Policy server and policy manager: The policy server will automatically dis-
tribute policies to desktops, servers, switches, routers, and access devices in
order to provide a centralized point of control so that policy can be set across
the entire network. Initially, standard management tools will set priority poli-

cies on a per-device basis.

3. Core layer-3 switches and routers: To prioritize the traffic effectively, these

devices need to be able to:
(a) Read the priority marking of each incoming packet (e.g., read the priority
bits set by the desktop or the prioritization server).

(b) Classify unprioritized packets, at wire speed, via a packet classifier that

examines packet’s header fields then, sets the priority bit(s) accordingly.

(c) Classify packets to multiple priority queues for each output port.

4. Edge layer-2 switches: To provide the ability to recognize priority tags and
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build multiple queues. They are not needed if layer-3 switches are well provi-

sioned.

5. Packet Schedulers that decide which packets get dropped during severe con-

gestion periods.

Traffic prioritization defines eight traffic classifications based on IEEE 802.1p
Priority Values and Associated Traffic Types. The 802.1p-enabled switches will
use the 802.1p priority bits to prioritize traffic. The 802.1p standard has proposed
specific associations of priority values with real traffic types. The proposed priority

values and corresponding traffic types are presented in Table 2.1 [5].

Table 2.1: Priority Values and Traffic Types.

Binary Traffic Types
111 Reserved
110 Interactive Voice
101 Interactive Multimedia
100 Controlled Load Applications

(or Streaming Multimedia)
011 Excellent Effort (or Business-Critical)

010 Standard
001 Background
000 Best Effort (the Default)

These are proposed guidelines and network managers can define these levels

differently to meet their specific needs.



39

2.7 Integrated Services (Intserv)

Intserv is an IETF service classification standard that relies on RSVP to setup and
tear down reserved resources along the intended path for packets flow [6]. To support

Intserv in a network, two fundamental mechanisms must be present:

1. A mechanism to control the QoS delivered to an application: This is provided
by one of the QoS control services such as Controlled-Load [26] and Guaranteed

Service [27]. Details of these two types of services will be provided later.

2. A mechanism to communicate the application requirements to the network

resources: This is frequently implemented by a resource reservation setup pro-

tocol such as RSVP [25].

The following components are necessary to implement the mechanism needed to

control the QoS in Intserv networks:
1. Admission Control: That enables the network to refuse customers when de-
mand exceeds capacity.

2. Packet Schedulers: That enables the network to implement priority scheduling.

Fair Queuing [28] is an example of the implementation of a packet scheduler.

3. Flow Classifier: Its primary function is to distinguish among different flows.

Currently a flow classifier classifies flows based on the source and destination

addresses and port numbers.
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Intserv networks support two types of services in order to provide QoS:
1. Controlled load: For delay and delay jitter tolerant applications.

2. Guaranteed service: For delay and packet loss intolerant applications. For
example, audio and video play-back applications. Guaranteed service guar-
antees that packets arrive within the guaranteed delivery time and do not

get dropped due to queue overflow, provided that the traffic stays within its

specified parameters.

Intserv is a ready to use technology and seems to be an advanced step towards

providing QoS routing but has some drawbacks:
1. Lack of a mechanism for admission policy and admission policy control.

2. Routers periodically exchange Path and Resv refresh messages to preserve the
reservation soft state which results in high control overhead flowing between
routers. The increased control overhead degrades performance. It also requires
considerable memory storage in routers which results in high complexity and

uncertain maintaining costs.

3. Lack of scalability. RSVP exhibits many scaling and implementation chal-

lenges because it requires stateful routing and forwarding decisions.
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2.8 Differentiated Services (Diffserv)

Instead of maintaining individual flows on all routers as in Intserv, flows in Diffserv
are aggregated into a flow that receives specific treatment. The Diffserv mechanism
for differentiation between flows employs a small and a well defined set of components
from which a variety of treatments or aggregate behaviors may be built. A set of bits
in a packet IP header is set to mark the packet to receive a particular forwarding
treatment at each router. This specified forwarding behavior is known as a Per Hop
Behavior (PHB) in DiffServ terms [29]. The IETF Diffserv Working Group in [30]
has defined and standardized an architecture as well as specific PHB for Diffserv
networks. In [7] the group has standardized a method for the general use of TOS.

To implement Diffserv a network must perform essential functions that are out-

lined in the following:

1. Admission Control: That enables the network to refuse customers when de-

mand exceeds capacity.

2. Packet Scheduling: That should treat different customer’s applications differ-

ently as needed.

3. Traffic Classification: That enables the network to reorganize data streams

into substreams that receive different treatment.

4. Policies: That helps allocating the network resources.
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A router in a Diffserv network performs three functions: it defines packet treat-
ment classes, allocates the suitable resources for each class, and sorts all incoming
packets into their equivalent classes. The router has two main functional units, a

classifier which classifies packets dependent on the PHB and a conditioner as shown

in Figure 2.1.
Conditioner
»  Meter J
i Shaper/ _
————1 Classifier »{ Marker Dropper ->

Figure 2.1: A Diffserv Router Basic Components.

The conditioner is composed of the following parts:
1. Profile meter: Measures the current state of a stream of packets.
2. Marker: Sets Diffserv field to a Diffserv behavior aggregate.

3. Shaper/dropper: Delay or discard some of the packets in order to shape a

stream to comply with its traffic profile.

In Diffserv, the IP header TOS field, which was originally used to indicate a

packet queuing precedence, is redefined to support differentiated services. The TOS
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field is then renamed as Differentiated Service (DS) field. Diffserv operation is based
on setting the renamed bits at the entry edges of the network. In this operation six
bits of the DS field are used to convey the Diffserv Code Point (DSCP). Intermediate
nodes use the DS field only to classify packets and use DSCP to determine how to
forward packets.

Setting of the DS field and conditioning of marked packets behavior is performed
in the conditioner and may vary in complexity according to the specifications of the
PHB scheme used. Conditioning of marked packet behavior includes metering data
streams and shaping them to confirm that they remain within agreed upon levels
and drop the extra packet in case that A flow exceeds its limits. The Diffserv buffer
management and packet scheduling mechanism are capable of delivering the specific
packet forwarding treatment indicated by the DS field value.

The Diffserv working group proposes two types of premium services: FEzpedite
Forwarding (EF) and Assured Forwarding (AF). The ability to indicate traffic pri-
ority and peak bandwidth is what differentiates premium service from best-effort
(BE) service [31].

Expedite forwarding EF service is intended for jitter-sensitive traffic such as voice
and video. EF traffic should experience less delay variation than either BE traffic or
AF traffic which means EF traffic is forwarded in routers before other types of traffic
(up to a certain rate). The user is assumed to not exceed the specified peak rate,

while the network is supposed to provide the bandwidth guaranteed at anytime.
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Assured forwarding AF service relies on buffer management within routers to
provide a better-than-best-effort type of service. With the AF service, a customer
gets some assurance his AF traffic is less likely to be dropped in the event of network
congestion, as long as it stays within the agreed upon traffic profile [31]. If the
number of assured packets in the queue exceed the agreed upon threshold, excess
packets are dropped. This limits the amount of assured traffic, so that the best effort
traffic is not completely suppressed. The assured service packets are not dropped
even when the queue is full, if they do not exceeded the threshold.

Clark and Wroclawski [32] proposed a mechanism for providing assured forward-
ing service. Their principal idea is to define a service profile for each user, and
to design a mechanism in the router that favors traffic that is within those service
profiles. This mechanism can simply be described as: monitor the traffic of each
user at its entering router and label its packets as being either in or out of its service
profile. Then at each router, if congestion occurs, preferentially drop traffic that is
labelled as being out.

Jacobson [33] proposed to provide expedite forwarding EF service using a single
bit of the DS field. The DS bit, called a Premium service bit, is used to serve as traffic
type indicator. Jacobson defined a premium (expedite) service that is provisioned
according to peak capacity profiles that are strictly not oversubscribed and that is
given its own high-priority queue in routers. Premium service levels are specified as

a desired peak bit-rate for a specific connection. In this approach the edge router
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examines packets entering the network to set the premium bit of those that match
a premium service specification. Premium service scheduling mechanism enqueues
premium service packets in a separate queue which means routers along a path will
have two queues, one for premium service traffic and the other for best-effort traffic.
Two simple actions only are needed in the forwarding path, to classify a packet into
one of the two queues on a single bit, and to service the two queues using simple
priority. Packets marked for premium service are sent first with high priority while
unmarked packets are sent at the lower priority.

K. Nichols et. al [34] combined the concept of Assured service of reference [32]
and the concept of Premium (expedite) service of reference [33] to benefit from
the advantages of both in providing a more efficient differentiated services. They
denoted each pattern by a bit, one they call the premium or P-bit, and the other
is the assurance or A-bit. In this section, we will refer to the authors proposed
architecture by the two-bit method.

According to the two-bit method, edge routers are configured with a traffic profile
for a particular flow based on its packet header. An arriving packet A and P bits are
cleared then, the packet is classified on its header. If the header does not match any
configured values, the packet is immediately forwarded which means it will receive
best effort service since its A and P bits are cleared. Matched packets pass through
individual markers that have been configured from the usage profile of that flow:

service class (EF or AF), rate (peak for EF, expected for AF), and permissible



46

burst size (optional for EF). AF traffic packets depart from the AF marker with
their A-bits set. EF traffic packets depart from the EF marker with their P-bits set.
Markers then pass packets to the forwarding engines.

According to the two-bit method, each router output port must have two queues
one for EF traffic and the other for AF and BE traffic. To place an incoming packet
in the appropriate output queue, each router must implement a test on the P-bit of
the packet. EF traffic queue receives higher priority service and its traffic is never

dropped unless it exceeds the peak rate. The forwarding decisions for the two-bit

method are displayed in Figure 2.2.

. Yes . o Forwarding
- —— -
P-bit set ? High Priority Queue Engine
No

| “® Low Priority Queve |
1 Drop /Unn%rk Packet

When A | incremen Queue Decrement] When A

bit is set | _a_count Management _a_count | bitis set

Figure 2.2: 2-bit Differentiated Services (modified Figure from [34]).

During congestion, packet drop takes place in the AF and BE traffic queue. In
the two-bit method, routers output queues implement scheme called RIO as a packet
drop mechanism. RIO is an extension to the RED algorithm. RIO stands for RED
In and Out while RED stands for Random Early Detection. A RIO scheme uses

two thresholds for when to begin dropping packets; a lower one is based on total
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queue occupancy for ordinary best effort traffic and one is based on the number of
packets enqueued that have their A-bit set. This means that any action preferential
to Assured service traffic will only be taken when the queue capacity exceeds the
threshold value for ordinary best effort service. In this case, only unmarked packets
will be dropped. Keeping an accurate count of the number of A-bit packets currently
in a queue requires either testing the A-bit at both entry and exit of the queue or
some additional state in the router.

In two-bit method, the authors described the basic functional units required to
implement their scheme. In the architecture they have modified the marker and the
profile meter to include: a general classifier, a Bit-pattern classifier, a Bit-setter,
policing token bucket, and shaping token bucket, besides the priority queues. These
primitives constitute a Marker (either a policing or a shaping token bucket plus a

bit setter) and a Profile Meter (a policing token bucket plus a dropper or bit setter).

2.9 Multiprotocol Label Switching (MPLS)

MPLS represents the latest technology developed to satisfy the need for QoS rout-
ing [35]. MPLS differentiated services are based on a per hop model where aggregate
forwarding resources (buffer space, bandwidth, and scheduling policy) are allocated
in each router for each Diffserv forwarding class. MPLS uses Label Switched

Path (LSP) concept which is similar to the concept of VP/VC in ATM. An LSP
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SETUP message needs to indicate which Diffserv forwarding class or classes an LSP
belongs to. This information can be used as a constraint in the LSP route selection
and in verifying that packets sent along an LSP belong to the correct forwarding
classes. MPLS is produced as an extension to tag switching technology [36]. In tag
switching a tag can either be explicit or implicit in layer-2 header. Figure 2.3 shows

a tag switching packet format.

L2 Header | Tag Payload

Figure 2.3: Tag Switching Packet Format.

Tag Switching technology uses Label Swapping mechanism. In Label Swapping
the switch looks up the packets current tag in a table associated with the incoming
port. Then, the outgoing port and tag are determined. The old tag is replaced with
the new one, and the packet is forwarded on the designated out port. The routing
process in tag switching can be summarized in three steps. first, an entry router
attaches tags to packets based on the routes selected. Next packets are switched
based on their tags. finally, an exit router strips off the tags and hands over the
packets.

Routing in tag switching networks is illustrated by an example using the network

shown in Figure 2.4. The router R1 receives packets from Hostl destined to Host2.
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After classification R1 tags each packet of a flow with a particular tag according to
the traffic type and the network tagging policy then it forwards tagged packets to
the next hop in their route. Intermediate routers forward packets on the tag basis
using label swapping mechanism. The network edge router towards the destination

removes tags and forwards packets to their destination at Host2.

Untagged
Packets Tagged
l ‘ Packets
S
Host1 a1 S R2 Host2
(Source) destination
S S

Figure 2.4: Routing with Tag Switching.

MPLS is expected to satisfy the need for service differentiation and to enable
Internet Service Providers (ISPs) to answer customers demand for dependability.
To provide these capabilities in networks, the basic traffic-forwarding paradigm of
present-day IP networks must be enhanced to support traffic engineering [37]. Traffic
engineering includes many aspects of network performance such as, guaranteed QoS,
improved network resources utilization, and providing features for quick recovery in
case of a node or a link failure [38].

MPLS does not consider computation of routes with constraints. To provide this

facility MPLS designers are working on extending the existing IGPs like OSPF and
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IS-IS to carry information about links such as maximum bandwidth and reserved

bandwidth.
Ingress LSR Egress
Router > Router

Figure 2.5: MPLS Routing Domain.

Figure 2.5 represents the essential parts in an MPLS enabled network. A detailed

description of these components, their functions, and how they interact is given in

Chapter 4.

2.10 Comparison among Intserv, Diffserv, and MPLS

The main features of the major three approaches that address the issue of QoS
routing (Intserv, Diffserv, and MPLS) are compared and presented in Table 2.2.

Differences among them affect everything from cost to all other performance aspects.

Intserv requires each router to maintain state information of each flow. This results in
lack of scalability which is the major drawback of Intserv. Diffserv internal routers, on the
other hand, do not have to maintain any state for reservations. The operation here is based

on checking the service bits (Expedite, Assured or both). In MPLS resource reservation
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Table 2.2: 'Compa.rison among intserv, Diffserv, and MPLS.

Intserv Diffserv MPLS
Scalability Not scalable Scalable Scalable
Combines functions
Layer of operation | Layer-3 Layer-3 of layers 2 and 3

but remains
independent of both

Compatibility Compatible with Compatible with [P Compatible with IP,
ATM networks and ATM networks ATM, frame relay
Router design Complex Simple due to Complex due to
reduced router state complicated router
state
Router storage High Low High
capacity required
Scheduling WFQ Strict priority WFQ and strict
priority
Implementation Complex Simple Complex
Provides three service: | No packet classification | No routing tables at
Advantages best effort, controlled | and flow states at inner ; inner routers. Simple
load, guaranteed delay | router. No signaling is forwarding mechanism
required
Policy and security An aggregate flow may | Dynamic-connection
Disadvantages issues need to be receive same service admission-control and
addressed/resolved level. No QoS absolute | security issues need
guarantee to be resolved
Enhanced RSVP,
Protocols used RSVP, IRP routing IRP routing protocols CR-LDP, IRP
protocols routing protocols
Granularity of Fine granularity Coarse granularity Fine to Coarse
Differentiation per How basis on aggregate flows basis | granularity
Control overhead High Low Low
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is made by setting up states in routers and refreshing these states. Every router along
the path of a connection has to support these reservations and has to maintain a state for
each flow. The number of individual flows in a network can be very large which leads to
lack of scalability but if flow aggregation [39] is allowed, MPLS is scalable.

Considering the router design, in Intserv each packet must be classified at each router.
A lot of processing power is required to generate control messages to maintain reservation
states which results in a complex router design. In Diffserv, no further classification is
needed and no signaling is required which makes the router design simple. In MPLS,
unless aggregation is enabled, core routers must preserve reservation state of each flow.
This needs a considerable amount of signaling and processing which results in a more
complex router.

Considering the memory storage capacity, the need to keep states for each flow requires
large storage capacity in both Intserv and MPLS unless appropriate flow aggregation
mechanism is adopted. Since no states are kept in Diffserv, the required storage capacity
is minimal.

Considering scheduling, each router in Intserv and MPLS networks must keep a sep-
arate queue for each flow assuming that flow aggregation is not adopted. Organizing
numerous queues makes scheduling very difficult. However in Diffserv scheduling is very
simple and each router keeps only two queues one for EF service and the other for BE
service (or may be BE and AF services).

Intserv has fine granularity in service differentiation since services are provided on

flow basis. Diffserv has coarse granularity since services are provided on aggregate flow
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basis. MPLS granularity could be fine or coarse based on the way of classing flows; fine
granularity for flow based classing and coarse granularity for aggregate flow based classing.

The major advantage of Intserv is that it provides better service since it has fine dif-
ferentiation granularity. Its disadvantages could be summarized in its complex operation.
Diffserv advantages include simple operation and its disadvantages include lack of means
to supply information about resources state in the core routers. MPLS main advantages
are simple forwarding and separation of control/routing functions from forwarding. One
of the major challenges facing MPLS is how to obtain the relevant QoS information.

In a workshop held to discuss issues related to QoS in Internet2, Van Jacobson raised
a number of questions that list the major challenges for differentiated services [40]. The

main questions which he presented are:
1. Who decides what users get to request special service?
2. Where is organizational policy on use of limited bandwidth implemented?
3. Who tells the edge router what to tag or label?
4. Who makes sure that simultaneous uses of special service fit within allocation?

It is of fatal importance for the Diffserv designers to face these challenges and to find
answers to these questions in order to improve Diffserv performance as well as operation.
Jacobson suggested, as a solution, the use of a Bandwidth Broker (BB). The BB is
a database where priority and limits for users as well as user credential are stored. It is
included as part of the network infrastructure to have secure association with all routers.

BB can resolve conflicts because requests go from user to the BB for authentication first,
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then to the appropriate router. Jacobson in his presentation detailed the operation of the
BB including where it could be located, who talks to the BB and how. This has been with
an example of a campus with 10 Mbps every where. According to his analysis using a BB
in that network, an allocation from a single 10 Mbps Premium bandwidth pool allows 300
simultaneous voice/video sessions with no topological knowledge in allocator. The effect
of the BB on the network performance basically relies on the database developed there.
With appropriate operation it is expected to enhance the differentiated services provided
to users and improve the network performance.

In MPLS networks, the number of flows may be very large. The number of control
messages for making resource reservation for this number of flows is also large. Maintaining
state information for all the flows requires a large storage capacity. Managing the large
number of queues and control signals requires a lot of processing power. In short this limits
the MPLS scalability and raises the need for a solution which could be flow aggregation.
Aggregation allows the network to deal with aggregated flows instead of dealing with each
flow individually. Aggregation reduces the amount of signaling, storage capacity required
and simplifies processing. However the major concern is who should be doing it? The
network administrator or this should be done by some other means? If the administrator
should aggregate how and to what limit he should aggregate?

Francois et. al [41] proposed as a solution to allow the administrator to select how to
map Diffserv Behavior Aggregate (BA) to MPLS. Their solution relies on using LDP and
combined use of single class and multi-class LSPs to give high flexibility in aggregation

and at the same time allows for per flow service. Their solution operation steps can be



55

summarized in the following:

1. The Service Provider configures the LSRs to map between each Per Hop Behavior
(PHB) of Intserv and a value of the EXP field to provide BAndwidth reservation

(BAs) supported over the single/multi-class LSP.

2. The Service Provider configures the LSRs with the scheduling behavior for each

single/multi-class LSP.
3. The LSRs signal the establishment of LSPs using LDP.

Their solution absolutely relies on the service provider or the network administrator. It

has not been put to practice yet.



Chapter 3

Multiprotocol Label Switching

Multiprotocol Label Switching (MPLS) is an Internet Engineering Task Force (IETF)-
specified framework that provides efficient classification, mapping, routing, forwarding
and switching of traffic flows through the network [8]. MPLS is developed to satisfy
the need for service differentiation and expected to play an important role in improving
services provided by Internet Service Providers (ISPs) [9].

MPLS defines means to map layer-3 traffic to connection-oriented layer-2 transports.
Deployment of MPLS necessitates labeling IP packets with labels that define both route

and priority of a traffic flow. Packets are served in the MPLS network based on these

identifiers.

56
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3.1 Background

In conventional IP networks, each router in a path of a packet analyzes that packet’s
header and consults its routing table to select the next hop. Each router makes its selec-
tion independent of the other routers. Selecting next hop is actually a two step operation.
Classification of the incoming packets and their assignment to a set of Forwarding Equiv-
alence Classes (FECs), and forwarding each FEC to the next hop.

In MPLS networks, the classification of a packet and its assignment to a particular
FEC is done once only at the ingress. Each FEC is assigned a label which is inserted
in each packet header and all packets of an FEC follow the same path. Once a packet
is labeled the rest of its forwarding in the network is done according to a process known
as label switching. According to this process a label is used by a core hop as an index
into a table that specifies the next hop and a new label. This means forwarding is driven
by labels and no further classification or header analysis is done at each router. Label
switching has major advantages: It results in a simplified hardware and software at the

core routers, and it reduces packets delay and improves network efficiency.

3.2 Motivation for MPLS

MPLS networks has two major features. The partition of functional units and the use of
Label Forwarding-Swapping Algorithm. Beside these distinguishing features, which will

be described later, the following are considered to be the major motivations for MPLS:

e MPLS mechanism enables explicit route selection in IP networks. This option results
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in a routing method similar to source routing. The slight difference between the two
methods is that in source routing, a source requests a path where as in explicit path

routing, the source enforces the selection of a certain prespecified route.

e MPLS eliminates the need for routing tables at the inner routers since only forward-

ing tables are needed.

e MPLS provides simplified mechanism for packet-oriented traffic engineering and

multi-service functionality.

3.3 MPLS Terminology

In this section the widely used terms in MPLS technology are described.

Forwarding Equivalence Class (FEC): A set of packets to be forwarded in a network over
the same path and treated in the same way at the inner routers.

Label: A fixed-length (20 bits) unit contained in the packet header to identify its FEC.
Label Switching Router (LSR): An MPLS network router. It is a router that supports
MPLS-based forwarding and enables label switching.

MPLS FEdge Router (ELSR): An MPLS router that connects an MPLS domain with a
node which is outside of the domain.

MPLS Ingress Router: An ELSR that handles traffic as it enters an MPLS network.

MPLS Egress Router: An ELSR that handles traffic as it leaves an MPLS network.
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Label Switching Path (LSP): It is a path in an MPLS network that is created by connecting
one or more LSR.

Label Information Base (LIB): A table each LSR creates on the receipt of label binding.
This table specifies the mapping between the input label and the output label.

Label Distribution Protocol (LDP): It is a protocol that is used to distribute labels in
an MPLS network. It is a newly developed protocol produced by the MPLS designers
to support label allocation, distribution, and binding, as well as transferring information

about explicit routes.

3.4 MPLS Header and Label

MPLS can exist alone or with other network technologies such as ATM and frame-relay.
When MPLS is used with ATM or frame-rely, a label is encapsulated in Layer-2 header
of the packet. If the label does not fit there, it is contained in a separate MPLS header
known as the shim header as in the case of IP networks. A shim header is a 32 bit header
inserted between the IP header and layer-2 header as shown in Figure 3.1. MPLS header

has the format shown in Figure 3.2.

Layer 2 MPLS IP

Header Header Header User Data

Figure 3.1: Packet Format in MPLS Domain showing Shim Header.

Each field in MPLS header has specific functions. These fields and their functions are

defined as follows:
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Figure 3.2: Structure of MPLS Header.
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1. The label field, label (20 bits): Carries the actual value of the label. The label field

is used by an inner LSR as an index to reference its forwarding table. This means a

label has a local significance for the LSR which has created it. In other words labels

correspond to links between LSRs only.

2. The experimental field, Exzp (3 bits): Contains the class of service (CoS).

3. The stack field, S (1 bit): The ingress router may insert multiple labels (headers).

In this case, labels are stacked and the stack field is used to indicate the end of the

stacked labels. The label at the bottom of the stack is the level one label and the

forwarding decision is based on the label at the top of the stack. The stack field bit

is set to one for the level one label, and zero for all other stacked labels.

4. The Time-to-live field, TTL (8 bits): Provides a function similar to IP TTL function.

3.5 Label Switching Path (LSP)

An LSP is a path in an MPLS network that contains a set of LSRs including the two edge

LSRs. LSPs allow traffic to flow in one direction only, from the source to the destination.

For bidirectional traffic, two LSPs must be set, one for each direction.
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Ingress | ————p tabel |——| Labet |— | Egress

Router Switching Switching Router
(E-LSR) Router Router (E-LSR)
(LSR) (LSR)

Figure 3.3: A label Switching Path.

Figure 3.3 represents an MPLS network that is composed of two edge LSRs (ingress
and egress) and two core LSRs. The arrows indicate an LSP that starts at the ingress
LSR, covers both core LSRs and ends at the egress LSR. An LSP may be developed using
the IGRP routing information or it may diverge from that to facilitate tra.fﬁc engineering
implementation. LSRs included in an LSP may also be specified by the ingress router as

the case with explicit route selection.

3.5.1 Single and Multi-Class LSPs

Classification policy decides which Diffserv forwarding classes would be supported by an
MPLS network. It also specifies how many forwarding classes a single LSP may contain.
MPLS supports two sorts of LSP classes: single-class LSP and multi-class LSP. A packet
forwarding class is indicated in its MPLS header Ezp field.

Single-Class LSP: When MPLS packets that are sent along an LSP belong to a single
Diffserv forwarding class, then the LSP is a Single-Class LSP. In this case, there is no
need to indicate the forwarding class of each packet because it can be derived from the
label information.

Multi-Class LSP: When MPLS packets that are sent along an LSP belong to more than
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one Diffserv forwarding classes, then the LSP is a Multi-Class LSP. In this case, service
class of each packet, as well as possible drop precedence, need to be indicated. Each MPLS
packet of such a Multi-Class LSP is forwarded according to the service class information
contained in its MPLS header Ezp field. If the service class of an MPLS packet is not

among those classes listed in the corresponding LSP setup message, the packet is discarded.

3.5.2 Route Selection

Route selection refers to the method adopted to set routes or paths in a network; in MPLS
it refers to the method used to specify an LSP for an FEC. MPLS supports two methods

for route selection: hop-by-hop routing and explicit routing.

1. hop-by-hop: Allows each LSR to select next hop for each FEC independent of other
LSRs as in traditional IP networks. An LSP that is set using this technique is a

hop-by-hop routed LSP.

2. explicit routing: Does not allow each LSR to select the next hop independent of
other LSRs in the network. Using this method, a single LSR, mostly the ingress
router, specifies the entire LSP. Explicit routing has special importance for some

applications such as, traffic engineering and policy routing.

Table 3.1 [35] lists the comparisons of the basic features of both routing methods.
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Hop-by-hop Routing

Explicit Routing

Distributed routing of control traffic.

Source routing of control traffic.

Builds a set of trees.

Builds a path from source to destination.
Requires creation mechanisms.

Existing routing protocols are
destination prefix based.

Has high routing flexibility,

routing can be policy-based or QoS-based.

Difficult to perform traffic engineering.

Adapts well to traffic engineering.

time of routing protocol.

Reroute on failure impacted by convergence

LSPs can be ranked which results in
very quick rerouting. Backup paths
may be set for restoration.

3.6 Label Assignment and Distribution

Label assignment and distribution is one of the fundamental operations in MPLS networks.

The decision about binding a label to an LSP is made by the downstream/upstream LSR

with respect to that binding. Upstream and downstream refers to the LSR which initiates

the assignment and distribution of labels. To understand the upstream and downstream

concepts, let us consider the setup shown in Figure 3.4. In this figure, router 3 is the

downstream neighbor of router 2 considering host D as the destination. Router 2 itself

is the downstream neighbor of router 1 and at the same time the upstream neighbor of

router 3 towards D.

Host

LSR1

LSR2

Host

LSR3  jrment D

Figure 3.4: Upstream and Downstream LSRs.

Downstream Label Distribution Methods: Downstream label distribution can

be performed by two methods: downstream and downstream on-demand. Any two adja-

cent LSRs must agree on the type of method used. It is possible to have both methods
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simultaneously enabled in a network.

In downstream label distribution, when an LSR discovers a next hop for a certain
FEC, it assigns a label for that FEC and distributes it to its upstream neighboring LSR.
The procedure is performed at each LSR in the LSP till the ingress LSR.

On the contrary in downstream on-demand label distribution, an LSR generates a
label but does not communicate it to its upstream neighbor LSR. When an upstream LSR
needs a label for a particular FEC it requests the corresponding label from its downstream

neighbor LSR. The downstream neighbor LSR replies by communicating the requested

label.

Use label N for a flow Use label Y for a flow

sent to distination 0¢ sent to distination o
44— D
—— o] LSR1 LSR2 LSR3 it
— —
Request label for a flow Request label for a flow
sent to destination oo sent to destination »ooc

Figure 3.5: Label Distribution.

Figure 3.5 shows the distribution of labels in both methods. It is assumed that a flow
heading to destination zzz has already been classified and mapped to an FEC. In the
figure, the upper thick arrows indicate the downstream label distribution method. LSR3
communicates its binding label for an FEC to LSR2, which itself communicates its binding
label to LSR1 (the upper thick arrows).

The lower thin arrows plus the upper thick arrows represent the downstream on-

demand label distribution method. LSR1 requests a binding label for an FEC from LSR2
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which requests a label from LSR3 (the lower thin arrows). LSR3 replies by communicating

the requested label to LSR2, which communicates its label to LSR1 (the upper thick

arrows).

3.7 Label Distribution Protocols

In MPLS networks, no specific protocol has been specified for label distribution. Two

signaling protocols have been proposed for LSP establishment and label distribution:

1. Label Distribution Protocol (LDP) [42], and its extension Constraint-based Routing-

Label Distribution Protocol (CR-LDP) [43].

2. Extended or enhanced RSVP [44] and extended RSVP for traffic engineering (TE-

RSVP) [45].

3.7.1 Label Distribution Protocol (LDP)

LDP is used by the LSRs to exchange label/FEC binding information. LDP is a set of
procedures and messages that enable the LSRs to map network-layer routing information
directly to data-link layer switched paths and hence establish LSPs among them [42].
Any two LSRs that use LDP to exchange messages are known as label distribution peers
with respect to the binding information they exchange, and they have a label distribution
adjacency between them. LDP enables the negotiation between any two label distribution

peers to establish connection or message exchange. LDP uses TCP, as a reliable protocol,

for signaling.
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LDP is extended to the Constraint-based Routing LDP (CR-LDP) to implement
constraint-based routing [43]. CR-LDP is used to setup explicit routes that satisfies some
constraint(s) such as bandwidth and/or delay to guarantee applications QoS requirement.

LDP Message types: The following are the main LDP message types:

1. Discovery Messages: Used by the LSRs to announce and maintain their presence

in a network, for example, the hello message.
2. Session Messages: Used to establish, maintain, and terminate sessions.

3. Advertisement Messages: Used by the LSRs to request a label and to announce

the existence of a label that may be used by other LSRs. Advertisement messages

are also used to change and delete label binding.
4. Notification Messages: Notification messages are of two kinds:
(a) Advisory notifications: Provides information about the LDP session or the

status of some of the exchanged messages.

(b) Error notifications: Detects and reports major signaling errors. Whenever
an LSR receives an error notification message, it responds by terminating the

current LDP session and deleting all labels recorded during that session.

3.7.2 Enhanced RSVP

Bruce Davie et. al [44| proposed to use enhanced RSVP for label distribution. Daniel

Awduche et. al [45] have proposed extensions to RSVP to support traffic engineering
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with MPLS. They argued that making label distribution a part of path/reservation setup
process of RSVP is the most efficient method for label distribution. It also improves the
network over all performance.

RSVP messages were augmented with new functions to support label allocation, dis-
tribution, and binding. The following objects are added or enhanced, if they already exist
in RSVP, to support MPLS operations.

LABEL REQUEST OBJECT (LRO): It is used to request a label for an LSP. There
are three types of this object: one for ATM, the second for frame relay, and the third is
general. The general type does not specify the label range, while the other two specify a
particular range for label assignment. LRO is composed of the MPLS shim header and
L3PID. The L3PID indicates the protocol to be used at layer-3 by an application.

EXPLICIT ROUTE OBJECT (ERO): Using this object, the ingress LSR can specify
a predetermined LSP and enforces the use of that route instead of the conventional IP
shortest path route.

RECORD ROUTE OBJECT (RRO): Using this object, the ingress router can receive

Information about the LSP route. RRO has three major uses:
1. Discovers loops in layer-3.
2. Supplies detailed information about the LSP exact route.
3. Can be used as an input to the next path session.

LRO is a must object while ERO and RRO are optional objects.

Error messages constitute an important class of messages exchanged in MPLS networks
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whether LDP or RSVP is in use as signaling protocol. An LSR normally generates an

error message in one of the following three conditions:

1. The LSR is unable to assign a label for an LSP and hence it sends an error message

that states MPLS allocation failure.

2. The LSR cannot support the L3PID. The error message in this case states an un-

supported L3PID.

3. The LSR does not recognize the LRO and an unknown object error message is

generated.

3.7.3 Explicit LSP Setup

The explicit path principle and the RSVP setup process are combined to setup explicit

LSPs. To see how this is done, consider the network of Figure 3.6.

Path Message

Resv Message

Figure 3.6: Network Topology for LSP Setting Example.

Assume that LSR1 wishes to transfer some data to LSR4. For this purpose it estab-

lishes an explicit LSP that contains LSRs 2 and 3 which means that it does not use any
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of the two paths through router X or outer N although either may be the shortest path

to LSR4. This could be for any of the following reasons:
1. To enforce some routing policies or to avoid a certain route.

2. The specified LSP satisfies some of the QoS requirements of the application to be

served.

To setup the required explicit LSP, LSR1 generates an RSVP path message with
(ERO) enabled. The use of this object enforces the selection of the specified path. The
message also includes the addresses of the nodes that should be included in this subdomain.
Each of LSRs 2, 3, and 4 explore the path and records the incoming port number and the
upstream router IP address to be used for forwarding the RESV message it receives from
the receiver. Finally, LSR4 checks the Flowspec of the path message, makes reservations,
and generates a RESV message. This message specifies T'spec and Rspec that has been
reserved to meet the application QoS requirements. Having this operation completed, an
explicit LSP is set and LSR1 would use it to transfer the application. After completion,

the reservation state at each LSR times out and the LSP is removed.

3.8 MPLS Networks Main Features

The two major features of MPLS that distinguish it from the other proposals for providing
differentiated services like Intserv and Diffserv are: The partitioning of functional units

and the use of Label Forwarding-Swapping Algorithm.
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3.8.1 Partitioning of Functional Units

MPLS has two main building blocks, a control component and a forwarding component

(see Figure 3.7) [9].

Routing Updates Routing Updates
< —»{ Routing Protocol }e- >

!
Control | Routing Table |

Forwarding | Forwarding Tabie |

Pa?:ets . _.E?E _ % Switch Fabric  :  rrlem—e N Pagk?s
I u

Figure 3.7: MPLS Main Building Blocks.

Control Component: It exchanges information with other routers to build and update
routing and forwarding tables using standard routing protocols such as OSPF and BGP.
The control unit provides a flexible packet classification capability that is expected to
enable ISPs to improve their efficiency and to provide new services beyond those known
in traditional networks.
Forwarding Component: It examines the [P packet header, then consults the forwarding
table to specify the next hop and the output port and finally directs the packet from the
input to the output port.

The partitioning results in a high flexibility in the design and modification of each of
the two blocks. The two units should coordinate to manage routing table update. This is

the only limit imposed on the separate design and modification of the functional blocks.
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Control Unit Forwarding Unit
Assign Traffic Map FEC to an Forward over the
to FEC LSP specified LSP
Based on packet analysis User configuration

Figure 3.8: Routing Function in MPLS Networks.

Figure 3.8 [9] illustrates the way the two functional units cooperate to perform rout-
ing in MPLS networks. The control unit classifies an incoming packet and assigns it the
corresponding FEC based on the policies adopted in the network. Then, it maps the
FEC to an LSP using labels. Next, the forwarding unit forwards the packet using the
specified LSP. The control component process represents the route selection and the for-
warding component process represents the data transfer using the selected route. These
two processes constitute routing in data networks. Further, forwarding is performed at
each of the inner LSRs, where aggregate forwarding resources (buffer space, bandwidth,

and scheduling policy) are allocated in each router for each Diffserv forwarding class.

3.8.2 Label Forwarding-Swapping Algorithm

Figure 3.9 depicts the label swapping process. In this scenario it is assumed that the ingress
router has received an IP packet with some destination address. First, the classification,
mapping to an FEC, label assignment and distribution processes explained earlier are
completed. Then, the network inner LSRs forward the packet using the label-swapping

algorithm.
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Figure 3.9: Label Swapping Process.

Using this algorithm, when a labeled packet enters a router, the router uses the input
port number and the label as entries to search its forwarding table. As a result, the router
specifies the outgoing label, the outgoing port, and the next LSR in the LSP. Next, the
router swaps the labels and passes the packet to the outgoing port for transmission to
the next LSR. At the egress router, the router discovers from label value that it is the
destination LSR and hence removes the label and forwards the packet to the receiver.

Using Label swapping forwarding algorithm is advantageous in the sense that [9]: the
service provider gains high flexibility in assigning packets to FECs, e.g, on the basis of
the destination/source address, application type, CoS. It also enables the service provider
to setup customized LSPs that support specific application requirements e.g, minimize
number of hops or meet bandwidth requirements. Finally, it has the ability to map
an FEC, assigned to a user type of traffic, to an LSP. This in short results in better

service provider control over traffic flows and hence better network efficiency and resource

utilization.
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3.9 Routing in MPLS Networks

The essential steps that must be taken for a data packet to travel through an MPLS
enabled network are: Label creation and distribution, forwarding table creation at each
router, LSP creation, label insertion/table lookup and packet forwarding.

The time sequence diagram shown in Figure 3.10 represents the processes needed to
establish a session and transfer an application in an MPLS network that consists of an

ingress, an egress, and a number of core LSRs. The process starts by the sender issuing a
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Figure 3.10: Time Sequence Diagram for MPLS Routing.

connection establishment request using a session_set_up message. This message contains
the IP addresses of the sender and the receiver plus information about the requested
service. The required service information might be in a qualitative form as use a certain

type of service; it might also be in a quantitative form as the application needs this much
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of bandwidth or a maximum delay of this amount.

The a session_set_up message is sent to the ingress router. The ingress router, upon
receiving the request message and having full information of the application requirements
and the network current state, uses the admission policy to decide whether to admit
this application or not. Assuming that the network state indicates that it can handle
the application, the router consults its routing table developed using OSPF algorithm to
choose a route for this application. Next, the router generates an RSVP Path message
and forwards it to the next LSR in the selected route. The Path message must contain,
besides the normal RSVP Path message objects, an LRO and may include the RRO. In
case of explicit route selection, the Path message must have the ER option set to enforce
the selection of the prespecified route.

Router LSR1, upon receiving the Path message from the ingress router, records in its
Path State Block (PSB) the IP address of previous hop, and the incoming port number.
This information is used to forward the RESV reply message back to the ingress router.
If the RRO and ERO are used, they are also recorded in the router’s PSB. Then LSR1
forwards the Path message to the LSR in the way downstream towards the egress router
and the receiver. Each of the intermediate LSRs repeats the same procedure of LSR1 till
the Path message arrives at the egress router. The egress router, upon receiving the Path
message from its upstream neighbor LSR, repeats the same procedure of the core LSRs
and finally, forwards the Path message to the receiver.

The receiver, upon receiving the Path message from the egress router, examines the

message FLOWSPEC object, generates a RESV message that specifies the FLOWSPEC
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of the application it will receive. Receiver oriented resource reservation enables the receiver
to decide about the type of application it wishes to have. The receiver sends the RESV
message to the egress router.

The egress router, upon receiving the RESV message from the receiver, binds a label
with a certain value for packets of this application. The egress router stores this value in
its forwarding table and includes it in the RESV message. The egress router forwards
the message using the information it has stored in its PSB during the Path message trip
towards the receiver.

Router LSR1, upon receiving the RESV message from its downstream neighbor LSR,
stores the label value received in the RESV message in its forwarding table. LSR1 also
generates its own label and binds it with this application FEC. The assigned label value
is stored in LSR1 forwarding table and inserted in the RESV message which is forwarded
to the ingress router. Whenever a labeled packet arrives at LSR1, the label is replaced
with the one previously received from the downstream neighbor LSR and stored in the
forwarding table.

The ingress router, upon receiving the RESV message from the receiver, stores the
label value it has received in the message in its forwarding table. The ingress router binds
this label value to the FEC in which it has mapped the application traffic. Next, the
ingress router issues a session indication message to the sender.

The sender having the required resources reserved and the LSP set, starts transmitting
its data for as long as there is data to send. The ingress router receives packets from the

source, maps them to their corresponding FEC, inserts the corresponding labels, and
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forwards them to LSR1. Whenever LSR1 receives a packet it examines the label and
consults its forwarding table to replace it with the label corresponding to the next hop
then forwards it to the next LSR. For example, consider the network of Figure 3.11, The
ingress router receives packets from the two hosts, 1 and 2. Packets received from Host1
are sent labeled with the corresponding label to LSR2 and packets received from Host2 are
sent, also labeled, to LSR4. Host1 traffic LSP contains LSR2 and LSR3 besides the edge
routers while Host2 traffic LSP contains LSR4 and LSR5 beside the edge routers. The
core LSRs forward the arriving packets by consulting their forwarding tables and replacing
the in-labels with the corresponding out-labels.

Whenever the egress router receives a packet, it examines its label. Discovering from
the label value that it is the egress router for the application to which this packet belongs, it
removes this label and forwards the packet using conventional IP routing to its destination.
Again considering the network of Figure 3.11, the egress router LSR6 removes the labels
from the arriving packets and uses conventional IP forwarding to take the packet to its
final destination. Hostl traffic is forwarded to its destination at Host3, and Host2 traffic
is forwarded to its destination at Host4.

This process continues till the end of transmission. Refreshing messages to maintain
the reservation states in all the network routers are exchanged periodically among the
nodes. In this regard, Path_confirmation messages are initiated from the source and
upstream routers and sent to the downstream routers. The Resv_confirmation messages
are initiated from the receiver and the downstream routers and sent to the upstream

routers towards the sender. These messages are initiated every 30 seconds. At the end of
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the transmission, either the sender or the receiver can tear the connection down by ceasing

to send refreshing messages.
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Figure 3.11: Routing in MPLS networks.

3.10 MPLS Applications

There exist three main applications for MPLS in ISP networks:
e Traffic Engineering.
e Class of Service (CoS).

e Virtual Private Networks (VPN).

3.10.1 Traffic Engineering

Supporting traffic engineering is the principal and most important application of MPLS.

Traffic engineering is the operation of controlling traffic flow in a network in order to
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optimize resources utilization and improve performance. Traffic engineering performance
objectives are either traffic oriented or resource oriented.

The objectives of traffic oriented performance are minimization of packet loss, min-
imization of delay, maximization of throughput, and enforcement of service level agree-
ments. Resource oriented performance objectives, on the other hand, aims to the efficient

management of network resources.

To satisfy traffic engineering requirements, a network should achieve these performance
objectives as well as provide guaranteed QoS and fast recovery in case of link or node

failure.

Four basic components are needed for traffic engineering in packet networks [38]. These

components are outlined as below:

1. Distribution of topology information: There is always a need for a mechanism to
advertise information about the initial network state, and to update it according to

any changes in the network topology or traffic state.

2. Path selection: Nodes use the topology information to compute reachability cost.
Results produced based on the algorithm applied are used to select paths. Paths
may be selected on basis other than the shortest path for example to satisfy some

constraints like bandwidth, delay, etc.

3. Directing traffic along the computed paths: After selecting and setting paths, traffic

is forwarded along these paths.

4. Traffic management: It involves a framework and mechanism to enable the net-
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work to provide the user traffic with QoS requirements. The mechanisms needed to

provide traffic management include mechanisms for admission control, flow identifi-

cation, and traffic policing and scheduling.

Traffic engineering enables the network manager to forward traffic on routes other than
the shortest path calculated by traditional routing algorithms. This is normally done
to avoid congestion and make better resource utilization. Applying traffic engineering
principles results in better and more efficient services.

To build an MPLS system for traffic engineering, the following design parameters must

be determined [46]:

1. The geographical scope of the MPLS system: The region to be contained in an

MPLS network is specified by the authorized administrative policy.

2. The participating routers: The routers to be part of the MPLS system, i.e., the
ingress, egress, and core LSRs. This could also be decided by the administrative
authority. The system performance is greatly affected by this factor since it has

effects on the amount of control overhead, routing complexity, number of LSPs, and

link utilization.

3. The hierarchy of the MPLS system: The system administrator has to set the network
hierarchy; small networks may be set in a full mesh resulting in a single LSP layer.
For large networks this may complicate the situation, hence, the network may be
divided into subregions. Each region is fully meshed to constitute the first layer;

then, selected LSRs are meshed to form the second layer of LSPs and so on.
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. The bandwidth requirement of the LSPs: The LSPs traffic matrices should be spec-

ified in terms of bandwidth requirements.

. The path parameters of the LSP: A constraint-based routing algorithm is used to

compute the LSPs.

. The priority of LSPs: Important LSPs are given higher priority and will gain an

optimal path. This results in stable routing and improves resource utilization.

. The number of parallel LSPs between each pair of endpoints: MPLS allows the
existence of more than one LSP between the same pair of edge routers resulting in a
number of parallel LSPs. The parallel LSPs can be used to routed more easily and

to balance links loads.

. The affinity of LSP and the links: Links and LSPs are assigned different colors to
enable policy routing, which may result in preventing the LSPs from using some

links or prefer certain links over the others.

. The adaptability and resilience parameters of LSP: The ability to switch to a better
path in case of availability i.e., LSPs reoptimization and rerouting in case of failure

should be specified and agreed upon prior to LSPs setting.
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3.10.2 Class of Service (CoS)

As discussed earlier, MPLS allows the existence of more than one LSP between the same
two edge routers. Hence each LSP could be used to forward a different class of traffic. This
enables the network to serve more than one application with different QoS requirements
at the same time. This could be done by mapping each LSP to certain QoS. Then, the

applications are mapped to a suitable LSP that satisfies the required CoS.

3.10.3 Virtual Private Networks (VPN)

A virtual private network VPN simulates the operation of a private wide area network
(WAN) over the public internet [9]. An ISP desiring to provide his customers with VPN

service needs to address the issue of using the IP address within a VPN and securing users

data. VPNs should incorporate four basic functions:
1. Firewalling: To protect customer sites and provide safe access to the Internet.
2. Authentication: To assure legal information exchange between valid users.
3. Encryption: To secure and protect data transmitted across the Internet.

4. Tunneling: To provide a multiprotocol transport service and enable the use of the

IP address within a VPN.

MPLS has a simple tunneling mechanism that would ease the matter of providing VPN
service to the ISP customers. Tunneling in MPLS results in a set of LSPs that connect

different edges of the network which can be used in offering VPN service.
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3.11 Summary

MPLS addresses issues related to scalability and routing based on QoS. MPLS will play
an important role in routing, switching, and forwarding packets through future networks

as well as satisfying users service demands. MPLS performs the following functions:

Provides a means to map IP addresses to labels that can be used by different tech-

nologies.

e Manages traffic flows of different applications.

Operates with existing routing protocols such as RSVP and OSPF.

Supports the IP, ATM, and frame-relay layer-2 protocols.



Chapter 4

Simulation and Results (1)

QoS provisioning implies segregation of traffic into distinct classes to provide special treat-

ment to these classes. Implementing QoS concepts necessitates addressing the following

issues:

e Connection oriented service: A mechanism is needed to provide conventional con-

nectionless [P networks with connection oriented service.

e Resource reservation: To guarantee providing the required level of service, it is

essential to have a method for reserving resources.

e QoS routing: It implies the ability to find routes that can satisfy QoS attributes

(mainly bandwidth and delay) of the applications.

e Admission control: Refers to the policy adopted to handle applications requests for

admission at the incoming edge routers.

83
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o Packet scheduling: Refers to the method of queuing classes of service in the network
core routers.

® Real time transport protocol: Transport protocol well suited to the transport of real

time data is needed.

4.1 Performance Measures

Proper and accurate QoS provision requires the successful delivery of an agreed upon level
of service. A level or class of service is characterized by a set of performance parameters.

Performance parameters belong to four general categories:
e Overhead Traffic Metrics.
e Latency Metrics.
e Resource Utilization Metrics.

o Flow Satisfaction Metrics.

These metrics are used to differentiate the QoS level provided for a particular service. In

this section, these metrics are detailed. Metrics used in this work are also specified.

4.1.1 Overhead Metrics

The extra overhead in MPLS networks is mainly due to the use of RSVP or LDP as
a signaling protocol for setup and maintenance of LSPs. The performance metrics to

measure overhead traffic consists of the following:
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1. Volume of overhead traffic in bytes observed over the lifetime of a session. There is a
fixed amount of overhead due to LSP setup and a variable amount that depends on

the session duration since path confirmation messages are periodically exchanged.

2. Amount of memory needed at each router to maintain state information. This
depends on the number of states needed to maintain resource reservations at a
router.

MPLS provides services on per flow basis. As a result, the amount of overhead pro-
duced for reserving resources and maintaining reservation states (confirmation messages)
increases with the number of flows. Considering the fact that the traffic flow in the In-
ternet is increasing, the amount of refreshing or confirming reservation states in routers
will increase severely. For example, consider the case of a network that has links of 100
Mbps capacity. Assuming all the flows in a certain time have a size of 64 Kbps each, the
number of flows that can be accormmodated in a link is about 1500 flows. Considering the
number of links to a router, the amount of flows will be huge. Hence, signals exchanged to

maintain states for these flows will consume relatively high bandwidth as well as router’s

memory.

4.1.2 Latency Metrics

Latency related metrics are end-to-end delay and delay variation. End-to-end delay, mea-
sured in milliseconds, includes: transmission, propagation, queuing, and switching delays.

That is,

End-to-end Delay = T + T, + T, + T
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where

T.: The transmission delay. The transmission delay is equal to M/C where M is the
average packet size and C is the link capacity.

Tp,: The propagation Delay. The propagation delay is equal to d/v where d is the
distance between two routers and v is the signal propagation speed. This speed is approx-
imated to the light speed.

T,: The queuing delay. The queuing delay is the delay experienced by a packet waiting
its turn to be forwarded by a router.

Ts: The switching or processing delay. In IP networks the processing or switching
delay is the time consumed in a router in analyzing a packet header and consulting its
routing table to find the packet’s next hop and output port. In MPLS networks, ingress
router processing delay also includes the time to classify a packet, mapping it to a certain
FEC, and labeling it. In the egress router, the processing time includes the time to strip
off the label and conducting normal IP operation to send the packet to its destination. In
the core routers, the processing time is the time the LSR spends consulting its forwarding
table and swapping labels.

The packet end-to-end delay is measured in milliseconds. The delay jitter which is the

variation in delay between successive packets is also measured in milliseconds.

4.1.3 Resource Utilization Metrics

In resource utilization, we are mainly concerned with the link utilization. Utilization

refers to the percentage of a link being used to the total link capacity (bandwidth). The
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bandwidth required by an application is measured in bits per second by counting the total
packets delivered to a receiver times the packet size in bits. In this work, the bandwidth

consumed by an application during its lifetime is measured.

4.1.4 Flow Satisfaction Metrics

Flow satisfaction is achieved by satisfying the flow QoS requirements. Satisfactory QoS in

MPLS has the following main requirements:

e A means for labeling flows with respect to their priorities.
e Network mechanisms for recognizing the labels and acting upon them.

e Means for bandwidth reservation.
A flow is satisfied if a network meets its QoS requirements in terms of:
1. The bandwidth requirements of the flow are guaranteed.

2. The end-to-end delay remains within the end-to-end delay value tolerated by the

flow.

3. The variation in delay does not exceed the maximum delay variation specified by

the flow.
4. The packets dropped count does not exceed the packet loss limits specified by the
flow.

Measuring end-to-end delay, delay jitter, and packet loss will show whether the network

has the ability to meet the application requirements and hence achieves flow satisfaction.
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4.2 Traffic Types and Characterization

Commonly used traffic sources in data networks are:

1. Constant Bit Rate (CBR): Applications that generate this type of traffic are audio

traffic (e.g, telephony and voice mail) and non-compressed video traffic.

2. Variable Bit Rate (VBR): Applications that generate this type of traffic are com-

pressed video traffic and LAN TV.

3. Available Bit Rate (ABR): Applications that generated this type of traffic are web

browsing and E-mail.

4. Unspecified Bit Rate (UBR): Applications that generate this type of sources are

traditional computer applications such as file transfer.

Table 4.1 gives current applications in the Internet. It also details each application
traffic type and characterizes it in terms of traffic parameters and QoS attributes.
Table 4.2 gives bandwidth requirements for some of the applications listed in Table 4.1.

The applications present in Table 4.2 are the most QoS demanding applications.

4.3 Simulation Environment and Objectives

The simulation tool used in this work is NS simulator [47], version 2.1b7a. To the basic
NS simulator, we have also added the extensions made by Ahn [48] and the Diffserv patch

developed by Sean [49].



Table 4.1: Applications Traffic Types and Characterization.
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Application

QoS Attributes

Audio (non-compressed)

Bandwidth (of 100-200 Kbps)
end-to-end delay (< 200milliseconds)
packet loes (better than 1 in 104)

Audio (compressed)

Bandwidth (of 128 Kbps)
end-to-end delay (< 200milliseconds)
packet loss (better than 1 in 104)

Video (non-compressed)

Bandwidth (80-400 Mbps)
end-to-end delay (< 200 milliseconds)
packet loss (better than 1 in 108 or 107)

Video (compressed)

Bandwidth (1-7 Mbpe)
end-to-end delay (< 200 milliseconds)
packet loss (better than 1 in 108 or 107)

and 5 milliseconds for high quality)

delay jitter (100 milliseconds for low quality

Web Browsing HTML

Type | Traffic Parameters
CBR Rate and packet size
or frequency of sending packets
(typical packet size < 200 bytes)
VBR Peak rate, on and off periods,
and packet size
(typical packet size < 200 bytes)
CBR Rate and packet size
or frequency of sending packets
VBR Peak rate on and off periods burstiness
and packet size
(typical packet size < 200 bytes)
ABR Rate on and off periods burstiness
ABR Rate on and off periods burstiness

Bandwidth provided should not be
less than a prespecified value

Electronic Mail

Bandwidth proivded should not be
less than a prespecified value

Table 4.2: Applications Bandwidth Requirements.

Application Required Bandwidth
Voice conferencing (low quality) | 64 Kbps
Voice conferencing (high quality) | 128 Kbps
Video (non-compressed)

EGA 80.6 Mbps
VGA 110.6 Mbps
SVGA 276.5 Mbps
NTSC 209.5 Mbps
PAL 400.2 Mbps
Video (compressed)

Low quality video 256 Kbps
VHS VCR player quality 1.5 Mbps
Broadcast quality 5.0 Mbps
Studio quality 7.0 Mbps
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We have performed several sets of experiments. These sets which are detailed in this

Chapter and the following Chapter are outlined as below:

1. Vanilla MPLS versus IP: In this set of experiments, a vanilla MPLS network i.e.,

MPLS without differentiated service is evaluated against a traditional IP network.

2. Diffserv MPLS versus Vanilla MPLS: This set of experiments is targeted to evaluate

MPLS combined with Diffserv against vanilla MPLS.

3. Link Failure in Diffserv MPLS: In this set of experiments, we intend to study the

effect of a link failure on the network performance.

4. Link Failure in Diffserv MPLS with Variable Loads: This set of experiments exam-
ines the network performance under variable traffic loads of Best Effort (BE) type.

The excess of Expedite Forwarding (EF) traffic on the network performance is also

considered.

5. Link Failure in Diffserv MPLS with multiple LSPs: In this set of experiments the

network reaction in case of link failure while there are more alternative LSPs is
examined.

In all experiments admission control is performed manually. For the vanilla MPLS im-
plemented in NS, the connection oriented service is provided by the LDP protocol. This is
done by setting the LSPs which are used later by the traffic sources applications. Resource
reservation is also done using the LDP protocol in the label mapping and distribution pro-
cess. In vanilla MPLS experiments scheduling is not based on applications service types

and hence a single queue, provided with best effort service, is built at each router.
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In the Diffserv MPLS experiments the routing is based on (CR-LDP) of Ahn [48].
Scheduling in Diffserv MPLS simulation is performed according to Diffserv patch of Sean
[49]. In this case scheduling is made per one queue for each traffic type. This means two
queues are built at each router. One of the queues is provided with best effort service while
the other queue is provided with expedite forwarding service. The expedite forwarding
service class is assigned thirty percent of the network resources and the remaining seventy
percent is reserved for the best effort traffic. The best effort traffic is given the higher

share of the network resources because in reality most of the traffic is to be served as best

effort.

Our simulation objectives can be summarized in the following:

1. To find out how an MPLS network behaves towards different types of traffic under

different network states.

2. To test the effect of MPLS functionalities on the network performance and how

differentiated services can be provided.
3. To examine and evaluate the MPLS reaction to link failure (see next Chapter).

4. To evaluate the fairness in MPLS enabled network and resources allocation.

4.4 MPLS Networks versus IP Networks

This simulation is conducted on MPLS enabled network, then repeated for a simple IP

network with different simulation times (e.g., 5, 10, and 15 seconds). In both cases the
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same simulation time and the same traffic loads and network conditions are applied. The
network used in this simulation is shown in Figure 4.1.

Networks are subjected to a mix of traffic types to test the way MPLS handles different
types of applications. Organizing the sources and destinations in the form shown in the
figure results in having some sources sharing the same link and hence competing for the
same resources. For example, in the MPLS network four sources are sharing links 3-5
and 5-7. In the IP network, three sources are sharing both links. This form of placing
sources and destinations enables testing the networks fairness and examining the effect of
competition for resources on the network performance.

Our objective in this experiment is to find out how MPLS basic mechanism affects the
network performance. For each traffic source, we have measured the end-to-end delay and

the delay variation. Bandwidth consumed by each traffic source is also measured.

4.4.1 Experimental Model Description

This simulation network consists of eight routers connected with links of 10 Mbps capac-
ity and 10 millisecond propagation delay for each link. Five traffic sources, source 1 to
source 5, are attached to different routers. Destinations are numbered according to their

respective source numbers. Traffic characterization of the sources used in this experiment

and their routes are provided in Table 4.3.



Source 1 o] Router Source 4
VBR-500 1 CBR-1000
Source 3 Router
VBR-200 dest 1
Source 2 - Router Source 5
2 o8 | Router
VBR-400 CBR-900 8

Figure 4.1: Test Model Configuration.
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Table 4.3: Traffic Sources for the IP versus MPLS Simulation Study.

[ Source (Type) | ON - OFF Rate (Packet Starting- | Route An Example
Periods Size (Bytes)) stopping
Source 1 (VBR) | 400 - 600 msec 5 Mbps (500) Randomly | Routers 1, 3, 5 Compressed video
(broadcast quality)
Source 2 (VBR) | 500 - 500 msec | 1 Mbps (400) Randomly | Routers 2, 3, 5, 7 | Compressed video
(low quality)
Source 3 (VBR) | 400 - 1000 msec | 400 Kbps {200) Randomly | Routers 3, 5, 7 Web browsing HTML
Source 4 (CBR) | each 5 msec 200 Kbps (1000) | 1.0 - 3.8 Routers 3, 5, 7 Voice (Noncomressed)
Source 5 (CBR) | each 5 msec 180 Kbps (900) 1.2-3.7 Routers 5, 7, 8 voice (Noncompressed)

4.4.2 Results and Discussion

First, the early stated mathematical formulae (see Section 5.1.2) is used to calculate the

transmission and hence the end-to-end delay of the traffic of each of the five sources.

A packet of source 1 (VBR-500) has a transmission delay of 0.4 milliseconds at each

router which means a total transmission delay of 0.8 millisecond. it will also experience

a propagation delay of 20 milliseconds. This makes a minimum delay of 20.8 milliseconds

plus queuing and switching delays. Figure 4.2 shows simulation results for traffic of source 1

(VBR-500) end-to-end delay in both networks.
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Figure 4.2: End-to-end Delay for Source 1 (VBR-500).

Vanilla MPLS graph shows that traffic of source 1 (VBR-500) has an end-to-end delay
of 20.8 milliseconds at the beginning of transmission. This value increases as a result of
the increase in the queuing delay when the traffic of the other sources join the network.
Source 1 (VBR-500) maximum end-to-end delay reaches up to 21.5 milliseconds as seen
in the graph.

In the IP network, traffic of source 1 (VBR-500) graph shows that it has an end-to-
end delay of 20.8 milliseconds also at the beginning but this value increases upto 21.6
millisecond in many instances, as can be seen in the graph.

The frequency of having low end-to-end delay (20.8-21.2 milliseconds) in the MPLS
network is higher than that in the IP network as seen in Figure 4.3. On the other hand,
the frequency of having a little higher values for end-to-end delay (21.4-21.6 milliseconds)

is higher in the IP network as seen in Figure 4.4. As a result the MPLS network has an
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Figure 4.3: End-to-end Delay Frequency for Source 1 (VBR-500) in the MPLS
Network.
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Figure 4.4: End-to-end Delay Frequency for Source 1 (VBR-500) in the IP Network.
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average end-to-end delay lower than that in the [P network.

Source 2 (VBR-400) packets experience a transmission delay of 0.32 milliseconds at
each router. Passing though three routers they suffer a transmission delay of 0.96 millisec-
onds. The propagation delay for the traffic is 30 milliseconds. Based on this, a packet of
source 2 (VBR-400) has a minimum end-to-end delay of 30.96 plus queuing and switching

delays. Figure 4.5 shows the end-to-end delay for the traffic of source 2 (VBR-400) in

both networks.

Source 2 (VBR-400)
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Figure 4.5: End-to-end Delay for Source 2 (VBR-400).

MPLS network graph indicates that traffic of source 2 (VBR-400) has an end-to-end
delay values between 31 and 32 milliseconds according to the queuing delay it experiences.
In the IP network, source 2 (VBR-400) traffic has an end-to-end delay of 31 milliseconds

that increases to 32 milliseconds when source 4 (CBR-1000) is turned on. This becomes



97

even worse when source 5 (CBR-900) becomes active at simulation time of 1.6 seconds
where end-to-end delay reaches 35 milliseconds. Source 2 (VBR-400) end-to-end delay
falls back and remains between 31-32 milliseconds when source 1 (VBR-500) goes off.

MPLS network graph shows that MPLS treats traffic of all sources the same way
and does not favor any type of traffic. This is true since traffic of source 2 (VBR-400)
end-to-end delay in this case is not seriously affected by the activity of the CBR sources.

A packet of source 3 (VBR-200) has a transmission delay of 0.16 milliseconds at each
router. In the MPLS network, traffic of source 3 (VBR-200) is forced to take the route that
contains routers 5 and 7 and ends at router 8. In the [P network, the situation is different
and Source 3 (VBR-200) traffic travels the route that contains routers 4 and 6 and ends at
router 8. In both cases packets of source 3 (VBR-200) suffer 0.48 milliseconds transmission
delay and 30 milliseconds propagation delay. This sums to a minimum end-to-end delay
of 30.48 milliseconds at best conditions. Figure 4.6 shows simulation results of the traffic
of source 3 (VBR-200) end-to-end delay in both networks. MPLS network graph shows
that traffic of source 3 (VBR-200) has an end-to-end delay that varies between 30.7 and
31.7 milliseconds. Source 3 (VBR-200) end-to-end delay drops to its minimum value of
30.48 only in the last second of the simulation when both CBR sources are off and only
the VBR sources are active.

In the IP network, traffic of source 3 (VBR-200) has a fixed end-to-end delay of 30.48
milliseconds. Here, the path followed by the traffic of source 3 (VBR-200) is not used
by any other source and hence, no competition for resources is taking place. This is why

traffic of source 3 (VBR-200) experiences a minimum end-to-end delay.
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Figure 4.6: End-to-end Delay for Source 3 (VBR-200).

A packet of source 4 (CBR-1000) traffic has a transmission delay of 0.8 milliseconds
per router. This produces 1.6 milliseconds transmission delay beside the 20 milliseconds
propagation delay. The packet end-to-end delay for source 4 (CBR-1000) traffic is 21.6
milliseconds. Figure 4.7 shows simulation results for the traffic of source 4 (CBR-1000)
end-to-end delay in both networks.

MPLS network graph shows that traffic of source 4 (CBR-1000) has an end-to-end
delay between 21.6 milliseconds and 22.1 milliseconds most of the time. The moment
source 2 (VBR-400) goes off, the maximum end-to-end delay of source 4 (CBR-1000)
drops to 21.8 milliseconds and remains varying between 21.8 and 21.6 milliseconds which
is the minimum end-to-end delay as seen in the graph.

As for the IP network, the traffic of source 4 (CBR-1000) has an end-to-end delay

values between 21.6 and 21.7 milliseconds. When source 2 (VBR-400) becomes idle, source
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Figure 4.7: End-to-end Delay for Source 4 (CBR-1000).

4 (CBR-1000) end-to-end delay drops to 21.6 milliseconds and remains constant till the
end of the experiment. Again, the IP network measures indicated a better handling of the
traffic of CBR sources than that in the MPLS network.

A packet of source 5 (CBR-900) has a transmission delay of 0.72 at each router which
results in 1.44 milliseconds of transmission delay and 20 milliseconds propagation delay.
These values give a packet an end-to-end delay of 21.44 milliseconds. Figure 4.8 depicts
the end-to-end delay experienced by the traffic of source 5 (CBR-900) in both networks.
From the simulation results, traffic of source 5 (CBR-900) has almost the same end-to-end
delay in both networks. The end-to-end delay varies between 21.44 and 21.55 milliseconds.

In general, MPLS networks reduce the end-to-end delay but provide no service guaran-
tees. Further no differentiation in the treatment of flows have been observed. As a result

in some cases IP performs better than MPLS when no route enforcement is engaged. The
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Figure 4.8: End-to-end Delay for Source 5 (CBR-900).

reduction in the end-to-end delay observed in the MPLS network is logical. It is justified
by the fact that forwarding in the MPLS network core routers is only a matter of label
swapping and then switching which consumes less time than the process of IP header check
as performed in conventional I[P forwarding.

The bandwidth consumed by the traffic of each source in the IP network is plotted in
Figure 4.9. Figure 4.10 shows the bandwidth consumed by the traffic of each source in the
MPLS network. In both figures the X-axis represents the simulation time in seconds and
the Y-axis represents the bandwidth in bits/second. The bandwidth consumed in each of

the two networks for the same source is almost the same. This means both networks are

equally fair in allocating resources.
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Figure 4.10: Bandwidth Utilization in the MPLS Network.
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4.5 Diffserv MPLS versus Vanilla MPLS

In this experiment a Diffserv MPLS network is examined against a vanilla MPLS network.
Diffserv is envisioned with two distinct classes of service: expedite forwarding (EF) and
best effort (BE). This is implemented by having two logically independent queues. In
Diffserv MPLS, schedulers enqueue an incoming packet according to its type in one of the
two queues. Service is provided according to the traffic type, where EF traffic is served
first. Measuring the end-to-end delay, delay variation and packet loss count in the two

simulations enabled us to evaluate the effect of having differentiated service on MPLS

network performance.

4.5.1 Experimental Model Description

Source 1
(CBR, 750, 210)

Source 2
(CBR, 750, 200)

Figure 4.11: MPLS-Diffserv versis Vanilla MPLS Test Model.

The simulation network shown in Figure 4.11 consists of six routers; two (1, 4) are edge
LSRs and the remaining (2, 3, 5, and 6) are core LSRs. Each edge LSR is connected to

its neighbor core LSR using a link of 10 Mbps capacity and 0.1 millisecond propagation
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delay. Core LSRs are connected to each other using links of 2.0 Mbps capacity and 1.0

millisecond propagation delay each. Source 1 and source 2 are attached to router 1 and

source 3 is attached to router 2. Router 4 is the destination router for the three traffic

sources. Router 2 is the bottleneck router and the link connecting this router to router

3 is the bottleneck link. Traffic characterization of the traffic sources used in all our

experiments on MPLS is provided in Table 4.4.

Table 4.4: Traffic Sources for MPLS Simulation Study.

Source Traffic Type Rate (Packet | Starting-stopping | An Example
Size (Bytes)) | Times
Source 1 | Constant Bit Rate (CBR) 750 Kbps (210) | 0.01-5.0 Voice (Noncomressed)
Source 2 | Constant Bit Rate (CBR) 750 Kbps (200) | 0.01-5.0 Voice (Noncomressed)
Source 3 | Unspecified Bit Rate (UBR) 520 Kbps (500) | Randomly Compressed Video
500 msec. ON and 500 msec. OFF (Low Quality)
4.5.2 Results and Discussion

Table 4.5 provides the transmission, propagation, and end-to-end (excluding queuing and

processing (switching)) delays for the network traffic. The delays are mathematically

calculated with different core link capacities.

Table 4.5: Vanilla Mpls versus Diffserv MPLS Experiment Calculated Delays.

End-to-end delay

Source | Link Capacity | Propagation Delay | Transmission Delay
milliseconds milliseconds milliseconds
1.7 Mbps 12 1.324 2.524
Source 1 2 Mbps 1.2 1.176 2.376
10 Mbps 1.2 0.505 1.704
1.7 Mbps 1.2 1.261 2.461
Source 2 2 Mbps 1.2 1.12 2.32
10 Mbps 1.2 048 1.68
1.7 Mbps 1.1 3.152 4.252
Source 3 2 Mbps 1.1 24 3.5
10 Mbps 1.1 0.8 1.9
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Figure 4.12: Vanilla MPLS: End-to-end Delay for the Network Traffic.
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The end-to-end delay for the network traffic measured from the vanilla MPLS simula-

tion is plotted in Figure 4.12. Till the end of the first second, the end-to-end delay of the

traffic of both CBR sources remains at the minimum values (2.37 and 2.32 milliseconds).

During the sessions of source 3 (UBR), traffic of both sources end-to-end delay increases as

the case at 1.07 seconds when source 3 (UBR) becomes active. The maximum end-to-end

delay value recorded for a packet of source 1 (CBR-210) is 49 milliseconds and for a packet

of source 2 (CBR-200) is 48 milliseconds. These values are recorded at 5.5 seconds. The

end-to-end delay of the traffic of both sources remains at these values till the end of this

session of source 3 (UBR). When source 3 (UBR) goes off at the end of the seventh second,

the end-to-end delay of the traffic of the two CBR sources drops to the minimum values.

Their end-to-end delay is affected during source 3 (UBR) active sessions, for example
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at 8.36 and 8.85 seconds, as can be seen in Figure 4.12. During source 3 (UBR) active
sessions, the number of packets to be served at router 2 exceeds the capacity of the link
connecting router 2 and 3 and hence packets are queued waiting for transmission. The
resulting queuing delay increases the end-to-end delay of the traffic of the three sources.

The end-to-end delay of the traffic of source 3 (UBR) starts with a value of 4.0 millisec-
onds and increases rapidly until it reaches 49 milliseconds at 5.5 seconds. The end-to-end
delay of the traffic of source 3 (UBR) remains unchanged till the end of this source session
at the end of the seventh second. In each of the active periods, the end-to-end delay starts
with a minimum value and increases over time as the queue grows up.

In this experiment, we have recorded a loss of five packets from source 1 (CBR-BE)
and nine packets from source 2 (CBR-EF) and five packets from source 3 (UBR). Results
measured in this simulation show that all the three sources are treated the same way and
received best effort service.

Figure 4.13 depicts the end-to-end delay for the traffic of the network sources when
Diffserv is incorporated with MPLS. Traffic of source 2 (CBR-EF) shows that it suffers the
least end-to-end delay which remains between 2.32 to 3.0 milliseconds. From the graph,
during source 3 (UBR) active sessions, for example at 0.22, 5.5, and 8.85 seconds, source
2 (CBR-EF) packets end-to-end delay goes up to 4 milliseconds. This means that traffic
of source 2 (CBR-EF) faces a queuing delay of 1.0-1.68 millisecond during this period.
This indicates that the end-to-end of the traffic of source 2 (CBR-EF) is not significantly
affected by the introduction of the traffic of source 3 (UBR).

On the other hand, the end-to-end delay of the traffic of source 1 (CBR-BE) is sig-
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Figure 4.13: Diffserv MPLS: End-to-end Delay for the Network Traffic.

nificantly affected by the introduction of source 3 (UBR). Traffic of source 1 (CBR-BE)
end-to-end delay increases during source 3 (UBR) active periods and decreases during
source 3 (UBR) inactive intervals. This can be seen in source 1 (CBR-BE) graph at 0.22
seconds where the end-to-end delay of a packet jumps to 29 milliseconds. The same is true
at 3.1 seconds where CBR-BE packet end-to-end delay goes to 15.5 milliseconds and also
at 8.9 seconds where its delay reaches 20 milliseconds. These are the periods during which
source 3 (UBR) is active (see the plot of the traffic of source 3 (UBR)). When source 3
(UBR) goes off, traffic of source 1 (CBR-BE) end-to-end delay drops to a very low value
that is about 2.4 milliseconds as the case at 2.33, 3.8, and 9.0 seconds in Figure 4.13.
When source 3 (UBR) starts sending data, its packets have an end-to-end delay of

3.5 milliseconds. The packet end-to-end delay increases, as the source continues sending
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traffic, till 29 milliseconds. At 1.7 seconds, source 3 (UBR) goes off. When it starts sending
data again at 2.3 seconds, its packet end-to-end delay begins with 4.0 milliseconds. Again
the end-to-end delay increases with time. The same phenomena is repeated at 4.1, 5.3,
8.0 seconds and so on as can be observed in the graph. The increase in the end-to-end
delay is due to the increases in the queuing delay.

When analyzing the simulation results, it has been mentioned that: increase in the end-
to-end delay is due to the queuing delay. To prove what stated here, we have measured the
queuing delay of the traffic of the three sources at router 2. Traffic of the network queuing

delay is depicted in Figure 4.13. Reading the queuing delay of a packet of any source and
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Figure 4.14: Diffserv MPLS: Queuing Delay for the Network Traffic at Router 2.

the corresponding end-to-end delay, we recognize the direct relationship between them.
This can be seen by comparing the queuing delay of each of the two CBR sources from

Figure 4.14 with the corresponding end-to-end delay in Figure 4.13. The same is true for
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source 3 (UBR).

Traffic of source 2 (CBR-EF) suffers the minimum queuing delay. At the same time
source 1 (CBR-BE) and source 3 (UBR) traffics suffer more queuing delay. This is because,
source 2 (CBR-EF) packets have higher priority in service than the other two sources
packets. This is also justified by considering that source 2 (CBR-EF) is the only source
which is sending EF traffic and hence there is no high competition for the EF-service
resources. It is also true that source 2 (CBR-EF) is sending its traffic in a constant rate
which means there is no variation in the amount of the traffic arriving at router 2.

Traffic of source 1 (CBR-BE) queuing delay at router 2 increases with the increase
in the traffic at the router. This is because packets arriving at the router when source
3 (UBR) injects its packets are of BE-service type and hence they will be added to the
BE-service queue. The same is correct about the traffic of source 3 (UBR). The logical

result of the competition for the BE-service resources is that, traffic of both suffer more

queuing delay.
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Delay variation for the three sources is also measured. Figure 4.15 shows delay vari-

ation of the traffic of the three sources. In the figure it is clearly seen that, traffic of

|- Source 1 (CBR-BE) -+ Source 2 (CBR-EF)  Source 3 (UBR)|

Delay Variation (milliseconds)

Figure 4.15: Diffserv MPLS: Delay Variation for the Network Traffic.

source 2 (CBR-EF) suffers the least delay variation while source 1 (CBR-BE) and source
3 (UBR) delay variations are affected by the competition for the resources. It is natural
for source 2 (CBR-EF) traffic to have a very small variation since it has small and not
much varying queuing delay. It is also natural for the traffic of the other two sources to
have more variation since they experience variable queuing delay.

The bandwidth consumed by each of the three traffic sources for the whole simulation

time is shown in Figure 4.16 for the vanilla MPLS network and Figure 4.17 for the Diffserv

MPLS network.



110

X Graph
Y
1.4000 cbele
1.2000 1l L1 I | &E
vbel.tr
1.0000 —{
0.8000 —
0.6000
0.4000 =
0.2000 —
0.0000 e x

Figure 4.16: Vanilla MPLS: Bandwidth Consumed by the Three Traffic Sources.
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Figure 4.17: Diffserv MPLS: Bandwidth Consumed by the Three Traffic Source.

By studying the two graphs in detail, we conclude that in the vanilla MPLS network
resources were fairly distributed between the traffic sources. In the Diffserv MPLS network
resources were allocated according to the weights specified for each type of traffic. This

means Diffserv MPLS network is fair in the sense that:
1. Limits of each source share are not exceeded.
2. Traffic sources are penalized the same way.

3. No source starves while others are using more bandwidth.
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In this set of experiments, no packet loss is recorded for any of the three sources. The
number of packets received from source 3 (UBR) at the destination increases significantly.
To study the effect of increasing and decreasing the network links capacity on the
network performance we have repeated the same experiment two times. The first time,
with core links capacity of 10 Mbps and the second time, with core links capacity of 1.7

Mbps.

Higher Link Capacities Results
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Figure 4.18: End-to-end Delay for the Network Traffic 10Mbps Core Links.

Simulation results are shown in Figure 4.18. With higher core links capacity, traffic of
all of the three sources experienced reduced end-to-end delay. This is logical since reducing

the transmission time leads to reducing the queuing delay and consequently reduces the
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end-to-end delay. As a conclusion enriching the network resources such as by increasing

link capacity improves the network performance.

Lower Link Capacities Results

When lower capacities are used for the core links, the network performance is expected
to deteriorate as a result of higher competition for resources. At the same time, reducing
core links capacity enables us to examine the effect of queuing delay on the end-to-end
delay. Figure 4.19 shows the simulation end-to-end delay. As expected, results have shown
that the end-to-end delay has a significant increase due to the reduction in the core links
capacity. This resulted from the increase in the transmission delay which also results in
increased queuing delay.

Traffic of the network sources queuing delay is plotted together in Figure 4.20. From
the graphs, the increase in the end-to-end delay as a result of reducing the core links
capacity is clear. Inspecting the graphs, proves once again the known fact about the
relation between the queuing and end-to-end delays. In the instances where the queuing
delay is small the end-to-end delay drops, and the increase in the queuing delay increases
the end-to-end delay. The end-to-end delay increases and decreases linearly with the
network link capacity. Increasing a link capacity reduces the transmission, queuing, and

end-to-end delays. The opposite is also correct reducing a link capacity increases these

delays.
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Chapter 5

Simulation and Results (2): Fault

Tolerance in MPLS Networks

In this Chapter traffic engineering capabilities of MPLS such as rerouting of traffic in
case of link failure is examined. In Section 6.1, we examine MPLS behavior in case of
a link failure in the presence of a single alternative LSP. The objective here is to find
out how fast MPLS redirects traffic and what the effect is of that on the traffic. Next to
that MPLS performance with a link failure in the presence of variable loads is also tested.
Fault tolerance in MPLS networks in the sense of the ability to guarantee almost the same
level of service using alternative LSP is examined in the last set of experiments. The way
MPLS picks the alternative LSP in the presence of multiple alternative LSPs is reported

and the effect of that on the network performance is observed.

115
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5.1 Link Failure in Diffserv MPLS

In this experiment, we cause the link connecting routers 2 and 3 (thereafter is called the
link) of the network shown in Figure 5.1 to fail during the fourth second and resume to
operation after that. The link failure causes traffic of source 1 (CBR-BE) to travel on link
6-7, following the path shown in the figure with thick arrows. As a result, traffic of both
sources share link 6-7 which becomes the bottleneck link. This simulation is repeated three
times. First time, with moderate resources using links of 2 Mbps capacity. Second, with
extra resources using links of 10 Mbps capacity. Finally, with limited resources using links
of 1.5 Mbps capacity. The objective is to observe the effect of the bandwidth capacity on
the performance and to study the relation between the link capacity and the end-to-end
delay.

In this set of experiments, the Diffserv MPLS network behavior during link failure is

examined. The network performance is to be evaluated when a traffic of a certain type is

merged with the traffic of a different type.

5.1.1 Experimental Model Description

The simulation network of this experiment is built using eight routers connected as shown.
Routers (1, 4, 5, and 8) are edge routers (E-LSRs) and the other four routers (2, 3, 6,
and 7) are core routers. Edge LSRs are connected to core LSRs using links of 10 Mbps
capacity and 0.1 millisecond propagation each. The experiment is repeated for different

core links capacities.

In this experiment only the two CBR sources of Table 4.4 are used. Source 1 is
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Source 1 |— | Router Router
(750, 210) 1 4
Source 2 Router  Router
(750,200) [ | 5 8

Figure 5.1: Simulated Network for Link Failure.

attached to router 1 and its destination is at router 4. Source 2 is attached to router 5
and its destination is at router 8. The thin arrows show both sources traffic paths under

normal conditions.

5.1.2 Effect of Link Failure when Mapping Source 1 traffic

to BE

Table 5.1 provides the mathematically calculated transmission, propagation, and end-to-
end delays for the two CBR sources traffic under different link capacities. Note that the
end-to-end delay values provided in the table does not contain queuing and processing
(switching) delays.

The end-to-end delays experienced by the traffic of source 1 (CBR-BE) and source 2
(CBR-EF) are plotted in Figure 5.2 and Figure 5.3. With core links of 2 Mbps capac-
ity, traffic of source 1 (CBR-BE) has an end-to-end delay of 2.376 milliseconds from the
beginning of the simulation till the link fails. During the link failure period, traffic of

source 1 (CBR-BE) end-to-end delay increases to values between 6.1 and 6.7 milliseconds.
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Table 5.1: Mathematically Calculated Delays for the network with the Link.

Default LSP Alternative LSP
Source C T,rop Terans T.2e Tyrop T,rans T.2¢e
1.5 1.2 1.456 2.656 3.2 3.696 6.896
Source 1 2 1.2 1.176 2.376 32 2.856 6.056
10 1.2 048 1.68 3.2 0.8 4.0
1.5 1.2 1.386 2.586 1.2 1.386 2.586
Source 2 2 1.2 1.12 2.32 1.2 1.12 2.32
10 1.2 048 1.68 1.2 048 1.68
Tprop = Propagation Delay in msec. Tirans = Transmission Delay in msec.
T.2e = End-to-end Delay in msec. LC = Link Capacity in Mbps.

This means, it has a maximum queuing delay of 0.65 milliseconds. Traffic of source 1
(CBR-BE) end-to-end delay returns to its minimum value of 2.376 milliseconds after the
link is restored. Traffic of source 2 (CBR-EF) has an end-to-end delay of 2.32 milliseconds
during normal operation. During the link failure, traffic of source 2 (CBR-EF') end-to-end
delay increases by 0.68 millisecond corresponding to a maximum queuing delay.

With core links capacity of 10 Mbps, traffic of source 1 (CBR-BE) has an end-to-end
delay of 1.7 milliseconds before the link failure. During the link failure, traffic of source
1 (CBR-BE) end-to-end delay is between 4 and 4.1 milliseconds. This means, its packet
queuing delay is 0.1 milliseconds at most. Traffic of source 2 (CBR-EF') has an end-to-end
delay of 1.68 milliseconds before the link failure. During the link failure, traffic of source 2
(CBR-EF) end-to-end delay increases to 1.8 milliseconds. This means, its packet queuing
delay is 0.12 millisecond at maximum.

Using 1.5 Mbps core links, traffic of source 1 (CBR-BE) has an end-to-end delay of
2.66 milliseconds before the link failure. During its link failure, traffic of source 1 (CBR-

BE) end-to-end delay jumps to values between 6.9 and 7.8 milliseconds. In this case, it
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Figure 5.2: End-to-end Delay for Source 1 Traffic which is mapped to BE when Link

Failure occurs.

Delay (milliseconds)
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Figure 5.3: End-to-end Delay for Source 2 Traffic with Source 1 Traffic mapped to

BE when Link Failure occurs.
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has a queuing delay of 0.9 milliseconds at most. Traffic of source 2 (CBR-EF) end-to-end
delay is 2.586 milliseconds before the link failure. During the link failure, traffic of source
2 (CBR-EF) end-to-end delay increases to values between 2.7 and 3.7 milliseconds. This

means, it has a queuing delay of 0.1 to 1.1 milliseconds.

5.1.3 Effect of Link Failure when Mapping Source 1 Traffic

to EF

We made the two CBR sources to exchange their class of service. Source 1 traffic is now
mapped into EF while source 2 traffic is mapped into BE. Then, the same experiment is
repeated under similar conditions. We mean to find out who MPLS handles traffic in this
case and whether the EF traffic gets the same level of service.

The end-to-end delay experienced by the network traffic is plotted in Figures 5.4 and
5.5. With 2 Mbps core links, traffic of source 1 (CBR-EF) has an end-to-end delay of 2.3
milliseconds before its link failure. During the link failure, traffic of source 1 (CBR-EF)
end-to-end delay is between 5.9 and 6.7 milliseconds. This means, it has a queuing delay of
0.8 milliseconds at maximum. Traffic of source 2 (CBR-BE) end-to-end delay jumps from
2.3 to 3.2 millisecond during the link failure. This means traffic of source 2 (CBR-BE)
suffers queuing delay of 0.82 milliseconds.

Using 10 Mbps core links, traffic of source 1 (CBR-EF) has an end-to-end delay of 1.68
milliseconds before its link failure. During its link failure, traffic of source 1 (CBR-EF)
end-to-end delay increases to values between 4 and 4.1 milliseconds. This means its has a

queuing delay of 0.1 milliseconds at most. Traffic of source 2 (CBR-BE) has an end-to-end
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Figure 5.4: End-to-end Delay for Source 1 Traffic which is mapped to EF when Link
Failure occurs.

[—10 Mbps —2 Mbps 1.5 Mbps]

N
o
i

o
o
1

o
3]
1

Delay (milliseconds)

Figure 5.5: End-to-end Delay for Source 2 Traffic with Source 1 Traffic mapped to
EF when Link Failure occurs.
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delay of 1.7 milliseconds. Traffic of source 2 (CBR-BE) end-to-end delay increases during
the link failure to 1.8 milliseconds. This means, traffic of source 2 (CBR-BE) suffers
queuing delay of 0.1 milliseconds.

With core links capacity of 1.5 Mbps, traffic of source 1 (CBR-EF) has an end-to-end
delay of 2.6 milliseconds before its link failure. During its link failure, traffic of source
1 (CBR-EF) end-to-end delay increases to values between 6.8 and 7.8 millisecond. This
means, it has a queuing delay of 0.9 milliseconds at most. Traffic of source 2 (CBR-BE)
has an end-to-end delay of 2.6 milliseconds before the link failure. During the link failure,
traffic of source 2 (CBR-BE) end-to-end delay increases to 3.6 and at some instances 3.7
millisecond. This indicates that traffic of source 2 (CBR-BE) suffers queuing delay of 1.0
to 1.1 milliseconds.

The main observation in this experiment is that the end-to-end delay of the traffic of
both sources in both cases is affected by the link failure. Traffic of the CBR-EF source
end-to-end delay is slightly lower than that of the traffic of the CBR-BE source. This
is because the traffic of the CBR-EF source has better service and hence suffers lower
queuing delay than the traffic of the CBR-BE source. As seen in the results presented,
the difference in delay measures is slight and not very distinct. The reasons behind this
is that although the CBR-EF source traffic has higher priority in service the amount of
resources reserved for the EF traffic is less than that for the BE traffic which makes the
BE traffic posses almost the same level of service when its amount in the network is small
as the case in this experiment. This is more observable in the case of moderate and high

resources. Recognizing the effect of the link on the rerouting of the traffic it is seen that
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the EF is affected after some time from the link failure while the the BE traffic is effected
on the spot which confirms that the EF traffic is preferred in handling. This is more clear
in the case of low resources (1.5 Mbps core links). This observation leads us to conclude
that EF is more appropriate to be used in networks with high probability of link failure.
To have a more close look to the situation in a more realistic scenario we work in a more

loaded network that will be described in the following section.

5.2 Link Failure in Diffserv MPLS with Variable

Loads

In this set of experiments the MPLS performance during link failure in the presence of
variable traffic load as well as more different traffic types is examined. This experiment
main objective is to find out how the presence of increased amount of BE traffic affects the
service provided to EF traffic and whether the guaranteed level of service is still provided
to the EF traffic. To achieve our objectives, a link is caused to fail for one second and
the MPLS behavior is observed and recorded in the form of end-to-end and queuing delay.

Delay variation and packet loss is also measured. Results are presented and analyzed.

5.2.1 Experimental Model Description

The simulation network of this experiments shown in Figure 5.6 consists of two source
LSRs, a destination LSR, and four core LSRs. The two CBR traffic sources are attached

to router 1 and the UBR traffic source is attached to router 5. Destinations of the traffic
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Figure 5.6: Link Failure with Variable Loads Simulation Network.

of the three sources are attached to the destination router (router 4). Each of the source
LSRs and the destination LSR is connected to its neighbor core LSR using a link of 10
Mbps capacity and 0.1 millisecond propagation delay. Core LSRs are connected to each
other using links of 2.0 Mbps capacity and 1.0 millisecond propagation delay each.
During normal operation and after the link restoration, traffic of the two CBR sources
follow the LSP that starts at router 1 and contains routers 2, 3, and 4 to its destination.
Traffic of source 3 (UBR) travels in the network following the explicit route LSP from
router 5 to router 3 via router 2. At router 3, traffic of source 3 (UBR) departs from the
ER-LSP and continues its way to its destination at router 4. In the first three seconds of
the simulation, traffic of source 3 (UBR) shares the link and link 3-4 with the traffic of

the CBR sources.

During the link failure, traffic of the CBR sources uses its alternative LSP which
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contains routers 1, 2, 6, 7, 3, and 4. At the same time, traffic of source 3 (UBR) also uses
its alternative LSP which contains routers 5, 6, 7, 3, and 4. In this case, traffic of source
3 (UBR) shares links 6-7, 7-3, and 3-4 with the traffic of the CBR sources. After the link

restoration, traffic of source 3 (UBR) sticks to this LSP and does not return to its default

LSP.

5.2.2 Results and Discussion

The transmission, propagation, and end-to-end delays for the network traffic with core link
capacities of 1.7 and 2.0 Mbps is presented in Table 5.2. Values in this table are mathe-
matically calculated and the end-to-end delay does not include and processing (switching)
delays. Calculated values are also valid for the EF traffic sources case that to be presented

in the last section of this experiment.

Table 5.2: Link Failure with Variable Loads Experiment Calculated Delays.

Default LSP Alternative LSP
Source LC Tyrop Tirans T.2e Tyrop Tirans T.2e
1.7 1.2 1.324 2.524 3.2 3.3 6.5
Source 1 2 1.2 1.176 2.376 3.2 2.856 6.056
1.7 1.2 1.261 2.461 3.2 3.143 6.343
Source 2 2 1.2 1.12 2.32 3.2 2.72 5.92
1.7 22 5.502 7.702 2.2 5.502 7.702
Source 3 2 2.2 4.8 7.0 2.2 48 7.0
T,rop = Propagation Delay in msec. Tirans = Transmission Delay in msec.
T.2e = End-to-end Delay in msec. LC = Link Capacity in Mbps.

The simulation results with core link capacity of 2 Mbps are shown in Figure 5.7.
Traffic of source 1 (CBR-BE) has an end-to-end delay of 2.4 to 3.1 milliseconds. These

values are recorded before the link failure and having UBR source off. Notice that, these
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values are in accordance with the mathematically calculated value (2.376 milliseconds)
since the lower limit (2.4 milliseconds) is recorded when there is no queuing delay and
the upper limit (3.1 milliseconds) is recorded after the queue is accumulated and hence
the queuing delay increases. During the first session of source 3 (UBR) between 0.1413
and 0.3591 seconds, traffic of source 1 (CBR-BE) end-to-end delay increases up to 8.7
milliseconds. Traffic of source 1 (CBR-BE) has its maximum delay of 26.6 milliseconds
during the third session of source 3 (UBR) which is between 1.2029 and 2.556 seconds.
During the link failure and the fourth session of source 3 (UBR), a packet of source 1 (CBR-
BE) delay reaches up to 24.5 milliseconds at 3.958 seconds. After the link restoration, and
in the absence of the traffic of source 3 (UBR), traffic of source 1 (CBR-BE) end-to-end
delay remains at 2.4 to 3.1 milliseconds according to the queuing delay values (see Figure
5.8).

The increase in the end-to-end delay of the traffic of source 1 (CBR-BE) is due to the
queuing delay. This can be confirmed by considering queuing delay graph of Figure 5.8.
For example, traffic of source 1 (CBR-BE) has an end-to-end delay of 26.6 milliseconds at
2.5625 seconds. At the same time, in the queuing delay graph it has a queuing delay of
24.4 milliseconds, which when added to the transmission and propagation delay sums to
26.6 milliseconds. Also, consider traffic of source 1 (CBR-BE) maximum queuing delay
during the link failure which is 17.2 milliseconds. When this value is added to the total
propagation and transmission delay which is this time 6.056 (3.2 + 2.856), it produces
23.256 milliseconds. If we read the value at the corresponding point in the end-to-end

delay graph, we find that it is 24.5 milliseconds. This value is almost the same calculated



value considering queuing and switching delay in the remaining routers of the LSP.

Traffic of source 2 (CBR-EF) has a minimum end-to-end delay of 2.3 milliseconds in
some instances when there is no queuing delay. Traffic of source 2 (CBR-EF) end-to-end
delay most of the time ranges between 2.4 and 2.9 milliseconds as in its end-to-end delay
graph of Figure 5.7. Keeping in mind that these values are measured in the absence of
the traffic of source 3 (UBR) and off the link failure period. During source 3 (UBR)
sessions, traffic of source 2 (CBR-EF) delay increases to values between 2.7 milliseconds
at minimum and 4.0 milliseconds. Its delay reaches up to 4.1 and 4.3 milliseconds in some
cases (see the values corresponding to 0.2858 and 1.5509 seconds in traffic of source 2
(CBR-EF) end-to-end delay graph of Figure 5.7). During the link failure, traffic of source
2 (CBR-EF) end-to-end delay reaches between 6.4 and 9.0 milliseconds. Its delay reaches
to 9.7-9.8 milliseconds during the link failure and source 3 (UBR) fourth session (at 3.1808
and 3.985 seconds). After the link restoration, traffic of source 2 the CBR-EF end-to-end
delay decreases and remains between 2.4 and 2.9 milliseconds depending on the queuing
delay measures.

The traffic of source 2 (CBR-EF) suffers less queuing delay compared to the traffic of
source 1 (CBR-BE) and source 3 (UBR). This is observed in the queuing delay graphs
of the traffic of the CBR sources shown in Figure 5.8. During the link failure such as at
3.5413 seconds, a packet of source 2 (CBR-EF) has a queuing delay of 2.2 milliseconds and
at the corresponding point in the end-to-end delay graph it has a delay of 9.2 milliseconds.
This is equal to the sum of the transmission, propagation, queuing, and switching delays.

Recall that the total propagation delay for the CBR-EF source, using the alternative LSP,
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is 3.2 milliseconds and the total tranénﬁssion time is 2.72 milliseconds. We have also to
consider the switching and queuing delays in two more hops.

Traffic of source 3 (UBR) end-to-end delay starts with a value of 7.1 milliseconds. This
value increases with time as a result of the increase in the queuing delay. Traffic of source
3 (UBR) end-to-end delay reaches its maximum value of 29.3 milliseconds during its third
session. During the link failure period, traffic of source 3 (UBR) end-to-end delay goes
up to 23 milliseconds (refer to Figure 5.8). After the link restoration, traffic of source
3 (UBR) end-to-end delay drops to its minimum value of 7.0 milliseconds and remains
constant until the end of the simulation (see the end-to-end delay graph). This is because
traffic of source 3 (UBR) traverses to its destination using the alternative LSP which is
not shared by the traffic of any other source. Hence, packets of source 3 (UBR) suffer no
queuing delay as can be seen in the traffic of source 3 (UBR) queuing delay graph (see the
value between 4.08 - 8.93 seconds).

As the case with the traffic of the two CBR sources, the variation in the end-to-end
delay is due to the variation in the queuing delay. Packets of source 3 (UBR) are queued
at router 2 in the first three seconds of the simulation and at router 6 during the link
failure and afterwards. For example, consider the value at 3.942 seconds in the queuing
delay graph which is 15.9 milliseconds. This value would result in an end-to-end delay of
22.9 milliseconds which is exactly the value at the corresponding point in the end-to-end
delay graph. It is worth mentioning that the end-to-end for the traffic of source 3 (UBR)
using the default and the alternative LSP is the same.

To confirm the simulation results and to justify values of queuing delay measured in
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this experiment, we have measured the queue length at routers 2 and 6 for both types of
traffic. Figure 5.9 shows the queue length of the traffic of source 2 (CBR-EF) at router
2 and at router 6 which is measured during the link failure and the traffic is rerouted

through it. The queue length at router 2 is always between 0 and 1. That is why traffic of
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Figure 5.9: Queue Length for Traffic of Source 2 (CBR-EF') at Routers 2 and 6.

source 2 (CBR-EF) does not suffer high queuing delay and hence end-to-end delay. Traffic
of source 2 (CBR-EF') queue length at router 6 is between 0 and 1 for the first half second
of the link failure. This indicates that the increase in the traffic of source 2 (CBR-EF)
end-to-end delay, during the link failure, is mainly due to the cost of the alternative LSP.
Considering the queue length at 3.6 to 4.0 seconds, traffic of source 2 (CBR-EF) queue
length goes up to 9 packets. Based on that it is logical to have increased queuing delay
and by induction end-to-end delay, but that is not the case considering graphs of Figure

5.7. The reason behind that is source 2 (CBR-EF) packets drop takes place at this period.
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Since the dropping mechanism adopted in the bf NS simulator is drop tail it is natural
that these packets get dropped and their measures do not appear in the graphs. Next
to that queue length graph shows the regular form of 0 and 1. This again leads to low
queuing delay and end-to-end delay.

The queue length of the BE traffic which is generated by source 1 (CBR-BE) and
source 3 (UBR), at routers 2 and 6 is shown in Figure 5.10 and Figure 5.11. Graphs
plotted in these two figures justifies the increased queuing delay of the traffic of the two
BE traffic sources. The increase in the queuing delay of the traffic of source 2 (CBR-BE)
and source 3 (UBR), is in accordance with corresponding values of the queue length. The
maximum queue length for the BE traffic is at the third second and that is where traffic
of both sources have their maximum queuing delay and end-to-end delay. It is worth
mentioning that the increase in traffic of source 2 (CBR-BE) end-to-end delay is partially
due to the queuing delay and partially due to the extra cost resulting from using the
alternative LSP. Queue length at router 2 after the fourth second is due to the traffic of
source 2 (CBR-BE) since traffic of source 3 (UBR) is no more flowing through that router.
At the same time, the queue length at router 6 is of the traffic of source 3 (UBR) traffic
of source 1 (CBR-BE) after the link restoration returns to its default LSP. In both cases
the queue length is at minimum and the queuing delay and end-to-end delay measures at
this period agree with the queue length measures.

From this experiment, we conclude that MPLS in the core routers has almost zero
switching delay. The other observation, a flow in MPLS network having two LSPs with

equivalent cost would choose the tunneled of them although it could be more congested.
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This is observed in the behavior of the traffic of source 3 (UBR) before the link failure.
Later, as a result of changes in the network dynamics, if a flow finds a less congested route,
it shifts to that route. This is observed in the behavior of the traffic of source 3 (UBR)
after link restoration. When the network restores operation after the link failure resources

are better utilized and the network performance improves.

5.2.3 Results for 1.7 Mbps Core Links Network

To examine the network performance under high competition for resources, we have re-
duced the core links capacity to 1.7 Mbps. This increases the transmission and end-to-end
delays as seen in Table 5.2, and also the queuing delay.

Figures 5.12 and 5.13 show simulation results for the end-to-end delay and queuing de-
lay of the traffic of the network sources. Simulation results agree with the mathematically
calculated values. Recognize that traffic of source 1 (CBR-BE) end-to-end delay starts
with a value of 2.5 milliseconds and increases with the increase in the queuing delay. The
effect of source 3 (UBR) sessions on the traffic of source 1 (CBR-BE) measures is very
clear. For example, traffic of source 1 (CBR-BE) end-to-end delay increases at 0.1567
seconds where source 3 (UBR) starts its first session. At 0.3951 seconds, source 3 (UBR)
goes off and hence traffic of source 1 (CBR-BE) delay decreases. Its delay starts increasing
again at 0.6956 seconds and that is when source 3 (UBR) starts its second session. At
3.0 seconds, queue length at router 2 decreases since source 3 (UBR) is no more sending
packets. As a result, traffic of source 1 (CBR-BE) queuing delay decreases and its end-to-

end delay decreases till it reaches steady value of around 11 milliseconds (3.0-3.5 seconds).
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Figure 5.12: End-to-end Delay for the Network traffic (1.7 Mbps Links.)

Figure 5.13: Queuing Delay for the Network Traffic (1.7 Mbps Links.)
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At 3.5 seconds, source 3 (UBR) starts its first session during the link failure and hence,
traffic of source 1 (CBR-BE) delay increases. After the link restoration, traffic of source 1
(CBR-BE) has a stable end-to-end delay of 2.6 milliseconds since traffic of source 3 (UBR)
is no longer sharing traffic of source 1 (CBR-BE) LSP.

From the simulation results, traffic of source 2 (CBR-EF) end-to-end delay starts by
a value of 2.5 milliseconds for the first arriving packet. source 3 (UBR) sessions have less
effect on the traffic of source 2 (CBR-EF) end-to-end delay than that source 3 sessions
have on traffic of source 1 (CBR-BE) performance. This can be concluded by observing
the effect of source 3 sessions on traffic of both sources delays.

Traffic of source 3 (UBR) suffers the highest end-to-end delay among the traffic of the
three sources. This is mainly due to the traffic LSP cost. Considering the queuing delay,
traffic of source 3 (UBR) has almost the same queuing delay of the traffic of source 1
(CBR-BE) during the time they share routers and compete for resource.

From the simulation results, source 3 (UBR) first packet has an end-to-end delay of
7.7 milliseconds. The end-to-end delay of its first arriving packet during the link failure is
8.0 milliseconds. This is at 3.6165 seconds of the end-to-end delay graph where the UBR
source starts its first session during the link failure. Next to that traffic of source 3 (UBR)
queuing delay increases and hence its end-to-end delay. After the link restoration, traffic
of source 3 (UBR) end-to-end delay has its minimum value which is 7.7 milliseconds. This
is due to the very low queuing delay at router 6 (see the end-to-end delay and queuing
delay graphs).

After the link restoration, traffic of source 3 (UBR) continue to use the alternative
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LSP. This leads to a recognizable improvement in the whole network performance.
Figure 5.14 shows packet loss of the three sources. Packet drop takes place at router

2 in the timings shown in the graphs. The network starts dropping packets of source 1
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Figure 5.14: Traffic Sources Packet Loss at router 2 (1.7 Mbps Links.)

(CBR-BE) and source 3 (UBR) at 1.7 seconds when source 3 (UBR) starts its first session.
This is because both sources produce best effort traffic and this results in high competition
for the BE service resources. In other words, BE-service queue gets accumulated and the
network starts dropping the BE-service traffic. source 2 (CBR-EF) first packet dropped
was at 2.3786 seconds. This means, traffic of source 2 (CBR-EF) is dropped when there is
very high need for dropping more packets at router 2. From this result, we conclude that
the MPLS network provides fast service to packets marked to receive expedite forwarding.

At the same time traffic of EF sources has the least packet loss count.
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In this experiment, the queue length for both types of traffic EF and BE is measured.
This is done to examine and justify the network behavior. It could also be considered as
a conformance test for the measures collected. Figure 5.15 shows the EF and BE traffic
queue length at router 6. The EF traffic is from source 2 (CBR-EF) and the BE traffic is
from source 1 (CBR-BE) and source 3 (UBR). Traffic of source 2 (CBR-EF) queue length
between 3.0 and 3.6 seconds, is between 0 and 1. The queuing delay and end-to-end delay
of the traffic of this source agree with these queue length values. It is worth noting, the
increase in the end-to-end delay during this period is partially due to the alternative LSP
delay. Traffic of source 2 (CBR-EF) queue length increases at 3.6 up to 4.0 seconds. That
is when traffic of source 3 (UBR) starts sharing the resources with the traffic of source
1 CBR and source 2 (CBR-EF) the same LSP. The resources sharing increases traffic of
source 2 (CBR-EF) queuing end-to-end delay (See traffic of source 2 (CBR-EF) graphs).
At 3.0-3.6 seconds, source 3 (UBR) was off which means only traffic of source 1 (CBR-
BE) is present at router 6 BE service queue. That is why we see in the figure a queue
length of 1 at maximum. Considering traffic of source 1 (CBR-BE) end-to-end delay, it
decreases although the traffic is now traversing a longer LSP. This is due to the absence
of the traffic of source 3 (UBR) which reduces the BE service queuing delay. Towards the
end of the fourth second, source 3 (UBR) goes on and as a result the BE traffic queue
length increases. The effect of this is clear on the traffic of source 1 (CBR-BE) queuing
and end-to-end delay. Traffic of source 3 (UBR) has slight effect on the traffic of source 2
(CBR-EF) not as the case with traffic of source 1 (CBR-BE). Notice that the queue length

values present in the figure next to the fourth second are of source 3 (UBR) traffic only.
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5.2.4 Results for CBR-EF Sources Network

To study the effect of having more traffic of the expedite forwarding type on the network
performance, we have made both CBR sources to generate EF traffic.

Figures 5.17 and 5.18 show the end-to-end delay and queuing delay experienced by
the network traffic. Traffic of both (CBR-EF') sources is affected the same way by source
3 (UBR) active sessions. As seen in the graphs, when source 3 (UBR) goes off, both
sources end-to-end delay drops to its least value. During source 3 (UBR) active sessions,
resources available for the EF service are fairly shared by the two CBR sources and hence
their delays increases in the same ratio.

From the queuing delay graphs, we find that traffic of both CBR-EF sources has the
minimum queuing delay after the link restoration. Considering the corresponding values
of the end-to-end delay, we find that traffic of both sources has the minimum end-to-end
delay in this period.

During source 3 (UBR) active sessions, its delay is slightly affected and it departs from
its minimum value of 7.0 milliseconds to not more than 0.8 milliseconds. At the corre-
sponding times, traffic of the CBR-EF sources end-to-end delay increases by an average
value of 4.0 milliseconds. Traffic of source 3 (UBR) has the least queuing delay. This is
because traffic of source 3 (UBR) is the only traffic to receive best effort service. The
result is that it has the lower end-to-end delay which means it has been served better
than the EF traffic. For example, at 0.595, 2.875, and 3.83 seconds, we find that traffic of

source 3 (UBR) suffers the least end-to-end delay.

Here, we recall that one of the problems in the Intserv approach is that the network
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may end up providing high quality of service to a traffic class and nothing for another
class. In other words, all service to EF traffic and nothing for BE traffic. Our results in
this experiment has shown that MPLS does not suffer from the same problem.

The linear relationship between the queuing delay and the end-to-end delay is con-
firmed once more by the graphs of the traffic of the network measures. This can be seen
by reading the queuing delay values with the corresponding end-to-end delay values of any
of the three sources. Recognize that after the link restoration and the departure of the
traffic of source 3 (UBR) from its default LSP, traffic of source 3 (UBR) has an end-to-end
delay of 7.0 to 7.1 milliseconds. Reading traffic of source 3 (UBR) queuing delay, we find
that it has almost zero queuing delay.

As a conclusion out of this experiment it has been found that MPLS even with Diffserv
is not scalable unless appropriate aggregation scheme is adopted. This is true since both

EF traffic sources got higher delay than the BE traffic source which should have not

happened if perfect aggregation is employed.

5.3 Link Failure in Diffserv MPLS with Multiple

LSPs

We extend the network of Section 6.1 to study the network behavior in the presence
of alternative LSPs. We work out with two alternative LSPs and then with multiple
alternative LSPs. We mean to examine the way Diffserv MPLS network pick an alternative

LSP in case of link failure.
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5.3.1 Two alternative LSPs Simulation and Results

Source 2
(CBR-EF)

Source 3
UBR

UBR Source LSP before Link Failure

Router

CBR Souces LSP During Link Failure
-

Router
8

Figure 5.19: Link Failure with Two alternative LSPs.

Figure 5.19 shows the simulation network for this set of experiments. It is built of four

edge LSRs and six core LSRs. Two of the edge LSRs (router 1 and 5) are source routers

and the other two LSRs (router 4 and 8) are destination LSRs. The edge links are of 10

Mbps capacity and 0.1 milliseconds propagation delay each while the core links are of 2

Mbps capacity and 1.0 milliseconds propagation delay each.

The core LSRs are connected as shown so that during the link failure the traffic of the

three sources going through router 6 has two alternative LSPs:

1. LSP1 which contains routers 6, 7, and 3.

2. LSP2 which contains routers 6, 9, 10, 7, and 3.
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As expected, when the links have the same cost in sense of bandwidth and propagation

delay the network direct traffic from router 2 using LSP1. This is because the traffic then

uses less routers and links which reduces the transmission and propagation delay. We

repeated the simulation making links of LSP2 (6-9, 9-10, and 10-7) have a bandwidth of

10 Mbps and 0.1 millisecond propagation delay and keeping LSP1 links with their initial

values of 2 Mbps capacity and 1.0 milliseconds propagation delay. In this case also the

MPLS network picks LSP1.

5.3.2 Multiple Alternative LSPs Simulation and Results

Source 2
(CBR-EF)

Source 1
(CBR-BE)

Source 3
UBR

Router

CBR Sources normal LSP

—_—

T

5

UBR Source LSP before Link Failure

CBR Souces Alternative LSPs
-

Router
8

Figure 5.20: Link Failure with Multiple LSPs.

Figure 5.20 shows the simulation network for this set of experiments. It is the same

one used in the two alternative LSPs simulation except that two links are added. The first
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link is between router 2 and 9 and the other link is between router 10 and 3. The addition
of these two links results in five alternative LSPs that can be used to reroute traffic during

the link failure. The five alternative LSPs are:
1. LSP1 which contains routers 6, 7, and 3
2. LSP2 which contains routers 9, 10, and 3.
3. LSP3 which contains routers 6, 9, 10, and 3.
4. LSP4 which contains routers 9, 10, 7, and 3.
5. LSP5 which contains routers 6, 9, 10, 7, and 3.

In this simulation, we have made all the core links to have the same capacity and
propagation delay. Here, LSP1 and LSP2 have the same cost because each of them contains
the same number of links and routers. The same is true for LSP3 and LSP4. LSP5 has
the highest cost since it contains the largest number of links and routers among the five
LSPs.

During the link failure the Diffserv MPLS network rerouted the traffic of the two CBR
sources using LSP2. This results in lower end-to-end delay for the traffic of the three
sources. That is because in this case, no queuing delay has occurred for the traffic of the
three sources since the traffic of the UBR source is flowing through router 6 and 7. As
a result, the end-to-end delay of the two CBR sources increases to values equally to the
sum of transmission delays and the propagation delays of the alternative LSP only. The

traffic of source 3 (UBR) end-to-end delay remains at its minimum value.



Chapter 6

Conclusions and Future work

6.1 Summary

Our experimental work measures for the end-to-end delay have shown that MPLS in its
basic form (Vanilla) reduces packet delay and hence average delay. This is concluded by
comparing simulation results of a Vanilla MPLS network with those of an IP network.
The fact that MPLS has lower end-to-end delay is justified by the following: processing
in the MPLS network core routers is only a matter of label swapping and then forwarding
which consumes less time than the processing of IP header performed in conventional IP
routing. Though Vanilla MPLS reduces end-to-end delay, neither service guarantees have
been provided nor differentiation in flows treatment have been observed.

Diff-serv MPLS simulation results have shown that it performs better than Vanilla
MPLS and guarantees different treatment for applications based on type of traffic. This

is true provided that sources or users data remained within the contracted or agreed upon

145
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level. In Diffserv MPLS, traffic of expedite forwarding (EF) class suffers less end-to-end
delay compared with traffic of best effort (BE) class.

From the simulation results, EF traffic end-to-end delay is not significantly affected
by the increase in the volume of the BE traffic. If the volume of EF traffic goes beyond
the agreed upon level, the situation changes and delay of the EF traffic becomes more
than that of BE traffic. This is because EF traffic queue expands and competition for EF
resources takes place. If the volume of BE traffic at the same time is low it suffers less
end-to-end delay that may not include any queuing delay. In this case, BE traffic have
no packet loss while EF traffic suffers packet loss. This shows the importance of keeping
the volume of traffic on the agreed upon level. This also necessitate a method to monitor
traffic sources behavior and to confirm that they remain within the allowed limits.

Among the components that constitute the end-to-end delay, the queuing delay is
the most contributing component in most of the cases. Therefore the queuing delay of
different data streams is measured. Collected results have shown that MPLS has negligible
switching delay (almost zero ) because as observed adding the constant transmission and
propagation delays to the queuing delay produces almost the same measured end-to-end
delay.

Varying a network resources by increasing and decreasing link capacities have clear
effect on the network performance. The end-to-end delay increases and decreases linearly
with the network link capacity. Increasing links capacities reduces the end-to-end delay.
On the contrary, reducing link capacities where there will be competition for resources,

increases the queuing delay and hence the end-to-end delay. Measures for varied link
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capacity experiments confirmed the relationship between queuing delay and the end-to-
end delay specially at the bottleneck nodes. In addition measures taken and analysis made
proved the linear relationship between link capacity and the end-to-end delay.

MPLS enabled network reroutes traffic in case of link failure very quickly and directs
traffic to an alternative route. Traffic returns to its default route if the link is restored and
the default route which is restored is the best. Both types of traffic EF and BE end-to-end
delay increases in case of link failure of either of the two. Although this is true, EF traffic
suffers less delay and has better handling than the BE traffic which makes us recommend
using EF in networks that have high probability of link failure.

The increase in the EF traffic amount in Diffserv MPLS networks beyond the share
of the network resources reserved for EF service results in higher delay for the EF traffic
than that of the BE traffic. This means that MPLS is not scalable unless appropriate
aggregation scheme is adopted.

It is also observed that when a flow has two LSPs with equal delay and one of them is
tunneled, MPLS would choose to send the flow through the tunneled one although it might
be more congested than the other route. This because MPLS has very strong tunneling
mechanism and hence the network relies on that when selecting LSPs. Later, as a result
of changes in the network dynamics, if the flow finds a less congested route, it shifts to
that route. MPLS networks have shown efficiency in rerouting traffic to the more suitable
path among a number of alternatives in case of link failure. The selected path in this case

serves the flow and improves over all network performance.
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6.2 Conclusions

The results of our work can be listed in the following:
e MPLS enabled network reduces per packet and average end-to-end delay.
e MPLS in its basic form (Vanilla) does not give preference according to traffic type.

o Diff-Serv MPLS provides differentiated service and treats applications according to

their traffic type.

e MPLS improves significantly the overall network performance and makes better

utilization of resources.

e Traffic marked to receive EF service in MPLS networks gains a distinct treatment

and benefits in all senses.

e Diff-Serv MPLS guarantees same level of service under all changes in network con-

ditions, dynamic or static.

e Diff-Serv MPLS preserves a recognized fairness and does not provide all services on

account of less service to lower priority traffic.

e Diff-Serv MPLS provides traffic engineering capabilities, e.g, reroute and explicit

LSP enforcement.

e MPLS needs mechanisms to monitor traffic sources behavior.
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6.3 Future Work

Aspects that can be considered for future research are:
e Study of other workload mixes.

e Address the issue of flow aggregation in MPLS networks to serve scalability.

Integration of Admission Control.

Study of performance and traffic mapping in [P and MPLS hybrid networks.
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