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t. Many modern programs provide operating system-style ser-vi
es to extension modules. A Web server, for instan
e, behaves like asimple OS kernel. It invokes programs that dynami
ally generate Webpages and manages their resour
e 
onsumption. Most Web servers, how-ever, rely on 
onventional operating systems to provide these servi
es.As a result, the solutions are ineÆ
ient, and impose a serious overheadon the programmer of dynami
 extensions.In this paper, we show that a Web server implemented in a suitably ex-tended high-level programming language over
omes all these problems.First, building a server in su
h a language is straightforward. Se
ond,the server delivers stati
 
ontent at performan
e levels 
omparable to a
onventional server. Third, the Web server delivers dynami
 
ontent ata mu
h higher rate than a 
onventional server, whi
h is important be-
ause a signi�
ant portion of Web 
ontent is now dynami
ally generated.Finally, the server provides programming me
hanisms for the dynami
generation of Web 
ontent that are diÆ
ult to support in a 
onventionalserver ar
hite
ture.1 Web Servers and High-Level Operating SystemsAWeb server provides operating system-style servi
es. Like an operating system,a server runs programs (e.g., CGI s
ripts). Like an operating system, a serverprote
ts these programs from ea
h other. And, like an operating system, a servermanages resour
es (e.g., network 
onne
tions) for the programs it runs.Some existing Web servers rely on the underlying operating system to im-plement these servi
es. Others fail to provide servi
es due to short
omings ofthe implementation languages. In this paper, we show that implementing a Webserver in a suitably extended fun
tional programming language is straightfor-ward and satis�es three major properties. First, the server delivers stati
 
on-tent at a performan
e level 
omparable to a 
onventional server. Se
ond, the Webserver delivers dynami
 
ontent at �ve times the rate of a 
onventional server.Considering the explosive growth of dynami
ally 
reated Web pages [7℄, thisperforman
e improvement is important. Finally, our server provides program-ming me
hanisms for the dynami
 generation of Web 
ontent that are diÆ
ultto support in a 
onventional server ar
hite
ture.



The basis of our experiment is MrEd [11℄, an extension of S
heme [15℄. Theimplementation of the server heavily exploits four extensions: �rst-
lass mod-ules , whi
h help stru
ture the server and represent server programs; preemptivethreads; whi
h are needed to exe
ute server programs; 
ustodians, whi
h man-age the resour
e 
onsumption of server programs; and parameters, whi
h 
ontrolstateful attributes of threads. The server programs also rely on S
heme's 
a-pabilities for manipulating 
ontinuations as �rst-
lass values. The paper showswhi
h role ea
h 
onstru
t plays in the 
onstru
tion of the server.The following se
tion is a brief introdu
tion to MrEd. Se
tion 3 explains the
ore of our server implementation. In se
tion 4 we show how the server 
an beextended to support S
heme CGI s
ripts and illustrate how programming in theextended S
heme language fa
ilitates the implementation of s
ripts. Se
tions 3and 4 also present performan
e results. Se
tion 5 dis
usses related work. The�nal se
tion summarizes our ideas and presents areas for future work.2 MrEd: a High-Level Operating SystemMrEd [11℄ is a safe implementation of S
heme [15℄; it is one of the fastest existingS
heme interpreters. Following the tradition of fun
tional languages, a S
hemeprogram spe
i�es a 
omputation in terms of values and legitimate primitiveoperations on values (
reation, sele
tion, mutation, predi
ative tests). The im-plementation of the server exploits traditional fun
tional language features, su
has 
losures and standard data stru
tures, and also S
heme's ability to 
aptureand restore 
ontinuations, possibly multiple times.MrEd extends S
heme with stru
tures, ex
eptions, and modules. The modulesystem [10℄ permits programmers to spe
ify atomi
 units and 
ompound units .An atomi
 unit is a 
losed 
olle
tion of de�nitions. Ea
h unit has an import andan export signature. The import signature spe
i�es what names the module ex-pe
ts as imports; the export signature spe
i�es whi
h of the lo
ally de�ned nameswill be
ome visible to the rest of the world. Units are �rst-
lass values. Thereare two operations on unit values: invo
ation and linking. A unit is invoked viathe invoke-unit/sig spe
ial form, whi
h must supply the relevant imports fromthe lexi
al s
ope. MrEd permits units to be loaded and invoked at run-time. Aunit is linked|or 
ompounded|via the 
ompound-unit/sig me
hanism. Pro-grammers 
ompound units by spe
ifying a (possibly 
y
li
) graph of 
onne
tionsamong units, in
luding referen
es to the import signature; the result is a unit.The extended language also supports the 
reation of threads and threadsyn
hronization. Figure 1 spe
i�es the relevant primitives. Threads are 
reatedfrom 0-ary pro
edures (thunks); they syn
hronize via 
ounting semaphores. For
ommuni
ation between parent and 
hild threads, however, syn
hronization viasemaphores is too 
omplex. For this purpose, MrEd provides (thread) parame-ters . The form(parameterize ([parameter1 value1 ℄. . . ) body1 . . . )sets parameter1 to value1 for the dynami
 extent of the 
omputation body1 . . . ;when this 
omputation ends, the parameter is reset to its original value. New



t
p-listen : Nat [Nat℄ ! T
p-listener;; reserves a port to a

ept 
onne
tions, optionally spe
ifying the;; maximum number of 
lients that may wait for a 
onne
tiont
p-a

ept : T
p-listener !� Input-port Output-port;; 
reates I/O ports for a 
onne
tion request via the listenerthread : (! Void) ! Thread;; spawns a thunk as a threadmake-semaphore : Nat ! Semaphore;; 
reates a semaphore with spe
i�ed number of tokenssemaphore-post : Semaphore ! Void;; posts a semaphore and releases waiting threadssemaphore-wait : Semaphore ! Void;; waits (and possibly suspends) for a semaphoremake-
ustodian : ! Custodian;; 
reates a 
ustodian
ustodian-shutdown-all : Custodian ! Void;; shuts down all threads in 
ustodian and re
laims all resour
esFig. 1. MrEd's TCP, thread and 
ustodian primitivesthreads inherit 
opies of their parent's parameter bindings, though the parametervalues themselves are not 
opied. That is, when a 
hild sets a parameter, it doesnot a�e
t a parent; when it mutates the state of a parameter, the 
hange isglobally visible. The server deals with only two of MrEd's standard parameters:
urrent-
ustodian and exit-handler . The default exit-handler halts the entireruntime system. Setting this parameter to another fun
tion 
an 
ause 
onditionsthat would normally exit to raise an ex
eption or perform 
lean up operations.Finally, MrEd provides a me
hanism for managing resour
es, su
h as threads(with asso
iated parameter bindings), TCP listeners, �le ports, and so on. Whena resour
e is allo
ated, it is pla
ed in the 
are of the 
urrent 
ustodian, the valueof the 
urrent-
ustodian parameter. Figure 1 spe
i�es the only relevant opera-tion on 
ustodians: 
ustodian-shutdown-all . It a

epts a 
ustodian and reaps theasso
iated resour
es: it kills the threads in its 
ustody, 
loses the ports, re
laimsthe TCP listeners, and re
ursively shuts down all 
hild 
ustodians.3 Serving Stati
 ContentA basi
 web server satis�es HTTP requests by reading Web pages from �les.High-level languages ease the implementation of su
h a server, while retaining



eÆ
ien
y 
omparable to widely used servers. The �rst subse
tion explains the
ore of our server implementation. The se
ond subse
tion 
ompares performan
e�gures of our server to Apa
he [2℄, a widely-used, 
ommer
ially-deployed server.3.1 Implementation of the Web Server's CoreThe 
ore of a web server is a wait-serve loop. It waits for requests on a parti
ularTCP port. For ea
h request, it 
reates a thread that serves the request. Thenthe server re
urs:1;; server-loop : T
p-listener ! Void(de�ne (server-loop listener)(let-values ([(ip op) (t
p-a

ept listener)℄)(thread (lambda () (serve-
onne
tion ip op))))(server-loop listener))For ea
h request, the server parses the �rst line and the optional headers:;; serve-
onne
tion : Input-port Output-port ! Void(de�ne (serve-
onne
tion ip op)(let-values ([(meth url-string major-version minor-version)(read-request ip op)℄)(let� ([headers (read-headers ip op)℄[url (string!url url-string)℄[host (�nd-host (url-host url) headers)℄)(dispat
h meth host port url headers ip op))));; read-request : Input-port Output-port !� Symbol String String String;; to read a request from ip, to parse it, and to determine the;; request method (get, put), URL, and proto
ol versions;; e�e
t: raises an ex
eption and 
loses the ports, if parsing fails(de�ne (read-request ip op) . . . )A dispat
her uses this information to �nd the 
orre
t �le 
orresponding to thegiven URL. If it 
an �nd and open the �le, the dispat
her writes the �le's 
ontentsto the output port; otherwise it writes an error message. In either 
ase, it 
losesthe ports before returning.23.2 Performan
eIt is easy to write 
ompa
t implementations of systems with high-level 
on-stru
ts, but we must demonstrate that we don't sa
ri�
e performan
e for ab-stra
tion. More pre
isely, we would like our server to serve 
ontent from �lesat about the same rate as Apa
he [2℄. We believed that this goal was within1 let-values binds names to the values returned by multiple-valued 
omputations su
has t
p-a

ept , whi
h returns input and output ports.2 The server may a
tually loop to handle multiple requests per 
onne
tion. Our paperdoes not explore this possibility further.



Conne
tions/Se
ond1kB �le 10kB �le 100kB �leClients MrEd Apa
he Ratio MrEd Apa
he Ratio MrEd Apa
he Ratio2 967.5 1557.9 62.1% 655.1 771.6 84.9% 105.2 113.2 92.9%4 986.7 1623.4 60.8% 772.0 1084.4 71.2% 110.2 115.7 95.2%8 997.9 1607.0 62.1% 752.9 1099.0 68.5% 116.0 115.8 100.2%16 982.8 1597.0 61.5% 782.6 1101.3 71.1% 116.5 116.1 100.3%32 923.8 1551.0 59.6% 760.7 1104.0 68.9% 116.7 116.3 100.3%64 917.6 1577.2 58.2% 787.1 1093.0 72.0% 115.1 116.5 98.8%128 946.3 1547.8 61.1% 769.4 1104.1 69.7% 116.7 116.5 100.2%Ratio = MrEd/Apa
heThe 
lient and server software ea
h ran on an AMD Athlon 800MHz pro
essorwith 192 Mbytes of memory, running FreeBSD 4.1.1-STABLE, 
onne
ted bya standard 100 Mbit/s Ethernet 
onne
tion.Fig. 2. Performan
e for stati
 
ontent serverrea
h be
ause most of the 
omputational work involves parsing HTTP requests,reading data from disk, and 
opying bytes to a (network) port.3To verify this 
onje
ture, we 
ompared our server's performan
e to that ofApa
he on �les of three di�erent sizes. For ea
h test, the 
lient requested asingle �le repeatedly. This minimized the impa
t of disk speed; the underlyingbu�er 
a
he should keep small �les in memory. Requests for di�erent �les wouldeven out the performan
e numbers a

ording to Amdahl's law be
ause the totalresponse time would in
lude an extra disk a

ess 
omponent that would besimilar for both servers.The results in �gure 2 show that we have essentially a
hieved our goal. Theresults were obtained using the S-
lient measuring te
hnology [5℄. For the his-tori
ally most 
ommon 
ase [4℄|�les between six and thirteen kB|our serverperforms at a rate of 60% to 80% of Apa
he. For larger �les, whi
h are nowmore 
ommon due to in
reased uses of multimedia do
uments, the two serversperform at the same rate. In parti
ular, for one and ten kB �les, more than fourpending requests 
aused both servers to 
onsume all available CPU 
y
les. Forthe larger 100 kB �les, both servers drove the network 
ard at full 
apa
ity.4 Dynami
 Content GenerationOver the past few years, the Web's 
ontent has be
ome in
reasingly dynami
.USA Today, for instan
e, �nds that as of the year 2000, more than half of theWeb's 
ontent is generated dynami
ally [7℄. Servers no longer retrieve plain �les3 This assumes that the server does not have a large in-memory 
a
he for frequently-a

essed do
uments.



from disk but use auxiliary programs to generate a do
ument in response to arequest. These Web programs often intera
t with the user and with databases.This se
tion explains how small 
hanges to the 
ode of se
tion 3 a

ommodatedynami
 extensions, that the performan
e of the revised server is superior tothat of Apa
he,4 and that it supports a new programming paradigm that ishighly useful in the 
ontext of dynami
 Web 
ontent generation.4.1 Simple Dynami
 Content GenerationSin
e a single server satis�es di�erent requests with di�erent 
ontent generators,we implement a generator as a module that is dynami
ally invoked and linkedinto the server 
ontext. More spe
i�
ally, a CGI program in our world is a unit:(unit/sig () (import 
gi^) hdef+expi . . . hexpi)It exports nothing; it imports the names spe
i�ed in the 
gi^ signature. Theresult of its �nal expression (and of the unit invo
ation) is an HTML page.5Here is a trivial CGI program using quasiquote [22℄ to 
reate an HTMLpage with unquote (a 
omma) allowing referen
es to the TITLE de�nition.(unit/sig () (import 
gi^)(de�ne TITLE "My �rst web page")`(html (head (title ,TITLE ))(body(p (
enter ,TITLE ))(p "Hello, World!"))))The s
ript de�nes a title and produ
es a simple Web page 
ontaining a message.The imports of a 
ontent generator supply the request method, the URL, theoptional headers, and the bindings:(de�ne-signature 
gi^ (method ; (union 'get 'post 'head)url ; Urlheaders ; (listof (
ons Symbol String))bindings ; (listof (
ons Symbol String)). . . ))To add dynami
 
ontent generation to our server, we modify the dispat
hfun
tion from se
tion 3 to redire
t requests for URLs starting with "/
gi-bin/".More 
on
retely, instead of responding with the 
ontents of a �le, dispat
h loadsa unit from the spe
i�ed lo
ation in the �le system. Before invoking the unit,the fun
tion installs a new 
urrent-
ustodian and a new exit-handler via a pa-rameterize expression:4 Apa
he outperforms most other servers for CGI-based 
ontent generation [1℄.5 To be pre
ise, it generates an X-expression, whi
h is an S-expression representationof an XML do
ument. The server handles other media types also; we do not dis
ussthese in this paper.



;; in dispat
h:. . .(if (
gi-url? url)(let ([
ust (make-
ustodian)℄)(parameterize([
urrent-
ustodian 
ust ℄[exit-handler (lambda (x ) (
ustodian-shutdown-all 
ust))℄)(let ([
gi-program (
a
hed-load (url-path url))℄)(output-xhtml (invoke-unit/sig 
gi-program 
gi^))))). . . )The newly installed 
ustodian is shut down on termination of the CGI s
ript.This halts 
hild threads, 
loses ports, and reaps the s
ript's resour
es. The newexit-handler is ne
essary so that erronious 
ontent generators shut down onlythe 
ustodian instead of the entire server.4.2 Content Generators are First-Class ValuesSin
e units are �rst-
lass values in MrEd, the server 
an store 
ontent generatorsin a 
a
he. Introdu
ing a 
a
he avoids some I/O overhead but, more importantly,it introdu
es new programming 
apabilities. In parti
ular, a 
ontent generator
an now maintain lo
al state a
ross invo
ations. Here is an example:(let ([
ount 0℄)(unit/sig () (import 
gi^)(set! 
ount (add1 
ount))`(html (head (title "Testing Persistent State of Counter"))(body (p "This is a 
gi generated web page.")(p "The 
urrent 
ount is " ,(number!string 
ount))))))This generator maintains a lo
al 
ount that is in
remented ea
h time the unit isinvoked to satisfy an HTTP request. Its output is an HTML page that 
ontainsthe 
urrent value of 
ount .4.3 Ex
hanging Values between Content GeneratorsIn addition to maintaining persistent state a
ross invo
ations, 
ontent generatorsmay also need to intera
t with ea
h other. Conventional servers for
e serverprograms to 
ommuni
ate via the �le system or other me
hanisms based on
hara
ter streams. This requires marshaling and unmarshaling data, a 
omplexand error prone pro
ess. In our server ar
hite
ture, dynami
 
ontent generators
an naturally ex
hange high-level forms of data through the 
ommon heap.Our dynami
 
ontent generation model features a simple extension that per-mits multiple generators to be de�ned within a single lexi
al s
ope. The 
urrentunit of granularity in the implementation is a �le. That is, one �le may yield anexpression that 
ontains multiple generators. The expression may perform arbi-trary operations to de�ne and initialize the shared s
ope. To distinguish between



the generators, the server's interfa
e requires that the �le return an asso
iationlist of type(listof (
ons Symbol Content-generator))For instan
e, a �le 
ontain two 
ontent generators:(let� ([data-�le . . . ℄[lo
k (make-semaphore 1)℄)`((add . ,hContent-generatori1)(delete . ,hContent-generatori2)))This yields two generators that share a lo
k to a 
ommon �le. The distinguishingname in the asso
iation is treated as part of the URL in a CGI request.4.4 Intera
tive Generation of ContentIn a re
ent ICFP arti
le [23℄, Christian Queinne
 suggested that Web brows-ing in the presen
e of dynami
 Web 
ontent generation 
an be understood asthe pro
ess of 
apturing and resuming 
ontinuations.6 For example, a user 
anbookmark a generated page that 
ontains a form and (try to) 
omplete it sev-eral times. This a
tion 
orresponds to the resumption of the 
ontent generator's
omputation after the generation of the �rst form.Ordinarily, programming this style of 
omputation is a 
omplex task. Ea
htime the 
omputation requires intera
tion (responses to queries, inspe
tion ofintermediate results, and so forth) from the user, the programmer must splitthe program into two fragments. The �rst generates the request for intera
tion,typi
ally as a form whose pro
essor is the remainder of the 
omputation. The �rstprogrammust store its intermediate results externally so the se
ond program 
ana

ess and use them. The staging and marshaling are 
umbersome, error-prone,slow, and inhibit the reuse of existing non-CGI programs that are being re�ttedwith Web-based interfa
es. To support this 
ommon programming paradigm,our server links 
ontent generators to the three additional primitives in �gure 3.send/suspend : (Url ! Html-page) ! (list MethodUrl(listof (
ons Symbol String))(listof (
ons Symbol String)))send/�nish : Html-page ! Voidadjust-timeout : Nat ! VoidFig. 3. Additional 
ontent generator primitivesThe send/suspend fun
tion allows the 
ontent generator to send an HTMLform to the 
lient for further input. The fun
tion 
aptures the 
ontinuation and6 This idea also appears in Hughes's paper on arrows [14℄.



suspends the 
omputation of the 
ontent generator. When the user responds,the server resumes the 
ontinuation with four values: the request method, theURL, the optional headers, and the form bindings.To implement this fun
tionality, send/suspend 
onsumes a fun
tion of oneargument. This fun
tion, in turn, 
onsumes a unique URL and generates a formwhose a
tion attribute refers to the URL. When the user submits the form,the suspended 
ontinuation is resumed. Consider �gure 4, whi
h presents a sim-ple example of an intera
tive 
ontent generator. This s
ript implements 
urriedmultipli
ation, asking for one number with one HTML page at a time. The twounderlined expressions represent the intermediate stops where the s
ript displaysa page and waits for the next set of user inputs. On
e both sets of inputs areavailable it produ
es a page with the produ
t.(unit/sig () (import 
gi^);; get-input-w/-short-form : String ! (String ! Html-page)(de�ne (get-input-w/-short-form whi
h-one)(let-values ([(method url headers bindings)(send/suspend(lambda ( k-url )`(html (head (title ,whi
h-one " number"))(body(form ((method "post") (a
tion , k-url ))"Enter the " ,whi
h-one " number:" nbsp(input ((type "text") (name ,whi
h-one)))(input ((type "submit") (name "submit"))))))))℄)(extra
t whi
h-one bindings)));; string-multiply : String String ! String. . .`(html (head (title "Produ
t"))(body (p "The produ
t is: ",(string-multiply (get-input-w/-short-form "�rst")(get-input-w/-short-form "se
ond"))))))Fig. 4. An intera
tive CGI programIn general, this paradigm produ
es programs that naturally 
orrespond tothe 
ow of information between 
lient and server. These programs are easierto mat
h to spe
i�
ations, to validate, and to maintain. The paradigm also
auses problems, however. The �rst problem, as Queinne
 points out, 
on
ernsgarbage 
olle
tion of the suspended 
ontinuations. By invoking send/suspend , a
ontent generator hands out a referen
e to its 
urrent 
ontinuation. Although



these referen
es to 
ontinuations are symboli
 links in the form of unique URLs,they are nevertheless referen
es to values in the server's heap. Without furtherrestri
tions, garbage 
olle
tion 
annot be based on rea
hability. To make mattersworse, these 
ontinuations also hold on to resour
es, su
h as open �les or TCP
onne
tions, whi
h the server may need for other programs.Giving the user the 
exibility to bookmark intermediate 
ontinuations andexplore various 
hoi
es 
reates another problem. On
e the program �nishes in-tera
ting with the user, it re
ords the �nal out
ome by updating persistent stateon the server. These updates must happen at most on
e to prevent 
atastrophessu
h as double billing or shipping too many items.Based on this analysis, our server implements the following poli
y. When the
ontent generator returns or 
alls the send/�nish primitive, all the 
ontinuationsasso
iated with this generator 
omputation are released. Generators that wishto keep the 
ontinuations a
tive 
an suspend instead. When a user attempts toa

ess a re
laimed 
ontinuation, a page dire
ts them to restart the 
omputation.Furthermore, ea
h instan
e of a 
ontent generator has a predetermined lifetimeafter whi
h 
ontinuations are disposed. Ea
h use of a 
ontinuation updates thislifetime. A running 
ontinuation may also 
hange this amount by 
alling adjust-timeout . This me
hanism for shutting down the generator only works be
ause thereaper and the 
ontent generator's thread share the same 
ustodian. This illus-trates why 
ustodians, or resour
e management in general, 
annot be identi�edwith individual threads.4.5 Implementing Intera
tive Generation of ContentThe implementation of the intera
tive CGI poli
y is 
ompli
ated by the (natural)MrEd restri
tion that 
apturing a 
ontinuation is lo
al to a thread and that a
ontinuation 
an only be resumed by its original thread. To 
omply with thisrestri
tion, send/suspend 
aptures a 
ontinuation, stores it in a table indexedby the 
urrent 
ontent generator, and 
auses the thread to wait for input on a
hannel. When a new request shows up on the 
hannel, the thread looks up themat
hing 
ontinuation in its table and resumes it with the request informationin an appropriate manner. A typi
al 
ontinuation URL looks like this:http://www/
gi-bin/send-test.ss;id38,k3-839800468This URL has two prin
iple pie
es of information for resuming 
omputation: thethread (id38) and the 
ontinuation itself (k3). The random number at the endserves as a password preventing other users from guessing 
ontinuation URLs.The table for managing the 
ontinuations asso
iated with a 
ontent generatora
tually has two tiers. The �rst tier asso
iates instan
e identi�ers for 
ontentgenerators with a 
hannel and a 
ontinuation table. This 
ontinuation tableasso
iates 
ontinuation identi�ers with 
ontinuations. Here is a rough sket
h:



generator instan
e tableinstan
e-id 
hannel � 
ontinuations-table... ...instan
e-id 
hannel � 
ontinuations-tabler -r 
ontinuations table
ontinuation-id 
ontinuation... ...
ontinuation-id 
ontinuationWhen a thread pro
esses a request to resume its generator's 
ontinuation, it looksup the 
ontent generator in one table, and extra
ts the 
hannel and 
ontinuationtable for that generator. The server then looks up the desired 
ontinuation inthis se
ond table and passes it along with the request information and the portsfor the 
urrent 
onne
tion.The two-tier stru
ture of the tables also fa
ilitates 
lean-up. When the timelimit for an instan
e of a 
ontent generator expires or when the 
ontent generator
omputation terminates, the instan
e is removed from the generator instan
etable. This step, in turn, makes the 
ontinuation instan
e table ina

essible andthus available for garbage 
olle
tion.4.6 Performan
eWe expe
t higher performan
e from our Web server than from 
onventionalservers that use the Common Gateway Interfa
e (CGI) [19℄. A 
onventionalserver starts a separate OS pro
ess for ea
h in
oming request, 
reating a newaddress spa
e, loading 
ode, et
. Our server eliminates these 
osts by avoidingthe use of OS pro
ess boundaries and by 
a
hing CGI programs.Our experiments 
on�rm that our server handles more 
onne
tions per se
ondthan CGI programs written in C. For example, for the 
omparison in �gure 5,we 
lo
k a C program's binary in CGI and FastCGI against a S
heme s
riptprodu
ing the same data. The table does not 
ontain performan
e �gures forresponses of 100 kB and larger be
ause for those sizes the network bandwidthbe
omes the dominant fa
tor just as with stati
 �les.The table also indi
ates that both the standard CGI implementation and ourserver s
ale mu
h better relative to response size than FastCGI does. We 
on-je
ture that this is be
ause FastCGI 
opies the response twi
e, and is thus mu
hmore sensitive to the response size. Of 
ourse, as 
omputations be
ome moreintensive, the 
omparison be
omes one of 
ompilers and interpreters rather thanof servers and their proto
ols. We are 
ontinuing to 
ondu
t experiments, andintend to present the additional performan
e measurements in a future editionof this paper.4.7 Modularity of the ServerWeb servers must not only be able to load web programs (e.g., CGI s
ripts) butalso load new modules in order to extend their 
apabilities. For example, requir-



CGI FastCGI MrEd Full MrEd LiteClients 1kB 10kB 1kB 10kB 1kB 10kB 1kB 10kB8 161.1 158.7 742.7 551.6 766.5 665.9 851.4 742.616 157.6 156.9 728.8 547.2 759.6 659.3 847.3 727.932 153.4 153.1 720.7 544.4 733.8 627.4 837.8 721.4MrEd Full is the server des
ribed in this paper. It in
ludes the 
ontinuation reaperdes
ribed at the end of se
tion 4.4, whose implementation is 
urrently quite ineÆ
ient.MrEd Lite disables this reaper (rendering send/suspend less usable), making its servi
esmore dire
tly 
omparable to those of CGI and FastCGI.Fig. 5. Performan
e for dynami
 
ontent generationing password authenti
ation to a

ess parti
ular URLs a�e
ts serving 
ontentfrom �les and from all dynami
 
ontent generators. In order to fa
ilitate billingvarious groups hosted by the server, the administrator may �nd it helpful toprodu
e separate log �les for ea
h 
lient instead of a monolithi
 one. A 
exi-bly stru
tured server will split key tasks into separate modules, whi
h 
an berepla
ed at link time with alternate implementations.Apa
he's module system [25℄ allows the builder of the Web server to repla
epie
es of the server's response pro
ess, su
h as those outlined above, with withtheir own 
ode. The builder installs stru
tures with fun
tion pointers into aChain of Command pattern [13℄. Using this pattern provides the ne
essary ex-tensibility but it imposes a 
omplex proto
ol on the extension programmer, andit fails to provide stati
 guarantees about program 
omposition.In 
ontrast, our server is 
onstru
ted in a 
ompletely modular fashion usingthe unit system [10℄. This provides the 
exibility of the Apa
he module systemin a less ad ho
, more hierar
hi
al manner. To repla
e part of how the serverresponds to requests, the server builder writes a 
ompound unit that links theprovided units and the repla
ement units together, forming an extended server.Naturally, the repla
ement units may link to the original units and delegate tothem as desired.Using units instead of dynami
 proto
ols has several bene�ts. First, the serverdoesn't need to traverse 
hains of stru
tures, 
he
king for a module that wantsto handle the request. Se
ond, the newly linked server and all the repla
ementunits are subje
t to the same level of stati
 analysis as the original server. (Oursoft-typing tool [9℄ revealed several easily 
orre
ted premature end-of-�le bugsin the original server.)5 Related WorkThe performan
e problems of the CGI interfa
e has led others to develop higher-speed alternatives [20, 25℄. In fa
t, one of the driving motivations behind theMi
rosoft .NET initiative [17℄ appears to be the need to improve Web server



performan
e, partially by eliminating pro
ess boundaries.7 Apa
he provides amodule interfa
e that allows programmers to link 
ode into the server that,among other things, generates 
ontent dynami
ally for given URLs. However,
ir
umventing the underlying operating system's prote
tion me
hanisms withoutproviding an alternative within the server opens the pro
ess for 
atastrophi
failures.FastCGI [20℄ provides a safer alternative by pla
ing ea
h 
ontent generatorin its own pro
ess. Unlike traditional CGI, FastCGI pro
esses handle multiplerequests, avoiding the pro
ess 
reation overhead. The use of a separate pro-
ess, however, generates bi-dire
tional inter-pro
ess 
ommuni
ation 
ost, andintrodu
es 
oheren
e problems in the presen
e of state. It also 
ompli
ates the
reation of CGI proto
ols that 
ommuni
ate higher-order data, su
h as that ofse
tion 4.4.IO-Lite [21℄ demonstrates the performan
e advantages to programs that aremodi�ed to share immutable bu�ers instead of 
opying mutable bu�ers a
rossprote
tion domains. Sin
e the underlying memory model of MrEd provides safetyand immutable string bu�ers, our server automati
ally provides this memorymodel without the need to alter programming styles or APIs.The problem of managing resour
es in long-running appli
ations has beenidenti�ed before in the Apa
he module system [25℄, in work on resour
e 
on-tainers [6℄, and elsewhere. The Apa
he system provides a pool-based me
hanismfor freeing both memory and �le des
riptors en masse. Resour
e 
ontainers pro-vide an API for separating the ownership of resour
es from traditional pro
essboundaries. The 
ustodians in MrEd provide similar fun
tionality with a simplerAPI than those mentioned.Like our server programs, Java servlets [8℄ are 
ontent generating 
ode thatruns in the same runtime system as the server. Passing information from onerequest to the pro
essing of the next request 
annot rely on storing informationin instan
e variables sin
e the servlet may be unloaded and re-loaded by theserver. Passing values through stati
 variables does not solve the problem either,sin
e in some 
ases the server may instantiate multiple instan
es of the servleton the same JVM or on di�erent ones. Instead they provide session obje
ts thatassist the programmer with the task of manually marshaling state into and outof re-written urls, 
ookies, or se
ure so
ket layer 
onne
tions.The Java servlet interfa
e allows implementations to distribute requests tomultiple JVMs for automati
 load balan
ing purposes. La
king the subpro
essmanagement fa
ilities of MrEd's 
ustodians, they rely on an expli
it deletemethod in the servlet to shut the subpro
ess down 
ooperatively. While thisprovides more 
exibility by allowing arbitrary 
lean-up 
ode, the servlet isn'tguaranteed to 
omply.Finally, the J-Server [24℄ runs atop Java extended with operating systemsfeatures. The J-Server team identi�ed and addressed the server's need to preventdynami
 
ontent generators from shutting down the entire server, while allowingthe server to shutdown the 
ontent generators reliably. They too identi�ed the7 Jim Miller, personal 
ommuni
ation.



need for generators to 
ommuni
ate with ea
h other, but their solution employsremote method invo
ation (whi
h introdu
es both 
ost and 
oheren
e 
on
erns)instead of shared lexi
al s
ope. Their work addresses issues of resour
e a

ountingand quality of servi
e, whi
h is outside the s
ope of this paper. Their version ofJava la
ks a powerful module system and �rst-
lass 
ontinuations.6 Con
lusion and Future WorkThe 
ontent of the Web is be
oming more dynami
. The next generation ofWeb servers must therefore tightly integrate and support the 
onstru
tion ofextensible and veri�able dynami
 
ontent generators. Furthermore, they mustallow programmers to write intera
tive, dynami
 s
ripts in a more natural fashionthan engendered by 
urrent Web s
ripting fa
ilities. Finally, the servers mustthemselves be
ome more extensible and 
ustomizable.Our paper demonstrates that all these programming problems 
an be solvedwith a high-level programming language, provided it o�ers OS-style servi
esin a safe manner. Our server a

ommodates both kinds of extensibility foundin traditional servers|appli
ations, whi
h serve data, and extensions, whi
hadapt the behavior of the server itself|by exploiting its underlying modulesystem. All these features are available on the wide variety of platforms that runMrEd (both traditional operating systems and experimental kernels su
h as theOS/Kit [12℄). The result is a well-performing Web server that a

ommodatesnatural and 
exible programming paradigms without burdening programmerswith platform-spe
i�
 fa
ilities or 
omplex, error-prone dynami
 proto
ols. Wehave deployed this server for our book's widely a

essed web site.Two major areas of future work involve type systems and interoperability. Re-sear
h should explore how the essential additions to S
heme|dynami
ally link-able modules that are �rst-
lass values, threads, 
ustodians, and parameters|
an be integrated in typed fun
tional languages su
h as ML and how the typesystem 
an be exploited to provide even more safety guarantees. While MrEdalready permits programmers to interoperate with C programs through a foreign-fun
tion interfa
e, we are studying the addition of and interoperation betweenmultiple safe languages in our operating system, so programmers 
an use thelanguage of their 
hoi
e and reuse existing appli
ations [16℄.A
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