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SUMMARY

Distributed programming can be greatly simplified by language support for distributed communication,
such as that provided by remote procedure call (RPC) or remote object invocation. This paper examines
design and implementation issues in these systems, and focuses on the influence of the communication
system on a distributed program. To make the discussion concrete, we introduce a single application as
implemented in two environments: Modula-2 +, an extension of Modula-2 with RPC, and Emerald, an
object-based language that supports remote object invocation. We show that small differences in the
implementation of the communication system can have a significant impact on how distributed applications
are structured.
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types Remote procedure call

1. INTRODUCTION

Distributed programming using remote procedure call (RPC) or remote object
invocation is now becoming common. In this paper, we examine some of the
fundamental design and implementation issues in these communications systems
from the point of view of their impact on distributed applications. Our discussion
has multiple goals. First, we survey issues in distributed programming using RPC and
remote object invocation. Secondly, we present two specific distributed programming
systems and show the programming choices motivated by those systems. Thirdly, we
show how low-level implementation decisions in an RPC system can substantially
affect the design of a distributed program. Fourthly, we draw distinctions between
separate concepts that are often used synonymously. For example, we believe that
there is a substantial difference between a distributed server and a distributed
program: a distributed server is a module that exists at one or more locations on a
network and responds to client requests; a distributed program is a single logica task
that has been subdivided into co-operating, geographically distributed, parts. It is
common for a client/server paradigm to be used as a model for al distributed
programs, and this may lead to restrictions that are inappropriate. As another
example, we distinguish the concepts of location-transparent naming, in which an
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object can be referenced in a location-independent way, and location-transparent
programming, in which location is completely invisible to the programmer.

To make our discussion more concrete, we introduce an example application,
called Doodle, as implemented in two distributed environments. Doodle is a distrib-
uted program that manages ‘whiteboards’, which are windows that several workst-
ation users can write or draw on simultaneously, with each seeing an up-to-date
image of the whiteboard’s state on his or her screen.

The first implementation of Doodle was written in the Modula-2+ language * for
the DEC Firefly, * an experimental multiprocessor workstation built at the DEC
Systems Research Center. Modula-2+ is an extension of the Modula-2 language °
that, together with the Firefly’s operating system, Topaz, includes support for remote
procedure call. For comparison, we implemented a subset of Doodle in Emerald, “*°
an object-based language for writing distributed programs. Emerald executes on a
small network of MicroVAX or Sun workstations.

Our goal is not to praise or criticize either of these two programming systems,
but to use the comparison to expose design issues in distributed communications.
We believe that they are good genera representatives of the RPC or invocation-
oriented approach to distribution. However, one could certainly build an RPC system
that operates like Emerald (e.g. Hermes '), or an object-oriented one that operates
like Modula-2+.

Previous discussion has focused on the similarities and differences between pro-
cedure call and message passing in centralized systems. ® Others have focused on the
implementation of RPC and the differences between local and remote procedure
call. * * Our objective is smply to use two programming systems to help us examine
the influence of different models and implementations on distributed programming.
To do this, we examine the Doodle application from the perspective of a number of
issues. binding, locality, client/server vs. object structure, calling semantics, naming,
failure handling and program structure.

Finally, we should emphasize that the issues we discuss cross simple conceptual
boundaries; that is, in comparing the two example systems we are sometimes con-
cerned with the programming language, sometimes with the run-time support, and
sometimes with the communication model. At various points, it may seem that we
are mixing independent factors. In fact, we are doing this, precisely because most
existing systems have mixed these independent features in a corresponding way.

The following section describes the distributed programming paradigms common to
programming in these two languages, and presents model Doodle implementations.
Section 3 enumerates the issues that we believe are fundamental, and examines the
trade-offs in implementing these issues. Section 4 summarizes our discussion.

2. PROGRAMMING MODELS

Every programming system, whether explicitly or implicitly, motivates a specific
style of programming. As previously stated, one of our goas is to examine the
programming styles and design choices motivated by RPC and remote object invo-
cation systems. In this section, we first discuss the client/server model, which has
become the basis for many distributed systems. We then examine the programming
model used by distributed object-based systems.
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The client/server model

An important basis of most RPC systems, and a powerful paradigm in distributed
computing, is the client/server model. This model has been extremely useful in the
design, analysis, and growth of distributed systems. The principal objective of this
programming style is to make a collection of (possibly replicated) distributed services
available on a network of computers or workstations. A server is an executing
instance of one of these services, and a client is a program that makes use of the
service at some time during its execution. In an RPC system, clients communicate
with servers using procedure calls. These calls are intercepted by stub procedures
that are linked with the client and server. Along with the RPC run-time system,
these stub procedures facilitate the distributed communication, parameter passing,
and so on.

As an example of the use of this model, Figure 1 shows the structure of the
Modula-2+ Doodle implementation. The organization is based on the concept of a
single Doodle server with many Doodle clients. The structure of the server is shown
at the bottom of Figure 1. The server consists of a server program and local data
structures. Its main data structure, ActiveList, is a list with entries for those white-
boards that are currently in use. Each entry consists of two parts. the whiteboard
itself, which includes its name and state (i.e. all the text, lines and curves currently
written on the whiteboard), and the list of current users.
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Figure 1. Modula-2+ Doodle implementation
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Each Doodle user runs a copy of the client program, which maintains local data
structures on his workstation. The client-local data structures are essentially local
copies of the server’ s data structures for the user’s currently active whiteboard; these
are replicated for performance reasons. The top of Figure 1 shows this structure on
two different workstations.

The RPC-based Doodle system operates as follows. A user wishing to run Doodle
executes a copy of the Doodle client program, which establishes a connection to the
Doodle server (this process, called binding, is described in detail in Section 3 ). Once
the binding has completed, the user opens a whiteboard of interest by name. If that
whiteboard exists, the server will add the user to the whiteboard’s userlist. The
server then returns a copy of the white board’s current state to the client program,
which displays an image of the whiteboard on the user’s display. Otherwise, the
server creates a new whiteboard with the specified name, makes a new entry in its
active list (initializing the userlist), and informs the client.

When a user writes to a whiteboard, the client program first modifies the local
copy of the whiteboard’s state and the image on the user’s display. Thisis mainly a
performance issue: it is most important that the drawing user have real-time feedback
on his changes. The client then sends the changes to the server, which updates the
global data structures and propagates the changes to other users of that whiteboard.

The object model

Distributed object-oriented systems are a natural outgrowth of object-based
operating systems and languages whose use began in the late 1960s and early 1970s.
In these systems, every resource or abstraction is represented by an object. An object
consists of some private data and the private and public operations (procedures) that
manipulate that data. Each object is referenced via a unique name or address.

In a distributed object-based system, objects can reside on any node. Objects
communicate by invoking operations on other objects. An invocation is essentially
a (remote or local) procedure call; the invocation specifies a target object, the name
of a public operation on that object, and some parameters. Invocations, like remote
procedure calls, are typically synchronous. The binding of the calling object to the
called object, as well as the parameter passing, is handled dynamically by the run-
time system. In most distributed object-based systems, al invocations (at least
conceptually) pass through the kernel or run-time system.

Figure 2 shows the structure of the Emerald implementation of Doodle. In this
implementation, all of the data structures are implemented as Emerald objects.
Furthermore, the system is organized in three somewhat separate parts.

On the left of Figure 2 is a whiteboard directory object. This object maintains a
list, similar to ActiveList in the Modula-2+ implementation, with entries for every
whiteboard in the system. Each entry object, as shown in the centre of the Figure,
consists of references to a whiteboard object and its associated userlist object. (These
objects could exist in one of several locations, which we will discuss later. ) Each
whiteboard object has references to its name and state objects.

The right-hand side of Figure 2 shows the structure of the Emerald-based Doodle
system on one client node. Each Doodle user runs a copy of the client object, which
provides the client interface. The client object has a reference to the entry in the
whiteboard directory’s list that contains the whiteboard it is using, and a reference
to a whiteboard object that is the client’s local copy.
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Figure 2. Emerald Doodle implementation

A user opens awhiteboard by specifying the whiteboard’ s name. The client object
sends this name, together with a self reference, to the whiteboard directory. The
directory examines its list for an entry with the named whiteboard. If there is an
entry with a whiteboard of that name in the list, it will reply with a reference to
that entry. Otherwise it will create a new entry for a whiteboard of that name and
return a reference to that entry. In either case, the directory adds a reference for
the client to the whiteboard's userlist, and returns a whiteboard reference to the
client for the client’s use.

Whenever aclient writes to a whiteboard, it modifies the local whiteboard’s state,
along with the image on the user’s display. The client then modifies the whiteboard
object whose reference it received from the directory. It does this by invoking that
whiteboard object. That whiteboard object then notifies the other clients of the
changes by using references on the userlist to contact them.

3. ISSUES

This section presents some of the issues in the design and implementation of RPC-
based and invocation-based distributed applications. These issues focus our discussion
of the two systems (Modula-2+ and Emerald) and help us to describe trade-offs and
to understand how each system operates. Many of these issues are closely interrelated
and although the discussions may overlap, different sections take different points of
view. The Doodle system, introduced above, is used in some sections to demonstrate
the application impact of the various trade-offs.

Binding

Binding is the process of establishing communication between two parties. Through
binding, the parties determine the addresses of their partners and the protocols to
be used for the communication. On a single node, modules communicate using
procedure call and return, and address each other using virtual addresses; the binding
is performed by the compiler or linker. In a network, there are various choices for
how and when binding is made, and these choices affect both the performance and
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flexibility of the application. In the most static case, binding is performed at compile
time. That is, the two communicating programs know the explicit network locations
of their partners. In the most general case, binding can be performed at every
interaction. Options exist in the middle that permit trade-offs between flexibility and
performance; RPC systems have typically chosen early binding, which permits call-
time performance optimizations, whereas invocation-oriented systems have chosen
late binding, which permits flexibility.

In most RPC systems, including Modula-2+, binding is performed at run-time,
typically when a client program begins execution. The binding is explicit, i.e. it is
programmed by both the application and server programmers. An important advan-
tage of this design is that RPC can be implemented as a run-time system without
modification of compilers or linkers.

When a server begins executing, it issues an export call, which registers the server’s
name and address with a network-wide name service. When a client begins executing,
it issues an import call, which checks the name-server database and returns the
appropriate addressing information to the client’s RPC run-time system. The run-
time system on the client node then performs a remote bind call to the server node,
which establishes the connection to be used for the duration of the client/server
interaction ™ This binding process typically uses a network name-server, such as
Grapevine “ Once binding is completed, the client can issue remote procedure call
requests to the server.

In Emerald, binding is performed by the run-time system (the Emerald kernel)
on every cal. When one object wishes to interact with another, it invokes an
operation on the target object, using a handle (address) that it has obtained, typically
through a directory look-up or similar operation. Conceptually, on each invocation,
the Emerald kernel must examine the target object address and locate the object.
Emerald does not have a centralized name server. Instead, it uses a protocol for
querying other kernels in order to locate the target object. ” ™ In the worst case,
this requires a type of reliable broadcast to all kernels. However, once an object is
located, the caller’s node remembers where that object was last known to reside.
An invocation to that object is thus sent to its last known residence; if the object
has moved, that node is likely to know where it went.

For static (compile-time) binding, the client and server must each exist at one and
only one location. If either node goes down, neither the client nor the server can
run. The advantage of RPC-style run-time binding is that the client can locate an
appropriate server (possibly one of several) at execution time. A second advantage
of explicit binding is call-time performance. Once the binding is completed, however,
the client and server must not move. This restriction is not severe, depending on
the style of client/server interactions; often in a client/server model the duration of
the interaction is short. The programmer could, if needed, explicitly handle server
failures and attempt to rebind after the failure. In the case of per-call binding, client
and server can move at any time. This mobility can be used, for example, to adjust
to changing workloads and to compensate for topological changes. Because per-call
binding first assumes that the target has not moved, performance in the normal case
is as good as the static binding or RPC-style binding, but flexibility is retained to
handle the case where the target has moved, invisibly to the application.

Notice that there are two ways in which binding is visible to the distributed
application in RPC systems, and both affect the potential for mobility. First is the
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fact that binding is typicaly performed once at client and server start-up time.
Second is the fact that binding must be explicit. That is, even if application-level re-
binding is used to handle mobility, only modules that explicitly export themselves
would be capable of moving in any case, because it would be impossible to locate
them otherwise. If aloca module were to move to a remote node, it would need
to export itself following the move. Furthermore, clients of the object, some of them
formerly local neighbours, would now have to import the module following the
move. Finally, the decision of how and when binding occurs seems somewhat
orthogonal to the semantics of the procedure call mechanism itself, however it
changes the way in which a program must be structured. We discuss this issue more
in the next two sections.

L ocality

Selecting the proper location for the components of a distributed application is an
important part of its design. Co-locating frequently-communicating elements can
improve performance, while replication and decentralization can improve reliability.
The correct location of components depends on the requirements of the application
and the configuration of the system on which it is running.

In the case of Doodle there are severa variations possible. If a whiteboard has
only one user then it is reasonable to co-locate the whiteboard and user. In general,
this co-location will be more efficient, and with only one user of a whiteboard, there
is no advantage to distribution. When there are multiple users of a whiteboard,
however, some parts of the state of the whiteboard must be replicated. In this case,
either the co-ordination of the whiteboards can be completely distributed among its
users, or there can be a centralized whiteboard manager. If the number of clientsis
large, the whiteboard manager may become computationally expensive, at which
point it might be preferable to locate the manager separately from the users. Notice
that as the number of whiteboard users changes, parts of the Doodle system may
need to move. To alow this flexibility a programming model must provide for the
specification of the location of components and have the ability to move them.

In the Modula-2+ implementation of Doodle, the location of the whiteboard
server depends on the location of the first client to execute Doodle. (Conceptually
it is also possible to start the server independently, however, unless its location is
fixed a priori by the designer, there is no way to include this location as part of the
design.) Whereas the Modula-2+ implementation has one whiteboard server manag-
ing al whiteboards, it is possible to split up the management into many servers, for
example, to make each whiteboard an independent server. Although this solution
can certainly be implemented in Modula-2+, there is in general a fair amount of
conceptual, programming, and run-time overhead associated with a server. For
example, since each server istypically a separate address space, making each white-
board a server makes them more expensive to communicate with on the same node.
Furthermore, this creates a problem with respect to naming; that is, the name server
would have to handle multiple servers with the same name, and the client would
have to select the appropriate server instance. Overall, these issues lead programmers
to reduce the number of serversin an application, thus causing the creation of fewer
but larger servers.
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In the Emerald implementation, there is a single whiteboard directory object. The
whiteboard directory simply maintains the names and references of open white-
boards. Because every whiteboard is an object, it is inherently a ‘server’, in part
because it encapsulates code and data, making it completely self-contained; in
comparison, an instance of a datatype is arecord that contains data only. This fact,
in addition to the per-call binding, allows any object to move at any time indepen-
dently of other objects that it is communicating with. For example, if the creator of
a whiteboard closes it while the whiteboard is still in use, the whiteboard object
could easily move itself to the site of the remaining user; no other objects need to
be notified of the move, even though other objects may be in communication with
that whiteboard.

In the previous section, we argued that the visibility of binding had an impact on
the application and complicated its structure, whereas here we are arguing that
location needs to be visible. These may seem to be contradictory points of view, but
we believe they are not. Location transparency, often lauded as agoal for distributed
programming models, can be examined from two different perspectives. Communi-
cations systems should provide location transparency with respect to naming and
programming semantics; local and remote communications—messages, procedure
calls or invocations—should be identical to simplify programming. However, we
believe that distributed systems should not provide transparency to the extent that
it is difficult to express location semantics when desired, either to gain location-
specific knowledge, or to respond dynamically to that knowledge.

Clients, servers and objects

Section 2 introduced the client/server model, which has been the basis for many
systems. There are, however, a number of restrictions of this model that limit the
generality with which distributed applications can be constructed. It is not, in fact,
clear whether these restrictions are due to the model itself or to the way in which
the model is often implemented. These design choices are not inherent in either the
client/server model or in RPC, yet they are common in RPC systems.

For example, an underlying assumption is that servers are well-known, long-lived
entities in the system. Because of this assumption, the process of registering a server
(the export process) is not considered to be a frequent event and is typically not
optimized. In fact, it may take some time before name server updates are propagated
throughout the system; during this time, attempts to import a new server may fail.
Clients, on the other hand, are assumed to be short-lived entities. Therefore, a client
does not register with the name server.

Because of these differences, clients and servers are not equal parties in the
communication. First, not al modules are servers because a server module must
explicitly export itself, as previously noted. Secondly, the protocol is typicaly asym-
metric and is intended for request/response, master/slave requests: the client sends
a query, the server responds, and the communication is complete. In general, the
system is not intended either for an exchange of roles (between client and server)
or for a relationship between peers. A true peer relationship in an RPC system
requires each peer to be both a client and a server.

Suppose we wished the whiteboards within the server’s domain to be servers
whereas the whiteboards within the client’s domain are simply local data structures;
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this would require two versions of the whiteboard module: a server version and a
non-server version. Or, we could always use a server, both locally and remotely,
but the local whiteboard server would exist in a separate address space and would
still require intraamachine RPCS from the client program to access its operations.
These distinctions between conceptually identical implementations add complexity
for the application designer.

The non-equality of roles becomes apparent in Doodle because the whiteboard
server must asynchronously inform clients of changes to a whiteboard. At that time,
the roles have reversed; it is the server who is acting as a client of the client’s
whiteboard.  In many RPC systems, this reversal is not easily made; there is no
simple way for the server to call the client. To get around this problem, each client
could create additional threads to issue RPC requests to the server. The server
leaves these requests unanswered; then, when the server wishes to contact the client,
it does so by responding to one of the outstanding RPCS. The existence of such
threads causes additional design and implementation headaches in the client; for
example, the threads may have to be shut down and restarted if an error occurs.

This problem can be easily solved in RPC systems by including a callback facility.
Callback permits the server to determine the address of a client and to issue an RPC
to that client either during or following the client-to-server RPC. Callback can be
implemented by including either avisible or invisible parameter with RPC requests,
namely the RPC binding information for the client. The RPC binding information is
maintained as an opague record that contains the low-level client-specific addressing
information; it must be maintained in this way because the client has not registered
with the name server, so a name cannot be used to specify the target of the callback.
Calback greatly simplifies this server—client interaction, but still, in cases where
client and server wish to be peers, communication is not equally simple in both
directions.

We noted previously that in Emerald, every whiteboard is a server. In fact, in an
object-oriented system like Emerald, everything is a server because every object can
respond to remote (and local) invocations. The only difference between a remote
object and alocal object isthat a reference to the remote object has crossed machine
boundaries. This means that the same whiteboard object can be used by the client
and server, and the choice of placement for the whiteboard object can change
dynamically. Furthermore, the whiteboards can easily invoke each other, since object
addresses are easily passed as parameters (in fact, they are the only parameters);
the object-to-object relationship is inherently symmetrical.

Calling semantics and naming

An important issue in distributed systems is the parameter-passing semantics of
remote procedure calls or remote invocations. how should parameters be passed
across machine boundaries? In non-distributed systems, the programmer typically
has a choice of call-by-reference or call-by-value. However, in most distributed
systems, call-by-reference is not possible because addresses cannot be passed across
the network; therefore, call-by-value (or call-by-value-result) must be used.

Still, with call-by-value, the system must be able to transmit the addressed entity,
which may be a data type instance, across the network. The process of placing
parameters into a message packet, and later taking them off and reconstructing the
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data, is called marshalling in an RPC system. Marshalling can be done in several
ways, depending on the support provided to the programmer by the RPC system.
In some RPC systems, a programmer must explicitly code calls to marshalling
procedures, a tedious and error-prone process. In most systems a stub compiler
program reads a high-level specification of a server’s interface and automatically
produces calls to marshalling procedures; these calls are part of the stub called
locally when an RPC occurs. ™™ In the Argus system, each abstract data type can
be asked to encode itself into a form suitable for transmission to other systems. *
This gives the programmer the flexibility to define a standardized on-the-wire format
for a data type.

The major problem is not that call-by-value and call-by-reference are different,
but that call-by-value replicates a data type instance during the duration of the
RPC call. Assuming that concurrency exists in a distributed system, each instance
represents a state that is potentially shared among several processes. Concurrent
access to that state must be controlled through a synchronization mechanism, such
as monitors. In fact, a principa objective of abstract data types is the synchronization
of shared access, as well as implementation independence. * In a call-by-value RPC,
however, the server is not accessing shared state, but is accessing a copy of the state;
at the time the argument is accessed, it may be out of date. Similarly, with call-by-
value-result, the effect will be the same as call-by-reference only if no other accesses
to that state occurred on the source node in the duration of the call. The result is
that all shared instances must be controlled by servers, since only the server can
guarantee sequential access if needed. Having a data type with concurrency control
is not sufficient if an instance of that data type can be passed as a call-by-value-
result parameter. This is an issue that exists in centralized systems independent of
RPC; however, the problem is greatly magnified by the existence of true concurrency
in distributed systems.

An aternative approach to the problem of calling semantics and naming is the
distributed virtual memory implemented in the Ivy system. *” * In lvy, a single
address space exists across nodes; the memory manager traps program accesses to
shared store and exchanges coherency messages with memory managers on other
nodes. From the programmer’s point of view, distributed processes communicate
through shared memory as they would on a centralized system. Distributed processes
can therefore exchange and share addresses. If one built an RPC system on top of
Ivy, call-by-reference could be trivially used for parameter passing.

In distributed object-oriented systems, it is also possible to have a single object
name space that spans machine boundaries. Each object has a network-wide unique
identifier (its ID or address) that can be used to reference the object in a location-
independent manner. This obviously implies a level of indirection; all object refer-
ences must occur through a descriptor mechanism so that remote references can be
detected and trapped. Given such a mechanism, call-by-reference can be provided
easily. In fact, conceptually the only parameter-passing mechanism in an object-
oriented system is call-by-object-reference. Thus, to give someone access to an
object, all one does is to pass its address, independent of the location of the object
or the receiver of its address.

The network-wide object name space can be managed in several ways. In Emerald,
each object has a unique ID. Each node manages its own virtual address space and
maintains a table to map IDs into local virtual addresses. As an aternative, a
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merging of the Ivy and Emerald scheme occurs in Amber, * an Emerald successor,
in which a single virtual address space is maintained across nodes, with the virtual
address being used as the network-wide unique object identifier. An object’s data
exists only on one node at a time, and an invocation to a remote object is trapped
in software, causing a remote invocation.

The problem with call-by-reference in a distributed object-oriented system is
performance. When one object performs a remote invocation of another, passing it
references to parameter objects, the receiver will probably cause remote invocations
when it attempts to invoke those parameters. In many cases, these remote invocations
are unavoidable. However, there are cases in which a call-by-value mechanism would
make more sense with respect to performance. For example, if the parameter object
isimmutable, then sending a copy of it would be semantically equivalent to call-by-
reference. Obviously this can be done for immutable objects such as integers, as
well as for structures of immutable.

It may aso be possible to decrease the cost of a remote call-by-reference parameter
by moving the parameter object to the calling site for the duration of the call. The
Emerald system has this capability, and moving objects has been shown to have
performance improvement potential, depending on the nature of the parameter
object being moved (e.g. its size and the number of active invocations). Once again,
moving an object is different than call-by-value because the object represents shared
state

In some RPC systems, the parameter-passing semantics may differ depending on
whether the server is remote or co-resident on the client’s node. The difference may
be due to performance optimizations using shared memory that become possible in
intra-node RPCS. This has the potential to cause subtle errors, particularly with
concurrent processes, if a parameter is passed sometimes by value-result and other
times by reference.

Once again, the problem for the application is that local and remote communi-
cation may be different in some systems. This adds complexity to program design
and implementation, and can lead to subtle bugs. For example, a correctly operating
client could fail when, following a reconfiguration, a facility that was previously
available locally becomes available remotely.

It is somewhat unfair to compare Emerald and vy with Modula-2+ with respect
to naming, and it is important to point out a crucia difference in goals. Emerald
and lvy provide an integrated distributed programming environment, in particular,
with a unified global address space. In contrast, Modula-2+, and RPC systems in
general, attempt only to simplify communication by unifying local and remote
communication through a procedure call paradigm. There is a substantial difference
between building an integrated distributed environment and simply integrating
remote communication into a programming language. An advantage of the RPC
approach, however, is that it can more easily accommodate heterogeneity of langu-
age, operating system, and hardware environments.” Furthermore, RPC is easily
integrated into a traditional programming system.

Failure handling

A magjor difference between centralized and distributed systems is in their failure
modes. Failures are a difficult matter in distributed systems, and particularly in
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systems such as Emerald in which distribution is transparent. In both RPC and
distributed object systems, much effort goes into making remote and local calls
identical to the extent possible in each particular system. In general, hiding the
details of distribution from the programmer simplifies the programming of distributed
applications. Failures constitute a notable exception to this rule.

Although it is possible to make local and remote invocations largely identical, it
is not possible to make remote invocations obey all of the properties of local
invocations. For example, whereas local procedures on a single node can raise error
conditions, they do not time-out, they do not become temporarily unreachable and
they do not crash independently of the calling procedure. Thus, a local procedure
call is typically not equipped to handle such failures.

As we have noted, there is a difference between making distribution transparent
from a programming language point of view (i.e. hiding the details of the remote
communication) and making the existence of distribution invisible. In an RPC-based
system, programmers typically know which calls are to remote servers, and which
are not. This explicit knowledge makes it possible to handle remote server failures
in asensible way.

In Emerald, on the other hand, every object invocation is potentially remote. As
we have seen, this in part gives the system its flexibility, and in the absence of
failures, there should be no problem. However, in the presence of failures, it is
difficult to imagine coding every invocation as if it might fail due to errors in
accessing a remote object. One solution to this might be to add pragmas to the
language indicating what invocations or objects are potentially remote.

In either case, the transactional model might be more appropriate for dealing with
failures than explicit failure handlers. Transactions have been integrated both with
object-oriented and data-oriented distributed systems to provide a more uniform
approach to programming in an environment where failures are expected .”*

4. CONCLUSIONS

The objective of this paper was to examine design issues and design decisionsin the
construction of distributed programming environments and communication systems.
To make the discussion concrete, we examined a single application, called Doodle,
as implemented in two environments. Modula-2+, an extension of Modula-2 with
RPC, and Emerald, an object-based language that supports remote object invocation.
We have seen that low-level design decisionsin both language support and interpro-
cessor communication can affect the structure of a distributed application, sometimes
in subtle ways. Many of these design decisions affect the generality with which
distribution can be supported, as well as the ability of the application to adapt to
changes and failures at run-time.

Perhaps the most important message is that there is a significant difference between
providing support for distributed servers and providing support for distributed pro-
grams. A distributed server is a module that resides on one or more network nodes
and responds to queries from its clients. Servers tend to be rather static, long-lived
entities. On the other hand, a distributed program is a single program whose
components may be distributed across several nodes. A distributed program may
have more dynamic requirements for using distributed resources.
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We believe that the difference between object-oriented and data-oriented langu-
ages is more pronounced in a distributed system. In a single sequential system, the
encapsulation provided by objects (the integration of code and data) is a logical
concept. In a distributed system, the encapsulation is physical; it simplifies mobility
and the enforcement of location-independent addressing.

One important issue is the extent to which the programming model encompasses
all of the concepts needed to build a program in the intended environment. Most
early distributed programming systems simply provided message primitives at the
operating system level. The programmer used whatever language was appropriate,
and then manually handled communication through run-time calls. The communi-
cation was completely outside of the scope of the programming language, and the
programmer had to package data explicitly within message packets, and multiplex
or demultiplex messages. At this point, alarge amount of detail about the communi-
cation system was visible and necessary for distributed programming.

Remote procedure call removes much of the detail that was required of program-
mers in message-oriented systems. Programmers in RPC systems can ignore the
complexities of sending and receiving messages, building packets and so on. How-
ever, as our discussion has shown, some of the details of the communication system
are still visible, although to a much smaller extent than before. Furthermore, some
of the distribution facilities visible to the programmer are a result of the programming
language, some are part of the RPC programming system, and some are the result
of the underlying RPC run-time system.

More integrated systems, such as Emerald or Ivy, completely remove the distinc-
tion between the run-time system and the programming language. This can be done
in one of two ways, either by bringing the complete distributed programming model
into the language, as is done in Emerald, or by implementing a uniform, distributed
virtual memory under the programming language, as is done in Ivy. The advantages
of this approach have been described in this paper. The disadvantage of this
approach, as previously mentioned, is that it requires the distributed program to
operate in a separate environment, making it more difficult to integrate into existing
systems.

In conclusion, the greater the extent to which different levels of implementation
(e.g. language, stubs and run-time system) are visible to the programmer, the greater
the complexity of programming. Finaly, the differences we have discussed are not
inherent in RPC or object-oriented systems, per se; they are just dimensions in the
design space that could be incorporated into either system style.
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