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In this work, we investigate a decentralized control approach to dynamical systems
where the control loops are spread over a network. In such a decentralized net-
worked control systems (DecNCS), the subsystems are communicating with each
other via a shared communication network. The properties of the network such as
delay, packet dropout, varying sample interval and induced errors must be studied
when designing the control system. These properties add restrictions and diffi-
culties in the control loop that are not present in traditional control loops. It is
important in the design of the control strategy to identify how the control loop is
structured and where the network comes into the picture. Also, the general struc-
ture of a decentralized networked control system is described along with the main

characteristics, magjor problems, network communication parameters and the tech-



niques of handling lost control data. The proposed approach that is applied to a
selected real-life application, which is the signalized traffic coordination and control
problem, is discussed here over different traffic light control structures over com-
munication links, including the decentralized, quasi-decentralized, distributed and
hierarchical networked structures. These structures are used for coordinating mul-
tiple intersections, which could be a great application of networked control problem
control for the signalized traffic light intersections that will help the designer to
achieve certain objectives. Some of these objectives are to minimize the waiting
time during the red light period and perform better control in the next green cycle,
maximize the flow between consecutive intersections which will minimize both the
number of stops and the average waiting time during the trip. Other objectives
will also be highlighted in this work. An extensive and collective literature survey
about all models used for traffic control problem is presented here. A state-space
model of traffic dynamics under these different control structures is proposed. The
model takes into account the effects of lossy communication links such as net-
worked induced delays, packet dropout, communication constraints and varying
sample interval. Also, a sufficient condition for system stability is provided based
on LMI. Finally, a comparison of different types of networked control systems and

performance analysis were done using simulation.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

Centralized control, although very widely deployed , is neither robust nor scalable
to complex large-scale dynamical systems with their measurements distributed
over a large geographical region. The main reasons for this, are first, the compu-
tational complexity of employing such centralized controller is very high. Second,
the distribution of the sensors over a vast geographical region poses a large com-
munication burden which may add long delays and loss of data to the control
process. Third, the centralized mechanism is harder to adapt to the changes in
the large-scale system. Fourth, the large-scale system can be composed of smaller
subsystems with poorly modeled interactions between them and the centralized
control is not robust to such interactions.

Decentralized Control offers a classical alternative which removes the difficul-
ties caused by centralization. In this approach, the large-scale system is decom-
posed into N subsystems. This decomposition can be constructed based on the
geographical distribution of the global system, constraints on the measurements
availability, weak coupling between the subsystems, and many other criteria. After

the system decomposition, a local low-order control is built for each subsystem so



that it operates on local measurements. Hence, decentralized control of large-scale
systems is having an increasingly important role in real-world problems because of
its scalability, robustness and computational efficiency. Applications can be found
in many areas like aircraft formations, power systems, platoons control, environ-
mental monitoring, water transportation networks and communication networks.

In the other hand, the recent technological advances in communication net-
works and the decreasing in cost and size of electronics have promoted the appear-
ance of large inexpensive interconnected systems, each with computational and
sensing capabilities. Therefore, the systems are distributed with components com-
municating over networks. Such a setting has a number of features that seriously
challenge the controller design. First, the controllers are in decentralized structure
which means that they do not share information. If we want to consider a central-
ized controller, then huge bandwidth associated with using a centralized control
structure would be limited by long delays induced by the communication between
the centralized controller and distant sensors and actuators over a communication
network. The second challenge, when considering control of a large-scale system,
introduce the unpractical assumption that all states are measured. Therefore an
output-based controller is needed.

Note that an observer-based controller offers the advantage of reducing the
number of sensors, which alleviates the demands on the network design. Finally,
the observer-based controller needs to have certain robustness properties when
using a communication network. However, the drawback is that the control sys-
tem is susceptible to undesirable side-effects such as: time-varying delays, packet
dropouts, varying sampling intervals, quantization and communication constraints
(the latter meaning that not all information can be sent over the network at once).
Other approaches are also presented to overcome the problems with decentralized

control which is the quasi-decentralized where we allow limited communications



which is a very useful approach and need lower bandwidth than the distributed
control where all communications are allowed.

After reviewing a number of architectures for the control of interconnected
and networked control systems considering a widespread industrial application of
distributed, networked and hierarchical solutions, many fundamental problems are
yet to be solved. Moreover, Many theoretical contributions are required to develop
efficient algorithms with guaranteed properties, such as stability and performance
for decentralized networked control systems, where few results are available for

the decentralized control over a network.

1.2 Organization of the thesis

This thesis contains five chapters followed by appendices that cover some impor-

tant control knowledge. In the following we will describe in brief each chapter:

e Chapter 1 which is the introduction.

e Chapter 2 provides a collective survey about different control structures
of decentralized, distributed, hierarchical and networked control for inter-
connected dynamical systems. Attention is focused on the classification of

control approaches and also presents the control extensions for each.

e Chapter 3 investigates a decentralized control approach to dynamical sys-
tems where the control loops are spread over a network. In such a de-
centralized networked control systems (DecNCS), the subsystems are com-
municating with each other over a shared communication network. The
general structure of a decentralized networked control system is described,
along with the main characteristics, major problems, network communica-

tion effects and the techniques of handling lost control data. Also, we have



presented a generic model for a discrete-time linear system that captures
all network aspects and provides insight into how they influence each other.
A Closed-loop model is derived based on LMI stability conditions. Finally,

simulation of standard system and solution verification were presented.

Chapter 4, This chapter starts with motivation of improving performance
by coordinating multiple intersections based on different traffic light con-
trol structures over communication links, including the decentralized, quasi-
decentralized, distributed and hierarchical networked control. These struc-
tures are used for signalized traffic multi-intersections control and coordi-
nating, which could be a great application of networked control problem
in the field of the traffic engineering and control. It will also help the de-
signer or the control engineer to achieve certain objectives. Some of these
objectives are to minimize the waiting time during the red light period and
perform better control in the next green cycle, maximize the flow between
consecutive intersections which will minimize the number of stops, mini-
mize the average waiting time during the trip and more will be highlighted
in this chapter. An extensive literature survey was done about all models
used for traffic control problem. A state-space model of traffic dynamics un-
der different control structures is proposed. The model takes into account
the effects of lossy communication links such as networked induced delays,
packet dropout, communication constraints and varying sample intervals.
Also, a sufficient condition for system stability is provided based on LMI.
Finally, detailed simulations for the selected application of different experi-
ments were done on multi signalized intersections control and coordination
with different environments, control strategies and targets (e.g. showing
the effects of network, performance comparison between proposed control

strategies, complexity issues...etc).



e Chapter 5 include the conclusion and possible future work directions.

1.3 Thesis Objectives

This thesis covered several objectives and all were achieved and to the best of
our knowledge, the problems solved were not dealt within the literature before
in the way it was treated here. The following shows the main objectives and

contributions of the thesis:
1. Comprehensive Literature survey on control strategies.

2. Develop a generic model describing the decentralized, quasi, distributed con-
trol systems over a communication network considering all network side ef-

fects.

3. An observer based controller design that is robust to the communication link

side effects and the related closed Loop models for each control strategy.
4. Develop a sufficient condition for system stability (LMI-based).

5. Compare different types of networked control systems using simple simula-

tion.

6. Comparative Study applied on control application (Signalized Traffic Multi-
Intersections Control (STMIC)) with an extensive and collective survey on

the selected application.

7. Develop a state space model for the signalized intersection control problem
and traffic dynamics that covers the proposed control strategies (Decentral-
ized, Distributed and Quasi-Decentralized) and it must take into account

the effects of lossy communication links.



8. Present a meaningful discussion on traffic constraints,complexity study and

cycle time.

Also, we will list the publications out of this thesis and the submitted ones.

1. Paper submitted: Title ”’New Approach to Decentralized Control
over Communication Networks” to the International Journal of Ro-

bust and Nonlinear Control.

2. Paper submitted Title ” Control Strategies over Communication Net-
work for Signalized Traffic Intersections” to the IEEE Transactions

on Vehicular Technology.

3. Paper submitted: Title Architectures for Distributed and Hierarchi-

cal Networked Control Systems- A Survey ., Int. J. Systems Science.

4. Paper submitted and accepted: Title ”Signalized Traffic Intersections
Control with Uncertainties Over Lossy Networks”, to the 4th Inter-
national Conference of Soft Computing and Pattern Recognition, SoCPaR

2012.

5. Book Chapter Published: Title Book title: Wireless Sensor Networks
-Technology and Applications and the Chapter title: Wireless Sen-
sors Network Applications:A Decentralized Approach for Traffic
Control and Management, InTech, ISBN 978-953-51-0676-0, Published
in July 18, 2012.

1.4 Terms and Terminology

In the following, we define some terms that are used in the forthcoming chapters

of this thesis.



. Controller: In control theory, a controller is a device, possibly in the form
of a chip, analogue electronics, or computer, which monitors and physically
alters the operating conditions of a given dynamical system to achieve a

desired objective.

. Sensor: A sensor (also called detector) is a converter that measures a physi-
cal quantity and converts it into a signal which can be read by an observer or
by an (today mostly electronic) instrument. (e.g. A thermocouple converts

temperature to an output voltage which can be read by a voltmeter).

. Actuator: It is a device which transforms an input signal (e.g. an electrical
signal) into action (e.g. motion). Electrical motors, pneumatic actuators,
hydraulic pistons, relays, comb drives, piezo-electric actuators and electro-

active polymers are some examples of such actuators.

. Open Loop Controller: An open-loop controller, also called a non-feedback
controller, is a type of controller that computes its input into a system using

only the current state and its model of the system.

. Closed-Loop Controller: Also, called Feedback Controller, is a process in
which information about the past or the present influences the same phe-
nomenon in the present or future output. As part of a chain of cause-and-

effect that forms a circuit or loop, the event is said to ”fed back” into itself.

. Nash Equilibrium: A concept of game theory where the optimal outcome
of a game is one where no player has an incentive to deviate from his or
her chosen strategy after considering an opponent’s choice. Overall, an in-
dividual can receive no incremental benefit from changing actions, assuming
other players remain constant in their strategies. A game may have multiple

Nash equilibria or none at all.



10.

11.

12.

13.

14.

Queue/Link Capacity: is defined by the maximum number of vehicles for
link ¢ and it can be determined by the length of link between two intersec-

tions.

Cycle: A cycle is a complete sequence of intervals or a complete sequence of

signal indications.

Cycle Time: the cycle time T'c is the time required to complete the execu-
tion of all phases for the intersection and it shall be bounded by a certain

maximum value.

Cycle offset: defines the starting time of a cycle relative to other traffic lights

and it can be adjusted to let several lights cooperate and lead to green waves.

Green Period: or green time T'g is the interval in seconds of green indication
for link or queue at a signalized intersection 7 shall not exceed certain value

to be fair with other links during the same cycle time.

Phase: a phase is any period in a cycle where non-conflicting traffic move-
ments may run. A phase is the part of the cycle assigned to a fixed set
of traffic movements. When any of these movements change, the phase

changes.

Yellow Change interval: This is an interval in which yellow indications tell
drivers in the phase with the right-of-way that their movement is about to

lose its right-of-way.

Red Clearance interval: This describes the interval when all of the indica-
tions are red and is a safety measure designed to give the oncoming traffic

enough time to clear the intersection before the next phase begins.



15.

16.

17.

18.

19.

20.

21.

22.

Intergreen time: This is the summation of the time allocated to the change

and clearance intervals for a given phase (yellow and all red time).

Green Split: how long each phase will have the right of way (green indica-

tion).

Effective green time: which is the time that a movement is going, regardless
of the indication shown (i.e. people going on yellow or not going at the start
of a phase). Also, can be defined as the time during which a given traffic
movement or set of movements may proceed; it is equal to the cycle length

minus the effective red time.

Saturation flow rate: is the number of vehicles served by a lane for one
hour of green time. In order to determine saturation flow rate, we must
know the headway and saturation headway. Also, can be defined as the
equivalent hourly rate at which previously queued vehicles can traverse an
intersection approach under prevailing conditions, assuming that the green

signal is available at all times and no lost times are experienced.

Headway: is the time interval between the passage of successive vehicles
moving in the same lane measured from head to head as they pass a point

on the road.

Saturation headway: is the headway of the vehicles in a ”stable moving

platoon” passing through a green light.

Change and clearance interval: The yellow plus all-red interval that occurs
between phases of a traffic signal to provide for clearance of the intersection

before conflicting movements are released.

Clearance lost time: The time between signal phases during which an inter-

section is not used by any traffic



23.

24.

25.

26.

27.

28.

29.

30.

Control delay: The component of delay that results when a control signal
causes a lane group to reduce speed or to stop; it is measured by comparison

with the uncontrolled condition.

Effective red time: The time during which a given traffic movement or set
of movements is directed to stop; it is equal to the cycle length minus the

effective green time.

Extension of effective green time: The amount of the change and clearance
interval, at the end of the phase for a lane group, that is usable for movement

of its vehicles.

Interval: A period of time in which all traffic signal indications remain

constant.

Red time: The period in the signal cycle during which, for a given phase or

lane group, the signal is red

Start-up lost time (Startup Delay): The additional time consumed by the
first few vehicles in a queue at a signalized intersection above and beyond
the saturation headway, because of the need to react to the initiation of the

green phase and to accelerate.

Total lost time: The total lost time per cycle during which the intersection
is effectively not used by any movement, which occurs during the change

and clearance intervals and at the beginning of most phases.

NEMA : The National Electrical Manufacturers Association (NEMA) is a
trade association with 450 member organizations that sets standards for
the generation, distribution, transmission, control and end-use of electricity.

NEMA works in conjunction with the National Transportation Commu-

10



nications for Intelligent Transportation Systems Protocol to set standards

governing traffic signals.

31. Flow (f): Number of vehicles passing a certain point during a given time

period, in vehicles per hour (veh/hr).
32. Speed (v): The rate at which vehicles travel (Km/h)

33. Density (d): Number of vehicles occupying a certain space. Given as veh/m,

d= f/v.

34. Shockwave: Low density traffic meets high density traffic.

1.4.1 Notations and Facts

In the sequel, the Euclidean norm is used for vectors. We use W' and W~ to
denote the transpose and the inverse of any square matrix W, respectively. We
use W > 0 to denote a symmetric positive definite matrix W and I to denote the
n X n identity matrix. Matrices, if their dimensions are not explicitly stated, are
assumed to be compatible for algebraic operations. In symmetric block matrices
or complex matrix expressions, we use the symbol e to represent a term that is
induced by symmetry.

Sometimes, the arguments of a function will be omitted when no confusion

can arise.

11



CHAPTER 2

LITERATURE SURVEY

2.1 Introduction

A wide class of control systems consists of interconnected controllers, sensors and
actuators that have been successfully implemented using point-to-point architec-
ture where all components are directly wired to various controllers. The goal is
to design flexible systems that can accomplish various tasks with minimum con-
figuration cost, maximum reliability while achieving the desired performance. In
feedback control there are two major operations to be accomplished: the trans-
mission of signals (information flow) back and forth and the calculation of control
actions (decision making). Various control architectures can be implemented to
perform these operations in a real plant: centralized, decentralized and distributed
control architectures. A centralized control system utilizes one centralized con-
troller which collects data from all sensors, computes control decisions, and then
dispatches actuation signals to actuators. It is well known that the centralized
control can provide the best performance since it imposes the least constraints on
the control structure under consideration. However, this structure has a single
point of failure [10] plus the computational and organizational complexity asso-

ciated with centralized controllers often makes their implementation impractical,
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especially for plants with complex dynamics and/or spatially distributed in space
such as the Large Scale System (LSS).

These considerations have eventually motivated significant work on decentral-
ized control [2], where multiple sensors and controllers are placed in a distributed
structure, and the control decisions are made with or without the full set of re-
sponse data. The controller nodes can be closely collocated with system actuators.
The major issue in this structure is due to lack of communication between con-
trollers [34], therefore, the closed-loop performance of the plant may deteriorate,
and in some cases stability may be lost. In this regard, significant research work
[10, 11, 12, 52] has explored in depth the benefits and limitations of decentral-
ized controllers as well as possible ways of overcoming some of their limitations.
Another approach is the distributed control where the communication between
controllers is allowed [154]. It stands nowadays as the technologically efficient
infrastructure for many advanced control strategies in industry that are often
implemented over local and proprietary networks.

However, the great availability and ever-decreasing costs of the networked
technology have been responsible for the replacement of the traditional point-to-
point link for broadcast transmission. That motivates the implementation and
the usage of shared network to connect spatially distributed elements results in
flexible architectures which help in reducing the installation and maintenance
costs. Also, they present better characteristics in terms of modularity, scalability
and offers more design options [1, 5, 66]. By closing the feedback control loop
over a communication network, this will introduce the Networked Control System
(NCS) [23, 26, 67, 68]in which the sensor, the actuator, and the controller are
elements that share information by exchanging messages over the network.

Consequently, this type of control systems have been finding applications in

a broad range of areas such as mobile sensor networks [79], remote surgery [80],
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haptics collaboration over the Internet [81, 82, 83| , automated highway systems,
unmanned aerial vehicles, control of surveillance and rescue robot teams for access
to hazardous environments and space exploration [84, 85]. In such remote control
applications, one major concern is the characterization of a sufficient amount
of information transfer needed for a satisfactory performance. This information
transfer can be between various components of a networked control system. One
necessity for satisfactory control performance is the ability for the controllers
to track the plant states under communication constraints. Another challenge
is the determination of the data rate required for the transmission of control
signals, and the construction of dynamic encoding, decoding, and control policies
meeting some criteria. One more important problem also is the coordination
among multiple sensors or multiple controllers/decision makers with the lowest
information exchange possible. Moreover, the presence of a network in the control
loop has the drawback of introducing time delays in the communications among
field elements. Depending on the network configuration, these delays can exhibit
random behaviour and may even cause variation in the sampling periods, which
in turn, result in a time-varying plant [68, 69]. These delays deteriorate the
performance and even the stability of the system as a whole [70, 71, 72, 75].
Therefore, it is not a trivial task to design communication protocols or ar-
chitectures for control systems since both communication delay and packet loss
negatively impact estimation, closed-loop performance and other parameters of
controlled systems [37]. Currently, communications protocols and networked con-
trol systems are designed separately. In particular, protocols are designed based
on conservative heuristics which, by and large, specify what the maximum time
delay and maximum packet loss should be. The delays may not affect significantly
an open loop control system but for the applications which require feedback data

across the network, the traditional control strategies which can deal with constant
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time delays might not be suitable. Moreover, real-time implementation can in-
troduce non-constant time delay (jitter) in the control loop as the result of tasks
pre-emption and priorities [76, 77]. Each control task contains three parts; sam-
pling, control algorithm and actuation. The jitter can happen in sampling and/or
actuation. The real-time scheduling can affect control system performance be-
cause of the jitter that is imposed by scheduling while the control system design
can affect the real-time scheduling since the period of control task is determined
during the control design stage. Hence, it is required to integrate the design of
control system and real-time scheduling to eliminate the effect of jitter and achieve
the desired requirements.

From these observations few questions arise [4]: How should we design esti-
mators for networked systems that take into account simultaneous random delay
and packet loss? How can we estimate their performance? When is the closed
loop system stable? How can we choose between a communication protocol with
a large packet delay and a small packet loss and a protocol with a small packet
delay and a large packet loss, in terms of best performance of a specific real-
time application? Indeed, the situation becomes compounded when considering
interconnected dynamical systems. From this perspective, the objective of next
sections is to review a number of control architectures such as decentralized, dis-
tributed, networked and hierarchical networked control and providing an overview

for each type.

2.2 Decentralized Control

In this paradigm, the plant is decomposed into a number of simpler subsystems
(typically based on functional and/or time-scale differences of the unit operations)

with interconnections, and a number of local controllers are connected to each
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distributed subsystem with no signal transfer taking place between different local
controllers [10]. Decentralized control of multi-unit plants can reduce complexity
in the controller design and implementation, and can also provide flexibility in
dealing with local controller failures. In a decentralized control system, since each
controller communicates with sensors and actuators in its vicinity, the requirement
on communication range can be significantly reduced, and communication latency
decreases by reducing the number of sensors or actuators that each controller has
to communicate with [34, 35]. As the control decisions are computed and executed
distributively by individual controllers, system redundancy and reliability can also
be improved using decentralized control. On the other hand, since each controller
may only have limited information and longer time delay using communication
medium, the stability and optimality of decentralized control strategies need to
be examined carefully.

In decentralized architectures, the control (input «) and the controlled (output
y) variables are grouped into disjoint sets. These sets are then coupled to produce
non-overlapping pairs for which local controllers are designed to operate in a
completely independent fashion. The local controllers can be single-input single-
output or multivariable (locally centralized) depending on the cardinality of the
selected input and output groups. An example of a perfectly decentralized control
structure is shown in Fig. 2.1, which provides local posterior information to each
controller with no information exchanged between local controllers. Knowledge of
how the control actions of the local controller affect the overall system response
is not known.

The system under control is assumed to be composed by n subsystems, with
states, control and output variables (x;,u;,y;), where i = 1, ..., n , and the in-
teraction between the subsystems is due to the mutual effect of the states. Once

the decentralized controller structure has been defined, the design of the local
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Figure 2.1: Decentralized Control System
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controllers (K ..., K,,), becomes a routine task when the interactions among the
inputs and the outputs of different pairs are weak. These interactions can either
be direct (input coupling) or caused by the mutual effects of the internal states
of the subsystems under control. On the contrary, it is well known that strong
interactions can even prevent one from achieving stability and/or performance
with decentralized control.

In many practical situations, complete state measurements are not available
at each individual subsystem for decentralized control; consequently, one has to
consider decentralized feedback control based on measurements only or design
decentralized observers to estimate the state of individual subsystems that can
be used for estimated state feedback control. The general model for a decentral-
ized linear observer that will track the plant states in the presence of bounded

interconnections is shown in the following state equations:

gi = Cli’l, 7 = 1, L, n

(2.1)

L; is the observation gain matrix of i** subsystem ,Z is the state observation
of i'" subsystem. Notice that the state observation structure of the global inter-
connected subsystems is completely decentralized since there is no information
transfer between local observers.

The dynamic of the observation error between the i*" true state and the i

observer output is:
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€ = T —
(2.2)
The local control law of each subsystem is given by
(2.3)

More works also is available in the literature for developing different decen-

tralized techniques such as adaptive, robust and nonlinear decentralized control

[116]-[121].

2.3 Large Scale Systems (LSS)

The large scale systems (LSS) usually are physically distributed over a wide area
and the decentralized controllers are the most applicable control philosophy for
LSS [2]-[9],[114] and this is so because of the information exchange between subsys-
tems of a LSS is not needed; thus, the individual subsystem controllers are simple
and use only locally available information. Large-scale interconnected systems
can be found in such diverse fields such as automated highway systems (AHS),
autonomous vehicle systems (AVS), material handling systems (MHS), air traffic
management systems (ATMS), manufacturing, power generation and distribution
[115]. Designing a centralized control for these systems may not be efficient due
to the natural system’s modularity, which may prevent a viable way of sharing
information across the subsystems, and often it may be too costly when it is im-

plemented. These limitations motivate the design of decentralized control systems
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Figure 2.2: LSS Examples

where the information exchange between interconnected subsystems of large-scale
systems is not required. Thus, the control law implementation is more feasible
and more economical. However, in the decentralized state feedback control, the
state variables are not available or are costly to measure. Therefore, it is necessary
to design a state observer to reconstruct the individual states of each subsystem.

Two broad methods can be used to design observer-based decentralized output

feedback controllers for large scale systems:

e Design local observer and controller for each subsystem independently and
check the stability of the overall closed-loop system. In this method, the

interconnection in each subsystem is regarded as an unknown input.

e Design the observer and controller by posing the output feedback stabiliza-

tion problem as an optimization problem.

The aim of any control design is not only to stabilize the system but also to
ensure satisfactory performance of that system. For linear systems the quadratic
cost is characterized by the LQ (Linear Quadratic) design which offers an optimal
solution. Whereas for nonlinear and/or uncertain systems the guaranteed cost
control, in the presence of admissible nonlinearities and/or uncertainties, ensure
that the closed loop system is asymptotically stable and an upper bound of the

quadratic cost is minimized. Hence, the result of these control designs are char-
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acterized in terms of parameterized algebraic Riccati equations which are may be
difficult to solve.

The large scale interconnected systems characterized by linear subsystems for
which are added nonlinear interconnections, are modeled in [115] and [117] as the

following:

Y, = Cli'l, 1= 1, ., n

(2.4)

Where z; is the state vector of i* subsystem, u; is the control vector of i"
subsystem, v; is the output vector of i* subsystem and h; reflects the intercon-
nection term illustrating the nonlinearity of i** subsystem. The matrices A;, B;
and C; denote respectively the state matrix, the control matrix and the output

matrix of each subsystem with the following:

e (A;, B;) assumed to be controllable.

e (A;,C;) assumed to be observable.

2.4 Quasi-Decentralized Control

To solve the problem where a decentralized control structure cannot provide the re-
quired stability and performance properties, and to avoid the complexity and lack
of flexibility associated with traditional centralized control, a quasi-decentralized
control (partially decentralized and not fully distributed) strategy with minimum

cross-communication between the plant units offers a suitable compromise and
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Figure 2.3: Quasi-decentralized Control System

it provides a way of ensuring partial knowledge of how the local controller is af-
fecting the global system. Most of the signals used for control are collected and
processed locally, although some signals (the total number of which is kept to a
minimum) still need to be transferred between local units and controllers to ade-
quately account for the interactions between the different units and minimize the
propagation of disturbances and process upsets from one unit to another [9].

One of the key problems that need to be addressed in the design of quasi-
decentralized control systems [51, 52] is how to coordinate the control and com-
munication functions and how to account for possible limitations of the communi-
cation medium in the formulation and solution of the control problem especially
if the communication is a shared medium like Ethernet. This is an important
problem in view of the increased reliance in the process industries in recent years
on sensor and control systems that are accessed over communication networks
rather than hardwired.

The design of a quasi-decentralized control [53, 54] strategy that enforces the

desired closed-loop objectives with minimal cross communication between the
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component subsystems is an appealing goal since it reduces reliance on the com-
munication medium and helps save on communication costs. This is an important
consideration particularly when the communication medium is a potentially un-
reliable (e.g. wireless sensor network) where conserving network resources is key

to prolonging the service life of the network.

2.5 Distributed Control

In distributed control structures, like the simple example shown in Fig. 2.4, it is
assumed that the information is transmitted among the local controllers so that
each one of them has knowledge on the behaviour of the others [149]-[154], [127].
The information transmitted, for example, can consist of the future predicted
control or state variables computed locally, so that any local controller can predict
the interaction effects over the considered prediction horizon. A classification can
be made depending on the topology of the communication network. Specifically,

the following cases can be considered:

e Information is transmitted (and received) from any local controller to all the

others (fully connected algorithms).

e Information is transmitted (and received) from any local controller to a given

subset of the others (partially connected algorithms).

Distributed control system consisting of N subsystem discrete-time linear dy-

namic model of the subsystem ¢ can be described as following;:

zi(k+1) = Y (Ayz;(k) + Gawy(k)
=1

(2.5)
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Figure 2.4: Distributed Control System

Where z; is the state of the subsystem ¢ at instant k, w; is the white noise
process [27].

A partially connected information structure can be convenient in the case of
large-scale systems made by a great number of loosely connected subsystems. In
these cases, restricting the information exchange among directly interacting sub-
systems produces negligible performance deterioration. An interesting discussion
on this point is covered in [13], where reference is made to chemical processes
composed by subsystems directly interacting only with their neighbours, possibly
with additional recirculating flows. It is apparent that the amount of information
available to the local controllers with iterative algorithms is higher, so that an
overall iterative procedure can be set-up to reach a global consensus on the ac-
tions to be taken within the sampling interval. To this regard however, a further

classification has to be considered:

e Distributed algorithms where each local controller minimizes a local perfor-

mance index (independent algorithms).

e Distributed algorithms where each local controller minimizes a global cost

function (cooperating algorithms).
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Figure 2.5: Comparison between Control Structures

As we have already talked about decentralized, centralized and distributed,

Table 2.5 will show some general features of each type.

2.6 Distributed Control and Game Theory

The relationship between distributed control problems and team decision problems
has recently gained renewed attention in the engineering literature. It has been
shown that a collection of controllers with access to different sets of measurements
can be designed using finite-dimensional convex optimization to act optimally as
a team. Game theory has been used extensively as a quantitative framework for
studying communication networks and distributed control systems among its other
applications in engineering and economics. Game theoretic models provide not
only a basis for analysis but also for design of network protocols and decentralized
control schemes [122]. The non-cooperative game theory has recently spread its
use in engineering work on how to design games such that their outcome satisfies

certain global objectives. Any game has three main components:

e A set of players, N =1, ... n
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e Each player has a set of actions, A;; , and the joint action space A =

e Each player orders the outcomes according to a utility or payoff function w;,

Vie N.

All of them are working to achieve the global objective G. When no player
prefers a unilateral deviation to any of its other actions, the game is at a Nash
Equilibrium [124] - [126].

As discussed in [14] by means of game theory considerations it is apparent that
in iterative and independent algorithms each local controller tends to move to-
wards a Nash equilibrium, while iterative and cooperating methods seek to achieve
the Pareto optimal solution provided by an ideal centralized control structure.
However, Nash equilibrium can even be unstable and far from the Pareto optimal
solution, so that specific constraints have to be included in the control problem
formulation to guarantee closed-loop stability. A stability constraint is included in
the problem formulation, although stability can be verified only a-posteriori with
an analysis of the resulting closed-loop dynamics. Then, a minmax [15] approach
aimed at minimizing local cost functions under the worst-case disturbance allows
one to compute parameterized distributed control laws. A team of players are to
optimize a worst case scenario given limited information of natures decision for

each player.

2.7 Networked Control System

The research and developments on shared data networks have a long history
started by principle data networks such as Slotted and ARPANET which were
specially developed around 30 to 40 years ago [123, 128]. Many industrial compa-

nies and institutes have shown interest in applying networks for remote industrial
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control purposes and factory automation because these networks enable remote
data transfers and data exchanges among users, reduce the complexity in wiring
connections, minimize the costs of medias and provide ease in maintenance. As
a result of extensive research and development, several network protocols for in-
dustrial control have been released, for example, Controller Area Network (CAN),
Profibus, Foundation Fieldbus and Device-Net.

Most of these protocols are typically reliable and robust for real-time con-
trol purposes. Meanwhile, the technologies on general computer networks es-
pecially Ethernet have also progressed very rapidly. With the decreasing price,
increasing speed, widespread usages, numerous software and applications, and
well-established infrastructure, these networks became as major competitors to
the industrial networks for control applications. Thus, the control applications
can utilize these networks to perform remote control at much farther distances
than in the past without investing on the whole infrastructure. By having the
feedback control systems loops closed through a shared communication link, then

it is called Networked Control System (NCS).
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Figure 2.7: A Typical NCS Setup and Information Flows

However, the insertion of the communication network in the feedback control
loop makes the analysis and design of an NCS complex. Conventional control the-
ories with many ideal assumptions, such as synchronized control and non-delayed
sensing and actuation, must be re-evaluated before they can be applied to NCSs.
Specifically; the following issues need to be addressed. The first issue is the
network-induced delay [74] (Sensor-to-controller delay and controller-to-actuator
delay) that occurs while exchanging data among devices connected to the shared
medium. This delay, either constant or time varying, can degrade the performance
of control systems designed without considering the delay and can even destabilize
the system [45]. Next, the network can be viewed as a web of unreliable trans-
mission paths. Some packets not only suffer transmission delay but, even worse,
can be lost during transmission. Thus, how such packet dropouts [25]-[38] affect
the performance of an NCS is an issue that must be considered [8]. Another issue
may occur also is when the plant outputs are transmitted using multiple network
packets (so-called multiple-packet transmission), due to the bandwidth and packet

size constraints of the network. Because of the arbitration of the network medium

28



with other nodes on the network, chances are that all/part/none of the packets
could arrive by the time of control calculation [5].

Depending on network protocols and scheduling methods, network-induced de-
lays have different characteristics and can be constant, time-varying, or stochastic
[6]. There are essentially three kinds of delays that will affect the system as shown

in Fig. 2.8:
e Communication delay between the sensor and the controller, 7.
e Computational delay in the controller, 7.

e Communication delay between the controller and the actuator, 7.,.

Due to these network delay concerns, there are various methodologies which
have been formulated based on several types of network behaviors and configura-
tions to control and maintain the stability of an NCS with different ways to treat

the delay problems [74]-[78], [123]-[129]. These methodologies are listed as below:

Augmented deterministic discrete-time model methodology.

Queuing methodology.

e Optimal stochastic control methodology.

e Perturbation methodology.

e Sampling time scheduling methodology.

e Fuzzy logic modulation methodology.

e Event-based methodology.

e End-user control adaptation methodology.

e Robust control methodology.
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Figure 2.8: Control System with Network Induced Delays

Time-Delay estimator methodology.

Predictive control methodology.

Markovian processes methodology.

Bandwidth management methodology.

In feedback control systems, it is important that the sampled data should be
transmitted within a sampling period in which the stability of control systems
is guaranteed [7]. While a shorter sampling period is preferable in most control
systems, for some purposes it can be lengthened up to a certain bound, maximum
allowable delay bound (MADB), within which stability of the system is guaranteed
in spite of the performance degradation [3]. The more information the controller
can get the better control decision will be executed but this may degrade the
network performance due to the high traffic generated with shorter sample period.

The NCS may have two main configurations [123, 128] or structures:

e Direct/General Structure: The structure is composed of a controller and

several remote systems, each containing a physical plant, sensors and ac-
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Figure 2.9: NCS in the direct structure.

tuators. The controller and the plants are physically located at different
locations and are directly linked by a data network in order to perform
remote closed-loop control as illustrated in Fig 2.9. In a practical imple-
mentation, multiple controllers can be implemented in a single hardware
unit to manage multiple NCS loops in the direct structure. An example of

this structure is the direct current (DC) motor speed control system.

Hierarchal /Multi-Level Structure: This structure may consist of a main
controller and several remote closed-loop subsystems as shown in Fig. 2.10.
Each of the subsystem contains a set of sensors, a set of actuators, and a
controller by itself. These system components are attached to the same con-
trol plant. In this case, a subsystem controller receives a set point from the
central controller. The remote system then processes the reference signal
to perform local closed-loop control and returns sensor measurement to the
main controller for networked closed-loop control. Periodically, the main
controller computes and sends the reference signal in a frame or packet via
a network to the remote system. The networked control loop usually has
a longer sampling period than the local control loop since the remote con-

troller is supposed to satisfy the reference signal before processing the newly
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Figure 2.10: NCS in the hierarchical structure.

arrived reference signal. This structure is widely used in several applications

including mobile robots and tele-operation.

Both structures have different advantages but the second structure is more
modular, control loop is simpler to be reconfigured and has better interaction
because data are transmitted to components directly. A controller in the first
structure which can observe and process every measurement, whereas a (central)
controller in the second structure may have to wait until the set point is satisfied
to transfer the complete measurements, status signals, or alarm signals.

Also, when we talk about NCS, it is possible to discuss it as band-limited com-
munication channels for control loops. The channel is digital and due to the finite
word length effects only a finite number of bits can be transmitted over the channel
at any transmission instant. The main issue in control (stabilization) of systems
with such channels is that of quantization and we use the term quantized control
systems (QCS) [155, 158] to denote systems exhibiting this feature. Another sce-
nario if we consider the channel as a serial bus and only a subset of sensors and/or
actuators can transmit their data over the channel at each transmission instant
(in this case, the quantization effects are ignored). The main issue in this class

of systems is time scheduling of transmissions of various signals in the system. In
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addition, if we are assuming that the control loop has to be implemented using a
bit-rate limited channel in the plant to controller [156] communication link, then ,
the plant output measurements have to be quantized prior to transmission. Some
ideas from the signal processing literature were borrowed and employ a feedback
quantizer to encode the plant output. Using a fixed signal-to-noise ratio additive
noise model for quantization errors, it is possible to show how to design the feed-
back quantizer to systematically reduce the impact of quantization on closed loop
performance, as measured by the tracking error variance.

From Fig. 2.11 we have the plant P is a discrete-time linear time-invariant
(LTT) system, The controller-encoder sends to the communication channel at time
t a control packet composed of potential quantized control inputs for the current
and (N1) step future time instants, the quantizer ¢ can be a static uniform quan-

tizer (see Fig. 2.12), where the parameter d represents the step size or fineness of
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the quantization, and M = 2m + 1 is the number of the quantization levels. The
buffer Buff decides the actuator input based on the received channel symbols.
The state b(t) of the buffer is updated whenever the buffer receives the packet.
Finally, NCS have been attracting significant interest in the past few years
and will continue to do so for the years to come. With the advent of cheap, small,
and low-power processors with communication capabilities, it becomes possible to
endow sensor and actuators with processing power and the ability to communi-
cate with remote controllers through multi-purpose networks. In view of this, we
conjecture that in the near future NCSs will become the norm, replacing the cur-
rent fixed-rate digital control systems that rely on dedicated connections between

sensors, controllers, and actuators.

2.8 Decentralized Networked Control Systems

A system is said to be decentralized if there are multiple decision makers in the
system (e.g., controllers) and these decision makers have access to different and
imperfect information with regard to the system they operate in, and they need
to either cooperate or compete with each other. In such control systems, one ma-
jor concern is the characterization of a sufficient amount of information transfer
needed for a satisfactory performance. This information transfer can be between
various components of a networked control system and it will be called Decentral-
ized Networked Control System (DecNCS). One necessity for satisfactory control
performance is the ability for the controllers to track the plant states under com-
munication constraints. One other challenge is the determination of the data rate
required for the transmission of control signals, and the construction of dynamic
encoding, decoding, and control policies meeting certain conditions. Another

important problem is the coordination among multiple sensors or multiple con-
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Figure 2.13: Decentralized Networked Control System

trollers/decision makers with the lowest information exchange possible which is
the case in decentralized control system.

DecNCS combine the advantages of the NCS and the decentralized control
systems. Such a combination enables to cut unnecessary wiring, reduces the com-
plexity and cost of the overall system when designing and implementing control
systems. DecNCS is an emerging research field for which developments are still on
going to overcome several challenges raised by NCSs [41]-[43]. The control system
stability in such system will require more attention to maintain the system sta-
bility [46]-[50] considering constraints like limited bandwidth or limited capacity

channels, data rate constraints and multi controllers systems [44, 45].

2.9 Distributed Networked Control Systems

When the control loops are closed over a real-time or lossy communication net-
work, then this may introduce a new term called Distributed Networked Control
System (DNCS) [27]-[29] as in Fig. 2.14. In a DNCS, a given subsystem uses its
state and the states of its immediate neighbors to determine its control action [30]
where the information is exchanged via the communication network also. Con-

necting the distributed control system components via a network can effectively
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Figure 2.14: Distributed Networked Control System

reduce the complexity of the systems with nominal economical investments mak-
ing the system scalable with efficient sharing of data [31]. Some parameters like
induced delays, bit rate, packet size, packets drop, bandwidth and sampling time
will require more focus while designing the DNCS controllers. The best examples
of such system include ad-hoc wireless sensor networks and a network of mobile
agents. However, the time complexity of the exact method can be exponential in
the number of communication links.

The exchange of information among local controllers can be made according

to different protocols:

e Information is transmitted (and received) by the local controllers only once

within each sampling time (non-iterative/aperiodic algorithms).

e Information can be transmitted (and received) by the local controllers many

times within the sampling time (iterative/periodic algorithms).

Going back to equation 2.5 from [27], we can see modified model considering
that there is a communication between plants over a lossy communication network

but it focus on packets drop only .
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(2.6)

Where Z;; is a random variable and it will be 1 at each time instant £ a packet

is received successfully by plant j from plant ¢ , otherwise it is zero.

2.10 Wireless Networked Control System

Building a distributed or decentralized control system supported by a wireless net-
work is a challenging task that requires a new design approach to both systems.
Several problems, for instance, security, authentication, energy supply, signal path
loss, transceiver operation mode, packet delay and dropout etc, are explored in
[108] for implementation of wireless networks in industrial applications. Wireless
Communication Standards like IEEE 802.11 [130], IEEE 802.15.4/ZigBee and
IEEE 802.15.1/Bluetooth are used for WNCS. Most WNCS researches are based
on mainly IEEE 802.11 standards and support data rates 1, 2, 11, 54 Mbps. IEEE
802.11 uses Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
as Medium Access Control (MAC) protocol [110]. However, contention based pro-
tocols, e.g., CSMA/CA, are not appropriate for real time communication as they
require handshaking among the nodes [111] and do not guarantee bounded packet
delay. For the Zigbee it is used for low distance, < 10m , and it has two types
for high data rates with QoS and low data rates with low power consumption.
Bluetooth offers low cost and low power requirement with a high degree of ver-
satility. It has been used in some industrial applications such as sensor devices

for monitoring, driver hands-free calling etc. Routing protocols determines how
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routes are established in wireless network and can be classified into Proactive and
Reactive (on demand) protocols. A proactive protocol keeps up-to-date routing
table by constantly requesting update information and sharing routing tables.
The disadvantage of this strategy is that it produces huge traffic in the network
[112, 113]. Destination Sequenced Distance Vector routing (DSDV) is an example
of proactive protocol for ad hoc networks. Reactive protocol attempts to establish
a route when a node wishes to send a packet and there is no valid route in the
route table. Routes are maintained until the destination becomes unreachable or
the route is no longer required. The advantage is that less traffic is generated in
the network. However, they have the disadvantages such as there is a delay in
sending the packet and existing routes can become invalid without the node being
made aware of it. Ad hoc On-demand Distance Vector (AODV) and Dynamic
Source Routing (DSR) are the examples of reactive protocol.

End to end connection type Communication over wireless network can be per-
formed using either Transmission Control Protocol (TCP) or User Datagram Pro-
tocol (UDP). TCP/IP is not suitable for it as it uses connection oriented packet
transfer. On the other hand, UDP offers low overheads as it does not main-
tain connections and discards obsolete or lost packets. Therefore, it is preferable
for networked control applications. The other issue with wireless is the security
where the wireless networks inherently suffer from security problems as signals
are broadcast to all receivers. Two types of security issues can be identified: Sig-
nal integrity and Authentication. For Signal integrity the main concern comes
from the interference from other radio transmitters. This problem can be cru-
cial for IEEE 802.11 and Bluetooth technology as they both use the unlicensed
ISM 2.4 GHz band. However, the spread spectrum techniques implemented by
the standards can mitigate the interference in most cases. Moreover, as radio

signals can be received by all nearby receivers, unauthorised users can exploit
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the resources of WNCS. The IEEE 802.11 standard offers a WLAN authentica-
tion mechanism called Wired Equivalent Privacy (WEP) from the MAC layer.
However, the security provided is not adequate. On the other hand, current Blue-
tooth technology specifies security in link layer and application developers have
to choose the required security method. Again, Bluetooth security is not strong

enough to exchange sensitive data.

2.11 Multi Agents Control System

The co-design of control, computing and communication for complex networked
control systems requires a new vision on complexity and new concepts and tools
that will allow the designers to analyze and simulate how timing affects control
performances and to determine the optimal structure of the hybrid distributed
system with computing and communication constraints. New methods based on
multi-agent systems [98]-[100] could be used effectively for designing, modeling,
simulating, and analyzing complex structures. Recently, the study on multi-agent
systems has received more attention due to its wide potential applications, such
as platooning of vehicles in the urban transportation [101, 102], the operation
of the multiple robots [103], autonomous underwater vehicles [104, 105] and the
formation of aircrafts in military affairs [106, 107]. Investigations for multi-agent
systems begin with studying the behaviour of a large number of interacting agents

with a common group objective.

2.12 Coordinated Hierarchical Control

An alternative to the distributed control schemes consists of two levels hierarchical
control structures [16]-[108], like the one shown in Fig. 2.15 for the example al-

ready considered in the previous sections. In this two-level structure, an algorithm
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at the higher level coordinates the actions of local controllers placed at a lower
level. The basic idea is to describe the overall system under control as composed
by a number of subsystems linked through some interconnecting variables, i.e. the
inputs of a given subsystem are the outputs or the states of another one. Then,
for any subsystem an optimization problem is solved to minimize a suitable local
cost function under local state, input and output constraints. If the computed
local solutions satisfy the constraints imposed by the interconnecting variables, if
there is coherence among the values of the interconnecting variables computed by
the local controllers, the procedure is concluded. Otherwise, an iterative ”price
coordination” method is used: the coordinator sets the prices, which coincide with
the Lagrange multipliers of the coherence constraints in the global optimization
problem, by assuming as given the state, input and output variables defined by
the local regulators. In turn, these optimal prices are sent to the low level lo-
cal optimizers which take them as given and recomputed the optimal trajectories
of the state, input and output variables over the considered prediction horizon.
The iterations are stopped when the interconnecting variables satisfy the required
coherence conditions. This conceptual iterative procedure must be specialized to
guarantee its convergence as well as some properties of the resulting final solution.

Finally, it must be noted that similar two-level structures are widely used in
the intensive stream of research in computer science and in artificial intelligence
related to the so-called ”autonomous agents. Basically, a number of agents must
negotiate their actions through a "negotiator” until a consensus on their actions
is attained, see e.g. [19]. In Fig. 2.16, a communication network is introduced
in the coordinated hierarchal control system which brings all NCS issues to this

type of control.
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2.13 Hierarchical Control of Multi Layers Sys-
tems

In hierarchical multilayer systems, the control action is performed by a number
of controllers working at different time scales [9]. This can be useful at least in
two cases: when the overall process under control is characterized by different
dynamic behavior, i.e. by slow and fast dynamics, or in plantwide optimization
when optimization and control algorithms working at a different rates compute
both the optimal targets and the effective control actions to be applied. Industrial
examples include a waste water treatment plant and a greenhouse control problem
[20, 21, 36]. In these cases, the control can be performed at two different time

scales. We can categorize the multilayer systems into the following:

2.13.1 Hierarchical control of multi time scale systems

A controller acting at lower frequencies computes both the control actions (g )
of the manipulated variables which have a long-term effect on the plant, i.e. the
”slow” control variables, and the reference values of the ”fast” control variables,
state variables and output variables (Uyeffast; Treffast: Yreffast), respectively. A
second controller takes these reference values as inputs and computes the ”fast”
control variables usqs solving a tracking problem at a higher rate. A conceptual

scheme of this architecture for a two-layers structure is shown in Fig. 2.17.

2.13.2 Control of Systems with Hierarchical Structure

Many industrial, economical or sociological systems can be described by a hi-
erarchical structure where the highest layer of the hierarchy corresponds to a
dynamical system with slow dynamics. This system can be controlled by look-

ing at its behavior over a long time scale, and its computed control inputs must
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be effectively provided by subsystems placed at lower layers of the hierarchy and
characterized by faster dynamics. In turn, these subsystems must be controlled
at a higher rate and can be placed at an intermediate layer of the hierarchy. An
example of a three layer structure is shown in Fig. 2.18. As a matter of fact, in
these structures the regulator at a higher layer computes its desired control inputs,
which are the reference signals of the immediately lower layer [160]. Moreover,
the controllers of the subsystems at the lower layer must guarantee the solution of
the corresponding tracking problems with an adequate level of accuracy, so that
the mismatch between what is required by the higher level and what is provided
by the lower one does not destroy some fundamental properties, such as stability
and performance. From a control engineering point of view, this multilayered hi-
erarchical structure corresponds to a classical cascade feedback control system as

in Fig. 2.19.

2.13.3 Hierarchical Control for Plant-wide Optimization

In the process industry it is common to design the overall control system ac-

cording to the hierarchical structure shown in Fig.2.20. At the higher layer, real
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time optimization (RTO), [160] which plays a fundamental role in process con-
trol, is performed to compute the optimal operating conditions with respect to a
performance index representing an economic criterion. At this stage a detailed,
although static, physical nonlinear model of the system is used. At the lower
layer a simpler linear dynamic model of the same system, often derived by means
of identification experiments, is used to design a controller guaranteeing that the
target values transmitted from the higher layer are attained. Also in this case, the
lower level can transmit bottom-up information on constraints and performance.
Moreover, the controller design shall take care of constraints arising from closing

the control loop over a shared communication network.

Real-time
- Optimization
(RTO)

P

-
|

1

1

! Dynamic
:. — Networked
1

1

1

1

Control

P

Plant

disturbances

Figure 2.20: Hierarchical Structure for Plant-wide Control and Optimization

2.13.4 Hierarchical Control System for Dynamic Resource

Management

The hierarchical control system uses a set of utility functions to evaluate the per-
formance of strings and missions in the system against current resource allocations
[55]. The control system also uses the utility estimation function to estimate the
desirability of various control actions with respect to the future performance and
utility of the system. The control system chooses control actions that would result

in a higher level of estimated utility [16]. If the system has enough unused system
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resources, the system could allocate resources to previously un-deployed missions
or application strings to boost its overall utility and performance. Conversely, if
resource contention were occurring due to an over deployment of missions (pos-
sibly due to resource failure among other possible causes), then the performance
and utility of the deployed missions would drop. A drop in the measured utility
indicates to the controllers that the allocation of resources should be adjusted in
an attempt to relieve the resource contention and raise the measured utility. The
control system uses a hierarchical control [22] philosophy that is fundamentally
bottom-up. The low level controllers are generally fast and responsive, while the
high level controllers have the ability to take more aggressive control actions. Be-
cause higher level control actions are more invasive, the higher level controllers
take more time to better estimate which of their control actions will maximize
their local utility. Because local controllers in this design attempt to greedily
maintain their local utility, the bottom-up control philosophy limits local, fast
utility gains that are potentially detrimental to the overall system utility.

String controllers perform fast low-level tuning of quality and throughput in or-
der to maintain their local string utility. If a string controller is unable to maintain
its local utility, its mission controller performs limited resource re-deployments to
benefit local strings. If a mission controller is unable to maintain its local utility,
the mission controller sends a request to the system controller to re-initialize sys-
tem resources. The system controller has the ability to request that the Infrastruc-
ture Allocator perform a full re-initialization of system resources if the controllers
are unable to take any action that would sufficiently raise the measured system
utility. The controllers interact with each other through direct communications,
but the controllers receive information about system resources or performance

through resource s